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Example returning /restconf:

The client might send the following:
GET /.well-known/host-meta HTTP/1.1
Host: example.com
Accept: application/xrd+xml

The server might respond as follows:
HTTP/1.1 200 OK
Content-Type: application/xrd+xml
Content-Length: nnn
<XRD xmlns='http://docs.oasis-open.org/ns/xri/xrd-1.0">

<Link rel='restconf' href='/restconf'/>
</XRD>

URI O :

* GigabitEthernet0/0/2 :
https://10.104.50.97 restconf/data/Cisco-IOS-X E-native:native/interface/GigabitEthemet=0%62F0%2F2

* fields=name :
hitps:/10.104.50.97 frestconf/data/Cisco-IOS-XE-native:native/interface/GigabitFthemet=0%a2F0%2F2 fields=name

* depth=1 :
https://10.85.116.59/restconf/data/Cisco-10S-X E-native:native/interface/GigabitEthernet?depth=1

e Name & IP :
https/10.85.116.59restoonf/data/Cisco-IOS-XEnativenative/interface?fields=GigabitFthemet/ip/address/primary;name

*MTU (7 4 —/L F)
https://10.104.50.97 /restconf/data/Cisco-10S-XE-native:native/interface?fields=GigabitEthernet(mtu)

* MTU :
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/GigabitEthernet=3/mtu

R R F v R
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/Port-channel
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<nc:rpc xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:7d0908d8-0d5f-4521-9d7b-380b81304776">
<nc:get>
<nc:filter>
<install-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-install-oper">
<install-location-information>
<install-version-info>
<version/>
<version-extension/>
<current/>
<src-filename/>
</install-version-info>
</install-location-information>
</install-oper-data>
</nc:filter>
</nc:get>
</nc:rpc>

##

Received message from host

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"
xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="urn:uuid:7d0908d8-0d5f-4521-9d7b-380b81304776">
<data>
<install-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-install-oper">
<install-location-information>
<install-version-info>
<version>17.06.04.0.3870</version>
<version-extension>1651661105</version-extension>
<current>install-version-state-present</current>
<src-filename/>
</install-version-info>
<install-version-info>
<version>17.09.01.0.158212</version>
<version-extension>1651125381</version-extension>
<current>install-version-state-present</current>
<src-filename/>
</install-version-info>
<install-version-info>
<version>17.10.01.0.158658</version>
<version-extension>1651754624</version-extension>
<current>install-version-state-present</current>

<src-filename>/bootflash/c8000v-universalk9nic.2022-05-05 18.13.SSA.bin</src-filename>
</install-version-info>
<install-version-info>
<version>17.10.01.0.160585</version>
<version-extension>1656581638</version-extension>
<current>install-version-state-provisioned-committed</current>

<src-filename>/bootflash/c8000v-universalk9.2022-06-30 15.03.SSA.bin</src-filename>
</install-version-info>
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<install-version-info>
<version>17.10.01.0.162616</version>
<version-extension>1657120419</version-extension>
<current>install-version-state-present</current>
<src-filename>/bootflash/c8000v-universalk9.BLD POLARIS DEV_ LATEST 20220706

143733.SSA.bin</src—-filename>
</install-version-info>
</install-location-information>
</install-oper-data>
</data>
</rpc-reply>
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The client may then retrieve the top-level API resource, using the
root resource "/restconf".

GET /restconf HTTP/1.1
Host: example.com
Accept: application/yang-data+json

The server might respond as follows:

HTTP/1.1 200 OK

Date: Thu, 26 Jan 2017 20:56:30 GMT
Server: example-server

Content-Type: application/yang-data+json

{
"ietf-restconf:restconf" : {
"data" : {},
"operations" : {},
"yang-library-version" : "2016-06-21"
}
}
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$ curl -k -s -u admin:DMIdmil! --location-trusted
"https://10.1.1.1/restconf/data/ietf-restconf-monitoring:restconf-state/capabilities"
-X GET

<capabilities xmlns="urn:ietf:params:xml:ns:yang:ietf-restconf-monitoring"
xmlns:rcmon="urn:ietf:params:xml:ns:yang:ietf-restconf-monitoring">

<capability>urn:ietf:params:restconf:capability:defaults:1.0?basic-mode=explicit</capability>

<capability>urn:ietf:params:restconf:capability:depth:1.0</capability>
<capability>urn:ietf:params:restconf:capability:fields:1.0</capability>
<capability>urn:ietf:params:restconf:capability:with-defaults:1.0</capability>
<capability>urn:ietf:params:restconf:capability:filter:1.0</capability>
<capability>urn:ietf:params:restconf:capability:replay:1.0</capability>

<capability>urn:ietf:params:restconf:capability:yang-patch:1.0</capability>
<capability>http://tail-f.com/ns/restconf/collection/1.0</capability>

<capability>http://tail-f.com/ns/restconf/query-api/1l.0</capability>
</capabilities>
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<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-hostname-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>create</operation>
<target>/hostname</target>
<value>
<hostname
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">Cat9K-test</hostname>
</value>
</edit>
<edit>
<edit-id>edit2</edit-id>
<operation>create</operation>
<target>/interface/Loopback=1</target>
<value>
<interface xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<Loopback>
<name>1</name>
</Loopback>
</interface>
</value>
</edit>
</yang-patch>
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Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native" -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create hostname' -H "Content-type: application/yang-patch+xml"

{
"ietf-yang-patch:yang-patch-status": ({

"patch-id": "add-hostname-patch",
"edit-status": {
"edit": [
{
"edit-id": "editl",
"errors": {
"error": [
{
"error-type": "application",
"error-tag": "data-exists",
"error-path": "/Cisco-IOS-XE-native:native/hostname",
"error-message": "object already exists: /ios:native/ios:hostname"
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Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native" -X PATCH -H "Accept:
application/yang-data+xml" -d
'@yang patch create hostname' -H "Content-type: application/yang-patch+xml"

<yang-patch-status xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-hostname-patch</patch-id>
<edit-status>
<edit>
<edit-id>editl</edit-id>
<errors>
<error>
<error-type>application</error-type>
<error-tag>data-exists</error-tag>
<error-path
xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native">/ios:native/ios:hostname</error-path>

<error-message>object already exists: /ios:native/ios:hostname</error-message>

</error>
</errors>
</edit>
</edit-status>
</yang-patch-status>device:/nobackup/folderl/confd 6313/bin $
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<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>create</operation>
<target>/Loopback=1</target>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-native">
<name>1</name>
</Loopback
</value>
</edit>
</yang-patch>

WOHNE, REFRBKD LI L E2RLTWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface” -X PATCH -H "Accept:
application/yang-data+json"
-d '@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": ({
"patch-id": "add-Loopback-patch",
“ok" : [null]
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<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>insert-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>insert</operation>
<target>/Loopback=1</target>
<point>/Loopback=0</point>
<where>after</where>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<name>1</name>
</Loopback>
</value>
</edit>
</yang-patch>
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Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface”™ -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": ({
"patch-id": "insert-Loopback-patch",
“ok" : [null]
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<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>move-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>move</operation>
<target>/Loopback=1</target>
<point>/Loopback=0</point>
<where>before</where>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<name>1</name>
</Loopback>
</value>
</edit>
</yang-patch>
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Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface”™ -X PATCH -H "Accept:
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application/yang-data+json" -d
'@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": {
"patch-id": "move-Loopback-patch",
“ok" : [null]
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IPv6 7 RLUANERTE SN TWVRWEETDH, %%ﬁ??fUﬁ%VaVﬁE%Vﬁy%%U?
AU ETR., b Y7y MIBGERREIZRY £,

10S <> KO XML ADZ

Cisco 10S XE Cupertino 17.7.1 LAfED U U — A TiX, 10S =~ K% E#9% NETCONF-YANG
XML % 72 1% RESTCONF-JSON Zsk A v —JIC HEIICE T 4, ERENT-HRE A
=% G LT, AvE—UTHEHAIND Xpath ZEETX 9, %Lﬂ:éi{btﬁﬁtféﬁk
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10S =~ > RIZZH#T 5121%, show running-config | format netconf-xml =~ > K& 72 (% show
running-config | format restconf-json =~ > K& L E9,

netconf-xml F—7U — FZ®&IR+ 25 & [0S =~ > FiF NETCONF-YANG XML Gz ZE# &
VET, restconf-json F—U— FZ @R 25 &, 10S =2~ NI RESTCONF- JSON?F/ 25
ENET,
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&IZ, show running-config | format netconf-xml =~ FOHIFIZR L ET,

Device# show running-config | format netconf-xml

<config xmlns="http://tail-f.com/ns/config/1.0">
<native xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<version>17.8</version>
<boot-start-marker/>
<boot>
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<system>
<flash>
<flash-list-ordered-by-user>

<flash-leaf>bootflash:c8000v-universalk9.BLD POLARIS DEV_ LATEST 20211020 005209.SSA.bin</

flash-leaf>
</flash-list-ordered-by-user>
</flash>
</system>
</boot>
<boot-end-marker/>
<memory>
<free>
<low-watermark>
<processor>64219</processor>
</low-watermark>
</free>
</memory>
<call-home>
<contact-email-addr xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-call-home">
sch-smart-licensing@cisco.com</contact-email-addr>
<tac-profile xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-call-home">
<profile>
<CiscoTAC-1>
<active>true</active>
<destination>
<transport-method>http</transport-method>
</destination>
</CiscoTAC-1>
</profile>
</tac-profile>
</call-home>
<service>
<timestamps>
<debug-config>
<datetime>
<msec/>
<localtime/>
<show-timezone/>
</datetime>
</debug-config>
<log-config>
<datetime>
<msec/>
<localtime/>
<show-timezone/>
</datetime>
</log-config>
</timestamps>
<call-home/>
</service>
<platform>
<console xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<output>serial</output>
</console>
<gfp xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
<utilization>
<monitor>
<load>80</load>
</monitor>
</utilization>
</qfp>
<punt-keepalive xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-platform">
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<disable-kernel-core>true</disable-kernel-core>
</punt-keepalive>
</platform>
<hostname>pi-prog-csrl</hostname>
<enable>
<password>
<secret>lab</secret>
</password>
</enable>
<username>
<name>admin</name>
<privilege>15</privilege>
<password>
<encryption>0</encryption>
<password>lab</password>
</password>
</username>
<vrf>
<definition>
<name>Mgmt-intf</name>
<address-family>
<ipv4d>
</ipvé>
<ipv6>
</ipv6>
</address-family>
</definition>
</vrf>
<ip>
<domain>
<name>cisco</name>
</domain>
<forward-protocol>
<protocol>nd</protocol>
</forward-protocol>
<route>
<ip-route-interface-forwarding-list>
<prefix>10.0.0.0</prefix>
<mask>255.255.0.0</mask>
<fwd-list>
<fwd>10.45.0.1</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
<vrf>
<name>Mgmt-intf</name>
<ip-route-interface-forwarding-list>
<prefix>0.0.0.0</prefix>
<mask>0.0.0.0</mask>
<fwd-list>
<fwd>10.104.54.129</fwd>
</fwd-list>
</ip-route-interface-forwarding-list>
</vrf>
</route>
<ssh>
<ssh-version>2</ssh-version>
</ssh>
<tftp>
<source-interface>
<GigabitEthernet>1</GigabitEthernet>
</source-interface>
<blocksize>8192</blocksize>
</tftp>
<http xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-http">
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<authentication>
<local/>
</authentication>
<server>true</server>
<secure-server>true</secure-server>
</http>
</ip>
<ipv6>
<unicast-routing/>
</ipv6>
<interface>
<GigabitEthernet>
<name>1</name>
<vrf>
<forwarding>Mgmt-intf</forwarding>
</vrf>
<ip>
<address>
<primary>
<address>10.104.54.222</address>
<mask>255.255.255.128</mask>
</primary>
</address>
</ip>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>2</name>
<ip>
<address>
<primary>
<address>9.45.21.231</address>
<mask>255.255.0.0</mask>
</primary>
</address>
</ip>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>3</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>4</name>
<mop>
<enabled>false</enabled>
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<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
<GigabitEthernet>
<name>5</name>
<mop>
<enabled>false</enabled>
<sysid>false</sysid>
</mop>
<negotiation xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ethernet">
<auto>true</auto>
</negotiation>
</GigabitEthernet>
</interface>
<control-plane>
</control-plane>
<clock>
<timezone>
<zone>IST</zone>
<hours>5</hours>
<minutes>30</minutes>
</timezone>
</clock>
<logging>
<console-config>
<console>false</console>
</console-config>
</logging>
<aaa>
<new-model xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa"/>
<authentication xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<login>
<name>default</name>
<al>
<local/>
</al>
</login>
</authentication>
<authorization xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<exec>
<name>default</name>
<al>
<local/>
</al>
</exec>
</authorization>
<common-criteria xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">
<policy>enable secret policy</policy>
<char-changes>4</char-changes>
<lower-case>1</lower-case>
<max-length>127</max-length>
<min-length>10</min-length>
<numeric-count>1</numeric-count>
<upper-case>1</upper—-case>
</common-criteria>
<session-id xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-aaa">common</session-id>
</aaa>
<login>
<on-success>
<log>
</log>
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</on-success>
</login>
<multilink>
<bundle-name
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-ppp">authenticated</bundle-name>
</multilink>
<redundancy>
</redundancy>
<spanning-tree>
<extend xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-spanning-tree">
<system-id/>
</extend>
</spanning-tree>
<subscriber>
<templating/>
</subscriber>
<crypto>
<pki xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-crypto">
<certificate>
<chain>
<name>SLA-TrustPoint</name>
<certificate>
<serial>01l</serial>
<certtype>ca</certtype>
</certificate>
</chain>
<chain>
<name>TP-self-signed-2685563505</name>
<certificate>
<serial>01l</serial>
<certtype>self-signed</certtype>
</certificate>
</chain>
</certificate>
<trustpoint>
<id>SLA-TrustPoint</id>
<enrollment>
<pkcsl2/>
</enrollment>
<revocation-check>crl</revocation-check>
</trustpoint>
<trustpoint>
<id>TP-self-signed-2685563505</1id>
<enrollment>
<selfsigned/>
</enrollment>
<revocation-check>none</revocation-check>
<rsakeypair>
<key-label>TP-self-signed-2685563505</key-label>
</rsakeypair>
<subject-name>cn=I0S-Self-Signed-Certificate-2685563505</subject-name>
</trustpoint>
</pki>
</crypto>
<license>
<udi>
<pid>C8000V</pid>
<sn>93SHKMJKOC6</sn>
</udi>
<boot>
<level>
<network-advantage>
<addon>dna-advantage</addon>
</network-advantage>
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</level>
</boot>
</license>
<line>
<aux>
<first>0</first>
</aux>
<console>
<first>0</first>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
<stopbits>1</stopbits>
</console>
<vty>
<first>0</first>
<last>4</last>
<exec-timeout>
<minutes>0</minutes>
<seconds>0</seconds>
</exec-timeout>
<password>
<secret>lab</secret>
</password>
<transport>
<input>
<all/>
</input>
<output>
<all/>
</output>
</transport>
</vty>
<vty>
<first>5</first>
<last>31</last>
<transport>
<input>
<all/>
</input>
<output>
<all/>
</output>
</transport>
</vty>
</line>
<diagnostic xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-diagnostics">
<bootup>
<level>minimal</level>
</bootup>
</diagnostic>
</native>
</config>
pi-prog-csrl#
pi-prog-csrl#

pi-prog-csrl#show running-config | format restconf-json
{
"data": {
"Cisco-IOS-XE-native:native": {

"version": "17.8",

"boot-start-marker": [null],

"boot": {

"system": {
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"flash": {
"flash-list-ordered-by-user": [
{
"flash-leaf":

10S 27> RO XML A~DZ 2 .

"bootflash:c8000v-universalk9.BLD POLARIS DEV_LATEST 20211020 _005209.SSA.bin"

}
1

}
}I

"boot-end-marker": [null],
"memory": {
"free": {
"low-watermark": {
"processor": 64219

}
}I

"call-home": {

"Cisco-IOS-XE-call-home:contact-email-addr":

"Cisco-I0S-XE-call-home:tac-profile":
"profile": {
"CiscoTAC-1": {
"active": true,
"destination": {
"transport-method": "http"

"service": {
"timestamps": {
"debug-config": {
"datetime": {
"msec": [null],
"localtime": [null],
"show-timezone": [null]
}
}I
"log-config": {
"datetime": {
"msec": [null],
"localtime": [null],
"show-timezone": [null]

}
}I
"call-home": [null]
}I
"platform": {
"Cisco-IOS-XE-platform:console": {
"output": "serial"
}I
"Cisco-IOS-XE-platform:gfp": {
"utilization": {
"monitor": {
"load": 80

}
}I

"Cisco-IOS-XE-platform:punt-keepalive":

"disable-kernel-core": true

{

"sch-smart-licensing@cisco.comn",
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}I
"hostname": "pi-prog-csrl",
"enable": {
"password": {
"secret": "lab"
}
}I
"username": [
{
"name": "admin",
"privilege": 15,
"password": {
"encryption": "0",
"password": "lab"

}
]I
"vrf": {
"definition": [
{
"name": "Mgmt-intf",
"address-family": {
"ipv4": {
}I
"ipve": {

"ip": {
"domain": {
"name": "cisco"
}I
"forward-protocol": {
"protocol": "nd"
}I
"route": {
"ip-route-interface-forwarding-list": [
{
"prefix": "10]1.0.0.0",
"mask": "255.255.0.0",
"fwd-1list": [
{
"fwd": "9.45.0.1"

}
] 4
"vrf": [
{

"name": "Mgmt-intf",

"ip-route-interface-forwarding-list":

{
"prefix": "0.0.0.0",
"mask": "0.0.0.0",
"fyd-list": |
{
"fwd": "10.104.54.129"
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]
}I
"ssh": {
"ssh-version": "2"
}I
"tftp": {
"source-interface": {
"GigabitEthernet": "1"
}I
"blocksize": 8192
}I
"Cisco-IOS-XE-http:http": {
"authentication": {
"local": [null]
}I

"server": true,
"secure-server": true
}
}I
"ipve": {
"unicast-routing": [null]
}I
"interface": {

"GigabitEthernet": [
{

"name": "1",

"vrf": |
"forwarding": "Mgmt-intf"
}I
"ip":
"address": {
"primary": {
"address": "10.104.54.222",

"mask": "255.255.255.128"

}
}I

"mop™" s {
"enabled": false,
"sysid": false

}I

"Cisco-I0OS-XE-ethernet:negotiation":

"auto": true

"name": "2",
"iph: |
"address": {
"primary": {
"address": "10.45.21.231",
"mask": "255.255.0.0"

}
}I

"mop™" s {
"enabled": false,
"sysid": false

}I

"Cisco-I0S-XE-ethernet:negotiation":

"auto": true

10S 27> RO XML A~DZ 2 .
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"name" : n3n’

"mop™ s {
"enabled": false,
"sysid": false

}I

"Cisco-I0OS-XE-ethernet:negotiation":

"auto": true

"name": "4",

"mop™ s {
"enabled": false,
"sysid": false

}I

"Cisco-IOS-XE-ethernet:negotiation":

"auto": true

"name": "5",

"mop™ s {
"enabled": false,
"sysid": false

}I

"Cisco-IOS-XE-ethernet:negotiation":

"auto": true

1
}I

"control-plane": {
}I
"clock": {
"timezone": {
"zone": "IST",
"hours": 5,
"minutes": 30

}
}I
"logging": {
"console-config": {
"console": false
}
}I
"aaa": {
"Cisco-I0S-XE-aaa:new-model": [null],
"Cisco-I0S-XE-aaa:authentication": {
"login": [
{
"name": "default",
"al": |
"local": [null]

]
}I
"Cisco-I0S-XE-aaa:authorization": {
"exec": [
{
"name": "default",
"al": |
"local": [null]
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1
}I

"Cisco-I0S-XE—-aaa:common-criteria": [
{
"policy": "enable secret policy",
"char-changes": 4,
"lower-case": 1,

"max-length": 127,
"min-length": 10,

"numeric-count": 1,
"upper-case": 1
}
]I
"Cisco-I0S-XE-aaa:session-id": "common"
}I
"login": {
"on-success": {
"log": {

}
}
}I

"multilink": {

"Cisco-IOS-XE-ppp:bundle-name": "authenticated"
}I
"redundancy": {
}I
"spanning-tree": {
"Cisco-IOS-XE-spanning-tree:extend": ({

"system-id": [null]
}
}I
"subscriber": {
"templating": [null]
}I

"crypto": {
"Cisco-IOS-XE-crypto:pki": {
"certificate": {

"chain": [
{

"name": "SLA-TrustPoint",

"certificate": [
{
"serial"™: "O1",
"certtype": "ca"

1
}I
{
"name": "TP-self-signed-2685563505",

"certificate": [
{
"serial"™: "O1",
"certtype": "self-signed"

"trustpoint": [
{
"id": "SLA-TrustPoint",
"enrollment": {
"pkcsl2": [null]
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}I

"revocation-check": ["crl"]

"id": "TP-self-signed-2685563505",
"enrollment": {

"selfsigned": [null]
}I

"revocation-check": ["none"],
"rsakeypair": {
"key-label": "TP-self-signed-2685563505"
}I
"subject-name": "cn=I0S-Self-Signed-Certificate-2685563505"
}
]
}
}I
"license": {
"udi": |

"pid": "C8000V",
"sn": "93SHKMJKOC6"
}I
"boot": {
"level™: {
"network-advantage": {
"addon": "dna-advantage"

"first": "Q"

"console": [
{
"first". "O"
. 4

"exec-timeout": {
"minutes": 0,
"seconds": O

}I

"stopbits": "1"

"first": 0O,
"last": 4,
"exec-timeout": {
"minutes": 0,
"seconds": 0O
}I
"password": {
"secret": "lab"
}I
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]
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"first": 5,
"last": 31,
"transport": {
"input": {
"all": [null]
}I
"output": {
"all": [null]
}
}
}
]
}I
"Cisco-I0OS-XE-diagnostics:diagnostic": {
"bootup": {
"level": "minimal"

RESTCONF 7’0 F O JLDEHREAHE

AAA % {E A L /= NETCONF/RESTCONF o zZEE

FIRDEE

48 HREIIC

RESTCONF 70 kaLogEs% [

NETCONF ##ft & RESTCONF #&fti%, Gk, #Frl. BLXOT IV T 17 (AAA) ZEH
L CRIAET 2 RE R B Y £7, TORE, HERL L 15 OT 78 2 TEF S L7 RADIUS
771X TACACS + =2 —HI|Z, VAT A~DT 7B ANHFTENET,

1. enable

2. configure terminal

3. aaa new-model

4. aaa group server radius server-name

5. server-private ip-address key key-name

6. ip vrf forwarding vrf-name

7 exit

8. aaa authentication login default group group-namelocal
9. aaa authentication login list-name none

10. aaaauthorization exec default group group-namelocal
11. aaasession-id common

12. line console number

13. login authentication authentication-list
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14. end

FIED %
ARV RFEREETO3 Y B#

AT 71 |enable FiHE EXEC £ — R&A X —7 /W LET
i : e MAT—=REANLET ERSNTHS) .
Device> enable

AFwF2 |configureterminal Ja—\ L ar 7 4 X alb— gy B— REBth
11 LET
Device# configure terminal

ATw 73 |aaanew-model AAA A X—T ML ET,
11
Device (config)# aaa new-model

A7 w74 |aaagroup server radius server-name RADIUS #— 3 Z38/ L, #—/\ 7 /L —7RADIUS
Bl a7 4F¥alb—var EB— REBBLET,
Device (config) # aaa group server radius ISE e server-name %I@’(&Cﬂi\ RADIUS #—/X 7' )L—

THERELET,

RFwF5 |server-privateip-address key key-name 7 A ~X— K RADIUS B — "D IP 7 K L & L K5
15'] : g?_%éﬁﬁg L/iﬁ—o
Device (config-sg-radius) # server-private
172.25.73.76 key Ciscol23

A5y 76 |ipvrfforwarding vrf-name AAA RADIUS % 721% TACACS+ H—/% Z)L—7D
Bl - Virtual Route Forwarding (VRF) ZFRIEH A E L
Device (config-sg-radius)# ip vrf forwarding ES
Mgmt-intf

ATy 1 |exit P — JL—FRADIUS =7 4 Fab— g
i - FT—REHKTL, Za—bar7 s Fal—a
Device (config-sg-radius) # exit < BT RIERY ij«o

X w8 |aaaauthenticationlogin default group group-namelocal | = 7 LWz, BEE SN NV—T 45T 7 4L k
B - DOu—J1V AAAFSREE L TRRE L £,
Device (config)# aaa authentication login default]
group ISE local

X w 9 |aaaauthentication login list-name none AT AN T A HNIEREENAECTHB I L

1 -

Device (config)# aaa authentication login NOAUTH
none

fRELET,
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RESTCONF o> Cisco 108 HTTP 4—E 20 &E#1E [

ARV FFEREETIVa Yy

E:)

X 7w 710 |aaaauthorization exec default group group-namelocal | 37 n] % 5247 1 C. EXEC 3 = /LD FE TN —FICHF
Bl - STV ENE D DERER LET,
Device (config)# aaa authorization exec default
group ISE local

RT w711 |aaasession-id common BEDa—MIKH L THEHESNEYy > a IDFE
R WO CIZe D LI LET,
Device (config) # aaa session-id common

R T 712 |line console number RETLHREDEMEZRHIL, T4 ar7 4 ¥a
1 L—yary E— RefELET,
Device (config)# line console 0

Z 5w 713 |login authentication authentication-list 07 A KT D AAA FRAER A R—T7 VI LE
£ kK
Device (config-line)# login authentication NOAUTH

RTwv 714 |end a7 4 X2l —varT—Ra2RTLET,
- BT, FHE EXEC £ — FIZRED £,

Device (config-line) # end

RESTCONF O Cisco 10S HTTP -—E XD FE 1t

FIRDEE

FIRD

RESTCONF A > % —7 = A AZfEHT 5|

1. enable

2. configureterminal
3. restconf

4. ip http secure-server
5. end

TiE, ROMEEEZTVET,

ARV EFEERTIVa Y

=)

AT 71 |enable HetE EXEC E— FAZADNC LE T,
1 e NRAT—KE AN LET ERENZES) .
Device> enable

R 72 | configure terminal Ja—sL ar7 4 Xab—ar T Rl

1 -

Device# configure terminal

]\/\i‘g_O
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ARV RFERETIVa Y

B8

ATvT3

restconf

1

Device (config)# restconf

Fw NU—2 F 34 A TRESTCONF A ' Z—7 =
ARAEHIMZLET,

ATv74

ip http secure-server

1

Device (config)# ip http secure-server

Y% 27 HTTP (HTTPS) H— %A X —7 11T L
i‘ﬂ—o

ATvTh

end

1

Device (config) # end

Juau—)ary7 4 FXal—ary ET— RRERKT
L. $H EXEC =— RZ Bt L £,

RESTCONF 0 £% % D 1R Al

AZ—=R T w7 ar74Xalb—rary AL TT A AREETS &, ngink 7 12& A0
FATHIZAe 0 9, 72720, DMI e RIAETIER D A,

R @ show platform softwar e yang-management process monitor =~ > KO J14iL, nginx 7
HEANFITHTHLZ LA RLTWVET,

Device# show platform software yang-management process monitor

COMMAND PID S VSZ RSS $CPU $MEM ELAPSED
nginx 27026 S 332356 18428 0.0 0.4 01:34
nginx 27032 s 337852 13600 0.0 0.3 01:34

NGINX /&, 7'm ¥ Web #—3& L THERET 2 NES Web #—~/XC. Transport Layer Security

(TLS) ~<X—ADHTTPS %42t L 3, HTTPS Z 41 L Ti4(5 S 72 RESTCONF ERix, 4]
IINGINX 7' 2 % 2 Web h—ERZ K-> TRIF S, SHICHERBBL/E~vrT 4 v 7 F =y
7 D7 HIT confd Web H— N ZHRE S U E T,

&K@ show platform software yang-management process 2~ > RO AL, A¥— T v
AT 4 X2 —varEFEHL T A AREHINEEDOTRTOTrEADRAT—X
AR LTCWET,

Device# show platform software yang-management process

confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running
dmiauthd : Not Running
nginx : Running

ndbmand : Not Running

pubd
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restconf 22 RAFEE SN TN DG, ngink 7' B ANFEE S 4L, DMI 7' 8t 23 EH)
SINET,

& @ show platform softwar e yang-management process =~ > KO H J#iliE, nginx 7r & A &
DMI 7 a2 23 EEB L TEITHFTHLHZ L 2R L TWET,

Device# show platform software yang-management process

confd : Running

nesd : Running

syncfd : Running

ncsshd : Not Running ! NETCONF-YANG is not configured, hence ncsshd process
is in not running.

dmiauthd : Running

vtyserverutild : Running

opdatamgrd : Running

nginx : Running ! nginx process is up due to the HTTP configuration, and it

is restarted when RESTCONF is enabled.
ndbmand : Running

XK@ show platform software yang-management process monitor =~ > RO 3FCTix, TP
7 AT AR RS E R SN TVET,

Devicetshow platform software yang-management process monitor

COMMAND PID S VSsSz RSS $CPU $MEM ELAPSED
confd 28728 S 860396 168496 42.2 4.2 00:12
confd-startup.s 28448 S 19664 4496 0.2 0.1 00:12
dmiauthd 29499 s 275356 23340 0.2 0.5 00:10
ndbmand 29321 S 567232 65564 2.1 1.6 00:11
nesd 29029 s 189952 14224 0.1 0.3 00:11
nginx 29711 S 332288 18420 0.6 0.4 00:09
nginx 29717 s 337636 12216 0.0 0.3 00:09
pubd 28237 S 631848 68624 2.1 1.7 00:13
syncfd 28776 S 189656 16744 0.2 0.4 00:12

AAA L RESTCONF A > % —7 = A ANFKE S 4L, nginx 7' 2R LBEET 5 DMI 7' 1t AR
FATHI Ao 72, T 734 A1X RESTCONF ER %2 %[5 T& HIRMEIC /20 £,

NETCONF/RESTCONF t v ¥ a v DAT —H A% FK"$ 5HI21E, show netconf-yang sessions
av s REEHLET,

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore

S: Global-lock on startup datastore

Number of sessions : 1

session-id transport username source-host global-lock

19 netconf-ssh admin 2001:db8::1 None

NETCONF/RESTCONF & v ¥ = ¥ 5 il 4 & "3 5121%, show netconf-yang sessions
detail =~ R&EMHLET,
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Device# show netconf-yang sessions detail

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors : 0
out-notifications : 0
global-lock : None

RESTCONF 7’00 kO JL D& EHI

5| - RESTCONF 70 O JLDERTE

RESTCONF 23K (HTTPS Verh)

I, Z—=H v MUY —ATHFAEIN TS HTTPS Verb %779 RESTCONF Bk D27~ L
F9°, ZOFITIE logging monitor 2~ RZEH L TWET,

root:~# curl -i -k -X "OPTIONS"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:27:57 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Allow: DELETE, GET, HEAD, PATCH, POST, PUT, OPTIONS SS>5>>>>>>> Allowed methods

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Accept-Patch: application/yang-data+xml, application/yang-datat+json

Pragma: no-cache

root:~#

POST (fERR) ZEK

POST #ETIX, #—7 v F TARAL RIHFIEL Va7 4 Fa b— 3 UBMERKRS
nEd,
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(GE)  FEfrar 74Xzl —3 =3 Tloggingmonitor 2~ > REMATE RN & 2R L
TN,

R POST 23k DTl logging monitor alerts =~ > &l L T\ ET,

Device:~# curl -i -k -X "POST"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{

> "severity": "alerts"

>}

HTTP/1.1 201 Created

Server: nginx

Date: Mon, 23 Apr 2018 14:53:51 GMT

Content-Type: text/html

Content-Length: 0

Location:
https://10.85.116.30/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity
Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:53:51 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495231-97239

Pragma: no-cache

Device:~#

PUT : (MERLF=(FEH) ZXK

BESNica~ v 3T ZFE L WEATE, POST ZRIC K - TR S 1L E
T, TlEL, FETar 74 ¥ a2 b—a VT TIAHET 25613, ZOERICk-
Tavy RPEEHRIONET,

& D PUT ERDOHITiL logging monitor warnings 2~ > K& H L TW\WET,

Device:~# curl -i -k -X "PUT"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \
> -d $'{
> "severity": "warnings"
> 3!

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 14:58:36 GMT

Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:57:46 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495466-326956

Pragma: no-cache

Device:~#
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PATCH : (E#7) ZEXK

R PATCH %R D45 Cl% logging monitor informational =~ > K& L TWEd,

Device:~# curl -i -k -X "PATCH"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \

> -d $'{

> "native": {

> "logging": {

> "monitor": {

> "severity": "informational”

> }

> }

> }

> 3

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:07:56 GMT
Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:07:56 GMT
Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-496076-273016

Pragma: no-cache

Device:~#

GET ZR (GiaHY)

WD GET EsRDOF Tl logging monitor informational =~ > KZfH L T\ £,

Device:~# curl -i -k -X "GET"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:10:59 GMT

Content-Type: application/yang-data+json

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Pragma: no-cache

{
"Cisco-IOS-XE-native:severity": "informational"
}

Device:~#
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DELETEZXK (2> 714 FaLl— 3 vOHIRR)

Device:~# curl -i -k -X "DELETE"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin'

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:26:05 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:26:05 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-497165-473206

Pragma: no-cache

linux_host:~#
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