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tAXAyFITAES I Z U DEHINEIE

Yru¥vFFurya =L, Cisco Catalyst 9200L SKU TiIZH AR — b N TWVEHA,
FOo4ayF JOEDIZUJICDVT

oAy F JOEDIZ VI DOBE

e 2y F rarya=r 73, BEREEERY NV RETORy NT—2 T/ A
neYa=m I EAMET S, AT T AN T T AU F =T oA AERMI L ET,

oo F e ya=r P E Y R— R TE3T A ANEERL, AF— T vFar7 ¥z
L—2a UIREONL WS (A VA M=) | TAAL AT Er Xy F TrE Ty
=27 = RIZAY £, 731 AL, Dynamic Host Control Protocol (DHCP) ¥ — /% %%
L. A E—Tx2AADIPT RVA, = U=xA, FALY RX—L AT (DNS) H—
NROIPT RVAZT—F AT 7 LT, AR Yz VEAEMZLET, RITT S A
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HTTP/TFTP — "D IP 7 KL A F£ 7213 URL #Hf5 L. HTTP/TETP ¥ —/ 355 /34 2 %1%
K95 Python A7 V7 v Xy rua—RKLET,

FA N vz, Python A7 V7 N EFETTH-0OREARMLEST, VAN i,
Zu— RKLU7Python A7 U7 N &ERITL T, WK EZ T A ACHEHLET,
7o ey a = IR TLEL, FA Nz VITZAEMEENZFE FI1240 9, 3o
WTCIE, AL vz OFEZZHBLTIEEIN,

\}

CE) EBrZoF Fueya=rIRNRRLIESS. 73 ZZHBA VA F—/WZ7 =Ry
JLT, ar74¥Xalb—vary7r7rAVEa—RKLET, IOV TIX,  [Using Autolnstall
and Setup] ZZMRL TS Z3 0,

TRy F JOESIZU T D8O DHCP Y —/\DEETE

ZIPTiL, 7ubela=r 7 3nNdH LT A A LR LRy hU—27 TDHCP ¥ —/N—% 5
1TTD0HER™HY F9, ZTP X, BHAR—FEA VNN RR— O THR— SN E
@—o

LT AL REFNZTHE, EOT /3 AL, Python A7 U 7 MBF(ET % HTTP £ 7213
TETP H—/3—=D IP 7 K L A{FH & Python A7 U 7 b D7 4 )L H /XA % DHCP —/ =D
Bff LEF, Python 27 U7 FOFEHIZ OV TIX,  [PythonAPl] OFEEZRL T ZE 0,

DHCP #— %, IRDOA 7> 3 > TDHCP i A~ MISZE L ET,

AT ar150: (EE) BHIX Y hU—ZI12BWT, #1785 Python A7 U 7 K &7k
A R LTW2D HTTP £721X TFTP ——%f57 1P 7 KL 2AO—EREENE T,

« 73 32 67 : HTTP/TETP % — S —|ZfRAF S 7z Python 227 U 7 R D7 7 A LSRN
FNFET,

INOLODHCP A7 v a v ua%fG5T 5L, 75 A%, HTTP £7213 TFTP H— S —THEkE L
TPython A7 V7 haXvru—RLET, ZORST, 7/5 AXHTTP £ 721X TFTP H—
IN—|ZHFET B V— N EFF /202, DHCP Y — N— |2 KXo TRt SN DT 7 4V hDL—
FEFERALET,

DHCP 7 547 > FDENME

Cisco I0S XE Amsterdam 17.2.1 UV U — R LI TlX, T34 2OHS ID (PID) . Cisco %> b
U—0 PS5 77 R LA (PnP) . YUTNERS, BEAOMACT RUANDHCP 7 947
VhAT g TREESNET,

INBDITAT Y "AT v a s iE, DHCP —"—TEH L LT T&£9, DHCP 7 7
AT NETa v BT E, TALZEMINL, A7 a0 67 E-3EB 7 7 A 14
ZJr L C—HE®D Python 7 7 A VEEEFETEET,
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K2:DHCP Y S ATV bF T3y

TN R1EHR DHCPv4 DHCPvG
Hin 1D 124 16/ 7 v
Serial number 61/ k7 16/ s 7 v
MAC 7 F LR 61/~ 7w 1

[Cisco Network PnP] 60 15

DHCPv6 M4 HR— k

Cisco 108 XE Fuji 16.9.1 Ti%. Dynamic Host Control Protocol /3>—3" 7 > 6 (DHCPv6) DY R—

MR X T Fueya = FTHEBICBMSNE LTz, DHCPV6ILZT 7 4 /L h THENZ /2 -
TEBY, AF— | T vl ar 74 Xal—a 2L T — T AT RTOF A ZTHRE L
\i j—O

\}

((£)  DHCPv6 (% Catalyst 9300 353 L TF 9500 >V — R AA v FTORYR— KNS ET,

DHCPv6 I, Python 227 U 7" @ TFTP & HTTP Ol DX 7 v — RiZk>THHR—hEh
TWEF, Python 227 V7 @ HTTP £721X TFTP DX v v — RBNR LA, T/310 A
VEBRAARE S (RRE7Z LOREE) (2 Y £, DHCPv4 & DHCPv6 Dii 7 235EHET D 72 DI,
IELWHTTP 7 7 A )L /XA23 DHCP SR E CHATEX A2MERH D £,

FICA v Z—TxA RZIPVA & IPV6 DT DT FLARNH L), /-ty hT—27NIZ2
DDRILDHA LV E—T 2 AANRDHDLZENEZLNES, 2FD, —FHITIPvd 8T 7 1 v 7
EZETE, MFIXIPV6 T 7 4 v 7 B ETEE T, AR CIXDHCPv4 % 721X DHCPv6
FFarOWTNEERTLZE2BEIOLET,

KIZ, DHCPv4: /etc/dhep/dhepd.conf DF % 77 L & 7,

host <hostname> {
hardware ethernet xXxX:XX:xXX:XX:!:XX:!XX;
option dhcp-client-identifier "XXXXXXXXXXXXXX";
option host-name "<hostname>".
option log-servers X.X.x.X;
fixed-address x.x.x.Xx;
if option vendor-class-identifier = "..." {
option vendor-class-identifier "...";

if exists user-class and option user-class = "iPXE" ({
filename "http://x.x.x.x/../<image>";
} else {

filename "http://x.x.x.x/../<script-name>";
}
}
}

IZ, ISC DHCPv6 Y — DR EB &R L E T,
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option dhcp6.bootfile-url "http://[2001:DB8::21]/sample day0 script.py";
N O NS GRS _— N -~
FtOo4ayF FREDa=2 T DERH

TFIP I E—ZFERA L TOEER— MIHIT 5 DHCP H—/\EZE D

RIZ, T3 AQEEAR— Mgl THERL S W TV 55812 TFTP =2 B'— & L T1T 9 DHCP
Y= REOHERLET,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config)# ip dhcp excluded-address vrf Mgmt-vrf 10.1.1.1 10.1.1.10
Device (config)# ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address

Device (config-if)# end

HTTP S E—Z#FEA L TOEER— ZEHIT 5 DHCP H—/\EZTE D1l

WIZ, T34 ZADEFR— MRRE THER SN TWAEAIC HTTP o B —% 1 H L Tf7
9 DHCP % — " EDOH 2R L E 7,

Device> enable

Device# configure terminal

Device (config)# ip dhcp pool pnp_device_pool

Device (config-dhcp) # vrf Mgmt-vrf

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://198.51.100.1:8000/sample_python 2.py
Device (config-dhcp) # end

TFIPaOE—ZERALEA /N> FIR— TOY > F)LDHCP H—/ 1\
X

WIRT DL, T/ ADA N KRR — MEETERINTWDEED, TFTP 2 ¥ —% 1%
L7971 DHCP H— "\ #pk T3,

Device> enable
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Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 150 ip 203.0.113.254

Device (config-dhcp) # option 67 ascii /sample python dir/python_script.py
Device (config-dhcp) # exit

Device (config) # interface gigabitethernet 1/0/2

Device (config-if)# no ip dhcp client request tftp-server-address
Device (config-if)# end

HTTPOE—Z##ER LA /N> KA R— FTOY > TILDHCP H—/\tE
Rk

WITRT DX, T ADA 30 R R— MR TR SN TV A5 0, HTTP =
v — % L7237 /L DHCP % — ik ¢,

Device> enable

Device# configure terminal

Device (config) # ip dhcp excluded-address 10.1.1.1

Device (config) # ip dhcp pool pnp_device_pool

Device (config-dhcp) # network 10.1.1.0 255.255.255.0

Device (config-dhcp) # default-router 10.1.1.1

Device (config-dhcp) # option 67 ascii http://192.0.2.1:8000/sample python 2.py
Device (config-dhcp) # end

Linux Ubuntu 7 /314 R ETOH > T JL DHCP H—/\D#ERK

D DHCP % —/MERGIE, = "3 T A ZOEHR— M E/lFA N RR—FD LD
ONCHEFR SN TNWDHZ & L, Python A2 U R TFTP Y — "\ bab—Siub Z L &R L
Tb\i-@‘o

root@ubuntu-server:/etc/dhcp# more dhcpd.conf

subnet 10.1.1.0 netmask 255.255.255.0 {
range 10.1.1.2 10.1.1.255;

host 3850 {
fixed-address 10.1.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name !<opt 67> " /python dir/python script.py";

option tftp-server-name !<opt 150> "203.0.113.254";

WROY 7V DHCP#RKIL, Python 227 U 7 RAWHTTP — b7 3 XZabv—3hb 2
LERLTWVET,

Day0 with mgmt port http
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subnet 192.168.1.0 netmask 255.255.255.0 {
range 192.168.1.2 192.168.1.255;
host C2-3850 {

Joevaz=vy |

fixed-address 192.168.1.246 ;
hardware ethernet CC:D8:C1:85:6F:00;
option bootfile-name "http://192.168.1.46/sample_python 2.py";

DHCP $— N3 52 hé&&ot% BELRy NU— T BT

D%ﬁ@ﬁ@@% TEBICEITSNET,

WA 2 &R LET, Zhick

TFIP O E—%ERAT 2EEAKR— FTD DHCPV6 H—/\ZTE DA

WIZ, T3 ZADOEBR— MEHE TR SN TWBEAIZ TFTP 2 %2 L TfT

9 DHCPv6 H— "gREDH 2R LE T,

Device> enable

Device# configure terminal

Device (config) # ipv6é dhcp pool ztp

Device (config-dhcpv6) # address prefix 2001:DB8::1/64
Device (config-dhcpv6) # domain-name cisco.com
)

Device (config-dhcpv6) # bootfile-url tftp://[2001:db8::46]/sample day0_script.py

Device (config) # interface vlan 20
Device (config-if)# ipv6é dhcp server ztp

(
(
(
Device (config-dhcpv6) # exit
(
(
Device (config-if)# end

H 2 FI)LDPython F7OEC 3= F X9 1) T+

RITRTOIX, HTTP —/NE 721X TFTP — DO W b TE 54 7L Python A

7 V7 hTT,

print "\n\n *** Sample ZTP DayO Python Script *** \n\n"

# Importing cli module
import cli

print "\n\n *** Executing show platform *** \n\n"
cli command = "show platform"
cli.executep(cli command)

print "\n\n *** Executing show version *** \n\n"
cli command = "show version"
cli.executep(cli command)

print "\n\n *** Configuring a Loopback Interface *** \n\n"

cli.configurep(["interface loop 100", "ip address 10.10.

10.10 255.255.255.255", "end"])

print "\n\n *** Executing show ip interface brief *** \n\n"
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cli command = "sh ip int brief"
cli.executep(cli_ command)

print "\n\n *** ZTP Day0 Python Script Execution Complete *** \n\n"

Cisco 4000 > ') — X H—EX#ER)L— 2 DEEEFO Y

RO XyF Trbeya=r 707 —hk v 7 TiE, FA N Yz VRIEFRIZETS .,
Python 227 V7 "R Z AR vz Mty run—REh, YA Y=l Fvra—RLik
Python A7 V7 R &2FEITLTT A RAET A ERICEKELTWVWAHZ ERRINTNET,

% failed to initialize nvram

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero work flow is
going to start.>

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco ISR4451-X/K9 (2RU) processor with 7941237K/6147K bytes of memory.
Processor board ID FJC1950D091

4 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

16777216K bytes of physical memory.

7341807K bytes of flash memory at bootflash:.

0K bytes of WebUI ODM Files at webui:.

%INIT: waited O seconds for NVRAM to be available

--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/nol: %
11<DO NOT TOUCH. This is Zero-Touch Provisioning>>
Generating 2048 bit RSA keys, keys will be non-exportable...
[OK] (elapsed time was 1 seconds)
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
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The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
Guestshell enabled successfully

***x Sample ZTP DayO Python Script ***
*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief ***

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 unassigned YES unset down down
GigabitEthernet0/0/2 unassigned YES unset down down
GigabitEthernet0/0/3 192.168.1.246 YES DHCP up up
GigabitEthernetO 192.168.1.246 YES DHCP up up
Loopbackl00 10.10.10.10 YES TFTP up up

**x 7ZTP DayO Python Script Execution Complete ***

Press RETURN to get started!
TA e Fueva=r IR TToHE, 10S T e SR T B ARRRIZR D £7,

Cisco Catalyst9000 < ') —X X 4 v FDFENO Y

Ko7 arTiE, BuadoyFraneya =y 7oEEgn 7o SV EFRRLET, 20
EohurTiE, FA R = ARNEFRICENIEN, Python 227 U 7 FWF A b = LT K Y
ya—RIN, PRI = ARF T m— R L7z Python A2 U7 FaFTLTT A A%T
APRIZHELTND I ENREINTWVET,

o

Checking backup nvram
No config present. Using default config

o

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

! <This message indicates that the startup configuration

is absent on the device. This is the first indication that the Day Zero
work flow is

going to start.>
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Cisco 10S XE Everest 16.6.x /" i5 Cisco 10S XE Fuji 16.8.x ~
Ot var TR py A2 VT N EFATT HHEIOEE 2 7OV I ERRLET,

Press RETURN to get started!

The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable

*** Sample ZTP Day0 Python Script ***

**% ZTP Day0O Python Script Execution Complete ***

ORI VarTE, TAER TR Y a s TRICT A, AEBRET L HEERLET,
Initializing Hardware...

System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Compiled Thu 02/20/2020 23:47:51.50 by rel

Current ROMMON image : Primary
Last reset cause : SoftwareReload
C9300-48UXM platform with 8388608 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 0

boot: attempting to boot from [flash:cat9k iosxe.16.06.05.SPA.bin]

boot: reading file cat9k iosxe.16.06.05.SPA.bin

FhEHE R S e

Both links down, not waiting for other switches
Switch number is 1

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE),
Version 16.6.5, RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre
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Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

Checking backup nvram
No config present. Using default config

o0 oo

FIPS: Flash Key Check
FIPS: Flash Key Check

Begin
End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0
Model Number C9300-48UXM
System Serial Number FCW2144L045

$INIT: waited 0 seconds for NVRAM to be available

SETUP: new interface Vlanl placed in "shutdown" state
Press RETURN to get started!

*Sep 4 20:35:07.330: %SMART_LIC-6-AGENT READY: Smart Agent for Licensing is initialized
*Sep 4 20:35:07.493: %IOSXE_RP NV-3-NV_ACCESS_FAIL: Initial read of NVRAM contents
failed

*Sep 4 20:35:07.551: %IOSXE_RP_NV-3-BACKUP_NV_ACCESS FAIL: Initial read of backup NVRAM
contents failed

*Sep 4 20:35:10.932: dev_pluggable optics_selftest attribute table internally inconsistent
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*Sep 4 20:35:13.406: SCRYPTO-4-AUDITWARN: Encryption audit check could not be performed
*Sep 4 20:35:13.480: %SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type vlan
*Sep 4 20:35:13.715: S$LINK-3-UPDOWN: Interface Lsmpil8/3, changed state to up

*Sep 4 20:35:13.724: SLINK-3-UPDOWN: Interface EOBC18/1, changed state to up

*Sep 4 20:35:13.724: SLINEPROTO-5-UPDOWN: Line protocol on Interface LI-NullO, changed

state to up
*Sep 4 20:35:13.724: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to
down

*Sep 4 20:35:13.725: SLINK-3-UPDOWN: Interface LIIN18/2, changed state to up

*Sep 4 20:35:13.749: WCM-PKI-SHIM: buffer allocation failed for SUDI support check
*Sep 4 20:35:13.749: PKI/SSL unable to send Sudi support to WCM

*Sep 4 20:35:14.622: $IOSXE_MGMTVRF-6-CREATE SUCCESS INFO: Management vrf Mgmt-vrf

created with ID 1,
ipv4 table-id 0x1l, ipv6 table-id 0x1E000001

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 1 on Switch 1 is nocable

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 2 on Switch 1 is down

*Sep 4 20:34:42.022: $STACKMGR-6-STACK LINK CHANGE: Switch 1 R0/0: stack mgr: Stack

port 2 on Switch 1 is nocable

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0O/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-SWITCH ADDED: Switch 1 R0/0: stack mgr: Switch 1 has
been added to the stack.

*Sep 4 20:34:42.022: $STACKMGR-6-ACTIVE ELECTED: Switch 1 R0/0: stack mgr: Switch 1

has been elected ACTIVE.

*Sep 4 20:35:14.728: SLINEPROTO-5-UPDOWN: Line protocol on Interface Lsmpil8/3, changed
state to up

*Sep 4 20:35:14.728: $LINEPROTO-5-UPDOWN: Line protocol on Interface EOBC18/1, changed
state to up

*Sep 4 20:35:15.506: %HMANRP-6-HMAN TOS CHANNEL INFO: HMAN-IOS channel event for switch
1: EMP_RELAY: Channel UP!

*Sep 4 20:35:15.510: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to down

*Sep 4 20:35:34.501: SLINK-5-CHANGED: Interface Vlanl, changed state to administratively
down

*Sep 4 20:35:34.717: $SYS-5-RESTART: System restarted --

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

*Sep 4 20:35:34.796: S$LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state to up
*Sep 4 20:35:35.266: $SYS-6-BOOTTIME: Time taken to reboot after reload = 283 seconds
*Sep 4 20:35:35.796: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/1, changed state to

down

*Sep 4 20:35:36.607: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/2, changed state to

down

*Sep 4 20:35:36.607: S$LINK-3-UPDOWN: Interface GigabitEthernetl/1/3, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface GigabitEthernetl/1/4, changed state to

down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/1, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/2, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/3, changed state

to down
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*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/4, changed state

to down

*Sep 4 20:35:36.608: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/5, changed state

to down

*Sep 4 20:35:36.609: SLINK-3-UPDOWN: Interface TenGigabitEthernetl/1/6, changed state

to down

*Sep 4 20:35:36.609: S$LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/7, changed state

to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface TenGigabitEthernetl/1/8, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/1, changed state
to down

*Sep 4 20:35:36.609: $LINK-3-UPDOWN: Interface FortyGigabitEthernetl/1/2, changed state
to down

*Sep 4 20:35:37.607: $LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1/1,

changed state to down
*Sep 4 20:35:37.608: $SLINEPROTO-5-UPDOWN:
changed state to down
*Sep 4 20:35:37.608: $SLINEPROTO-5-UPDOWN:
changed state to down
*Sep 4 20:35:37.609: $SLINEPROTO-5-UPDOWN:
changed state to down

Line protocol
Line protocol

Line protocol

Interface GigabitEthernetl/1/2,

Interface GigabitEthernetl/1/3,

Interface GigabitEthernetl/1/4,

*Sep

TenGigabitEthernetl/1/1,

*Sep

TenGigabitEthernetl/1/2,

*Sep

TenGigabitEthernetl/1/3,

*Sep

TenGigabitEthernetl/1/4,

*Sep

TenGigabitEthernetl/1/5,

*Sep

TenGigabitEthernetl/1/6,

4 20:35:37.609:

4 20:35:37.609:

4 20:35:37.609:

4 20:35:37.609:

4 20:35:37.609:

4 20:35:37.609:

$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to
$LINEPROTO-5-UPDOWN :
changed state to

Line on Interface
down
Line
down
Line
down
Line
down
Line
down
Line
down
tftp server address

protocol

protocol on Interface

protocol on Interface

protocol on Interface

protocol on Interface

protocol on Interface

(opt 150)

Guestshell start API is being invoked

Setting up guestshell to use mgmt-intf

Setting up chasfs for iox related activity

159.14.27.2
Setting autoinstall complete to true for 159.14.27.2
%PLATFORM_PM—6—FRULINK_INSERTED: 8x10G uplink module inserted in

Setting up for iox pre-clean activity if needed

Waiting for iox pre-clean setup to take affect

Waiting for CAF and ioxman to be up,

*Sep 4 20:35:43.511: AUTOINSTALL: Obtain

*Sep 4 20:35:43.511: PNPA:

*Sep 4 20:35:57.673:

the switch 1 slot 1

*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG] provided idb is mgmt interface
*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG]

*Sep 4 20:36:19.562: [IOX DEBUG] Waited for 1 sec(s)

affect

*Sep 4 20:36:19.562: [IOX DEBUG] Auto-configuring iox feature
*Sep 4 20:36:19.563: [IOX DEBUG]

*Sep 4 20:36:20.076: $SUICFGEXP-6-SERVER NOTIFIED START: Switch 1 R0/0: psd:
has been notified to start

*Sep 4 20:36:23.564: [IOX DEBUG] Waiting for another 5 secs
*Sep 4 20:36:28.564: [IOX DEBUG] Waiting for another 5 secs

The process for the command is not responding or is otherwise unavailable
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[IOX DEBUG] Waiting for another 5 secs
for the command is not responding or is otherwise unavailable

*Sep 4 20:36:34.564: [IOX DEBUG] Waited for 16 sec(s) for CAF and ioxman to come up
*Sep 4 20:36:34.564: [IOX DEBUG] Validating if CAF and ioxman are running

*Sep 4 20:36:34.564: [IOX DEBUG] CAF and ioxman are up and running

*Sep 4 20:36:34.564: [IOX DEBUG] Building the simple mgmt-intf enable command string

*Sep

4 20:36:34.564:

[IOX DEBUG] Enable command is: request platform software iox-manager

app-hosting guestshell enable

*Sep
to be up

The process
The process
The process
The process

*Sep
The process

*Sep
to up
*Sep

4 20:36:34.564:

4 20:36:38.578:

4 20:36:39.416:

4 20:36:40.416:

[IOX DEBUG] Issuing guestshell enable command and waiting for it
the
the
the
the

unavailable
unavailable
unavailable
unavailable

otherwise
otherwise
otherwise
otherwise

not
not
not
not

command is
command is
command is
command is

for
for
for
for

responding or is
responding or is
responding or is
responding or is

another 5 secs
or 1s otherwise

[IOX DEBUG] Waiting for
for the command is not responding unavailable

$LINK-3-UPDOWN: Interface TenGigabitEthernetl/0/48, changed state

SLINEPROTO-5-UPDOWN: Line protocol on Interface

TenGigabitEthernetl1/0/48,

changed
unavailable
The process
The process

*Sep

4 20:36:43.586:

state to upThe process for the command is not responding or is otherwise

for the command is not responding or is otherwise unavailable
for the command is not responding or is otherwise unavailable

[IOX DEBUG] Waiting for another 5 secs

Guestshell enabled successfully

*Sep 4 20:37:45.321: [IOX DEBUG] Checking for guestshell mount path
*Sep 4 20:37:45.321: [IOX DEBUG] Validating if guestshell is ready for use
*Sep 4 20:37:45.321: [IOX DEBUG] Guestshell enabled successfully

*** Sample ZTP Day0O Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address

1 62 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.6.5

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready

Cisco 10S XE Amsterdam 171x 7045 S<YEY T4 av24F¥aL—vav A4 K |}



\\
)]
v,
\’
w
|1
v
3

. Cisco Catalyst9000 > ') — X R A v FDIELE O Y

*** Executing show version ***

Cisco I0S XE Software, Version 16.06.05

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.6.5,
RELEASE SOFTWARE (fc3)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Mon 10-Dec-18 12:52 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.

All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 2 minutes

Uptime for this control processor is 4 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.06.05.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Permanent network-advantage

cisco C9300-48UXM (X86) processor with 1392780K/6147K bytes of memory.
Processor board ID FCW2144L045

36 Ethernet interfaces

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0
Model Number C9300-48UXM
System Serial Number FCW2144L045
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Switch Ports Model SW Version SW Image

* 1 62 C9300-48UXM 16.6.5 CAT9K IOSXE
Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status
Vlanl unassigned YES unset administratively down
GigabitEthernet0/0 10.127.128.3 YES DHCP up
Twl/0/1 unassigned YES unset down
Twl/0/2 unassigned YES unset down
Twl/0/3 unassigned YES unset down
Twl/0/4 unassigned YES unset down
Twl/0/5 unassigned YES unset down
Twl/0/6 unassigned YES unset down
Twl/0/7 unassigned YES unset down
Twl/0/8 unassigned YES unset down
Twl/0/9 unassigned YES unset down
Twl/0/10 unassigned YES unset down
Twl/0/11 unassigned YES unset down
Twl/0/12 unassigned YES unset down
Twl/0/13 unassigned YES unset down
Twl/0/14 unassigned YES unset down
Twl/0/15 unassigned YES unset down
Twl/0/16 unassigned YES unset down
Twl/0/17 unassigned YES unset down
Twl/0/18 unassigned YES unset down
Twl/0/19 unassigned YES unset down
Twl/0/20 unassigned YES unset down
Twl/0/21 unassigned YES unset down
Twl/0/22 unassigned YES unset down
Twl/0/23 unassigned YES unset down
Twl/0/24 unassigned YES unset down
Twl/0/25 unassigned YES unset down
Twl/0/26 unassigned YES unset down
Twl/0/27 unassigned YES unset down
Twl/0/28 unassigned YES unset down
Twl/0/29 unassigned YES unset down
Twl/0/30 unassigned YES unset down
Twl/0/31 unassigned YES unset down
Twl/0/32 unassigned YES unset down
Twl/0/33 unassigned YES unset down
Twl/0/34 unassigned YES unset down
Twl/0/35 unassigned YES unset down
Twl/0/36 unassigned YES unset down
Tel/0/37 unassigned YES unset down
Tel/0/38 unassigned YES unset down
Tel/0/39 unassigned YES unset down
Tel/0/40 unassigned YES unset down
Tel/0/41 unassigned YES unset down
Tel/0/42 unassigned YES unset down
Tel/0/43 unassigned YES unset down
Tel/0/44 unassigned YES unset down
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Protocol
down
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
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Tel/0/45

Tel/0/46

Tel/0/47

Tel/0/48
GigabitEthernetl/1/1
GigabitEthernetl/1/2
GigabitEthernetl/1/3
GigabitEthernetl/1/4
Tel/1/1

Tel/1l/2

Tel/1/3

Tel/1/4

Tel/1/5

Tel/1l/6

Tel/1/7

Tel/1/8

Fol/1/1

Fol/1/2

Loopbackl00

*** Configuring use

Line 1
Line 2
Line 3 SUCCESS: line
Line 4 SUCCESS: logi
Line 5
Line 6 SUCCESS: end

unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
10.10.10.10

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

rname, password, SSH

vty 0 15
n local

SUCCESS: transport input all

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
TEFTP

* Kk Kk

down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down

up

SUCCESS: username cisco privilege 15 password cisco
SUCCESS: ip domain name domain

*** ZTP Day0O Python Script Execution Complete ***

Cisco 10S XE Fuji 16.9.x 5 5 Cisco 10S XE Gibraltar 16.11.x ~
ot varTliE, py A7 VS NEFATT HRIOEBI R 7OV N EFRRLET,

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog?

command is not

responding or is otherwise unavailable
responding or
responding or
responding or
responding or
responding or

The process for the
The process for the
The process for the
The process for the
The process for the

command is not
command is not
command is not
command is not
command is not

guestshell installed successfully

Current state is: DE

PLOYED

guestshell activated successfully

Current state is: AC
guestshell started s

TIVATED
uccessfully

Current state is: RUNNING

Guestshell enabled s

uccessfully

is otherwise
is otherwise
is otherwise
is otherwise
is otherwise
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down
down
down
up

down
down
down
down
down
down
down
down
down
down
down
down
down
down

up

[yes/nol: The process for the

unavailable
unavailable
unavailable
unavailable
unavailable

ORIV arTIE, TAe e Y SRICT A, ARRET L HFEYRLET,

Both links down, not waiting for other switches
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Switch number is 1
Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

Checking backup nvram
No config present. Using default config

o0 oo

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled

cisco C9300-48UXM (X86) processor with 1419044K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO
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Motherboard Revision Number
Model Number
System Serial Number

SINIT:

Would you like to enter the initial configuration dialog?

waited 0 seconds for NVRAM to

AQ
C9300-48UXM
FCW2144L045

be available

--— System Configuration Dialog ---

command is not
responding or is otherwise

The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
The
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process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process
process

for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
for
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the
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the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the
the

command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
command
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is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
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is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
is
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is
is
is
is
is
is
is
is
is
is
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unavailable

not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not
not

responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
responding
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responding
responding
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or
or
or
or
or
or
or
or
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or
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or
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otherwise
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otherwise
otherwise
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otherwise
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aAVvI74FXalL—varvHhHAFK

[yes/no]:

unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
unavailable
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The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
The process for the command is not responding or is otherwise unavailable
guestshell installed successfully

Current state is: DEPLOYED

guestshell activated successfully

Current state is: ACTIVATED

guestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

HTTP server statistics:
Accepted connections total: 0

*** Sample ZTP DayO Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.
1 64 C9300-48UXM FCW2144L045 ecld.8b0a.6800 V01 16.9.4

Switch/Stack Mac Address : ecld.8b0a.6800 - Local Mac Address
Mac persistency wait time: Indefinite

Current
Switch# Role Priority State
*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.4,
RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 18:14 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2019 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 5 minutes

System returned to ROM by Reload Command

System image file is "flash:cat9k iosxe.16.09.04.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
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States and local country laws governing import,
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import,
Importers, exporters, distributors and users are responsible for

compliance with U.S. and local country laws. By using this product you

export,

export,

distribute or use encryption.

agree to comply with applicable laws and regulations.
to comply with U.S. and local laws,
A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to

export@cisco.com.

Technology Package License Information:

transfer and

If you are unable
return this product immediately.

\,
)]
v,
\
uw

Technology-package
Current

Technology-package
Next reboot

network-advantage

None

Smart Licensing Status:
cisco C9300-48UXM (X86)

36 Ethernet interfaces

Smart License

Subscription Smart License
UNREGISTERED/EVAL EXPIRED
processor with 1419044K/6147K
Processor board ID FCW2144L045

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces
2 TwentyFive Gigabit Ethernet interfaces
2 Forty Gigabit Ethernet interfaces
2048K bytes of non-volatile configuration memory.
8388608K bytes of physical memory.
1638400K bytes of Crash Files at crashinfo:.
11264000K bytes of Flash at flash:.
OK bytes of WebUI ODM Files at webui:.
Base Ethernet MAC Address

ec:1d:8b:0a:68:00

Motherboard Assembly Number 73-179
Motherboard Serial Number FOC214
Model Revision Number BO
Motherboard Revision Number A0
Model Number C9300-
System Serial Number FCw214
Switch Ports Model SW Version
* 1 64 C9300-48UXM 16.9.4

Configuration register

is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255

Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

59-06
18FPQ

48UXM
41,045

Any interface listed with OK? value "NO" does not

Interface

Vlanl
GigabitEthernet0/0
Twl/0/1

Twl/0/2

Twl/0/3

Twl/0/4
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IP-Address
unassigned
10.127.128.5
unassigned
unassigned
unassigned
unassigned

OK?
NO

YES
YES
YES
YES
YES

Method
unset
DHCP
unset
unset
unset
unset

SW Image

CAT9K TOSXE

bytes of memory.

network-advantage

Mode

BUNDLE

have a valid configuration

Status

up
up
down
down
down
down

Protocol
up

up

down
down
down
down
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Twl/0/5 unassigned YES unset down down
Twl/0/6 unassigned YES unset down down
Twl/0/7 unassigned YES unset down down
Twl/0/8 unassigned YES unset down down
Twl/0/9 unassigned YES unset down down
Twl/0/10 unassigned YES unset down down
Twl/0/11 unassigned YES unset down down
Twl/0/12 unassigned YES unset down down
Twl/0/13 unassigned YES unset down down
Twl/0/14 unassigned YES unset down down
Twl/0/15 unassigned YES unset down down
Twl/0/16 unassigned YES unset down down
Twl/0/17 unassigned YES unset down down
Twl/0/18 unassigned YES unset down down
Twl/0/19 unassigned YES unset down down
Twl/0/20 unassigned YES unset down down
Twl/0/21 unassigned YES unset down down
Twl/0/22 unassigned YES unset down down
Twl/0/23 unassigned YES unset down down
Twl/0/24 unassigned YES unset down down
Twl/0/25 unassigned YES unset down down
Twl/0/26 unassigned YES unset down down
Twl/0/27 unassigned YES unset down down
Twl/0/28 unassigned YES unset down down
Twl/0/29 unassigned YES unset down down
Twl/0/30 unassigned YES unset down down
Twl/0/31 unassigned YES unset down down
Twl/0/32 unassigned YES unset down down
Twl/0/33 unassigned YES unset down down
Twl/0/34 unassigned YES unset down down
Twl/0/35 unassigned YES unset down down
Twl/0/36 unassigned YES unset down down
Tel/0/37 unassigned YES unset down down
Tel/0/38 unassigned YES unset down down
Tel/0/39 unassigned YES unset down down
Tel/0/40 unassigned YES unset down down
Tel/0/41 unassigned YES unset down down
Tel/0/42 unassigned YES unset down down
Tel/0/43 unassigned YES unset down down
Tel/0/44 unassigned YES unset down down
Tel/0/45 unassigned YES unset down down
Tel/0/46 unassigned YES unset down down
Tel/0/47 unassigned YES unset down down
Tel/0/48 unassigned YES unset up up

GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down
Tel/1/1 unassigned YES unset down down
Tel/1l/2 unassigned YES unset down down
Tel/1/3 unassigned YES unset down down
Tel/1l/4 unassigned YES unset down down
Tel/1/5 unassigned YES unset down down
Tel/1l/6 unassigned YES unset down down
Tel/1/7 unassigned YES unset down down
Tel/1/8 unassigned YES unset down down
Fol/1/1 unassigned YES unset down down
Fol/1/2 unassigned YES unset down down
TwentyFiveGigEl/1/1 unassigned YES unset down down
TwentyFiveGigEl/1/2 unassigned YES unset down down
Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***
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Line 1 SUCCESS: username cisco privilege 15 password cisco
**CLI Line # 1: WARNING: Command has been added to the configuration using a type O

password.
However, type 0 passwords will soon be deprecated. Migrate to a supported password
type
Line 2 SUCCESS: ip domain name domain
Line 3 SUCCESS: line vty 0 15
Line 4 SUCCESS: login local
Line 5 SUCCESS: transport input all
Line 6 SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***

Press RETURN to get started!

Cisco 10S XE Gibraltar 16.12.x 5 5 Cisco 10S XE Amsterdam 17.1.x ~
ot varTiE, py AV VS NEFATT HRIOEBI R 7OV N EFRRLET,

--— System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: dayOguestshell
installed successfully

Current state is: DEPLOYED

dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

*** Sample ZTP Day0 Python Script ***

*** ZTP Day0O Python Script Execution Complete ***

Guestshell destroyed successfully
IOk varTiE, TAER eV a = STHICT A, AERET S HIEERLET,
Both links down, not waiting for other switches
Switch number is 1
Restricted Rights Legend
Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
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(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.3a,

RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 28-Apr-20 09:37 by mcpre

This software version supports only Smart Licensing as the software licensing mechanism.

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO SOFTWARE PRODUCT, PRODUCT FEATURE,
AND/OR SUBSEQUENTLY PROVIDED SOFTWARE FEATURES (COLLECTIVELY, THE
"SOFTWARE"), AND/OR USING SUCH SOFTWARE CONSTITUTES YOUR FULL
ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU
ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Your use of the Software is subject to the Cisco End User License Agreement
(EULA) and any relevant supplemental terms (SEULA) found at
http://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html.

You hereby acknowledge and agree that certain Software and/or features are
licensed for a particular term, that the license to such Software and/or
features is valid only for the applicable term and that such Software and/or
features may be shut down or otherwise terminated by Cisco after expiration
of the applicable license term (e.g., 90-day trial period). Cisco reserves
the right to terminate any such Software feature electronically or by any
other means available. While Cisco may provide alerts, it is your sole
responsibility to monitor your usage of any such term Software feature to
ensure that your systems and networks are prepared for a shutdown of the
Software feature.

Checking backup nvram
No config present. Using default config

3
g
3
g

FIPS: Flash Key Check : Key Not Found, FIPS Mode Not Enabled

All TCP AO KDF Tests Pass

cisco C9300-48UXM (X86) processor with 1343703K/6147K bytes of memory.
Processor board ID FCW2144L045

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address ec:1d:8b:0a:68:00

Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ
Model Revision Number : BO
Motherboard Revision Number : A0
Model Number : C9300-48UXM
System Serial Number : FCW2144L045
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--- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/no]: dayOguestshell
installed successfully

Current state is: DEPLOYED

dayOguestshell activated successfully

Current state is: ACTIVATED

dayOguestshell started successfully

Current state is: RUNNING

Guestshell enabled successfully

HTTP server statistics:
Accepted connections total: 0

*** Sample ZTP Day0O Python Script ***

*** Executing show platform ***

Switch Ports Model Serial No. MAC address Hw Ver. Sw Ver.

1 65 C9300-48UXM FCW2144L.045 ecld.8b0a.6800 V01 16.12.3a

Switch/Stack Mac Address ecld.8b0a.6800 - Local Mac Address

Mac persistency wait time: Indefinite
Current

Switch# Role Priority State

*1 Active 1 Ready

*** Executing show version ***

Cisco I0S XE Software, Version 16.12.03a

Cisco IOS Software [Gibraltar], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.12.3a,

RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2020 by Cisco Systems, Inc.

Compiled Tue 28-Apr-20 09:37 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2020 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

ROM: IOS-XE ROMMON

BOOTLDR: System Bootstrap, Version 17.2.1r[FCl], RELEASE SOFTWARE (P)
Switch uptime is 4 minutes

Uptime for this control processor is 9 minutes

System returned to ROM by Reload Command
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System image file is "flash:cat9k iosxe.16.12.03a.SPA.bin"

Last reload reason: Reload Command

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Technology Package License Information:

Technology-package Technology-package
Current Type Next reboot
network-advantage Smart License network-advantage
None Subscription Smart License None

AIR License Level: AIR DNA Advantage

Next reload AIR license Level: AIR DNA Advantage

Smart Licensing Status: UNREGISTERED/EVAL EXPIRED

cisco C9300-48UXM (X86) processor with 1343703K/6147K bytes of memory.
Processor board ID FCW2144L045

1 Virtual Ethernet interface

4 Gigabit Ethernet interfaces

36 2.5 Gigabit Ethernet interfaces

20 Ten Gigabit Ethernet interfaces

2 TwentyFive Gigabit Ethernet interfaces

2 Forty Gigabit Ethernet interfaces

2048K bytes of non-volatile configuration memory.

8388608K bytes of physical memory.

1638400K bytes of Crash Files at crashinfo:.

11264000K bytes of Flash at flash:.

OK bytes of WebUI ODM Files at webui:.

Base Ethernet MAC Address : ec:1d:8b:0a:68:00
Motherboard Assembly Number : 73-17959-06
Motherboard Serial Number : FOC21418FPQ

Model Revision Number : BO

Motherboard Revision Number A0

Model Number C9300-48UXM

System Serial Number FCW2144L045

Switch Ports Model SW Version SW Image Mode

* 1 65 C9300-48UXM 16.12.3a CAT9K_IOSXE BUNDLE

Configuration register is 0x102

*** Configuring a Loopback Interface ***

Line 1 SUCCESS: interface loop 100
Line 2 SUCCESS: ip address 10.10.10.10 255.255.255.255
Line 3 SUCCESS: end

*** Executing show ip interface brief **x*

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES unset up up
GigabitEthernet0/0 10.127.128.10 YES DHCP up up
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Twl/0/1
Twl/0/2
Twl/0/3
Twl/0/4
Twl/0/5
Twl/0/6
Twl/0/7
Twl/0/8
Twl/0/9
Twl/0/10
Twl/0/11
Twl/0/12
Twl/0/13
Twl/0/14
Twl/0/15
Twl/0/16
Twl/0/17
Twl/0/18
Twl/0/19
Twl/0/20
Twl/0/21
Twl/0/22
Twl/0/23
Twl/0/24
Twl/0/25
Twl/0/26
Twl/0/27
Twl/0/28
Twl/0/29
Twl/0/30
Twl/0/31
Twl/0/32
Twl/0/33
Twl/0/34
Twl/0/35
Twl/0/36
Tel/0/37
Tel/0/38
Tel/0/39
Tel/0/40
Tel/0/41
Tel/0/42
Tel/0/43
Tel/0/44
Tel/0/45
Tel/0/46
Tel/0/47
Tel/0/48
GigabitEthernetl/1/1
GigabitEthernetl/1/2
GigabitEthernetl/1/3
GigabitEthernetl/1/4
Tel/1/1
Tel/1l/2
Tel/1/3
Tel/1l/4
Tel/1/5
Tel/1l/6
Tel/1/7
Tel/1/8
Fol/1/1
Fol/1/2
TwentyFiveGigEl/1/1
TwentyFiveGigEl/1/2
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unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
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unassigned
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unassigned
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unassigned
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unassigned
unassigned
unassigned
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unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned
unassigned

YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES
YES

unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
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down
up

down
down
down
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down
down
down
down
down
down
down
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down
down
down
down
down
down
down
down
down
down
down
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down
up

down
down
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down
down
down
down
down
down
down
down
down
down
down
down
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Apl/0/1 unassigned YES unset up up
Loopbackl00 10.10.10.10 YES TFTP up up

*** Configuring username, password, SSH ***

Line 1 SUCCESS: username cisco privilege 15 password cisco
**CLI Line # 1: WARNING: Command has been added to the configuration using a type O
password.
However, type 0 passwords will soon be deprecated. Migrate to a supported password type
Line 2 SUCCESS: ip domain name domain
Line 3 SUCCESS: line vty 0 15
Line 4 SUCCESS: login local
Line 5 SUCCESS: transport input all
6

Line SUCCESS: end

*** ZTP Day0O Python Script Execution Complete ***
Guestshell destroyed successfully

Press RETURN to get started!
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HRES J1y—2 HRETHRER

Sy hNU—7 FuvrYa = OME
e 520, Y RAalk, Ba Xy
FrueVa=r S ETAEEANLE
L7,

Cisco I0S XE Everest 16.5.1a Tix, Z D
BEREIZIR DT T b 7 4 — LIZHELE
WTWE LT,

» Cisco Catalyst 3650 ' U — X A A v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
.a:.

* Cisco Catalyst 9500 > U — X A A v
.a:_

Cisco IOS XE Everest 16.5.1b TiZ, Z®
REIIR DT T v N 7 —AITFEX
TWE L,

e ANz NVEYR— T B0
O, % 8 GB ® RAM A L 7=
Cisco 4000 2 J — R H— b 2H A
BL—2 =5,

Cisco I0S XE Fuji 16.7.1 Ti&, Z OH%HE
IROT T v M7+ —HIZEEENT
1/\32 L/f\__o

* Cisco ASR 1000 7 7'V //'— 3
H—E R L—%& (ASRI1001-X,
ASR1001-HX, ASR1002-X.
ASR1002-HX)

Cisco I0S XE Fuji 16.8.2 TlE, Z DOH&HE
WZRDT T b7 —AIZFEEENT
WE LT,

e Cisco ASR 1000 > —X 771
F—raryP—ER N—H
(ASR1004, ASR1006,
ASR1006-X, ASR1009-X.
ASR1013)
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* Cisco Catalyst 9300L SKU

» Cisco Catalyst 9600 3/ U — X A A v
%

« Cisco Catalyst9800-40 7 A ¥ L A =
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* Cisco Catalyst 9800-80 7 1 -7 L A =
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Cisco 10S XE Fuji 16.8.1a
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Cisco IOS XE Everest 16.8.1 Tlx. Z®
FEREIZIR DT T v h 7 4 — MTEEX
NTWE L,

« Cisco 4000 >V — X #—E 2 H4
Rl — K

* Cisco Catalyst 3650 > U — X XA v
.a:.

* Cisco Catalyst 3850 > U — X A A v
.a:_

» Cisco Catalyst 9300 ' U — X A A v
a’_

+ Cisco Catalyst 9500 > J — & A A
%

Cisco I0S XE Fuji 16.8.1a TlX, Z D%
HEIZ Cisco Catalyst 9500 /A /X7 4 —~
YAV =X ALy FIZHRES AT
F L7,
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| Foega=vy
tosyF Foeva=vrouiEs ]

HEES =2 HEETRER

¥rgyF Fuey = |CiscolOS XE Fuji 169.1 | Cisco I0S XE Fuji 16.9.1 Tit, Z OhE
> 7 D728 7 DHCPv6 D TRD TS5 N7 — DT EREES T
PR b WE LT,

» Cisco Catalyst 9300 ' U — X A A v
a:

« Cisco Catalyst 9500 > U — X XA v
?;
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5.
IPXE

iPXElX, Xy NI~V T—FT 4 T DA —T 1 AZ 2 H— KT 5 Pre-boot eXecution
Environment (PXE) O¥LIERNK T1, ZDOFY =2—/LClE. iPXE e L R E T IEICHOWT
B LET,

¢ iPXE [Z2OWT (61 =—)

« iPXE O EHE (71 ~—2)

« iPXE OEER] (73 <X—)

s iPXEDFNT TN a—T 47D~ (753—=)

« iPXE (2R3 2B MEHR (77 X—2)

« iPXE OERETR#® (77 ~—2)

IPXE [ZDUVT

iPXE [CTDULNT

iPXEiLZ, Xy hU—0 T—T 4 T DA —T 2 AKX — K ThD Pre-boot eXecution
Environment (PXE) DOYLIEM T,

iPXE ® v b7 — ME, kERELET,
«IPv4 BLOIPV6 712 b =L
« FTP/HTTP/TFTP 7 — h £ A=Y DX 7 m— K
c A A=V ~DHDIAB A7 VT K

* Dynamic Host Configuration Protocol /3—3" 3 >4 (DHCPv4) <°DHCPv6 Zfif L7z AT —
FABIRAT— 707 FLUZAA#ERE (SLAAC) . 7 — K URL, BLVIPv6 /L—
KT RNREA XA NS U2 DHCPV6 72 3 v DRT A—H

v b I— FEH
Py b T=T 4 T OFEREMIL, RO EBY T,

Cisco I0S XE Amsterdam 17.1.x FO 5 S<YEY T4 av 74 F¥aL—vav A4 K |}



Jaeva=vy |

B rcom=

« JE BN R E S 4172 DHCP Hh—/3,

« FTP/HTTP/TFTP % — S T2 7 — kA A — 3,

s Ry FT—7 R=2D Y —ANLRET S & ICHESNEZT A A,
iPXE D&

Ty U= T—bra—FE, XY FT—7 R=Z2AD IV —=AN5DT — MU Z P HR— KL
¥4, 77— he—&L, HITP. FTP. F /2L TFIPH— NIZH DA A =B LET, R
rND—27 77— h V=L, iPXEDO L RV YV a—a v L CHBME S E T,

iPXEIZLVD, 75740 DTFNRXALADFRy NI —7 T—"WNA[fEIZHRVEd, 77— E—F
IR 3 EEIHY £,

«iPXE # A4 A7 D K :iPXE v hU—27 7— h& LCiEEh L 9, IPXE TIMEOUT
ROMmon Z# &AL C, iPXExRy NU—27 7T — DX A LT 7 N FHN CTHRE L E
9, iPXE ¥ A L7 U b Z&ET 5I21E boot ipxetimeout =~ > REHFERALET, ¥ A &
TN AR TS E, TAA R T = INRT I T 4 T 0 ET,

« iPXE #ifR72 L : iPXE *r > hT—2 7 — & L CilZE L £9, boot ipxeforever =2~

RBRE SN TWDEYA, 7734 AL DHCP Zk A HIfR72 L CTi¥fE LE 9, ZAULPXE
DHEEH 7T —FTT (DFY, 7—ba—FL, A2/ DHCPLE % 51T B D & TDHCP
BRAMRR L THEET DD, T4 AT —hERFa~vr R 7oy 7 MI7+—b
Ny lFTHZEEEHY EFA)

e TNRA R T REINTWVDE =BV T/NNA ADBOOT T2 HE-~TT—rLET, T34
A7 — MBRREINTZHEE, BRE I TV A IPXE_TIMEOUT ROMmon 240 X MR X 41 &
T WOLIHBELTT A AT = NeT 77 4 7L TEET,

« BOOTMODE=ipxe-forever D55 1%, = —HF DI AN/ IFAUXT SA XA 77— MR T 7
T 4 7170 £ A (ENABLE BREAK=yes DEFHIZ DB AHE)

+ BOOTMODE=ipxe-timeout ™54 1%, IPXE TIMEOUT 4% CHE L 7= ki35
ETNAR T MT 7T 4727320 F7,

*« BOOTMODE=device D&, T/ A T—="NT 77 4 720 £9, ZhidT
TNV DT T 4T ®— KT,

cTNAAT—=MICLIZMEMLTTY 774 7b T2 &b TEET,

N

GB) F/ART—=MI, 774NV DT —F F=FTY,
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GE) IO~=aT7 VT, FEIT—-FEW) HRELEDODNCWET, FHET— ML, ROMmon @
Va—REITOIMEIMDERET DT T 7 TT, T3 A5 ROMmon E— ROEEX, T
Thoot 2> REETTHLERH Y 7,

FH 7 — & YESIZHRTE L7ZHAIL. ROMmon £7213F A A a7 "R T 7T 4 7T
DEd, FEI7— h%E NOITEE L7ZHAIE. autoboot BH N EITENET, 2% V. BOOT
B CRE SHIEICE N £ T,

ZZTCliL, iPXE 7 — b e —F OEHEIZOWTEHA L £,

1:iPXEJ—rO—4Z0OT—9 70—

Wb Seaven

i

41

Here's my LID! Give me an P,
Whal imape can | boolt How
Fower ON GD o | reach fh femole server?

[HACE discoser

DHCP olles

our (client) 1P addness: 104 46 248
Mt server I address. 1000441

Hoad file masme- hlp 00 44 1 iplatlcem
ool 5/ Timean 162,200 Tow- -tacdlbo.bin

DHGP ragues]
HCP Al
HTEP “Gel” - Denalil 6 3218 Pooe-lhac e b
| Sch downiads
1] 12 and ' i
, mm‘:ﬁ_ _‘ HTTE2040 O Haes 1 [1age.

TGP Transhes

1. 7—broe—XEDHCP A v =T EEL, V—"DBRETDHE, 77— —FX
DHCP EXR#%EL 7,

2. DHCPISZEIZIE, IPT RLREDT— b Z7 A NVENEENTHWET, 7—F 77 AL
A%, 7 — b A A—=T N TFTP H—/N (tftp://server/filename) , FTP #—/3
(ftp://userid:password@server/filename) . F£ 72X HTTP ¥— 3 (http://server/filename) 7> 5
BfEsnsZEE2RLTVET,

3. T—brr—FNRy NU—0 V—=ANbA A=V E X n— L TEHLET,

4. DHCPJEENZESNLWES, 7—ha—Z 37—k — FOREIZESWT, DHCP
FURAZMIRZ2 LT, FlidfBE SN MBOMXERGE LT ET, A4 L5707 MR AET D
L, T —HEF TR, AR—ZADT — MNIED 7, REINTZ7— bk T— KR
ipxe-forever DIGAE DI, T /34 AX DHCP ERZHfR7e L C4F L9, ipxetimeout
T—hE—Ravy RBRRESNTWDEE, DHCP ZRITHEE S VRl b 7e o Tk
fEE3. XALTURNBIRIBTDE, TARAT—KNEB—RFRBT 7T 472780 FT,
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\)

GE)  HAED iPXE £33 FHR — ~  (GigabitEthernet0/0) DA% #&H L CEIET 572, i/ %
U R—F &2 L TEE SN D DHCP EsRIZV R — b SR T EF A,

Xy U= T— MR L T#HNRR Yy N — 7 REZMEHT 554 ROMmon (XK D BEES
ERAEMERLEST (TITRHATY) .

«BOOT: EIanry (;) TRUILNEB)TLD URL,

« IP_ADDRESS : #IZEI D 4 THNZT A ZADIP 7 KL A,
« DEFAULT GATEWAY : 7N ADT 74/~ F— K 7 = A,
« IP_SUBNET MASK : IPv4 721X IPv6 7' L 7 1 v 7 A1,

IPv4d : WWW.XXXYYY.ZZZ L WO FERDT A ADH TRy b~ A7 (255.255.255.0 73
E) .

IPv6 : NNN L WO FERDT NRA ADY T3y b L7 4 v 7 ARK (64, 11272 5)

FEH 7 — FBREHI o> TV DBEE, 7 — br—& X, &E S 72 ROMmon iPXE 2 OfElz
HAONT, TNXART—= b EFTTELRY NT—F T— b aFTT50ERELET, T
7 — N BEDES b 5T, 7 — hr—Z1ZBOOTMODE £ & i L C, 7 /31
AT —=heRxy NI—7 T— b OELLEETTHNERELET, FEI7— ML, =—W
12 & o T boot manual switch =< > RRREFRATHDH I EaEWLET, FEIT— FEY)
W TVWAERIZT A A2 n— RT3 L, BB ARHERICEHBSVET,

iPXE NEZNIZ 72 > TV DAL, 735 ADERB FIEOWREIZ, BEFO BOOT ZEONEN
FRINET, BOOTEHITIX., * > b U —2 ~X— A2 Uniform Resource Identifier (URI) (7=
& ZIEL httpy//, fipi/f, thtp) WEENTODHARHY . Xy hU—2 7T— RS E
T, LML, Xy NI =27 A A=Y NZAOFAFHIDHCP I SN EH A, #Hlery hT—
7 %X, IP_ADDRESS Z%%. DEFAULT GATEWAY %, 3 X OV IP_SUBNET MASK ZE%k
NOEAESHET, BOOT ZBHIZIE, TAADT 7 A1 VAT b R—=ZADNRNANEGENT
WHEELHY ., ZOHERIE, TAAADT 7 A IV VAT AX—ADOT — MRS E T,

FLENZ M S5 DHCP — 3%, 5 ID (PID)  (DHCP A4 7' 3 > 60 THIBIFTHE) |
=DV TNES (DHCPA ' 3 v 61 THIBIAHE) . £7/21XF7 314 ADMACT KL
AEMERA LT, T3, A &25kBT& 9, showinventory 35 X 08 show switch =~ > R CTH T
NRAATINLDEEFRRLET,

iz, show inventory =t~ > RO 2R L £,

Device# show inventory

NAME:“c38xx Stack”, DESCR:“c38xx Stack”
PID:WS-3850-12X-48U-L, VID:VOl , SN: FOC1911V01A

NAME:“Switch 1”, DESCR:“WS-C3850-12X48U-L"
PID:WS-C3850-12X48U-L, VID:V0l , SN:FOC1911VOlA

NAME:”Switchl -Power Supply B”, DESCR:“Switchl -Power Supply B”
PID:PWR-C1-1100WAC, VID:V01l, SN:LIT18471460Q
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I JoE 3=y

IPv6iPXE 2y k7—2 T—+ |

Wiz, show switch =< > RO AOFIEZ R LET,

Device# show switch

Switch/Stack Mac Address : 046c¢.9d01.7d80 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current

Switch# Role Mac Address Priority Version State
1 Member 046c¢c.9dle.1a00 1 Ready
2 Standby 046¢.9d01.7d80 1 Ready

*3 Active f8b7.e24e.9a00 1 P2B Ready

R ROMmon Z# 7% iPXE IZRE SN TV D BENDH D £,
* BOOTMODE = ipxe-forever | ipxe-timeout | device
* [PXE TIMEOUT = seconds

IPVv6iPXE *y kD —4 J—
WO L, Cisco T /3 A LD IPV6iPXE v hU—27 77— FOEMEEFR L ET,

IPv& Baoting Supporting DHCP Server Web Server
Device Device .

= = -

FUwerGNQ(L}%
Default Router
ﬁl‘l:ddSLMC Routar Solicitation . )
e > Here is my DUID, give
me an IP. what image
Router Advertisement can | boot?
-
DHCPwE Salicit _\\
[+ DHePve
e OHGPvE Advertise Message lype: Advertise (2)
Transachon |0 OxBdac3d
DHECPYE Request ¥ Identity Association for Mon-temparary Address
> b Client Identifier
k Server Identifier
DHCPVE Reply b NS recursive name server
¥ Domain Search List

4

HTTP GET

HTTP 200 OK
-

TCP image transter E

[ 8

Wiz, FBORO 4 >OEHFEE2HHALET,
¢IPv6 7 — bk T34 A 1 iPXE 7 — MZ ko TRENIT L7 /31 A,
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B reipxexyro—5 -+

A

e P R—=KFNRAL R IPV6T RLAT, =& T RRZAL XA b (RA) AvtE—V%4
KT B X9 ICERE 7z Cisco 7731 A,

GE)

ZORTIE, IPv6 77—k TNA A, R — K TAAL A BLD
DHCP —NZ, RUH 7Ry b EIZHD EF, L, R —
N F/NA AL DHCP H— 38597 x> b EIZh D545

Py hT—=J NIV b—2—Vx FERITDODVLERH Y 97,

¢ DHCP ¥— % : {£& ® DHCP ¥ —/%,

e Web ¥— 3 {EE D Web P —3,

ZOWE T, IPV6iPXE 7 — b Yot A &Z#HB L E9,

1

T NA AL, V—H FEFETH B Internet Control Message Protocol IPv6 (ICMPv6) % 1 7133
Ny Nea— 73y b EOIPv6 73514 RTEFELET,

n—hVH T Xy N EDIPV6T/NA R F, V=X T KRAF AL XA N (RA) AvkE—Y
THDHICMPV6 ¥ A 7 134 3 v FCTIRAELET, W—FTEHEA v —TEEE LT
A AF, AT — MLV AT RLAHBEYE (SLAAC) 7 RLAZZREIE L7280, RA X
Ty NI T TN N A—R LT T v 7 ADBEREBELET,

T34 AL, DHCPv6 EiE A v —U %, ¥ XTODHCP =— Y = ¥ MIDOWNT, v /LT
XY AN TA—F T RLA 0212 1 2EELET,

RIZ, iPXE 7 — h DFED DHCPv6 Eif/ N7 > FDT7 4 — /) ROFl R LET,

DHCPv6

Message type: Solicit (1)

Transaction ID: O0x36f5fl

Client Identifier

Vendor Class

Identity Association for Non-Temporary Address
Option Request

User Class

Vendor-specific Information

DHCPv6 E5E A v —VI2iE, ROERNEETNTWET,

« DHCP EA75+ (DUID) : 27 947> Fa#L£9, iPXE Ti%. DUID-EN % %
A—hFLTWET, ENIZ, =¥ —7TF 1 X%EE (Enterprise Number) OIETH, =
@ DUID 1, X & —{ZE) 4T HnzlA O E S TnET,

* DHCP 33 X O DHCPv6 DAL 3

DHCPv6 H— "DGRESINTWDEE, 2O —NF, 1288y FIPv6 7 KL A, 7— |
7 7 A )@ Uniform Resource Identifier (URI) . KA A > Rr—Xh AT LA (DNS) H—
BLORAA VBB AR, 5NN Z T4 T > &V =D ID & DHCPv6 7 R\
BARNRTy FCIRELET, 277947 FIDIZFZ 9472 F (ZOKTILIPVG 7 —
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ROMmon €—

ROMmon E— KT IPv6 7 KLZDEY 4T [

k534 Z) @ DUID 23, #— 31D I21% DHCPv6 H— 3@ DUID 23, ZNFNEEN T
b\\i‘g_c

5, #FNEZF, 794 T ME, ~VFFy AN FA—TF T KL A f02::1:2 12 DHCPv6 %
RNy FEEEL, T RIS XENTZNRTA—FEERLET,

6. —NX, 74T bV r—AL (FES0:) D IPv6 7 RL A |Za =%y A |
DHCPV6 J&5& %K L4, RIZ, DHCPV6 )& 7y hD 7 44— FOFZR L £,

DHCPV6

Message type: Reply (7)
Transaction ID: 0x790950
Identity Association for Non-Temporary Address
Client Identifier
Server Identifier
DNS recursive name server
Boot File URL
Domain Search List

7. WRIZ. T8 AL, Web — I HTTP GET EXR 2 #E L £,

8. HRINTAA—VUNREINT/NATHEHEE/ LS. Web —/ X, HTTP GET Z3Kk
IZOK iR L £,

9. TCP A A—UHEEICE VA A=V abr—Sh, TS ABEELET,

> > (=] LY

FTODOIPv6 7 FLADEIY HT

DHCP 7 A 7 > M. ROBEINEN ZEH LT, ROMmon &— K TEHT 5 IPv6 7 KL &
FRELET,

1. DHCP V—RZL->TEVYTHNET KL R

2. A7 —hFL AT RLAE#HHEE (SLAAC) 7 KL &

3. Uy Zu—HhL T RLA

4. YA ba—HNV T KL A

FTNRAANI, A A=V % T — T EDICDHCP Y —NIZ L > CEID Y THNET RLUAZEFEH
L %4, DHCPv6 — 3037 KL ZADE Y YTITRMLTIZEE. T/351 A1, SLAACT R
Z0EAERITLEYT, DHCP V— N2 Lo TEY YU THN/ZT KL AL SLAACT RLAD
WAMERTERWGE, TAM2F, Vo ru—n 7 RUAEHALES, 72720, A

A=V Davr—FIEFIZIT X, UE— b FIP/HTTP/TFTIP " — "B F AL AL FE L a—2h
N T2y hECHAILENDY £,

BUID3ODT RUABNEHTERWES, T3 AL, HEIMIZEKR SN YA be—bL
T RUVAEMHLET,
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B 7+ =nzRoMmon 2%

HR— b & % ROMmon Z%§

Cisco 10S XE Fuji 16.8.1 TlZ, %&® ROMmon AN R — F I TWET,

*BAUD : F3f A0 ay Y —L Rh— L— T ZAaDERER— L— (1200, 2400,
4800, 9600, 19200, 38400, 57600, 115200 72 &) DOWFHNNICEFE L9, ML 7EHIT
TRTEREINET, BAUD BENRE STV RWEAIE, 77 4/0 T900 12720

¥, ®hind D CLI =<2 ik

« ENABLE BREAK : ROMmon O 7 L —727 #HHZLET, 7 7 4 /L MEIZNO TH,

« MANUAL _BOOT : F#)7 — F 2 LIZRE SN TV DHEE. ROMmon £72137 /34 A 7'
YIRBT T4 TIRYET, FET— FBOICHRESNTWDOES, 731 ALY
n— RENETA, ROMmon E— RNIT7 77 1 7272 A,

« SWITCH_IGNORE STARTUP CFG : i3 1 DAL, T/AA A TRE— T v F a7 4
Fal—arNERINET, HERREINTWARWESIE, ATt dnE
T, TAUTFEAIY FEHAEETH Y, 10S @Jﬁ)ﬂfﬁfé&i%

iPXE DN HR— 3 BDHCP A T 3>

iPXE 7 — k%, ROMmon &— KT, ® DHCPv4 3 L UXDHCPv6 47 3 VR — kLT
\iﬁqo

\}

(GF)  Catalyst 9000 >V — R ZA v F L, DHCP 47+ 3 60, A7 2 77, DHCPv6 A7 =
Y1, AT a5, BEIOA T ar 16 2R —FLTWET, DHCP 47 3 > 61 I,
Catalyst 9300 33 LTV 9500 'V — R A4 v F TOILYHR—FEZNTNET,

*DHCP A7 3 60 : XU & — 7 F A#HIT, ZOF 7 3 121F, ROMmon BREEA %K
MODEL_NUM DfE3 & E SAVE T,

*DHCP 47> a6l: 7747 bk, ZDOA 7L a2k, ROMmon EREEA %L
SYSTEM_SERIAL NUM DfENFEE S E T,

A

GE) oA 7T a T Catalyst9400 > U — KX AL » FTHEHR— K&
NTWERA,

*DHCP A7 v arv 77 :a—V 7T A4+Fary, ZOF 7Y g%, DHCP B 7 v
MZBIMENSH DT, iPXE & W) LFINCELVWVEEEATHET, 2047 a v
1Z. DHCP — 57— b 570D A A—T %I iPXEDHCP 7 7 A 7 > b %4y Bf
THRIEHSNET,

 Ciscol0S XE Amsterdam17.1.x FO 45 S<YEYF 4 2> T4 FaL—Ya v A K



| Foega=vy
iPXE 549 K— k3B DHCP A T3> [

WIZ, ISC DHCP H— 35 D DHCPv4 X E T, A7 > a > 77 DA R I TV 54
PRLET, ZOFNIBITAISEMEIT. A7 a v 7T REFEELTEY ., UFSiPXE I2%
LWEBAIE, A A—VDT— K 77 ANVDURIBT RRAZ A RXINBZ LR LET,

host Switch2 {
fixed-address 192.168.1.20 ;
hardware ethernet CC:D8:C1:85:6F:11 ;
#user-class = length of string + ASCII code for iPXE
if exists user-class and option user-class = 04:68:50:58:45 {
filename "http://192.168.1.146/test-image.bin"

}

*DHCPv6 A7 > ar1: 7747y "Bl T4V ar, ZoOF7T aZid, RFC3315
THE STV 5 ROMmon EEEA % SYSTEM SERIAL NUM OfEAHE S £,
ROMmon Bg 522548 THELE S 11 5 220X MAC_ADDR T,

eDHCPV6 A > a 15 : a—Y I TR F 7T gy, ZOF 7 3%, DHCPv6EE:RE X v
T—VHDOIPV6 22—V 7T A 4T a0 ThY, SUFEHIPXERRESNET, KT,
ISCDHCP — NTEZINTWEA T 3 15 DB ERLET,

option dhcp6.user-class code 15 = string ;

WIZ, DHCPv6 A7 2 > 15 DMEH 4T 5 DHCP — \EREDHI 2R L E7,

#Client-specific parameters
host switchl {

fassigning a fixed IPv6 address

fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal format contains: DUID-type"2" + "EN=9" + "Chassis
serial number"

host-identifier option dhcpé6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

#User class 00:04:69:50:58:45 is len 4 + "iPXE"

if option dhcp6.user-class = 00:04:69:50:58:45 {

option dhcp6.bootfile-url

"http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

}

*DHCPv6 A7 a v 16: X H— T AL Tvar, T ARG ID (PID) NEF
NUTWET, PID IE, showinventory =~ > KO /)% 721X MODEL _NUM ROMmon Z 44
MORETEET, A7 a3 161X ISCDHCP — DT 7 4 )V hOA T L a Tl
<V ROEIITERTDHIENTEET,

option dhcp6.vendor-class-data code 16 = string;
KRIZ, DHCPv6 A7 a > 16 MEM SN TV HRER 2R L £,

# Source: dhcpd6ConfigPD
host hostl-ipxe6-auto-hostl {

fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:
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B oucreEamAT

43:31:38:33:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:53:2D:
43:33:38:35:30:2D:32:34:50:2D:4D {
option dhcp6.bootfile-url
"http://[2001:DB8::46] /platform-pxe/hostl/17jan-polaris.bin";

WDFET, ZOHNIEREINDIEERT7 4 —V REHALET,

R4 TILVHEAT 1 —ILFDEHRBA

14—k BLE
dhcpé.client-id 7747 v MRl T % DHCP EA 70+
(DUID)
dhcp6.user-class DHCPv6 47> 5 15, 22— 7 T2 47
vay,
dhcp6.vendor-class-data DHCPv6 47> a3 16, AA v F O ID
(PID) &L H— T FAFT v a,
dhcp6.bootfile-url 7 — bk 7 7 AL URI % %K 9 5 DHCPv6 %
7a 6,

DHCPv6 [& & 55l F

RFC 3315 12 L » CTEFZEIN TV 5 DHCPvG6 #%5+ (DUID) 1ZiE, RO 3 FEELH Y £,

« DUID-LLT : DUID V > 7 Jg§7 R L A L%, DHCP 7 /31 AZHEEL T DRy b T —
TAHE =T AAAD) I ET RLRZ, EREINTZBELNOH A DAX T HBIMS L
=4 DT,

« DUID-EN : ENE, =% —7"7 A X% (Enterprise Number) DOW&ETd, Z @ DUID I,
R —ZENY B THNEA D ID 2SN TV ET,

*DUID-LL : DHCP (7 A4 7 ¥ hY—23) TS RZHKABNIERINTHWD Ry b T —
T AVEBE—=T A ADY BT RLAZMH L B S5 DUID TF,

COMREE YR — R L TWH A3 T34 AL, DHCPZ 74 7~ (DHCPv6 #5537 » K
WDT A A) ZiBI7 5 DIZDUID-EN (DUID % A 7'2) %M L3, Catalyst9000 >V —
A ZA »Fi%. DUID-EN 7213 T72< DUID-LL (DUID % A 7 3) & ¥R — KL TWET,
DUID-EN (I SN ARITY, 72720, A v F NI OREERTE 241X, DUID-LL
DERR S TER S ET,
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iPXE DEXTE A

iPXE D% E

ipxepxerE [

FIEDHE
1. enable
configureterminal
3. * boot ipxe forever [switch number]
* boot ipxe timeout seconds [switch number]
4. boot system {switch switch-number | all} {flash: | ftp: | http: | usbflashO | tftp:}
5. end
FIE D
FIR
OV RERETIV3 Y B
AT 71 |enable b EXEC E— REHIC L ET,
{5 e MNAU—REANLET (FREINEHH) .

Device> enable

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—r )L ar7 4 Xalb—3 gy T— KEBith
Li‘g—o

RAFw 73| - bootipxeforever [switch number] BOOTMODE ROMmon A ¥ % &% & L £,
* boot ipxe timeout seconds [switch number] .
« forever ¥— 7 — KNi{ZX. BOOTMODE ROMmon
fil 75%5 % IPXE-FOREVER & L CREL £7,
Device (config) # boot ipxe forever switch 2 .
» timeout & — 7 — KiX, BOOTMODE ROMmon
I J5¥5 % IPXE-TIMEOUT & LT LET,
Device (config) # boot ipxe timeout 30 switch 2
27w 7 4 | boot system {switch switch-number | all} {flash: | ftp: | | fi5i L= 370 b A 2 — D& B L £,

http: | usbflashO | tftp:}
fi

Device (config) # boot system switch 1
http://192.0.2.42/image-filename

R

Device (config)# boot system switch 1
http://[2001:db8::1]/image-filename

« UE— ® FTP/HTTP/TEFTP #— 321%, IPv4
FEIPv6e 7 KL AR X E9,

e NS TNIZIPV6 7 KL A B ATTANLEN S
D £4 (RFC27321ZHt-T) o £ LW
B, TS AFEHLET A,
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Joevaz=vy |

ARV RFERETIVa Y

B8

ATy TH

end

1 -

Device (config)# end

Jua—rb a7 4 Fal—iary T— REKT
L. M EXEC E— RIZREY £,

FINA R T— FDBE

734 A 77— M, noboot ipxe % 7-1% default boot ipxe =~ > KOWF i L T E

TZFET,
FIEDHE
1. enable
configure terminal
3. * no boot ipxe
» default boot ipxe
4. end
FED FH 4
Fig
ARV RFEEEFET7IVa Y B8
RTw 71 |enable K EXEC E— FZ A LET,
{5 e NRAT—RKEANLET (FEREINTEHE) .
Device> enable
R 72 | configureterminal Jua—)L a7 4 Xal—ay T— &G
1 LET.
Device# configure terminal
AFwF3| +nobootipxe TNRAAT = ERELET, 774NV EOT— 1
« default boot ipxe F— RIEF A A T — T,
11 TNNAATT 74V REEHINZLET,
Device (config) # no boot ipxe
1
Device (config) # default boot ipxe
AFw 74| end Jsa—n)ary 7 4 Xal—3ary ET— REKT
Bl - L. i EXEC £— FICR Y £,

Device (config) # end
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ipxe ozxEh |

iPXE O 2% %E 5
{51 - iPXE #& R

TR, T8 ARA A= TlEEI§T 5 E T, DHCP ZRA MR L TEET L LD
(2 iPXE 2@ ET 202" L TWVET,
Device# configure terminal

Device (config) # boot ipxe forever switch 2
Device (config) # end

LRI, 7— b B— N % ipxe-timeout (2% iET 2 HIEDOHIZ R LET, FEINL T
DA LT T MEZ200 T, RESNTND XA LT U MRIEHZIZ IPXE 7 — h
[EENEETDHE, WESNTWDIT A AT = RT 7T 4 7RV EST, Z0
BT, BEFHDT /3A A 7 — M http://[2001:db8::1]/image-filename T3,

Device# configure terminal

Device (config) # boot ipxe timeout 200 switch 2

Device (config) # boot system http://[2001:db8::1]/image-filename
Device (config) # end

B TILDIPXET—F 04

KITRTDOIE, ROMmon E— ROF AL ANSDY ) 7 —h a4, 22T
%, ipxetimeout =~ > REZFEH LI FE 7 — FARESNE T,

switch: boot

pxemode: (ipxe-timeout) 60s timeout
00267.887 ipxe get booturl: Get URL from DHCP; timeout 60s
00267.953 ipxe get booturl: trying DHCPv6 (#1) for 10s

IPvé4:
ip addr 192.168.1.246
netmask 255.255.255.0
gateway 192.168.1.46
IPvV6:

link-local addr fe80::ced8:clff:£fe85:6£00
site-local addr fecO::ced8:clff:£fe85:6£00
DHCP addr 2001:db8::cafe
router addr fe80::f29e:63ff:fed42:4756
SLAAC addr 2001:db8::ced8:clff:fe85:6f00 /64
Common:
macaddr cc:d8:cl:85:6£:00
dns 2001:db8::46
bootfile
http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb28--13-54-50
domain cisco.com
00269.321 ipxe get booturl: got URL
(http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin--13103--2017-Feb-28--13-54-50)
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B iPxe mov > 7L DHCPus H—/ iR

Reading full image INTO MEMOTY otuu it e e et e e e et et s e e et et s e s et e s e s e e o
Bundle Image

Kernel Address : 0x5377a7e4

Kernel Size : 0x365e3c/3563068
Initramfs Address : 0x53ae0620
Initramfs Size : 0x13a76£0/20608752

Compression Format: mzip

iPXE FD 4> 7)1 DHCPv6 H—/ \#& Rk

WIZRT DX, 55 D 7= 9|2 Internet Systems Consortium  (ISC) @ DHCP H— 37> 5 H
5 L7z DHCPv6 H—/SE DRI T, SEHAIC S # 230 24713, < MRk it LT
WHAAL T,

Default-least-time 600;
max-lease-time-7200;
log-facility local7;

#Global configuration

#domain search list

option dhcp6.domain-search "cisco.com" ;

#User-defined options:new-name code new-code = definition ;
option dhcp6.user-class code 15 = string ;

option dhcp6.vendor-class-data code 16 = string;

subnet6 2001:db8::/64 {
#subnet range for clients requiring an address
range6 2001:db8:0000:0000::/64;

#DNS server options
option dhcp6.name-servers 2001:db8::46;

}

#Client-specific parameters

host switchl {
#assigning a fixed IPv6 address
fixed-address6 2001:DB8::CAFE ;

#Client DUID in hexadecimal that contains: DUID-type "2" + "EN=9" + "Chassis serial

number"
host-identifier option dhcp6.client-id 00:02:00:00:00:09:46:4F:43:31:38:33:
31:58:31:41:53;

option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/test-image.bin";

}

DHCP #— " 2= ROZEMITOW T, ISCDHCP H— X D Web 14 N2 HB LT
<TZEV,

Z OFERITIL, dhepb.client-id 47T a NFARAL v TFEHHIL, X —FTF A4 X
FA T FDUID & £9, 7747 > hDUID L, 16 #E D 00:02+00:00:00:09
+ DV X =Y VY TNEGEBERT LI TEEST, 22 T2ldn =TT
AR FAT > hDUIDZA 7, 9FL Rapx ¥ —7FF A4 XDUID DT HIF 21—
FEZFNENEBRL, 16 EERXTOL vy —3 2 U T AFESD ASCIH 21— RNk & £
To TOVTNDAAL v FDY v —3 U T IIESIL, FOCI831X1AS T,
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PED RS T a—F4vvoEk [

T— kK 77 A4V URLIZ. $EEESNT-DUD ZHEH L TOHRAAL v FITT RAAZ AL XK
nEJ,

DHCPv6 X ¥ — 7 5 A+ a2 16 H, DHCP — LD AA v F ZiHBIT57=
OIFERTEET, 7 arl6era—TERAL T a L L LTEERTDHITE. KD
EIIERELET,

option dhcp6.vendor-class-data code 16 = string;

WIRT DI, A v FRIEID 26 L TR S 72 DHCPv6 RN & — 7 T A F7
v a 16 [ ZHESWTAL v T Z#HAIT 5, DHCP B — OB T,

# Source: dhcp6ConfigPID

host edi-46-ipxe6-auto-edid6
fixed-address6 2001:DB8::1234;
host-identifier option dhcp6.client-id 00:02:00:00:00:09:
46:4F:43:31:38:33:31:58:31:58:31:41:53;
if option dhcp6.vendor-class-data = 00:00:00:09:00:0E:57:
53:2D:43:33:38:35:30:2D:32:34:50:2D:4C {
option dhcp6.bootfile-url "http://[2001:DB8::461/platform-pxe/edid6/17jan-dev.bin";

}

Z ORERICIE, dhep6.vendor-class-data 4" = > 1%, DHCPv6 47> = > 16 &
L ¥£79, dhepb.vendor-class-data T, 00:00:00:09 (X3 XA 2D x> ¥ —7 7 A X DUID,
OE /X PID »E X, BLU¥EY X 16 X PID T3, PID X, showinventory =~
¥ RE 721X CFG_MODEL NUMROMmon ZEH DM NN OHFETHZ b TEET, 2
DY > T AR T &5 PID 1L, WS-C3850-24P-L T,

H— R D DHCPv6 A7 3 B L O'DUID %, ISCDHCP V— XDHA KT A
I~ T, 16 R TIRETHILENDHY £9°,

iPXED S TILoa—TFa2oDED F
CDHETIEH, NI TNV a—T 4D EBRBELET,

s BB ARFIZ iPXE 7 — AL IS5 & 7351 A, A2 DHCPv6 Eig A v & —
COREEFRITL, FO% T, DHCPVAMRILA v E—YOEEEZRITLET, 77— E—
K723 ipxe-forever DA, T3 AlX, 202 2E MR L CKIE L £7,

s BE)E— R IPXE ¥ A A7 U NOYH. T3 AL, PIZ DHCPv6 g A v tE—
Z. IRIZDHCPVA RN A v B — V% EE LIk, XA L7 U NGRS L, 734
AT =M MIT =N 7 LET,

¢ iPXE 7' — FZHMr+ A1, v Y —IV I T T A7 E2EELET,

UNIX Telnet 7 74 7 & F & H L TWAHGATT, Cul F—Z2 M L72RET] F—%2 7
L. TUAIREREENET, FOMDTelnet 7 A4 7> FEMEHLTWAHEEA, £7-0%
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B rxcorsiea—5o50e0r

U TIVR— MIESZEER L TCWAEEIE, T LA 7 DEEDO Y H—iF, Blox—A k
n—7 £tk a~ s FOBERHY £9,

¢ DHCP — I A A= TIET 5 H DD DNS H— 37K 2 M 2R T X R0 A
DNS 5w 72/ LE9,

A\

() ISC ® DHCP H— Dffi % BEid LE 9, 10S ® DHCP TlI =
ORI EEHIES N TV ER A,

« HTTP Y — RO 27 A b4 5121%, HTTPa v —%2F/H L T, HTTP Y — 15080
P TN T ANET A A |Za—LET, 72L& 21E ROMmon 7' 7 KT, copy
http://192.168.1.1test null: (7 7 v ¥ 2Nl IER v 7 S TEY . 7 A MINull 731
AZfERT 20N H HYA) £ 7213 http://[2001:db8::99/test & A1 L £,

s FE) T — FEAERMELENTEY, 77— FEF— KRB PXEZA LT T N THIEE., T4
ADNEIRFEARFIC BEIICEE T2 2 LiddH Y £ A, ROMmon E— K Thoot =<2 K
EEITLET, 77— M o AREREARICAB CRAT 2 LT 2120k, FE7—
[ L) | Al = S

e ROMmon E— K D IPv6 7 RL ARF 7 4L f L —F B ELHULED IPv6 /3T A — X k3
KT AHIZIE, nete-show =~ > R&EFHLET,

A\

GE)  Catalyst 9000 2 U — X A A » F TiX, net-show show =2~ N%&

fEALET,
« REIZHAS T, net-dnep £7-1F netb-dhep =~ > REFHEH LEF, net-dhep =~ K
/X DHCPv4 HHD7 X k =2+ R, neté-dhcp =~ > NiE DHCPv6 HHD7 A F a<w > N T
_a——

A\

GE)  Catalyst9000 > U — X A A » FTlL, DHCPv6 IZ net-dhcp -6 =2~
YREERLET,

« BRTEMRT HI2IE, diga~> REHEHLE9,

A\

GE)  Catalyst 9000 * U — R A A » F Tl dnslookup ==~ > K% ffi H
L CARTZ MR LE T,

s Web %— 3050 HTTP & a2 — R&FR/RTHI121E, HTTP T3y 7 0 7 &2 G0
K
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ipxe (<7 pemiEs ]

¢ AT — ML AT FLZAHERE (SLAAC) 7 RLARAERKEINRVEE. IPV6RA A v
=V EREREMT IV NHY EHA, ZOYE, IPv6 TOIPXE 77— MNE, V7 m—
HNVEFITHA Fa—h DT RLUATORMEHTEX 4,

iPXE [ZR89 5 BENEHR

ESPERE]S T=aT7ILBA L
TurI=we Vs 4 av R ['Programmability Command Reference, Cisco 10S XE
Everest 16.6.1]
BES LU RFC
=4 /RFC 24 kL
RFC 3315 ['Dynamic Host Configuration Protocol for 1Pv6 (DHCPV6).J
RFC 3986 ['Uniform Resource Identifier (URI): Generic Syntax/]

SRADTY ZHI YR—F

FiEA s

CAaDYR— K WebH A FTiE, R EL5 7 2 12— | http://www.cisco.com/support
T2 N7 TNy a—T 4 U ZIZBENL T T 5 X912,
oA T ARV =L EIILDETLEERA TS Y — Rk
et L CunET,
BHEVORGLOEX 2 U T 4 FRSBAINEREAFT 52012,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— N EDOKFEY — R TIMATE LT,

VAaDPR—F Web B A FDY—)UIIT 7 AT HEIE.
Cisco.com D —HF ID BLONRA T — RBNE T,

iPXE 0D #£5E1E

RORIZ, ZOFY2—/)LTH LIZREICE T2 Y U —2 R s LET, ZoXRT, V7
FY=7 VU =R FLA U THEEOYR— FRNEASNEEDY T by =T VY =72
FZERLTWET, TORREIL. FRTW 0 B2V IRY | ZNLEO—EDY 7 ro =7 U ) —
AZATHHR—FSNET,
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B rxeonems

Jaeva=vy |

TTY R T ADYR—-FBIO AT YT hT 2T A A—=VOHFR— MCET B HEHREZ R
&9 % IZ1%, Cisco Feature Navigator Z /] L &7, Cisco Feature Navigator |27 7 & 23 2|2

I¥. www.cisco.com/go/cfn |

% 5:iPXE DH%REER

IHEN L £9, Ciscocom DT BT MIMLEH Y FHA,

taE

iy

-2

HREETRHR

iPXE

Cisco IOS XE Denali 16.5.1a

Fv hU—27 7 —hua—X, IPv4/IPv6
TNAAR—=RFE T Xy NU—7
NR—=ZDEEFETNE DT — NLEL A W
AR—=FLET, Xy hU—27 T—}
V—RX, iIPXED LI RV 2— 3
VEMERA L CEBMICHRE S D KNE
N E9,

ZOMEEIX, RDOT T v M7 F— AT
LI TWE LT,

* Catalyst 3650 > J — X A A v F

* Catalyst 3850 > U — X A A v F

Cisco IOS XE Denali 16.6.1

Cisco 10S XE Denali 16.6.1 Tlx, Z D%
BRIZIRDT T v b7 +—AIZEEIN
Twibto

* Catalyst 9300 >V — & A A v F

* Catalyst 9500 ' U — X A A v F

Cisco IOS XE Everest 16.6.2

Z DOFEREIE. CiscolOS XE Everest 16.6.2
T, Cisco Catalyst 9400 > U — X XA v
FIFEEINE LT,

Cisco IOS XE Fuji 16.9.2

Cisco IOS XE Fuji 16.9.2 TliE, Z OERE

TRDOT T b7 +—AIZFEEINT
WE LT,
» Cisco Catalyst 9200 > — X A A v
\a:-

* Cisco Catalyst 9300L SKU

Cisco I0S XE Gibraltar 16.11.1

Cisco I0S XE Gibraltar 16.11.1 Ti, Z
DIEBEIZ Cisco Catalyst 9600 > U — X A
A v FICEEINTWE LT,
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iPXE DH#ERETE R .

HaE

iy

)=

HAETRR

IPXE IPv6 D H 7R —
K

Cisco IOS XE 16.8.1a

IPXE (X IPv6 7’0 h /b ¥ AR— LT
b\i‘@—‘o

ZOMEREIL, RDT Ty T +— AT
BEINTWELE,

s Catalyst 9300 ' U — X A A v F
* Catalyst 9400 > U — X XA v F

* Catalyst 9500 > J — X A A v F
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s 1 o

I )ERY ) T HME

o AR 2L (83 X—Y)

* Python API (115 ~<—7)

¢ CLI Python E ¥ = —/L (121 X—72)
* EEM Python & ¥V = —/L (129 ~—7)






!

i

AT

FA N ¥z VB L 472 Linux _X— A DEREE T, Python 2 ED H AKX A Linux 77V r—
v a a7 LT Cisco 73 A% HEVCHIEIR LOE T 272 0ICRKFF SN TWET, v A
TLOHE TR Y a =T (T4 Br) bEENET, Z0arTF v d, AA T
WA ANS GRS N2 RERBER AR LET, =2—FXZ2 2T, A7V ERIEY 7 b
VT Rolr—Vhk A VA= L, ETTHIENTEET,

IOEFEV2—VTIEH, FAL VoV EEZNEANCT HHEICONTIHH LET,
« FA R = VOFIKIFEE (83 ~—)
e AN 2 LI ONT (83 R—)
« FADN V)V EAIIT D HE (95 X—)
c FARL VOB ERF (104 ~X—)
AN V= VIZHT D EDMDOBEEE (109 ~—)
« FA N VL ORRIEHR (110 ~—3)

KR k1 LOSIHEE

A K= UlE, Cisco Catalyst 9200L SKU TiE¥ AR — hShvEH A,
AR TILIZDOWNT

AT )LOBE

AR it REE & 72 Linux X— 2 DB TH Y |, Cisco 7‘/\410)5@]?5']1@&”’:@
DIz DOPython 7 7'V r—aaw@gie, WAXALnux 7 7V r—2 a2 FT775L 91
BEFSNTVET, FAR Y=V EFEHALT, $— R X—F ¢ ®Linux 7 7'V r— 3 /%4
VAR= B BROEETHZ LB TEET, FAN VI MEIV AT AA AT EE
HIZNY RLENTEY | CiscolOS =+ 2 R guestshell enable #ffifi L TA A h—/LT&X &
7
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YINERYYTHE |
B 7 xrvzrovoryzren

AN VEREIX, Xy NU—% 07T, YV—b, Linnx2—75 4 VT 1. BIOE
BEAZ2ERLT-H DT,

AR X, RA R (Cisco A vy FBION—%) VAT LET—F NV EELET,
2—HF—Z, FA K V= /VD Linux = /UZT 7 EAL, 2T FDrootfs (ZHDH AV VT
BIOY 7 o7 Robr—VaFHHTHZENTEET, 72720, FAR vz LNDO2—
P—lZ, RRAFDT 7 AN VAT ABLOT 0 AE2EFTHILIITEEHA,

ANz ar7TFiE, I0x #EH L TEHESNET, 10x1E, CiscolOS XE 7 /31 AD 7=
ODVAADT TV —va RAT AT AT TANTZF ¥ TY, I0x 1, VA=,

N—=hF— BIOY =R RX=F7 4 ORAFEFIC L > THBEINZT 7 r—ra v BIO—
ERAE XY NT—0 TP FRAL ATYU—ALVACKRAT A 7 T52 %, ZHEOLEER
N=RD T Ty N7 —LIZBWTHEEIZLET,

A ZIILDY I NI T7TEHR

TFANveVar7FEERTLE 2a—WE VAT LALETAHSORZ VT M7 7Y r—
arvEFETTEALIICRDFET, Intel x86 7T v N 7 —AL EDF ANz TF
1. CentOS 8.0 D/ MR D rootfs Z 55 Linux = > 7 (LXC) 1220 £4, T4 A LHC,
CentOS 8.0 T Yum =—7 4 U7 ¢ il L T, Python /N—37 = 1 3.0 72 EDfidd Python 7 A
TIVEAAN—NTHZENTEES, 72, PIPZMHH L TPython /Xy 7 —T% A &
P VETEEHTHZEHTEET,

REFTRAMVIILDY I b TEHR

TARTTL AXC32TF)

IR —F 4 T AT A Cisco IOS XE

7Ty T — A PR—FENTNDHTRTD CiscolOSXE 77 v b
77—

FA N T VERE » CentOS 7 I Cisco I0S XE Amsterdam 17.2.1 LLFi

DYV —=ATHR—=FINTVET,

* CentOS 8 L Cisco I0S XE Amsterdam 17.3.1 AR
DY Y —ATHR—FEINTHET,

(6=3))
CentOS % Python 3.6 DZ % H7R—h LE,

Python 2.7 Cisco I0S XE Amsterdam 17.3.1 £ CHHR— k
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| vznexvUTHiEE

parvirnt®ayrs ]

TAMTIIL AIXC3TF)

Python 3.6

Cisco 10S XE Amsterdam 17.1.1 LLfED Y Y — 2T
AR—FSNTHET,

Cisco I0S XE Amsterdam 17.1.1 33 X O} Cisco I0S XE
Amsterdam 17.2.1 "Cl&, Python V2737 7 +/L kT,
7-72 L. CiscolOS XE Amsterdam 17.3.1 LAED U 1) —
A TIX, Python V3 37 7 % /L h T9,

GE)
Cisco Catalyst 9200 >V — & A A v F X, Cisco IOS
XE Amsterdam 17.3.1 LLfE D U U — & T Python /X —
Var3uaViR—FLTWVET,

FRNCA VA =L ENTZHAZ LD
Python 71 77 Y

e Cisco MIAAL Ry b =% —T
* Cisco IOS XE CLI

PR — F ZHB rootfs

SSH. Yum DA > A h—/L $ LT Python PIP DA
VA N—v

GNUC @z /"AZ

YR — b RERAh

RPM A A h—Jb

PIpTA

T=X%T77F %

x86 B L U ARM

ARz )OEXa) T«

YR2alk, AN V2 HNOa—FEFIZT TV r—2 g ko THRA N VAT ADNKE
INDHZERBWEY, EX 2V T4 2B LTCWEST, FRA N bR, SRR I—x%V
MO EES I, ERHED T E LTEMEL £,

AL DT ILDON—FKOT7EHR

ZOHETIE, WEAE UM EZRFD, YR—FAROT Ty P 7+ —LICBITHNN—FU =T

LR DI M ARAt L 9

RI:FALDTILDY) Y —REH

TS5y b ITA—L

=INAEY

Cisco 1000 >V — X Y — b RHEE/L— & 4GB

Cisco Cloud Services Router 1000V >V — X 4GB
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YINERYYTHE |
B 7xrczroxr—vEs

TS5y b TA—L FBINATE)
Cisco ISR 4000 > U — X #— b 2#A4%)L— |8 GB DRAM (Cisco I0S XE Fuji 16.8.1 LR
vl JIJ—2z,)
4 GB DRAM (Cisco I0S XE Fuji 16.8.1 LAFE D
VU—2=,)

MOTXTOT Ty b7+ —hF, TAM =2V E T R— T 25DI+507) Y —A%{Hz 7
IREETHIfT SN ET

)

CE) (REV—EABA LA =N ENTWET IV r—a AR N xbarsF & RO
HA+sZLiTTEERA,

FARVZILDR FL—DEH

Cisco Catalyst 9300 > U — X A A »» F 33 L U Cisco Catalyst 9500 'V — X A A v FTlL, 7 A
Ry = VEIEFEIZA VA R—F 5HIZ1E 1100 MB O/N— RT ¢ A7 28X R ENNLETT,

Cisco4000 >V — X H—EZAFEAMNL—Z TlL, FA M= /UE, Xy NV—FI A F—T =
ARAEYa2—/L (NIM) ®SSD ('N—FRT 4 R7) BbHdHGEE. TIIWCA A M—LEE
To N—RT 4 R7 RIATPERRRSGE, TAN Yz VDA VA NI T— T Ty
Vo ZBIRT S Z LIXTE EH AL, Cisco4000 > — X —EZHAERL—Z TlX, A b
T VEEFEIZA A M= TDIZE 1100 MB D/N— K5 ¢ A7 (NIM-SSD) 22X =00
T,

Cisco 4000 >~V — X P —E A AN —F B L Cisco ASR 1000 > ) —X 77 ) F— g v
P—bERN—F (S aDON—RT A AT NREONL—ZZBMENTWDLEE) T, 7
AR 2 NVEN—=RT L ATIZA VA R—=)LLTEY, ZON—KT 4 AT PL—HTFHAZ
NTWBEEBICORY V) — 2D A REHEFEITTEXET,

\}

CE) 77— br7T99 322N LA A=AV LEFYA N =TI, 77— a9V RAT 4V
JREA~Y REFER LY Y —ADH A AEFIZTEERA,

FARN 2V DA LA N—LHIINN—RF 4 RIVEFEBENRE LTSS, 27— A vE—UN
FRENET,

®IZ, CiscoISR4000 > ) — X —ERHETINL—F TOTT— R v =200 %R/ LET

% Error:guestshell setup.sh returned error:255, message:
Not enough storage for installing guestshell. Need 1100 MB free space.

T— b 7T aFzREF N R T4 AT DZEEEBIT., YA Y VNBNT —H RN
HBIEDIHEHEINDZ ENBY F9, Ciscod000 > ) — X —ERFEABNL—F TlE, ¥ A B
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w2k vrroameezs ]

T VIZ800MB DA h L —UZEXEMAH Y T, YA V2 MET = T Ty allT
TATBHD, FOEXFEHOSKREFHTE ET,

REHFTRAFVILWELUHFR Dz liteMERATESY—R

Jy—=x T4 w=/NMEXR
CPU 1 % 1/100 %
G¥)

1 % IZIE=%E, 800 CPU
= MYATALACPU =

2RI
AEY 256 MB 256/256 MB
512 MB (Cisco Cloud Services |512/512 MB (Cisco Cloud
Router 1000V 'V — X) Services Router 1000V >V —
z)

FRAMTTILOEMIEEEST
guestshell enable =~ > FiZ, A b Y=/ m A XA =)L LET, Zoa~vr NE, ELL
ENTWBF AN Y2 VEBFT 7T 4 7L T ARSI ET,
FAN Ve RAIHLENTIREETY AT 22 n— K958, FA L v/UWIaMEEn
EFITRYET,

)

(GE)  guestshell enable =~ > REZEHF 50, 10x % E L TH LERH Y 77,

guestshell runbash =~ > Rk, Ak Y =/bDbash 77 Ml fd, Zoa~vr R
BFESEDITIE, T A Y= AREFICADMEINTND Z ERRBETT,

\)

(B WOAvE—URary—WIFREINDIGE, IOxDAEMEEN TV EH A, showiox-service

a<w RO NZ2F =7 LT, 10x DIRBEZHEZR L T E &0,

The process for the command is not responding or is otherwise unavailable

AN 2 VERNCT D HIEOFEMIOWTIL,  [Configuring the AppGigabitEthernet Interface
for Guest Shell| 35 X" [Enabling Guest Shell on the Management Interface| D& 7 3 = & 5
LTL7EEYY,

Cisco I0S XE Amsterdam 17.1.x FO 5 S<YEY T4 av 74 F¥aL—vav A4 K |}



SR T e |
B 7=t ozrommtomz

A+ TIILOEEERE

guestshelldisable =~ o R+ 252 LT, FA =& T LTHENMETEET, 77X
b 2 VBRI SNIRIETY AT 22V n—RT5 L, FA N o /WEESb SN F
FITRD ET,

guestshell destroy =~ > RiZ, 77 v+ 2D 7 7 AV AT ADD rootfs ZHIFRL £, 3
TOT7AN, T—H, A VAL EINTWSLinx 77V r—rar, BIOHAX LD
Python ¥ — L& a—7 1 U7 4 BHIBRI AL, BHETE 22720 £3,

FINARATDHFAKR DT ILADTIER

v N —7EHFIX, CiscolOS a2~ REFHLT, YA =lHNOT7 7 A LBLR=2—
TAVT A BEHTHZENTEET,

AR V2 VDA A R—=VHIZ, SSHT 7B ARF— R—2DOFETE Y h T v 7 EhZE
T, ARz )b~DT 7 AE, CiscolOS Db W WFriE (15) ZFF o2 —WIZHIR S v
F9, ZO2—HWix, sudo DFEITH TH 5 guestshell Linux =—H & LT Linux 2 7 F~D7T
IR AEFFAEI, TRTONL— MMEEZEITTEET, YAz b ETSNDHavy
Ri%, ==—¥2 CiscolIOS iRIcr 7 A LIz & & LR URECERITESNE T,

FAN )y e FTIE, BN Linux 2~ 2 REFETTEET,

EER—FENLTOTRA N P ILADTHIER
FARNY VI, TIHNVERT, 77V = a VDB Y NT—T ~DT 7 & A%

ALET, 2—FE, FARN Vo LHANRLEB VREO Ry N —F L VR EZLEFTH L
I TEEHA,

\}

GE)  FHA— MBI Ty b7+ — L84, VirtualPortGroup % Cisco [0S ZEND 7 A k¥ =
JAZBEAHT B Z ENTE ET, FECOW T, [VirtualPortGroup DR ER] ] DIEE SR
LTL7ZEN,

Cisco Catalyst 9200 U — X A A v F Cisco Catalyst 9300 > —X A2 A v F LW Cisco
Catalyst9400 ' ) — X A A v FTlE, A NI =/ ~D7T 7 & A2 AppGigabitEthernet 1 > ¥ —
Tz A ALEHA LU H—T 2 A (mgmt-if) OAREFHTEET,

Catalyst 9500 > U — R A A » T Catalyst 9500 /A T —<v A L —X 24 vF BX
X Catalyst 9600 + V — X A A v FTlL, AppGigabitEthernet 1 > % —7 = A ATV AR — ki
EH A,

)

(GE)  Cisco Catalyst 9200L SKU (X7 A h ¥ = /L& PR — K L TWER A,
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w2k vzrcozgviyy |

FAMSTILTOREYFXUY

BIE/ N AR ILAR—
AEYaz=vy

TFARNZANA A N=LEINTNWDIEE, 77 vaD7 7 ANV ATAE, T4 V7
MUDBBEIMIHER SNET, ZOT L7 MUIR, A¥ v 7 AUA—[TRIENET, Yl
DERZIFIZIE, 20T 4 L7 BUDOKNEDRNR, TXTDOAK v 7 AU A_—R TR S E
To NA TXATEVT A TOYEZDOBRIZT — X ZRFFT D121, 20T 4127 FUIZ
TR L ET,

NATRAZEYT 4 TOYIYEZDOBIZIE, SILWT 7T 4 7T 231 AL, FNENDF A
horz=n A A=V EER L, FA M=V ZREBREICETLEYT, TW I 7 ALV RT
TR SN ER A, AR 2 VOREBIZ, T RXRTDORE v 7 A X —[THREREIICFER] &
nET,

FEREXT7ANTYT) O EFERLETA XX MoV T

TAERTIE, 7 RERESR 2 <. ME—DHEE AT SRV AR — N ETIZ T 7 A4
Ty TV R=FOWTNNEN LT DLEE, 7 A by VIIERTRE/e AR — N &l
HT 2 &9 ICHNEBIICERE S E T, AppGigabitEthernet 1 > % —7 = A AL, 7 A T =)L
Zr— N CE L E T,

ARz VR —=NIZHER SND &, TS RIERAZ VT Ve ora— KL, T34
AEFRELET, TOREICIF, vy (VM) Xy oa— R &E, EHbEEnE
To TABOHEENETTHE, REICKESWTU AT AN 7= 2580860 £9, &
AT AN —WEHEOREDOH TR THZ L 2R LET,

USB/R— FZ#FRALEY R MY o )LiER

TNA AL, VITATETZ&ER L TEEOMOT SA AR LET, 2O I TAT
BT HX, T3 ADRIH /SRS D USB R— &/ LTt S E 9,

VMIZT U TATETZEZHE L, VMOFETHIZUSBA VX —7 = A AT X v F T
DEEGHR T N, AZEENDHD &, VMBI ET,

Cisco 10x DHE

CiscolOx (I0s+linuX) T = R Y—x  RT7 7V r—2 a3 7L —AU—7THY. Cisco
Xy NT—=0 T Ty N7+ — A EDIFEIERIATOT TV r—va Akt L, 77U r—
vary IRAT 4 v TR ERME L £ 9, Cisco ¥ A by WTRBR o T T REETHY . v
AT LD ST 7 r— a3 D1 5TT,

Cisco IOx 1%, #EFAT TV r—rarvaezXvr—IfblL, TNbE2X—"y hT 34 Ak
ICARA N BBIRE OEEE KBS 5 HOF— XRS5 Licky, 77—
YDTATYA I NEBL T AR ERBIZLUET, I0xDOT A 7 A 7 VEH I, T
Vir—va BT —20f, BB, SAT 47, s, BEIE (FH) | BLOe=¥
NEENET, I0x P —ER I T 7V r—2a OB IOEHEY —LEEENTEY,
A—YRT IV r—2 a3 EZRRALTIOX 7 L —0 T — 7 [ZEHTA2DICHIHE T,
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YINERYYTHE |
B »or—zenxosoms

CiscolOx 77’V r—ya v iRAT 4 7 1E, IROBEREZ AL L F 9,
« X v b U — 27 OREGMEDBEL,

¢ TNRARALIZHARANINTWAT I r—2aDIFA4 7V A7 )vE ) E— NTEHT A
CiscolOx 7V r—vary 7ulo3 7 40 42—7x4 A (APD)

c —TfbENTET TV =2 a DT A7 YA 7 IVERL
« 7T K _—Z2DB%,

I0xD FL—XEOFUTOBE

0x D hb—REuX o FTOBREEEMNTLE, RANTASAAATTAN T r—a v

AERNCETCEET, TRCEY, KR F~OF—20nXr 7L bL—2 & LE— 5
DIZESIHET, FL—Z2F—Z|ZII0x L —Z2a ZIRESN, B X I TF—Z IR A T
/XA AP Cisco 10S syslog ([ZLRAF S AVE T,

Mo—RF—=HERAN TNRALRALEOFEYRA ML=V TRALRAZVAAS VT FTHE, 7
ARTFVIr—arOF Ny TITESEBE T,

IOXMAN #Z 151K

FANT TV r—var, VAT ALXC, £ KVM A VA X 2 2322 E O syslog
BLORT 77 A NVEEH L TRESNET, ZNHDT7 7 A VERRARER T 7 A VAT
LNICHRFES, BA R TARL ADGEFT 7 A TEEH A, Cisco I0S syslog ~DF— & D
DXL T ERAMNEDIOX FL—AB T ~DT—ZD R —A% P R— 1T 5720, ROKIZ
RTEIC, RANMIT—HEZEUETHDD 25O U TILT 34 A ([devittyS2 &
ldevittyS3) N7 A NT U r—a VCREIIVTWET,
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[ 2: IOXMAN #&5& (A

KVM APP LXC APP

syslogd Logger syslogd Logger

fdev/ttyS3  y Idev/ttyS2 v /devittyS3  y fdevittyS2

‘ Libwirt J
socket::unix socket::unix fdeviptsly /dev/pts/x

|OXMAN

Logging data Tracing data
r Y

errmsg |OX Tracelog

AEGETE

IOXMAN/L, FL—AA U TITRANIT I F XY EMLLTRF L I —EAET L —AY—
A (VU TATNA 2% T 2 b— b5 Libvit Z#Fr<) 28357 a2 2T4, IOXMAN
I, FANT IV r—varDT7A4 7YV A 7 VZESHNT, PL—A Yt —E 2243077138
ML, vmX > 75— % CiscolOS syslog (ZEfF L, hL—AFT—H%10x hL—RAB/|Z
BIEL, BT ARNT AU r—2a0D10x FL—2a 72 LE4,

AX> & FL—RADIURTFL 78—
ZIZTE.IoOxouX ol FL— AT OWTEBA L E9,

IXChnxoy
1. ZAROSH, YAIT 7 U r— a9 TldevittyS2 #H%h L £,
2. FARNTTVr—va i, devittyS2 (127 — % #EX AR ET,
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B o= ser—zovz7070-

Libvirt 23, R A kT /devipts/x ~® [dev/ttyS2 # = = L— h L ¥,

IOXMAN 728, =3 2L — hEN7/=T U T T34 Z [devipts/x % XML 7 7 A /L) 5 B
LET,

IOXMAN 28, i A[RE/RT — & % [deviptdx 225 Y v AL LTt . A vt—Y0HE
KEZBZRELT, Ave—T% 7 4 VFMBL, T L CHFa—IZHBMHLET,

errmsg ZfEH L CHA A RO [devllog 7 /31 A2 A v E—TEEETDHX A ~—NHIG S
£9

7 — % /3 Cisco 108 syslog (277 SV E T,

KWMpox>4y

1.

o 0 &~ »w

FAROSW, FYARNT 7 U r—3 3 TldevittyS2 =GNz LET,

AR T TV =g R, devittyS2 (27— X & EX AR ET,

Libvirt 23, R A kT /devipts/x ~® [dev/ttyS2 %= = L — h L £,
IOXMAN 73, =3 =L — h&E72 TCP /XA % XML 7 7 A A LEEG L £,
IOXMAN 73, UNIX Y7 > F&B&, UE—FY 7y MTERLET,

IOXMAN DS, fHFTRER T — X &V ry bMBHLRD, A vb—YDIETT ¢ (EK
) ZRELT, AvE—VZ27 0 VFAFL, T L T, F2—ICBMHLET,

errmsg ZfEH L CAR A Fd [devllog 7 /31 AZA v E—VEFET LA ~—NHBI
£,

7 — 4 73 Cisco 108 syslog (ZfR-(F S E T,

LXC®D ~L—R

1.

2.

3.

FARNOSH, FARNT 7V r— 3T ldevittyS3 # B0 LET,
A vt —T% [devittyS3 122 B —9 % L 92 sydogd # 7% E L £7,
FARNT TV r—ya i, devittyS3 127 —Z & EX AL E T,
Libvirt 23, 7R A + T /deviptsly ~® /dev/ttyS3 # =3 = L — h L £,

IOXMAN 28, =3 2L — hEN/F=T U TV T34 Z [deviptsly %2 XML 7 7 A /L 5 B
LT,

IOXMAN 78, i AJREZR T — # % [deviptsly 725 ) v A L Catr ) . 7 ¢ L &2 JLpt
L. fBIrLC, Avt—U%10x hb—2Aa JIZRELET,

[0x b L—20 7N OEEIEL. IOXMANZS b L—2 1 2 7 7 A /L% [bootflash/tracelogs
e —r—v g LET,
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rvt—vonxyse -2 ||

KVWM® kL—X

1. FAROSH, FARTFV A r— 2 TldevittyS3 ZH8hz LET,

2. Avt—U% devittyS3iZ 2 —92% K 9T syslog R E L £,

3. FARNTTVr—va i, devittySSIc7 — % #EX AR ET,

4. Libvirt 23, 7R A K TTCP SA~D [dev/ttyS3 Z# =X = L— b LET,

5. IOXMAN A3, =3 =L — R &EN7=TCP /XA % XML 7 7 A A LESG L E T,
6. IOXMAN 73, UNIX Y7 v bZBi&, VUE—FY 7y MIERLET,

7. IOXMAN®, ERATRERT — X &V 7y b bEARY, A vb—YDvET77 4 (HEK
FE) LLEBRELTC, AvE—T% 7 0 UXMBR L, HT LT, I0x hL—2Ra JITk
WMLUET,

8. IOx b L—Au 7N OEEIL, IOXMAN S h L—2A 1 7 7 7 A /L % [bootflash/tr acelogs
Ze—7—varLET,

AyvyE—o0AXUTEML—R

Z ZTIL, CiscoIOS syslog ~D A vE—TyDOuaX 7L hL—RA 20T L £,

Cisco 108 Syslog T A vtE—mAOXx2 Y

FARNT 7V r—varnbZELizlounX 7 A ye—2Th, IOXMAN (T A vE—
DYETT 4 (EKE) 25 740 b TNOTICE IZFE L TH 5 Cisco I0S syslog (255 L %
T, 10Sd TRIESNTEA vE—JiFar Y —/LZFREN, RO A v E—T AT syslog (2
RIESNET,

*Apr 7 00:48:21.911: %IM-5-10X_INST_NOTICE:ioxman: |OX SERVICE guestshell LOG:
Guestshell test

Cisco 108 syslog [ZH#EHLT 57212, IOXMAN IR ¥ 7 A v =YD 77 4 (ERKE)
LAV ETFR—FLTWET, YET7 4 (ERE) ObHLaXr 7 Ayt—VaRETDIC
X, FARNT TV =2 a U TA Yy B—VORHEIISy ¥ —Z BT 2 0ERH Y £,

[al23b234,version, severity]

al23b234 is magic number.
Version: severity support version. Current version is 1.
Severity: CRIT is 2

ERR is 3

WARN is 4

NOTICE is 5

INFO is 6

DEBUG is 7

RIZ, Ave—vuroflzRLET,

echo “[al23b234,1,2]Guestshell failed” > /dev/ttyS2
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B rot—cvonxser—=x

FARNT 7V r—3 a5 Cisco IOS syslog (2 X2 75— X ZHET 512X, ROFINEE
FITLET,

1

CTnrII07uHALTOWDAEAIE. write) AL TrX v 7T —% &R A Mk
BFLET,
#define SYSLOG TEST “syslog test”

int £d;

fd = open("/dev/ttyS2", O_WRONLY);

write (fd, SYSLOG_TEST, strlen (SYSLOG_TEST) )
close (£d) ;

anar =L EERAL TWAEEIL, echoz L TeX o /5 —F2 &R A MIEE
LET,

echo “syslog test” > /dev/ttyS2

I0x FL—XATADAYE—DD FL—X

FARNT TV r—2arhbIox hb—2a 2 b —2A X v =% WET 5121, ROF
E% =47 L ¥,

1

CTnrI7I 75 BHLTHWDAEAIE wite) 2L TCRL—ARX vE—T%2KA B
WCEELET,
#define SYSLOG_TEST “tracelog test”

int fd;

fd = open("/dev/ttyS3", O _WRONLY) ;

write (fd, SYSLOG_TEST, strlen(SYSLOG TEST));
close (fd) ;

CTulII 7 uFERLTHDEAIF, sydog) ZEH L TRL—A X =% KA R
WCERLETS
#define SYSLOG TEST “tracelog test”

syslog (LOG_INFO, “%s\n”, SYSLOG TEST);

vanarY—nLEERLTOWDHEEIE, echoz i LT HL—AF =% &R MIEE
LET,
echo “tracelog test” > /dev/ttyS3

or
logger “tracelog test”
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TFAM D ILZBMTT BHE

I0x DEE

1R BRI

IO IIBAAE THRE T2 00 £, YA Mz VR TEFICAENCT 5121%. CAF., 10Xman,
B L O Libvirtd —EZANRFEIT L TWALENRDH D 97,

FlEDBRE
1. enable
2. configureterminal
3. iox
4. exit
5. show iox-service
6. show app-hosting list
FlED A
FIE
AT REEETIV 3 Y Br
AT 71 |enable ¥EHE EXEC E— RZ2 AL E T,
1 - e NRRAT—=KRZANLET (ERENTEHES) .
Device> enable
2+ 2 | configure terminal JFa—sv aryr 4 Xa b—ay E®— Nadh
B LET,
Device# configure terminal
ATy F3|iox 0Ox —tE 2% ELET,
1 -
Device (config)# iox
2Ty 74| exit Ja— S arZ 4 Fal—var T REKT
i - L. ®#E EXEC E— RIZREY 97,
Device (config) # exit
AT 75 |show iox-service IOx V' —EADAT—H A %FRLET,
B -

Device# show iox-service
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ARV RFERFTIVaY =)

R T 7 6 | show app-hosting list T NA ANZHKF L THIIZ 72 5 T % app-hosting H—

1 -

Device# show app-hosting list

2OV R NERRFLET,

451
&IZ. showiox-service =< RO a2~ L ET,

Device# show iox-service

IOx Infrastructure Summary:

IOx service (CAF) 1.10.0.0 : Running

(

IOx service (HA) : Running

IOx service (IOxman) : Running

IOx service (Sec storage) : Not Running
Libvirtd 1.3.4 : Running
Dockerd 18.03.0 : Running
Application DB Sync Info : Available
Sync Status : Disabled

KIZ, show app-hosting list ==~ > RO B ZR L ET,
Device# show app-hosting list

guestshell RUNNING

FZ k)LD EHE

Y

(GE)  VirtualPortGroups |3/V—7 4 7 77 v 74— LA TOHRYAR— I TWVET,

IR B
FAR VDT 7B ADEEET HIE, IOXDRESNTEIT L TWAKLENHY £9, 10x
DEBEINTHORWNESIT. KORA v E—URT AL ZAay ) — U FEREINET,

iox feature is not enabled.

I0x ZHIBRT A e, FAR 2L T 7 BRATERLS D E4, 7272L rootfs 1T B LT
FHA,

FARN 2 VEAIZ L TEET S L9, 77V —2 g VERITERASA VX —T 24 A Y
RETHDVENRDLYET, YA 2 VDA B —T =2 A ZABFNTT B IFEOZEZ DN T
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IZ. [Configuring the AppGigabitEthernet Interface for Guest Shell] 33 XY [Enabling Guest Shell
on the Management Interface] D& 7 v g VEZSRL T E SV,

FlEDHE
1. enable
2. guestshell enable
3. guestshdl run linux-executable
4. questshell run bash
5. guestshdl disable
6. guestshell destroy
FEDEEHE
Flig
AU RFEEETIVa Y Br
A7 71 |enable ¥#HE EXEC =— K2 AN LET,
B e NRATU—REANLET EREINZEHE)
Device> enable
2Ty -2 guegshell enable FA N vl b —ERADOHR,
1 - Gx)
Device# guestshell enable . gu&stshell enable =< N, *v hU—F

72 & BE Virtual Routing and Forwarding (VRF)
A AZ AL ET,

e 7 hRFI Fy NT— F T
VirtualPortGroups (VPG) ZfEH L T\ 554
%, £7 VPG 2T 2 MERH Y £7,

cJARMIPT RLARLT—FU=AIPT L X
BRI TRy FNIZHLLERH Y £7,

R T 7 3| guestshell run linux-executable FAN T2V TC Linux 7R 7 AEFEITLET,
i : GE)
Device# guestshell run python CiscoIOS XE Amsterdam 17.3.1 LAFED V) V) — 2 T,
E71 Python /X—3 5 3 DHNPYAR— h I ET,
Device# guestshell run python3

A7y 7 4 |guestshell run bash Bash > = /L ZBAIAL T, A b v =/WZT 7 A
fil - LET

Device# guestshell run bash

Cisco I0S XE Amsterdam 17.1.x FO 5 S<YEY T4 av 74 F¥aL—vav A4 K |}



YINERYYTHE |
B 7 ovr—avhzsrovsmRALESZ F L L OEE

ARV RFERETIVa Y ]3]
AT 75| guestshell disable AN vz =R LET,
f5l -
Device# guestshell disable
AT 7 6 |guestshell destroy PAN vz = REET /T4 TLT, T
Bl - AR = LET,

Device# guestshell destroy

FIVr—2a3 0 RRATA VT #FERLES AR ZTIILDERE
A\

G ZoHX, vAaN—T 47 TT7y b7 —AT#EHA S ET, VirtualPortGroups (%, Cisco
Catalyst A1 v F 7 7T N7+ —ATIEHHR—FINTOEREA,

AR 2VDT 72 ANPERET 120, IOXxDBREINTETLTWARLENRDH D F9, I0x
BEREINTWRWERIT, ROA v E—URT AL A3y Y — IR INET,

iox feature is not enabled.

I0x ZHIBRT DL, YA vz /WIHLT 7 BATE R0 £9, 7272 L rootfs I3 2% 1T
FH A,

)

GE) ZoOFE 7V r—rvarRAT 4 THEER LIS A M=V OER) 2 H LT, Cisco
10S XE Fuji 16.7.1 BAED U U —ZDHF X b = VA FWNZ LE T, Cisco 10S XE Everest 16.6.x
URICIE, A h = VOB (96 X—) OFEEZHEHLET,

config)# interface GigabitEthernetl
config-if)# ip address dhcp
config-if)# ip nat outside
config-if)# exit

Device
Device
Device
Device

interface VirtualPortGroupO

ip address 192.168.35.1 255.255.255.0
ip nat inside

exit

Device (config-if) #
Device (config-if) #
Device (config-if) #
Device (config-if) #
Device (config) # ip nat inside source list GS NAT ACL interface GigabitEthernetl overload
Device (config) # ip access-list standard GS_NAT ACL

Device (config) # permit 192.168.0.0 0.0.255.255

Device (config)# app-hosting appid guestshell
Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
Device (config-app-hosting-gateway)# guest-ipaddress 192.168.35.2 netmask 255.255.255.0
Device (config-app-hosting-gateway) # exit

(

Device (config-app-hosting) # app-default-gateway 192.168.35.1 guest-interface 0
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7R k< )L AppGigabitEthernet f >4 — 27 = 4 ADERTE .

Device (config-app-hosting) # end

Device# guestshell enable
Device# guestshell run python

3:7FVr—2 a3V  RRATA VT EFERALEZSRA L S ILOER

3 N

10S XE Guest Shell Container

VN ‘ eth0

Internet G1 LVES ‘ 192.168.35.2

192.168.35.1

Cisco device
N J

366962

HIE SRV D%y U —F% 2 7Tl GigabitEthernet f % — 7 = A A & VirtualPortGroup - >/
2 —TxA X% EOKNITRT EOICRET DMERH Y £7, 7 A F ¥ = /LI Virtualportgroup
BEETXA A —T A AL LTHEHL, NAT Z @ U TRy U — 2128 LE9,

WEE NAT OFEICIEL, Oa~vr REMHALES, AR, FRA S Y= AR 2 —
Ty MIEREEL, 728 2 Link Y 7 Ny =T EHFH TR 7T LERETEH L2100 £7,
ip nat inside source list

ip access-list standard
permit

L DflD guestshell run == > R Python FEITHREY 7 A L& FAT L E£F, F£7-. guestshell
run 22 K& LT Linux EITAREY 7 A LV EFITTHZ b TEET, =& 2.
guestshell run bash ==~ > Fid bash = /L Z @) L, guestshell disable =~ > FiZ7 A Fv =
Nevyy NIV LTENILET, TV AT L2V e—RLTH, FA b = /Li3 L)
DOEFIZRY ET,

X Z k< z )LO) AppGigabitEthernet f >4 — 7 = 4 RDETE

N

FIRDOHE

GE) WD X A7 X, AppGigabitEthernet { > % — 7 = A A % £FD Catalyst A A v FIZO I H S v E
T, MOFTRTD Catalyst AA v Flix, HEEHA—FEHEHLET,
1. enable
2. configureterminal
3. interface AppGigabitEthernet interface-number
4. switchport modetrunk

Cisco I0S XE Amsterdam 17.1.x FO 5 S<YEY T4 av 74 F¥aL—vav A4 K |}



B ~=r: L0 AppGigabitEthemet 1 > 5 —7 = 1 DEE

exit
app-hosting appid name

© o N® O

10. exit
1. exit

app-vnic AppGigabitEthernet trunk
vlan vian-1D guest-inter face guest-interface-number
guest-ipaddress ip-address netmask netmask

YINERYYTHE |

12. app-default-gateway ip-address guest-inter face network-interface

13. nameserver#ip-address
14. end
15. guestshell enable

F gD

FE
aAv U REEETIVa Y B

RTvF1 |enable B EXEC E— FEAICLET,
Ik c R2T—RFEANLET ERENEHA) .
Device> enable

R wF2 |configureterminal Ja—r L ary7 4 F¥al—y gy B— ek
15'] : L\iﬁ—o
Device# configure terminal

R w73 |interface AppGigabitEthernet interface-number AppGigabitEthernet f > % —7 = A AZHREL., A
1) - VHE—T 2 Af A AT 4 X2l —Tay F— %

YA

Device (config) # interface AppGigabitEthernet Fﬂﬂﬁu Liﬁ—o
1/0/1

XF w74 |switchport modetrunk A B =T 2 A A& 8T R TE— R
Bl - BRELT, FANR=V I DT T Y7 ~D%
Device (config-if)# switchport mode trunk ;‘ﬁf{f%:l:‘/i»* }\ LiTO

ATy S5 | exit AN B —TxAf A Ay T4 Fal— g F—R
R ERT L, Zr— 3 bar 7 Xalb—va -
Device (config-if) # exit FIZRY i‘@—o

AT w76 |app-hosting appid name TV r—varEREL, TV r—var ik
5l - AF 4T ar7 4 Xalb—3gr B— Re Bl
Device (config) # app-hosting appid guestshell biﬁ‘o

AT w71 |app-vnic AppGigabitEthernet trunk NGV I R— b T F IV r—ay RAT 47

51

ORI SRR — L LTREL, 77V r—va
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7R k< )L AppGigabitEthernet f >4 — 27 = 4 ADERTE .

ARV FFEREETIVa Yy

E:)

Device (config-app-hosting) # app-vnic
AppGigabitEthernet trunk

VIRAT 4T NI a7 4K al—a
T— REBHBELET,

X5 w78 |vlanvlan-ID guest-interface guest-interface-number | VLAN A hA v X —T = A4 AEZEL. 77U
- r—alr RwAT 47 VLANT 72 AP =2
>y — N — K Ly
Device (config-config-app-hosting-trunk)# vlan TAFalb—vas® R {/Fﬂﬁﬁu Lij«o
4094 guest-interface 0
ZF w79 |guest-ipaddressip-address netmask netmask (FFvarv) HHIPZHRELET,
i -
Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 192.168.2.2 netmask
255.255.255.0
ATy 10 |exit TV —vay RAT 47 VLAN 7 7 & A IP
- a7 4 FXa2l—aryrE®—FREKTL, 77U
Device (config-config-app-hosting-vlan-access-ip) # /7»—“/ 2 kaT{ ‘iﬁ ]\ 7y arz A Fa
it L—vary E—FRICIRY £7,
ATy 1 |exit TTVr—2ay RAT 47 N T arT g
Bl - Fal—varyrE—FE2KTL, 77V —a=
Device (config-config-app-hosting-trunk)# exit :: RAT A v7 AT A Fal—rart— ]‘\ =
RV ET,
25w 712 |app-default-gateway ip-address guest-interface FT N OEES— kA RRE LET
networ k-interface
i -
Device (config-app-hosting) # app-default-gateway
192.168.2.1 guest-interface 0
AT 713 | nameserver#ip-address RAA =L AT 5 (DNS) P—ERE L E
1) kK
Device (config-app-hosting) # name-server(
172.16.0.1
RTv 714 |end TIVr—=vay RAT 47 a7 4 ¥ alb—
B - vay B— REZRT L, F5E EXEC T— FIZRD
Device (config-app-hosting) # end 337f0
A7 715 |guestshell enable AN vab = 20,
11

Device# guestshell enable
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BEAUA—DJIAATOTR M T IILOEDIE
Y

G¥) ZDOHX A7 L, CiscoCatalyst 9200 > U — R A A »F_ Cisco Catalyst 9300 > U — R A A v T,
Cisco Catalyst 9400 > J — X A A F Cisco Catalyst 9500 > U — R A A » T Cisco Catalyst
9600 > U —X AA v FIZHEMHTE £,

FIEDHE
1. enable
2. configureterminal
3. app-hosting appid name
4. app-vnic management guest-interface interface-number
5. end
6. show app-hosting list
7. guestshell enable
F gD FEH
FIE
ARV FFEREET7TIVa Y B#)
RTw 71 |enable FitE EXEC E— REZ AT L E T,
fil e MAT— R AN LET (ERINTHE) .
Device> enable
R w 72 | configureterminal ra—x)L a7 4 ¥l — gy F— Na2 Bt
f LETS
Device# configure terminal
AT 73 |app-hosting appid name TIV = avEREL, TTYr—va R
i - TavT ar7 4 ¥al—rarE— RefthL
ij‘o

Device (config) # app-hosting appid guestshell

AT v 7 4 | app-vnic management guest-inter faceinterface-number | fii#8 % o N U —2 4 2 —T = A4 ZB L O X B
%l - A =T 2 ADEHT — by = A ZREL, T
TVr—ya Vi RAT 4T = T2 a7

Device (config-app-hosting) # app-vnic management

guest-interface 0 "B'YEIL L—yay '— F%Fﬂﬂﬁébi'ﬁﬁo
25w 75 |end TV = a I RAT 4V TEBS = R A =
i : V7 4 Falb—arE— RNEK&T L, 5 EXEC

ET—RFIZED £,

Device (config-app-hosting-mgmt-gateway) # end
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Python 4 > 5 —F U 20752 [

AT REEE7IVa Y B
AT 7 6 | show app-hosting list AVAN—=NLENTNWAT A r— 3 v OBIED

AT —=H AT LET,

Device# show app-hosting list GE)

FA RNz ME, A VA M= ERTWAEAIZD
B, TV r—arpl A MIERINET,

ATy T17

Device# guestshell enable

guestshell enable FA N v = E2OHFME,

Python 1 2 —T ) 2DT7 I X

Python (314 % 7 77 4 71 TE 92, Python A7 U h& 7 AN = /L CEITT D
Z &b TEET, guestshell runpython =< > R&EH LTS Ak &= /L"CPython A &% —
U X %) L, Python sk Z Bl & £,

\}

GE)

WEJ, Cisco I0S XE Amsterdam 17.3.1 LAFED U U — AT, Python V3 37 7 4 /L h TT,

Cisco I0S XE Amsterdam 17.3.1 £ W i Y U — A TiL, Python V2 237 7 4/ hT9, CiscolOS
XE Amsterdam 17.1.1 33 X O Cisco 10S XE Amsterdam 17.2.1 Ti%, Python V3 237K — K ST

Cisco IOSXE Amsterdam 17.3.1 K Y RID Y 1) —X

guestshell run ==~ > Ri%, Linux E1TA[E~7 7 A /LD EITITHY TS Cisco I0S TH Y . Cisco
10S 7% @D Python A 7 U 7 s D FATRFICAEX N A ZHEE L E T, ROBIL, =~ ROffixf S
AHFEET D IEEZRLTVET,

Guestshell run python /flash/guest-share/sample script.py parameterl parameter2

KRIZ, Cisco Catalyst 3650 VU — X A A » F F 72| Cisco Catalyst 3850 > J — X A A »F T
Python Z AN T DBl %2~ L ET,

Device# guestshell run python

Python 2.7.11 (default, March 16 2017, 16:50:55)

[GCC 4.7.0] on linux?2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

ROBFNL, CiscoISR4000 2V — X H—E Ak HEHL— % T Python Z G2 T D k%R~ LT
WET,

Device# guestshell run python
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Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Cisco |IOS XE Amsterdam 17.3.1 LAED Y 1) —R

ROFNL, Cisco Catalyst 9000 >V — A ZA » F £ T Python Z AN L 5EA R L TVE
7,

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>

RN I)LOEES
Bl : X~ TIIDER

Cisco 10S XE Amsterdam 17.1.x 5 5 Cisco 10S XE Amsterdam 17.2.x

WOBNX, T AN = VERNCT 5 I7E%77 L TWET, Cisco I0S XE Amsterdam
17.1.x 3 X ¥ Cisco I0S XE Amsterdam 17.2.x Ti, Python V2.7 3 & O} Python V3.6 23 ¥
R—RENTWET, 2720, ZnbD Y YV —ATiEPythonV2.7237 7 4 /L F TT,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python

or

Device# guestshell run python3

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2
Type "help", "copyright", "credits" or "license" for more information.
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy
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Guestshell destroyed successfully

Cisco 10S XE Amsterdam 17.3.1 LIfED ') 1) —X

WOHNE, FA M= VERNZT D HEEZR L TWET, Cisco IOS XE Amsterdam
17.3.1 LD U U —ATiE, Python V3.6 DANY R — I E T,

Device> enable
Device# guestshell enable

Management Interface will be selected if configured
Please wait for completion

Guestshell enabled successfully

Device# guestshell run python3

Python 3.6.8 (default, Nov 21 2019, 22:10:21)

[GCC 8.3.1 20190507 (Red Hat 8.3.1-4)] on linux
Type "help", "copyright", "credits" or "license" for more information.>>>>>
>>>>>

Device# guestshell run bash

[guestshell@guestshell ~]$

Device# guestshell disable

Guestshell disabled successfully

Device# guestshell destroy

Guestshell destroyed successfully

VirtualPortGroup % 3E D15l

\}

(GF)  VirtualPortGroups |3 Cisco V' —T 4 7 7T v E 7 3 — LA TORYFR— SN THVE
‘a‘o

AR Vb Xy U —F 2 72 VirtualPortGroup A > % — 7 = A A& AT 5545
VirtualPortGroup A > ¥ — 7 = A AZITREFADEIP 7 RLARME T, 71
VIR A E =T A RFTA U F =Ty MIERHR SN TV ORERSHY , *v b
U—27 7 RUAZH (NAT) X VirtualPortGroup & 7 7 2k /XL AR— kD] TR E
SNTWOLRERH Y £7,

WIZ/RT DX, VirtualPortGroup D% EH| T,
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Device> enable

Device# configure terminal

Device (config) # interface VirtualPortGroup 0

Device (config-if)# ip address 192.168.35.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if) # no mop enabled

Device (config-if)# no mop sysid

Device (config-if)# exit

Device (config) # interface GigabitEthernet 0/0/3

Device (config-if)# ip address 10.0.12.19 255.255.0.0
Device (config-if)# ip nat outside

Device (config-if) # negotiation auto

Device (config-if)# exit

Device (config) # ip route 0.0.0.0 0.0.0.0 10.0.0.1

Device (config)# ip route 10.0.0.0 255.0.0.0 10.0.0.1
!'Port forwarding to use ports for SSH and so on.

Device (config)# ip nat inside source static tcp 192.168.35.2 7023 10.0.12.19 7023
extendable

Device (config) # ip nat outside source list NAT ACL interface GigabitEthernet 0/0/3
overload

Device (config) # ip access-list standard NAT ACL

Device (config-std-nacl)# permit 192.168.0.0 0.0.255.255
Device (config-std-nacl) # exit

! App-hosting configuration

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic gatewayl virtualportgroup 0 guest-interface 0
Device (config-app-hosting-gateway) # guest-ipaddress 192.168.35.2 netmask 255.255.255.0
Device (config-app-hosting-gateway) # exit

Device (config-app-hosting) # app-resource profile custom

Device (config-app-resource-profile-custom)# cpu 1500

Device (config-app-resource-profile-custom) # memory 512

Device (config-app-resource-profile-custom) # end

Device# guestshell enable
Device# guestshell run python

il : X +< z JLOD AppGigabitEthernet f >4 — 7 = 4 ADHKTE
A\

GE) DX A7 1L, AppGigabitEthernet > % — 7 = A A % FFD Catalyst A A v T D F i
AEhET, tho3XTO Catalyst A1 v Fix, FEA—FEFEHALET,

WOFNL, 7 A b = /LD AppGigabitEthernet { > ¥ —7 = A A& FRET D HiEERL
TWET, T I TiE, VLAN4094 3%y T —2 7 RL2ZH (NAT) Z{EskL %
Fo THIFT A b= S E T, VLAN LIISMA 4 —7 = A XA TT,
Device> enable

Device# configure terminal

Device (config)# ip nat inside source list NAT ACL interface vlan 1 overload

Device (config) # ip access-list standard NAT ACL
Device (config-std-nacl)# permit 192.168.0.0 0.0.255.255
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Device (config-std-nacl) # exit

Device (config)# wvlan 4094

Device (config-vlan)# exit

Device (config) # interface vlan 4094

Device (config-if)# ip address 192.168.2.1 255.255.255.0
Device (config-if)# ip nat inside

Device (config-if)# exit

Device (config) # interface vlan 1

Device (config-if)# ip nat outside

Device (config-if)# exit

Device (config)# ip routing

Device (config)# ip route 0.0.0.0 0.0.0.0 209.165.201.1
Device (config) # interface AppGigabitEthernet 1/0/1
Device (config-if)# switchport mode trunk

Device (config-if) # exit

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic AppGigEthernet trunk
Device (config-config-app-hosting-trunk) # vlan 4094 guest-interface 0

Device (config-config-app-hosting-vlan-access-ip) # guest-ipaddress 192.168.2.2 netmask
255.255.255.0

Device (config-config-app-hosting-vlan-access-ip) # exit

Device (config-config-app-hosting-trunk) # exit

Device (config-app-hosting) # app-default-gateway 192.168.2.1 guest-interface 0
Device (config-app-hosting) # name-server0 172.16.0.1

Device (config-app-hosting) # name-serverl 198.51.100.1

Device (config-app-hosting) # end

Device# guestshell enable

Bl BB A —T A ATODTFR T ILOEMIE

Z OHFIE, Cisco Catalyst 9200 2V — X A A v F Cisco Catalyst 9300 > U — R XA v F Cisco
Catalyst 9400 Y — X A4 » F_ Cisco Catalyst 9500 > J — X A A » F_ Cisco Catalyst 9600
V=X A v FIZHHATEET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid guestshell

Device (config-app-hosting) # app-vnic management guest-interface 0
Device (config-app-hosting-mgmt-gateway) # end

Device# guestshell enable

Bl : 7XA b+ TI)LOEA

FARN )b 7ar7 5 Linux D2~ ]\é‘fgﬂé?ﬁ’(‘%ij‘o OB #%Ba)
Linux 2=~ > FOMEHEEZ R L TWET,

[guestshell@guestshell~]$ pwd
/home/guestshell

[guestshell@guestshell~]$ whoami
guestshell

[guestshell@guestshell~]$ uname -a
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Linux guestshell 5.4.85 #1 SMP Tue Dec 22 10:50:44 UTC 2020 x86_64 x86_64 x86_64 GNU/Linux

Cisco 4000 > U — X P —E 2 AL — XX, CentOS Linux U U — & 7.1.1503 THEft
S5 dohost 2 L F9,

\)

() dohost =~ FIZiX, iphttpserver 2~ RBRT /34 A ETRESNTND Z NN
2T,

Bl : “AFZILDXRY FID—F D TEERTE
FAN VDX y BU—F T TlE, IROFBIEDLETI,
e RAAL v X —2h 25 2 (DNS) OFRE

« 7u X TORE

e
i}

s T UXVORELFEHTH2HD YUM £721X PIP O
HZX k< x)L0) DNS EFE DA

FA K O T L DNS #EERIZR D & B Y T,

[guestshell@guestshell ~]$ cat/etc/resolv.conf
nameserver 192.0.2.1

Other Options:
[guestshell@guestshell ~]$ cat/etc/resolv.conf
domain cisco.com

search cisco.com
nameserver 192.0.2.1
search cisco.com
nameserver 198.51.100.1
nameserver 172.16.0.6
domain cisco.com
nameserver 192.0.2.1
nameserver 172.16.0.6
nameserver 192.168.255.254

Bl TOXFPBBREHORTE
Py hU—I R 7 X OE%ICHIHEAE. Lk C7a XU B EHRELET, 4
%)

TWIEAIE, REICZINODOEKAZBMLET,
WL, 7oV ERERETHHEEZRLTHET,

 Ciscol0S XE Amsterdam17.1.x FO 45 S<YEYF 4 2> T4 FaL—Ya v A K



| vznexvUTHiEE
f: Toxozemo vumsEUPP o ]

[guestshell@guestshell ~]Scat /bootflash/proxy vars.sh
export http proxy=http://proxy.example.com:80/

export https proxy=http://proxy.example.com:80/

export ftp proxy=http://proxy.example.com:80/

export no proxy=example.com

export HTTP PROXY=http://proxy.example.com:80/

export HTTPS PROXY=http://proxy.example.com:80/

export FTP PROXY=http://proxy.example.com:80/
guestshell ~] source /bootflash/proxy vars.sh

Bl 7OXHTFRAD Yum 8 LU PIP DB

KON, 7'vF VERBEARORE Yum 2T 5 HEEZ R L TWET,

cat /etc/yum.conf | grep proxy
[guestshell@guestshell~]$ cat/bootflash/yum.conf | grep proxy
proxy=http://proxy.example.com:80/

PIPDOA A F—)LTliL, 7BFXF R EIHEHINIBRELAENERIRINET, PIPA
VAR=VIZIZ-EF TS arEEE L sudo AL ET, BRELSKEMNFRESINT
WARWEAIL., ROFINTRT L IICPIP o~y RTCENLZHARMICER LET,

sudo pip --proxy http://proxy.example.com:80/install requests
sudo pip install --trusted-bost pypi.example.com --index-url
http://pypi.example.com/simple requests

WOHFITIE, Python D PIP A > A h— /L& f4 25 Hikz R LET,

Sudo -E pip install requests

[guestshell@guestshell ~]$ python

Python 2.17.11 (default, Feb 3 2017, 19:43:44)

[GCC 4.7.0] on linux?2

Type "help", "copyright", "credits" or "license" for more information
>>>import requests

AMVIIIVZET A ZEDMDSEER

EEEN

BEIHE R=a7ILE3A ML

Python & = —/L FCLI Python & = — /1]

Yo 2y F e ra=rr [Tu ¥yF Tubva=r7]
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M MB®D!>Y

BIRLT Ty b7 4+—24, CiscolOSV V—RA, BLOT7 4 —F v &> MZBT 5 MIB
FEPELTHF T a— R4 5121%, RO URL IZ&H % Cisco MIB Locator 2 L £9°,

http://www.cisco.com/go/mibs

SRADTHZAIIL YR—+

£ EA >y

TAIDYR— N WebH A F T, YRaDBEGERLF 7 ) v U— |http//www.cisco.com/support
BT M7 TNy a—T 4 U ZICBEN T T 5 X912,
YA T ARV =L EEILDETLEERA T ) Y=k
L TnET,

BEWORGOE X 2 U 7 4 FHFHRSCEMG 2 AFT 572012,
Cisco Notification Service (Field Notice 757 2 2 &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOKFEY — R TIMATEET,

VAIDYIR— b Web VA hDYV— )T 7 AT BHERITL,
Cisco.com D —H ID B LA T — RNMECTT,

FR kT )LDEETEER

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) UV — A F@ME L3, ZoRiT. V7
Fo=7 UU—A FLA U THEREOYR— R EASRILEDY 7 =T U =R
FERLTWET, TOEREIL. FRTH D B2V R | ZNEO—EDY 7 =7 U ) —
AThbHAR—FShET,

TTy R T7F—ADYR—FBIOV R YT MU 2T A XA—VOFKR— MIBET 2 1HEHRZ R
&9 %5IZI&, Cisco Feature Navigator Z /] L &7, Cisco Feature Navigator |27 7 & 23 % |Z
L. www.cisco.com/go/ctn [ZFE) L £ 4, Cisco.com D7 72 MIMEDH Y £H A,
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Cisco I0S XE Fuji 16.8.1 Cisco I0S XE Fuji 16.8.1 T,
Z OFEEEIT Cisco Catalyst 9500
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Ay FICFEESNTHEL
7o

Cisco I0S XE Fuji 16.9.1 Cisco I0S XE Fuji 16.9.1 T,
Z OKEREIX Cisco 1000 2V —
R = REERIL— H 25
I ThE LK,

Cisco I0S XE Gibraltar 16.11.1b | Cisco IOS XE Gibraltar 16.11.1b
TlX, ZOHRITROT T v
7 A —AIZFERESNTNE
L7,
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* Cisco Catalyst 9300L SKU
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A N =)L TO Python 3 @ | Cisco IOS XE Amsterdam 17.1.1
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Python API

Python 7’1 77~ ' U 7 ¢ %, Python APl Z¥%7HR— KL TWET,
* Python OfEH (115 =—72)

Python O {& FH

Cisco Python E> 1 —)JL

VA APIEMET D Python €V = — /L Tld, EXECB LR E I~ REFETTHT 7 B AN
ek ET, hdp() 2~ RE AT 5 &, CiscoPython &Y = — VOGN TR SIVET,
help() =~ Ki& CiscoCLI £ = — /D7 a7 4 ZFKRLET,

WOFL, Cisco Python £ ¥ 2 — /W 5 1EHR A2 R LET,

Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)

[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.

>>> >>> from cli import cli,clip,configure,configurep, execute, executep

>>> help (configure)
Help on function configure in module cli:

configure (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and return a list of results.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
try:

results = cli.configure (configuration)
print "Success!"

except CLIConfigurationError as e:
print "Failed configurations:"

for failure in e.failed:

print failure
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Args:
configuration (str or iterable): Configuration commands, separated by newlines.

Returns:
list (ConfigResult): A list of results, one for each line.

Raises:
CLISyntaxError: If there is a syntax error in the configuration.

>>> help (configurep)

Help on function configurep in module cli:

configurep (configuration)
Apply a configuration (set of Cisco IOS CLI config-mode commands) to the device
and prints the result.

configuration = '''interface gigabitEthernet 0/0
no shutdown'"''

# push it through the Cisco IOS CLI.
configurep (configuration)

Args:

configuration (str or iterable): Configuration commands, separated by newlines.
>>> help (execute)

Help on function execute in module cli:

execute (command)
Execute Cisco IOS CLI exec-mode command and return the result.

command output = execute ("show version")
Args:

command (str): The exec-mode command to run.
Returns:

str: The output of the command.

Raises:
CLISyntaxError: If there is a syntax error in the command.

>>> help (executep)
Help on function executep in module cli:

executep (command)
Execute Cisco IOS CLI exec-mode command and print the result.

executep ("show version")
Args:

command (str): The exec-mode command to run.

>>> help(cli)

Help on function cli in module cli:

cli (command)
Execute Cisco IOS CLI command(s) and return the result.

A single command or a delimited batch of commands may be run. The

delimiter is a space and a semicolon, " ;". Configuration commands must be
in fully qualified form.
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output = cli("show version")

output = cli("show version ; show ip interface brief")

output = cli("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

Returns:
string: CLI output for show commands and an empty string for
configuration commands.

Raises:
errors.cli syntax error: if the command is not valid.
errors.cli exec_error: if the execution of command is not successful.

>>> help(clip)

Help on function clip in module cli:

clip (command)
Execute Cisco IOS CLI command(s) and print the result.

A single command or a delimited batch of commands may be run. The
delimiter is a space and a semicolon, " ;". Configuration commands must be

in fully qualified form.

clip ("show version")

clip ("show version ; show ip interface brief")
clip("configure terminal ; interface gigabitEthernet 0/0 ; no shutdown")
Args:

command (str): The exec or config CLI command(s) to be run.

I0SCLI a7 > F%EETT 516D Cisco Python EL 2 —JL
~

GE) Python #FEITTHI21E, FA N V= VBRENTHHIULENRD Y T3, dEMic VT, 157
AN v OFEEZRLTIEIN,

Python 710 77 IV VEREILCLI 2~ REFATTE L6 DORAKEEHALET, b0
HE, Python CLI €Y = — /W) bRIATEEd, ZAOORAKAMAT2I2IE, importcli =
~ U REFATLET,

ZNHDOREEOGIEIE CLI =~ > ROLFH|TY, Python £ ¥ —7 Y X &M T CLI 2+
RZFATT HITIE, KD 6 DOBEBONT OB HLFHE LTCLL a2~y RE AT LE
T

e cli.clilcommand) : Z OREHITIOS 2~ F& 514 L LTHRY | I0S/X\—H—hba<w R
EETL, MEROTFAMZRLET, ZOa<r ROEXBELL 204, Python D
BIsR R A L £, &IZ, di.cli(command) B B2 R L £,

>>> import cli

>>> cli.clip('configure terminal; interface loopback 10; ip address
10.10.10.10 255.255.255.255")
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*Mar 13 18:39:48.518: SLINEPROTO-5-UPDOWN: Line protocol on Interface LoopbacklO,
changed state to up

>>> cli.clip('show clock')

'\n*18:11:53.989 UTC Mon Mar 13 2017\n’'

>>> output=cli.cli ('show clock')

>>> print (output)

*18:12:04.705 UTC Mon Mar 13 2017

cli.clip(command) : Z ®BI%IZ cli.cli(command) % L #EIZ E - =< AL TT, 727201
FEROTFA M (BT OTIEARL) stdout (IZH 1T D803 8720 97, KIiZ,
cli.clip(command) B H /1%~ LET,

>>> ¢li

>>> c¢li.clip('configure terminal; interface loopback 11; ip address
10.11.11.11 255.255.255.255")

*Mar 13 18:42:35.954: SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbackll,

changed state to up
*Mar 13 18:42:35.954: SLINK-3-UPDOWN: Interface Loopbackll, changed state to up

>>> c¢li.clip('show clock')
*18:13:35.313 UTC Mon Mar 13 2017

>>> output=cli.clip('show clock')
*18:19:26.824 UTC Mon Mar 13 2017

>>> print (output)

None

cli.execute(command) : Z OBFUIH —? EXEC 2~ > REFITLTHAZKRLET, -
PLEROT XA MIHEAOLERA, ZOa<wr FO—E LTI anr £-E38TE
T2 LIFFFaT S Et A, ZOREEEREIEITT HI2IE, for-loop MEE S 72
Python U 2 h&fEM L £9, KIZ, cli.execute(command)

Ol R LET,

>>> cli.execute ("show clock")
"15:11:20.816 UTC Thu Jun 8 2017'
>>>
>>> cli.execute ('show clock'; 'show ip interface brief')
File "<stdin>", line 1
cli.execute('show clock'; 'show ip interface brief')

S

SyntaxError: invalid syntax
>>>

cli.executep(command) : Z OMEEITIHE—D A~ FEFETL T, EROTHF A & (KT
DT <) stdout IZH S L E T, W&IZ, cli.executep(command) BI%L O HI 11 & 7k L &
¥

>>> cli.executep('show clock')
*18:46:28.796 UTC Mon Mar 13 2017

>>> output=cli.executep ('show clock')
*18:46:36.399 UTC Mon Mar 13 2017

>>> print (output)
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None

cli.configure(command) : Z OBkIE, 2~ RCHEHATEZIREICLD T AL RAEZHEL
F9, THUIKICRT LI, avr REZORENEENLARMGEHZ T VDY A N
ELET,

[Think: result = (bool (success), original command, error_ information)]

AU R RT A= ZTEEATICATIT 5 2 L3 TE . show running-config =~ > RO
TZFRENTWDEDO LRI CHERICT HZ LN TE T, KIZ, di.configure(command)
BRI E R~ L ET,

>>>cli.confiqure (["interface GigabitEthernetl/0/7", "no shutdown",

" end" ] )

[ConfigResult (success=True, command='interface GigabitEthernetl/0/7"',

line=1, output='"', notes=None), ConfigResult (success=True, command='no shutdown',
line=2, output='"', notes=None), ConfigResult (success=True, command='end',

line=3, output='"', notes=None) ]

cli.configurep(command) : = D EI%E cli.configure(command) B%k & HEBEIZ £~ 72 <[ L
TY, HELHEREOT XA M KT OTEARL) stdout (ZH 1T 28038720 F97, &
2., dli.configurep(command) BA& > HHilzR L £7,

>>> cli.configurep(["interface GigabitEthernetl/0/7", "no shutdown",

"end" ] )
Line 1 SUCCESS: interface GigabitEthernetl/0/7
Line 2 SUCCESS: no shut
Line 3 SUCCESS: end
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CLI Python 3 2 —JL

Python 7’1 77~ U 7 ¢ Tld, CLI ZfH L TIOS &xf56CX % Python & ¥ = —/L & $fit
LCTWEd,

* Python CLI & ¥ = — LI\ T (121 =)

* CLI Python & ¥ = —/VICBT 5 2 DMOZEEE (125 ~—)

« CLI Python & ¥ = — /L OHERENS H (126 ~2—3)

Python CLI < 2 —)LIZDLNVT

Python [ZDUL\T

CiscolOSXET A AE, FA RNV AVNTA U E T T4 TBIOHRA 2777 47 (R
7 )7 N) O DE— K TPython/S— 3 227 %R — k LE 9, Python A7 U 7 MERE
WLV, TAADOCLHUC T n VT L EERLTT 7 EA LT, SESERX AT BLOE
0 ¥ vJ Fuvya =7 %7% Embedded Event Manager (EEM) 7 7 3 v &2 FI{T3 5 Z
EIWTEET,

Python X ') 7 F D E

Python %, AL SN 72 Linux X—ADEEFE TH L7 A b = /L TEITINE T, FEMIZON
T, FA2bN vz OFEEZ2Z2RLTESV, Y A2Aadg4t4 5 Python € = — /LT,
2 —H D Python A2 U7 EMWHEA K 7/314 A ETIOSCLI 2~ R&FEITT5H 2 & & A[REIC
LET,

XEERZ XD Python 7O Tk

7 /3A A [T guestshell run python =~ > NZ2E1795 &, A~ = /LINT, *EEEXD
Python 7' 7 R 3B & £ 97, Python OXf&5E— R TIX, Cisco Python CLI E ¥ = —/L b
Python #§REZ FAT L CT A RAZRETH I ENTEET,

WOFNL, *FERRD Python 71 o 7 F AT D Hika R L TWET,
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Device# guestshell run python

Python 2.7.5 (default, Jun 17 2014, 18:11:42)
[GCC 4.8.2 20140120 (Red Hat 4.8.2-16)] on linux2

Type "help", "copyright", "credits" or "license" for more information.
>>>
Device#

Python A7 U 7 N4 % 5#& LT Python 2~ > RTHEHT 5 Z & T, Python A7 U 7~ &3
AVHETIT 47 = RTEITTEET, Python 27 V7 ME, YA v VANLT 7%
AAEETHHINENRH Y 3, F AN =05 Python A7 U7 MZT 7 ®ATHIZIE, 7
ARz VNI FENTWDE T =TTy v afizlid7 T vy allAZ U7 M ERFL
e

RO Python 27 U 7 FOfifix, &F X F72 CLIEEAM A L Tshow =~ > REHRER I OH
HLET,

Device# more flash:sample script.py

import sys
import cli

intf= sys.argv[l:]
intf = '"'.join(intf[0])

print "\n\n *** Configuring interface %s with 'configurep' function *** \n\n" $intf
cli.configurep(["interface loopback55","ip address 10.55.55.55 255.255.255.0","no
shut", "end"])

print "\n\n *** Configuring interface %s with 'configure' function *** \n\n"

cmd='"interface %s,logging event link-status ,end' % intf
cli.configure (cmd.split(',"'))

print "\n\n *** Printing show cmd with 'executep' function *** \n\n"
cli.executep('show ip interface brief')

print "\n\n *** Printing show cmd with 'execute' function *** \n\n"
output= cli.execute('show run interface %s' %$intf)

print (output)

print "\n\n *** Configuring interface %s with 'cli' function *** \n\n"
cli.cli('config terminal; interface %s; spanning-tree portfast edge default' %$intf)

print "\n\n *** Printing show cmd with 'clip' function *** \n\n"
cli.clip('show run interface %s' %intf)

To run a Python script from the Guest Shell, execute the guestshell run python
/bootflash/guest-share/script.py command
at the device prompt.

WOBNX, 7 AR =L Python A7 V7 M &FEITT 5 HikE R L T0ET,

Device# guestshell run python /bootflash/guest-share/sample_script.py loop55
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*** Configuring interface loop55 with 'configurep' function ***
Line 1 SUCCESS: interface loopback55
Line 2 SUCCESS: ip address 10.55.55.55 255.255.255.0
Line 3 SUCCESS: no shut
Line 4 SUCCESS: end

*** Configuring interface %s with 'configure' function ***

*** Printing show cmd with 'executep' function ***

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 192.0.2.1 YES NVRAM up up
GigabitEthernetl/0/1 unassigned YES unset down down
GigabitEthernetl/0/2 unassigned YES unset down down
GigabitEthernetl/0/3 unassigned YES unset down down
Tel/1l/4 unassigned YES unset down down
Loopback55 10.55.55.55 YES TFTP up up
Loopback66 unassigned YES manual up up

*** Printing show cmd with 'execute' function ***

Building configuration...

Current configuration : 93 bytes

|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status

end

*** Configuring interface %s with 'cli' function ***
*** Printing show cmd with 'clip' function ***

Building configuration...

Current configuration : 93 bytes

|

interface Loopback55

ip address 10.55.55.55 255.255.255.0
logging event link-status

end

H7R— k&N B Python D/N—2 3 >

FA R v Md, Python A—Y a2 2757V A VA R—A LTWET, #2 b vxlld,
AL &7z Linux X— A DEREETH Y . Cisco T /34 A D H Bl & EEHL D 72 D Python 7
TV r—varkEte, WAZ L Linx 77 ) r—3va v FTT LK ICREF STV E
7, Montavista CGE7 72814 ' A h—/L S/ 7' T v b 7 4 — A% Python /N— 3 > 2.7.11 &
AR—FL, CentOS 7 A A M=V ENT=TT v N7 4 — L1 Python X— 3 > 275 &4
A—hrLET,
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RDFIL, Python DFHN—T g VEBLOYR—FAROT T v 7+ — LT 2B RE R L

TWEJ,

% 10: Python /13— 3 > HR— K

Python D/\—2 3 >

TS5y b TH—L

Python /N—" =2 > 2.7.5

Cisco Catalyst 3650 > U — R AA v FHB LW
Cisco Catalyst3850 > U — X A A v F &R 3
RTCOYR—bART T v 7+ — 4,

Python /N— 3 2 2.7.11

« Cisco Catalyst 3650 > U — X A A »F

* Cisco Catalyst 3850 > U —X A A »F

Python /N— =2 > 3.6

Cisco I0S XE Amsterdam 17.1.1 LA D Y U — &
THR—FSNTWVET,

Cisco I0S XE Amsterdam 17.1.1 33 &2 U Cisco I0S
XE Amsterdam 17.2.1 TiX, Python V2237 7 %
JL NT9, 7272 L. CiscolOS XE Amsterdam
17.3.1 LARED U U — A TlX, Python V3 237
7+ FTY,

GE)
Cisco Catalyst9200 > U — X Z A w F (&, Cisco
I0S XE Amsterdam 17.1.1 3 £ TF Cisco IOS XE
Amsterdam 17.2.1 “C Python Version 3.6 % 78—
FLTWEH A, CiscoCatalyst9200 > U — X
AA »F I, Cisco IOS XE Amsterdam 17.3.1
LI U Y — AT Python V3 Z#7R— kLT
WET,

GE)
Cisco Catalyst 3650 > U — R 2 A v FHB LW
Cisco Catalyst 3850 > U — X A A » F TiIH
R—hFSNTWEHA,

CentOST ™A Y A M=)V ENTZT'T v b7+ —AF, A—=T V=2 UAKRY b U5 O Redhat
Package Manager (RPM) DA v A h—/L &Y KR — K LFET,

Cisco CLI Python EZ 12— )LD EEH

Cisco CLIPython £ = — /LB L EEM &Y = —/LiE, T35 RZA VA h—LHERTT, -
720, Yum £ FANI Ry =M ST H A F U OWFiudzfEH L T Python D73 —
VaruarEHT AL, YAaAPRMET L CLIEY a— Vb EHTAMLERS D £T,
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CUI Python £ 2 — LIBT3z 0tnssas [
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(GE)  Python N—3 U 23T TIZHDHT /A AT Python N— 5 U 3~DOFFHEITH &, T/3A
A FIZIEW 5 0O /3— 3 D Python DMFET 5D &L 912720 £9°, Python 2 F(79 121X, K
DI0S A~y ROWTIZHEHAL E7,

« guestshell run python2 =~ > Rix, Python N\— = > 2 #HMEL £7°,
« guestshell run python3 =< > KX, Python X— = > 3 2L £7,
« guestshell run python =~ > Ki, Python N— 3 > 2 #H4MbL L £9,

Python D/N—20 = U ERFT 521X, ROFEOWTALEHEHLET,
« AKX K7 1 tarball DA A h—JL

cCLIEY 2—/LD=HD PIP DA A h—JL

CLI Python EL 21— /LIZEAT 2 FDihDSZEZEH

EEEH

BEEE YZaTFILEA ML
FARN vz FARN vz

EEM Python ¥ 2 —/L EEM @ Python 27 U 7' |

SRADTY ZHI YR—F

FiEA s

TAaADYR— K WebH A FTiE, R E5 7 2 12— | http://www.cisco.com/support
BT M7 TNy a—T 4 U ZIZBENL T T 5 X912,
oA T ARV =L EIILDETLEERA T ) Y — R %
et L CunET,
BHEVORGLOEX 2 U T 4 FRSBAINEREAFT 52012,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EDOKFY —ERTIMATE LT,

VAaDPR—F Web B A FDY— VT 7 AT HEIE.
Cisco.com D —HF ID BLONRRA T — RBNE T,
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B curython =02 —Lomseins

CLI Python & < 21— )L D#4EEIEHR

ROFIZ, ZOFV2—/L Tl LIREICE T2 Y UV —2EHRae s LET, ZoRT, V7
P77 VU= bLA U THEREDY R— P RBEAINCEEDOY 7 T =T VU —R
FERLTWET, TOMREIL. FHTW O BRWIRD | ZNEO—EDY 7 v =7V Y —
ATHIR—FENET,

Ty R T — LDV R—FBLN A YT T 2T A A=V OV R— MIET 2 EHRE B
K9 %1Z1%, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z 2 J 5|
X, www.cisco.com/go/ctn IZFE) L £9, Ciscocom DT AT MILELYD FHA,
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HEEER
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Cisco IOS XE Everest
16.5.1a

Python 7’ m 77~ E U 7 ¢ TiX, =—
PR CLI 2 H L TIOS LxfaficE %
X 9129 3 Python & ¥ = — /L3R E
NET,

Cisco I0S XE Everest 16.5.1a TiZ, Z®
REIIR DT T v N 7 4 —AICFEX
TWE LT,

* Cisco Catalyst 3650 > U — X A A v
a;

» Cisco Catalyst 3850 > U — X A A v
a:.

» Cisco Catalyst 9300 >V — & XA v
a:.

» Cisco Catalyst 9500 3 U — X A A v
%

Cisco IOS XE Everest 16.5.1b Ti&, Z®
EEIIR DT T v N 7 4 —AICFEX
NTCWE LT,

¢ Cisco 4000 >V — X H— b 2E
B —

Cisco IOS XE Everest
16.6.2

Z OF%BEIL. Cisco Catalyst 9400 > U —
R AL wFIFEINE LT,

Cisco IOS XE Fuji 16.7.1

ZOEEIL, RODT T v b7+ —5IT
FEiEINTWE LA,

* Cisco ASR 1000 7 7'V //'— 3
P—tE R J—F

¢ CiscoCSR1000v > U —X 7 57 K
H—b 2 L—F
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Irh-7:|::
5 2

EEM Python £ 21— /L

FHAIATA N N 32—V % (EEM) AU ¥ —I%, Python A7 U 7 h&H AR — K LET,
Python A7 U 7 hZ, EEM 77 L v hCEEM 77 v a v O—#L L TFEITTEET,

« EEM Python £ ¥ = —/LORFESM: (129 <—2)

« EEM Python & = —/LZHOWT (129 ~X—2)

« EEM Python 7N U > — D% E 7L (132 ~4—)

« EEM Python & ¥ = —/WZHT 2 Z DO SEEE (138 X—2)

« EEM Python & ¥ = — /L OFEREIEH (139 2—2)

EEM Python €~ 1 — JLDREE M

AN v, arT TN THEETAILERHY 3, YA b v=WE, T7 40 KT
BRI TWER A, OV TE, A b V= /VIBREOFHAZ S L T30,

EEM Python £ 1 —JLIZDWT

EEM @ Python X9 ') 7 k

FLAIAIIA X b 3=V % (EEM) KR VU > —%, Python 227 U 7 h &V KR—FLET,
Python A2 V7 FZ EEM AR U > —& LTRER L, ST DA bR AELT L X2, Bk
WD Python A2 ) 7' b &FAT9 % Z L3 TEEF, EEMPython 27 Y 7 MZid, EEM TCL
RY =LA ANy MR H D £,

WEFBHADEEM AR Y >—F, AR V= VNTEITLET, A b v=id, (Kb
Linux N"—AZADERETH Y . Cisco T /314 2D BENE & EE D=9 D Python 77 Y r—3/ =
VEGT, WAZ ALinux 7 SV —va rEFTTHL OISR SN TWET, YAV
v a7 L, Python A VX —7 U X B4R L ET,
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EEM Python /Sy or —

EEM Python /¥ 77— % Python A7 U 7 MZA AR — 95 & EEM IZ[EA OILEKRE % 5
TCEET,

)

(G})  EEMPython/Nv -7 —1%, EEMPython 27 U 7 NN TORBEHTE EF (v —IXEEM
ICEGETE, A7 V7 NOBRAYIOITIZ EEM A X MEEES TR SN ET) . EHER 72 Python
A7 U7 K (Python A7 V7 " EFEH L TEITSND) CTIHEHTEEEA,

Python /S v 77— Iix, ROT 7V r—yar7ualI3 0740 F—T7x4 A (AP) N5

FNTVET,
«7273aYAPL:EEM 77> a U EFTTHHDT, T 74/ EDONRTA—=ERNHD F
R
«CLIFE{TAPL: 10S =~v > F&FETL, HAZIKRLE T, KIT, CLIFITAPIO U A %
ALET,

* eem_cli_open()
e cem_cli_exec()
e cem_cli_read()
* eem_cli_read line()
* eem_cli_run()
e eem_cli_run_interactive()
* eem_cli_read pattern()
e ecem_cli_write()
e eem_cli_close()
c REABICT 78 AT 5 APL: MiAABE T2 — VP EROELD ) A b E TG LET,
I, BREEERICT 78295 APL 2R LET,
« eem_event_reqinfo () : #lAABEE DY XA M &R L ET,
* eem_user_variables() : BIEDBIIEDEA IR L 7,

Python " R— F9F HEEM 7O 2 a3 Y

Python /X %7 —3 (EEM A7 U 7 NN TOLfERH AIEE T, HEHERYZR Python A 7 U 7° [ CldfiE
HART) TiX, ROEEM 77 ¥ a v &R —hLTWET,

s Syslog A v &— OHI

«SNMP k7 v 7 DEE
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| vznexvUTHiEE
eemz [

s ARy 7 ADYr— K
« ZAB UL TR A~DY) Y B
« R —DFEFT
s NI ATV NOFHIY
s "o ATV MY B
«Cisco Rty NI —F 7 $—ERADA X bDAERK
EEM Python /X v 77—k, EEM 7 7 ¥ a V2 F(T7T D710, A v X4 —T7 A AN LE

T THHDOT 73 I Python A7 U7 M &EH L TREOH T Z &3 T&, Cisco Plug N
Play (PnP) #%H1°C Python /Ny 7 —U BT 7 v a v Ny RIIZHEEINET,

EEM Z %
EEM AV v —id, ROFBEOERZF O LN TEET,

o A XY NEAOMBIARER : R —% b U H— LI A X N OFEHIDERE S5 FHil
EFHOEH DY~ , eem event reqinfo () API (X, FHAAAEE DOV A M2 LET, =
NOOEZIT, vn— N~ ARF LT —INVERE L TERTAZ N TEET,
0 — VBRI A AR IL, MHAIABEEIT S IV EE A,

s 2—PEZBOLEE  ERXRBLORY O —TCTOMHNRERES, b DEBOMEIT,
Python 27 U 7 NNTEHRTE E7, A7 V7 MEFEITT DRI, BROEH OEIMEH
FRECTH D Z L &2l L T £ &V, eem user variables() API |Z, API CAJ) S/l
DOBAEDEZ K L E T,

EEMCLI 54 75 1ma~< Yy kR
EEM WNCiX, Python A7 U 7 N ZEMESE 5720, RO CLIZA 7 7Y a~vr REfflTx
\i—gqo
seem cli close() : EXEC 7 rEA%& 70 —XL, avy RIERINZ, VIY BIOHEE
SINTETF XN N RT7H2Y Y —ALET,
s eem cli exec : FREINTZTF ¥ XA Ny RZIZav s REBRL, a2~ REFATLET,
wIZ, Fyxrmnbavzy RO hEHARY . HAOZRLET,
«eem cli open : VTY Z%|0 2T, EXECCLIt v a v &{ER L. VIY2F ¥ R/ K
ST LET, Fr iy RIE2ECRRAEZIRLET,

e« eem cli read() : A ONTWVWAINETT A AT BT MONRE—VNRETHET,
BESNIECLIOF ¥R Ny RInbavy R EHERRY 9, —&T5FE T,
AR O NI TR TORNEZELET,

e eem_cli_read line() : $§7E SN CLIOF ¥ F/L N> RI0h b, a<r RO 147425
A £, mARONTATERLET,
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« eem _cli_read pattern() : #tAAH SV TNDART/NZ — 338495 £ T, f5E 7z CLI
DF X XN RIpba~vy R NEHARY £, —HT2E T, HARNTZT~
TONEEZERLET,

eeem cli run() : clist IZHDHHEAMV KL, ZNENN, 4 FX—T N E— RTETIND
av U R ThHhHZ EauHRE LET, EFICETIND L, EfTslcdXToav R
DO HZERLET, KT HE, =7 —2KRLET,

« eem_cli_run_interactive() : 3 DDOHHANH S clist DV 7 U XA MEHELET, EFICIAT
SNd e, FTENET_XToOavr POl hERLET, KT 2L, =7 —Z2ikLZE
T WTHEARGAITIE, BB LES, TRIEISEEZN 2 IRFFT L2128~ T, &
D HICHE Tt D Z N TEET,

« eem_cli_write() : ¥5E SI72 CLI F ¥ R/ N RZIZH L TEITEN D a~v L REEZA
HET, CLIF¥FNV N RTICk-T, a~vr RRETERET,

EEM Python 7/R!) > — DR EFH %

Python 27 U 7 " REHETZ AL DI HITIE, AN V= VEEMETHLERDD 7,
BHNZHOWTIE, [FRA R vxb] OFESZRLTLIFEEN,

Python K') & — D&k

FIEDHE
1. enable
2. configure terminal
3. event manager directory user policy path
4. event manager policy policy-filename
5. exit
6. show event manager policy registered
7. show event manager history events
FlED
FIE
ARV RFERRETI a3 Y B#J
AT w71 |enable FiME EXEC E— REAIC L ET,
Bl « NAT—REANLET (FERENEZHA) .
Device> enable
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Python 7K1) & — D&k .

AU RFERETIVa Y

B8

Z 5w 2 |configure terminal Ta—\)ar7 4 Xal— gy T— N2
f1 LET,
Device# configure terminal
25 73| event manager directory user policy path D AT T Y T A NE T — PR EEM
Bl Y S —ORAMAT 57 4 L2 b AHE L%
Device (config) # event manager directory user jfo
policy flash:/user library GE)
RESNTRRACRY —NRETY, =& z2IE,
ZOFNATIX, eem script.py AN Y > —»
flash:/user library 7 4 /L ¥ — £ 2 (Z XA THEHATE
£
AT 7 4 | event manager policy policy-filename EEM 7K U ¥ —% EEM (Z88k L £7,
Bl : c WY —IiE, T 7 A NMREFITIE SO TR &
Device (config) # event manager policy eem script.py| HEJ, 377’/f/D§£%§ﬁLki,py'7?\ KUY —i%
Python " U o —& L THESNET,
*EEMiZ, RY T —FDHLDITEHEENDHA X |
I E SN TRY =2 RV a—) v
L. &7 L %7, eventmanager policy 2~ K
DFEH S5 &, EEMIZAR U U — %R L,
BESNTA N IR AE LTS EICETIN
LR DITBREKLET,
A7y 75 |exit Ja—sLar7 4 Xalb—vay B RERT
Bl - L. ¥ EXEC E— FICRY £,
Device (config) # exit
Z 5+ 7 6 | show event manager policy registered {5 EEM R Y > — %351 LET,
f
Device# show event manager policy registered
Z 5w 71 |show event manager history events FUAT—=SNTZEEM A X2 b2 FRLET,

1

Device# show event manager history events

il

&IZ., show event manager policy registered =~ > ROz L ET,

Device# show event manager policy registered
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No. Class Type Event Type Trap Time Registered Name
1 script user multiple Off Tue Aug 2 22:12:15 2016 multi 1.py
1: syslog: pattern {COUNTER}
2: none: policyname {multi 1.py} sync {yes}
trigger delay 10.000
correlate event 1 or event 2
attribute tag 1 occurs 1
nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

2 script user multiple Off Tue Aug 2 22:12:20 2016 multi 2.py
1: syslog: pattern {COUNTER}

2: none: policyname {multi 2.py} sync {yes}

trigger
correlate event 1 or event 2

nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

3 script user multiple Off Tue Aug 2 22:13:31 2016 multi.tcl
1: syslog: pattern {COUNTER}

2: none: policyname {multi.tcl} sync {yes}

trigger
correlate event 1 or event 2
attribute tag 1 occurs 1

nice 0 queue-priority normal maxrun 100.000 scheduler rp primary Secu none

EEM 7 JLy b 7223 DO—E & LTOPython X9 1) 7 FDET

Python X% 1) 7 ~ : eem_script.py

T vary avwy REMEATAHZ LT, EEM 7 7Ly MI Python A7 U7 R &2E&D
LHZEmTEET, ZopTE, —VIIEYE Python A7 VS N EZ EEM 7 7 v a v
D—HELTEITLEY ELTWET, 7272 L, EEMPython/\ v & — V3 #E Python
A7 V7 M TIHEHTE EE A, 10S OFEHE Python A 27 U 7 MZIX from cli import
cliclip EWHIARIDO/ N r—T 30 ZDOy 7 —UF10S a2~ REFETT 57
DI TEET,

import sys
from cli import cli,clip,execute,executep,configure,configurep

intf= sys.argv[l:]

intf = '"'.join(intf[O0]

print ('This script is going to unshut interface %s and then print show ip interface
brief'%$intf)

if intf == 'loopback55':
configurep (["interface loopback55","no shutdown","end"])
else

)

cmd='int %s,no shut ,end' % intf
configurep (cmd.split (', "))

executep ('show ip interface brief')
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EEM7ILy k793 300—8ELTOPython 25 1) 7 F0ET ]

&IZ, guestshel run python =< > KO IFl 2R L E T,

Device# guestshell run python /flash/eem script.py loop55

This script is going to unshut interface loop55 and then print show ip interface brief
Line 1 SUCCESS: int loopb55

Line 2 SUCCESS: no shut

Line 3 SUCCESS: end

Interface IP-Address OK? Method Status Protocol
Vlanl unassigned YES NVRAM administratively down down
GigabitEthernet0/0 5.30.15.37 YES NVRAM up up
GigabitEthernetl1l/0/1 unassigned YES unset down down
GigabitEthernetl1l/0/2 unassigned YES unset down down
GigabitEthernetl1/0/3 unassigned YES unset down down
GigabitEthernetl1l/0/4 unassigned YES unset up up
GigabitEthernetl1/0/5 unassigned YES unset down down
GigabitEthernetl1/0/6 unassigned YES unset down down
GigabitEthernetl1l/0/7 unassigned YES unset down down
GigabitEthernetl1/0/8 unassigned YES unset down down
GigabitEthernetl1/0/9 unassigned YES unset down down
GigabitEthernetl1/0/10 unassigned YES unset down down
GigabitEthernetl1/0/11 unassigned YES unset down down
GigabitEthernetl/0/12 unassigned YES unset down down
GigabitEthernetl1/0/13 unassigned YES unset down down
GigabitEthernetl1/0/14 unassigned YES unset down down
GigabitEthernetl1/0/15 unassigned YES unset down down
GigabitEthernetl1/0/16 unassigned YES unset down down
GigabitEthernetl1/0/17 unassigned YES unset down down
GigabitEthernetl1/0/18 unassigned YES unset down down
GigabitEthernetl1/0/19 unassigned YES unset down down
GigabitEthernetl1/0/20 unassigned YES unset down down
GigabitEthernetl1/0/21 unassigned YES unset down down
GigabitEthernetl1l/0/22 unassigned YES unset down down
GigabitEthernetl1/0/23 unassigned YES unset up up
GigabitEthernetl1/0/24 unassigned YES unset down down
GigabitEthernetl/1/1 unassigned YES unset down down
GigabitEthernetl/1/2 unassigned YES unset down down
GigabitEthernetl/1/3 unassigned YES unset down down
GigabitEthernetl/1/4 unassigned YES unset down down

Tel/1/1 unassigned YES
Tel/1/2 unassigned YES
Tel/1/3 unassigned YES
Tel/1/4 unassigned YES
Loopback55 10.55.55.55

Device#

Jun 7 12:51:20.549:
changed state to up
Jun 7 12:51:20.549:

SLINK-3-UPDOWN:

unset down down
unset down down
unset down down
unset down down
YES manual up up

SLINEPROTO-5-UPDOWN: Line

protocol on Interface Loopback55,

Interface Loopback55, changed state to up
WIZRT DX, syslog ~D A ve—T IOV TNV 27 VT RNTT, ZORZ VTS
M., Z7ANMBREFEEN, TAALEDT7 7 ANV VAT AZab =S, £ b
A=V XY DR = T A NVEHH LTRSS DNERDH D 5,

COUNTER maxrun 200

::cisco::eem::event register syslog tag "1"

import eem
import time

pattern

eem.action syslog("SAMPLE SYSLOG MESSAGE","6","TEST")
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B em7oo0 rcopython 24y T rosem

EEM 7 JL v

FIRDEE

F IR D FH

FIE

WIRTOE, EEM BREEAKEZH T2 0TV A7 V7T, ZOAZ YTk
X, 77 ANMVIREEN, TAAEOT 7 ANV AT AIZa =8N, A XV b=
F—=Ux DRI — T A NEHFH L CRESNDILERZH Y £,

::cisco::eem::event register syslog tag "1" pattern COUNTER maxrun 200

import eem
import time

c = eem.env_reqginfo ()

print "EEM Environment Variables"
for k,v in c.iteritems():
print "KEY : " + k + str(" ---> ") + v

print "Built in Variables"
for i,j in a.iteritems()
print "KEY : " + i + str(" ---> ") + j

~kT® Python X4 ') 7 ~DEM0

enable

configureterminal

event manager applet applet-name

event [tag event-tag] syslog pattern regular-expression
action label cli command cli-string

action label cli command cli-string [ pattern pattern-string ]
end

show event manager policy active

show event manager history events

©ENDGOHAWN

ARV RFERFTIVaY =)

AT w71 |enable

ke EXEC E— N2 B L FET,

{5 e NMAT—REANLET (FERINTEHE) .
Device> enable
Z 5w 72 | configureterminal Ja—\) a7 4Xalb—vay T— K&

Device# configure terminal

 Ciscol0S XE Amsterdam17.1.x FO 45 S<YEYF 4 2> T4 FaL—Ya v A K



| vznexvUTHiEE

EEM7 Tl k<o Python 24 Y 7 rosem [

AU RFERETIVa Y

B8

Z 5 7 3 | event manager applet applet-name Embedded Event Manager (EEM) (27 7L v k& %%
Bl - L, 77y bary a4 ¥al—var E—F
N
Device (config)# event manager applet %EgﬁﬁDL/EEjfo
interface Shutdown
R 5w T 4 | event [tag event-tag] syslog pattern regular-expression | syslog A v &— 084 — L —Fia E(T 5 EH#E
Bl BEEELET,
Device (config-applet) # event syslog pattern
"Interface Loopback55,
changed state to administratively down"
R 75 |action [abel cli command cli-string EEM7T 7Ly bR R H—Sni- & ICF 785
15“ : IOS 27:/ F\;&?Eﬁg Liﬁ_o
Device (config-applet) # action 0.0 cli command "en"
AT 76 |action label cli command cli-string [ pattern pattern ¥ — 7 — RCIEINDT 7 v a VY EHREL
pattern-string ] E
Bl - CROBHT 0T Mo D EREB S —
Device (config-applet)# action 1.0 cli command >/jzﬁz§”%3#§ﬁ51/jij<
"guestshell run python3 /bootflash/eem script.py °
loop55"
RTFvF7|end Ty har7 4 Xal—varyE®—ReiT
i - L. HHE EXEC £— RIZRY £,
Device (config-applet)# end
Z 7y 7 8 | show event manager policy active FfFTLTV5 EEM KU v — %7 LE T,
fl
Device# show event manager policy active
AT 79 | show event manager history events FU A —ENTZEEM A N> hEFRRFLET,

1 -

Device# show event manager history events

RDBRY

WOFITIE, ZAZICHEESNTWDSPython A7 U 7 v b H—F 2 HEEZRLTNET,

Device (config)# interface loopback 55
Device (config-if)# shutdown

Device (config-if)# end

Device#

Mar 13 10:53:22.358 EDT: %SYS-5-CONFIG I: Configured from console by console

Mar 13 10:53:24.156 EDT:
state to down
Mar 13 10:53:27.319 EDT:

SLINK-5-CHANGED:

SLINK-3-UPDOWN:

Line protocol on Interface Loopback55, changed

Interface Loopbackbb, changed state to
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administratively down

Enter configuration commands, one per line. End with CNTL/Z.

Mar 13 10:53:35.38 EDT: S$LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback55,
changed state to up

*Mar 13 10:53:35.39 EDT $LINK-3-UPDOWN: Interface Loopback55, changed state to up
+++ 10:54:33 edi37 (default) exec +++

show ip interface br

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 unassigned YES unset down down
GigabitEthernet0/0/1 unassigned YES unset down down
GigabitEthernet0/0/2 10.1.1.31 YES DHCP up up
GigabitEthernet0/0/3 unassigned YES unset down down
GigabitEthernetO 192.0.2.1 YES manual up up
Loopback55 198.51.100.1 YES manual up up
Loopback66 172.16.0.1 YES manual up up
Loopback77 192.168.0.1 YES manual up up
Loopback88 203.0.113.1 YES manual up up

EEM Python E> 2 —/LIZEAT 5 ZDMDOSEEF

EEEH

HEEE T=aT7ILAEA L

EEM #&7E ['Embedded Event Manager Configuration
Guide]

EEM =2~ R [ Embedded Event Manager Command
Reference]

FA N v VERTE N EY

SRADTIZ AL HYR—F

5 EA oy

S AADHPFE— b WebHA Tl ¥ RIOBERT 7 v P — | hitp://www.cisco.com/support
BT D N T TNy a—T 4 U TIZRBERL TV A X 91T,
Vo2 T AR =L EII LD ETLEERL S TA ) Y — R
BEEL TV ET,

BEOVOEGOE X 2 U 7 o FHFERSCEMNEH e AFT 572012,
Cisco Notification Service (Field Notice 2257 7 & &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOREMEY —ERITMATE 7,

VAADYPIR—F Web A ROV — T 7 AT HERIT,
Cisco.com D —HF ID BLUOVXA T — RBAMLE T,
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/eem/command/eem-cr-book.html
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http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/166/b_166_programmability_cg/guest_shell.html
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| vzrezsuTrie
EEM Python E ¥ 1 — JL DH4RETESR .

EEM Python £ < 1 — )L D HEREIE R

ROFIZ, ZOFV2—/L Tl LIREICE T2 Y U —2ERae s LET, ZoRT, V7
F7=7 VU= bLA U THEEREDY R— P RBEAINCEEDOY 7 =TV U —R
FERLTWET, TOMREIL. FHTW O BRWIRD | ZNEO—EDY 7 b =7 U Y —
ATHIR—FENET,

Ty R T — LDV R—FBLRN A YT T =T A A=V OV R— MIBET 2 EHRE B
K9 51Z1E, Cisco Feature Navigator /] L £, Cisco Feature Navigator [Z7 7 Z A J 5|
X, www.cisco.com/go/ctn IZFE) L £9°, Ciscocom DT AT MILELYD FHA,
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B eemeython =02 — L oigsetEs

5 12: EEM Python € < 1 — )L D4 EETESR

YINERYYTHE |

HaE

iy

)1)—x

HEEE®

EEM Python €3 = —/ L | Cisco IOS XE Everest
16.5.1a

Cisco IOS XE Everest
16.5.1b

ZOREREIZ. EEM AR Y L —& LT
Python A7 V7 v &HHR— K LET,

BMENTZFHa~r RiZd o 5 A,

Cisco I0S XE Everest 16.5.1a TiZ, Z®
EEIIR DT T v N 7 —AICFEEX
TWE LT,

» Cisco Catalyst 3650 > U — X A A v
a:

» Cisco Catalyst 3850 > U — X XA v
?;

» Cisco Catalyst 9300 3 U — X A A v
%

Cisco IOS XE Everest 16.5.1b TiZ, Z®
EEIIR DT T v N7 —AICHEEX
TWE LT,

* Cisco ISR 4000 ¥ U — & — bRt
B —2

Cisco IOS XE Everest
16.6.2

Z OR%REIL. CiscolOS XE Everest 16.6.2
T, Cisco Catalyst 9400 >V — X A A v
FIFEEEINE Lz,

Cisco 10S XE Fuji 16.8.1a

Cisco I0S XE Fuji 16.8.1a Tl, Z Dk
HEIX Cisco Catalyst 9500 /~A /X7 o —=
YAVY =R ALy FIZERS T
F L7,
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+«NETCONF 7' |k =)L (143 ~4—2)

«RESTCONF 7'z k=)L (171 ~2—%)

« NETCONF 5 £ ' RESTCONF O H—t &2 L~UL ACL (191 ~2—7)
«gNMI 712 k=) (199 2—2)

e BT LN—ZAD AAA (223 —)

« ETVBEENRT LA R U (233 —)

* In-Service Model Update (291 ~X—73")






, 8

i

NETCONF 7O k)L

« NETCONF 7' k /L O (143 ~<—)

« NETCONF 7' &2 h 2V DFRESHE (151 ~<—)

*NETCONF 71 habdDa 7 4 F 2 b—3a rOffas (157 =—2)
« NETCONF 7' h 2L OEEE R (160 ~=—)

« NETCONF 711 k =t /L ORERERE ) (161 ~<—3)

NETCONF 70 kO JLDEE

—

TF—

L7=

R E
ET—

ax ;&

ILOBE . 05 S LICKEERTE ERTFEOIZERIGIZER

Xy NI =7 TS ZREERTHHEROTFIEZ, BT —4% FEa~vr ) BLOEH
T7—4% (show v F) floavr NI A2 —7=A A (CLD) #fEM$25Z&TT,
Xy NU—UEROLGE, FRCIEISERR Y NT—7 T R CERERE WA 5720
IZ, Simple Network Management Protocol (SNMP) 73 A<fEH S TWET, BHEICHEH SN
TUW%CLL & SNMP T2, ZHUTIFIN < O DfilfFED B Y £97, CLUFIER BT
HY ., THRADR=ZOMREEF L, FIRT DITIIAF O ADKLETY, SNMP L, FEE
7 —2 LEAT —Z 2K L EE A,

INEMIT A%, FEETREFEEZITOOTIIARL, Ful I 0Z2EHLEY ., £/
FEVEHIASICHEIL L TRy b U — 7 T3 ZOF%EZ LIk LE 7, CiscolOSXE TEIET 21 »
NT—2 TNRARL, T—F FETNAVEFERAT LRy T =7 EOBEOT A ADFREDH

kAR — L TWET, 77— F7 /ML, ERTERSINTAZHEN L SFECHRIE SN,
Xy hT =T DOFREEAT —H AEREEHZTE E7,
Cisco I0S XE 1. Yet Another Next Generation (YANG) ¥ —#% 5 U LV /E#EEYR—FL T
WEJT, YANG ZX v hT—Z7f% €7 o k=)L (NETCONF) T+ 2 &, HEfbanh/i=~
07 I IV ARy MU= HEORFE LW Y 22— 3 UV EB L E4, NETCONF
(RFC6241) 1X. 7 I9A T v v TV Ir—a VInT AL ADEOREREER L TT A A
WCRELEFEEZMZ AT DIEHT A XMLX—20O 71 k2L CF, YANGIZEIZ, NETCONF
BIECHRHESNDIBREEAT— N T—FE2ET /LT D720 I NET,

Cisco I0S XE Amsterdam 17.1.x FO 5 S<YEY T4 av 74 F¥aL—vav A4 K |}



EFLEHETOSS5TEY T4 |
Il netconF

Cisco IOS XE TliL, ET /I RX—ADA U H—T = A AL, BEFOT /34 A CLI, Syslog, ¥} X
O'SNMP A ¥ —7 = A ALFHAEEH L ET, RBEIIGLUT, IO ¥ —7 = A R,
Xy NT—=7 TN ANG ) —ARNT o RIZARSIVE T, YANG IE, RFC 6020 (233 T
K7v harzer kT 5O I ET,

N\

GE)  BEIRFITHD D 2T W HTET Cisco YANG EF VST 7B 24 5121%, GitHub VAT MU 24
L. vendor/cisco 7T 4 L7 MUICBEIL £, ZZ TiE, IOSXE, I0S-XR. L UNX-0S
I NI F—LDEESERT IV —RADOETFTLEHHTE T,

NETCONF

NETCONF (X, X hU—27 T4 ZDFREEA VA b—/b, BIE, BT 520D A =X
LT,

ar74FXal—vary—%Lt7n ka) A vyE—IZ Extensible Markup Language (XML)
N—=2ADT =2 b2 L £,

NETCONF (Zv > 7NV E—h 7ri—Y % 23—/ (RPC) X—ADAH=ALZFEHLT
I7IA T REY—HOBEEEELET, 774 T MIxy hT—7 32—V ¥ D—
ELTHEITENTWERZ UL RRT XU r— a0 TF, i, =3y hU—27 F
AR (AL v FERIFV—F) T, = NE, Ry bT—7 T, ZABEKD F T AKR— |
gL LTEFx=27 o=/ (SSH) #fHLET, SSHAR— FEF80ET 7+ /L hDOAR— k&
LTHEHALET, A— bEBIL, REWRESRA T 3 TT,

NETCONF /%, #EEORHBIOET VDX v ra— Ry AR — L TnET, AR — bxtg
DET VL, ietf-netconf-monitoring &7 /LA L TRIHINET, FET KT H80EH
fiZ, BREDINEITRENTWET, T—X TFT/LIE, get-schemaRPC ZfFfH LT, T34 A
MWoFTarOFyra—RELTAFRTEET, TUOHLDOYANGET LV EFHL T, 7—
2T NEBRLIZD 7 AR — K L7z T& £9, NETCONF OFEAMIZ DOV TiX, RFC6241
LTS EEN,

Cisco IOS XE Fuji 16.8.1 £V HRIDO U YV —A T, #EHT—% v 13—V % (K—=V o 7IHS
<) MPEBNZAHNIZ /2> TuvE L7z, CiscoIOS XE Fuji 16.8.1 LDV U —ATiX, EHT —
21X, NETCONFZFEITLTWDH 7T v N7+ —ATEMEL GXET — & OfLHA & FIER) |
T 74NV ETHMN o TWET, BEHT—FO7 =) E1FA N —I U 7Tk 5 3
R—=F 2 FDOFEHNZ OV TIE, GitHub VAR Y b U TR HAID *-oper ZBM L T IZEW,

NETCONF RESTCONF IPv6 O H-7R— +

F—H ETTNV A H—Tx=AA (DMI) 1ZIPv6 71 b 2L %Z R — L TET,
DMIIZ L B IPv6 DYV R— KX, 77947 T 7V —2a R, IPv6 7 RVAZMEHT S
P —ERELBETLIHEICKICLEE T, MTA % —7 = A A%, IPv4 & IPv6 Dl )7
IZOWTCT aTIVAK v 7 B R—FLET,
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| EFLBBHRITOTIS<EY T4
NETCONF 7 E—/3L £y avaayy [

DMIiL, *y NU—JVERZOEBEEZRHZTH—#HDHP—E A TT, NETCONFX°RESTCONF
REOT IV r—varvBEra balit, Xy b2 L TCINEODMLIZT 7 EBAL
BETO

IPV6 7 RUARRE SN TWARWEETYH, MG T 7Y r—2a iZIPv6e Yoy b a U v
AV UERITETN, oDV 7y MIBERGEIZR D £97,

NETCONF / O—/N)L £y 3>nawvyy

NETCONF 711 b /UL, T A AREEBHE L, T3 ADREFREBEGET 5700 —H#
OEMEZIRME L ¥4, NETCONF |/ n— Lo v 7 &P R— b LTHY, NETCONF Tl
Bl oty a kil TARENEAISNLTWET,

BEORKRE v > a v ORERICO> T—EBMZEER L, REOBRAZTOIZ, By a
YDA —F—|INETCONF £ v a > %nr > 7 CT&%79, NETCONF lock RPC |, =27 ¢

X2l —vgr RNR—HP—=LFETar7 4 ¥al—arF—F_X—R%kuay 7 LET, D
DO X TONETCONFt v ¥ a > (1 y 27 ZFfA LTV (3, fERIEZFEITTEEE
Ao 7272 L, BEATDEIETSEITCEET, INoon v 7 I3GFREFERNENZ EE2EXRLT
BO. A—F—I%. o> NETCONF 27 7 A 7 k. NETCONE LIS 2 5 A 7>+ (SNMP,

CLLAZ U7’ l) | BEOAMOZ—F LV 28 FTICEEEMZADZ ENTEE

R

TIT 47 yvarilkoTREIN WA n—0b v 7k, BEffTohizty v
VIS kill SN L FITEICRVET, vy ZIlioT, ryJERFELTCWAEY VA v
2, REICK L CHM e B EIALT 7B AEIT25 L5120 Ed, ZFa— ey 7k
DREDEENEE SNTZHAIF. =7 — Ay E—VI2L > T, NETCONF 72—/ 3L & v
I MR CHREDELENIER SN2 ENRENET,

<lock> {EIZMA T A —F <target> ZZ Y £9, Zhig, my s LEd>ed5av 74
X2l — a3 FT—XARNTOLEITYT, v BT 7T 4 THREA. <edit-config> F:{F &
<copy-config> #{EIZFF Al SN EH A,

NETCONF @7 v —/ 3L v v 7 OfRFHIZ clear configuration lock =~ > RAMEE SN -85HE
X, REDOTERFEMN AV a— S, EBEDsyslog A v E—UNERESNET, 2=
< R, =Y —ar 74 Xal—aruv DL 7V T LET,

KIZ, <lock> #E% K79 RPC OHF| &R L 7,

<rpc message-id="101"
xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
</rpc>
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NETCONFKill v < 3>

tyva OGN, £ TAT U MIES T r— v vy 7 OFBANE T L X
show netconf-yang sessions =2~ > RZ i L T NETCONF £ > ¥ 2 V&2 E=4 T& £, i
7z. clear netconf-yang session =~ > RZMEH L TINE L2 RoTlckya vz 07795
Z L TEFE9, clear netconf-yangsesson =< > RiZ, NETCONFr v 7 L a7 ¥ oL —
varwyJomGEs VT LET,

<kill-session> 3R (L, NETCONF & v v 3 > Z5#ifiliic# T LE 9, NETCONF => 7 17 «
I, =72 'y a O <kill-session> BREZZETDH &, TREANOT X TOEELIE
L, Byva ZBEEMTFONTWATRTory 7 &) Y —REfKRL T, BE#EMT LN
e TR CHLET,

<kill-session> ZR (21X, B T9TANETCONFE v gDty a IDBKETT, By
YIDOENRBIEDE v a VID LR UHEIE, BE2 R"d =7 =R EvE$, NETCONF
tyiard TP s g UNERETTICNETCONF v g s T LA, 75—
B ETIVA LT TANTIFXIZEoTu— NNy 7 RNERIN, *vy NU—FER|Cn—
ANy 7 REAINT, §3TO YANG ET AVORMN MY H—EhET,

Ty varokill BARKRL, Ze— U vy 2 B ERFESNTWDLISEIE, 20 Y — L ERT
vty Z il L C clear configurationlock =~ > KZ AN LE9T, ZORET, T—% 7/ %&
FIELTHEBT2 2 ENRTEET,

NETCONF-YANG SSH H-—/ M4 R—

NETCONF-YANG [F/8A U — R_R—ZDOFBGFEIC R D HiEE LT, 10SEXF 27 =/ (SSH)
URZA M, %37, =—F5 </ RSA) AF—2FHLI-2—VORFEEL T R—FLE
-éAO

NETCONF-YANG T/ B & — %G & HEHl éﬁé’ﬁ\w8$H%~ﬂ%§E¢é%%ﬁ%@i
T SSH ¥ — Nkt L T —H % FRFET 5 I21%, ip ssh pubkey-chain 3 L Qtuser =2+ > R&ffi
AL TREEINT-RSA F— ®w?ﬂﬁ%ﬁﬁbiﬁ

NACMIZ, I N—T RXR=2ADT 7B A A I = AL TT, =PRI ND &, HEIN
ToHERR L~ UZH ST, NACMAEIR 7 L — 7 IC BEICELE SV E T, 22— & oo —F
ERIN—TICFHTRET S22 TEET, 774/ MORHEL~LIX 1 TF, PRIVOO
— PRIVI5 @ 16 DFFHEL A3 0 £77,

Z2—PRARF—E N L CRIET 256, *HeT DGE, &Fr. 777 47 (AAA) i
ENTRNE, Zoa—PFIHESINET, 2—FRART—%20 L CGRIET 584G . NETCONF
D AAA REN R —INVLND AAA Y —AZFHLTWDH L, Zoa—FHiEGshET,
7 — )L E LN TACACS + AAA BIAFNHR— F ENE T,

r—2 L _X— 2D RESTCONF #&i T A= b éhfl/‘i'@:/\/o SSH :Lv—"fﬁ%%%iﬁ‘fﬁ*— }\
INTWEREA,
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FEEaO I X2 L— 30D HR—

iy 74 X2 b—va VBBREREAT A L, VoV al y M ET v a v EHEALT
RFC 6241 #EHET 22 LIck » T, FEM¥ELZ Y R— b T £,

AT —F A TR, TAAADFATAL T 4 Fab—arOat =27 5 —RR(E
EFHIRE 2D ET, FATar T4 ¥ al—TarE T M R ZaIy MDA, FETar
TA4X2Lb—va VEERLTERT L2 LR TEET, EHMilGEIZ. NETCONF Hne
urn:ietf:params:netconf:capability:candidate:1.0 {2 X Y /R &4 E 9, 2 O NETCONF H¥REIX, T
AAPERHT —HZ AR T 2R — b L TWNWDH I EERLET,

AP ZOHET—F AT EZHEA LT, T ZADFEfTa T 4 Fab—a NI EE
526:&&<\?N4X®:V74¥Jwaay%¢&\ﬁm\M%\Wﬁf%ifo:
Sy MBETIE, TAAADI T 4 X2 b—a UIMERNPLEITOa 7 4 Falb—T g
Ny v aInNET, BT —F A NT BRI TWDHE FITOT—F A MTITIE
NETCONFt v a v Z N L TEZIADI ENTET, §_THOary 74X ab— g 3
MA@ TohaIy hENET, 2F V., BT ORE L EHZE TX 5 NETCONF e
. o 7 4 X2 b — g U TIEACRY FE AL

\}

GE) T —Z A NTIEH-ET X AT THLHZ LITEEL T E &V, HEDNETCONF & »
/a/ﬂmﬁéﬂﬁ’ﬁﬁﬁéT EMENRDH D T, LEEN-T, NEEEETLHRICT —H A
F7Zry 27 LT, 23y MBABELRVWEIICL, Iy 7 X2l —Ta v OFR
MDRDNDATREMEAS < Z ENEREIT/RD £,

{47 > NETCONF #4F
BT — 5 % N7 CIEROBEE AT TE T,

\}

B  ZOHEOEHRIZIRFC6241 D83 4HABEIZ L TWET, #FMl & IEMEZ2 RPCIZOWTIL, RFC
PR LTLLEZN,

m R

<lock>RPCi%, #—%7 v DT —H A T2y 7 3THEOIEALET, Zucky, tho
a—HEFuy s ENTETF—FARNT O T 4 Fal—a A ERETERLRVEST, vy
JEMECIIEM T — 2 L FITT— XDl Eu v 7 T ET,

\)

GE) T —ZART7Or Y 7%, CiscolOSDa Ly 7 4 Xal—aroay 7RFETa 74
ol —varory 7| I8B 52 EHA, WHEEETT,
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aXy b

<commit>RPC I, iz 7 4 F 2l — a2 T, ADFEfTary7 4 F¥al— 3|2
abr—LFET, a3y b #ET Bz 74Xl —2a 2B HLTary 74X
L= a7 N\A AT oo LIERICFETTHLENLY £,

FATETNIERMOT — X A R T OWTHPRBIONETCONF £ >~ v a viZk>Tr vy 7 ST
WA YA, <commit> RPC |X RPC =7 —J5& TR L 77, <error-tag> |E <in-use> & 720 |
<error-info> 1213 v 7 R L CWANETCONF By v a vty a vV ID BRENET,
conftlock E— RIZBITLC/u—buy 7 &FEHL, 57 2074 Fa2b—val®
Ny /352 L TEETN, 2y MEEXRPC =7 — & THRALL ., error-tag DfE I
<in-use>, vz DX 0] 12720 £9,

aAVvI74FXaL—YaviRE
iz 7 4 FXFalb—vaid, ar74Xalb—var2BHT 57200 edit-config (=22

T4FXalb—ya ) BEos—4Fy e LTHERTEET, TS 2DFEFTa L T 4
X2l —Tag R EEZD L, Bz 74 X2l —va  BEETEET,

BRE

fEtfia s 74 X2 b— a3 DM bNEERZ2HIERT 51205, discard (BE3E) BEAFEITL
TEfay 74 X2 lb—va a2 F fTar7 s Falb—va  WRELET,

7L 21E. NETCONFtE > ¥ a Y ALK > TERHT — X A N T ORNBFERER SN TNDLEHE,
tyvaryBRMEMT XA NT ey LEHETDHEm v 73R L £9, NETCONF
v a B CIdEMA T v 7T AR, O NETCONF © v 2 a U BERMT —F% A BT
DRIRD L T 4 F a2 b— g VOERZHIERT 572012 <discard> BrE% FIT T 2 MBS
HoET,

a2 Rk

oy 7 editconfig (27 4 Fal—alfffE) . a3y hRETEMa 7 X2 L—
varvEBELER, vy Z#EERRPCTH —4 v b & L Ccandidate 6§ ET 5 Z L2k - T,
T—HARNT By JERTEET, ZNT, oty v a r TOTXTOREIERMT —F
ANTEFEHTELLIICRDET,

AT — 2 A N T T DRMRDOET CREENEA LSS, a7 4F a2l —va o
EENREEC /20 DTy a o TRBENEL AR S Y £3, REE RS 5720,
RFFROEF L, INETCONFt > v a v OfEE | THEMICe v 7 BRIzt &, £
ey 7 R E R L CURRIIC o v 7 MR SN2 & SITEESNDILENDH Y £7,

AVI4F2AL—Ya VBB, AVIa4Fal—YarvaE—, AT FalL—> a3 UL
7T — % A R 713, get-config (227 4 F =L — 3 VHfE) | copy-config (27 4 F =
L—yvay abt—) | F£izidvalidate (227 4 Fab—a URGEE) OEORETH, V—
AERFF =Ty FeELTHEHTEET, 7T — XA NTOEREZT A A 22y T
12, a7 4F a2 b— a3 VOMGEDARZIT O BE 1L, <validate> RPC D4 I|Z discard DEE%
I ZETHERTEET,
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| EFLEBBRITOsSTEY T+
ERFEAERI T ¥aL—vavoazy k

BHET—2ANTOER

KOKNL., T —Z A NTENLTCT AL R AL T X2 b — 3 B EFET A5 1L
INDHRAN TTF77 T 4 AERLTWET,

4:BERET—EARAFTOEEFIE

, = "_51

Commit to Running

267511

1. FE75—FANTEry 7 LET,
2. T — 2 AT ER Y LET,

3. edit-configRPC & % —7 > bl AHERA LT, Bz 74 Fal—va vV EERLE
T

4, FERiay 74 X2l —vavE, EfTar 74 X¥al—raricaly bLET,
5. T —H AT LFTT—H AT Er Y VR LET,

EREAMEHOV I« X2 L—a3 2Oz Y k

iz 7 4 ¥ 2 b—3 3 Ui, confirmed-commit BEFEZA VAR — F LT, ZDOFEETIL,
confirmed-commit #EEIZ R 9% RFC 6241 THEINTWH ERBY, BiTshbd &, FT=av
T4 F¥alb—va ryMEfiar 7 4 ¥ 2 b—3a COBIEONEICHE S, confirmed-commit
A~ —DBHSNET, commit3Z A LT 7 MARNIZRET SNRWIGA L confirmed-commit
BEIn— ANy 7 SNET, T4 ROLA LT Y ML 600 B (105) T,

a7 X¥ab—arzaly N 2A5E, 23y NEKENICT 2720 ORI 7 i
RAEFRCTEET, HEREAI Yy MR, a7 Fab—va VOEERE L HEE
L., T A~OEBT 72 A&\ 2 L 2HERT IO HLE T, BRICE-TT 2
TARGT N0, TOMO=T—NRELZVT2E, o—A Xy 7 OMBBENEE-%.
PRIOa 7 4 Fal—rar~OHBR— ANy 7L TT 7 8AREILINET, 5E
L7ZRERIIC 2 2 v BB SN WS, TS REIT 740 M T, PEiical v hahvkz
A7 4 Falb—TaYEHBMICEGLTaIy b (=) LET,

\}

(GX)  RESTCONF |I#BEH» I v FaVAR—FLTWEEA,

NETCONFt v 3> T, Effiar 74 F¥al—TarvzaIy L, a3y MRKENIC
22 L RHRRNCHER T A0, 7294 T N T 7Y r—3 3 322D <confirmed/> % 7
% <commit> 33 L N <rpe> & VT EENIZHH A E T,
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B #zrampas ¥ar—vavoaszyt

<rpc>
<commit>
<confirmed/>
</commit>
</rpc>

W, T74NVEDa—N RNy ZA<—%ET4 25 RPC DHZRLET,

<rpc>
<commit>
<confirmed/>
<confirm-timeout>nnn</confirm-timeout> !nnn is the rollback-delay in seconds.
</commit>
</rpc>

WD FILRPCIE. NETCONF - — "M@kl 7 4 ol —a o —ica s v B &
NI 2R THI LA RLTVET,

<rpc-reply xmlns="URN" xmlns:nc="URL">
<ok/>
</rpc-reply>

NETCONF #— _3Mffizt 7 4 X2 b—3 g %233 v hTERWVEA, <mpe-reply> HHE T
K OBH AT 2 <wpe-error> WREZFHAET, b —MRRERIT, B2 7 1 F =
L—=yarDb=r7 4y 7 I T7 =TT,

0—/LNy 7 EBIEOR— LNy 7 A A <w—L 0 bEORRIGESE A0, 7747 b
T = a0k, BIRASYIN A RIC <commit> # ZEHRENIZH D <confirmed/> ¥ 7 & FJE
EELET, A7 3 T, <confirm-timeout> BEFR A2 EZHH T LT, IROB—IL NNy T EED
TORMEZIRELET, 7747 8T 7V r—3a Ui, <confirmed/> ¥ 7 % V) il U E(E
THZETr— ANy 7 ZEHRICELED Z ENTEET,

AT 44X ab—rvarEkEMNICaIy FTAICE, ANy ZHIRPEE SR, 77
AT T TV r—va s <epe> ¥ 7 ERZRTHENT <commit/> ¥ 72 EEFLEST, =—b
Ny Ryl En, By 74 Xab—arNEEZbicaly banET, FEia
V74 Xalb—varpR, —HIcaly FEnar7 4 Xab—rar EREUEA, R
Mizaly hEnizar 74 Xab—varBhEaly hanEd,

MOT 7Y r— 3 h <kill-session/> ¥ ZEHR A LT, fEREA=2 I v FOMREFTOM
D7 TV r—varDbtyia a2k 713556 (Zo7 7 ) r—va U iEEEza Iy
FLELEN, FEHERELTWERA) . 20Oy a2 MHL TV NETCONF #—3
X, HEGRE A2y MR REITINDHIOREBIZa Ly 7 Fab—va v E2ETLET,
fEffiT— % A S 7%, nonetconf-yang feature candidate-datastore =~ > K&fEifH4 25 2 & C
N0 £9, BT —F 2 N T BRAROGEEIEMT — % A N T OEREA2 I v NB3H
2 DT, AT — 2 A BT BNENOGAIIMEGRE A2 I v NRENT 0 9, EfTH
DFRCOEya BT L, confd 7177 ANFESHSINET,
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&t R— FDERTE
T — 2 A b 7 REREIL. netconf-yangfeaturecandidate-datastore ==~ > K& ffi [l L THIC
THZLENTEET, T—XANTOWKREDR 54T 6 EH | FRIEZ0HIIED D
L. BEEACTT 572912 NETCONF %7213 RESTCONF OFE# ™ Thbs Z & a—5
IR G X o — U NERINET,
NETCONF-YANG ¥ 72 1% RESTCONF confd 7' &2 & 2 DBIERI A £ 721X TDF — X A T
DFERN AL T 4 X2l —2 g V THESNHTWAESIE, RO LI BREERFRENET,

Device (config) # netconf-yang feature candidate-datastore

netconf-yang initialization in progress - datastore transition not allowed, please try
again after 30 seconds

NETCONF-YANG F 721X RESTCONF confd 7 & = 2 DBRAETL \5M £ 721X FE T OEIRN B Thh
T2 alE, Mo X o IZEH S ET,
» netconf-yang feature candidate-datastore =~ > RN E I TWAEEIL, 2~ RiZ
Ko THEMT —Z A N THBAEDC/RY  ROBERH T SVET,

“netconf-yang and/or restconf is transitioning from running to candidate netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

« netconf-yang feature candidate-datastore =~ > RIS N7 BE1E, 2~ Fick-T
AT — 2 A DT BB/ | FATT —Z A RT A2 | kOBEERH SN E
ﬁ‘o

netconf-yang and/or restconf is transitioning from candidate to running netconf-yang
and/or restconf will now be restarted,
and any sessions in progress will be terminated”.

* NETCONF-YANG ¥ 72/Z RESTCONF 23 iLE 425 &, #ITHOE v a idkbitET,

NETCONF 70 O J)LDERTEAE

NETCONF-YANG I, XA ADTF7 A4~V NTAMKRA L MEFEHLET, N7 A MKRA
¥ FDMFLE L 72054512 NETCONF-YANG 3% E E41d &, HOESA M7 A MRA v FME
I ET, FEIZOWTCIX,  [Public Key Infrastructure Configuration Guide, Cisco I0S XE
Gibraltar 16.10.x] Z& L T ZE W,

NETCONF Z{EFHT 5= DIER 7 U £ X DIEH
NETCONF API D % BRta3 21213, #ERL~V 15 2RO —FTHHINLERH Y £,

FIEDHE

1. enable
2. configureterminal
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B nercon ERT 20 0ERT & £ R DR

F IR D FH

FIE

aaa new-model

aaa authentication login default local
aaa authorization exec default local
end

NO O A W

EFLEHETOSS5TEY T4 |

username name privilege level password password

ARV RFERETIVa Y

E:)

AT w7 1]|enable F#HE EXEC E— REZAMC L ET,
fl NAT—=RE AN LET ERENTESGE)
Device# enable
R 2 |configureterminal Ta— ) ar7 4 Xal—3 gy T— NG
fil LET
Device# configure terminal
R Fw 73 |username name privilege level password password| —.—44 % _N— 2 b UEREES AT A AR LE
- o KOF—T— RERELET.
Device (config) # username example-name privilege . privilegelel‘/el ca—HOMERL L EHRELE
15 password example password To NETCONF 7°II1 ]\ 2/1/@%/5\‘:}:\ 15 K'@“é
VERH Y £,
« password password : CLI £ = —{Z7 7 B X9 %
T2DDINAY — RERELET,
A7y 7 4 | aaanew-model (EE) #Fel, B8GE. TH U T 17 (AAA) %
Bl i LET,
Device (config) # aaa new-model aaanew-mode =~ REZRETHHE1E. AAA R
AL L OFF R S LT
X 75 |aaa authentication login default local g—Hh ) a—WLTF —F_R— 25T A A

1 -

Device (config) # aaa authentication login default
local

AREZ R E LETS

GE)
NETCONF 7't b 2L CiL, T 74/ hD AAA &
a7 A v ROBDYHR—FENET,

« UE— b AAA = DEEIT,
Y NIEES R ET

local 2 AAA
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NeTconr-vanG oz [

ARV RFERFTIVaY =)

default ¥ —v—Ri{iZ&L D, v—hla—HFF—
B AR ZFBEFENT R TOR— MIEH S E

j—O
R 76 |aaa authorization exec default local I—HDO AAAFAZHREL, a—h LT —H ~N—
Bl - 2R LT, £DOa—PIZEXEC v = VD FET%
AT LET,

Device (config)# aaa authorization exec default

local GI)
NETCONF 7’12 b 2L ClX, T 74/ h® AAAGR
REFRDOHNY R — K EInET,

« UE— N AAA — DA IE. local & AAA
PN CEEHZFET,

edefault ¥—V— Rk, ge—hra—¥Fr—
HANR— AFBFENT RN TCOR— MIEH I FE

TO
AFw 71 |end sa—)Lary7 4 ¥al—ay T— RKEKT
Bl - L. i EXEC E— FIZERE D £,

Device (config) # end

NETCONF-YANG D% 7E

L A2 —NETCONF 7' &2 h 2 /LT /34 A THIMMZ 2> TV BHA . RFC %L NETCONF
7'v ko) 3RE L £ A, nonetconflegacy =~ R&ff L CL 47— NETCONF 7' 12 |k
IV EBIHZ LTS TEE N,

FIEDHE
1. enable
2. configureterminal
3. netconf-yang
4. netconf-yang feature candidate-datastore
5. exit
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B nerconF AT 3 omE

F IR D

FIE

EFLEBBEIOIS5TEY T4 |

ARV RFERFTIaY

=)

Z 7y 71 |enable
1 -

Device> enable

it EXEC E— RE A LET,
e NRATU—KRKEANLET (ERENZHED)

R w 72 | configureterminal

1 -

Device# configure terminal

Ja—r )L arz 4 Xalb—gy T— RaBith
L/i—g—o

R 7 3 | netconf-yang
fil

Device (config)# netconf-yang

* v b —2 534 A TNETCONF A > % —7 = A
A BT LET,

GE)

CLUZ L BHRMHDOA F—T MbD%, v RT—2
TNRAAEETT IV _R—=ADA L H—T = A% il
CTEHTEDLLIICRVET, ET /L X—ZD
A B —T 2 AA A TABADFERRT 7T 4 _—
Ta sAliE, RN DLZERHD £,

R T w 7 4 | netconf-yang feature candidate-datastore

1 -

Device (config) # netconf-yang feature
candidate-datastore

BT — 2 A NT /ML ET,

R T v 75 |exit
1 -

Device (config)# exit

Jua—r)b a7 4 Fal—ary T— REeKT
L‘ij‘o

NETCONF 4+ 7> 3 > DHFE

SNMP D% 7E

NETCONF Z# A LT, AR—FINTWWD MIB 2>bAR I N7 YANG £5 V&2 L T

SNMPMIB 5 — X277 ALY,

I0S THR—FENTWS SNMP b T v 7FEHFEhIT L

T, PR—FENTWS T v 75 NETCONF WA 2254 5 121%, 10S TSNMP H— %

Az L £,
WROBNEZERIT-TLIEE U,
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FIRDEE

1. 10S T SNMP HREZ AT L E T,

2. NETCONF-YANG 23E2#) L 721, ¥ ® RPC <edit-config> A v & —"% NETCONF-YANG
A= NMIEFLT, SNMP b7 v 7OV R — NEFDLET,

3. R®ORPC A vt—% NETCONF-YANG "R"— MIEEFL T, Efrar 74 F¥alb—3
VEAS—RT v a7 4 X al—va AR EFELET,

F IR D
FIE

AFv 71 10S T SNMP #rex2Hohz L £,
B -

configure terminal

logging history debugging
logging snmp-trap emergencies
logging snmp-trap alerts
logging snmp-trap critical
logging snmp-trap errors
logging snmp-trap warnings
logging snmp-trap notifications
logging snmp-trap informational
logging snmp-trap debugging

!

snmp-server community public RW

snmp-server trap link ietf

snmp-server enable traps snmp authentication linkdown linkup
snmp-server enable traps syslog

snmp-server manager

exit

AT 72 NETCONF-YANG 23 E#E) L72#. R RPC <edit-config> A v & —3"% NETCONF-YANG 7" — MZEE L
T, SNMP 7 v 7 OHHR—bEHABHILET,

1 -

<?xml version="1.0" encoding="utf-8"7?>
<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<edit-config>
<target>
<running/>
</target>
<config>
<netconf-yang xmlns="http://cisco.com/yang/cisco-self-mgmt">
<cisco-ia xmlns="http://cisco.com/yang/cisco-ia">
<snmp-trap-control>
<trap-list>
<trap-0id>1.3.6.1.4.1.9.9.41.2.0.1</trap-oid>
</trap-list>
<trap-list>
<trap-0id>1.3.6.1.6.3.1.1.5.3</trap-oid>
</trap-list>
<trap-list>
<trap-o0id>1.3.6.1.6.3.1.1.5.4</trap-oid>
</trap-list>
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</snmp-trap-control>
</cisco-ia>
</netconf-yang>
</config>
</edit-config>
</rpc>

ATw T3 WDORPC * v —% NETCONF-YANG R — b2 3%/
T a7 4 FX¥al—a R FELET,

51

<?xml version="1.0" encoding="utf-8"?>

EFLEBBEIOIS5TEY T4 |

SLTC, Ffrary 74 X2l —arEAX—RNT v

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
<cisco-ia:save-config xmlns:cisco-ia="http://cisco.com/yang/cisco-ia"/>

</rpc>

RSAR—RDA—HEEFEITT H=6D SSH H—/\DEKE

NETCONFE-YANG 728 = — % %38

LET,

FIEDHE

enable
configureterminal
ip ssh pubkey-chain
user name username
key-string

end

o0kl wnN=

F IR D FH

FIE

T 57200 SSH ABF— 2% ET HI12i1E. ROIEEEFT

ARV RFERETOVa Y

E:)

AT w71 |enable
1 -

Device> enable

ke EXEC E— N2 BT L ET,
e RATU—KRKEANLET (ERENEHE)

R 72 | configureterminal

1

Device# configure terminal

Ta—N)L ar 74X al—3ay B— Nelh
Li‘j_o

Z 5 73 |ip ssh pubkey-chain
1

Device (config) # ip ssh pubkey-chain

SSH #— 3 L2 —H 345 L O — S3AEH I
SSH-RSA F—Z@iEL, APIF—ar7 4 FaL—
var - FREMBLET,
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NETCONF 700 b0 > 7« ¥aL—vavomR i}

aAvYRFERET7IOIY BRI

o P NIZRIEEN TV D RSALNHF—N, 75
ATV MRFESNTWAAR S — & F—
DT ZFH LTSNS &, 2 —PFRGET

RIHTT
AT v 74 |username username SSH =t — ¥4, 23 L, AMF— 2—¥ 27 4
1 - Xl —rgry ET— 2B LEST,
Device (conf-ssh-pubkey) # username userl
AT 75 key-string UE— b E7ORSANHF—ZIHREL, ABF—
i : F—H a7 4 FXal—aryT—FElBLE
R

Device (conf-ssh-pubkey-user) # key-string
GE)

F—=TUSSH I TAT v bbb (FWHz s

.ssh/id_rsa.pub 7 7 A A2 6) AR —{E % ST

xET,
RATFv 76 |end NF—F—F a7 X2l —aryET—R%
Bl - f&T L. FrkE EXEC E— RIZRED £,
Device (conf-ssh-pubkey-data) # end e F 7 )V K ARA MIREDIZIL, nohosthame =

~ FEfEHLET,

NETCONF O Fa)LDa>T74F¥xaLb— 3 DHESR

NETCONF 27 4 X2 bL— a U EMRT A RO a~w > REEHLET,

FIEDHE

1. show netconf-yang datastores

2. show netconf-yang sessions

3. show netconf-yang sessions detail

4. show netconf-yang statistics

5. show platform software yang-management process
FIED ¥
FIE

AT 71 show netconf-yang datastores
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NETCONF-YANG ¥ —#Z A N 7 IZBAT A5 A2FE - LET,
Bl -

Device# show netconf-yang datastores

Device# show netconf-yang datastores

Datastore Name : running

Globally Locked By Session : 42

Globally Locked Time : 2018-01-15T14:25:14-05:00

show netconf-yang sessions
NETCONF-YANG t v 3 VBT A REFRLE T,
1

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore

S: Global-lock on startup datastore

Number of sessions : 10

session-id transport username source-host global-lock

40 netconf-ssh admin 10.85.70.224 None
42 netconf-ssh admin 10.85.70.224 None
44 netconf-ssh admin 10.85.70.224 None
46 netconf-ssh admin 10.85.70.224 None
48 netconf-ssh admin 10.85.70.224 None
50 netconf-ssh admin 10.85.70.224 None
52 netconf-ssh admin 10.85.70.224 None
54 netconf-ssh admin 10.85.70.224 None
56 netconf-ssh admin 10.85.70.224 None
58 netconf-ssh admin 10.85.70.224 None

show netconf-yang sessions detail
NETCONF-YANG t v ¥ a BT HaEMifE# a2 2R L E7,
11

Device# show netconf-yang sessions detail
R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors : 0
out-notifications : 0
global-lock : None

ETFLBHEIOSS5IEY T4 |
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ATv74

ATy TH

show netconf-yang statistics
NETCONF-YANG #aHZ BT o 15 H A FKr~ L ET,
1 -

Device# show netconf-yang statistics

netconf-start-time : 2018-01-15T12:51:14-05:00
in-rpcs : 0

in-bad-rpcs : 0

out-rpc-errors : 0O

out-notifications : 0

in-sessions : 10

dropped-sessions : O

in-bad-hellos : 0

show platform software yang-management process

NETCONF 70 banpa> 72—y 3 oiR |

NETCONF-YANG DOV R— MIMBERY T v =27 Tt ADAT—Z AR FRLET,

i

Device# show platform software yang-management process
confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
vtyserverutild : Running
opdatamgrd : Running
nginx : Running
ndbmand : Running

G

7’1 & A nginx 1%, ip http secure-server £7-(% ip http server 37 /34 A TRE SN TV DHEAIZETS R
94, ZoFavRR [FET] RETA < THNETCONFIZIEFICHEE L £9, 7277 L. RESTCONF IZiZ

nginx 7' B ARNETT,

3 13: show platform software yang-management process 0 7 4 —JL F (D E%ER

JA4—ILF B

confd Ay 4F¥al—vary T—Er

nesd Fy hT—sER s n A F e

syncfd T —F DB ORI

nesshd NETCONF % =7 v =/ (SSH) T —F

dmiauthd T AEBA v H—7 x4 A (DMD RAEF—E
v

vtyserverutild VIY =~ 2—=F 4 VT 4 T—F
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Bl nercons To koomEE

Ja4—ILK B

opdatamgrd AT % v F—Vx FEY
nginx NGINX Web H— 3

ndbmand NETCONF 57— 4 = 2 ~ F—

NETCONF 700 F O /)LDBEREEF

EEEH

BEEIEH I=aTFILEA ML

IOS-XE, I0S-XR., FILUINX-08 7 | BEFEE T/ 0> D 09 W 5T Cisco YANG €T /W T 7
Ty b 73— DEFEIERV Y — |EBRAT DT, GitHub VAT b 245 L, vendor/cisco
AD YANG 7 —% ET /v HTTF o7 NUICEBEBILES, Z 2 TiE, 10S XE,
IOS-XR, BELUNX-OS7' T > N7+ —LDIFIER
V) —Z2ADETNVEFEHTEET,

ZEB KL URFC
Z#/RFC 24 kL

RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]i} 7 —
XTI ERE

RFC 6241 Fy N —rEESe hai (NETCONF)

RFC 6536 Fv NI —7FRET 7 ha)L (NETCONF) 7 7 & AHl#EET
V%

RFC 8040 RESTCONF 7'z k=2 /b
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| EFLBBHRITOTIS<EY T4
NETCONF 700 b T /)L D#EHEEIESR .

SRADTY ZAHI YR—F

A 9

TAaDYR— b WebP A FTlL, Aol - |http://www.cisco.com/support
BY—ZETE NI TN a—T 4 TR EL TV
FHE2C, v=a2 7 ARV —AE2EFI LD ETL8ERA
YIAY VY= AR L TOET,

BHWORGL O X 2 U T ¢ HERCHAMEREZAFT L
»IZ, Cisco Notification Service (Field Notice 7257 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R/ X O&FEH—E X|TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

NETCONF 7’00 + O )L D#ERETEHR

ROFIZ, ZOFY2—/)L Tl LIZHREICE T2 Y U —2 e s LET, ZoRT, V7
FY=7 VU =R bLA U THEEOYR— FREASNEEDY T by =T VY =72
FERLTWET, TORREIL. FRTH D RV IRD | ZNEO—EDY 7 ho =7 U ) —
ATHIR—FENET,

TTy N7 =LY R=FBIOV R YT hU =T A A=V OPR— MNIBT HHERE MR
9 %5IZI%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 £ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 A7 2 MIMEH Y £H A,
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B nerconr 7o ko omeetEs

= 14: NETCONF 7’00 + O )L D EETESR

EFLEBBEIOIS5TEY T4 |

HaE

iy

)1)—x

HEEE®

NETCONF 7 u k=21 Cisco IOS XE Denali 16.3.1

NETCONF 7' |k 2 LgElc L » T, 7
a7 T BT K DA FEOZEEI R I HEHL
L= HET, REOTLRR Xy hU—
T TNA ANEDIEMT — X DRt AL
DIMEZITID 9,
WDa<y RKNEAINELE :
netconf-yang
ZOMEBEIL. KD T T v N T — AT
FIEXNTWE LT,
« Cisco 4000 U — X H— b 2HEAS
R — %

* Cisco ASR 1000 > —X 7 7'
=g P—ER JL—H

« Cisco Cloud Services Router 1000V >/
J—x

Cisco IOS XE Everest
16.5.1a

ZOEEIX, ROT T v 7+ —AIC
EEINTWE LR,
* Cisco Catalyst 3650 ' U — X A A v
a’_

+ Cisco Catalyst 3850 /' J — & A A v
%

Cisco IOS XE Everest
16.6.2

ZOBREIL. ROT T > F 7 r— Al
FHEINTHELE,
» Cisco Catalyst 9300 > J — X A A v
?
» Cisco Catalyst 9400 >V — X 2 A v
ﬁ;

» Cisco Catalyst 9500 >V — X 2 A v
a:.

Cisco 10S XE Fuji 16.8.1a
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NETCONF 70 b O /L D#EEEIEER .

3
b
R

J1)y—=x HRETHRER

CiscoIOSXEFuji1681a’C“ . T Dk
BRIIROT T v b7 —AZFEESR
u\il,ﬁw

« Cisco 1000 > U — X ¥ — b 2 HHEE
Rl — &

* CiscoASR900 >V — X 7 7' V) /F—
varyP—rvR J—XF

¢ CiscoASR920 > J — X T 7' 4 —
vay —rvR )—XF

« Cisco Catalyst 9500 /A /N7 —~
VAN —X AL vF

* CiscoCBR-8 ) —X )L—#

* Cisco Network Convergence System
4200 > U — X

Cisco 10S XE Fuji 16.9.2 ZOBEEIX. RO T v N7 F— AT
EHEINTWE LT,

« Cisco Catalyst 9200 33 & TF 9200L
=X AA vF

* Cisco Catalyst 9300L SKU

Cisco 10S XE Gibraltar Cisco 10S XE Gibraltar 16.10.1 Tl%., =
16.10.1 DOHERBITIRD T T > b 7 — LTk
INTWE LA,

* Cisco Catalyst9800-40 U 1 ¥ L A =
v hr—7

* Cisco Catalyst 9800-80 U 1 ¥ L A =
Y hr—7

* Cisco Network Convergence System
520 U —X

Cisco 10S XE Gibraltar Cisco I0S XE Gibraltar 16.11.1 Ti%., =

16.11.1 DH%AEIX Cisco Catalyst 9600 3 U — & A
A v FICEEINTWE L,

Cisco IOS XE Gibraltar Z OFEREIL. Cisco I0S XE Gibraltar

16.12.1

16.12.1 T, Cisco Catalyst 9800-L ¥V 1 ¥
L2Aay br—J 23 EsnE L,
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B nerconr 7o ko omeetEs

HEES Jy—= B EETEER
NETCONF ¥ L Ot Cisco I0S XE Fuji 16.8.1a | NETCONF 3 X IOXRESTCONF 7' 12 | =
RESTCONF IPv6 D 7R — LD IPv6 DV HR— b, Z OHEREIL, &
~ DTy N7+ —AEEINTNE
L7,
« Cisco 4000 2 U — X #— bt 2 HEAS
L — &

« Cisco ASR 1000 >V — X 7 7'
F—g v —E R J—H

* CiscoASR900 > U —X 7 7' U &'—
vary Y—ER L—H

« Cisco Catalyst 3650 > U — X XA v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
\a:-

* Cisco Catalyst 9400 > U — X XA v
.a:.

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#

* Cisco Cloud Services Router 1000V
Y —=x

Cisco I0S XE Gibraltar Cisco I0S XE Gibraltar 16.11.1 TiX, =
16.11.1 DIHEIT Cisco Catalyst 9500 /> /X

T A=A =R AL TR
SNTWELT,
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NETCONF 70 b O /L D#EEEIEER .

HaE

iy

IJ IJ—X

HEEER

NETCONF 7 1 — )L
oy /B0ty g
?D kill

Cisco 10S XE Fuji 16.8.1a

NETCONF 7’1 k a/ujx, 7 a— 31
0y I RBIONE LR ozt yia
U kill TAREA AR — N LTV E
T, ZOMRRIL, ROT Ty M7 +—
LNCEREINTNET,
« Cisco 1100 'V — X H—E ZH#H
B p— %

« Cisco 4000 2 U — X H— b 2 HEAS
Bl — A

« Cisco ASR 1000 >V — X 7 7'
F—g v —E R J—H

* CiscoASR900 > U —X 7 7' U &'—
vary HY—ER L—X

« Cisco Catalyst 3650 > U — X A A v
%

» Cisco Catalyst 3850 ' U — X A A v
%

* Cisco Catalyst 9300 > U — X XA v
\a:-

* Cisco Catalyst 9400 > U — X XA v
.a:.

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#

* Cisco Cloud Services Router 1000V
Y —=x
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EFLEHETOSS5TEY T4 |

IJ IJ—X

HEEER

NETCONF : fEffi= > 7 4
Fal—vgrPR—F

Cisco IOS XE Fuji 16.9.1

fEfia 7 4 X2l — gy R— b
eI, oV aly
N A7 a EFEH L CRFC6241 %5
B2 Lk o T, EiERE A VR —
hoxEd,
ORI, ROT Ty R T F— AT
FEEINTWE L,

« Cisco 4000 2 U — X H— b R A

B — %

* Cisco ASR 1000 >V —X 771
=gy P—E R L—H

¢ CiscoASR900 > ) — X 7 7' U ' —
va v Y—ER L—H

» Cisco Catalyst 3650 ' U — X A A v
a;

» Cisco Catalyst 3850 >V — & XA v
a:.

» Cisco Catalyst 9300 >V — & XA v
a:.

* Cisco Catalyst 9400 > U — & A A v
%

» Cisco Catalyst 9500 ' U — X A A v
%

e CiscoCBR-8§ ' U —X jL—#
« Cisco Cloud Services Router 1000V >/

Y —=

RDOa~vy RPEASNELE
netconf-yang feature candidate-datastore
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NETCONF 700 b T /)L D#EHEEIESR .

Haes J1)—=x FERETR IR

NETCONF : {Effi= > 7 1 | Cisco IOS XE Amsterdam |fEffizy 7 4 X2 L—3 3 3,
¥al—vgroazy 1711 confirmed-commit #§REZ VAR — K L F
~ DR 7

ORI, kOT Ty T+ — AT
EIHEINTWE LT,

e Cisco 1000 2 ) — X H— ¥ 24
Bl — A

« Cisco 4000 U — X H— b 2 HEAS
B — %

« Cisco ASR 1000 >V — X 7 7'V
F—g v —E R L—H

* CiscoASR900 > U —X 7 7' U &'—
varyPh—rRAL—H

» Cisco Catalyst 3650 ' U — X A A v

%

» Cisco Catalyst 3850 +' U — X A A v
%

» Cisco Catalyst 9200 ' U — X A A v
.a:.

* Cisco Catalyst 9300 > U — X A A v
.a:_

» Cisco Catalyst 9400 ' U — X A A v
a’_

» Cisco Catalyst 9500 > U — X A A v
j/:

+ CiscocBR-8 =2 /X— K 7 m— K
Ny R p—%

* Cisco Cloud Services Router 1000V
y—=

* Cisco Network Convergence System
520 Y —X

* Cisco Network Convergence System
4200 > U — X
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NETCONF 700 b T /)L D#EHEEIESR .

)1)—2 HEREIE 2R
ORI, kOT Ty R T F— AT
EIEINTWE LT,
« Cisco 1000 > U — X ¥ — b 2 HEE
R — &

3
b
R

« Cisco 4000 > V) — X H— b 2SS
WL — %

¢ CiscoASR900 > ) — X 7 7' U '—
varyP—bER L—H

¢ CiscoASRQ0 > ) —X 7 7' U f—
va v Y—ER L—H

* Cisco ASR 1000 7 7' U ' —< 3 v
H—E R J—H

» Cisco Catalyst 3650 > U — X A A v

a:

« Cisco Catalyst 3850 > U — X XA v
?:.

* Cisco Catalyst 9200 > U — & A A v
%

» Cisco Catalyst 9300 ' U — X A A v
\%.

» Cisco Catalyst 9400 ' U — X A A v
.a:.

* Cisco Catalyst 9500 > U — X A A v
.a:_

» Cisco Catalyst 9600 3 U — X A A v
a’_

* Cisco Catalyst 9800 'V — X T A ¥
LA ayvihe—7

* CiscocBR-8§ 2 /X—Y K 7 m— R
Ny R p—%

* Cisco Cloud Services Router 1000V
=%

* Cisco Network Convergence System
520 Y —X
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L ))—2 HRETHRER
* Cisco Network Convergence System
4200 > U — X
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RESTCONF 7O k)L

Z OFTIX, HTTP ~~— A D Representational State Transfer 27 f ¥ 2 L—L 3> 7’1 hajv
(RESTCONF) Zf%Ed 5 Hik%#B LE 9, RESTCONF L, %ET —#., KT —%, 7—

2 BT VCEAFEDOY) T—F Ty —Y% a—/L (RPC) #1E. BLUYANG T /L CTERES
NWTWNWDARY MNIT 78R TEZOD, BEAERR A =X NIFESL, ul T I JRe
B X —T7 oA A%t LET,

« RESTCONF 7 & k 2 LORHESE (171 2—2)

« RESTCONF 7’12 h 2 L OHFIFEIE (171 ~=—)

« RESTCONF 7' &2 |k 2/ LIZBAT 20 (172 X—)

« RESTCONF 7' ks /LD EFE (179 _—)

« RESTCONF 711 k =t )L DFRER] (184 ~<—2)

« RESTCONF 711 k 2 /L DBIHEE R (187 ~=—3)

« RESTCONF 7’11 k =i /L DFEFENS . (188 ~2—3)

RESTCONF 7’0 + O JLDRIESEE

« RESTCONF 2% L T Cisco IOS-HTTP #— b 2 &ZH LET, FEMHICOWVTIE,
TRESTCONF RPC O] &ML T 7Z&W,

RESTCONF 7’0 kO JLD#I#E1E

RESTCONF 7' & b 2/LiZiE, WROFFIFEIEH SN ET,
cHABIORA NN AU —L4
* YANG /3 v F
« T A VH | BHEARE, IEIERE, B4, T a Rl T a0 RTA—H

« RESTCONF#REILZ. T 2T /VIOSAdREFE 1LY 7 b =T HEHEZFEITL TWVWBET /A
ATIEYAR—FEINTHERA,
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http://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst4500/XE3-9-0E/15-25E/configuration/guide/xe-390-configuration/prgrmblty.html#62415

ETFLBHEIOSS5IEY T4 |
B restconF 7ok oLicET HiEE

RESTCONF 70O kO JLIZBH9 B 15k

RESTCONF MO #1 2

OB va TR, BRERY NU—7 TS RIIT0 7 705 AL TEXIADDL LI
TA5, 7 balBlOET ) VI EEEICOWTEHALET,

« RESTCONF : & ks —4# (XML %£721% JSON) B XL YANG #f#H LT REST 71 7
AP ML LFET, Tk S FEEERRXy N~ TARALRIZT 0T T 252 R
LTT7 7 BAT& %%, RESTCONF API |Z HTTPs * YV v R&fEH L £,

* YANG : ET MERB SO EREIZE R S DT —% 5 U 7 E5E, YANG 1%,
NETCONF 5 J O RESTCONF APL IZ & » TEIT T 2B OAh#M & EAZ R E LE
7,

Cisco IOS XE Fuji 16.8.1 £V HLTDO VU V—ATiE, #EHAT—F v 3=V % (K—VU 72 HS
<) MEBNZHNZ 72> CWE L=, Cisco I0S XE Fuji 16.8.1 LIED U V — ATk, #EHT—
21X, NETCONF#Z/TLTCWAH 7T v 74— ATEHEL GRET — & O A L [RER) |
TNV NTHDNZ > TET, AT XD/ ) EEFA N = v JiIcxtisT 53y
R—F 2 FOFEIZ DWW T, GitHub VAR b U Ta&BHRIO *-oper 5L T 7230,

HTTPs A Vv

ZF— kLA 7a k3T b HTTPS ~— 2@ RESTCONF 7’1 k =/L (RFC 8040) 1%, &
F2T7RHTTP A Y v RZHEH LT, YANGERT — B EHENH8ET —% A b7 (NETCONF
T—HANT wEET L — N BN SH D) T CREATE, READ, UPDATE, LW
DELETE (CRUD) #{FA 2L 7,

W DFTrL. RESTCONF ##/EIZ NETCONF 7' &1 bk = )V A BEAT 1T 5 )71k R L TV ET,

73y YHR—brEIhTWEAYY K

GET LAY

PATCH R

PUT VERL F 7o 1L 2

POST TERCE 72 138E (Y m— R, T 741 1)
DELETE B —2Fy b U —ZADOHIBR

HEAD Ny B — AET—H (BRI L)
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https://github.com/YangModels/yang/tree/master/vendor/cisco/xe/1681

| EFLBBHRITOTIS<EY T4
ResTCONF L— + U v—2 [

RESTCONF JL— K 1)V —X

+ RESTCONF 5734 A%, RESTCONF @& & teY) 7 HHE T 5 /.well-known/host-meta
YV —2(2k b, RESTCONF API D)L — FZHELET,

* RESTCONF 7 /31 A, Z3R URI D/ N ADHFHOFE Sy & LC RESTCONF API L— kU
V—AEFEHLET,

Bl

Example returning /restconf:

The client might send the following:
GET /.well-known/host-meta HTTP/1.1
Host: example.com
Accept: application/xrd+xml

The server might respond as follows:
HTTP/1.1 200 OK
Content-Type: application/xrd+xml
Content-Length: nnn
<XRD xmlns='http://docs.oasis-open.org/ns/xri/xrd-1.0">

<Link rel='restconf' href='/restconf'/>
</XRD>

URI O :

* GigabitEthernet0/0/2 :
https://10.104.50.97 restconf/data/Cisco-IOS-X E-native:native/interface/GigabitEthemet=0%62F0%2F2

* fields=name :
hitps:/10.104.50.97 frestconf/data/Cisco-IOS-XE-native:native/interface/GigabitFthemet=0%a2F0%2F2 fields=name

* depth=1 :
https://10.85.116.59/restconf/data/Cisco-10S-X E-native:native/interface/GigabitEthernet?depth=1

e Name & IP :
https/10.85.116.59restoonf/data/Cisco-IOS-XEnativenative/interface?fields=GigabitFthemet/ip/address/primary;name

*MTU (7 4 —/L F)
https://10.104.50.97 /restconf/data/Cisco-10S-XE-native:native/interface?fields=GigabitEthernet(mtu)

* MTU :
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/GigabitEthernet=3/mtu

R R F v R
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/Port-channel

« [Char] 7°5 [Hex] ~OZH#iF v — K : http://www.columbia.edu/kermit/ascii.html
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RESTCONF API ') ) —X

API U YV — AL, +restconflCfIET 2 FATY YV —RATT, ZHITKDAT 4 T XA T ZPR—
]\ Lib@AO

)

GE)  AF 4 71X, RESTCONF ¥ —/% (XML F 721X JSON) [ZEE SN D YANGEXRPC DX A 7
<7,

« application/yang-data+xml ¥ 7213 application/yang-data+json

« API U YV —Z{Zi%, RESTCONF DATASTORE ¥ J U) OPERATION V Y —Z ® RESTCONF
N—hF VY =ARGENET, RIHZRLET,

The client may then retrieve the top-level API resource, using the
root resource "/restconf".

GET /restconf HTTP/1.1
Host: example.com
Accept: application/yang-data+json

The server might respond as follows:

HTTP/1.1 200 OK

Date: Thu, 26 Jan 2017 20:56:30 GMT
Server: example-server

Content-Type: application/yang-data+json

{
"ietf-restconf:restconf" : {
"data" : {},
"operations" : {},
"yang-library-version" : "2016-06-21"
}
}

ERC OV TIL, RFC3986 # B L T 7Z& W

=113

AYw R

AV Rix, #—# v b U J—RTIITEND HTTPS #1E
(GET/PATCH/POST/DELETE/OPTIONS/PUT) T, YANG J& RPC i%, RESTCONF ¥ — X
WCAFET D2 —5 > F YANG BT /VICBEHETAHED Y Y —AZK LT, FFEDA Y v R%&
FEONH U £ 97, Uniform Resource Identifier (URI) (I¥gE SNV Y —ADua/lr—r 31D &
L CHRET D728, 7 7472 F®RESTCONF 2 Vv RiL, TOREDY V) —AZHEL T,
HTTPS ® A Y > REFIIT 0T 4 THESNTZT 72 a v &aFTTHZ N TEET,

FEAMZ OV T, [RFC 8040 : RESTCONF 7' kL] 2ZML TS EE 0,
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RESTCONF YANG /$ v F 04—+ |||

RESTCONF YANG /Xy F D HHR— k

RESTCONF /%, RFC8072 THRESINTWA YANG Ry F AT 4T XA T HVR—FLTNE
4, YANG /v Fi%, RESTCONF #— 2L - THx—4 v hF—% X M 72 S b
DNEFfTE U A M TF, YANG Ny FHEAEIX, AT 1 7 4% A 7 applicationlyang-patch+xml & 7=
I application/yang-patch+json DWW F &2 L7e KRBT/ Ny F A Y v REREZEEFETH &
\ZX > TRESTCONF 7 74 7> MZ X VIO & E3,

YANG /Ny FII—E DOy FID Tl SN Ed. Ny FIIwREDQIEF T on/izaL g
YTHY, BREIIREID ICL-oTHBENET, ¥—F v b Y —X | ZHEH S b iRERR
B C TR . THIBR (delete) | . THEAL . [~—)  TB#E) | [E#H] | [THIER
(remove) | ) 3H Y £,

RESTCONF YANG /Ny FRH R — K ZINTWDENE I D EERT 5121%, RO RESTCONF

Get ZRZFITL £,

$ curl -k -s -u admin:DMIdmil! --location-trusted
"https://10.1.1.1/restconf/data/ietf-restconf-monitoring:restconf-state/capabilities"
-X GET

<capabilities xmlns="urn:ietf:params:xml:ns:yang:ietf-restconf-monitoring"
xmlns:rcmon="urn:ietf:params:xml:ns:yang:ietf-restconf-monitoring">

<capability>urn:ietf:params:restconf:capability:defaults:1.0?basic-mode=explicit</capability>

<capability>urn:ietf:params:restconf:capability:depth:1.0</capability>
<capability>urn:ietf:params:restconf:capability:fields:1.0</capability>
<capability>urn:ietf:params:restconf:capability:with-defaults:1.0</capability>
<capability>urn:ietf:params:restconf:capability:filter:1.0</capability>
<capability>urn:ietf:params:restconf:capability:replay:1.0</capability>

<capability>urn:ietf:params:restconf:capability:yang-patch:1l.0</capability>

<capability>http://tail-f.com/ns/restconf/collection/1.0</capability>
<capability>http://tail-f.com/ns/restconf/query-api/1l.0</capability>
</capabilities>

D7 arTiE, WL 20 RESTCONF YANG /R FOH 2R LET,

JY—RDEMIS—

TrANERELL Y ELTWD EXIL, RUIORENT TICHFEL, =7 —PHEINnE
T, BAIORENER L2720, 7R OREITFITENEEA, ZOFITIL, XML = 21—
T4 TMERSINTWET,

W OFNL, RESTCONF 7 A4 7 EmbHD U V—RBMERZ R L THOET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-hostname-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>create</operation>
<target>/hostname</target>
<value>
<hostname
xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-native">Cat9K-test</hostname>
</value>
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</edit>
<edit>
<edit-id>edit2</edit-id>
<operation>create</operation>
<target>/interface/Loopback=1</target>
<value>
<interface xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-native">
<Loopback>
<name>1</name>
</Loopback>
</interface>
</value>
</edit>
</yang-patch>

& OFIL, RESTCONF H— 3753 JSON &~ L TWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native" -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create hostname' -H "Content-type: application/yang-patch+xml"
{
"ietf-yang-patch:yang-patch-status": ({
"patch-id": "add-hostname-patch",
"edit-status": {
"edit": [
{
"edit-id": "editl",

"errors": {
"error": [
{
"error-type": "application",
"error-tag": "data-exists",
"error-path": "/Cisco-IOS-XE-native:native/hostname",
"error-message": "object already exists: /ios:native/ios:hostname"

W OFIL, RESTCONF H— 35D XML & Z R L TVWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native" -X PATCH -H "Accept:
application/yang-data+xml" -d
'@yang patch create hostname' -H "Content-type: application/yang-patch+xml"

<yang-patch-status xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-hostname-patch</patch-id>
<edit-status>
<edit>
<edit-id>editl</edit-id>
<errors>
<error>
<error-type>application</error-type>
<error-tag>data-exists</error-tag>
<error-path
xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native">/ios:native/ios:hostname</error-path>
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<error-message>object already exists: /ios:native/ios:hostname</error-message>

</error>
</errors>
</edit>
</edit-status>
</yang-patch-status>device:/nobackup/folderl/confd 6313/bin $

1)y — MBI
WOBHNL, REFREZRLTHET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>add-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>create</operation>
<target>/Loopback=1</target>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-native">
<name>1</name>
</Loopback
</value>
</edit>
</yang-patch>

OB, MEBRPEI L Z L 2R L TOET,
Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface" -X PATCH -H "Accept:
application/yang-data+json"
-d '@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": {
"patch-id": "add-Loopback-patch",
“ok" : [null]

JARZV MY DEA
WIZ, V=T 1 BN—T Ry 7 0 DBIHTEASNSHE2 TR LET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>insert-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>insert</operation>
<target>/Loopback=1</target>
<point>/Loopback=0</point>
<where>after</where>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-native">
<name>1</name>
</Loopback>
</value>
</edit>
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</yang-patch>

KON, VA FOFABRPEID LI Z L 2R L TWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface" -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": {
"patch-id": "insert-Loopback-patch",
“Yok" : [null]

JRAFIV M) DBE
WIZ, V=T RNy 7 1 BN—T Ry 7 0 DRNCBEISNDH %2R LET,

<yang-patch xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-patch">
<patch-id>move-Loopback-patch</patch-id>
<edit>
<edit-id>editl</edit-id>
<operation>move</operation>
<target>/Loopback=1</target>
<point>/Loopback=0</point>
<where>before</where>
<value>
<Loopback xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-native">
<name>1</name>
</Loopback>
</value>
</edit>
</yang-patch>

WOBNL, BEIESRNBwR Lz Z &2 L TWET,

Device:/nobackup/folderl/confd 6313/bin $ curl -k -s -u admin:DMIdmil! --location-trusted

"https://10.1.1.1/restconf/data/Cisco-I0S-XE-native:native/interface” -X PATCH -H "Accept:
application/yang-data+json" -d
'@yang patch create Loopback interface' -H "Content-type: application/yang-patch+xml"
Device:/nobackup/folderl/confd 6313/bin
{
"ietf-yang-patch:yang-patch-status": {
"patch-id": "move-Loopback-patch",
“ok" : [null]
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RESTCONF 70 /LD

RESTCONF 70 kaLogEs% [

BRTE A

AAA % {E A L = NETCONF/RESTCONF o zZEE

1R BRI

NETCONF #2§¢ & RESTCONF #5#ii%. #8GE. #Frl. BILOT U7 4 7 (AAA) %A
LCRAT 2 LENR DY £, ZTORME, HERLUL 15 DT 7 & A TEH S RADIUS %

721X TACACS + = —H|Z,

VAT ANDT T ADRTAINET,

FIEDHE
1. enable
2. configureterminal
3. aaa new-model
4. aaa group server radius server-name
5. server-private ip-address key key-name
6. ip vrf forwarding vrf-name
7 exit
8. aaa authentication login default group group-namelocal
9. aaa authentication login list-name none
10. aaaauthorization exec default group group-namelocal
1. aaasession-id common
12. line console number
13. login authentication authentication-list
14. end
FIED F¥HH
FIE
ARV KRFERETIVaY B
RTFwv 1 |enable FiHE EXEC £ — R&A X —T7 /W LET
Bl e MAT—=REANLET ERINTHE)
Device> enable
Z5w 72 |configureterminal Ja—n)ar7 4 Xal—vary tT— Naeith
1§| : L/i‘@—o
Device# configure terminal
ATwv 73 |aaanew-model AAA ZHIMZLET,

1
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ARV FFEREETIVa Yy

S

Device (config) # aaa new-model

R w 74 |aaagroup server radius server-name RADIUS #— %80 L. H—,\ 71— RADIUS
il - ar74X¥al—var - RERBLET,
Device (config) # aaa group server radius ISE « server-name 5|22 1%, RADIUS H—/N 7 )L —

THERELET,

RFwF5 |server-privateip-address key key-name 7 A ~_X— K RADIUS " — "D IP 7 K L & L5
15'] : '%\'_%gﬁfé’ L/i‘a‘o
Device (config-sg-radius) # server-private
172.25.73.76 key Ciscol23

AFw 76 |ipvrfforwarding vrf-name AAA RADIUS % 7213 TACACS+ H—/3 7 /L—7 D
i - Virtual Route Forwarding (VRF) ZH{EHRZ T L
Device (config-sg-radius)# ip vrf forwarding E
Mgmt-intf

ATy 1 |exit P— JJ—TFRADIUS 22> 7 4 Fa L — 3
Bl - F—REKTL, Fe— a7 4F¥al—3
Device (config-sg-radius) # exit v E }\&:b:'é 9 i—a—"

27w 78 |aaaauthenticationlogin default group group-namelocal | i 7' 1 LBz, FEESNE T N—T4 % T 7 4L ~
il - Dr—7/L AAARBREE L TRRIE L £,
Device (config)# aaa authentication login default]
group ISE local

X w79 |aaaauthentication login list-name none AT A~NDa T A RN AETHL I
. fiE LET
Device (config)# aaa authentication login NOAUTH
none

R Fw 710 |aaaauthorization exec default group group-namelocal | # 7] % 5247 L C. EXEC 3 = /LD FETN—F I
Bl ASNTVBHE S hEHR LET,
Device (config) # aaa authorization exec default
group ISE local

A7 w711 |aaasession-id common EDI—/MIR L TEESh/zt vy a v IDIE
- WAF LT &I LET,
Device (config) # aaa session-id common

A7 712 |lineconsole number RETDFREDEBZHHIL, 71 arT74¥a

1 -

Device (config)# line console 0

L—3 gy B— REBEBELET,
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RESTCONF o> Cisco 108 HTTP 4—E 20 &E#1E [

ARV FFEREETIVa Yy

E:)

ZFw 713 |login authentication authentication-list a7 A kT D AAA BiEE A 2 — 7L L E
il - 7o
Device (config-line)# login authentication NOAUTH

ATFwv 14 |end F#R2y 7 4 Fal—arET—REKRTLET,
i - MV T, M EXEC E— FIZRY £,

Device (config-line)# end

RESTCONF 0 Cisco 10S HTTP —E XD E 1L

RESTCONF A > ¥ —7 = A A& HTHI121F. ROEEEITVET,

FIEDHE

F IR D

FIE

1. enable

2. configureterminal
3. restconf

4. ip http secure-server
5. end

ARV RFERFTIVaY

=)

AT 71 |enable FiHE EXEC E— REBC L E T,
1 - e RATU—FREANLET (ERINEHE)
Device> enable

R 2 |configureterminal JTa— )L a7 4 X2 lb—3ay B— FEELG
15'] : L/iﬁ‘o
Device# configure terminal

AT 73 |restconf X b U —2 F /34 ATRESTCONF A % —7 =
Bl - A ABHNZLET,
Device (config) # restconf

AT 7 4 |ip http secure-server % =27 HTTP (HTTPS) $— %A x—7 LIz L

1 -

Device (config) # ip http secure-server

ifo
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AU RFERET7TIV3 Y B#

AFv 75 end Ja—sL ar 7 4 X¥al—ay B— REKT
Bl - L. FHE EXEC E— REBIA L E 7
Device (config)# end

RESTCONF )% 7 DFREL

AB—=KT T a7 Xal—ralrZlHLTT A, AREET S &, ngink 72 A0
EITHICAR Y £, 2L, DMI P a2 AT £ A,

& @ show platform software yang-management process monitor =~ > RO H /14li%, nginx 7
BEANFETHTHLZ LR L TVET,

Device# show platform software yang-management process monitor

COMMAND PID S VSZ RSS %CPU $MEM ELAPSED
nginx 27026 S 332356 18428 0.0 0.4 01:34
nginx 27032 s 337852 13600 0.0 0.3 01:34

NGINX (%, 7= % Web #—/3& L THERET 5 PNER Web $— /3T, Transport Layer Security
(TLS) “~X—ADHTTPS Z#&fk L 9, HTTPS ZJ L Ti%{5 S 4172 RESTCONF Z:R (%, 4
WINGINX 7B ¥ v Web P —ERIZL o TREIN, SHOICERPHE Yy T4 v 7 F =y
7 D721 confd Web — NZHEE S VE T,

K ? show platform software yang-management process =~ > KO J1flik, A% — 7 v
AT A X2 b= a el LTI AL APEH SN L EDTRTOT R ADAT —H
AR LTOVET,

Device# show platform software yang-management process

confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running
dmiauthd : Not Running
nginx : Running

ndbmand : Not Running
pubd : Not Running

restconf =~ > RBHE SN TV HH A, ngink 7' 0¥ ANHEB S+, DMI 7 1 22 EH)
ShET,

& @ show platform softwar e yang-management process =2~ > KO H /1fillE, nginx 7 m& A &
DMI 7 ut 23 EE L TEITH THLHZ L AR L TWET,

Device# show platform software yang-management process

confd : Running
nesd : Running
syncfd : Running
ncsshd : Not Running ! NETCONF-YANG is not configured, hence ncsshd process
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is in not running.

dmiauthd : Running

vtyserverutild : Running

opdatamgrd : Running

nginx : Running ! nginx process is up due to the HTTP configuration, and it
is restarted when RESTCONF is enabled.

ndbmand : Running

K @ show platform software yang-management process monitor =2~ > KO HHITix, +3TDH
7k AT LFEMIE R AR RSN TVWET,

Device#show platform software yang-management process monitor

COMMAND PID S VSZ RSS $CPU $MEM ELAPSED
confd 28728 S 860396 168496 42.2 4.2 00:12
confd-startup.s 28448 S 19664 4496 0.2 0.1 00:12
dmiauthd 29499 S 275356 23340 0.2 0.5 00:10
ndbmand 29321 S 567232 65564 2.1 1.6 00:11
nesd 29029 S 189952 14224 0.1 0.3 00:11
nginx 29711 S 332288 18420 0.6 0.4 00:09
nginx 29717 S 337636 12216 0.0 0.3 00:09
pubd 28237 S 631848 68624 2.1 1.7 00:13
syncfd 28776 S 189656 16744 0.2 0.4 00:12

AAA & RESTCONF A ¥ —7 = A APFKIE 4L, nginx 7' 7& X LEE 25 DMI 7' 2 & A0
FATHIC IR o 7214, T /31 A1X RESTCONF %K 2 %/5 T& DIRREIC /2 0 £9,

NETCONF/RESTCONF & v ¥ 3 > D AT —H A% KT HIZIE, show netconf-yang sessions
avr RaefHLET,

Device# show netconf-yang sessions

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id transport username source-host global-lock
19 netconf-ssh admin 2001:db8::1 None

NETCONF/RESTCONF & v > = I3 238G 4 &7 2 12I1%. show netconf-yang sessions
detail =~ > KZEHL £,

Device# show netconf-yang sessions detail

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1

session-id : 19

transport : netconf-ssh

username : admin

source-host : 2001:db8::1

login-time : 2018-10-26T12:37:22+00:00
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in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors : 0
out-notifications 0
global-lock : None

RESTCONF 7’00 kO JL D& EHI

{5] : RESTCONF 70 ~ JJ)LDE&XE

RESTCONF 23k (HTTPS Verh)

W, #—7 v b U Y—ATHREIN TS HTTPS Verb % 7~k RESTCONF ZR D % 7% L
£9°, ZDOFITIE logging monitor 1~ RZEFEH L TWET,

root:~# curl -i -k -X "OPTIONS"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:27:57 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Allow: DELETE, GET, HEAD, PATCH, POST, PUT, OPTIONS SSSSS>>5>>>> Allowed methods

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Accept-Patch: application/yang-data+xml, application/yang-data+json

Pragma: no-cache

root:~#

POST ({Emk) ZEXK

POSTH#AETIZ, ¥—F v b TRA RIIFHELRN AL T 4 X2 b—T g UBNERS
nEJ,

\}

GE) 737 4F =2 b— 3 > Tloggingmonitor =~ > K& X202 L 2GR L
TLEE N,

& @ POST H3R DTl logging monitor alerts =~ > KZ&2#H L TW\WE9,

Device:~# curl -i -k -X "POST"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{
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1 : RESTCONF 7’00 b+ I )L DEEFE .

> "severity": "alerts"

> 3

HTTP/1.1 201 Created

Server: nginx

Date: Mon, 23 Apr 2018 14:53:51 GMT

Content-Type: text/html

Content-Length: 0

Location:
https://10.85.116.30/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity
Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:53:51 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495231-97239

Pragma: no-cache

Device:~#

PUT : (ERLZEF=(FEH) EXR -

BESNT-a~ 2y R T A ZTHFE LR WAL, POST BRI L » TIEf &SN E
T, L, FETar 74 F¥ab— g VT TICEET A58, ZoFERIZL >
Ta<vry KRBEEHBZONET,

o PUT ER DI TIE logging monitor warnings =~ > RZ{Ef L T\ £,

Device:~# curl -i -k -X "PUT"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \
> -d $'{
> "severity": "warnings"
> !

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 14:58:36 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:57:46 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495466-326956

Pragma: no-cache

Device:~#

PATCH : (BE#7) EXK

D PATCH %R D Cl% logging monitor informational =~ > K& L TWEd,

Device:~# curl -i -k -X "PATCH"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{

> "native": {

> "logging": {
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"monitor": {
"severity": "informational"

}

vV V VYV VYV

} A}

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:07:56 GMT
Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:07:56 GMT
Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-496076-273016

Pragma: no-cache

Device:~#

GET Zk (GtAHELY)

D GET ZsR D] TiE logging monitor informational =~ > KZf#EH L CW\E9,

Device:~# curl -i -k -X "GET"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:10:59 GMT

Content-Type: application/yang-data+json

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Pragma: no-cache

"Cisco-IOS-XE-native:severity": "informational"
}
Device:~#

DELETEZEXK (2> 714 FaLl— 3 v DHIR)

Device:~# curl -i -k -X "DELETE"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin'

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:26:05 GMT
Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:26:05 GMT
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Cache-Control: private, no-cache,
Etag: 1524-497165-473206
Pragma: no-cache

linux host:~#

ReSTCONF 70 o Lopszzs [

must-revalidate, proxy-revalidate

RESTCONF 7’00 O JLDEREE

ESPERES

X=—aT7IL3A LI

I0S-XE. IO0S-XR. B L TUINX-08
7T NI —LbDIEERY
Y —ZD YANG T —4% E£5 /L

BRI E 200D o3 W J51E T Cisco YANG E7 /W2 T 7
T AT BI121F, GitHub VAT U Z#H L, vendor/cisco
V7T FUICBEILET, 2T, I0S XE,
I0S-XR, BLUNX-OS 77 v h 7+ —LDIEIER
VI —=Z2DETFTNVEMHTEET,

ZEESKXURFC

ZZERFC| 24 ML

6020 e
3]=]

RFC YANG : Network Configuration Protocol (NETCONF) [} 7 —# €7 U 75

8040

RFC RESTCONF Protocol [Z3E

8072

RFC YANG /Ry FRAF 4T XA T
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ETFLBHEIOSS5IEY T4 |
B restconr 7o ko oeetEs

SRADTY ZHIL YR—F

A o

2 AR — FWebt A FTliE, &=l | https://www.cisco.com/c/en/us/support/index.html
BT 7 /Y —IlETH NI T a—T ¢
VAN ST SVAGAY el b R P S e S
RV —NEFZLOLTLEERAT T
V= Az L TnET,

BEWOWGEOEX 2 U T ¢ FHROHAEHRE
AFT 572812, CiscoNotification Service (Field
Notice 7*% 7 7 &£ &) | Cisco Technical Services
Newsletter, Really Simple Syndication (RSS)
74— R EOFFEY —ERITMATE £,

VAaDYR—FWebA bOY—LIIZT I
AT A%, Cisco.com D —HF D B LR/
U— RBLBECT,

RESTCONF 'O kO /L DHEEETEER

WDOFRIZ, ZOFY 2— /LTt LI-HEEICET YV —XERERLET, ZOFRIZ, V7
=27 VU —R Fb AV TEEEDOYR—FREAINTZLEEDOY T 2T VY —R7
TERLTWET, ZOBREIX. FRHCW 0 N2 WRY . ZNLIEO—#HDO Y 7 vy =7 U Y —
ATHYHR— hShET,

7Ty b7 A= LOPR—FBLOVRAAY T N 2T A A=V OV R— MIBET 2 1HHRZ K
&9 %IZ1%, Cisco Feature Navigator Z /] L &7, Cisco Feature Navigator |27 7 £ 23 2|2
L. https://cfang.cisco.com/(Zi#EFA F 3, Cisco.com DT 77 v MIMNEDH D FH A,
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RESTCONF 700 k o /L (D#EEEIEER .

£ 15: RESTCONF 7’0 ~ 0 )L D ETESR

HEeS J1)—2 BEREIEHR

RESTCONF |Cisco IOS XE  |RESTCONF (%, YANG EF /L TCEBINTWEHRET—F ., K
7w b= |Everest16.6.1 g n £ L[EA O RPC OFEF LU < Rk
v T VB AT AEDD, EHEA D= ANNIIESL Tl F<wF v

JAHE—T oA AR LET,
COMEENIRD T T v h 7 — LA TEMENE L,
* Cisco 4000 >V — X H— B A HEE AL — &
* Cisco ASR 1000 7 7' V) F— g v —E R L—X

« Cisco Cloud Services Router 1000V U — X

WO A~ RPEANFEIIIELESNVE L7« iphttp server 38X
O restconf

Cisco IOSXE | Cisco IOS XE Fuji 16.8.1a TlX, Z OHEREIZIRD T T~ b7 4 —
Fuji 16.8.1a AIZFEESNTVE LT,
« Cisco 1000 ¥ U — X #—E Afr L — &
* Cisco ASR900 >V =X 7 7 ) = a v —E X L—&
*CiscoASR920 ¥ V=X T 7V F—a v —ERX L—X
» Cisco Catalyst 3650 > U — X A A v F
» Cisco Catalyst 3850 > U — X A A v F
* Cisco Catalyst 9300 > U — X A A v F
» Cisco Catalyst 9400 > U — R A A v F
* Cisco Catalyst 9500 3 T8 9500 /A T p—v A U —
R AA T
* CiscocBR-8 2> /N—U K 7 m— RN R Lb—&
* Cisco Network Convergence System 4200 2 J — X
Cisco IOSXE | Cisco I0S XE Fuji 16.9.2 Tix, Z DHEEEIZRD T T v b7 4 — A
Fuji 16.9.2 CFEESH TV LK,
« Cisco Catalyst 9200 35 X T} 9200L > U — X A A v F
* Cisco Catalyst 9300L SKU
Cisco IOS XE

Gibraltar 16.11.1
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EFLEBBEIOIS5TEY T4 |

HRER 1)) —2 HERETER
Cisco I0S XE Glbraltar 16.11.1 TiX, ZOHREIIRDO 7T v K
TA—LIREINTHE LT,
* Cisco Catalyst 9600 > U — X A A v F
» Cisco Catalyst 9800-CL VA Y L A2 fr—7
» Cisco Catalyst 9800-40 7V A ¥ L A= hu—7
» Cisco Catalyst 9800-80 VA ¥ L A2 fr—7
* Cisco Network Convergence System 520 3/ U — &
CiscoIOS XE | Z m#¥fEIT, Cisco IOS XE Gibraltar 16.12.1 ¢, Cisco Catalyst
Gibraltar 16.12.1 19800.L U 4 ¥ L 22 v hr—FIcEESHE LIz,
RESTCONF | Cisco IOS XE ~ |RESTCONF (%, RFC8072 THIE &AL T2 YANG /Xy F AT 4
YANG | Amsterdam THA T EYHR- R LTOET,
2N v 7‘0) 17.1.1
P h ZOKREIL, IRDTT v b7 —AIZFEES LTV E L,

* Cisco 1000 >V — X H— b 2 EAM L —&
* Cisco 4000 > ) — R H— ¥ AHEAAIL— &
*Cisco ASR900 > =X T/ U F—v g P—E R )L—X

* Cisco ASR 1000 7 7'V F—v a v h—E R JL—&
(ASR1000-RP2. ASR1000-RP3. ASR1001-HX. ASR1001-X.
ASR1002-HX, ASR1002-X)

* Cisco Catalyst 9200 > U —X A A » F

» Cisco Catalyst 9300 > U — X A A v F

* Cisco Catalyst 9400 > U — X A A v F

« Cisco Catalyst 9500 > U — & A A v F
*CiscocBR-8§ 2> /NN—U K 7 — RN R Lb—&
« Cisco Cloud Services Router 1000V 2 J — X

* Cisco Network Convergence System 520 2 J — X

* Cisco Network Convergence System 4200 2 J — X
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NETCONF & & U'RESTCONF DH—E R LA
JL ACL

ZDFEY 2—/LTE, NETCONF 5 X OXRESTCONF CTHHR— hENbHHP—EAL~LACL &
FOHREFEITHOWTHHALET,
« NETCONF # & (8 RESTCONF O — b A L~L ACL 1ZB9 A 1FH (191 =—)
« NETCONF # L OV RESTCONF O H—E & L~L ACL O EHE (192 2—)
« NETCONF 3 L T RESTCONF D% — 1 Z L~L ACL OREH (195 =—3)
« NETCONF 35 . TRRESTCONF O — ' 2 L~L ACLIZ B9 5 F D&kt (1952—2)
« NETCONF 3 £ O RESTCONF O H#—E & L~ ACL OIREFH (196 ~<2—3)

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE§9
L

NETCONF & & U RESTCONF D4 —E X LR JL ACL DHEE

NETCONF £ X T'RESTCONF & v 2 D IPv4 £7-1XIPv6 7 7 B AHllfl ) A b (ACL) %%
ETEET, RESNIZACLICHEILL TWeWr T4 7> k&, NETCONF % 7213 RESTCONF
YT VAT ANDT I AEHFAINETE L, T—EALULOACLRHRESINTWDHEHE,
NETCONF-YANG # X Y RESTCONF #£#5t ZRIZEFE L IP T RL RIS T T o v HZ Y T
SNET,

P—E AL ~LDACLNERE S TWRWEEE, 73T NETCONF-YANG §5 L O"RESTCONF
VB R N T AT AT SN ET,

)

GE)  4fifTE ACL DAY R— FSNET, FHME ACL IV A—FanEti,
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NETCONF # & U' RESTCONF D H—E X LXNJL ACL D

73k

NETCONF-YANG v 2 3 >0 ACL ®

EFLEBBEIOIS5TEY T4 |

=L

axX AE

X TE

NETCONF-YANG E> > a v DIPT 27 ®AY A MEIXIPv6 T 7B AV A M EAFRIETE E

j‘o
FIEDHE
1. enable
2. configureterminal
3. « ip access-list {standard | extended} access-list-name
* ipv6 access-list access-list-name
4. permit {host-address| host-name | any} [wildcard]
5. deny {host-address | host-name | any} [wildcard]
6. exit
7. netconf-yang ssh {{ipv4|ipv6 }access-list name access-list-name} | port port-number }
8. end
FIED ¥
FIE
ARV RFEREET7TIVa Y ]3]
AT v 71 |enable FFHE EXEC T— RE AL £,
fl e NMAT— R AN LET EREINTEHE) .
Device> enable
R T 72 |configureterminal su— L ary 7 4 ¥ alb—3igy E— NE Bk
f LET
Device# configure terminal
ATvT3 « ip accesslist {standard | extended} access-list-name JEHEDIPT VAV A MEEELT, EEDOT

* ipv6 access-list access-list-name

1

Device (config)# ip access-list standard
acll permit

Device (config) # ipv6 access-list ipvé-acll permit

JHEA VAN ary7 4 F¥al—yarE—K
ZEE L F9,
IPv6 77 AU X REFEL T, EUHED IPv6

TIJEA VAN a7 4FXal—3a Ly T—
FEBRIEL £7,
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RESTCONF &z < 3 > ACL D% E .

AU RFERETIVa Y

B8

ATvT4

permit {host-address | host-name | any} [wildcard]

1

Device (config-std-nacl)# permit 192.168.255.0
0.0.0.255

Ny NEFFA[T S PPV 7 27 B A Y A b DA
ERELET,

ATvTh

deny {host-address | host-name | any} [wildcard]

1

Device (config-std-nacl) # deny any

Ny FRERTHIP £/1LIPv6 77 22U A b
DEMERELET,

ATvT6

exit
B -

Device (config-std-nacl)# exit

BWH¥OT 7RV A Nary 74 X¥alb—2 g F—
RE#ETL, Za—bary7 4 Fal— gy
ET— FNIZRED £,

ATy T17

netconf-yang ssh {{ipv4 | ipv6 }access-list name
access-list-name} | port port-number}
fl

Device (config) # netconf-yang ssh ipv4 access-list]
name acll permit

NETCONF-YANGt v 3 VOACLEZZHELET,

ATvT8

end

1

Device (config) # end

Ju—r\)b a7 4 Fal—ary B— REKT
L. ¥ EXEC E— FIZED £,

RESTCONF v < 3 > M ACL D% E

RESTCONF v a v DIPT 7 AY A MELIEIPV6E T 7B AV A MERETEET,

FIRDOHE

1. enable
configureterminal

N

3. « ip access-list {standard | extended} access-list-name

* ipv6 access-list access-list-name
4. permit {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol } any
5. deny {protocol-number | ipv6-source-address | ipv6-source-prefix | protocol }any any
6. exit
7. restconf {ipv4|ipv6 }access-list name access-list-name
8. end
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FIE

ETFLBHEIOSS5IEY T4 |

ARV RFERFTIaY

=)

ATy T

enable
51 -

Device> enable

it EXEC E— RE A LET,
e NRATU—KRKEANLET (ERENZHED)

ATvT2

configureterminal

1

Device# configure terminal

Juau—n) a7 4 Xal—ay ET— NELE
L/‘iﬁ‘@

ATvT3

* ip accessligt {standard | extended} access-list-name
* ipv6 access-list access-list-name

1

Device (config)# ip access-list standard
acll permit

Device (config) # ipv6 access-list ipvé-acll permit

HEHEDIPT 7RV XA MEFEELT, EEDOT
A VAN ary74F¥al—arE—K
MR L FET,

¢IPv6 77 AU A M EFFE LT, D IPv6

T7®A VAN 7 4Xal— g F—
FEBRtE L £,

RATvT4

permit {protocol-number | ipv6-source-address |
ipv6-source-prefix | protocol } any
fi

Device (config-ipv6-acl) # permit ipv6
2001:db8::1/32 any

Py NERFRITBIPVG T 7 2 A Y A N DG A
ELET,

ATvTh

deny {protocol-number | ipv6-source-address |
ipv6-source-prefix | protocol }any any

1 -

Device (config-ipv6-acl) # deny ipv6 any any

PNy NEESTHIPV6 T 72 AU A R OZME
ELET,

ATvT6

exit
B

Device (config-ipv6-acl) # exit

IPv6 77 A YA a7 4Fal— g F—
RE&TLTC, ZJa—_lary 74 X¥al— gy
ET—RFIZED £,

ATy T1

restconf {ipv4 |ipv6 }access-list name access-list-name

1

Device (config)# restconf ipvé access-list name
ipvé-acll permit

RESTCONF v 3D ACL ZHTELET,

ATvT8

end

1

Device (config) # end

Jsa—)Lary7 4 Xal—aryEe— REKT
L. B EXEC E— FIZREY £,
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NETCONF 45 & U RESTCONF O — E L~ L AL ol [}

NETCONF £ & Tf RESTCONF D —E X L)L ACL DR E
15l

f5] : NETCONF v < 3 > ® ACL D& E

Device# enable

Device# configure terminal

Device (config)# ip access-list standard acll permit

Device (config-std-nacl) # permit 192.168.255.0 0.0.0.255

Device (config-std-nacl)# deny any

Device (config-std-nacl) # exit

Device (config) # netconf-yang ssh ipv4 access-list name acll permit
Device (config) # end

{5l : RESTCONF v 3 3 >0 ACL DEE

Device# enable

Device# configure terminal

Device (config) # ipv6é access-list ipvé-acll permit

Device (config-ipvé6-acl) # permit ipvé 2001:db8::1/32 any

Device (config-ipv6-acl) # deny ipv6é any any

Device (config-ipvé6-acl) # exit

Device (config) # restconf ipvé access-list name ipvé6-acll permit
Device (config) # end

NETCONF 5 & U RESTCONF DH—E X L)L ACL [ZE8T
5D EF

BEIE E TX=aT7ILEA ML

NETCONF-YANG NETCONF 7’1 k=11

RESTCONF RESTCONF 7’1 | =)L

Iur <74 avs R Turg<wve )T av s R )Ty LA
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EFLEHETOSS5TEY T4 |
B NETCONF & & U RESTCONF 04— E 2 L XL ACL DR BENE SR

SRADTY ZHIL YR—F

A s

S AaDYR— FWebH A LT, AT 7 2 1 P— | hitp://www.cisco.com/support
TN T TNy a—T 4 U TITBESLTWEET 5 X 91,
N2 T ARV =L EBF LD LT LRERF S TA ) =A%
Rt L TnET,

BHEVORGE DX 2 U T 4 FRSBINEREAFT S0,
Cisco Notification Service (Field Notice 7> 7 27 £ &) | Cisco
Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

YAaDYIR—k Web A bDY—WIT 7B AT BHERIL,
Cisco.com D —H ID B LA T — RN NECTY,

NETCONF & & U RESTCONF O+ —E X L AL ACL D4 EE
(T

ROKIZ, ZOFEY 2—/L T LIZRRICET ) U —REFHRERLET, ZOXRIEL V7
F7=27 VDU —RX ML A U TEEEOYR— IR EASINTZEEOY 7 =T V) —R7
FZERLTWET, ZOMEEIL. FRIE 0 23720 RY | ZRUBEO—EHDO Y 7 b =7 U —
ATHYHR—FINET,

77y b7 DY R— P BIOV RV T N =T A A=V OV R— MIBT LA K
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 & 29 % |Z
X, www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £/ A,
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NETCONF 4 & Uf RESTCONF 0+ — £ 2 L <L AcL o thettss [

% 16: NETCONF &5 & U RESTCONF D —E X L X)L ACL DHEEETER

HaE

iy

) —R | HEEER

NETCONEF % X [Cisco IOS  |NETCONF 3 L ONRESTCONF & v & g DT 7 & AHl#I U A k
U'RESTCONF | XEEverest | (ACL) #@tEc&x£4, #ESNACLICHERL THRWY
PH—r 2 L | 1611 547> M. NETCONF ¥ 7= |3 RESTCONF # 7 & X F L~
JL ACL T RAEZFAISNEY A,

RO A~ RPNEANETZIIEE I E L7z ¢ netconf-yang ssh
access-list 33 L Urestconf access-list

*Cisco ASR900 >V —X T 7 ) =g v —E R L—X

*CiscoASR920 ¥ U =X 77V F—a v —E R L—X
(RSP2)

» Cisco Catalyst 3650 > U — X XA v F

« Cisco Catalyst 3850 > U — & A A v F

» Cisco Catalyst 9200 > U — X A A v F

» Cisco Catalyst 9300 ' U — X A A > F

» Cisco Catalyst 9400 >V — X A A »F

» Cisco Catalyst 9500 >V —X XA »F

« Cisco Catalyst IE 3200, 3300, 3400 & ifif/AfEs ) —X
* Cisco T NTF y N —1E 23300 ) —X 24 vF
* Cisco IR1101 MHERFEMERE ¥ — B A FAT L — &

» Cisco Network Convergence System 4200 > J — X

* Cisco Network Convergence System 520 3/ U — &
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s 11 =

gNMI 70 ko)L

ZOFERETIE, gRPC Ry NU— 7 EFHA X —T7 =4 A (gNMI) OBEREZ M L7-E 7 LEK
RORE L EAT —ZOHG, BLXRYE—F 7Ry —Uy a2—/L (RPC) O, &iE.
BEIZOWTHA L E4, gNMI A= 3 2 04.0 BV HR—bFERTHET,

« gNMI 7’12 b /L OFIRIFE (199 ~—)

« gNMI 712 b 2L OREEE (200 ~<—3)

«gNMI 712 b 2V ZFNTT 551 211 ~—2)

« gNMI 7' 12 b 2L OFRER] (217 <—)

«gNMI 7'z b 2L OB EE R (218 X—2)

« gNMI 7'z b 2L ORERERE i (218 ~<X—2)

gNMI 7’0 k O)LD%I$9EI1E

FEREIZIX, RO X5 il E N EA S ET,
«JSON. BYTES. PROTO. BILUWASCI=> a—F 47 F 7 a3 R— &R TW
E I

JSON IETF F—I|Zi, ROEROAFIZER BB & 1T D YANG 7'V 7 1 v 7 ARG %
NTWLHENS Y 9, 72L& 21X, openconfig-vlan.yang DJLHEN> & JRAE L 7= routed-vlan
X, B — FOARIZEMEITRZ L2720 Bl — IV 7 4 v 7 Roc-if 2 FFHET) |
oc-vlan:routed-vlan & A1 HMLERH D F£7,

* GetRequest :
BT —ZOT 4N ) o TEY R P ERTVER A,

s BT NAOMEREFTIFR— FENTOWERFA, TILHIE, Get RPC 2—/L~DILE E LT
F—H A= TT,

* GetResponse :

e A VT AT R—FENTHERTA, THUT, BHA Yy E—VOPTRESNLLT
V7 4y 7 ADTA YT A e g g % 305 H T,
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B owioororoms

s HIBRIZY R—FENTWERA, ZHE, T—% VU —0LHIRT D —#HD/NAT
‘g_O

gNMI 70 O L DHBE

gNMI [ZD U\ T

gNMI (T Google (T & - THAFE S 472 gRPC X v U —VEHA L 2 —T = A ZATH, gNMI L
Ky bV FAL ADRERA A M=, BE, BEOHIRL, £, BT — 2 0ER
LIATT DA D= A LT, gNMIZ il UCTHRIES S =27 2 VI3 YANG 2 L TEF L
fbTc&x £,

gRPCIE, 770U RY—REBETDIENANNT TAT N L TIREIE THRE ATRE 72 Bl
% FBLT 5729012 Google IZ L TR N E— K P —Y % 23—/ TT, gRPC T
eNMI {55 L, 7 —&% EEEERAZARIL L TEET H FEA R L E T,

gNMI Y —E ADREENEA LIZEE, gNMI 7o —7% (GNMIB) (2L - T, up 7*5 down ~
DEWERBOZLD RS, T —F _X—ANEE L TIITIN5H E TIETTD RPC 34—
EAFHARADOA v =R LET, U A/NUERHZIE, GNMIB IZ X2 T down 725 up ~D
EEIRFEDZEAL 3R S 4L, RPC O OE A FHR S E T,

gNMI /X <subscribe>RPC H—E A &R — h LET, fEMIZOWTIE, =7 AERETRIT L X
U OFEZZRLTIIZI N,

YANG T—#4% Y —®DJSONIETF T a—FT 4 V45

RFC7951 CiX, YANGT —% Y U —LZDH 7> U —0 JavaScript 477 2 = 7 h %Kzt (JSON)
Ta—F 4 I MHESNTOET, gNMI X, 2T U YETOT—XDxTra— R
JSON A L £7,

JSON # A 7%, /3 JISON XL FHE LTy a— RENTWAZ L &R LE$, JSON IETF
Ty a— RENT —HIE, RFC 7951 THE I TS JSON U 7 AL L— L Z HEHL
LTCWARERBY ET, 7 74T heX—5y hOWHNISON = a—F (v 7 &k
A—=FLTWDIHERHY 5,

YANG 7—% /—FK (V—7, av7F, U—=7URXF, URAL, anydata /— F, BLO

anyxml / — R) OA VAKX U A[X, JISONA T V=7 MEZITARTEEDOST DA L R—L L
Txra—RanhEd, mra—F 407 v—3, RET—X. IRET—% . RPC #1ED
WNTGA—=H T I vary, @BHRE, TXTOXATOTF—4% V) —TCRLTT,

T8 )= R AVAZ L RAITRTAREEORT L LTz a— REh, ZO4FNET —
2 ) — R F PO ENET, HiX, 7—% /—FROATIVICL->TRRY £,
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| EFLBBHRITOTIS<EY T4
gNMI GET Request [J|j

)—207—%2/—F

V=7 ) —FiZx, 7= VIV —RNIERHD TV HEHV EFA, V=T A AZ A,
LATEEOXT L LTz ra—RRanEd, ZOHEICE, V-0 A AU LT, XF5,
BUE, V7 TV true £7213 false, F72ITFFR72BLA [null] 2 CE E9, fREINTZNAD
THAHANY —7 ) — ROGE (FRFEEET, Bl T onzfizFFo) . 20 —70
EREHET L a—FENET (FOEEDISONEREENTWET, JSON 472 =7 M
PVEH Y FHA)

wIZ, V=7 J—REZRDOHZRLET,

leaf foo {
type uint8;
}

WIZ, JSON T a— RENTEANRA LV AZ A B R LET,

"foo": 123

gNMI GET Request

gNMIGet RPC I, 7—% Y U —nb, 1 DL EOBRGERME, REBEME, IRAKREBEM:. £72
AR — SN TWSHE— NICBEEMN T O T R TORBMEZIGET 2 HFIEEZEELET,
T—=2 ) =N RET 572D, GetRequest237 7 A 7 2 hinb X —7 v MIEEIN
£7, GetRequest ~DJ5%E & LT GetResponse 23515 SAVE T,

GetRequest 0 JSON #&i&

KIZ, GetRequestJSON D& Dl %47~ L £ T, GetRequest & GetResponse D] 5 3K x S AL E
—g‘o

GetRequest

The following is a path for the
openconfig-interfaces model
++++++++ Sending get request: ++++++++

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}
GetResponse

encoding: JSON_IETF
++++++++ Received get response: ++++++++
notification {
timestamp: 1521699434792345469
update {
path {
elem {
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name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "\"LoopbackllI\""

val {

json_ietf val: "{\n\t\"openconfig-interfaces:name\":\t\

"LoopbackllI\",\n\t\
"openconfig-interfaces:config\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"LoopbackllI\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t}, \n\t\
"openconfig-interfaces:state\":\t{\n\t\t\
"openconfig-interfaces:type\":\t\"ianaift:
softwareLoopback\", \n\t\t\
"openconfig-interfaces:name\":\t\"LoopbackllI\",\n\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\
"openconfig-interfaces:ifindex\":\t52, \n\t\t\

"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\
"openconfig-interfaces:last-change\":\t2018, \n\t\t\
"openconfig-interfaces:counters\":\t{\n\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:in-discards\":\t0,\n\t\t\t\
"openconfig-interfaces:in-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:in-unknown-protos\":\t0, \n\t\t\t\
"openconfig-interfaces:out-octets\":\t0, \n\t\t\t\
"openconfig-interfaces:out-unicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-broadcast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-multicast-pkts\":\t0, \n\t\t\t\
"openconfig-interfaces:out-discards\":\t0, \n\t\t\t\
"openconfig-interfaces:out-errors\":\t0, \n\t\t\t\
"openconfig-interfaces:last-clear\":\t2018\n\t\t}, \n\t\t\

"openconfig-platform:hardware-port\":\t\
"Loopbackl11\"\n\t}, \n\t\
"openconfig-interfaces:subinterfaces\":\t{\n\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\
"openconfig-interfaces:config\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll\",\n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\"\n\t\t}, \n\t\t\
"openconfig-interfaces:state\":\t{\n\t\t\t\
"openconfig-interfaces:index\":\t0, \n\t\t\t\
"openconfig-interfaces:name\":\t\"Loopbacklll.0\",\n\t\t\t\
"openconfig-interfaces:enabled\":\t\"true\",\n\t\t\t\
"openconfig-interfaces:admin-status\":\t\"UP\",\n\t\t\t\
"openconfig-interfaces:oper-status\":\t\"UP\", \n\t\t\t\
"openconfig-interfaces:last-change\":\t2018, \n\t\t\t\
"openconfig-interfaces:counters\":\t{\n\t\t\t\t\
"openconfig-interfaces:in-octets\":\t0, \n\t\t\t\t\
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"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces
"openconfig-interfaces

t2018\n\t\t\t}\n\t\t},

rin-unicast-pkts\":\t0, \n\t\t\t\t\
:in-broadcast-pkts\":\t0, \n\t\t\t\t\
rin-multicast-pkts\":\t0, \n\t\t\t\t\
tin-discards\":\t0, \n\t\t\t\t\
tin-errors\":\t0, \n\t\t\t\t\

rout-octets\":\t0, \n\t\t\t\t\
rout-unicast-pkts\":\t0, \n\t\t\t\t\
:out-broadcast-pkts\":\t0, \n\t\t\t\t\
rout-multicast-pkts\":\t0, \n\t\t\t\t\
rout-discards\":\t0, \n\t\t\t\t\
rout-errors\":\t0, \n\t\t\t\t\
:last-clear\":\

\n\t\t\

"openconfig-if-ip:ipve\":\t{\n\t\t\t\
"openconfig-if-ip:config\":\t\"false\",\n\t\t\t\
"openconfig-if-ip:state\":\t\"false\"\n\t\t}\n\t}\n}"

1) —Z{EIZ*Y % GetRequest

Wiz, U —7MEIZx9 % GetRequestD il 27~ L E 9, GetRequest &, %FIi~9 5 GetResponse D
W RFRINET,

GetRequest

++++++++ Sending get request:

ottt

gNMI GET Request [J|j

path
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
GetResponse

encoding: JSON_IETF
++++++++ Received get response:
notification {
timestamp: 1521699326012374332
update {
path {
elem {
name:
}

elem {

Fhtttt

"interfaces"
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name: "interface"
key {
key: "name"
value: "\"LoopbackllI\""
}
}

elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"UP\""
}
}
}

gNMI SetRequest

SetRPC (I, ¥A— bk &N TV D ET/MCBEAMT Hivic 1 DU EORRE W RER R 2 i E
LHEERELET, 7—2 YV —NOEZHEHT 5720IZ, SetRequest 737 7147 M
2=y MIEREENET,

SetRequest [Z JSON F—H AR — L THY | F—IZIXYANG V7 4 v 7 ANRGFENTND
VERHYET, ZOT V7 4 v 7 ATITEZEOARZEMMPBL L X8R0 7,

7= & 21X, openconfig-vlan.yang DYEHEN & YRAE L 7= routed-vian 1%, Bl / — FOL FiZEf] & 13 5%
Bl Bl —RKOT V7 v 7 AlF oc-if) | oc-vlanirouted-vlan & AJJ T HMENRH Y F
D

1 D? SetRequest (2 & £ HHIBR, B, BLOEHIX, 2ETIOON I rvar ty
MeLTHEbIET, TP 7 v a OO T ERTHEESEELZLAE. 7
VYT v a VEERPES SN TR — Ny 7 ZiLET, SetRequest (Zxf L T SetResponse 23X
FEIhEd,
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% 17: SetRequest @) JSON #&3E D1l

gNMI SetRequest .

SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem ({ elem ({
name: "config" name: "config"
} }
} }
val { op: UPDATE
json_ietf val: }
"{\"openconfig-interfaces:enabled\":\"false\"}"| timestamp: 1521699342123890045
}
}
% 18:1) — 2 {ET®D SetRequest DY
SetRequest SetResponse
++++++++ Sending set request: ++++++++ ++++++++ Received set response: ++++++++
update { response {
path { path {
elem { elem {
name: "interfaces" name: "interfaces"
} }
elem { elem {
name: "interface" name: "interface"
key { key {
key: "name" key: "name"
value: "Loopbacklll" value: "Loopbacklll"
} }
} }
elem { elem {
name: "config" name: "config"
} }
elem { elem {
name: "description" name: "description"
} }
} }
val { op: UPDATE
json_ietf val: "\"UPDATE DESCRIPTION\""|}
timestamp: 1521699342123890045
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gNMI 0 £ BT Z2RS

ARTEMIX, Ay E—TDorigin7 4 —/V RTHEHINDRNA T LT 4 v 7 AZBELET,

Z Z T, CiscolOS XE Gibraltar 16.10.1 LABED U U — A TEH S5 A4 RTZE/MIC DWW TREBT L
i‘j‘o

« RFC 7951 TIRE SII-ABI12EM : /%A L7 4 v 27 A%, RFC7951 TEFZIN TS
YANG £ 2 — V4 %A LET,

RFC 7951 THREINT-EDOT V7 4 v 7 A, YANG TV a2 — VA4 EHHALET,

HEOT VT 4w 7 A, BIRINTZRR T VT 4 v 7 AOLFIZEMOFEEZ T EH A,
WIZ, RFC 7951 CHRESINIZEOT V7 4 v 7 AW ZRLET,

val {
json_ietf val:"{
"openconfig-interfaces:config": {
“openconfig-interfaces:description":
“DESCRIPTION”

po
}

RFC 7951 THRE SN L4BIZEM TV 7 4 v 7 ZXd, YANG EV =2— VA HHEHAL T,
T zIX, V=T Ry 7 4 H—T = A A~D openconfig /N A[FIRD X 912720 £,

/openconfig-interfaces:interfaces/interface [name=Loopbacklll]/

WOFNX, RFC 7951 O RTZERIFEEZHEH L7z gNMI N2 Z R L TVWET,

path {
origin: “rfc7951"
elem {
name: "openconfig-interface:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

openconfig : /XA L7 4 v 7 A%EH LEH A, ZILHIT openconfig ET /LD /XA T
DHERTEET,

openconfig A HTZEM 7' L 7 ¢ v 7 ZOEEIX, 1550 F 72134 BTZERINFEE S LTV
GEERLTY, LexIE, V=TT A H—T = A A~ openconfig /S A (TR D X
P e

/interfaces/interface [name=Loopbackll1l]/

WOBENL, openconfig 4 RIZERIFEE A H L7z gNMI N A Z R L CVET,

path {
origin: “openconfig"
elem {
name: "interfaces"
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}
72 : openconfig 'L 7 4 v 7 ALFELTY, TNUNBT 74/ ETT,

e S

WOBNL, 22D openconfig A HTZEMFRE A M L7z gNMI /S22 7R L TWET,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {

key: "name"
value: "Loopbacklll"

}
}
}

Z Z T, Cisco IOS XE Gibraltar 16.10.1 XV FiDO Y V—RATHEAINDE/NA TVLT 4 v 7 A
IZOWTEB L E T,

TITE, R T LT 4 v 7 AT, YANG BV 2 — LERTERIN TS YANG £ a—
NIV T 4w 7 AEFERLET, X V=TT A H—T = A A~D openconfig
IRAFIRD X D720 9,

/oc-if:interfaces/interface [name=Loopbackll11]/

WROBNL, RO ATZERFEE 2 MM L7z gNMI N2 &R L TVET,

path {
origin: “legacy"
elem {
name: "oc-if:interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}
}

gNMIOD A )L EA—F

eNMI 7' ka2 Lid, Get RADT ANV RKA— REHHR—FLTWET, ik, BE0EHR
o BEEDTDITNANTY ANV R — REFHT5H8ETT, ZhbDOU AL RI—F
I, AX—~NORRESNTY TV —IZH LT X TOHEKZEL R LET,
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ETFLBHEIOSS5IEY T4 |

dem|IERTH Y, xPath ND | LFORIOETT, elem L gNMI NATHEH T E9, 7=
EZR, elem&AERELTATA NV NI — ROMEIF, VANV KRD—FRA L F—T AR
ZEL, TRTOA L Z—T oA A LTHRRENDLZ EZBICEW®WLET,

T A v R — RIZIZREERAG L BRI D 25D X 4 THRH Y, EHL5 L4 HR— S THET,
Get SAE, WA UL NV RI—ROTRTCOXA T LAEDEEYHR—FLET,

cHEERAN U AL R — R Zibid, EHEY Y —HNOEFEDY 2 M2 REHELET, KR
RUAN K= R, VA MOERIZF—EPEE SN T ARWGEEICHELLET,

RIZ, NADBERIR T AV NI — ROFlZRLES, ZOUANVRI—RiE T/31 A
WZHDHTXTDA L Z—T oA ZADFHAZRL ET,
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "config"
}
elem {
name: "description"

}
}

« BURIIZR U AV R — K @ FRROfREIC & - TR CHREZ 1R L £ 7,
c NMAFRALETLTF—HONTNNCT A2 Y X7 (%) ZHEELET,

WIZ, WADT ARV AT IA VK= Rex—4¢ L FERATI2HERLET, =
DIANKEA—FRIE, TARZHEZTRITOAS v H—T = A ZADOFHHERLET,

path {

elem {
name:

}

elem {
name:
key {
key: "name"

value: "*"

}

}

"interfaces"

"interface"

elem {
name: “config"
}
elem {
name: "description"
}
}
WIZ, WADT ALY AT TA)NRI— Ra" 24 LTERT 62 R~LEST, 2
DT A v K7 — KiX, Loopbacklll A % —7 = A A CTHEAFHRER T X COHEFEDOH
Bzl ET,
path {
elem {
name: "interfaces"
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}
elem {
name: "interface"
key {
key: "name"
value: "Loopbacklll"
}
}

elem {
name: "*"
}
elem {
name: "description"

}
}

o FFA L LTHEMES (L) EREZEo s N EREELET, 2o DTU AL Rh—
RiX, "ANOEBOBERITERTXET,

I, RADEWESZTIANRI—FOBEZRLET, ZOTUA LRI —R
1%, /interfaces Bt N CEMAF[RE/R T X TOMBHAT 4 — /L FEZIRLET,

path {
elem {
name: "interfaces"
}
elem {
name: "...
}
elem {
name: "description"
}
}

WIZ, BEBRA72 T A )V R — K& L 72 GetRequest Dl 7R L £, Z D GetRequest I,
FRAAZHDHTXITOA »H—T = A AD oper-status &K L £7°,

path {
elem {
name: "interfaces"
}
elem {
name: "interface"
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}y
type: 0,

encoding: 4
I, BB 72 DU AV K1 — R&AflH L 72 GetResponse Dl &~ LE T,

notification {
timestamp: 1520627877608777450
update {
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path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"FortyGigabitEthernetl/1/1\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json ietf val: "\"LOWER LAYER DOWN\""
}
}I

<snip>
</snip>
update {
path {
elem {
name: "interfaces"
}
elem {
name: "interface"
key {
key: "name"
value: "\"VlanI\""
}
}
elem {
name: "state"
}
elem {
name: "oper-status"
}
}
val {

json_ietf wval: "\"DOWN\""
}

gNMI 2 —H & & /XX T — FIZ &k 5ER5E
a—HuF A AFR, 24, BLORAT— RiE, % gNMIRPC TA X5 —# L L TKGR
ERAELET, RIC, 2—PHENRT— REMEHT 5V 7L gNMIBERERPC &7~ L £ 797,

metadata = [('username', 'admin'), ('password', 'lab')]
cap_request = gnmi_pb2.CapabilityRequest ()
# pass metadata to the gnmi pb2 grpc.gNMIStub object
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secure_stub.Capabilities(cap request, metadata=metadata)

gNMIO TS — A vte—D

T —NRETHE, eNMLITIANRT= 7 — Ay e—VE2RLES, ROE®Z a2 TliE
eNMI =T — X vt—T %N O0vRLET,

WIZ, WRANESRIGRIIFRREINDI T — Ave—TOfE2RLET,

gNMI Error Response:
<_Rendezvous of RPC that terminated with (StatusCode.TERMINATED,
An error occurred while parsing provided xpath: unknown tag:
“someinvalidxpath" Additional information: badly formatted or nonexistent path)>

WIS, HEEEE T —DRRELEGRICERINDITT— Ay —VORl2RLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.UNIMPLEMENTED,
Requested encoding "ASCII" not supported)>

W, T—2ERNEOLRIIFERINLITT— Ayt —VOflERLET,

gNMI Error Response:
< _Rendezvous of RPC that terminated with (StatusCode.NOT_ FOUND,
Empty set returned for path "/oc-if:interfaces/noinfohere")>

gNMI 70 FaLEZBICT H5E

eNMI 71 k2L AN 2I2IE, ROFIHZFEITLET,

1. gNMIZ 47 hE, IR (CA) ICX-TELENTET AL A —#HOFEHEL1E
’E‘Z[/i—éqo

1. Linux T OpenSSL Zfi H U CRERAZE Z1ERL L £ 7,

2. THAAREEAEEZA A =L LET,

3. T/ ATgNMI Z%E LE7,

4. eNMI DA /2> TWTIATINTNDINE I hE R LET,

2. HIOFIATHE LY F7AT > biFHEE V— FNEHAZEZHEH L TgNMI 7 74T > b &
P LE 9,

Linux T® OpenSSL Z{£ A L /=GEBAZ D 1ERL

REAEE P T A RARA M, BF 2T gNMI H—NZDOHMETT,
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KIZ, Linux ¥ > T OpenSSL il L CREIEZ{ERT 2612 R L £,

# Setting up a CA

openssl genrsa -out rootCA.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=rootCA -x509 -new -nodes -key rootCA.key -sha256 -out
rootCA.pem

# Setting up device cert and key

openssl genrsa -out device.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=<hostnameFQDN> -new -key device.key -out device.csr

openssl x509 -reqg -in device.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out

device.crt -sha256

# Encrpyt device key - needed for input to IOS

openssl rsa -des3 -in device.key -out device.des3.key -passout pass:<password - remember
this for later>

# Setting up client cert and key

openssl genrsa -out client.key 2048

openssl req -subj /C=/ST=/L=/0=/CN=gnmi client -new -key client.key -out client.csr
openssl x509 -reqg -in client.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
client.crt -sha256

TINA ANDIERAZEDA VX F—JL

ROBNL, T AGEAEE A A M= T 5 EEZRLTOET,

# Send:
Device# configure terminal
Device (config) # crypto pki import trustpointl pem terminal password passwordl

Receive:
Enter PEM-formatted CA certificate.
End with a blank line or "quit" on a line by itself.

B

oo oo

# Send:
# Contents of rootCA.pem, followed by newline + 'quit' + newline:

# Receive:
Enter PEM-formatted encrypted private General Purpose key.
End with "quit" on a line by itself.

# Send:
# Contents of device.des3.key, followed by newline + 'quit' + newline:

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,D954FF9E43F1BA20
<snip>

# Receive:
Enter PEM-formatted General Purpose certificate.
End with a blank line or "quit" on a line by itself.

Send:
Contents of device.crt, followed by newline + 'quit' + newline:

HH =
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# Receive:
% PEM files import succeeded.
Device (config) #

# Send:

Device (config) # crypto pki trustpoint trustpointl
Device (ca-trustpoint) # revocation-check none
Device (ca-trustpoint)# end

Device#

FEEFa7 E— FTOgNMI DFEFIE
A\

(G¥) DX AZE, CiscolOS XE Fuji 16.8.1 — Amsterdam 17.2.x (23 fH S E§,

[Day Zero setup] T, mHNZT A Z&IEF 27 T— RTHIIZL T E, T3 25 L)
WL, BxX a7 =Rz LET, HrFaT £— FTgNMI 2514 5121F, no
gnmi-yang server 2~ > &AL ET,

\)

GE)  gNMIFEEF a7 =Nt F a7 = NFRERFICIATTE ET,

FIEDHE
1. enable
2. configureterminal
3. gnmi-yang
4. gnmi-yang server
5. gnmi-yang port port-number
6. end
7. show gnmi-yang state
FIED F%H
FIE
ARV KRFERRETI a3 Y B#J
AT w1 |enable Pt EXEC E— REHIZ L E T,
f : e NAU—KREANLET (FERENTHE)
Device> enable
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ARV RFERETIVa Y

B8

ATv T2

configureterminal

1 -

Device# configure terminal

Ja—\)ar7 4 Xalb—vay T— NEEh
l_/\i‘jﬁo

ATvT3

gnmi-yang

1

Device (config) # gnmi-yang

eNMI 7' 2 &[G L £,

ATvT4

gnmi-yang server

1

Device (config) # gnmi-yang server

eNMI Y — %X a7 E— RTHEMMILET,

ATy Th

gnmi-yang port port-number
fi

(Optional) Device (config)# gnmi-yang port 50000

Uy A5 gNMI AR— FaRELET,

T 74N FDIEEF 2T gNMIAR— ~E9339 T
ﬂqo

ATvT6

end

1 -

Device (config)# end

Ju—r)b a7 4 Fal—iary ET— REeKT
L. HHE EXEC E— RIZREY £,

ATy T1

show gnmi-yang state

1

Device# show gnmi-yang state

eNMI H—RDRAT —H 2% FRLET,

il

IZ. show gnmi-yang state =~ > RO I Z R L £,

Device# show gnmi-yang state

State Status

Enabled Up

X217 E— FTOgNMI OEFE

)

GE)

ZDH AT X, Cisco 10S XE Fuji 16.8.1 — Amsterdam 17.2.x |21 H S v E 7,

X 27 F— FTgNMI Z{51E3 %21, nognmi-yangsecure-server =~ > K& H L £,
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FIRDEE

FIRD

FIE

\)

%27 =— koo oat [

GE)  gNMIFEEF a7 h—netF a7 — IR ETTE T,

enable
configureterminal
gnmi-yang

gnmi-yang secure-server

gnmi-yang secure-port
end
show gnmi-yang state

©WONDAAWN=

gnmi-yang secur e-trustpoint trustpoint-name
gnmi-yang secure-client-auth

AU RFEEETIa Y

=)

AT w1 |enable it EXEC E— RZ AL ET,
fi e NMAT—REANLET (ERINTHE) .
Device> enable
Z 5w 2 | configure terminal Jua—N)L a7 4 Xalb— gy E— NeBth
f1 LET
Device# configure terminal
AT 73| gnmi-yang gNMI 7't 2 &[G L ET,
{5
Device (config) # gnmi-yang
R T 7 4 | gnmi-yang secure-ser ver eNMI —RZtEXa7 T— RTHMILET,
fi
Device (config) # gnmi-yang secure-server
AT 75 | gnmi-yang secure-trustpoint trustpoint-name gNMI 2SEBFEICH 95 b T A hARA > b LFEE
Bl v hEiRELET,
Device (config) # gnmi-yang secure-trustpoint
trustpointl
A7 7 6 | gnmi-yang secure-client-auth (L) eNMI 7 m & A%, /L— haEE LA L

1

T IAT v Mt HEZEIEL £77,
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EFLEHETOSS5TEY T4 |

ARV RFERETIVa Y

B8

Device (config) # gnmi-yang secure-client-auth

ATy T1

gnmi-yang secure-port

1 -

Device (config) # gnmi-yang secure-port

(EE) VoAV T25 gNMIAR— hERELET,

« T 74NV hOFHEX 2T gNMIAR— ~ L9339 T
R

ATvT8

end

1

Device (config) # end

Ju—n)aryZ7 4 FXal—ary ET— RRERT
L. % EXEC £— FIZREY £,

show gnmi-yang state

1 -

Device# show gnmi-yang state

eNMI Y — DA T — X A% FR LET,

1

Iz, show gnmi-yang state =~ > RO Az~ LET,

Device# show gnmi-yang state

State Status

Enabled Up

gNMI & S5 4 7 > kDl

DIRNZRE L7227 74 7 > haEBHE L L— FFEEZHEH L TgNMI 7 74 7 2 R 03t S H

£,

WIZ, Python ZfEH LT gNMI 7 74 7 > b8k T 502~ LET,

# gRPC Must be compiled in local dir under path below:

>>> import sys

>>> sys.path.insert (0, "reference/rpc/gnmi/")

>>> import grpc
>>> import gnmi pb2
>>> import gnmi pb2 grpc

>>> gnmi_dir = '/path/to/where/openssl/creds/were/generated/"’

# Certs must be read in as bytes

>>> with open(gnmi dir + 'rootCA.pem',

>>> ca_cert = f.read()

>>> with open(gnmi dir + 'client.crt',

>>> client_cert = f.read()

>>> with open(gnmi dir + 'client.key',

>>> client_key = f.read()

# Create credentials object

'rb') as f:

'rb') as f:

'rb') as f:

 Ciscol0S XE Amsterdam17.1.x FO 45 S<YEYF 4 2> T4 FaL—Ya v A K



| EFLBBHRITOTIS<EY T4
o 7o kanoses ]

>>> credentials = grpc.ssl channel credentials(root certificates=ca_cert,
private key=client key, certificate chain=client cert)

# Create a secure channel:

# Default port is 9339, can be changed on ios device with 'gnmi-yang secure-port ####'
>>> port = 9339

>>> host = <HOSTNAME FQDN>

>>> secure_channel = grpc.secure_channel ("$s:%d" % (host, port), credentials)

# Create secure stub:
>>> secure_stub = gnmi_pb2 grpc.gNMIStub (secure channel)

# Done! Let's test to make sure it works:

>>> secure_stub.Capabilities(gnmi_pb2.CapabilityRequest())
supported models {

<snip>

}

supported encodings: <snip>

gNMI_version: "0.4.0"

gNMI 7’0 k2 )LD EETEH

5l - gNMI 7’0 k3 )LD EZNE
A

GE) Z OB, Cisco 10S XE Fuji 16.8.1 — Amsterdam 17.2.x (23 H S E T,

5l . EEF27 E— FTOgNMI DFERIE
WIZ, eNMI =% X 27 T— FTHINZT D02 R LET,

Device# configure terminal

Device (config) # gnmi-yang

Device (config) # gnmi-yang server

Device (config) # gnmi-yang port 50000 <The default port is 9339.>
Device (config) # end

Device#

Bl: %27 E— FTOgNMI OEZE
W, gNMI P — "t F a7 E— RCHEDCT B0 %2R LET,

Device# configure terminal

Device (config) # gnmi-yang server

Device (config) # gnmi-yang secure-server

Device (config) # gnmi-yang secure-trustpoint trustpointl

Device (config) # gnmi-yang secure-client-auth

Device (config) # gnmi-yang secure-port 50001 <The default port is 9339.>
Device (config) # end

#
#
#
#
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Device#

gNMI 7’0 FaJ)LOBEEEH

EEEH

PEREEES! R=aTFILEA kL

DevNet https://developer.cisco.com/site/ios-xe/

gNMI https://github.com/openconfig/reference/blob/master/rpc/gnmi/gnmi-specification.md

gNMI /X2 = | https:/github.com/openconfig/reference/blob/master/rpc/gnmi/
v o1—5 ¢ |gnmi-path-conventions.md

ﬁ
ZEELSKXURFC

=4 /RFC 24 LU

RFC 7951 YANG CETF/MELENTZT—ZDIJSON = a—F ¢

SRADTHZAIL YER—+

Bl 9

YARAADYR— K Web¥ A FTiE, Aaf LT 7 /7 1Y — | hitp//www.cisco.com/support
BT T TNy a—T 4 U ZIZBES T EET 5 X1,
oA T ARV =N EEI LD ETLEERA T ) Y%
L TWET,
BEWORGOEF 2 U T 4 HFROEME R E AFT 572012,
Cisco Notification Service (Field Notice 7> 7 7 = &) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— Rig LB —EAITMATE T,

VAADYHR— K Web A FDOY— T 7 AT HERT,
Cisco.com D —HF ID BLUOVXRA T — RBAMLIETI,

gNMI 700 k 0 )L DHREEER

ROFNZ, ZOFY 22— /LTt LIEHEEICET 2 ) U —AF@MErLEd, ZoRIiT, V7
FY=7 UU—R FLA U THEEEOYR— FREASNEEDY 7 by =T VU =72
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| EFLBBHRITOTIS<EY T4
gNMI 70 + 0L DH#EETER .

FERLTWET, TOMREIL. FHTW 0 BRWIRD | ZREO—EDY 7 v =27V Y —
ATHYR—brSET,

77y b7 bDYR— P BIOV RV T MY =T A A=V OV R— MIBET L EHRE R
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7, Cisco Feature Navigator |27 7 & 29 2|2
X, www.cisco.com/go/ctn IZFEE) L £ 7, Cisco.com DT B 7 MIMLEDH Y £/ A,
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B ovwvisoranomess

£ 19:gNMI 70 kO )LD#EEIEER

EFLEHETOSS5TEY T4 |

HaE

iy

1y—2

HEEE®

gNMI 7’1 | =21

Cisco I0S XE Fuji 16.8.1a

Z ORETIX, gNMI OfRE & GET &
JOVSET RPC Z ] L 7= &7 /VERE)RY
DOFRTE EEHT — X OBUFIZ OV TR
HLET,

ZOMEEIX. ROT Ty T F—AIT
FEINTWE LT,

» Cisco Catalyst 9300 ' U — X A A

a:.
« Cisco Catalyst 9400 > U — X XA
9:.
» Cisco Catalyst 9500 3 U — X A A v
%
Cisco IOS XE Gibraltar Cisco 10S XE Gibraltar 16.10.1 Ti%., =
16.10.1 DFEBEIL Cisco Catalyst 9500 /1 3
Th =< ALY =R AL v F|TELE
SNhTWE L,
Cisco IOS XE Gibraltar Cisco 10S XE Gibraltar 16.11.1 Tix, =
16.11.1 DOHEREIT Cisco Catalyst 9600 < V) — X %
A v FICEEINLTWE LT,

Cisco IOS XE Gibraltar Z OFEREIZ. Cisco 10S XE Gibraltar
16.12.1 16.12.1 TIROT T v b7 4 — LITHEE
SNFE L,

« Cisco Catalyst 9200 33 J2 Tf 9200L >
U= 2A vF
* Cisco Catalyst 9300L SKU
¢ CiscocBR-8 = X— R 7 m— R
N R —H
Cisco IOS XE Amsterdam
17.1.1

 Ciscol0S XE Amsterdam17.1.x FO 45 S<YEYF 4 2> T4 FaL—Ya v A K



| EFLBBHRITOTIS<EY T4

gNMI 7’0 k3 )L DHRETE R .

3
b
R

)1)—2R

HEEER

Z OEREIL. Cisco I0S XE Amsterdam
1711 TRDOT T v N7+ — LT HEEE
nE L,
* CiscoASR900 >V — X 7 7 V) /7 —
vary —ERX —H
* CiscoASRQ20 >V —X 7 7V /F—
gy P—ER )L—H

* Cisco Network Convergence System
520 Y —X

* Cisco Network Convergence System
4200 > U — X

eNMI L —H 4 L /XA T —
FIZ X 5583

Cisco IOS XE Gibraltar
16.12.1

Z—WH LR T — R K HERGERE
23gNMI 7' kLB EE Lz,

Z ORSEEIE. eNMI &R — h 59X
TOHDIOSXE'7 v 74— AL THAR—
FERET,
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ETILR—X D AAA

NETCONF A > # —7 = A A& RESTCONFA > &% —7 = A AlZ. NETCONF 7 7 & A #l{#HE
7L (NACM) #FEEEL TWET, NACM (X, RFC6536 THESN/T-m—/_X—X T 7 tEX
2> he—/L (RBAC) DFEHXD 1 >TT,

e BT LR — M AAA (223 X—7)

¢ BT INR—AD AAA IZBET D52 DMOBEEE (229 X—)

« ETNR—AD AAA BT HREST# (230 =—2)

ETILR—X D AAA

—

ETILR—X D AAA DFETIREH

ETNR—AD AAA EEZ T 21213, WONFIZOWTEHEANIHEM L TBLERH Y
F7,

* NETCONF-YANG
* NETCONF-YANG kill v g &~

*RFC 6536 : v hU—Z7&EZ 1 b=l (NETCONF) 7 7 & AHli#Hl€7 /v

EARE

NETCONF #— & AR RESTCONF Y —EABEFNZ /D &, macm V7 U — 0N FHFNIRE S
NTWRWNWT A R T, BEL L 15 D2 —TLANADOT R TOEMEE T —F ~Din 0L /&
XA FEFTT 7 BAZESE LE T, ZICONWTIE, macm ¥ 7Y U —DOROREITEER I
TWET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<enable-nacm>true</enable-nacm>
<read-default>deny</read-default>
<write-default>deny</write-default>
<exec-default>deny</exec-default>
<enable-external-groups>true</enable-external-groups>
<rule-list>

Cisco I0S XE Amsterdam 17.1.x FO 5 S<YEY T4 av 74 F¥aL—vav A4 K |}



EFLEHETOSS5TEY T4 |
B /r—7x0n-v97

<name>admin</name>

<group>PRIV15</group>

<rule>
<name>permit-all</name>
<module-name>*</module-name>
<access-operations>*</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

BIN—T AonN—y T

=P DITN—T A N—=2 oy FIF2 DD Y —ANLERETEET, 1 DHIX, RARCHEHT
D AAA I — R TRESNTNDH2—FOMHERL~LTF, 2-DHIE, /nacm/groups 7> U —
TRESNTWAHER L~V T, BHHER L~ ST 5 7V —F D4 ENIRDO L B0 T

R
HERLAIL NACM 7' )L— T4
0 PRIV00
1 PRIVO1
2 PRIV02
3 PRIV03
4 PRIV04
5 PRIV05
6 PRIV06
7 PRIV07
8 PRIV08
9 PRIV09
10 PRIV10
11 PRIV1I
12 PRIV12
13 PRIV13
14 PRIV 14
15 PRIV15
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\)

e Ol |

6=

\)

PEED 108 o~ R FERR L~ HES< D72 L) 1X, NETCONF %7213 RESTCONF
WA S EE AL

GE)

FEBR L~ S WD T NACM 7 v — I 5. 8727 7 & AT, HER L ~ULE VW NACM 7
N—AIIAGER SN EY A, 728 21F. PRIVIOIZHEH &b /1—/LiL, PRIVIL, PRIVI2,
PRIV13, PRIVI4, BLXOPRIVISIZH HEMICHEA SN DD TlEdH 0 TH A,

NACM #E[R L N L DR TFE R

AAA FEN no aaanew-model TRHE SN TWAEHEAEIE, =2—FIZx L Ter—I VZRE S
T-HERR LU M SHUET, AAA RED aaanew-model TRE SN TV HHA . HERLX
MiE, A Y w K U A b aaaauthorization exec default (2 BEfT T STV 5D AAA — 2 L -
TkE F9,

NACM DEXE D EHE & RSP

NACM i%7€lX. NETCONF F 72X RESTCONF # i H L CTEE CT&x £9, =—F N NCAMFKE
T 7 BATELLICT AT, ZO0DOBHRRMERZE-EALERHY £, OF

D\

NACM L— V& LET, maecm V7Y U —D FOREL. copy running-config

startup-config EXEC =1~ o R3FITS 5 & &, F7-id cisco-iazsave-configRPC 23517 S D
L EIHRRELET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<save-config xmlns="http://cisco.com/yang/cisco-ia"/>

</rpc>

\}

GE)

NETCONF & v < = M & A NACM L —/UiE, & v g v O nacm 7Y U —
THEINTWDLHOTT, macm %7 U —IZZEFE A TH, NETCONF & v = iEd
TICHENL ST WD T OB % 51 £ A, <kill-session> RPC & 7= |3 clear netconf-yang session
EXEC =2~ > K& LT, R¥E7 NETCONF © v ¥ 3 »VZEINCK T D2 N TEE
9, NETCONFKill ¥ v ayv (146 2—3) #FBBRL T E &V,

6=

REEDT —HZ~DT 78 ABEET HV—VEERT D561, A U7 —% B3 EHD YANG
EFEVa— Ve T—% )= RONRZAZN L TARESNDAREMENH D720, FEESILETT, -
ERIE. A VHF—T A A 2T 4 F 2 b—1 3 F Cisco-lOS-XE-native & ietf-interface @
WHZEZNLTARENET, RULT—Z D1 oOFRBUCTHEHA SN D TEEMERH D L—ViT,
ZOT—FZDMORBUITEH SN WEERH Y £,

Cisco I0S XE Amsterdam 17.1.x FO 5 S<YEY T4 av 74 F¥aL—vav A4 K |}



EFLEHETOSS5TEY T4 |
B wevzzouey+

NACMEZZED Y v +
macm 7YV —OREXZHFREIZ) By bTAHITE, koa<wr FaeERALET ( THH
R 2381 |

Router#request platform software yang-management nacm reset-config

NACM &% 7€ 1
A\

G¥) ZIZITEITTCWAENTHAOAREZEE TS5 L O T,

RIS, IN—TREDHIZRLET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<groups>
<group>
<name>administrators</name>
<user-name>admin</user-name>
<user-name>root</user—-name>
</group>

<group>
<name>limited-permission</name>
<user-name>alice</user-name>
<user-name>bob</user-name>
</group>
</groups>
</nacm>

R2:TL—TREDHE/NT A —2 DFHHA

IRTA—% &
<name>administrators</name> TI—T4
<user-name>admin</user-name> Z—W4
<user-name>root</user-name> a—4

KIZ, BV a— —LEERTAH 2= LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>

<name>only-ietf-interfaces</name>

<group>limited-permission</group>

<rule>
<name>deny-native</name>
<module-name>Cisco-I0S-XE-native</module-name>
<access-operations>*</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-ietf-interfaces</name>
<module-name>ietf-interfaces</module-name>
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<access-operations>*</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

R2A:EFD21—IW IV —IVEERT H-HOD/E/ S A — 2 DFHA

NG A—4 & EA
<name>only-ietf-interfaces</name> EAHDNL—LY R N

< group > permission </group > = A NBEHIND T —T
<name>deny-native</name> [EA DN —V4

<module-name>Cisco-IOS-XE-native</module-name> | YANG & 3 = — /L D4 Hij

<access-operations>*</access-operations> CRUDx OEIEX A 7
<action>deny</action> SRR /EAS

wIZ, 7a b I B EA— VBT DR LT,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>only-get</name>
<group>limited-permission</group>

<rule>
<name>deny-edit-config</name>
<module-name>ietf-netconf</module-name>
<rpc-name>edit-config</rpc-name>
<access-operations>exec</access-operations>
<action>deny</action>

</rule>

<rule>
<name>allow-get</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>

</rule>

</rule-list>
</nacm>

®22: 70 b VBREL—IVEERT HI-HDRE/NT A — 5 DA

INTG A=A s EA

<name>only-get</name> BAHDONL—LY R N

< group > permission </group > = A NP SND T —T
<name>deny-edit-config</name> EA DL — V4
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NS A—4 A A
<module-name>ietf-netconf</module-name> RPC &€ Y 2 — /L D4 |
<rpc-name>edit-config</rpc-name> RPC D4 i
<access-operations>exec</access-operations> RPC D EFTHER
<action>deny</action> el FE A

Wiz, T—4% ) — R V—nVEERT 02" LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>hide-enable-passwords</name>
<group>limited-permission</group>

<rule>
<name>deny-enable-passwords</name>
<path xmlns:ios="http://cisco.com/ns/yang/Cisco-I0S-XE-native>/ios:native/enable

</path>
<access-operations>*</access-operations>
<action>deny</action>
</rule>
</rule-list>
</nacm>

R23:T—8 /— K L—LEERT B=ODHRE/T A —2 DA

NS A—H Bz

<name>hide-enable-passwords</name> BAHDONL—LY A N

= U A NREHIND T V—T

< group > permission </group >

<name>deny-enable-passwords</name> HDL— V4

<path FFAEITHESE SN T —4 /) — R~D/RA
s oIS NEpivesefiotrebet

<access-operations>*</access-operations> CRUDx OEMEH A 7

<action>deny</action> ST E

WIZ, T_XRTOZIN—TTHk LT, #EAED NETCONF RPC <get> 3 L TN <get-config> D [
A ¥ — K 71— K RPC <get-schema>, 35X OVE ¥ = — )L ietf-interfaces |28 57 — & ~D
FEAER Y HHT 7 & 2275 NACM REDHI 2R LET,

<nacm xmlns="urn:ietf:params:xml:ns:yang:ietf-netconf-acm">
<rule-list>
<name>readonly-protocol</name>
<group>*</group>
<rule>
<name>get-permit</name>
<module-name>ietf-netconf</module-name>
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<rpc-name>get</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-config-permit</name>
<module-name>ietf-netconf</module-name>
<rpc-name>get-config</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
<rule>
<name>get-schema-permit</name>
<module-name>ietf-netconf-monitoring</module-name>
<rpc-name>get-schema</rpc-name>
<access-operations>exec</access-operations>
<action>permit</action>
</rule>
</rule-list>
<rule-list>
<name>readonly-data</name>
<group>*</group>
<rule>
<name>ietf-interfaces-permit</name>
<module-name>ietf-interfaces</module-name>
<access-operations>read</access-operations>
<action>permit</action>
</rule>
</rule-list>
</nacm>

ETILA—ZAD AAA [CEAT 5 EDMDSEER

EEEH

BEEIEE TZ=aTFILERA I

I0S-XE, I0S-XR, LI OINX-0S 7 | BHFEHE T 53750 o7 W 55T Cisco YANG ET /U2 T 7
Ty M7 —bDEFEZERY V— AT DL, GitHub UARY U 28R L. vendor/cisco
AD YANG 7 —H# T )V V7T L7 NUICEEILET, Z 2 TiE, 10S XE,
I0S-XR, BLUNX-0S7 T v 7+ —LDSEIER
V) —2ADEFNEEHTEET,

BB S URFC
Z#4£/RFC 24 R
RFC 6020 YANG : Network Configuration Protocol (NETCONF) [f]i}5 —
2 E®T Y T ERE
RFC 6241 Fy NU—rEESe a3 (NETCONF)
RFC 6536 Fy NU—27F&ET 1 b3 (NETCONF) 7 7 & A€ T
v

Cisco I0S XE Amsterdam 17.1.x FO 5 S<YEY T4 av 74 F¥aL—vav A4 K |}


https://github.com/YangModels/yang
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B =71 <20 @7 pieemn
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€7I)L

SRADTY ZHIL YR—F

EFLEBBEIOIS5TEY T4 |

A

9

vAaADYHR— bk Web¥A K TIE, vAIORLST T )
O —IZlT B NI TN a—T 4 I RBEN. TN
565X, ~=a2T7 Y — L EEUD T8 TR A
YIA ) = RAERME LT ET,

BHEWORGL O X 2 U T 1 HERCHAMEREZ AFT L
»IZ, Cisco Notification Service (Field Notice 725 7 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 4 — R7/g ¥ D&Y — X |TIAT
T ET

VAaDYR— K Web VA DY — )T 7 AT HEE
X, Cisco.com D —HID B L U/IAT — RRMLIETT,

http://www.cisco.com/support

R—Z D AAA [ZBH9 B HEETEER

ROFNZ, ZOFY 22— /LTt LIEHEEICET2 ) UV — X FmE R LEd, ZoRIT. V7
FY=7 VU =R bLA U THEEOYR— FREASNEEDY 7 by =T VY —R72
FERLTWET, TORREIL. FRTH 0 B2V IRD | ZNEO—EDY 7 ro =7V ) —

ATHYR—FENET,

TIy N7 =LY R=FBIOV R YT hU =T A A=V OFR— MNIBET HHERE MR
9 %IZ1%, Cisco Feature Navigator Z i/l L &7, Cisco Feature Navigator |27 7 &£ 29 % |Z
L. www.cisco.com/go/ctn [ZFEE) L £ 4, Cisco.com D7 A7 2 MIMEH Y £H A,
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£R24:70553EY T DIEERER: T—% ETIL

EFNLA—20 AMA BT piactEn ]

HaE

iy

)1)—x

HEEER

FFL_N— 2D AAA

Cisco IOS XE Fuji 16.8.1

COREREIX. IRDTT v BT +— A
FILINTWE L,

* CiscoASRO00 > U — X T 7' U /' —
vary P—ERX L—H

* CiscoASR920 > UV —X 7 7Y Af—
vary —ERX )—H

* Cisco ASR 1000 >V —X 77
J—vary P—ERA N—H

« Cisco CSR 1000v A1 v F

* CiscoISR 1100 2 U — & H#— "R
B —4

* Cisco ISR 4000 2V — X #— B2
AR —H

* Cisco NCS 4200 ') — X

Cisco 10S XE Fuji 16.8.1a

ZOBREIZ, DT T > b7 x— AT
FHEINTWELE,
« Cisco Catalyst 3650 > U — X A A v
%
« Cisco Catalyst 3850 > U — X A A v
.a:.
* Cisco Catalyst 9300 > U — X A A v
.a:_
» Cisco Catalyst 9400 > U — X A A v
a’_

» Cisco Catalyst 9500 3V — & A A v
%
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ETILEREI R T LA K

c ETVEREIT LA MY (233 =)

ETIIEERETLA R

TFLERE T L A R UL, YANG 5L ENFETF— 2 52F—F al Z XA RY —3 0
T4 B ODA =R LERMELFEST, ZOFT 22— TlI, BEFAEERST L X U 2o
THH L, TLARY) UE—|K L —Y% a—/L (RPC) OFlZRLET,

ETILEREER T LA M) ORTHREE

e T LA N ZFEHTHBBICHERT — 2 ZHEL TEZXRT DL, YANGIZRET 54850
%‘%VC‘?—O

« XML, XML 4 AiiZEM., 35 X O XML XPath @ Z0i%,

«IETF 7 L A h VAR CEE I N TV A AEUER X OVFHI O 20k,

« urn:ietf:params:netconf:capability:notification: 1.1 #§8E(X, hello A v & — TV X M4 5N
PV ET, ZOKREIX, IETF 7 LA M) 2P R— 5731 ATOHT FRF A X
SHET,

* NETCONF-YANG 37 /NA A L THEFHATHOVBE L CWDOILERH Y £,
A

GE)  NETCONF Z#fEH LZ2WEAETH, 7L A MU DBEET X951
NETCONF-YANG % #%/E9 5 LR H W £9°, NETCONF-YANG
DOBREDFEMNZHOWTIE, INETCONF 7o h 2L £¥a—)b
BT EEN,

show platform softwar e yang-management process =~ > RZ#H LT, kD7 1k ANE
THTHDZ LR LET,

Device# show platform software yang-management process
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B =7 smm70 L yonmees

A\

confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running
gnmib : Running

EFLEHETOSS5TEY T4 |

GE) 7R pubd IFETABEHAT LA MY TrEATHY, i
WEITL T RWEAITIZET VBB T L A h U IHERE L 8
/Vo
WDOFIZ, BTN AEHA L Z—T A4 A (DMI) et 20FEHERLET,
F25:7 14—ILFOHRHA
FTINNAREEA VA —T1ARATOERE | TELEZE
confd a7 4 FXalb—vay FT—F
nesd Xy NT—VHEFE s F AT —F
syncfd R T —F (ETHRELXIGTHET IV
] D [F13 2 e FF)
ncsshd NETCONFtEZF =7 =/l (SSH) F—F >
dmiauthd DMI FET —F >,
nginx NGINX Web #—~3, RESTCONF ® Web
P— R U THERE L £9,
ndbmand NETCONF 7 —# N— A~ —3 %
pubd ETNVERERT LA NV IER SN
Vir— g <=3 —UyBLUONTY vy
gnmib GNMI 7= | z/bh—r8,
NETCONF [&E & DR EH

« NETCONF & & Ofifi 5 IEIZ B9 2 R D Fnilk,

* NETCONF t v 3 3 » DT,

* hello 36 L UHERE A v & — Y DERZAE,
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* fENLZ 72 NETCONF £ v & = /12 K D YANG XML RPC D532 AZ 3R DV T,
['Configure NETCONF / YANG and Validate Example for Cisco IOSXE 16.x Platforms) %
ZRLTLZEN,

NETCONF DA %h1E & 15

NETCONF OHEREZ FEFR T D121, AR — VA L RRAT—REEHA L TT /31 A~D SSH
BB L, T3 ADBEZ G T hello A v — V2 ZELET,

Device:~ USER1$ ssh -s ciscol@172.16.167.175 -p 830 netconf
ciscol@172.16.167.175"'s password: ciscol

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability

</capabilities>
<session-id>2870</session-id></hello>]]1>]11>

Use < "C > to exit

hello A v E—IZxt L CIEF 72)0E %% 595 & . NETCONF % {4 2 #1380 F 7,

RESTCONF [E & DO RT{E &4

« RESTCONF & # O ffi AT IEICEET Ak O (RESTCONF L CH 7227 U F g
VEAERRT D)

* RESTCONF AT /XA A THRTESINTWAXLENHY £97,

* RESTCONF iZ. RESTCONF RFC 8040 (Z#EHL L 7=, 1E L\ D Uniform Resource Identifier
(URD) #XETHMENRHD £7°,

RESTCONF A #h1tb & &L
W77 LT v v/l E ke URI 246 H LC, RESTCONF Z#FE L £9°,

Operation: GET
Headers:
" Accept: application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
" Content-Type: application/yang-data+json
Returned Output (omitted for breverity):
{
"ietf-restconf:data": {
"ietf-yang-library:modules-state": {
"module": [
{
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EFLEHETOSS5TEY T4 |
B =7 mam704 ryoswsE

"name": "ATM-FORUM-TC-MIB",
"revision": "",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-FORUM-TC-MIB",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-FORUM-TC-MIB"
} 4
{
"name": "ATM-MIB",
"revision": "1998-10-19",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-MIB/1998-10-19",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-MIB"
} 4
{
"name": "ATM-TC-MIB",
"revision": "1998-10-19",

"schema": "https://10.85.116.28:443/restconf/tailf/
<snip>
:
T RTOTNA AERETHIRDINE 2557 5 & . RESTCONF 2N IEF IZHRGE S AV E T,

gRPCE & DR &
» & —{H Google Protocol Buffers (GPB) = 2—7 (v 7 % Hfifd % gRPC 2 L 7 X B 7E
LE7,

ETILEREIR T L A M DOFIKIEIE

e yang-push 2 F U — L& H L TV o5GE, #IRICK T 5 BEIREIL, 2R 7 227
TasaiFich AR —rShvEHA, DFED, VA RNEZBBIRTLHEEIC, VAIDTFU R
FAREEIICIZTE ENEFA, XX, VT AT TANTIE, FUARNIEICY TR
U7y arzFBTERT20ERHY 7,

ZOHIRIE, RO Y A FOERITEEFE L TWEEE, EHNRT 7227 ) Fvaicbib
AEhEd,

* Cisco-I0S-XE-wireless-access-point-oper
* Cisco-I0S-XE-wireless-ap-global-oper

* Cisco-IOS-XE-wireless-awips-oper

* Cisco-I0S-XE-wireless-client-global-oper
* Cisco-I0S-XE-wireless-client-oper

* Cisco-10S-XE-wireless-general-cfg

* Cisco-IOS-XE-wireless-general-oper

* Cisco-I0S-XE-wireless-general-oper

* Cisco-I0S-XE-wireless-mesh-oper

* Cisco-10S-XE-wireless-mobility-oper
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* Cisco-10S-XE-wireless-rfid-oper
* Cisco-I0S-XE-wireless-rrm-emul-oper
* Cisco-I0S-XE-wireless-rrm-global-oper
* Cisco-IOS-XE-wireless-rrm-oper
* Cisco-I0S-XE-wireless-site-cfg
* bootcamp-test-autonomous
* openconfig-access-points
* openconfig-ap-manager
* openconfig-lacp
* openconfig-platform-psu
cF— BT IR AFADT = v 7 Y E— R SR TOERA, $T A7 T4 ko> TER
SNTZTRTOT—FNFEINET,

BTV =T g NHEY R FERTWERA, $ 7YV — 7 0 VEREE SNTZHA,
YITR7 VT aidEhe L= ShET,

YT RI VT ar NTAZOPR THEOZEZEZERT LI LEI RS TnE
Tho BUIDOZAZHE DL THRITINE T, MOERFADZEFITEHINLET,
« Cisco Catalyst 9800 UV o ¥ L A = h @ — 7 Ti&, /client-oper-data/traffic-stats/ XPath

tx-retries 7 4 — /L N & excessive-retries 7 4 — /L ROfEIZHFIZP e Nz rmINET, 774
T v Ry NOBFREERIT LI AR RS AE R R T A I121E, XPath O data-retries 7  —

NV RZEHEHALES,
gRPC ElH D HIREIR
o T34 A L L — 3] Transport Layer Security ~~— A (TLS ~X—R) OFRFEE YA — K
SNTWER A,
TLS _X— A DFFEIL, Cisco I0S XE Amsterdam 17.1.1 LIED UV U — A THAHR— h T
\i‘a—O

yang-push E& DR
« 7227V 7 3 @ Quality of Service (QoS) 1EHA— I TWEHA,

ETIEEFRTLARIICDONT

WRDOET v a TR, EFAVERT LA M) OSESERAEICOVTHIILET,
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ETIEBBHERT LA ) OBE

TLAMIE, HBOBE e ATY, Zhicky, HIEBIOEOMOT—208 ) T— h
RA U NERXT 7B AR ARA » b CTIEESI, E=FHOZEEEICEEINET, £
FOBRERT L A R UL, YANG ET /UL ENTT —H 2T —X aL Z XA NI —3I 7
TEHEDDA T = AL EARME L E7,

7 7Y sr—3 3 Cld, NETCONF, RESTCONF, F72|%gRPCF* v NV —7EHA L X —T =
A A (gNMI) OFT 1 kAL LIZERESR— 2D YANG 7 — % EF V2R LT, SEL
TOHREDT —HHAEY T AT FAT7TExET, $7 A7 VT a3 ICLIZHERH L TER
THZEHTEET REFHI TR T arO5E) .

LT — 2, P TR VTS a ML T — 4 X SIS E, ERINRY—TE
TIXEFRC AT Y v a SnEd,

TLAR) O—=)L

TULAN)EERT VAT ATIE, SESERe—AREELET, ZORF2 AT
E, KOT LAY m— V2 LET,

e NRT Vv i TULAN) T=HERETIHRY VT —TEHE,
cZEE TVLVANIT—EEZELES, a7 X ELFENRET,

ey —T YT RIYVFa VEERTEINTLAN) T2 EZE LRV Ey b
U—r8H#E R LT 220 T g ACBEEMITT SN TET LA N T =2 NZEEIC
EEENET, BHo—Y 2 M ERIIEH T T 4 BRI E T,

Y TRITTAN Y TR VT a BT oKy MU= EHR, BAICIE, ZEE
THbHOILEFTH Y FEAN, ZOFRF2 A FTIEELL BRI LETY,

il

HIRY )T a0 DBE

YIT27 ) Fravid, TUA MY vV HOBEMNT 2T HHA THY, m—/LH Tk
FEns7—2%&ERLET,

BARMIZIX, VTRV aid, TUA NI T—=HDO—E L TEREINS —#EOT—H
EEFETHEDIFEHAINET, 2 2iE. T—2 N0 oNEN, T—HOEAGFRTOITIE,
F BB TR WEAITHE (EFDZEE) BT — X E2ZETHINEERELET,

PR—PFENTNWDEY TR VT a v ORKEIZT 7Y M7+ — AT Ko TR D 30,
BEZ 10O T 27 ) Fya NP R—hSnTWEd, 72707y a it REFE
BPBHIONTRNCT D LN TE, T2 2K~k 7a b 2L OLEOMAA D %
TEET, AT RTCOREFLT T AZ VT a 2777 4 71T 52O RHCEE
OV TAT VT a BEELTWASGE, P 7 A7 VT ar OBNRETELE, 77T+
TIhY T AT VT a v w#HBR LI X, IET VT 4 7T THOIBANRBEFHY T A7)
TarolonEiranEd, EMMOIC NI A—ENd T A7 VT ary (F74VED
B/AMEIZ1002 > F8) L, BEFICNIV—SNDYT A7 U 7y a UndR— kIt
7,
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SAXNA oL UEA LT rOEFLEREF LA~y ]

YT RN F g OFEETIL, NETCONF R0ZDhd ) —A NG R FurlI<T A2
4 —7 x A A (RESTCONF, gNMI 72 &) MNP HR—F S TWET,

CiscolOSXE YV AT ADT LA MY TiE, XA FTI v I BT R7 VT gy bREFHLYT A
YT arD2BEOY T A Y g onEHENNET,

YT A7 VT aid, NTV X IIERTAITAT N (BT R TAN) 1T
TIEREND T2, XA YNLA v ERRENET, REFHAVI T ATV T arTlE, /87
Vo Vv I IZEE~DERERE L, TORRLAYALT U NERZ2ENET,

FAVXYNAVELIUVEANXYILT O CDETIVESHE T LA LY

F—H5 J—ADLH

ETNRENT LA VT, FAYNVA e HZATAT T RO 2T BN DY £7,

RB:FAVILAVEEIVETAVILTY COETILEREETLA Y

TAVILT I (BHELIIREFH)

TVA Y OERIE, fEEShIZZERFT
a7 ZICEESNET,

TAXILA Y (B#D)

TLANIOEFIL, A =v=—FFi3H
TR FTANITEEINET,

PTA7 YT ai3FEF fTar 7 4 X2 b—
aro—fE LTERSET, 2L,
a7 4 Fal—a URHIBRENSETT
NA AREE LTHERY £,

BT R T g OIFRBENL, oY T
ATV TvarEERLTZER (Byiay)
WSRO Bav, FOfEEIIRITRT LA Y
DOEFNEFEESNET, FTa 7 4 F 2 Lb—
VarTCIRHERIBEINEYA,

TAXNA L TR VT g 4i7)e—K
BICHEET IR H D £, ik, f#
SNEANEEREER Iy s BN AT — T
IV AA o F A= N—HBRZ kil SN BT T,

EAXNVNT IR Y TRI VT a 0374
ABEDO—FE LTHER S, AT — 7L
2A y FA—=N—RIC BB ZEH I
fe LET,

YT 27U Fa DR, TR T g
VORENIRE) LTz & EICEMICER S N E

BT 27 ) Fa IDIZEETHY .
—¥E L TTAAA A LETHREINET,

B

VTRV T aNOT VAN T—=HDY =R, ARV —ALE T4 VZ L THEE
SNFET, ZZTOARY—A&1E, BET L —EHOA X ML £ T, RFC 5277 TldA
RUBNARN) =A%, WS ONOEIEEIEEIC T 5 —#HOA X MEME LTERL TN E
7

WEIL, ARV —LNbD—HDOA R MIT A AZBENEST, BARLZA N —LEZAT
TEICER DT 4 NE XA TERENE T,

Cisco I0S XE %, yang-push & yang-notif-native ® 2 DDA h U —A A%V R — K LTWET,
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YTAI YT arDE LT, F—ARUEICREIA IV I ERETEET, L,
ZHEA N —AICESTRAED ET, A N —ANTEEMTbNI-E &, F7230 <0 b
RRA LB DBRTF— 2 WATEL E51T 22 M — b biud, BERAEMC, 7
LEHFHOBERRCT— 4 2MATE5 LT 5 A MY —Abb 0 ET,

O AT BEOHRII, MBOT LA NY) T—HE2Ekr—HOBEIH@EME R £
T T—HDOEEFHET, TV vy EZEFMOERICER SN e hanic ko TR
0 ET,

H$ITRY )T a VEBlF

PTRAI7Y T a iRy hOEOEEME CHBISNET, REFHAYTAZ Y Far
DIDIFay b= Lo THRESIN, BT T A7 VT a OREFATY v iyildo
THRESNET,

arvhar—JF, N7V vy THERSNTBWY T AT Y T a o EOBAERT DT
W2, REFAYT T A7) 7y a AERT HME% 0~ 2147483647 OFEFHICHIRS 5 LN &
DE4, BT R7Y T aroID EZMIFS e — 0T, OFED, ML CER SN
Y727 ) S a0 T 22 ) g o IDITEELET A

H$IRYyYToa v ERE

BB EOEBOEREMEH L T, REFAT T A2 Y T a OEK., B, BXOZEE
THZ2ENRTEET, 2L, CLIE Xy hU—7 7Pua ha Lol FOEBEENEG TN E
ﬁ—o

TRCOVT A7 VT vary REFHFLEH) X, show =~ F, BBy hv—2r 7
o ko VERBERFEH L CERRTEET,

WKDORT, PR—FENTWARA NI —Abxzra—F o7 BIOHR— I TWAH
BADHIZOWVWTHALET, ANELTOR R —AFHAELTOTE Fa/nbHlsr L

TWAHZEEBRLTWETN, T XTOMAEGLERTR—FENTWEbITIEHY &
/UO

£ 27: 9 KR—+tEhd70 FaLOBEAEDE

FS2UR NETCONF gRPC gNMI
R—k70O
Fan
BAXNA | FATXYAVT | FALYNVA | ZAYNVT | ZATNA | FATYNT
v 7 k v 7 N 7k
Stream
yang-push | /i EISSINN I K KFhix FEXFIE
yang-notifnative | i i3 It FEXFIE K xS FEXFI
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FroUR NETCONF gRPC gNMI

R—r70

FaL

Encodings | XML FExt i EISnN X —1H JSON IETF |3E%tis
Google
Protocol
Buffers

(kvGPB)

T LA RNY®DRPCHAR— |

ST S 472 NETCONF £ v 5 C, YANGXML U E— K 7B —Y % 22—/ (RPC) D%

ZEMTLET,

7 L A K U IZIZ <establish-subscription> RPC & <delete-subscription> RPC 23 % 7" — K LTV E

B

<establish-subscription> RPC 2365 &5 &, N7 VU w2 )b D RPC INEIZ 1T <rpe-reply>
Ayt —vb | fHERA N 7 %G T <subscription-result> EHRE N E ENLET,

WOEIT, <rpe-reply> A v E—VTOREEL, IWEOHBZRLTWET,

ERXFSI RPC RE
ok <establish-subscription> 522

<delete-subscription>

error-no-such-subscription

<delete-subscription>

BESNE-T 7 L— MIE
ELER A,

error-no-such-option

<establish-subscription>

gskEn- 72 g
VIV AER—RFENRTWER
/Uo

error-insufficient-resources

<establish-subscription>

Y720 T g RO
HICEDIERRCTE EHA,
TR VT a g
TX5,
R EINTET—ZOEN
RExTX5,
s EHI /T A7 U
varOfkENETE
5,

error-other

<establish-subscription>

Z OO SO T —T
R
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P—t & gNMI

EFLEBBEIOIS5TEY T4 |

gNMI AR X, A L-ULRPC & T gNMI & WO ZRITOE —D kv 7 L UbH—E 2 % i)
LET, RIZ, W T A7 TATH—EARPC H#ELH—ERAEHRELRLET,

service gNMI ({

rpc Subscribe (stream SubscribeRequest)
returns (stream SubscribeResponse) ;

<subscribe RPC> [%, YT A7 U 7o a U BB RTAH-ODIEHT—T 0 M- TE
HAENES, ZORPCIIT—EHD A v —IUNEGENTWET, IkROEF T 3 Tld, <subscribe
RPC> CTHAR—=FINTWNDHRA v E—IIZONWTHBLET,

SubscribeRequest X vt —

ZOAyE—VF BESNIAZADOE Y MIHT 57 —7 v b OFEF 2R T L5720
7IAT VML TEBESNET, KIS, AvE—VOERZRLET,

message SubscribeRequest {
oneof request {
SubscriptionlList subscribe = 1;
PollRequest poll = 3;
AliasList aliases = 4;
}
Repeated gNMI_ext.Extensions = 5;
}

N

(F)  request.subscribe DAY AR — F S E T,

SubscribeResponse * v t—

DA vB—Uk, MESL ST <subscribe RPC> 2N L TCH —F v b b7 T4 T v MIEE
ENFET, RIZ, AvE—VOERPRLET,

message SubscribeResponse {
oneof response {
Notification update = 1;
Bool sync response = 3;
Error error = 4 [deprecated=true];
}
}

N\

GE)  BMOEFHOLNRYR— FIHET,

 Ciscol0S XE Amsterdam17.1.x FO 45 S<YEYF 4 2> T4 FaL—Ya v A K



| EFLBBHRITOTIS<EY T4
s—ez ghmi ]

SubscriptionList X v+ —

ZORX =V, HKBOYVT A7 VT a VEWERKBERSRADE y MRS IEOIEHS
AUE 7, SubscriptionList A v E—YOHERNT, 7747 2 MIETAVHADRED T LT 1 v
I AT 1O EDOY T A7 Y 7T g o &HEHITE £F, KRIT, SubscriptionList A v & —
VOERERLET,

message SubscriptionList {
Path prefix = 1;
repeated Subscription subscription = 2;
bool use aliases = 3;
QOSMarkng qgos = 4;
enum Mode {
STREAM = 0;

ONCE = 1;

POLL = 2;
}
Mode mode = 5;
bool allow aggregation = 6;
repeated ModelData use _models = 7;
Encoding encoding = 8; // only JSON_IETF supported in R16.12
Bool updates _only = 9;

)

(GE)  Path prefix (BI7REYZ2ZEFE A D) | Subscription subscription, Mode mode STREAM, 5 X
Encoding encoding IETF_JSON 237K — F I TWET,

TLIAVIRA Y=

BT A2 U7 g0 2 MIIE, xPath D (FERENTZTRTOST A7 U P9 R/
T) HHEIG THERSNTZEANBELOT VT 4 v I AREENTHDEEHEAE L, EFTHRn
BAENHY F£7,

message Path {
repeated string element = 1; [ deprecated ]

string origin = 2;
repeated PathElem elem = 3;
optional string target =

|
>

)

GE)  origin (FR—FSNAHMHEIE T & lopenconfig) ) | elem (VAR—hFEINDLZEHRLITTLT 4>
7 A L) . BL O target NV AR— F S ET,
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IR Toavityte—o

TDORAyE—ViF, IIAT U MIEoTH TR SATENETFT—XZ Dy N —RHICEH
L CWET, BHIMEEZRIETA7-OIfFHINLI A EBENEENE T, Wi, 7R
27U arAye—VOERERLET,

message Subscription {
Path path = 1;
SubscriptionMode mode = 2;
uint64 sample interval = 3;
bool suppress redundant = 4;
uint64 heartbeat interval = 5;
}

)

(G¥)  Path path, SubscriptionMode mode, Uint64 sample_interval, I3 OF Uint64 heartbeat_interval (ff
DOWCHESNNTWDIGEGDHR) B R—FSET,

INAAyE—

BT 2707y a 02t NABRADENRTWEYS, Zhit, YT Rx7 )V Fvar )R
MZEEM T BN VT 4 v 7 RTBIMEND & BREM N A 2R L ET, Ko, SA
AvE—VOERERNLET,

message Path {
repeated string element = 1; [ deprecated ]
string origin = 2;
repeated PathElem elem = 3;
optional string target = 4;

)

GE)  origin (VAR—FEN5MEIT ) & lopenconfig] ) | elem (AR —hSINDERLITT VT 4 v
7 A L) . BE O target NV AR — FEhET,

SubscriptionMode #* v —

ZOA =R, BHOEHRE N W=D H5EE =0y MaEmLET, KRIZ,
SubscriptionMode A vt — Y DiEFKE R L E T,

enum SubscriptionMod
TARGET DEFINED =
ON_CHANGE =

SAMPLE = 2;

e {
0;
1;
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\)

G¥) SAMPLE OANBYR— b ENET,

BRAYvE—D

DA yE—=UF, BRI VT var A=y v inbalb s X IT LA NI T—FEEEL
4, W, BAAYE—VDEHEERLET,

message Notification {
int64 timestamp = 1;
Path prefix = 2;
string alias = 3;
repeated Update update = 4;
repeated Path delete = 5;
bool atomic = 6;

}

)

GE) HALREZLUT, V749 T A BIOEIBYR—FINFET,

BAFIvHOHSTRH) T3 0EHE
ZITIE, MY T A7 DT a EERB X OHIERT D HFIEICOWTHEA L £,

NETCONF %' A X )V A DEWIH T A7 U7 9 o DIERR

BT 27 ) g R, AT v U [EE L. ZOBSRNEIODO A 1 =X 5 (EEIIRPC)
EHEALCYH TR YTy a U MEROTODOERHE LEITHO VT A7 T4 N2 E - TEREN
T, YT RAZ Y TP a COEFBHBIX. VT AT T ARNERT Y w3y OB O 1FRE A
WCHIRE 3L, TV A M) T—=REZOH TR TANZOREFEEINET, INHOH TR
U7 vasid, N7V vy T AT FARONT I FEE) S S IR L E
Hh, BT A7) 72 g o OIERIZIEA > 73 KD <establish-subscription> RPC % fii /i ¢
X 7, <establish-subscription> RPC (%, IETF 7 L' A R U DV T A7 F A4 N)pb Ry NU—7
T RA ANZIEE SN FE T, RPC TlL, stream, xpath-filter, 3 I O period D% 7 1 —/L KH34%
HTT,

NETCONF ([Z L 28H 7 27 U 72 a Ok LOHIBRIZHEM T 2 RPCIX, A X M4
DH AR LY T A7 V) 2 g o draft-ietf-netconf-subscribed-notifications-03 38 X O YANG 5 — #
ARNT Ty aWHOY T AT Z A7 draft-ietf-netconf-yang-push-07 TEFKE SN TWET,

EHMGEINY TR ) Toay

WIZ, XA YNNA L OEM YT A7 )Ty a ol RLUET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<establish-subscription

xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
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<stream>yp:yang-push</stream>
<yp:xpath-filter>/mdt-oper:mdt-oper-data/mdt-subscriptions</yp:xpath-filter>
<yp:period>1000</yp:period>
</establish-subscription>
</rpc>

TEEBEFMY IR Y Toay
&IZ, NETCONF %z L7=ZERFEY T 27 ) v a v offilzrLET,

<establish-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>

<yp:xpath-filter>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</yp:xpath-filter>

<yp:dampening-period>0</yp:dampening-period>
</establish-subscription>

Y727 U7 g oY

YT 27 U Ty a UEBIBRT HIZIE. A 2N RO <delete subscription> RPC,  clear
telemetry ietf subscription =~ > | <kill-subscription>RPC Zf#H L, N7 AR —htEvi =
EYlE L £,

gNMI TlZ, SubscribeRequest.subscribe.subscription D&Y7 27 U 7 g U HIMERI DO XA F I >
g BT A7) FarID E LTAERKSILET, <kill-subscription> RPC £7-1X CLID 7 U 7 %
FHLTINLDOHTAZ YTy a D OWTNERIKTT2E, 37 R0 T4 7HK
THRESNTEZTRCOVT A7V Ty a Uik T ShET,

Cisco 10S XE Gibraltar 16.10.1 T3 A X #17= <delete-subscription> RPC X, #7227 7 A DA
MIITTE, OV T AT FTANRNPNFHRT LT A7V T a OB zHRLES,

Cisco I0S XE Gibraltar 16.11.1 D U U — X Tid, clear telemetry ietf subscription =~ > K%
ERLTHEAFT I I TR7 YT a ZHIBRTE £9, CiscolOS XE Gibraltar 16.11.1 T
A & 17z <kill-subscription> RPC (%, clear telemetry ietf subscription =~ > K& [R U HIETH A
FIv s TRV T a rEHIBRLET,

BLONETCONF & v v a visgllrsh g & 727 U 7o a U bHllRSET, *y hU—
7 BRI PIWT ST A1E. SSH 721X NETCONF £ > v a VR ¥ A AT U b L TEDRIC
PTA7 YT a URHIBREND T, ZLOREMPBDPNDZERHY £7,
<kill-subscription> RPC {3 <delete-subscription>RPC & FE{EL LT\ E§, 7272 L. <kill-subscription>
RPC /%, subscription-id Z2ZE DDV IZ, HIFRT A7 227 U 72 3 O ID % F e identifier 22
FEFEHLEST, 2=y b P TRV v arTHASNS TV AR—bEviard,
<delete-subscription> RPC TEH SN T2 b D & Hp D F7,

CLUZERLEYITRY Y TS avndk
WO NFNL, FERAERTXTOY T 27 ) P g 02 RLTHWET,

Device# show telemetry ietf subscription all
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Telemetry subscription brief

ID Type State Filter type
2147483648 Dynamic Valid xpath
2147483649 Dynamic Valid xpath

I, FATFT I v 727 VT a o wHlIBRT 202~ LET,

Device# clear telemetry ietf subscription 2147483648

NETCONF <delete-Subscription> RPC Z{EA L =4 T X - 1) T 3 U DHIK
WKIZ, NETCONF 2 L CHT A7 V7 v a v EHIRT 562~ LET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0">
<subscription-id>2147483650</subscription-id>
</delete-subscription>
</rpc>

NETCONF <kill-Subscription> RPC R L =T X5 1) T 3 > DHIkK
RIZ, <kill-subscription> RPC ZfEf L CH 7 A7 U 7' a3 V&HIBRT 2612 R LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-i1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483653</subscription-id>
<base>
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</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:51.319279+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>
<kill-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<identifier>2147483653</identifier>
</kill-subscription>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"

xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:ok</subscription-result>
</rpc-reply>

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line
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<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

REFAYV TR )T avnER

ITHE, REFHAY T A7) Ty a 2B, 2R, BIXOHIBRT 2 EIC OV TR L E

o

< (4

REFLTT A7) T a rOVER
REFLYT ATV TFaidi, aryba—J1I2k537 ) v v TOEHEIEIC L - TER
S, B 7227V Foa il loTERSNET LA N F—ZDOZEEOWEENHRICE
FNTVWET, ZNHOFTRZ U Fa i, X7 v yOBFEE%GEELET,
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BREFAY TR )T a VOER

REBERHFY T ATV Ty a NIBBROZEEEZHH L TRETE T2, RVOA2ZEH
DOHBMEAESNET, ZEENT TITERE SN TV LA, RITEETOSA L. thozE
FAOEFEITRITENE T A, TOZEENIBREND &, JOZEENERESNET,

REBFBHZATYNT TN YT RZ YT g 0d, ROFETT A, ATERESINET,
CRECLIZHHL, 2 Y —A/NTY 2N LTT A, AREICEF M2 £9,

« NETCONF/RESTCONF #fEH L, HEIOWVT 27 ) 7y ar a#HELET,

ZITHE BREEHVT AT VTV a VEAERT 57290 RPC Ol Z R LET,

EHIMG S TR ) Ty

wOBENL, CLIZER LT, REFHATF T A7V FLa DT AR—K7a halds LT
gRPC Z X ET D HlEE R L TWET,

telemetry ietf subscription 101
encoding encode-kvgpb
filter xpath /memory-ios-xe-oper:memory-statistics/memory-statistic
stream yang-push
update-policy periodic 6000
source-vrf Mgmt-intf
receiver ip address 10.28.35.45 57555 protocol grpc-tcp

& RPC OFIX, NETCONF ZH L CERR YT 27 ) 7y a U E{ERR L, 60 T &
FTLA M) OEBFZZIEEIEET D HEEZRLET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-i1d>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<period>6000</period>
<xpath>/memory-ios-xe-oper:memory-statistics/memory-statistic</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

W12, RESTCONF Z{#H L CEHB /YT A7 U 7> a v 2 {EkT % RPC Ol %= LET,

URI:https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:

application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
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Content-Type:

application/yang-data+json

BODY:

{

"mdt-config-data": {
"mdt-subscription": [

{

"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"period": "6000",
"xpath": "/memory-ios-xe-oper:memory-statistics/memory-statistic"

}
"mdt-receivers": {
"address": "10.22.23.48"
"port": "57555"

FEEBY IR Ty

D RPC DL, NETCONEZ{EH L CEFRY 727 ) 7y g VU EERR L, #—F v hF—
AR 2 EENE U B OLEF 2 EET L2 HEEZRLUET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<no-synch-on-start>false</no-synch-on-start>
<xpath>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

& RPC D%, RESTCONF i L CEEKRY 7 227 U Fo g VA ERT 5 FiEd R~ LE
j—o

URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:

application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json

Content-Type:

application/yang-data+json
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BODY:
{
"mdt-config-data": {
"mdt-subscription": [
{
"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"dampening period": "0",
"xpath": "/cdp-ios-xe-oper:cdp-neighbor-details/cdp
-neighbor-detail "

"mdt-receivers": {
"address": "10.22.23.48"
"port": "57555"

gNMI A Y )LA > H TRy Foay

WIZ, gNMI XA YAy BT A7 YT aroflzrlLET,

subscribe: <
prefix: <>
subscription: <

path: <

origin: "openconfig"

elem: <name: "routing-policy">
>

mode: SAMPLE
sample interval: 10000000000
>
mode: STREAM
encoding: JSON_IETF
>|

subscribe: <
prefix: <>
subscription: <
path: <
origin: "legacy"
elem: <name: "oc-platform:components">
elem: <
name: "component"
key: <
key: "name"
value: "PowerSupply8/A"

>
>
elem: <name: "power-supply">
elem: <name: "state">

>
mode: SAMPLE
sample interval: 10000000000
>
mode: STREAM
encoding: JSON_ IETF
>|
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REFHYT A7V T a  DER
REFHY T A2 N Foa B ETHITE, RO2OOFERHY £7,
« NETCONF <edit-config> RPC 72 EOFHL 7 10 | = Lk E A

«CLI (V7227 U a3 OfERLEF CFIE)

YT 2RI T arDZEHIZT RLALR=FEZFICLo TGkl EnE T, ZEELEZLES
HZ LI TEERA, XEFEORHE (Frban, TurrANRE) EEETHITIE, LI
ZRHEEHIBRL COLH LWZEREZERT 2L ERH Y 7,

BNY T A7 VT a r ORENRZEERENBREBICSH 0 | EERHTZEE ~DHEHO
Ty Ty TRHEH LORIT 2 RE 2 5013, RO 2RO EE 2 H S A D MENR
HYET,

REFEY T A7) T a Ol

CLI 721 3EH M EAH R LT, REFHAY T A2 U 7Y a U ZHIRTE £4, notelemetry
ietf subscription =~ > NiL, &EFAT T A7V 7T a VEHIBRLET, RESNY TR
V7vaid, BEA VA —T 2 A ADLORHIBRTE £77,

CLUZFERALEY TR Y T a voHIR

Device# configure terminal
Device (config)# no telemetry ietf subscription 101
Device (config) # end

NETCONF Z{ERL =Y ITRI 1y TS 3 o nDHEIR
&D RPC DL, BEFLYT T 27 I a o ZHIRT 5 HEEZRLTWET,

<edit-config>
<target>
<running/>
</target>
<config>
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription operation="delete">
<subscription-id>102</subscription-id>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>

IR YToa3oDEZRY DY

CLIBLOEH Y m b a2 LT, T XTOXATOV TR Y Ty a r 2BEHTE
9,
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cLi

TLANIOB TR YT a AT AEREYERT DITIE, showtdemetryietf subscription
av REEHLET, a~vr RRool iz, RICRLET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

NETCONF

WIZ, TVARNIOY TR Y7y g BT BE# %K RT 2 NETCONF A~ — 06 %
~LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-mdt-oper">
<mdt-subscriptions>
<subscription-id>101</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-vrf>RED</source-vrf>
<period>10000</period>
<xpath>/ios:native/interface/Loopback[name="1"]</xpath>
</base>
<type>sub-type-static</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>57500</port>
<protocol>grpc-tcp</protocol>
<state>rcvr-state-connecting</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
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</mdt-subscriptions>
<mdt-subscriptions>
<subscription-1d>2147483648</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<source-vrf/>
<period>1000</period>

<xpath>/if:interfaces-state/interface[name="GigabitEthernet0/0"]/oper-status</xpath>
</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>51259</port>
<protocol>netconf</protocol>
<state>rcvr-state-connected</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

AR —=AE, YT AT TA TaFER—HDOA R M2 ERLET, IZIFTITHOAL X R
IO—HEOAR NELTHEMTT, 7L, £A R —LADERIZIEV, TXTDOA X |
DI OO THEL TWEST, ZZ2TIE, YR—FENTWVWERA N —AIZDONTH
H)q L/\gz—éﬂo

PR—=FEINTWVEA N —2Dky NERRTHIIT, BEH T2 ba VEEAEHL T,
mdt-streams = > 7 712 % Cisco-I0S-XE-mdt-oper £ = —/L (YANG E7 /L
Cisco-IOS-XE-mdt-oper.yang 725D H D) M streams 7 — 7 /v &E g L 97,

&IZ, NETCONF #f#H LT, ¥ R—FSINTWDIA M) —L2BETL0 2R LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams>
<stream>native</stream>
<stream>yang-notif-native</stream>

<stream>yang-push</stream>
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</mdt-streams>
</mdt-oper-data>
</data>
</rpc-reply>

Z OflIL, native, yang-notif-native, yang-push ® 3 DD R h U — ARV R—FINTWNB I &
ZRLTOWET, A MY —2Lnative IILHE LTIIERTE T, WBHTxET,

)

GE) HBIEDOLZA VR—FENTWVWAARNI—ADU A MNIETCLIEZH Y THA,

YANG-push X ~1)—L

yang-push 2 kU — A%, HAR— K TWD YANG 7 /ML ViR s s, wlr —#
NR=ANELEHT —FX=ANOT =TT, ZOA) =L, AR —2OFTHHGRET
HT—HERETHT-HOD XPath 7 4 L H &P AR— K LTEY, XPath I ROT — 4 %
#7975 YANG ET/VICHESE ET,

DA M) —LAOFEFIEAT., IBOYTRT) T g 00T, T—XOEFRFE I
EMECREINIEERH Y TTR, WHICHIEL CEHEINDL - Lixb v ¥ A, BER
ELRWT—ZDOYVT A7 )Py a 3@ dn, @Eoyr727 ) 7varbt LTEITEN
9,

FR—=FENTWBERE—DH—FF >y v T — =L [FET7H] T,

EHEEREREDIRTE

BIEDLZA, BEEY TRV T a2l L, YT A7 A THRERT —Z DX A 7T
DWT YANG E7 VO TRET A2 FEIEILY A, BRIV TR VT a v wHAL
T, TR FGATRTERNWT —HZ WY TR I5A4 T L LoD, K (@) 2745
N, WRhip T A ) T ra s GREEH) L7 9, On-Change /X7 U r—3 3 > OFEM
IZ2W T,  TOn-Change Publication for yang-push) ®IEZZHR L T 72 &0,

IETF K5 7 bADEH

yang-push 2 b U — A2+ 257 LA MUIL, 7 A U ®DIETFNETCONF UV —%F > 7 7
N—TOYPM KT 7 MZESHNTVET, ZRHERISRLET,

e AR NBHDOI AR L YT AT Y g, N—T5 003

YANG T —HX A N7 oL aB®WHFHOYS T AT 547, _"—T 9207

Y

CE) X TART 7 MIERHEH SN TV AROKEIZR— RS THEEA,

TV — T 4K

AN ARG T
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| EFLEBBRITOsSTEY T+
YANG-push ® XPath 7 1 JL & .

e PAR— bt E L THRICEH SN TWARWNWT RTOY TR T Y Fgr T A—4

YANG-push ™ XPath =7 ¢ v %

HT AT T A THO yang-push A b U —ANOT —4 & v ML, XPath 7 4 /L& Zf/H L T
ETHLENRHY F9, XPath AITKDOHT A KT A4 RN @EHAINET,
cXPathXTlE. VA MEFIFarTFIC1 o0y N RBETAHE-OOXT—% -85
ZENRTEET, VR FEINTWEF—HBEDHE IR LB T,

[{key name}={key value}]

XPath O &2 RITR L FET,

filter xpath
/rt:routing-state/routing-instance [name="default"]/ribs/rib[name="1ipv4-default"]/routes/route

# VALID!

BEX—2HENT2I2E, BHROXF—HELHENLET, F—DXH1LEITERTH 54
ENRHD ET, ®HLT AN R — P SEIETYR—FShThER A,

XPath T, F—DRIC [ ZHEH L CTEEDOF—%BIRL, ». TXFHEL T 2/MLLE
7, XPath OB ZKITRLET,

filter xpath
/environment-ios-xe-oper:environment-sensors/environment-sensor[location=\"Switch\
l\ll]

[name=\"Inlet\ Temp\ Sens\"]/current-reading

XPath \TlE, B~V TR 7V Foa v TEEROAT V27 PP R—FTE5 L9512,
MAWE T () 2EHTEET, 2=4 L HHE FIZNETCONF k7 > AR — F TO AL
AEL. gRPC CIIHEREL XA,

YANG-push DEM/T Y fr—a v

EMR Y727 U 7o a rTlidk, T A7 T4 THEIERICEDBAIOT > > = FFT TR
WEEENET, FELT A ARET—RETHST-0 2y NT—I BN RMEL TV DT 5
ERBIETHZENHY 3, WICHEHIT, FHESNIZEH X A ~— O TRHIEE SN ET,
Tl ziE, HEE 100 RETDE, T A7V T v a OERBEZICRIOEHHINER S
. ZO®%IF10 DB ICERFSINET,

X, EMeR Ty a8 ot T/ (17100 F) HALORRETY, #iH#2% 1000 THiv
E. TR T TRHBEROEFITI0 Z L1720 £4, RETE DH/NOHIRFIFEIZ 100
(DFEV1IW) T, T7HNMETIHY THAL, TOMEIE, BT T A7) Ty a v DGgEe
I3 <establish-subscription> RPC THURHIIZERET D MENRH Y | REFAHAY T A7V Fa v
DA TR E CHIRINICERET 2 HERH D £,

EMRAREBIL, VR—FENTWAETRTO N T AR— K 7 ba/LZBEET 557 2
I TRHBOT —ZEFEFE-IIT—T N7V abt™—RNEENTWET,

EWRR Y T A2 ) T a v EEN L CEDT =2 %Y T A7 T4 735 &, BRI NTZHIH
TEOEHEMPEEENET, T—FBFEET DL OITMRD & ROBIFOIEAE T O EH
WHE LTEESNET,
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YANG-push DZEFIF ST ) fr—3 9

BEFFY T 27 ) T a Ve 256813, ¥ 7= TR RWZ L2 mdewlc s v
T = 7 & 0 ICRET DRER DY iﬁ‘o Z OMOJEIT YR — F éﬂf“iﬁ/\/o

BEEEEYT A7) T a TR, WO T vy a8, YR IA4T73nNler—4Dty
FATY (IETF O XLETER SN TV DLHHIER) . AUt cx A, UBEOER
. TABNERIN, BEEHEOT —H OB THERINTWDIEEICEEFEESNES, 2720
B Bip SNDEMNDOT —H 3 RERRIIITTT, Lo T, AR TR U 7 g /75)17
NOU =72 T 20D THLGE. TOITONWTILNOHANERIND &, BH B E
FEEaNET, FHBEMOERLANFIIN T VAR—F 7r bauic k> TERZRY £9,

F7o, BERKGYT AT ) g IR TIEIS D FHA, OFED, Tt EEoarT
T TR T4 T LThH, FarTTHNOERIIV T A7) 7 g B INET A,

ﬁﬁﬁﬁbﬁw?~&®%71797ya/ ﬁﬁéh WBHEOYTAZ Y Frg 0 LTHE
TENET, PIIRMEIRMIZETHY, T— 2 BFAAFMEICRD2ETCENLU EES SNE
A,

XPathXIH—DA TV =7 "ERETAHAVLERDOY £, 204 T V=7 MNalE, a7,
V=7, V=7V R+, FHFVAMEFEHTEET,

yang-notif-native X k1) — /L

yang-notif-native 2 ~ U — A1, /T » ¥ NOMEE D YANG A TH Y | BEDOITLDA ~
¥ FY—ATCiscolOSXEDRXA T 4 T DT 7 Juay—nNERHSNTWET, ZTOA KT —2A
I, JMRERDEMENRTET D XPath 7 A LV F HFHR—F L TWET, ZORA M) —ALDOEH
HEX, WEORBRIZIe DA X MPRELTEGAICOREEINET,

ZDA RN —LNIEFERY T2 Y P g DBhEYR—FLTWAEED, X 7= G
LLTHEOEZRETILERDH 7,

yang-notif-native > XPath 7 ¢ )V Z

YT AT T A T HO yang-notif-native A b U —ANDT —H & v M, XPath 7 4 VX ZEH L
THELET, ROTA F7A 28 XPath RUTHEH S E T,

« XPath (% YANG BN EEEZIRTTHLENH Y £9, BHEO 7 4 VXTIV HR—F &
NTWERAL

c o= UPHT () YR R ESRTVEEA,

Cisco Catalyst 9800 7 A ¥ L A= hu—7 @ XPath i & %f&3 % L— b

Cisco-I0S-XE-wireless-mesh-rpc @ XPath /exec-linktest-ap/data-rate-idx Crl A 4L TV D H
EXHETHL— R ERITRLET,

ewlc-mesh-linktest-rate-idx-1 1 Mbps
ewlc-mesh-linktest-rate-idx-2 2 Mbps
ewlc-mesh-linktest-rate-idx-3 5 Mbps
ewlc-mesh-linktest-rate-idx-4 6 Mbps
ewlc-mesh-linktest-rate-idx-5 9 Mbps
ewlc-mesh-linktest-rate-idx-6 11 Mbps
ewlc-mesh-linktest-rate-idx-7 12 Mbps
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ewlc-mesh-linktest-rate-idx-8 18 Mbps
ewlc-mesh-linktest-rate-idx-9 24 Mbps
ewlc-mesh-linktest-rate-idx-10 36 Mbps
ewlc-mesh-linktest-rate-idx-11 48 Mbps
ewlc-mesh-linktest-rate-idx-12 54 Mbps
ewlc-mesh-linktest-rate-idx-13 108 Mbps
ewlc-mesh-linktest-rate-idx-14 mO
ewlc-mesh-linktest-rate-idx-15 ml
ewlc-mesh-linktest-rate-idx-16 m2
ewlc-mesh-linktest-rate-idx-17 m3
ewlc-mesh-linktest-rate-idx-18 m4
ewlc-mesh-linktest-rate-idx-19 m5
ewlc-mesh-linktest-rate-idx-20 m6
ewlc-mesh-linktest-rate-idx-21 m7
ewlc-mesh-linktest-rate-idx-22 m8
ewlc-mesh-linktest-rate-idx-23 m9
ewlc-mesh-linktest-rate-idx-24 mlo0
ewlc-mesh-linktest-rate-idx-25 mll
ewlc-mesh-linktest-rate-idx-26 ml2
ewlc-mesh-linktest-rate-idx-27 ml3
ewlc-mesh-linktest-rate-idx-28 ml4
ewlc-mesh-linktest-rate-idx-295 ml5

S URAKR—K A MONL

T—=HDEEHET, N7 vy EEZEHEFMROBERIEN IS 7 e haric ko TRED
£, 2O b MEI R T URR— R Fa ba L IR, BEFHLF T ALY T a D
BEHZTm harnbIML L CWET, PV AR— e han, 74Oz a—7 4
> 7" (XML, GoogleProtocol Buffers (GPB) 72 &) & ¥ QRO EL 52 7,

Y

NETCONF 0 ~O )L

GE)  Fl, BRULEA M) =AW EHBHMOBRICEEL 520580300 £,

PHR—FSINTND b T AR— R 7 e haiid, gNMI, gRPC, NETCONF T,

NETCONF 7' 12 k a/UE, #7227 ) 7o a D T v AR— MIOMEHTE ., yang-push
A kU —2A & yang-notif-native 2 bV — A THEMATE £7,

NETCONF % b T AR—hk 7u bz s LCHEAT2HEIT. RO 3 >OFF@EAE 0
HAEhET,

e 7R )73 Tyang-push A b U —ARHEH I TNT, EMNREE. 7203,
VIR IR N E B 7 27 U 7 9V TEE SN DA,

e T A7 Y 7 a T yang-push A b U — A3 S L TWT, #I R S8 En LAAk o
EHEEFH T A7 )T a v ORh,

« T 27V 7L 3 T yang-notif-native A kU — AR H I N TV B GE,
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gRPC 700 k1)L

ETFLBHEIOSS5IEY T4 |

yang-push =

yangpush ¥ — A A ~ U — AN NETCONF #/ L CXML =y a2 —F 4 V7D KT AKR— K&
LCHEESINDGAE. 2 200EFEMEANERSNET, b OEFBAERIL,
draft-ietf-netconf-yang-push-07 [Z SV TWE T, FEMIC DWW T, IETF RT 7 D37 HES
L TLZEN,

yang-notif-native 2 =

YV — A A U — A7)0 yang-notif-native D355, NETCONF Z#4r LT XML Tx=>a2— R3Ibd
& EOFPIBMOFAUTRFCTISOIZ L > TERS N TWET, FEMIZ OV TIE, RFCD7.16.2
HAEAZR LTI EE,

yang-push A f UV —ADEX LI TERRY 727 ) 7y a IDEFEFEMIZITIH Y FHA,

gRPC 710 b 2L, RESNIEH T A7V T a Db T AR— MIOMEFTE, yang-push
A~ U —24 & yang-notif-native 2 NV — A TREHCTE £9, gRPC T U AKR— 7 b= T
I kvGPB =2 a2 —F 4 Y T OHPPR— F SN TVET

gRPC 7't b 2 WZEEAS S ZAEHE Ot OFAIT Ny 74 7) B¥FR—bFShTHET,

proto 7 7 A VTCERSINTZT LA MY A vEB—IIZ20TiE, mdt _grpe_dialout.proto 33 LY
https://github.com/cisco-ie/cisco-proto/blob/9cc3967cb1cabbb3e9f92f2c46ed96edf8a0a78b/proto/xe/

telemetry.prototelemetry.proto 2 L T< 72 &1,

TLARMJIZBITENA FTRLSE) T«

T U AN OBWIREEX, T 7T A TIRAA T INAA v TF AL ZJND A L 73—~DSSH,
FIAATRA TEV T A KNET XA ATDOT 7T 4 7 — 7t v ¥~0 SSH Z I
L CNETCONFt v ¥ g CHMLINET, VBRI EIZ, 7V A NIOHTRI ) T gy
AR5 T HNETCONFtE v v a v aED, BEaEHTL2TXToryva v E2HIEL, Ak
SNTHMERDY ET, Flo, AA v T A —NRN—RIZTRTOXAFTIv I B TRAI Y S
CEBERTOMNENRHY I, egNMIX A Y ILA L BT A7) T g, SSHEMN L
NETCONF & v ¥ 3 v L [AREICHERE L £,

gRPCHEAYNT U NG TRI YT aid, 7774 TRAAL v TFFETNZAX v 7 AL 3D
FITar74Xalb—arO—FELTT NS RAIHREINET, A v T4 — =034
T5HE. TUA NI ZEE~ORFEOERIOIM S, FERINET (ZEHE~DL— R
FroTWABIRY) . Y7227 7 a0 AHRETHHLEIIHY XA,

N

GE)

FTNRAZADY v— RIGIZIE, YT A7) a v ORTCETNNAADAF = NT v T a7 g
Xal—Ya A2 LERHVET, ZHICKY, TS ZOFEEZR LT T AT Y
T a VBRENT AN A LICEOEFEERY £3, LERTmEARNEE L TEITINDL L, T
NAZNET VA M) ZEE~OERZAIT L, BEOBEZHELET,
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| EFLBBHRITOTIS<EY T4
$oILnEFLEHETLA Ly Ree [}

HOTILDOETIVEREIZR! T L A 1) RPC
WDt va T, RRCOFDY A NERL, YT A7 U T g OFEHFIETHOWTHA
LE9,

BREFHT IR T3 nER

BEEEFYT A7) 7y gz R—hLTWD YANG T /LD U A MEFRRTHITIE, show
platform software ndbman switch {switch-number | active | standby} models =~ > K& H L

I,
A\

(B BEOLZ A, BREFHAY T AV 7y a v OBEHICHEHTESDIXgRPC 7'a ha/LOAKRT

@—O
FIRDHE
1. enable
2. configure terminal
3. telemetry ietf subscription id
4. stream yang-push
5. filter xpath path
6. update-policy {on-change| periodic} period
7 encoding encode-kvgpb
8. source-vrf vrf-id
9. sour ce-addr ess source-address
10. receiver ip addressip-address receiver-port protocol protocol profile name
1. end
FIEDFH
FIE
ARV KRFERETIVaY B
ATv71 |endble FHE EXEC B — RE AL ET,
i « NRT—READLET (@ERSNHE) .
Device> enable
RFw 72 |configureterminal rTa— ) ar7Z4Xal—ay T— N2
i LET,
Device# configure terminal
25w 73 |telemetry ietf subscription id TVANIOY TR ) FoareffllL, 7L A
Bl - NIHTRT YT var T—RefmLET,
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EFLEHETOSS5TEY T4 |

ARV FFEREETIVa Yy

S

Device (config)# telemetry ietf subscription 101

AT w4 |streamyang-push VTRV T a DA N —LERTELET,
i -
Device (config-mdt-subs)# stream yang-push
AT w75 |filter xpath path YT R Y T a D XPath 7 4V E EHRE L E
i kK
Device (config-mdt-subs)# filter xpath
/memory-ios—-xe—oper :memory-statistics/memory-statistic]
RFw 76 |update-policy {on-change| periodic} period YT 27 S a rOEBRMLESRY — AT
15'] : Li—é—o
Device (config-mdt-subs) # update-policy periodic
6000
A5 w771 |encoding encode-kvgpb kvGPB = = — R&HE L £,
11
Device (config-mdt-subs)# encoding encode-kvgpb
ATw 78 |sourcevrfvrf-id V—ADVRF A VAR AERELET,
1 -
Device (config-mdt-subs) # source-address Mgmt-intf
ZFw 9 |source-address source-address RETT FLAEZRELET,
i -
Device (config-mdt-subs)# source-vrf 192.0.2.1
R w710 |receiver ip addressip-addressreceiver-port protocol |[5@EEIOZEZDOIP 7T FL A, 7u hai, B
protocol profile name FuTr A A ERELET,
i
Device (config-mdt-subs)# receiver ip address
10.28.35.45 57555 protocol grpc-tcp
RTFv 71 |end TLANIY TRV T arparyy 4 Xal—
i - Yar E— Fa&T L, FrbE EXEC E— RIZREDY

Device (config-mdt-subs) # end

i—g—o

gRPC DEFRH TRV ) T a v DHRE

FIRDHE

1. enable
2. configureterminal
3. telemetry ietf subscription id
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RPC DZEEHH Iz T avonE |

4. stream yang-push
5. filter xpath path
6. update-policy {on-change| periodic period}
7. encoding encode-kvgpb
8. receiver ip addressip-address receiver-port protocol protocol profile name
9. end
FIED FHE
Fg
ARV FERET7IVa Y By
AT 71 |enable ¥EHE EXEC E— RE2HIC LT,
I « RAT—RFEANLET ERShEHE) .
Device> enable
Z 5w 2 | configure terminal ra— v ary’ 4 Xab—ay E®— Neh
1 LET.
Device# configure terminal
25 7 3 |telemetry ietf subscription id FLANIOHT AL YTy a v e, 7L A
i - NIHTRZYTFvary E— FEBBLET,
Device (config) # telemetry ietf subscription 8
AT 7 4| stream yang-push TRV T a DA RN —LEFRELET,
1
Device (config-mdt-subs)# stream yang-push
R T 75 |[filter xpath path P72 Y S gD XPath 7 4 NV Z ZHEE L E
{5 kK
Device (config-mdt-subs)# filter xpath
/iosxe-oper:ios-oper-db/hwidb-table
R T 76 |update-policy {on-change | periodic period} YT RA ) T a  DERRERRY > —2REL
15'] : i—g—o
Device (config-mdt-subs) # update-policy on-change
R 71| encoding encode-kvgpb kvGPB > 22— RZHEL £,
1
Device (config-mdt-subs)# encoding encode-kvgpb
R 7 8 |receiver ip addressip-address receiver-port protocol SWHIOSZEZOIPT FLA, Fua bhai, BIOYS

protocol profile name

1

n7yANERTELET,
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avyvRE

7o ay =)

Device (config-mdt-subs)# receiver ip address
10.22.22.45 45000 protocol
grpc_tls profile secure profile

ATv 79 |end
1 -

Device (config-mdt-subs) # end

TLARNIY TR YT varoar7 4Falb—
YarE—RNEETL, FHEEXECE— RIZRD £
R

HEI—FDRE

YT R7 YT a URIEFIEREIND &, T8 REVT 27 ) 7 g iR notif-bis:ok 18
FOB 727 V7o arID CHELET, RIZ, BT TR0 723 v OIGE RPC A v
=Wl ERLET,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:
ok</subscription-result>

<subscription-id
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications">2147484201</subscription-id>
</rpc-reply>

NETCONF # A4 ¥)LA DY TRH )T 30Ty aBHDRIE

FRAANS T v a&8NHY T A7) 7o a VEHIEFXMLRPCIERTH Y . ZH 6 0ERK
SR UNETCONFE v ¥ a NNZE D EEINET, V7R 7 T4 TRHBREROERE1X
' I —|Z datastore-contents-xml % 7 N TR EINFE T, WIRT DL, T T AT T4 TSGR
T 23 7L RPC A v E—TF,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:51.74%Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483650</subscription-id>
<datastore-contents-xml>
<cpu-usage
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-process-cpu-oper"><cpu-utilization>
<five-minutes>5</five-minutes></cpu-utilization></cpu-usage>
</datastore-contents-xml>
</push-update>
</notification>

YT 270 Foa PMTONLEREENETH LA, ERITTEARTN (LIt T7 7%
AY A KR E) THOHFELRWES, EMF T2/ B K datastore-contents-xml
2T HRROZ LT T, WITTT O, EMEHNZETHSD RPC A vE—TOHITH,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:09.74z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483649</subscription-id>
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<datastore-contents-xml />
</push-update>
</notification>

B IRV T a v OFMORGF
BEOY T A2 ) 7Ty a v O—EEGFT 51213, <get>RPC % Cisco-I0S-XE-mdt-oper &7 /1
WCEELET, BUEOY T A7 Vv a v O—RAaFTT 5101E, showtdemetryietf subscription
avy RbHTE LT,

WIZ, <get>RPC A v —VDFlZRLET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>
</mdt-oper-data>
</filter>
</get>
</rpc>

iz, RPCIEDOHIZ R L ET,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-mdt-oper">
<mdt-subscriptions>

<subscription-id>2147485164</subscription-id>

<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<period>100</period>
<xpath>/ios:native/router/ios-rip:rip/ios-rip:version</xpath>

</base>

<type>sub-type-dynamic</type>

<state>sub-state-valid</state>

<comments/>

<updates-in>0</updates-in>

<updates-dampened>0</updates-dampened>

<updates-dropped>0</updates-dropped>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

I, show telemetry ietf subscription dynamic brief =~ > RO HH 2R L £,

Device# show telemetry ietf subscription dynamic brief

Telemetry subscription brief
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2147483667 Dynamic Valid xpath
2147483668 Dynamic Valid xpath
2147483669 Dynamic Valid xpath

KIZ. show telemetry ietf subscription subscription-IDdetail =2~ > KO H %2R L E T,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

&Iz, show telemetry ietf subscription all detail =~ > KOH B AR L ET,

Device# show telemetry ietf subscription all detail
Telemetry subscription detail:

Subscription ID: 101
Type: Configured
State: Valid
Stream: yang-push
Encoding: encode-kvgpb
Filter:
Filter type: xpath
XPath: /iosxe-oper:ios-oper-db/hwidb-table
Update policy:
Update Trigger: on-change
Synch on start: Yes
Dampening period: 0O
Notes:

WD RPC OfliL, RESTCONF Z{EH L CH T A7 U Foa v OFMEPBRIGT L EEZ LT
j—o

Subscription details can also be retrieved through a RESTCONF GET request to the
Cisco-IOS-XE-mdt-oper database:
URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-oper:
mdt-oper-data/mdt-subscriptions
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
Returned output:
{
"Cisco-IOS-XE-mdt-oper:mdt-subscriptions": [

{
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"subscription-id": 101,
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"source-vrf": "",
"no-synch-on-start": false,
"xpath": "/iosxe-oper:ios-oper-db/hwidb-table"
}I
"type": "sub-type-static",
"state": "sub-state-valid",
"comments": "",
"updates-in": "0",
"updates-dampened": "0",
"updates-dropped": "0O",

"mdt-receivers": [

{

"address": "5.28.35.35",

"port": 57555,

"protocol": "grpc-tcp",

"state": "rcvr-state-connecting",

"comments": "Connection retries in progress",
"profile": ""

ETILEEBE T LA M) ICET S ZOMDSEEN

ZEB K URFC
=4 /RFC 24 I
AR NEEDOH AN YT A7) g https://tools.ietf.org/id/
draft-ietf-netconf-subscribed-notifications-03 draft-ietf-netconf-subscribed-notifications-03.txt
AR MEZEO NETCONFE H3R— K draft-ietf-netconf-netconf-event-notifications-01
RFC 5277 NETCONF A > N
RFC 6241 Iy FU—IRETa hajn
(NETCONF)
RFC 7950 YANG 1.1 ¥—% 57V L /&3
RFC 8040 RESTCONF 7'& |k =)L
RFC 8641 F— 2 2 N T EHICEIT D YANG @E0D
YTART Y S a v
A N N ERET DGR draft-ietf-netconf-rfc5277bis-01
YANG F—X A N7 Fv oD% T 27547 |draft-ietf-netconf-yang-push-04
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EFLEHETOSS5TEY T4 |
B =7 smm70 2 1y omeeEs

Z £ /RFC 24 kL
YANG 7—4% A N7 7w aBHDW 7 A7 Z A |httpsi//tools.ietf.org/id/
" draft-ietf- netconf-yang-push-07 draft-ietf-netconf-yang-push-07.txt

SRADTHZAIIL YR—+

Bl >y

VAAaADYR— bk WebH¥ A FTix, AR T 7 v v | httpr//www.cisco.com/support
TR T TN a—TF 4 U TITBESLTWEET 5 L D1,
oA T ARV =L EEI LD ETLEERA T ) Y%
el L CnET,
BHEWORGOEFX 2 U 7 4 FROEMGHREAFT DD,
Cisco Notification Service (Field Notice 7> 7 2 = &) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— Rig LB —EAITMATE T,

VAADYHIR— K Web A ROV — T 7 AT HERT,
Cisco.com D —HF ID BLUOXRA T — RBAMLIE T,

ETIVEEBIR T L A K1) DHEERER

ROFIZ, ZOFY 2— /LT LIBERBICET ) U —REHRE R LET, ZORIE, V7
F7=27 VU =R FLA U THEEREDOYR—IREAINZLEDY T F =T ) U —R72
JERLTWET, TOMEEIL, FHIETO B2V IRY | ZNLEO—EOY 7 vy =T VY —
ATHHR—FENET,

TTy R 7A=Y A= BIOV R Y7 My 2T A XA—=VOFR— MIET L 1HEHRZHR
FEI HITIL, Cisco Feature Navigator Z i ] L &7, Cisco Feature Navigator [Z7 27 & 24 5 (2
%, www.cisco.com/go/cfn I E) L £4°, Cisco.com DT BV > MINLEH D £ A,
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ETFVEERT LA YT
X, X T =2 T4 A
YT AT F A4, VT
ZA L ORBECTE M RAE D1
ARG A B — AT 5
TEMTEET,
* Cisco Catalyst 3650 > U —
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T r—%IET VT 4 7T BT, ingtall deactivate =~ > RAEMEHALE9, 2H %
e+ 5L, install commit =~ > 2L L £,

R29:ETIVEHIOTSL NNy r—SOET I T4 T4k

1B1E FRa<T UK
28— DI

install remove =~ > R&ZFH L E 3,

GE)
Ny =V IR DRNCIET 7T 1 7L
ij‘o

Cisco 10S XE Amsterdam 171x 7045 S<YEY T4 av24F¥aL—vav A4 K |}



. BH IO LRyr—ona—iLivy

EFLEBBEIOIS5TEY T4 |

#R1E

FREa<TUFR

N r—UOIET 7T 4 71k

install deactivate =~ > RZ L, ZDEIC
install commit =~ > R&HH L E 3,

(6=3))
install commit =< > RO HANRMLELR DI,
ETNN =V DIET 7T 4 TR m—
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install commit
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show install summary

install add filetftp: filename
install activate file bootflash: filename

install deactivate file bootflash: filename

install rollback to {base | committed | id commit-ID}
install remove {file bootflash: filename | inactive}
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AT w71 |enable FitE EXEC E— REZ AT L E T,
i e NAU— R AN LET (EREINTEHE)
Device> enable

R 5w 72 |ingtal add filetftp: filename UE—h vl —varhn (FTP, TFTP #&HT)
I - TR ACRTNERF T 0T T h Ry r—V%ka
Device# install add file e L/‘ 7 ? b ]\ 72“;:A k /r A YDAy
tftp://172.16.0.1//tftpboot/folderl/ DODHMBMET = v 7 #FITLET,
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . B ..
Device# install add file ) {m@ﬁ{f%{%ﬂzj LT U TR @%Fﬁf)‘%?/*/f
tftp://172.16.0.1//tftpboot/folderl/ RZEHNy =V at =752 LbTEE
asr1000-universalk9.2017-08-23 17.48.0.CSCxuxxxxx. SSA.dmp.bin T, 7L, FORE RN —TRT T 4

T2 DR ingtall add =~ > K& FATT D40
ERdHD ET,

Z T 7 3 |ingtall activate file bootflash: filename Wi Sy r—I0 ingtall add =~ > FIC X VBN
Bl - MTWD Z L &R L, NETCONF 7'1 & 2 % F B
Device# install activate file bootflash: Li‘a—o
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin . E%ﬁ/\o/b“—‘.\/%?& F 4 7&:#%}%@: install
Device# ?'_nstall activate file bootflash: . add ;E%Mg%%,ﬁ—- Lij—o
asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA. dmp. bin|

AT 7 4 |install commit Ju— P IRSNTHRET 2EE 2TV E
i EE
Device# install commit * NETCONF utv 2 IHEINET A,

R Fw 75 |install deactivate file bootflash: filename BESNEEHF Tl TR0 —RET 75 4
i - 712 LT, NETCONF 7' m & 2 & B L 7,
Device# install deactivate file bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device# install deactivate file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxxaxxx. SSA. dmp. bin|

R 7w 76 |install commit Ur— R0 RSN THRRT 2 AE LTV E
5l o
Device# install commit « NETCONF Yt X 3B\ I FEFH A,
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7w 77 |insall rollback to {base| committed | id commit-ID} | FHEEANN—TY a2 BRI Iy NLEA—
i - Var, O Iy FIDIZr—ANY T
Device# install rollback to base L. NETCONF 7't A Z ) L £
« commit-id 5B DA I 1 ~ 4294967295 T
S
P F B BT NFEOWN =D 3 LR AT
<
R w 7 8 |ingtall remove {file bootflash: filename | inactive} BESnEEH 7 a S8 Xy hr—V% T — N7
%l - Ty anbilBRLET,
Device# install remove file bootflash: o R r—NIHIRT AENCHET 7T 4 72T 5
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin £§%§ﬁ§&)0 357?0
Device# install remove file bootflash:
asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxxx. SSA. dmp. bin)|
A7y 79 |show install summary TIT 4T Ry =PI A RER T LET,

1 -

Device# show install summary

s ZDawy FOHIIE, REZINTWVD ingall
gy RIS U T8 L ET,

In-Service Model Update 0D

&% 7 1l

Bl - EH IO S LNy —CDERE

WOFITHEAL TWAHDIL, Ciscod000 > ) — X —E2HESEIL—FZ DY T A

A—VTT,

WOFITIEX, TETNVEFH T T T ARy r— 77 A VOB EEZ R L TWET,

Device# install add file tftp://172.16

.0.1//tftpboot/folderl/

isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install add: START Sun Feb 26 05:57:04
Downloading file

UTC 2017

tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Finished downloading file

tftp://172.16.0.1//tftpboot/folderl/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

to bootflash:isr4300-universalk9.16.05

.01.CSCxxxxxxx.dmp.bin

SUCCESS: install_add /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

Sun Feb 26 05:57:22 UTC 2017
Device#

WOFITHEH L TWDHDIE, CiscoASRI000 > Y —X 7 7 U r— g —E X )L—

HEDY LTI A A =TT,
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WOFITIX, TETFNVEFRT O T T AR r—2 77 A VDB EZR L TWET,

Device# install add file tftp://172.16.0.1//tftpboot/folderl/
asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

install add: START Sun Feb 26 05:57:04 UTC 2017

Downloading file

tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
Finished downloading file

tftp://172.16.0.1//tftpboot/folderl/asr1000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin
to bootflash: asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

SUCCESS: install add

/bootflash/asrl000-universalk9.2017-08-23 17.48.0.CSCxxxxxxx.SSA.dmp.bin

Sun Feb 26 05:57:22 UTC 2017

Device#

WIZ, BN r—2 7 7 A )VET NA AZIBIN L72% O show install summary =~
v RO E R LET,

Device# show install summary

Active Packages:

No packages

Inactive Packages:

bootflash: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Committed Packages:

No packages

Uncommitted Packages:

No packages

Device#

WO TIE, BNMSHEEFR TS T AR r—L T 7 A NET 7T 4 7T 5 1E
ZRLTWET,

Device# install activate file bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin

install activate: START Sun Feb 26 05:58:41 UTC 2017

DMP package.

Netconf processes stopped

SUCCESS: install activate /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:58:58 UTC 2017*Feb 26 05:58:47.655: %DMI-4-CONTROL SOCKET CLOSED:
SIPO: nesd: Confd control socket closed Lost connection to ConfD (45): EOF on socket to
ConfD.

*Feb 26 05:58:47.661: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.

*Feb 26 05:58:47.667: %$DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 05:59:43.269: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 05:59:44.624: %DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

WIRT O, showinstall summary 2~ > RBET N Ny r—VDAT—H A% T
JT 47T aiy MRET ERRTIHGDOHIFITT,

Device# show install summary

Active Packages:
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bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:

No packages

Uncommitted Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Device#

wOEITIE, ingall commit 2~ ROFEITHEEZ R LTHVET,
Device# install commit

install commit: START Sun Feb 26 06:46:48 UTC 2017
SUCCESS: install commit Sun Feb 26 06:46:52 UTC 2017
Device#

WIRT DX, showingtall summary 2~ > R8s, HFH v r—VnaIy h&h TV
B— R0 IEINTHRRET 5 2 L2 E£rnT 2550 FITT,

Device# show install summary

Active Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:
bootflash:isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

WOHNE, BH 0T T LRy =V EARRy r—lin— Ry 7§ 5 FikER
LTWET,

Device# install rollback to base

install rollback: START Sun Feb 26 06:50:29 UTC 2017

7 install rollback: Restarting impacted processes to take effect

7 install rollback: restarting confd

*Feb 26 06:50:34.957: $DMI-4-CONTROL SOCKET CLOSED: SIPO: syncfd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.962: $DMI-4-CONTROL SOCKET CLOSED: SIPO: nesd:

Confd control socket closed Lost connection to ConfD (45): EOF on socket to ConfD.
*Feb 26 06:50:34.963: %DMI-4-SUB READ FAIL: SIPO: vtyserverutild:

Confd subscription socket read failed Lost connection to ConfD (45):

EOF on socket to ConfD.Netconf processes stopped

7 install rollback: DMP activate complete

SUCCESS: install rollback Sun Feb 26 06:50:41 UTC 2017

*Feb 26 06:51:28.901: $DMI-5-SYNC START: SIPO: syncfd:

External change to running configuration detected.

The running configuration will be synchronized to the NETCONF running data store.
*Feb 26 06:51:30.339: $DMI-5-SYNC COMPLETE: SIPO: syncfd:

The running configuration has been synchronized to the NETCONF running data store.
Device#

&Iz, showingtall package =2~ > RO B 2R L ET,

Device# show install package bootflash:
isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
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Name: isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Version: 16.5.1.0.199.1484082952. .Everest

Platform: ISR4300

Package Type: dmp

Defect ID: CSCxXXXXXXX

Package State: Added

Supersedes List: {}

Smu ID: 1

Device#

K@ NETCONF hello A v B—TOFITiE, BT —% €570 80—V 0O/ —T 3
VEMEER L ET,

Getting Capabilities: (admin @ 172.16.0.1:830)

PROTOCOL netconf

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability>
<capability>urn:ietf:params:netconf:capability:notification:1.0</capability>
<capability>urn:ietf:params:netconf:capability:interleave:1.0</capability>
<capability>http://tail-f.com/ns/netconf/actions/1.0</capability>
<capability>http://tail-f.com/ns/netconf/extensions</capability>
<capability>urn:ietf:params:netconf:capability:with-defaults:1.0?basic-mode=
explicit&also-supported=report-all-tagged</capability>
<capability>urn:ietf:params:xml:ns:yang:ietf-netconf-with-defaults?
revision=2011-06-01l&module=ietf-netconf-with-defaults</capability>
<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-aaa?module=
Cisco-I0S-XE-aaa&revision=2017-02-07</capability>
<<capability>http://cisco.com/ns/yang/Cisco-I0S-XE-native?module=
Cisco-I0S-XE-nativeg&revision=2017-01-07&features=virtual-

template, punt-num,multilink,eth-evc,esmc,efp,dotlx</capability>

Device#

iz, showinstall log =~ > KoM Al E R L £,

Device# show install log

[Olinstall op boot]: START Fri Feb 24 19:20:19 Universal 2017

[Olinstall op boot]: END SUCCESS Fri Feb 24 19:20:23 Universal 2017

[3linstall add]: START Sun Feb 26 05:55:31 UTC 2017

[3linstall add( FATAL)]: File path (scp) is not yet supported for this command
[4]install add]: START Sun Feb 26 05:57:04 UTC 2017

[4]|install add]: END SUCCESS /bootflash/isr4300-universalk9.16.05.01.CSCxxxxxxx.dmp.bin
Sun Feb 26 05:57:22 UTC 2017

[5linstall activate]: START Sun Feb 26 05:58:41 UTC 2017

Device#

WOFITHF L TWDDIE, Cisco Catalyst 3000 'V — & AA v F DY T )b A A—

ROFITIX, ETANEH T 0T T LNy = T 7 A NOBMTEZ R L THWET,
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Device# install add file tftp://172.16.0.1//tftpboot/folderl/
cat3k_caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

install add: START Sat Jul 29 05:57:04 UTC 2017

Downloading file tftp://172.16.0.1//tftpboot/folderl/

cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

Finished downloading file tftp://172.16.0.1//tftpboot/folderl/

cat3k caa-universalk9.16.06.01.CSCxxxxxxxX.SPA.smu.bin

to bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin

SUCCESS: install add /bootflash/cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Sat Jul 29 05:57:22 UTC 2017

Device#

WIRTOMX, showingtall summary =~ > K23, B/ Xy r—URNaly hETU
27— R IKENTHRT 2 2 &2 E£R-T 5856016 TT,

Device# show install summary

Active Packages:

bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Inactive Packages:

No packages

Committed Packages:

bootflash:cat3k caa-universalk9.16.06.01.CSCxxxxxxx.dmp.bin
Uncommitted Packages:

No packages

Device#

In-Service Model Update M #%RE 15k

ROKIZ, ZOFEY 2—/L T LIZERRICET ) U —REFHRERLET, ZOXRIEL V7
F7=27 VDU —RX M A U TEEEOYR— IR EASINTZEEOY 7 =T V) —R7
FZERLTWET, ZOMEEIL. FRCH 0 23720 RBY . ZRUBEO—EHDO Y 7 b =7 U —
ATHYHR—FINET,

77y b7 DY R— P BIOV RV T N =T A A=V OV R— MIBT LA K
&9 %5IZI%, Cisco Feature Navigator Z /| L 7, Cisco Feature Navigator |27 7 & 29 2|2
X, www.cisco.com/go/ctn IZFEE) L £9, Cisco.com DT B 7 MIMLEDH Y £ A,
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5% 30: In-Service Model Update (#8215 4R

HEES == HEETHRR

In-Service Model Update | Cisco 10S XE Everest ZOFY 2—/L L. In-Service Model
16.3.1a Update T YANG 7— % 5 L % HHi+
Cisco I0S XE Everest LHEEHH LET,
16.5.1b

Cisco I0S XE Everest 16.5.1a TiZ, Z®
EEIIR DT T v N7 —AICFEEX
TWE LT,

» Cisco Catalyst 9300 ' U — X A A v
a:

» Cisco Catalyst 9500 >V — & XA v
a:.

Cisco I0S XE Everest 16.5.1b Tix, Z D
FEREIZIR DT T v b7+ — AT HREX

NTWE LT,
e Cisco 4000 > V) — X H— 2 S
B — %

*Cisco 7 77U R H—E R 1—X%

1000v
* Cisco V— B A fE &R AR L — %
(ISRv)

2= K ingtall (Programmability).
show install (Programmability) 733 A %
xBTS E LR,

Cisco 10S XE Everest Cisco I0S XE Everest 16.5.1b Ti%, Z D
16.6.1 HREIZRD 75 v b 7 4 — AT HEES
NTWE LTz,
« Cisco Catalyst 3650 >V — X A A v
\a:-
* Cisco Catalyst 3850 > U — X A A v
.a:_

Cisco IOS XE Fuji 16.7.x | Cisco IOS XE Fuji 16.7.x Tl&, Z OE&fE
WIRDOT T v b7 —AIZEEINT
WE L7z,
* Cisco1000 > U —X 7 7 ) F— 3
Y —bER =X
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3
b
R

J1)y—=x HRETHRER

Cisco 10S XE Fuji 16.8.1a | Cisco I0S XE Fuji 16.8.1a Tit, Z O
HElE Cisco Catalyst 9500 /~A /N7 4 —~
VAV =R AL yFICEEI TN
F L7
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5 19 =

TIN5 —S a3y RATF a0

RAT v 77V r—3 3 % Software asa Service (SaaS) YV a2—i a3 ThH, a<w K
ZHEALCYE—FITTEET, 77V r—2a b ORAT 4 71k C, EEA I3
HOY—NRa—T7 4 VT 4 ZFBAT52007Ty v 73 —aB35256nFT,

N

CE) 7V —2aryRAT 47t Docker 77V r— g v DBhiYR—FLET,

IOV a— VT, 77V —valBAT 4V ITHRELE T ORMEDTTEIZ O TR L
£

s TV =gy RAT 4 27 DRIKIFE (305 ~<—)

cTTY =y FAT 4 I BEH (306 ~<—)

T TV ay RAT 4 T OREHE (310 =)

s TV = a Y IRAT 4 U TRIEOHRE (324 =)

s TTV =y ay KAT 4 T ORER (328 =)

c ZTOMODOBEGEE (331 ~—2)

s T TV =y ay RAT 4 7T HHRERR (331 <—)

TIVr—2 30 RRAT4 0T DHIKNEE
« 7SV r— a3y IRAT 4 71X, Virtual Routing and Forwarding 8% (VRF §8ik) TI
HYEEA,

» Cisco I0S XE Amsterdam 17.3.3 LLgidD Y U —ATiX, 77V r—va R AT 4 712
BHHAA ML —VOEI DY TCHRMETHY, 7— 17T v THRENTR > TWET,

Cisco IOS XE Amsterdam 17.3.3 LIfED U J—ATlX, 77V r—va v SAT 4 7%
T—=R 7T aTHHTTN, VAIBRERT TV r—a b ORNBHEA NSNVE
9,

e B2 % /L@ Universal Serial Bus (USB) A7 4 v 7 3R — FENTWERA,
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Cisco Catalyst 9300 >V — X A A » F X, FH/ASFNAD A AFREUSB DL EZYR— L
\i‘g_o

» Cisco Catalyst 9500-High Performance 3 U — X A A » F 3 IO Cisco Catalyst 9600 > J — X
ALy FiE, HiEASRAVDUSBOT TV r—vay RAT 4 TP R—FLTWEYE
/‘/0

» Cisco Catalyst 9500 33 LT 9500 /A R T7 4 —< LA U —RX AL »F BIW Cisco
Catalyst 9600 > U — X XA v FTlE, AppGigabitEthernet f > % — 7 = A ATV H— F X
nNEXE A,

» Cisco I0S XE Bengaluru 17.5.1 K Y > U U — A TiX, Cisco Catalyst 9410R A A v FII7 7
Vr—ay RAT 4 7Y R—FLTWERA,

Cisco Catalyst 9410R A A v FTT SV r—ay RAT 4 7 /T HITIE,
AppGigabitEthernet{ > % —7 = A A Tenable a~> RZHRELET, ZOHIRIX, Cisco
Catalyst 9400 > — R 2 —/X—34 H 1 IXL, BLWIXL-Y25G EY =2 —/b
(C9400-SUP-1, C9400-SUP-1XL, 3 X O C9400-SUP-1XL-Y) lZOAiH S E 7,
Cisco Catalyst 9400 2 U — & A — 3= 34 H 2 B LU 2XL £V =—/b (C9400X-SUP-2 15
X OV C9400X-SUP-2XL) Tenable 2~ RERTETHLETIH Y FH A,

« Cisco Catalyst 9200CX + J — X A A » FiL, BEHA ¥ —7 = A A, AppGigabitEthernet
A B —7T A A VirtualPortGroup f > & —7 = A A% PR — L TWWEFA, T A I
VI VTEITEINTWET F U r—va oA 7 U7 M, AMfxy hT—7 Ll Tx
FHA,

TIVr—2avRAT4 V7ICEY 51EHR

ZITHE, T v ary RAT 4 IOV L E T,

O ~ —_ » ~
TIVr—oa3a 0 RAT4 0T DREE

AR ~DBATIC L U . HRHATRERR— X TIVINDO A —TF TN T 7 ir—3a v a i

WA AMBEMNREEVE L, 77V r—2a v DORAT 4 70k T, BHEEIIIMBE D

V= NRa2—T 4 VT 4 EFIHTHO0T Ty T —2BEZONET, *y NT—T T

NRAATHERAT A T ENTWBT ) r—ra i, SEIERH®BAATEES, oh

i, EFEOY—NDOF =— LB B8N, REFHOT=XY 7 MEICETET,

\}

GE) ZOFRF=2ALBMTIE. T T Docker 7 7Y r—3 a3 & LET,
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ciscolox DiE [

Cisco I0x DI E

CiscolOx (I0s+linuX) T RY—x o RT7 77U — 30 71— U—7THY, Cisco
Iy "NT—=0 T Ty "7 4= EOIESERIATOT TV r—vaiixtL, 77U r—
vary RAT 4 v THERER ML L £ 9, Cisco ¥ A vz VIR T EBRTHY, v
AT LD ST 7V r— a3 D1 5TT,

Cisco IOx 13, BB LT TV r—2 a v s v A —Jfb L. FNoEF—4 v NF AL X E
ICR A b BB ONEEE BT 5O — A2 RIT 5Ltk 7T r—v s
YDTATHA I NEBL T AR ERBIZLUET, I0xDOT A 7 A 7 VEHIL, T
Vir—a BT —20f, B, SAT 47, Bh, BEIE (FH) | BLOe=%
NEENET, I0x P —ER T 7V r—2a OB IOEHEY —LEEENTEY,
2—PRT IV — g U ERRLTIOx 7 L—AU— 7 [CREBAT 5 DICHLE £,

CiscolOx 77V r—>a V IRAT 4 7 1%, IROBEEZ R L £ 4,
o« 2 MU — 7 OREE M DK,

e FNRAAXAFIZHRARNENTWAET AV r— a0 T A 7% E— K TEHTS
CiscolOx 7’V r—var 7ual o307 42 —7x4A (APD)

e —TfbENTET TV r—2a DT A7 YA 7 IVERL,
« 777 K _X—ZADR%,

TIVT—23 V0 RRAT4 VT DOBE
PRADPT IV = ay RAT 4T TL—LT—7%, T, X LETIITEN AL
TN r—varReary TS —a yEEET S, 10x © Python 7R E AT,
TV —=vay RAT 4 T, RO —E R &L ET,
s AT FTNORESNZT 7V r—a v EEHT S,

fERAFRE/R Y VY —A (AFEV, CPU, BLOA ML—) ZHERL., T b a1 4T,
EHT D,

eV — )L uX IOV R— N ER{ET 5,
«RESTAPI Z /M L CH—EA~DT 7 v A& it4 %,
cCLI =V FiRA v M ZfRftd 5,

» Cisco Application Framework (CAF) ELPFEENAT SV r—La b RAT 4T AT 5
AN F xRt o,

A LA =T 2 A REN LT Ty b7 A —LEHAEDR Y hU—F% T (X kX
R) Oy NT v T ETET S,

7 — % AR— ME. AppGigabitEthernet 77— MEREAH 2 7277 v N7+ — L THHR— K
nEJ,

Cisco I0S XE Amsterdam 17.1.x FO 5 S<YEY T4 av 74 F¥aL—vav A4 K |}



FIIr—vavRRF4vY |

B ciscocataystssn sy —X 24 vF DT TUL—a v wRT 40

TIVr—al RAT 4T DarTHiE, RANANL—T VT VAT AT ARNT
TV r—a U EFITT DT DICRAE SN D RAEREREE L FEIZAL TV E T, Cisco I0S XE AL
P—bERE, FANT TV —va v BT TH00ERMEE Ry NT—F U 7T VA
LES, A 7T AT 7 F X2 LD, FHEIFIRA N TR MNEOERZIRET D
A A —T 2 A ABERTEET, CiscolOx 1L, wHA L X —T =2 A RAEFT AT 7Y
r—yaMERT ARy NI —7 A VX —T = A —FK (WIC) I~y 7 L%

‘@40

aUTFFICEBEENAT U r—aid, TARZ 7 AL LTy A—JfbEnE+, 2h
507N r—va EEOHREIL. TARZ 7 A NVO—iE L THE NNy r—Hb STV E

To

THNAALEOERA =T 2 A AX, TFIVr—a RAT 47 F v MU —7 % Cisco
IOSEHA LV X —T =2 AZHR LET, YANT TV r—vaDbA¥3 0 H—T A
Z1%, CiscolIOS EHA L X —T 2 A ANBLAY2 TV P T 74 v 7 52ZELET, &
AL HE—T oA A, FHTY o VERFEH LT A v —T oA ATHERFELET, IP
T RULAZ, BEA L —T A AIPT FLALRIUH TRy F RICHHILERH Y 7,

\}

GE)

F-_T D Cisco Catalyst 2 % v 7 5 LW StackWise (RAEET /L (TRXTDOY 7 hU =T "=V 3
V) T, AR =/l KO AppGigabitEthernet X2 % v 7 NDT 77 4 7 AA » FTOIHH)
fELE T, L7~ T, AppGigabitEthernet{ > % —7 = A ADREIF, AF¥ v I7THOKEAAL >
F @ AppGigabitEthernet 1 & % —7 = A ZZWHT H2MERNH Y £7T, RENTXTDOARA v
T3 472V A . AppGigabitEthernet A > % — 7 = A AT AA v F A — N—1% I HRE
FHA

Cisco Catalyst9300 >') —X RA Y F DTF7 TV 5— 3V RAT 4 >

5

Z ZClX, Cisco Catalyst 9300 >V — X AA v FTOT SV r— a3 RAT 4 71O T
A L £,

TV = ay RAT 4 7 DA, Cisco Catalyst 9300 2 U — 2 A A v FITEHA 7 —
7 = A A LRIEASFAR— b EFRE—-LET,

USB 3.0 SSD /& Cisco Catalyst 9300 2 U — & A A » F THMZ /> TW\WEF, USB3.0SSD I,
TFVr—arERANTL00BMD 120GB A L —U 4L £97, FEHlicoONT

=S

['nterfaces and Hardware Configuration Guide] @ [Configuring USB 3.0 SSD| D % %R

LTL7ZE0Y,
RO2FIADOF Y NI —F T TR R—FINTWET,

eayhu— LT L—r  EBHALE—T 2 RCT IV BRATEHET Y r—3 90,

T AT L= ARV DR— MIT 7R AT LTIV r—3a v,
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Cisco Catalyst 9400 1) —X 24 v FTOF FUr—vavhz7427 |

Cisco Catalyst9400 > ') — X XA v FTHDT7 TV H5r— 3V KRR T+«

sl

Z ZTIF, Cisco Catalyst 9400 > U —RX AA v FTOT 7V r—vay RAT 4 2 TIZO0T
MBALET,

TV r—vay RAT 4 7 DA, Cisco Catalyst 9400 &V — X A A v FITEBA X —
7 A REREAFNR— b EF A= LET, 77U — a3 0, €9400-SSD-240GB,
C9400-SSD-480GB. ¥ L ' C9400-SSD-960GB ¥V v KAF7— Kk K747 (SSD) THA FT
TET,

\}

() CiscoCatalyst9410R A A > FIL, FIE/ NRKNDT TV r—a v RAT 4 v TR —FLT

WEHE A

INOEDAAL FIE, 7TV r—2ay RAT 4 I M2SATA £V 2 — Va2 L ET,

FEAZOWTCIE,  Tnterfaces and Hardware Configuration Guide] @ M2 SATA Module] D&

EHBLTIZEEN,

Cisco Catalyst 9400 > U — X A A v FTIL, TV —2aidT 7T 4 TIp A—r3—s3A
TOBBRARNTEET, A v TFA =%, FLLT I T4 TR A—R="AFD

AppGigbitEthernet f % —7 = A ANT I T 4 7\272 0, TFVr—2a y RAT 4 o 71l
ATELE012 7,

BIENARILES VIO BEELUVVIAN R— D TF7 T r—a s RAT 4

9

TV Ir—va v RAT 4 7 TIEEHIE SRV VLAN R— F B X O h T v 7 R— h BR3P R—
FERTWET, LA Y2 T 74070, ZNHDOR— KM% LT, CiscolOS T —F D
SN CTEMET DY 7 =T aryR—xrr MIEME SN E T,

TN = a VIR AT 4 DA, BEASNRNANR— "B N T oA B —T o4 AETRIT
VLANBEADA 2 —T oA AL LTHETEET, hTo I A0 X —Tof AL LTHRAT
LA, B/ SF AR —MILA Y2 T 7 R— & L THRET D Lo ICiEES L, A—F
TZELETRTCO NI T4 v I BT 7V r— 3 o CHEMTREIC/R Y £9, A— h% VLAN
A =T A AL LTHERATLEE. 77V 5 —a VIERED VLAN Xy T — 7 [ THE
S ET,

)

GE)

W NBFNLDUSB EF/2IEM2SATA R4 7427 ) r—a vy RAT 4V TIERT 55
B AR L—UAT 4TI T etd 77 ANV AT LAE LT T4 —~y hTABLERHY F9°,
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B v+ tsgrvro—s517

HR— b ERY NT—0 54T

Z Z Tl&, Cisco Catalyst 9300 >V — X A A v F I JL ¥ Cisco Catalyst 9400 > U — & A A > F
THR—bENDXRY NT—=IDFA TaRLET,

RN :YR—RERY T84T

Fy D=0 45847 Cisco Catalyst9300 > ') —X XA v FHE LUV
Cisco Catalyst9400 > ') —X X A v F

FHR— R PR—FHY

AR SF D b T2 7 BR— k N I N

AT 7S /L VLAN A — h YHE—FHY

CiscolOS v hT—27 7 FLAZHM (NAT) |RiE/SFALOT —HKR—hEBIW
AppGigabitEthernet R — MZ@EH b/ — K
VT T —HR— MERBIZKX > THAR—F &
WET,

Cisco I0Ox NAT PR — bR

kR FIT—D A 23— AR H—F

TV = ararTioIA4 7L 7 VEERT 5123, WGBS v A —T = ATk
WZ1250ar 7T a2 R—bTDLAYIV—T 4 7ETAMASNET, Zhid, &7
TV =y a AR LTI — P Ry T RMEREND ZEEEKRLET, Z0OXTDH
HBIRER Yy NT—I A =T 2 A AT —REMEINDA L F—T A XL, 77V r— =
v arrFo—Td,

NICIE, 2o TTHTHNOEHES —H Ry hA L H—T 2 A AT, Ty " T F—LT—H T L —
TR L TNy FEESZELET, CiscolOx i, 2T FHDOKYNICIZOWT, IPT R
LABLIO—EDMAC 7 RV A& Y TEITWET,

a7 FHNO VWIC iX, BHEDA —H Ry b A H—T A AL RRINET,

O — » E |—l—| :
T7IV—3 0 RRAT4 VT DEERE
ITHE, TV = a v R AT 4 T OREEERT DS ESERIELEICO VT LE

o

<
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Cisco I0x D E®1E

DR AT EFEFITLT CiscoIOXx ~DT 7B ABAFAMIT2EH LT, CLINR—AD2—H A

FIRDEE

FIRD

FIE

B—T 2 ZATEHRANATALOT Y r— 9 OB, HIF, £=4.

Cisco 10x DAL .

NN 2—

T4 T, BXOBEESTLISIESERT I T4 T 4 B2EITTEET,

1. enable

2. configureterminal
3. iox

4,

5. end

username name privilege level password {0 | 7 | user-password} encrypted-password

ARV RFEERETIVa Y

B8

RT w71 |enable ¥iME EXEC E— R&AIC L ET,
11 ¢« RAT—RKEANLET (FRan=5HE) .
Device> enable

R T w 7 2| configure terminal sa—s )L ary 74 X¥ab—3 gy B REBA
1 LET
Device# configure terminal

AT v F3|iox Cisco IOx & A X —7 W LET,
1
Device (config) # iox

R w 7 4 | username name privilege level password {0 7 | L— P R— ZDIET AT A & — P — DR
user-password} encrypted-password LUV AN UE T,
il - o — W —H DL LT 15 ITRET D SLE
Device (config) # username cisco privilege 15 ﬁ§§by)EEﬁf
password 0 ciscol °

ATFwv 75 |end sua—r_) ar7 4 X¥al—vay ET— REKRT
Bl - L. i EXEC E— FIZRE D £,

Device (config)# end
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B s xivank— o7 Tur—vay w2 T4 LT OBE

BIE/NRILVLAN R— D7 T r—2 a3 iRRAT 4 VT DETE

\}

GE)

Z DX AV, Cisco I0S XE Amsterdam 17.1.1 IED U U — | H S v E 7,

TFVr—a RAT 47 b7 ar7 4 Xal— gy E— T, #FATENsT
~TC? AppGigabitEthernet VLAN 7R — A2 7 i SN E T, FA4 7 4 7B LN VLAN
ATFETVU—NF, avTF FAN A U F =Tz AL > TEZEINET,
AppGigabitEthernet N7 ' 7 AR — MI~v v B TV TELa0TF FAMA U H—T x4 AT 1
DT TT,

FZ 7R —1rE VLAN 77 B 2R — b O OFRIEREN T R—FENET,

FIEDHE
1. enable
2. configureterminal
3. interface AppGigabitEthernet number
4. switchport trunk allowed vlan vian-ID
5. switchport modetrunk
6. exit
7 app-hosting appid name
8. app-vnic AppGigabitEthernet trunk
9. vlan vian-ID guest-inter face guest-interface-number
10. guest-ipaddressip-address netmask netmask
1. end
FIED FEH
FIE
AR RFERET7TIVaY B#)
A7y 71 |enable F##E EXEC £ — FEAZIC L ET,
Bl : e NAT—FEANLET ERSNEHEA) .
Device> enable
5w 2 |configureterminal rTa—)L a7 4 X2 lb—3ay EB— R
1 LET.
Device# configure terminal
RTw 73 |interface AppGigabitEthernet number AppGigabitEthernet Z X E L, A ¥ ¥ —7 A A 2
i - V74X al—vary®—RERBLET,
Device (config)# interface AppGigabitEthernet « AH < JHAFEAA v F DA . number 5130%
1/0/1 switch-number/0/1 ©,
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HEARL LS Vo R— 07 Tur—vavhzrsoroiE |

ARV FFEREETIVa Yy

E:)

RFw 74 |switchport trunk allowed vlan vian-ID KNZ 27 ECHFAIE&ND VLAN DU A M EFRE L
15' : jij‘o
Device (config-if)# switchport trunk allowed vlan

10-12,20

RFw 75 |switchport modetrunk A B =T 2 A& KK ST U Fx T RIC
Bl - RELT, RAN=V I DT I T ~DE
Device (config-if)# switchport mode trunk :’Fﬁ%;ﬁ T I\ Liﬁ_o

ATy 6 |exit A B —=Tx2fAar T 4Fal—ar T—F
- ERETL, ZJu—arr s Fal—ia s E—
Device (config-if)# exit FIZRY ij‘o

A7 71 |app-hosting appid name TV r—varEREL, TV =y ar R
1 - AT 47 ar7 4 ¥alb—ary ®— Rz
Device (config) # app-hosting appid iox app Liﬁ‘o

ATw 78 |app-vnic AppGigabitEthernet trunk NF L R—= T TV — a3 v ORIHE SRV
1 R—=FELTHEL, 77V r—var hAT 4

, , , , YT N arZ 4 Xal—varE—RFEH

Device (config-app-hosting) # app-vnic
AppGigabitEthernet trunk ﬁél/ji?ro

X w79 |vlanvian-ID guest-interface guest-interface-number | VLAN A hA v ¥ —T = A ZAEHEL. 77V
Bl - r—=al RAT AT VLANT 7 BEAIP 2

>y — N — K Ly
Device (config-config-app-hosting-trunk)# vlan 10 A Falb—vars R %Bﬁﬁu Liﬁ—o
guest-interface 2 . %ﬁiﬁ(@ VLAN 0B 2 A RA v B —T = A A~
DO~y B TR R—FINET,

AT 710 |guest-ipaddressip-address netmask netmask (A7vay) HIP ZRELET,
i -
Device (config-config-app-hosting-vlan-access-ip) #
guest-ipaddress 192.168.0.2
netmask 255.255.255.0

ATFv71 |end TV = ay RAT 47 VLAN 7 7 & A IP
Bl - a7 4 X2l — gy EB—REKRT L, Kk

Device (config-config-app-hosting-vlan-access-ip) #
end

EXEC £— RIZEY £7°,

BIE/NARILES VO R— DT T)5r—2 3 RATA VT DETE

TINr—=aV RAT 4 T a7 X alb—v gy — RTiL,

HASNDT

~TC? AppGigabitEthernet VLAN 7R — M 32 7 B SN E T, 47 4 7B LN VLAN
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B s s rsook—rorIur—var hzs v soRE

RIETL—NF, arTF FANA L E—T oA AL > TEZREESNE T,
AppGigabitEthernet N7 7 R — NI~y BV TEX5ar 7 FA N A U2 —T A AT 1
DT,

Cisco I0S XE Gibraltar 16.2.1 Ti%, 77V 4 —a Dk, 77V r—var RAT 407
oo a7 4 Fal—rvalryE®—RERBF TSI =2 a i RAT 4V VLANT 7+
A a7 4Xal—rary T RFCTHRETEIETN, WHOE—RFTHRET DI LIFITEE
A,

Cisco IOS XE Amsterdam 17.1.1 LIfED U V— 2 TlX, FF7 74K — & VLANT 7 B AHR— |k

DS DORIEFREN YR — F SN THET,

FIRDHE
1. enable
2. configure terminal
3. inter face AppGigabitEther net number
4. switchport trunk allowed vlan vian-ID
5. switchport mode trunk
6. exit
7 app-hosting appid name
8. app-vnic AppGigabitEthernet trunk
9. guest-inter face guest-interface-number
10. end
F gD F¥H
FIE
ARV EFEREEFT7TIVa Y B#
ATwv 71 |enable FrHE EXEC E— REAMIC L E T,
11 e NMRAT—=REANLET FRINEHR) .
Device> enable
R wF2 |configureterminal Jua—r~ )L ary 7 4 ¥al— gy E— ReElh
15'] : L\iﬁ—o
Device# configure terminal
AFw 73 |interface AppGigabitEthernet number AppGigabitEthernet ZZZE L, A V¥ —7 = A A 2
- V74 F¥al— g E— FEEBLET,
Device (config) # interface AppGigabitEthernet o« AH U A[REAA v F DA, number 520X
Lo/ switch-number/0/1 C9°,
ATw 74 |switchport trunk allowed vlan vian-1D N ETHFAIEND VLAN DU A2 M ZFEL

&1

£,
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2vI4¥aL—varvE—kTo7IYsr—varois [

ARV FFEREETIVa Yy E]:g]
Device (config-if)# switchport trunk allowed vlan
10-12,20

A7 75 |switchport modetrunk A B =T = A R&Kf7R 8T X TE— NI
Bl - RELT, A A=V I DRTL 7 )07~k
Device (config-if)# switchport mode trunk ;fﬁ%‘f% FrE—h Lijﬂo

A7y 76 |exit A B =Tz A AT 4 FXal—arET—FK
i - ERETL, ZJm—arr s Fal—ia L E—
Device (config-if)# exit RiZRY iﬁ‘o

A7 w71 |app-hosting appid name TV r—varEREL, 7TV r—var iR
B - AT 4T ar7 4 Xab—rar ®— Neth
Device (config) # app-hosting appid iox app Lij—o

AFw 78 |app-vnic AppGigabitEthernet trunk KT R—= T TV — 3 ORIH SRV
Bl - R—=hLLTRIEL, 7FV = ay RAT 4

, , , , YT NI arZ 4 Xal—varE—RFEH

Device (config-app-hosting) # app-vnic
AppGigabitEthernet trunk ﬁél/jf7ro

2T w79 |guest-interface guest-interface-number AppGigabitEthernet 1 > % —7 = A A 8T 7|4
R SN TWDT TV r—var D =T = A A

s

Device (config-config-app-hosting-trunk) # %EEKHEL/jE?rO
guest-interface 2

A7 710 |end TV —vaY RAT 47 N arT g
Bl - Fal—arE®—RFaiT L, FHE EXEC T—

FIZHEYD £,

Deviceconfig-config-app-hosting-trunk) # end

A4 X a2aL—Y a3 EFE—FTOT7IYUS5— 3 D#EE

TV = a v AT 4T ar 7 4 ¥ alb—varyE— RDOgat 2+ NiE, app-hogting
activate appid 35 X O app-hosting start appid =~ > R & [A% T,

TV r—vary RAT 47 a7 4F¥alb—ary E— RO nposart 2~ N,
app-hosting stop appid 3 & O app-hosting deactivate appid =~ > R & R T9,

)

CE) 77V —>arvaz AL TARNCsart a~ 2 RERELTHD install =~ R
ET S L., Cisco IOx IZHEMIIZNE activate 7 7 > a v b start 77 a v a#FETLET, 2
kY, ingall 2~ REBRETAZEETT AUV r—ar>»HEMICEE TXF T,
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FIRDEE

F IR D %

FIE

1. enable

2. configureterminal

3. app-hosting appid application-name
4. dart

5. end

FIIr—vavRRF4vY |

AV RFEERETIVa Y

S

&

enable
B

Device> enable

¥ibE EXEC E— REZ A% LE 4,
e NRATU—R&EANLET EFEREINZEE)

ATy T2

configureterminal

1

Device# configure terminal

Ja—\)ar7 4 Xalb—vay ET— KNEBA
L\ijﬁo

ATvT3

app-hosting appid application-name
fi

Device (config)# app-hosting appid iox app

TT7Vr—yarEREL, 77V r—va iR A
Faovar7 4 Xal— gy T— NEBEBL
7,

ATV

start
1

Device (config-app-hosting) # start

(EE) 77V r—yar2EBLTETLET,

o 7 r—va U EEIET AT, nostart =
<~ REFEHLET,

ATy TH

end

1

Device (config-app-hosting) # end

TV r—vay RAT 47 ar 7 4 Xal—
varyE—REKTL, FFHEXECE— NIZED £
7

TFIV5r—23200D54 9491

WO EXEC a~y REFHTDHE, 7V r—2a D534 7 A I NV EHRTEET,

N

GE) 77U —TarDAr A N—Li%]

SREOERMTONIS A, FIPREDT 7 ) 7r— =

VN INGDOEENRNEINFH A, REOEFEEZHNTDHITNE, TV r—va %W
RN L TCHET 7T 072, BET 774 7IC L CHEFSTALERD Y £17,
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7Iur—varos4791441 I

FIEDHE
1. enable
2. app-hosting install appid application-name package package-path
3. app-hosting activate appid application-name
4. app-hosting start appid application-name
5. app-hosting stop appid application-name
6. app-hosting deactivate appid application-name
7. app-hosting uninstall appid application-name
FIED %
FIE
ARV RFERETY a3 Y BHY
RT w71 |enable ¥i#E EXEC E— RZAZNZLET,
f1 e NAU—RZ AN LET (FERINTHR) o

Device> enable

A7y 72| app-hosting install appid application-name package | {57E L2353 o 7 7Y r—a & A VA b—/b

package-path LET,
- « 77V /r—3 3 X, flash, bootflash,
Device# app-hosting install appid iox app package usbﬂashO\ usbflash1. harddmk:iiéfg)tjbajyjp

usbflashl:my iox app.tar 2k I/%“/@i;}—ﬁﬁﬁ)%/r 2 }‘*‘/V’@%ijﬁo

2 5w 7 3 | app-hosting activate appid application-name T e kT 7T 4 T L ET
U cZDav Y RE, TRTOT SV r—varl
Device# app-hosting activate appid iox_app V—ZABEREPRIEL, T_XTHOY VY —AMEH

TREARESIXT AV r—a v N T 7T 4 7T
0 ET, ENUANOELEE. T T 4 N—
va ryBRBRLET,

25w 7 4 | app-hosting start appid application-name TV = a kR LET,
f TV —a DA VT NRT 7T 4
Device# app-hosting start appid iox_app JfbEnEq,

R T 75 | app-hosting stop appid application-name EE) 77V r—varziERLET,
1 -
Device# app-hosting stop appid iox app

R T 7 6 | app-hosting deactivate appid application-name UEE) 77V 7 — a8 Y ThHnTnsgT
i - RTOY Y —REBHLET,

Device# app-hosting deactivate appid iox app
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B ocker 55104703 0mE

ARV KRFERIETI Va3 BHY

R 7y 77 |app-hosting uninstall appid application-name UER) 77V r—varv& 7 oAV A =N LE
il - EE
Device# app-hosting uninstall appid iox_app ARFEEINTNDTRTONRNY T — L f A—D

ETUAVARN=NVLET, TTVr— g
R T DT XRTCOEEEEHLHIBREINET,

Docker S 3 A LA T a3 DHTE
BR30ITDT o AA LA T arZBMTEET, VAT AE, 117AS 304TH £ ToHE
WESCFERIE AR LET, SUFEINTIE, B3O Docker T 2 A LA a v EIEETEE T,

FGURA LT T g UREREEINTEAIX, TV =Yg v w2 B, ET T 4 Tk, T
T4 b, BIOEB LT, LW v A LT a 2N LET,

FIRDOHE
1. enable
2. configureterminal
3. app-hosting appid application-name
4. app-resource docker
5. run-optsoptions
6. end
FlED
F&E
ARV RFERIETY 3 B#Y
AT 71 |enable Rt EXEC E— REFICLET,
{5 ¢ NAT—RKE AN LET (ERINEHE) .
Device> enable
AT 72 | configureterminal JTa— )L a7 4 X2 b—3ay B— FEELG
15“ : L/ij‘o
Device# configure terminal
AT 7 3 | app-hosting appid application-name TV r—YavEREL, TV r—va kA
i - Ta4vT ar7 4 Fal—raryE—REHAL

=7,

Device (config) # app-hosting appid iox app
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AU RFERETIVa Y B iy
R v 7 4 | app-resource docker TV — g RAT Y Docker 27 4 X a
1 L—yaryre—FREHEBELT, 770 r—var)

V—ADOEFERELET,

Device (config-app-hosting)# app-resource docker

A 75 |run-optsoptions Docker 7 v XA LA TV a v ERELET,
1

Device (config-app-hosting-docker)# run-opts 1 "-v|
$ (APP_DATA) :/data"

ATv 76 |end TFVr— a9 RAT 4 Dockera T 4 Fa
i - b= ar®—FER&T L, FHEEXECTE— FIZE
Diﬁ‘o

Device (config-app-hosting-docker) # end

OVTFTOEMIP T FLADERE
AT HIZEHIP T RVAEZRET DHEIX. ROTA RIA4 i S ET,
c BICRESINTEZT 74NV N F— bV 2 A BREDOHENMERA SN ET,

CiscolIOSCLIZfEA LT, avTFDIP T RLAZHRETEET,

FIEDHE
1. enable
2. configureterminal
3. app-hosting appid name
4. name-server# ip-address
5. app-vnic management guest-interface interface-number
6. guest-ipaddressip-address netmask netmask
7. exit
8. app-default-gateway ip-address guest-inter face network-interface
9. end
FIED 4
FIE
ARV KRFERRETY VY B#Y
AT w71 |enable ¥ EXEC E— RE AR LET,
i) - e NMAT—REANLET (FEREINTHA) .
Device> enable
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FIIr—vavRRF4vY |

ARV RFERETIVa Y

B8

ATv T2

configureterminal

1

Device# configure terminal

Ja—\)ar7 4 Xalb—vay T— NEEh
l_/\i‘jﬁo

ATvT3

app-hosting appid name
fl

Device (config)# app-hosting appid iox app

TTVr—rarEREL, 77V r—va iR A
FuvT ar74Xal— gy T— REREL
7,

ATvT4

name-server # ip-address

1

Device (config-app-hosting) # name-server(0 10.2.2.2

RAA v F =5 AT 5 (DNS) B—EZRELE
—é—o

ATy Th

app-vnic management guest-inter face interface-number

1 -

Device (config-app-hosting) # app-vnic management
guest-interface 0

ARy NI—T A F—T 2 ABIOF A |
AHE =T oA ADERF— 2 ZREL. T
TVr—a i RAT AT = T = 3T 4
Fal—varE—RERBLET,

ATvT6

guest-ipaddress ip-address netmask netmask
1 -

Device (config-app-hosting-mgmt-gateway) #
guest-ipaddress 172.19.0.24
netmask 255.255.255.0

BHTANA L H—T oA ADFMEFRELET,

ATy T1

exit
I

Device (config-app-hosting-mgmt-gateway) # exit

TV =y ary RAT A U TEBRS— by oA
a7 4 Fal— g E—REKTL, 77
J—=var i RAT 4T a7 4 Xalb—vay
E—RIZREY 7,

ATvT8

app-default-gateway ip-address guest-interface
networ k-interface

1 -

Device (config-app-hosting) # app-default-gateway
172.19.0.23
guest-interface 0

TN NOERF— T oA R ELET,

ATvT9

end

1

Device (config-app-hosting) # end

TV —L gy I RATF 4T a7 4 X aL—
varyE—RNERKT L, FHEEXECE— RIZRED £
D

EER—bTOT7 TV r—2a V0 RRAT A VT DEFE

FIRDEE

1. enable
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gEA— rTO7 T r—var k271 i0EE

2. configureterminal
3. interface gigabitethernet0/0
4. vrfforwarding vrf-name
5. ip addressip-address mask
6. exit
7. app-hosting appid name
8. app-vnic management guest-interface network-interface
9. end
F IR D 8
FIE
ARV FFEREETIVa Y B#J
AT 71 |enable FrHE EXEC E— R AN L £ T,
i) : e NAU—REZANLET (FERENTZHE)
Device> enable
Z 5w 2 | configureterminal Jua—N)ary7 4 Xalb— gy E— NeBth
fl LET,
Device# configure terminal
27 v 73 | interface gigabitethernet0/0 f =T oA REREL, A2 F—T o A A
i - T4 F¥alb—var®—NEBBLET,
Device (config) # interface gigabitethernet0/0 ¢ Cisco Catalyst 9000 > — X 2 A v FTIL, "—“éx
B A > ¥ —7 = A A|X GigabitEthernet0/0 T,
R T 7 4 |vrf forwarding vrf-name A B —T oA AFEFIZYVTITA L2 —T = AT
1l - Virtual Routing and Forwarding (VRF) A A% &
-~ FE X — SHiAs
Device (config-if)# vrf forwarding Mgmt-vrf if;aiﬁi”ﬁz z ]\ v 7 %E‘é@fj’“—iﬁ‘o
« Mgmt-vrf |, Cisco Catalyst 9000 > U — & A A
FOERA o F—T = A AT HBITRIE S 4L
iﬁ‘o
A7 75 |ip addressip-address mask A B =T AP T RLAZHELET,
i) :
Device (config-if)# ip address 198.51.100.1
255.255.255.254
AT v 76| exit A B =Tz A AT 4 Fal—ar F—F
i - R TL, Zaea—)ary 7 4 Fal— gy F—

Device (config-if)# exit

RIZEY £9°,
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ARV RFERETIVa Y

B8

ATy T17

app-hosting appid name
1 -

Device (config) # app-hosting appid iox_ app

TNV = aEREL, T = a R A
Fav T ar74¥al—yay T— REBBL
F7,

ATvT8

app-vnic management guest-inter face network-interface

1

Device (config-app-hosting) # app-vnic management
guest-interface 1

FANAVH—T o ABEHR— ML, 7
P — g VRAT 4 U TERS— N o 3
T4 F¥al—varyT—FERBLET,

» management ¥ — U — Rix, 27 TS
LTV 5 Cisco I0S 4 GigabitEthernet0/0 A >
&‘—7 :1:/]) A %?E‘/\dg L/i‘d‘o

« guest-inter face network-interface ® % —7U — K5
BT 1T, CiscolOSEHEA o ¥ —7 = A ATHE
N TNWDarTFONEA—HFy b A
B =T 2 A AFFERELET, ZOHITIE,
ATFDOA =Y Ry 1A F—T AR
%} L C guest-interface 1 - f L T\ £ 9,

ATvT9

end

1 -

Device (config-app-hosting-mgmt-gateway) # end

TN r—2a R AT 4 TR — N = Af 2
V74X al—arE— REKT L, HiHEEXEC
E— NIZRD 797,

TI)V5—23 DIP7 FLADFE

=L

ax e

WOFEFFHLT, 20T FDOIPT RLAEZRETEET,
s a7 Flzu /AL, ifconfigLinux 2~ REFHELET,
1. koa<r FEEALT, 77— aica sz A LET,

app-hosting connect appid APPID {session | console}

2. 77U — 3 ® Linux ik —

MZHESNT, EHED Linux f v F—T = A A

T4 F¥al—vay avwr ReEFHELEST,

- ifconfig dev IFADDR/subnet-mask-length

F03

- ip address

]

{add|change|replace}

IFADDR dev IFNAME [ LIFETIME ] [ CONFFLAG-LIST

« =7 C Dynamic Host Configuration Protocol (DHCP) #H#hZ L. Cisco IOS DFXE T
DHCP #—/"& ) b—x—V = b2 E L ET,

e CiscolOx %, 77V —> a3 DHCPA ' Z—T = A AR ENET 7V r— 3
YAy T FNTEITTSHDHCP 7 74 7 v Mt LE4,
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(o] ~ E ]
T7IV)r—23 m))—REFEDLESE
U Y —ADEREZHNT HITIE. &I app-hosting stop 35 & Y app-hosting deactivate =~
YREMHLTT Y =y a yEREIRLCIHET 7T 4 7{k L, KIZ app-hosting activate #5
X W app-hosting start =2~ > KZHEHLTT 7Y r—ya U 2HESTILERH D 77,
TV — gy RAT 4 a7 4Fal—yary E— R Csart a~2 FEFEHLT
WHEATE, nogart BL W gart 2~ REHELET,

Inboa~<wr REHEMLT, U Y—R L app-hostingappidiox_app ik EDW % U & v hTX

£,
FIEDHE
1. enable
2. configureterminal
3. app-hosting appid name
4. app-resource profile name
5. cpu unit
6. memory memory
7. vcpu number
8. end
F gD FEH
FI&E
ARV EFEREET7IVa Y B#
AT w1 |enable K#HE EXEC E— REHMZ L £
i - e NMAT— R AN LET (FERINTHE) .
Device> enable
A7 72| configureterminal Ja—sbary 7 4 ¥ab—vay ®— Rl
15“ : Liﬁ—o
Device# configure terminal
A7y 73 |app-hosting appid name TIVr—2a VU RAT 4 v T A F—T L,
Bl - TTV = ary RAT 4T arT 4 Xal—

var ®'—RFERKBLET,

Device (config) # app-hosting appid iox app

R T 7 4| app-resource profile name HAZLNT SV r—ary ) Yy—A a7y AL

Bl - EREL, DAZLT TV r—vary V)= 7
. . . ey arT s Xalb—r gy E— Keth

Device (config-app-hosting) # app-resource profile

custom Li'a—o
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B 7753 mzxsovgrorn
ARV RFEREET7TOVa Y BHY
CHAZLTOT 7 ANBDHPYR— ST
WET,
A7y 75 |cpuunit TIV =2 a DT 74/ OCPUENY Y TEE
15“ : Ebjﬁwgﬂo
Device (config-app-resource-profile-custom) # cpu ) y»«xf@i??"U r—34a ‘/ﬁ@f:&)\ Z
7e0e NODEEEE LA, 77— arn
PHEEOHEIIBBH TEDL L2 HRT OHLE
N ET,
ATy 7 6 | memory memory TI7ANERDOAEVEY Y TEERELET,
f5
Device (config-app-resource-profile-custom) # memory]
2048
R 77| vepu number TV = a O CPU (VCPU) HI0 4Tx
{5“ : EE I_/i‘a‘o
Device (config-app-resource-profile-custom) # vcpu
2
A7y 78 |end HALLT TV r—vary J)—ATFa7yA)L
) - a7 4 Fal—varyE—REKT L, FiE

Device (config-app-resource-profile-custom) # end

EXEC £— RIZEY £,

TI)r—2 30 RAT 4 U HREDRESR

showa~<> REHEHA L CREZMALET, 2~ NI EDIERFTHALTLNENETA,

FIRDEE

enable

show iox-service

show app-hosting detail
show app-hosting device
show app-hosting list
show interfaces trunk

NOOAWN

show controller ethernet-controller AppGigabitEthernet interface-number
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F IR D

FIE

2Ty

ATY

71

72

enable

e EXEC E— FEARNC L £,
e NRXRAU—FREANLET (FERINEHE)

51 -

Device> enable

show iox-service

F~T D Cisco [0x —EADATF—Z 25 Fm LET,

1 -

Device# show iox-service

IOx Infrastructure Summary:

IOx service
Libvirtd
Dockerd
Application DB Sync Info

I0x service (CAF)

IO0Ox service (HA)

IOx service (IOxman)
(

show app-hosting detail

T r— g TS

% -

Sec storage)

Not Running
Not Running
Not Running
Not Running
Running

Not Running
Not available

AEMTE A FRR LET,

Device# show app-hosting detail

State
Author
Application

Type

App id

Name

Version

Activated Profile Name
Description
Resource Reservation
Memory

Disk

CPU

VCPU
Attached devices
Type Name

Running
Cisco Systems, Inc

vim
Wireshark

Wireshark

3.4

custom

Ubuntu based Wireshark

1900 MB
10 MB
4000 units

TIVr—2 a3V RRTF 4y

Serial/shell
Serial/aux
Serial/Syslog

serial2

growz I
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Serial/Trace serial3
Network Interfaces

ethO:

MAC address : 52:54:dd:80:bd:59
IPv4 address
ethl:

MAC address : 52:54:dd:c7:7c:aa

IPv4 address

AT w74 show app-hosting device
USB 731 ZIZHT HEHRAER R LET,
11

Device# show app-hosting device
USB port Device name Available

1 Front USB 1 true

app-hosting appid testvm
app-vnic management guest-interface 0
app-device usb-port 1

AT 75 show app-hosting list
TV r—2 g b EFNODAT—ZAD—EXFR R LET,
1 -

Device# show app-hosting list

App id State

Wireshark Running

2T w76 showinterfacestrunk
Moo oA —T A AFHREFZRLET,
B -

Device# show interfaces trunk

Port Mode Encapsulation Status Native vlan
Gi3/0/1 on 802.1g trunking 1
Ap3/0/1 on 802.1g trunking 1

Port Vlans allowed on trunk
Gi3/0/1 1-4094
Ap3/0/1 1-4094

Port Vlans allowed and active in management domain
Gi3/0/1 1,8,10,100
Ap3/0/1 1,8,10,100

Port Vlans in spanning tree forwarding state and not pruned

Gi3/0/1 1,8,10,100
Ap3/0/1 1,8,10,100
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FIur—vav ity orgEoRE [

Device# show runnning-config interface AppGigabitEthernet 3/0/1

Building configuration...

Current configuration
|

interface AppGigabitEthernet3/0/1
switchport mode trunk

end

64 bytes

show controller ethernet-controller AppGigabitEthernet interface-number

N— R =T S HEARA AT AppGigabitEthernet 1 > % — 7 = A ADEZ(FICBT 2 HEHEREZFR L £

\j—‘o
&1

Device# show controller ethernet-controller AppGigabitEthernet 1/0/1

Transmit

Total bytes
Unicast frames

Unicast bytes

Multicast frames
Multicast bytes
Broadcast frames
Broadcast bytes

System FCS error frames
MacUnderrun frames
Pause frames

Cos 0 Pause frames

Cos 1 Pause frames
Cos 2 Pause frames
Cos 3 Pause frames
Cos 4 Pause frames
Cos 5 Pause frames
Cos 6 Pause frames
Cos 7 Pause frames

Oam frames

Oam frames

Minimum size frames

65 to 127 byte frames
128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames
1024 to 1518 byte frames
1519 to 2047 byte frames
2048 to 4095 byte frames
4096 to 8191 byte frames
8192 to 16383 byte frames
16384 to 32767 byte frame
> 32768 byte frames

Late collision frames
Excess Defer frames

Good (1 coll) frames
Good (>1 coll) frames
Deferred frames

Gold frames dropped

Gold frames truncated
Gold frames successful

1 collision frames

2 collision frames

O O O OO OO OO OO0 0OO0O0O0O0O0O00O0O0O00O0OOO0OOOOOOOOOOOLOOOOOOO OO

3 collision frames

AppGigabitEthernetl/0/1

O O O O O OO OO OO0 O0O0O0O00O00O00O00O00O0O0O0OO0OO0OOOOOOOOOOOOO OO

Receive

Total bytes

Unicast frames

Unicast bytes
Multicast frames
Multicast bytes
Broadcast frames
Broadcast bytes
IpgViolation frames
MacOverrun frames
frames

Pause frames
Pause frames
Pause frames
Pause frames
Pause frames
Pause frames
Pause frames
Pause frames
OamProcessed frames
OamDropped frames
Minimum size frames

65 to 127 byte frames
128 to 255 byte frames
256 to 511 byte frames
512 to 1023 byte frames

Paus
Cos
Cos
Cos
Cos
Cos
Cos
Cos
Cos

1024
1519
2048
4096
8192

e
0

1
2
3
4
5
6

7

to
to
to
to
to

1518 byte frames
2047 byte frames
4095 byte frames
8191 byte frames
16383 byte frames

16384 to 32767 byte frame
> 32768 byte frames
SymbolErr frames
Collision fragments
ValidUnderSize frames
InvalidOverSize frames
ValidOverSize frames
FcsErr frames
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collision frames
collision frames
collision frames
collision frames
collision frames
9 collision frames
10 collision frames
11 collision frames
12 collision frames
13 collision frames
14 collision frames
15 collision frames
Excess collision frame

@0 J oy U b

O O O OO OO0 Oooo oo

TIVr—23 0 RAT 4 0T DEREH

WIWZ, TV —a RAT 4 THEBEDREICHET A I F Sz~ LET,
{51 - Cisco 10x DEHZHhIE

WIZ, Cisco IOxZHNMZTHHERLET,

Device> enable

Device# configure terminal

Device (config) # iox

Device (config) # username cisco privilege 15 password 0 ciscol
Device (config) # end

Bl : BIE/SRILVLAN R— bDT7 TYH5—2 3 0 RRATA VI DETE
A

GE) Z D& 73 i, Cisco I0S XE Amsterdam 17.1.1 DOV U — 2 (2@ HA & k1,

WIZ, HIE SRV DOVLANR— FTT ) r—va VR AT 4 VT BRET DU %R
LET,

Device# configure terminal

Device (config) # interface AppGigabitEthernet 1/0/1

Device (config-if)# switchport trunk allowed vlan 10-12,20

Device (config-if)# switchport mode trunk

Device (config-if) # exit

Device (config) # app-hosting appid iox_ app

Device (config-app-hosting)# app-vnic AppGigabitEthernet trunk

Device (config-config-app-hosting-trunk) # vlan 10 guest-interface 2

Device (config-config-app-hosting-vlan-access-ip)# guest-ipaddress 192.168.0.1
netmask 255.255.255.0
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Device (config-config-app-hosting-vlan access-ip)# end

Bl BIE/ANRILES VD OR— DT T)r—2 a3 VikA T4 0T D%

WIZ, BN D N T I R— " TT TNV r— gV RAT (o T hRET L0 %
w~LET,

Device# configure terminal

Device (config) # interface AppGigabitEthernet 3/0/1

Device (config-if)# switchport trunk allowed vlan 10-12,20
Device (config-if)# switchport mode trunk

Device (config-if) # exit

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-vnic AppGigabitEthernet trunk
Device (config-config-app-hosting-trunk) # guest-interface 2
Device (config-config-app-hosting-trunk) # end

Bl . 7TV r—3 DS

ZOBITIE, TV = a rw2EBT L HEERLET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid iox_app
Device (config-app-hosting) # start

Device (config-app-hosting) # end

Bl : 7TVr—3>D54 7949

Wiz, 770 —>av A VA= NVEBIORT A VA M—=NT 502~ LET,

Device> enable

Device# app-hosting install appid iox_app package usbflashl:my iox app.tar.tar
Device# app-hosting activate appid iox_app

Device# app-hosting start appid iox_app

Device# app-hosting stop appid iox_app

Device# app-hosting deactivate appid iox_app

Device# app-hosting uninstall appid iox_app

5] : Docker S>3 A4 LA T a2 DEFE

ZOFITIX, Docker 7 Z A LK T a L ERETAHAFEEZRLET,
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Device> enable

Device# configure terminal

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-resource docker

Device (config-app-hosting-docker) # run-opts 1 "-v $(APP_DATA) :/data"
config-app-hosting-docker) # run-opts 3 "--entrypoint '/bin/sleep 1000000'"
config-app-hosting-docker)# end

Device
Device

Bl : AT FTFDERMHMIP7 FLADETE

WIZ, avTFOHBIIPT FLAZRETHHZRLET,

Device> enable

Device# configure terminal

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # name-server0 10.2.2.2

Device (config-app-hosting) # app-vnic management guest-interface 0

Device (config-app-hosting-mgmt-gateway) # guest-ipaddress 172.19.0.24 netmask 255.255.255.0
Device (config-app-hosting-mgmt-gateway) # exit

Device (config-app-hosting) # app-default-gateway 172.19.0.23 guest-interface 0

Device (config-app-hosting) # end

Bl EBBR— P TOT7ITIVr—2a3 0 RRAT4 VT DETE

ZOBEITIR, TV A= arDIPT RLAEZFETRET D HEEA T LET,

Device# configure terminal

Device (config) # interface gigabitethernet 0/0

Device (config-if)# vrf forwarding Mgmt-vrf

Device (config-if)# ip address 198.51.100.1 255.255.255.254

Device (config-if)# exit

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-vnic management guest-interface 1
Device (config-app-hosting-mgmt-gateway) # end

Bl : 7T)V5r— 300D —REFEDLEESE

ZOBEITIER, TV = a D) V—ARER EEEZTLHEERLET,

Device# configure terminal

Device (config) # app-hosting appid iox_app

Device (config-app-hosting) # app-resource profile custom
Device (config-app-resource-profile-custom)# cpu 7400
Device (config-app-resource-profile-custom) # memory 2048
Device (config-app-resource-profile-custom) # vcpu 2
Device (config-app-resource-profile-custom) # end
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DevNet https://developer.cisco.com/docs/

app-hosting/

Cisco Catalyst 9300 2 U — X XA 5 USB3.0 SSD |USB 3.0 SSD DX iE

Cisco Catalyst 9400 U — X XA v F D M2 SATA M2 SATAE ¥ = — /b

SRADTY ZHI YR—F

B s

VAIDYR—FWebH A FTliE, YRapBELF s ) o — | http//www.cisco.com/support
WETD N T TNy a—T 4 U TITBES T 5 X910,
YA T ARV =V EFZ LD ETOEERA T ) Y =A%
R L CnET,
BENORGEOEF 2 U T 1 FHRHMEREAFT 72012,
Cisco Notification Service (Field Notice 757 7 = A) | Cisco

Technical Services Newsletter, Really Simple Syndication (RSS)
74— R EOFREY —EAITMATE £,

YAaDYIHR— bk Web A bDY— I T 7B AT BHERIL,
Cisco.com D —H ID B LA T — RNNETY,

O - ~ - — I N3 - Ab"i

TINT—2a v RAT 4 UTICEAT SRR
RORKIZ, ZOFY 2 —/VTHB LIEICET 2 ) UV -2 fRE R LET, ZoRiE, V7
FN7=7 VU —R MA U TEEEOY R — MR EAINTZLEEDOY 7 Fy =T VY —A72
FZE2RLTWET, ZOKRRIL, FRCHT 0 72 WRY . 2R DBEO—#EO Y 7 vy =7 ) U —
ATHYR—brIET,
77y N7 A= LDV A= BLOR AT YT NI 2T A A=V OV R — MIET HEHRE R
&9 %IZ1%, Cisco Feature Navigator Z i/l L 7", Cisco Feature Navigator |27 7 £ 29 2|2
IX. www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £ A,
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s 10 =

OpenFlow

ZDEY 22—V Tl 7T/3 AT OpenFlow ZH 41t L TRET D HIEZHOWTHHLET,

« OpenFlow DORFIFESEM: (339 ~—)
s OpenFlow OHFIFHIE (339 X—)
« OpenFlow (22T (340 ~—7Y)

* OpenFlow D% EJ7{E (345 ~—2)
* OpenFlow DffERR (350 ~—27)

« OpenFlow D% ER] (353 ~—)

« CORMDBEGE (353 ~—)

* OpenFlow OFERENG#H (354 ~—2)

OpenFlow D AETESH

7 /3A A% OpenFlow £— N CEEIT20E N H Y £9, (OpenFlow E— NiE, 734 AT
boot modeopenflow =~ > RZFHET L LAV ET, TXTOR— IR DOE— RIZR
V. T3 AILIET O Cisco I0S XE BREA VAR — b L72a< 720 £9)

OpenFlow D #I#9E1E

« 7 /34 AT OpenFlow £ — R AT H551L, RIOREEZTXTHEL, 77 vva
Ty ANV AT LG viandat 7 7 A L & stby-viandat 7 7 A AV EHIBR L F9,

o 7 /3A A Openflow E— ROGE | 735 ANWHE— FO L (T 2o = b
n—)L 7L —r7ubhar, R—F—4F—roxA 7o an (BGP) . A=Y
Y—>nm h=aL (STP) . R— FF ¥ %/, StackWise Virtual 72 EZF N LRNTL 72
éb\o
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. OpenFlow (2D T

OpenFlow |

OpenFlow [2DLVT

OpenFlow D=

Openflow O >

JO0—NEE

OpenFlow & Open Networking Foundation (ONF) OfEART, 7 m—~_X—2Diik A 7 F A |k
T F vl LSRN ET TV r—vary Tual I h A v E—T o4 AEEHRLET,
OpenFlow TiX, X a7 2F ¥ XV EN LT, T AD T+ T —TF 4 THRER AT
THZENTEET,

OpenFlow %, = b —F (2 bo—L7L—2) LA =Xy hAS v F (F—FT L —
V) OMo7 e hanTd, AL vFITE, AT T NIEREINTZ T e —T—TANHY
9, 7a—¢ik, INHDOT—TNIEET LNy R EFRARDL 2O DON— )L TT,

AA v F LD OpenFlow T —3 = > hi&, OpenFlow 7' & ha/L &AL Tary hu—F LiEfE
LEd, =—Y = I, OpenFlow 1.0 (F# 7 = k=L 0x1) & OpenFlow 1.3 (7= K
2L 0x4) O S EVHR—FLTWET, R ODay hr—J %8 TEET, ZhbHD
Pt I AA v FA—AN—RITMEFINT, 2 he—J 13—V = MOHERT 2LERH
DET,

Cisco Catalyst 9400 3 U — X A A+ FTOD OpenFlow DFEHEFAT— NV ATT, /Ay
T T T—=F 47 (NSF) 1[IV HR—FENTWEHA, AF AL DA—=R= A WL, 7
n—F—Z_X—2 LR LEEA,

FA—3

Openflow = > k 2 —F %, Openflow 7' @ k =L % L T Openflow A1 v F &LV D +2%
TUT AT A4 TT, FEAEDYA, 2 ha—F 3% Openflow FaFl A A v F % EHT
HY 7 =TT, arybr—J TRy NV —2 % —tICFRTE, HFEFILINEMH
HALT, Xy NT—2 T 7 4 v 7 ORBFIECONWTHBEE 2DV AT A (AL v FBLO
N—5F) IZHEREHT N TEET, W, 22 e —F 3 Linux —/STET I,
OpenFlow xfJis A A » FITIP #ft CX DR H Y £,

ay b —J 3RS v FEEHL, A vF ETT7r—2@BABLICHIBRLET, ZhbD>
2 —[%, OpenFlow 1.3 B LU1.0D BE) & (7 7vay) 0OV T2y MEHFR— b
LTWET,

AL v FiE, FRA—MEFERAL Ty bre—ZC8kt LET, EBA— MNIEFHEMO Virtual
Routing and Forwarding (VRF) A v AX L ADOHIZHY | FO-Hary o —F3~DtxaT
B AR LET, 3 hr— T2 A vy FITHRT DICIE, T2 hr—F ~ DR A RE
7P T RLRER—MEFEHELET,

Zuo—x» UL, Xy FOBRAELOUBICHERENS 7 e — T —T ANOEETT, Zh
WZiE, BREREDELNEfL L~ Rry NEBRAET A0 —HORET 4 — /L K, #HAT
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OpenFlow /84 754 & .

L—HDOME, Ty N AT BROAN N AT CEREENLTWET, £/, Tr—
TLIZEALT RN =R EALTUNERITIET 7T 47 ZALT TN bREEITH
nNTEY, 7r—o0HBHIBRICER S ET,

Cisco Catalyst 9000 'V — X 24 v FII{RRK IO 7 rn— T —T V&P HR— b LTHET,
F7 v — 3k OFERE R L E 7,

o« BRNANT : ERNEN.OEW T o =N RICBAE SN E T, 7o—DBHTIE, REINE
SENBENLIC EADNT, X TO 7 a—TEBEEN 2 2 HERH Y £,

AT A=Ky NERESTABO 7o —xr N O, BAET 4 — RiL, X
FEERNNT Y F Ny — T 4L REBETEET, 74—V RICHAEERPEE S
WTWRWESIX, VAV R — R fERESNET,

T a2y MK L CERT B #ME,

OpenFlow /X1 T 54 >

OpenFlow XA 7' A4 %, Vo7 &N-7ue—7—71®t% v T, OpenFlow A1 v FTDH
G, fmk, BLUOUNYT y MEEARMELET, A— ME, Ty bBASA T T4 ITHAD
T L5 TY,

N7y MIATIR— R TRE S, AR — MIZiEE S 415 OpenFlow /31 77 A 28 5T
WX ET, 7y hATR— NI, AT T4 BETRry ML > TR &, 8
Ty ERAAL v FICZEINTR— 2R LET, ANJFR—HMI, 7e—0—H 71— /L &
LCHHATEDZ Z LICERBLTLIEEN,

Ta—7rvarEERTLE RNy NeESRA T T4 UNOEBED T — T WITEE LB
L2, 7= A THRERVIRY L2523 TEEd, —HT257e—= I
AT BT 7 a UBIROT — T NVERE LR WA, A 7T A ABTEIE L
T, ZOREET, Ny MIEEEAESR, EEnEd, Xy bMIikey 735288 T
xFET,

OpenFlow A A v F D7 0 —7—7 21X, 0MBIBEICEZHTERET, 20 7T 10
EFIZ, 7r—T7—7 1007 —xr MK LTy VERETHZE00HMED £
To BADOT—TND—EET 72 a r OFRIISCT, tho7e—7—7 NV E2EHTEE
T, TOMRE, BT —T N T7a—x2 b Ny R—ET LN H D F9,

HR— kB Match 74— JILFETH T

Match 7 4 —/V RiL, /37y b~y X —L ATR— b a2E&Te, X7y "BRRREEND 7 41—V
RT9, Match 7 4 —/L RiZ, VAV RI—F ((EEOEIC—F) IZT5ZL&0nT&E, 74—
JVRDOFRENTZE Y MI—ETDHE Y F~ A7 ZEETEET,

T a A, Ry MR — FERIISBEOT — I VICERET A EME, E3Nry R T —
N REEEFTARIETT, 727 avii, 7a—x2 NV ICE#EMT O -aa0—E. -
Z =T FUICEEMTENTT 7 a Ny R LTHRETEET, S —7FxT
MU, HEEOTe—TCHETEET 7 a VOESTT,
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OpenFlow |

12U k7o —xo N THRESNET 7 a it IA—7T 7 ar EEns EAT
Jva Ty RERETEET, ZA—77 7 a v OENIE, #EO7 e —RT—E#HD

TrvareAET5 LT, J—

TIE1 O DTy hTHER S F1.

NIy M E

DT 7 ar (set, pop. E7oIE output) HFFOZ & TE E9, Cisco Catalyst 9000 > U — X
AA v FIE, IN—T7Z A 7 al L Windirect ¥R —FLET,

wIZ, Y R—FEN D match 74— RETFT 7 aro—&ERrLET,

= 33:9R—

k&3 match 7 4« —)L K

ANYE—TJ4—JLK

ATiR S

RAYARRBEIY Y

EDH!

S —H Ry hOsEE | — P 01:80:¢2:00:00:00/
MAC 7 RL =% ff:ff:£:00:00:00 (~ A
7HY)
de:f3:50:c7:e2:b2 (= &
J7L)
A —HFxy hOEFTL|— PII 0e:00:00:00:00:019 (=
MAC 7 KL & AT 72L)
A —HYxy FOFEE |— — ARP (0x0806) . IPv4
(0x0800) . IPv6
(0x86dd) 7 &
VLAN ID — 0x13f
ARP ¥ —7% v ks 7’a | A —HFy M XA 1T | 5 —
=0 2l NS 0x0806 | ZFXET D WL
NHYE4
IP 71 s=)v A=Y Ry FEA 1T |— ICMP (0x01) . TCP
0x0800 F 7= 1% 0x86dd (0x06) . UDP
WCRET DLERD Y (0x11) 72 &
ESCH
IPV4 RETT RLA | £ —F %y hFAT1E| DY 10.0.0024 (w27 &
0x0800 |ZF% E T DB D)
NhHDET
IPv4 56567 R LA A —VXy FEATIT|HDY 10.0.0.254 (= A7 72
0x0800 | ZF%ET B B L)
NHYF4
IPv6 iEETLT KLV A | A=Yy hEA 71X HY 2001:DB8:1 (A7 73

0x08dd | ZF% ET 2 B2
NHFET

L)
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gHR—rEhdMatch 7 —LEEFooay |

AYE—J4—ILFE |BIREH YRUEEELZIT Y MY [{EDH

IPv6 565:7 K1 & A —HFy F2A 1T BV 2001:DB8:0:ABCD::1/48
m%w_ﬁﬁ?éﬁﬁ (A7 HV)
NHYET

FAN—ARR I =T o | A =Py NI T — ND #—7%" > b

K

0x08dd |ZF% & L. IP
7ua k= uiX 0x01 12
RETHLENHY F
ﬁ—

ICMPv6 % A 7

A —H Ry NEATIX
0x08dd IZFXE L. IP
7'a k3L 0x01 12
BRETOLENRDHY E
_a—-

UDP/TCP =18 e —
[N

A=Yy NFA 71X
0x0800 F 7= 1% 0x86dd
ICREL, 7a bz
13 0x06 F 7213 0x11 {2
BRETOLENHY E
—g——

UDP/TCP %5 CTHeAR—
K

A=Yy NFA 71X
0x0800 F 7= 1% 0x86dd
ICEREL, 7a bz
13 0x06 F 7213 0x11 {2
RETHLENDHY F
\j——

EEA VA —T oA A

YR—bShd7ov3>

—I IR DI v

e hu—7

ZXETEET,

AL TFOEBEDA L HE—T 2 A A (BREAVE—T oA A&ET)

s BDN s 7T T HDH

o« JN—T,

e 0 —HIVIERHD A A »F CPU, 17— /VALFRDT- D

o7 —5—7 (T—T0D%) .

\ZE1ET& D DIL, Cisco Discovery

Protocol #5 & X Link Layer Discovery Protocol (LLDP) /%% > kD& T,
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20—k

OpenFlow T—

OpenFlow |

Tua—X, Ty FORD~Ny X —T 4 — /L RHEEHETEET,
« A —PF v FDOSESEMAC T KL A
e A=Y Ry FOFEILMACT RLA
« VLAN ID

71 —(ZX > TVLAN ¥ 7 %3800 (push) F7213HIER (pop) TEXET, X7y FRIP T
NOEEIE, 7 u—IC L o TR ATRERFR] (TTL) ~v X —7 4 — /L ROEZK LT Z &N T
xFET,

ZZ Tk, 7u—2 OpenFlow 73A AT 7T hENLH LI ICary ba—I0nbEE3
5L ETICFATSNDBMBEIC OV THAL £,

WHET A 2R, A TP IA NERBEEN T e —T—TARH 0 £, A T T A ke
BRI, AT T4 OEERELET, 2z, T—INFERIEIRAT V0K, KA
F—UMNFELTCXBIRE BEEIET 7y ay) ( BT —T N0V A X ERHY 5,

ayvhe—I087u—EREKXETDHE, OpenFlow =—V =2 MM, N"—RKou=T7R7a—
BB TEXANEINEHRLET, =—V = M, AA v FORBFICEEZEIN S N—F
V7 OfREE T n— LA LET, Tr—0GThIVUL. %N T r—T =Tl
07T AINET,

LWL T T UPRGRES NI e =R =T BN T T4 2 R—FTELHNED
M) L EDRATITALNT, Tu—" A VA= ATELNEIDOF =y 7 I S 28
LUWREE v MIT7Z2 Y £7,

AT TA VDA AZ AT, Ta—RnA VA M= LENDE, Ty RIRAAL T
HESE SN E T, BEIBMLOKRbE, BT H70—2 0 NUREONDLET, ATy
FRE 7 —7—T7VNOT7n—EtRESNET, XFy hOREIL, e —HoLabdbh
X (T—TNDOFTRXTOT 4 — /)L RBIEFEIC—ET ) | B —B0uEELH0 £3 (—HE
T D 7 4 — NV RIi—&% L, vy h~RATEZRDO7 4 — /)L ORI —ET 2550 H
%) o BESNEZT 72 a i30T, X7y MREBEININEEINDLILERH D F
T TI7vaid, AT ITANTHOTHHEATEET, 727 aritdkoT, ROEE
MBEOT7u—T—T N Ny hOHIR— Oy b, By hEarbe—F(C
N—TFT 4 T T LMEIPRREDLGERH Y £T,

TILINLTZ4Y
OpenFlow 7 — 7 /VHEREZR A v & — P &4 % & . OpenFlow = & b v — 77235 OpenFlow

DERT LT, ZZOWTHEDO 7 —F — 7 )LOMREA RS L0 FBELERE L —
THEIINCZINOLDT—T IV EZRELTZY TEET,

T=TNMIT T, BEBLOT 7 v g veny 7y L CRETCEET, 7—7
NV A R FATRHCEET AL TEET, HILW7e—T7—7 AR ENEFIZHEAIN
Hei, twro—s—7orva—xr M) REERHIRENET, BRICHRESINTZT

 Ciscol0S XE Amsterdam17.1.x FO 45 S<YEYF 4 2> T4 FaL—Ya v A K



| OpenFlow

OpenFlow Power over Ethernet .

n—7—7/V%, FEB%ISHERESNETA, TS AREETLET 74NV NORAL T T A
B LET,

OpenFlow 2> b B —Z D DERIZESNTH LW T n—7 — 7V E25%E L TV LRI, BE
FEO7a—OREHNLIETHONT 74 v I RHDE, WTFLh Rry Y IivET,

OpenFlow Power over Ethernet

OpenFlow % Power Over Ethernet (PoE) # ¥ 74— kL &7, PoE ZMESH5121X, T34 &
C Cisco Discovery Protocol ¥ 721% LLDP % &% L, Cisco Discovery Protocol /X% > hFE 721
LLDP /X7 > R TR R L o TR (BLUEE) Sd LI L E T, PoE % OpenFlow
THEBE X H 572012, OpenFlow [HA DR EITLESH Y FH A,

OpenFlow 2> h @ —5 T, output-to-local 77 > a VZFEHALC7 e —%2FEL, /37> b3
2= VRO T2 OIZT /3 A CPUILIEFESND L O LET,

PoE OFEMICHOWTIX, [POE DRE] OFEAZBML TLEE Y,

OpenFlow D& E A%

Z T TIL. OpenFlow O S F & F R EMEHEICOWTHIILET,

T /N4 A TO OpenFlow E— FOEIE

FIEDEE

ALy FREHFE— FTEHEL TWAEAEIT. DEIORELZHIFRT 5 L 2 i writeerase =2~ >
RERETHZ L EBEIDLET,

1. enable
2. configureterminal
3. boot mode openflow
4. exit
5. writeerase
6. * delete flash:vlan.dat
- delete flash: stby-vlan.dat
7. reload
8. enable

9. show boot mode
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B 5/ x< openfiow T— FoAIE

OpenFlow |

F gD FEH

F&E
ARV RFERIETY Va3 B#Y

AT w71 |enable FiHE EXEC E— &2 A7 LE T,
il - e NAU— R AN LET (EREINTEHE)
Device> enable

AT 72 | configureterminal 7Ta— )L a7 4 X2 lb—3ay B— FERLG
15“ : L/ij‘o
Device# configure terminal

AT 7 3 | boot mode openflow OpenFlow #5ikE— R& A F—7 /M LET,
i :
Device (config) # boot mode openflow

ATy 74| exit Ja—sLar7 4 Xalb—vay B RERT
B - L. $#HE EXEC &— R&BIMHL £ 7
Device (config) # exit

ATy 75 |writeerase NVRAM WD RTD7 7 A LVEBEELET,
i - o« TN AR H B — R CEMEL T
Device# write erase BlE, TRXTCOT77AIVEHEETHZ L2 BE)

HLET,
ATwv 76| <deeteflash:vian.dat * VLAN {58 Z /(77 2 vlan.dat 7 7 A /L% HIBR
« delete flash: stby-vian.dat LET,

i - o AB UL TN ANRD DAL, stby-vlan.dat
Device# delete flash:vlan.dat 77 ANEHIBRLES,
Device# delete flash:stby-vlan.dat

AT w7 |reload AA v FaVu—RL, AA »F D OpenFlow 7 =
i - T—F 47 = KA LET,
Device# reload

AT 78 |enable FiHE EXEC E— a2 Az LE T,
fil e NMAT— R AN LET ERInHE) .
Device> enable

AT 79 |show boot mode FRAADT U —F 47— RICHlT 5 E#RE

1

Device# show boot mode

FORLET,
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OpenFlow D% E .

il

R @ show boot mode =~ > RO /iflIL, 734 A3 OpenFlow E— R Th D Z & %
AL TWVWET,

Device# show boot mode

System initialized in openflow forwarding mode
System configured to boot in openflow forwarding mode

RDEZRY

HHE— FIZE 521X, noboot modeopenflow=~> REZEL T, T3 A%V n— KL%
D

OpenFlow D% E

FIRDOHE

F IR D

FIE

enable

configureterminal

feature openflow

openflow

switch 1 pipeline 1

controller ipv4 ip-address port port-number vrf vrf-name security {none| tls}
datapath-id ID

tistrustpoint local name remote name

end

©WeOeNDAAWN=

ARVKRFERERETY VY

=)

ATy T

enable
51 -

Device> enable

¥#E EXEC E— K& A Rr—T7 I LET,

s T IREREINTEL, NAT—REAT)
LET,

ATvT2

configureterminal

1 -

Device# configure terminal

Ja— ) a7 4 Xal—3g )y E— ReBElh
Liﬁ—o
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. OpenFlow E— FTDA 4 —T =4 ADHE

OpenFlow |

ARV RFERETIVa Y

B8

ATvT3

feature openflow

1

Device (config)# feature openflow

OpenFlow H§REZ A F—7 /MIZ L £ T,

ATv74

openflow

1

Device (config) # openflow

OpenFlow #% % A % —7 /L2 L, OpenFlow 221> 7 4
Xal—varT—RERBLET,

ATvTh

switch 1 pipeline 1
{5

Device (config-openflow)# switch 1 pipeline 1

FERAA v F LA T T A U &FE L, OpenFlow
DAL v F a7 4 Xal—3 g B— ReBlh
L/i‘j‘o

ATvT6

controller ipv4ip-addressport port-number vr f vif-name
security {none]| tls}
f

Device (config-openflow-switch) # controller ipv4
10.2.2.2 port 6633 vrf Mgmt-vrf security tls

2y hr—ZIZ#ER L ET,

« OpenFlow 2> b B —F Ot X = VT 4 47
va e LTTLS 3% E L TV A%HAIE, ts
trugtpoint =~ > RZFRET HMENH D £5,

*OpenFlow 2> b —F DX 2 VT 4473
VERRE L TWRWEEAE, tistrustpoint =~
Y RERETHLETIH Y FH A,

ATy T17

datapath-id ID
{5l

Device (config-openflow-switch) # datapath-id
0x12345678

(f£&) OpenFlow OFELAA »F ID 3% E L %
j—o

«ID BT AA v F ID AR ELET, ik
16 HEfHTT,

ATvT8

tlstrustpoint local name remote name

1

Device (config-openflow-switch)# tls trustpoint
local trustpointl remote trustpointl

(f:&) OpenFlow A 5@ Transport Layer Security
(TLS) FT A bPHRA v FERELET,

ATvT9

end

1

Device (config-openflow-switch)# end

OpenFlow A4 v FDaAL7 4 Fal— g FT—
RZ#T L., %M EXEC =— RIZREY £,

OpenFlow E— FTODA 2 —TJ x4 ADERE

OpenFlow E— RTIL, LA Y2 ELIEILAYIA L F—T oA AZRETEET, LAY3
A B =T 2 A ZAEMATEHEBIE, AV F—T 2 A AT 4 Fal— 32 F—FTno
switchport 2~ > RZRELET, LAY 24X —T=A ZAEERTIHAIT. ROEEE

FATLET,
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OpenFlow E— FTDA V2 —J =4 ADEE .

FlED#HE
1. enable
2. configureterminal
3. featureopenflow
4. interface type number
5. switchport modetrunk
6. switchport nonnegotiate
7. nokeepalive
8. spanning-tree bpdufilter enable
9. end
FED FH 4
Fg
AU RFERET7TIV3 Y B#J
RTw 71 |enable ¥t EXEC ®— F& A X —7Mc LT,
1 s u T IRFRINTDL, RNAT—RKE AN
Device> enable L%,
R 2 |configureterminal 77— a7 4 X2 lb—3ay EB— REELG
15“ : L/ij‘o
Device# configure terminal
AT 73 |feature openflow OpenFlow H§REZ A *—7 VI L E T,
fi
Device (config) # feature openflow
R T v 7 4 | interface type number A UH—T 2 A RAEREL, A VX =Tz AL
Bl : T4 X2l —var E— REHBLET,
Device (config) # interface gigabitethernet 1/0/3
R T 75 | switchport modetrunk LAV2AAL v F RA L E—T A AD T F
fl TE—RENT U 7ITHELET,
Device (config-if)# switchport mode trunk
R w 76 | switchport nonnegotiate WENRZDA LV H—T oA ADRIL2— g0 S
Bl - 7 b WCBIR LWL D ICHEE L £,
Device (config-if)# switchport nonnegotiate
AT 77 |nokeepalive X—TTIAT NNy NeT 4 =T M LET,
1

Device (config-if)# no keepalive
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ARV RFERETIVa Y

B8

R v 7 8 | spanning-tree bpdufilter enable A H—T2AATT Y Frbharsyr—F o
Bl - =v bk (BPDU) 74 V&) T oA X—=7 ML
Device (config-if) # spanning-tree bpdufilter enable EEV?E

RTv79|end A B =T A AT 4Fal—gr F—R
i - ZAET L, F#ME EXEC E— FIZR Y £,

Device (config-if)# end

OpenFlow D &R

OpenFlow DR EAMERT HITIE, WO~y REEHALET, a~v o RIZEDIEFTHEMAL

FIEDHE

F IR D

FIE

ATy T

ATy T2

THhrFENEEA,

1. enable

2. show openflow hardwar e capabilities

3. show openflow switch 1 controller

4. show openflow switch 1 ports

5. show openflow switch 1 flowslist
enable

Rt EXEC E— R HC L FE T,

e MNAU—REANLET (FERINTHE) .
11
Device> enable

show openflow hardware capabilities

OpenFlow 7 /NA ZAD/— R = THREZ Fon LE T,

1 -

Device# show openflow hardware capabilities

Max Interfaces: 1000

Aggregated Statistics: YES
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Pi

peline ID: 1

Pipeline Max Flows:
Max Flow Batch Size:

OpenFlow DR .

2322

100

Statistics Max Polling Rate (flows/sec): 10000
Pipeline Default Statistics Collect Interval: 5

Flow table ID: 0

Max Flow Batch Size:

Max Flows: 1022

Bind Subintfs: FALSE
Primary Table: TRUE
Table Programmable:

Miss Programmable:

100

TRUE
TRUE

Number of goto tables: 1

Goto table id: 1

Number of miss goto tables: 1

Miss Goto table id:

1

Stats collection time for full table (sec): 1

AT w73 show openflow switch 1 controller

AL v FIHER SN TS ay ha—F T EMEFR L ET,

1 -

Device# show openflow switch 1 controller

Logi
Tota
Cont
10.1
Prot
VREF:
Conn
Role

cal Switch Id: 1
1 Controllers: 1
roller: 1
0.23.200:6633
ocol: tcp
Mgmt-vrf

ected: Yes

: Equal

Negotiated Protocol Version: OpenFlow 1.3
Alive Ping: 2018-06-04 17:59:20 PDT

Last
stat

e: ACTIVE

sec_since connect: 50

show openflow switch 1 ports

OpenFlow A4 v FOR— MIEATHIHFREZRLET,

1 -

Device# show openflow switch 1 ports

Logi
Port

O W o Jo Ul b W

J—

cal Switch Id: 1
Interface Name
Gil/0/1
Gil1/0/2
Gi1/0/3
Gi1/0/4
Gi1/0/5
Gil/0/6
Gi1/0/7
Gi1/0/8
Gi1/0/9
Gi1/0/10

Config-State Link-State Features
PORT_UP LINK UP 1GB-FD
PORT_UP LINK UP 1GB-FD
PORT_UP LINK UP 1GB-FD
PORT_UP LINK UP 1GB-FD
PORT_UP LINK _DOWN 1GB-HD
PORT_UP LINK _DOWN 1GB-HD
PORT_UP LINK _DOWN 1GB-HD
PORT_UP LINK _DOWN 1GB-HD
PORT_UP LINK UP 1GB-FD
PORT_UP LINK UP 1GB-FD
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11 Gil/0/11 PORT_UP LINK_UP 1GB-FD
12 Gil/0/12 PORT_UP LINK_UP 1GB-FD
13 Gil/0/13 PORT_UP LINK_DOWN 1GB-HD
14 Gil/0/14 PORT_UP LINK_DOWN 1GB-HD
15 Gil/0/15 PORT_UP LINK_DOWN 1GB-HD
16 Gil/0/16 PORT_UP LINK_DOWN 1GB-HD
17 Gil/0/17 PORT_UP LINK_DOWN 1GB-HD
18 Gil/0/18 PORT_UP LINK_DOWN 1GB-HD
19 Gil/0/19 PORT_UP LINK _UP 1GB-FD
20 Gil/0/20 PORT_UP LINK_UP 1GB-FD
21 Gil/0/21 PORT_UP LINK_UP 1GB-FD
22 Gil/0/22 PORT_UP LINK_UP 1GB-FD
23 Gil/0/23 PORT_UP LINK_DOWN 1GB-HD
24 Gil/0/24 PORT_UP LINK_DOWN 1GB-HD
25 Gil/1/1 PORT_UP LINK_DOWN 1GB-HD
26 Gil/1/2 PORT_UP LINK_DOWN 1GB-HD
27 Gil/1/3 PORT_UP LINK_DOWN 1GB-HD
28 Gil/1/4 PORT_UP LINK_DOWN 1GB-HD
29 Tel/1/1 PORT_UP LINK_DOWN 10GB-FD
30 Tel/1/2 PORT_UP LINK_DOWN 10GB-FD
31 Tel/1/3 PORT_UP LINK_DOWN 10GB-FD
32 Tel/1/4 PORT_UP LINK_DOWN 10GB-FD
33 Tel/1/5 PORT_UP LINK_DOWN 10GB-FD
34 Tel/1l/6 PORT_UP LINK_DOWN 10GB-FD
35 Tel/1/7 PORT_UP LINK_DOWN 10GB-FD
36 Tel/1/8 PORT_UP LINK_DOWN 10GB-FD
37 Fol/1/1 PORT_UP LINK_DOWN 40GB-FD
38 Fol/1/2 PORT_UP LINK_DOWN 40GB-FD
39 Twel/1/1 PORT_UP LINK_DOWN 10GB-FD
40 Twel/1/2 PORT_UP LINK_DOWN 10GB-FD

AT 75 show openflow switch 1 flowslist
OpenFlow D= U ZFRKRLET,

WOHSENE, T—7 10 THRAMREZR 7 —42/RLCWE$, matchany 1Z7—7 /v 1 IZBEIL £9
( Tmatchany] &1d, 3_XCTO/Nry MRT—T NN LIZBEITHEWVWIERTT) , 7—7 /01 TiL, %
Se MAC 7 K LA 00:00:01:00:00:01 AfRE S, HAOR—FR36 IR ESNET,

1 -

Device# show openflow switch 1 flows list

Logical Switch Id: 1
Total flows: 8

Flow: 1 Match: any Actions: goto table:1, Priority: 9000, Table: 0, Cookie: 0x1,
Duration: 2382.117s, Packets: 34443, Bytes: 3359315

Flow: 2 Match: any Actions: drop, Priority: 0, Table: 0, Cookie: 0xO0,
Duration: 2382.118s, Packets: 294137, Bytes: 28806211

Flow: 3 Match: any Actions: drop, Priority: 0, Table: 1, Cookie: 0x0,
Duration: 2382.118s, Packets: 34443, Bytes: 3359315

Flow: 4 Match: dl dst=00:00:01:00:00:01 Actions: output:36, Priority: 9000,
Table: 1, Cookie: 0Ox1l, Duration: 2382.116s, Packets: 0, Bytes: 0
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OpenFlow 0 % € 5
5 : T/314 AT OpenFlow DEF1E

RIZ, OpenFlow 2 H T 2B %R L ET,

Device> enable

Device# configure terminal

Device (config) # boot mode openflow
Device (config) # exit

Device# write erase

Device# delete flash:vlan.dat
Device# reload

Device> enable

Device# show boot mode

{51 : OpenFlow D& E

RIZ, OpenFlow Z&XET 21 %~ LET,

Device# configure terminal

Device (config) # feature openflow

Device (config) # openflow

Device (config-openflow) # switch 1 pipeline 1

Device (config-openflow-switch) # controller ipv4 10.2.2.2 port 6633 vrf Mgmt-vrf security
tls

Device (config-openflow-switch) # datapath-id 0x12345678

Device (config-openflow-switch) # tls trustpoint local trustpointl remote trustpointl
Device (config-openflow-switch) # end

T DDSE &R

BEIRH I=-aTFILEA L
OpenFlow @O 21~ > R Turovell s avr N7 LA
Open Network Foundation https://www.opennetworking.org/
Faucet OpenFlow = > ha—3 * https://faucet.nz/
* https://docs.faucet.nz/en/latest/
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https://www.opennetworking.org/
https://faucet.nz/
https://docs.faucet.nz/en/latest/

OpenFlow |
. OpenFlow O #EEE(ESR

ol RZATLEA L
FoE s Cisco Catalyst 9300 'V — X A A & FTD

[Power over Ethernet D% & |

s Cisco Catalyst 9400 'V — X A A & FTD
[POE DT |

DRAMTY Z AL YR—F

B s

AV R— N Web A FTlE, v Z2apflfhes 7 | http//www.cisco.com/support
JaY—IIETE N T TIN Y a—T 4 TR TV
RFHE900, ~=aT7 AV —LE2I LT H8ER
T4 V=AML TWE T,

BEWORBOEF 2 U7 1 ERSOBINEREAFT O
®IZ, Cisco Notification Service (Field Notice 757 7 &
A) . Cisco Technical Services Newsletter, Really Simple
Syndication (RSS) 7 ¢ — R7g EOEFEY —EXITIAT
BRI

VAaDYR— K Web A FDOY— T 7 AT BHEE
1%, Cisco.com D2 —H DB LUIAT — RBRNLETT,

OpenFlow D #EEE R

ROFNZ, ZOFY 22— /LTt LIHEEICET2 ) U — A F@ME R L Ed, ZoRIiT. V7
Fo=7 UU—A FLA U THEREOYR— R EASRILEDY 7 =T U U —R72
FERLTWET, TOEREIL, FRTW 0 B2V IRD | 2N EO—EDY 7 =7 U ) —
AThbHAR—FShET,

TTy R T7F—ADYR—FBIOV R YT MU 2T A XA—VOHR— MBET 2 1EHRZ R
89 %I21%, Cisco Feature Navigator Z ] L &7, Cisco Feature Navigator |27 7 & A3 % I|Z
L. www.cisco.com/go/ctn [ZFE) L £ 4, Cisco.com D7 72 MIMEDH Y £H A,
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http://www.cisco.com/support
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| OpenFlow

5% 34: OpenFlow D H#4EEESR

OpenFlow D AEIEER .

HaE

iy

)1)—=x

HAETEEHR

OpenFlow

Cisco 10S XE Fuji 16.9.1

OpenFlow (L Software Defined Networking

(SDN) OFEHERISTH Y . SDN B
TO@ETa FalrEHRELET, =
kv, SDNav ba—Ji%, AA v
FRN—FIREDR Yy NT—7 T A
ADT F T =T 47 T —r L HPE
ROWY TCEDHEITHRDET,

ZOMRRIX. RO Ty R T F— AT
HEINTWELE,

s Catalyst 9300 ' U — X A A v F
* Catalyst 9400 >V — X A A v F
s Catalyst 9500 >V — X A A v F

* Catalyst9500 > U — X /A /N7 F—
RUARA T

Cisco I0OS XE Gibraltar 16.10.1

Catalyst 9500 > U — X /A /N7 4 —=<
YAAAL v FTOT—TIAEREA v —
POV R— FPEASIE LT,

OpenFlow Power over | Cisco IOS XE Gibraltar 16.12.1

Ethernet

PoE |Z OpenFlow " — h TH AR — h i
£7

ZOMBEIX. ROTT v P T F—AIC
FEIHTWE LT,

s Catalyst 9300 ~'J — X A A v F

s Catalyst 9400 ' U — X A A v F
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



