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FIEDEE
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7<4’ v FREEE— FTEIEL TWAEAIE., DaiORELZHIFRT 5 L 9 i writeerase =~ >
ERETHZ L EBEIDLET,

enable
configure terminal
boot mode openflow
exit
write erase
* delete flash:vlan.dat
- delete flash: stby-vlan.dat

reload
enable
9. show boot mode

o0k 0N

© N

ARV RFFERERTI VA Y

=)

AT w71 |enable
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HitE EXEC =— RZHFI L ET,
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ARV RFERETIVa Y

B8

Device> enable

NAV—=FEANLET (ERENLEHE) .

Z 5 2 | configureterminal Jua—)Lary7 4 F¥al—ay v— R2Blh
1 - LET.
Device# configure terminal

AT 7 3 | boot mode openflow OpenFlow 15 E— R& A4 R—7 /MZLET,
1 -
Device (config) # boot mode openflow

25w 74 | exit Ju—r )L a7 4 Fal—ary T— RERT
i - L. ¥#H EXEC E— FaBMBLET,
Device (config) # exit

R T 75 |writeerase NVRAM NOFT_RTOT7 7 A LV EHELET,
I « TN ARLLRNC@EE— FTEIWEL TV =3
Device# write erase B, TRTCOT77ANVEHEETHZ L2

HLET,
RTwv 76| -deeteflash:vian.dat * VLAN 15# % {R173 % vlandat 7 7 1 /L% HIBR
« delete flash: stby-vian.dat LET,

i - « AH UL TN, AN DI, stby-vlan.dat
Device# delete flash:vlan.dat - 7/]’/]/;2;:%]”[5//% Lifo
Device# delete flash:stby-vlan.dat

w77 |reload A v TFHEIBr—RKL, AL v F® OpenFlow 7 +
I - V=T 4T B REARICLET,
Device# reload

AT v 78 |enable Pt EXEC — REHAZIZ L £,
fi e NAT—REANLET (ERINWTEHE)
Device> enable

R 7 79 | show boot mode FRAADT T —F 4 > 7 T— RICET 558 %

1 -

Device# show boot mode

FRLET,

1

R @ show boot mode ==~ > RO FIIL, 7734 273 OpenFlow E— R CTh5H Z L%

AL TWET,
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Device# show boot mode

OpenFlow D% E .

System initialized in openflow forwarding mode
System configured to boot in openflow forwarding mode

RDBERY

Wi — FIZE S I21E,. noboot modeopenflow=~ > RZHEL T, T34 A&V —RKLZE

B

OpenFlow D E%7E

FIEDHE
1. enable
2. configureterminal
3. feature openflow
4. openflow
5. switch 1 pipelinel
6. controller ipv4 ip-address port port-number vrf vrf-name security {none| tls}
7. datapath-id ID
8. tlstrustpoint local name remote name
9. end
FIED
ARV KRFERRETI Va3 Y B#Y
AT v 71 |enable FHE EXEC E— R& A X —T7 LICLET,
K s T T ERERENTLE, SNAT— REAT)
Device> enable LET,
R v 72 |configureterminal Ta— L ary 7 4 Xa b—3gy B— NE2G
15“ : Li—g«o
Device# configure terminal
R T 7 3| feature openflow OpenFlow H§REZ A X —7 /W L £ T,
1 -
Device (config)# feature openflow
2T 7 4 |openflow OpenFlow % E % A *—7 /WIZ L, OpenFlow 2> 7 «
i - Fal—rarE—FRafBLET,

Device (config) # openflow

OpenFlow i



. OpenFlow E— FTDA 4 —T =4 ADHE

OpenFlow |

ARV RFERETIVa Y

B8

ATy TH

switch 1 pipeline 1
1 -

Device (config-openflow)# switch 1 pipeline 1

FELA A F LA T T A L ZE L, OpenFlow
DAL vF av7 4 Fal— a3y E— Neith
LET,

ATvT6

controller ipv4ip-addressport port-number vrf vrf-name
security {none| tls}
fi

Device (config-openflow-switch)# controller ipv4
10.2.2.2 port 6633 vrf Mgmt-vrf security tls

Ay hr—Z L ET,

 OpenFlow 2> b —F Ot X = VT 4 47
TarE LTTLS #REL TV LA, tls
trustpoint =~ > RARET HMLERH D £,

*OpenFlow 2> hr—F DX =2V T 4 473
VERRE L TV RWEEAE, tistrustpoint =~
Y RERETHHEITIHY EHEA,

ATy T1

datapath-id ID
fi

Device (config-openflow-switch)# datapath-id
0x12345678

(ff=&) OpenFlow D@L AA »~F ID Z#FHE L %
R

«ID BIEICIZAA v F ID AR ELET, i
16 #EE T,

ATvT8

tistrustpoint local name remote name

1 -

Device (config-openflow-switch)# tls trustpoint
local trustpointl remote trustpointl

(&) OpenFlow A - F @ Transport Layer Security
(TLS) R ARMAA LV MERELET,

ATvT9

end

1

Device (config-openflow-switch)# end

OpenFlow AA v F DAL 7 4 Falb— 3 F—
R&E#T L, FHE EXEC T— RICEY £,

OpenFlow E— R TODA U2 —T 4 ADETE

OpenFlow E— RTiX, LA Y2 ELEILA VIS LI —T oA AERETEET, L1¥3
A B =T 2 ZAEFHATIHRE, A v F—T 2 A a7 4Fal— g ET—FTno
switchport 2~ > RZRELET, LA V24X —T = A ZAEERT 25513, kOEEE

FIRDOHE

FITLET,

1. enable

2. configureterminal

3. featureopenflow

4. interface type number

5. switchport modetrunk
6. switchport nonnegotiate
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OpenFlow E— FTDA V2 —J =4 ADEE .

7. nokeepalive
8. spanning-tree bpdufilter enable
9. end
FE D
ARV KRFERRETI Va3 Y B
AT w71 |enable it EXEC E— R& A 13— 7 MIZLET,
i) : s Ta T EREFRINTZD, NAT—REANT
Device> enable LET,
R 72 |configureterminal ra—nN)ary7 4 Xal—ary T— NG
f1 LETS
Device# configure terminal
R T 7 3 | feature openflow OpenFlow #EREZ A R— 7 /WIT L E T,
{5
Device (config) # feature openflow
R T w 7 4 | interface type number AV HF—T oA ABBREL. A v X —TxAf AT
fil T4 Falb—varyE—FaehmlLET,
Device (config)# interface gigabitethernet 1/0/3
A7y 75 | switchport mode trunk LAY2AL v F KAV H—T 2 A AD T F
1 - JE— R %N ICRELET,
Device (config-if)# switchport mode trunk
R T w 76 | switchport nonnegotiate WENZDA B —T oA ADRIAT— a0
i - B b ZBER LN E S ITHEL £ T,
Device (config-if)# switchport nonnegotiate
R 77 |nokeepalive X—TTIAT Ry b ET 4= M LET,
f
Device (config-if)# no keepalive
AT 7 8| spanning-tree bpdufilter enable A H =T 24 ATT Yy Frbals—4 o
i - =v k (BPDU) 74 NE V2 ThAX—T ML
Device (config-if) # spanning-tree bpdufilter enable| EEV?k
RATwv79|end AV H =Tz AT 4Fal—varyE—FK
i - AT L. FEME EXEC E— FICR D £,

Device (config-if) # end
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OpenFlow D &R

OpenFlow DR E &R T DI, ROa~v> REEHLET,

THhFENEEA,
FIEDHE

1. enable

2. show openflow hardwar e capabilities

3. show openflow switch 1 controller

4. show openflow switch 1 ports

5. show openflow switch 1 flowslist
=3[k 2 i

AT v 71 enable
¥ ME EXEC E— R&ANz L £,
e NRATU—REANLET (FERENZEES) &

51

Device> enable

AT w72 show openflow hardwar e capabilities
OpenFlow 7 /3A AD/— K7 = THEEEZ RN L E T,
1 -

Device# show openflow hardware capabilities

Max Interfaces: 1000
Aggregated Statistics: YES

Pipeline ID: 1
Pipeline Max Flows: 2322
Max Flow Batch Size: 100
Statistics Max Polling Rate (flows/sec): 10000
Pipeline Default Statistics Collect Interval:

Flow table ID: 0

Max Flow Batch Size: 100

Max Flows: 1022

Bind Subintfs: FALSE

Primary Table: TRUE

Table Programmable: TRUE

Miss Programmable: TRUE
Number of goto tables: 1

Goto table id: 1

Number of miss goto tables: 1
Miss Goto table id: 1

Il OpenFlow
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Stats collection time for full table

AT 73 show openflow switch 1 controller

AL v FIHER SN TS ay ha—F T EMEFR L ET,

1 :

Device# show openflow switch 1 controller

Logical Switch Id: 1
Total Controllers: 1
Controller: 1
10.10.23.200:6633
Protocol: tcp

VRF: Mgmt-vrf
Connected: Yes

Role: Equal

Negotiated Protocol Version:
Last Alive Ping: 2018-06-04 17:59:20 PDT

state: ACTIVE
sec_since connect: 50

show openflow switch 1 ports

OpenFlow A A v FOR— MIETLHERAR T LET,

1 -

Device# show openflow switch 1 ports

Logical Switch Id: 1

Port Interface Name
1 Gil1/0/1
2 Gil1/0/2
3 Gi1/0/3
4 Gi1/0/4
5 Gi1/0/5
6 Gil1/0/6
7 Gi1/0/7
8 Gi1/0/8
9 Gi1/0/9

10 Gil1/0/10
11 Gil/0/11
12 Gil/0/12
13 Gi1/0/13
14 Gil1/0/14
15 Gi1/0/15
16 Gil1/0/16
17 Gil1/0/17
18 Gil1/0/18
19 Gi1/0/19
20 Gi1/0/20
21 Gil/0/21
22 Gil/0/22
23 Gi1/0/23
24 Gil1/0/24
25 Gil/1/1
26 Gil/1/2
27 Gil/1/3
28 Gil/1/4

Config-State
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP
PORT UP

OpenFlow 1.3

(sec): 1

Link-State
LINK_UP
LINK_UP
LINK_UP
LINK_UP

LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK_UP
LINK_UP
LINK_UP
LINK_UP
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK_UP
LINK_UP
LINK_UP
LINK_UP
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN
LINK DOWN

Features
1GB-FD
1GB-FD
1GB-FD
1GB-FD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-FD
1GB-FD
1GB-FD
1GB-FD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-FD
1GB-FD
1GB-FD
1GB-FD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-HD
1GB-HD

OpenFlow DR .
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29 Tel/1/1 PORT_UP LINK_DOWN 10GB-FD
30 Tel/1/2 PORT_UP LINK_DOWN 10GB-FD
31 Tel/1/3 PORT_UP LINK_DOWN 10GB-FD
32 Tel/1/4 PORT_UP LINK_DOWN 10GB-FD
33 Tel/1/5 PORT_UP LINK_DOWN 10GB-FD
34 Tel/1l/6 PORT_UP LINK_DOWN 10GB-FD
35 Tel/1/7 PORT_UP LINK_DOWN 10GB-FD
36 Tel/1/8 PORT_UP LINK_DOWN 10GB-FD
37 Fol/1/1 PORT_UP LINK_DOWN 40GB-FD
38 Fol/1/2 PORT_UP LINK_DOWN 40GB-FD
39 Twel/1/1 PORT_UP LINK_DOWN 10GB-FD
40 Twel/1/2 PORT_UP LINK_DOWN 10GB-FD

AT 75 show openflow switch 1 flowslist
OpenFlow D= FU ZFK <L ET,
WOWSENX, 7—7 /v 0 THIHFRE/ZR 7 12— %7~ L CVWET, match any bi?“—?‘/lxl BB LET

( Tmatchany] &lE., +_XTON7y MRT—T N 1ITBETH LV ERTT) , 7—7 /01 TiL, %6
& MAC 7 K L2 00:00:01:00:00:01 23NBA& S, HAOR—FR 36 ICRESNET,
1 -

Device# show openflow switch 1 flows list

Logical Switch Id: 1
Total flows: 8

Flow: 1 Match: any Actions: goto table:1, Priority: 9000, Table: 0, Cookie: 0x1,
Duration: 2382.117s, Packets: 34443, Bytes: 3359315

Flow: 2 Match: any Actions: drop, Priority: 0, Table: 0, Cookie: 0xO0,
Duration: 2382.118s, Packets: 294137, Bytes: 28806211

Flow: 3 Match: any Actions: drop, Priority: 0, Table: 1, Cookie: 0x0,
Duration: 2382.118s, Packets: 34443, Bytes: 3359315

Flow: 4 Match: dl dst=00:00:01:00:00:01 Actions: output:36, Priority: 9000,
Table: 1, Cookie: 0Ox1l, Duration: 2382.116s, Packets: 0, Bytes: 0

OpenFlow M % E

5l : T/N4 X TO OpenFlow DH%H1E

RIZ, OpenFlow ZH &N T DB 2R L £,

Device> enable

Device# configure terminal

Device (config) # boot mode openflow
Device (config) # exit

Device# write erase

Device# delete flash:vlan.dat
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Device# reload
Device> enable
Device# show boot mode

{5l : OpenFlow D% E

RIZ, OpenFlow Z X Ed D& R LET,

Device# configure terminal
Device (config) # feature openflow
Device (config) # openflow

{5 : OpenFlow M%7 .

(
Device (config-openflow)# switch 1 pipeline 1
Device (config-openflow-switch)# controller ipv4 10.2.2.2 port 6633 vrf Mgmt-vrf security

tls

Device (config-openflow-switch) # datapath-id 0x12345678
Device (config-openflow-switch) # tls trustpoint local trustpointl remote trustpointl

Device (config-openflow-switch)# end
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OpenFlow ® 3~ N
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Open Network Foundation

https://www.opennetworking.org/

Faucet OpenFlow = > fu—3Z

* https://faucet.nz/

* https://docs.faucet.nz/en/latest/

PoE

s Cisco Catalyst 9300 >V — X A A v FTD
[Power over Ethernet DX iE |

s Cisco Catalyst 9400 ' J — X A A »FTD
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https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/command/169/b_169_programmability_cr.html
https://www.opennetworking.org/
https://faucet.nz/
https://docs.faucet.nz/en/latest/
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-11/configuration_guide/int_hw/b_1611_int_and_hw_9300_cg/configuring_perpetual_poe_and_fast_poe.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9400/software/release/16-9/configuration_guide/int_hw/b_169_int_and_hw_9400_cg/configuring_poe.html
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