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YV —2(2k b, RESTCONF API D)L — FZHELET,

* RESTCONF 7 /31 A, Z3R URI D/ N ADHFHOFE Sy & LC RESTCONF API L— kU
V—AEFEHLET,

Bl

Example returning /restconf:

The client might send the following:
GET /.well-known/host-meta HTTP/1.1
Host: example.com
Accept: application/xrd+xml

The server might respond as follows:
HTTP/1.1 200 OK
Content-Type: application/xrd+xml
Content-Length: nnn
<XRD xmlns='http://docs.oasis-open.org/ns/xri/xrd-1.0">

<Link rel='restconf' href='/restconf'/>
</XRD>

URI O :

* GigabitEthernet0/0/2 :
https://10.104.50.97 restconf/data/Cisco-IOS-X E-native:native/interface/GigabitEthemet=0%62F0%2F2

* fields=name :
hitps:/10.104.50.97 frestconf/data/Cisco-IOS-XE-native:native/interface/GigabitFthemet=0%a2F0%2F2 fields=name

* depth=1 :
https://10.85.116.59/restconf/data/Cisco-10S-X E-native:native/interface/GigabitEthernet?depth=1

e Name & IP :
https/10.85.116.59restoonf/data/Cisco-IOS-XEnativenative/interface?fields=GigabitFthemet/ip/address/primary;name

*MTU (7 4 —/L F)
https://10.104.50.97 /restconf/data/Cisco-10S-XE-native:native/interface?fields=GigabitEthernet(mtu)

* MTU :
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/GigabitEthernet=3/mtu

R R F v R
https://10.85.116.59/restconf/data/Cisco-IOS-XE-native:native/interface/Port-channel

« [Char] 7°5 [Hex] ~OZH#iF v — K : http://www.columbia.edu/kermit/ascii.html
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API U YV — AL, +restconflCfIET 2 FATY YV —RATT, ZHITKDAT 4 T XA T ZPR—
]\ Lib@AO

)

GE)  AF 4 71X, RESTCONF ¥ —/% (XML F 721X JSON) [ZEE SN D YANGEXRPC DX A 7
<7,

« application/yang-data+xml ¥ 7213 application/yang-data+json

« API U YV —Z{Zi%, RESTCONF DATASTORE ¥ J U) OPERATION V Y —Z ® RESTCONF
N—hF VY =ARGENET, RIHZRLET,

The client may then retrieve the top-level API resource, using the
root resource "/restconf".

GET /restconf HTTP/1.1
Host: example.com
Accept: application/yang-data+json

The server might respond as follows:

HTTP/1.1 200 OK

Date: Thu, 26 Jan 2017 20:56:30 GMT
Server: example-server

Content-Type: application/yang-data+json

{
"ietf-restconf:restconf" : {
"data" : {},
"operations" : {},
"yang-library-version" : "2016-06-21"
}
}

ERC OV TIL, RFC3986 # B L T 7Z& W

=113

AYw R

AV Rix, #—# v b U J—RTIITEND HTTPS #1E
(GET/PATCH/POST/DELETE/OPTIONS/PUT) T, YANG J& RPC i%, RESTCONF ¥ — X
WCAFET D2 —5 > F YANG BT /VICBEHETAHED Y Y —AZK LT, FFEDA Y v R%&
FEONH U £ 97, Uniform Resource Identifier (URI) (I¥gE SNV Y —ADua/lr—r 31D &
L CHRET D728, 7 7472 F®RESTCONF 2 Vv RiL, TOREDY V) —AZHEL T,
HTTPS ® A Y > REFIIT 0T 4 THESNTZT 72 a v &aFTTHZ N TEET,

FEAMZ OV T, [RFC 8040 : RESTCONF 7' kL] 2ZML TS EE 0,
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RESTCONF RS S5<YTIL A v A—D =4 ADHREH® .

RESTCONF 7045 ST JIL A3 —DJ x4 ADETFAHE

AAA % {E A L = NETCONF/RESTCONF o zZEE

1R BRI

NETCONF #2§¢ & RESTCONF #5#ii%. #8GE. #Frl. BILOT U7 4 7 (AAA) %A
LCRIFTAMERND Y £, ZORE, HRL~L 15 DT 7 v XA TERSN RADIUS £
721X TACACS + = —H|Z, VAT A~DT 7B ADRHFR SN ET,

FIEDHE
1. enable
2. configureterminal
3. aaa new-model
4. aaa group server radius server-name
5. server-private ip-address key key-name
6. ip vrf forwarding vrf-name
7 exit
8. aaa authentication login default group group-namelocal
9. aaa authentication login list-name none
10. aaaauthorization exec default group group-namelocal
1. aaasession-id common
12. line console number
13. login authentication authentication-list
14. end
FIED F¥HH
OV RFERIETOYa Y B#
ATy 71 |enable FitE EXEC E— Fa A r—7 /M LET
i - e MAT—REANLET FERENTHE)
Device> enable
R wF2 |configureterminal Ja—N\)aryZ 4 Fal—varE— Nehth
15'] : L/jz—g—o
Device# configure terminal
RTw 73 |aaanew-model AAA A =TT LET,
{1
Device (config) # aaa new-model
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B Ann %4 L 7= NETCONF/RESTCONF 00 325E

RESTCONF 0 kL |

ARV RFERETI3Y EL:Y

AT 74 |aaagroup server radius server-name RADIUS #— 3 Z38/ L, #—/3\ 7 /L —7RADIUS
i - Ay 74 Fal—varE—RERBLET,
Device (config)# aaa group server radius ISE e server-name %[@’( IZ. RADIUS #— 7 —

THERELET,

ATy 5 |server-privateip-addresskey key-name 77 A ~_— K RADIUS #—/"DIP 7 KL R L5
. FERELET,
Device (config-sg-radius) # server-private
172.25.73.76 key Ciscol23

A7 v 76 |ipvrfforwarding vrf-name AAARADIUS #7213 TACACS+ H—/\ Z )L —7' D
Bl - Virtual Route Forwarding (VRF) ZMBIEMEZRTE L
Device (config-sg-radius)# ip vrf forwarding ES
Mgmt-intf

ATy 1 |exit P— N F)—FRADIUS 2> 7 4 Fa b — 3
i - T—FREKTL, ZJe— a7 4Xal—v3
Device (config-sg-radius) # exit e P&:Eﬁ>b ji?fc

25w 78 |aaaauthentication login default group group-namelocal | o /"1 L HRIZ . f8E SN N—T L %5 T 7 41 k
45 - DOr—HI)L AAARIEE L CE Ebijﬂ
Device (config)# aaa authentication login default]
group ISE local

X w79 |aaaauthentication login list-name none VAT IADA T A NI IENAETHB I LA
15“ : ?Eﬁzbiﬁ—o
Device (config)# aaa authentication login NOAUTH
none

X w710 |aaaauthorization exec default group group-namelocal | 3 7] %5247 L C. EXEC 3 = VD FETN—FIZFH
B - ENTVS )Y I PR LET
Device (config) # aaa authorization exec default
group ISE local

A7 w711 |aaasession-id common BEDa— I L THEHESNTE Yy a IDE
- WAECIZRD LI LET,
Device (config) # aaa session-id common

25w F 12 |lineconsole number WETHHEOBEBA L, T 207 4 Fa
B L—vay B— RERHLET,
Device (config)# line console 0

2w 713 |login authentication authentication-list a7 A KT D AAA FBEFE A 2 — 7 VI L E

1 -
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ARV FFEREETIVa Yy

E:)

Device (config-line)# login authentication NOAUTH]

ATv 714

end

1 :

Device (config-line)# end

A 7 4 X2l —arB— e TLET,
BT, BHE EXEC T— RIZED £,

RESTCONF ) Cisco 10S HTTP —E XD E 1L

RESTCONF A v % —7 = A A& T HI121F, ROEEEZITWET,

FIEDHE
1. enable
2. configureterminal
3. restconf
4. ip http secure-server
5. end
FIED %
ARV RFERRETI Y B
AT w71 |enable it EXEC E— RZ AL ET,
i) : e NMAT—REANLET (FERINTHE) .
Device> enable
2w 2 | configure terminal Jua—\)y a7 4 Xal—vay E— NeBllg
{5 LETS
Device# configure terminal
R T 7 3 |restconf v hU—2 F /34 A TRESTCONF A ' 4 —7 =
f5l A AEH{LET,
Device (config)# restconf
T 74 |ip http secure-server % =7 HTTP (HTTPS) — %A X—7LIZL
fi E3
Device (config) # ip http secure-server
AFw 75 |end Ja—)ar 7 4 X¥al—3gr ET— REKT
Bl L. #5HE EXEC B— FE B LET,
Device (config) # end
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RESTCONF 0 kL |

RESTCONF 0 5% % D 1R IE

AB—=KT T ar7 4 Xalb—ralrZlHLTT A, AREETS &, ngink 7220
FATHRICe D 9, 7277, DMI 7 rt® RTETIT 0 8 A,

& @ show platform softwar e yang-management process monitor =~ > RO H /14li%, nginx 7
REANEITHTHLZ AR LTVET,

Device# show platform software yang-management process monitor

COMMAND PID S VSZ RSS %CPU $MEM ELAPSED
nginx 27026 S 332356 18428 0.0 0.4 01:34
nginx 27032 s 337852 13600 0.0 0.3 01:34

NGINX (&, 7= % Web #—/3& L THERET 5 PNER Web $—~/3C. Transport Layer Security

(TLS) “~X—ADHTTPS Z#fk L 9, HTTPS ZJ L Ti{3 S 4172 RESTCONF Z:R (%, 4
WIINGINX 72 F 2 Web P —E R L > TREIN, SHICERME BT v 7 TF =y
7 D721 confd Web r— N ZHst SN E T,

& ® show platform software yang-management process =~ > RO #liZ, AX—+ 7 v
AT A4 X2 b—va Y EHEA LTINS AREB SN/ L EDTXTOTREADAT —4
AR LTNET,

Device# show platform software yang-management process

confd : Not Running
nesd : Not Running
syncfd : Not Running
ncsshd : Not Running
dmiauthd : Not Running
nginx : Running

ndbmand : Not Running
pubd : Not Running

resteconf =~ > RARE SN TWDHHE, ngink 7 1 AN FEE) S 71, DMI 7 11 & Z 352 B
EhEd,

& @ show platform softwar e yang-management process =2~ > KO /1fillE, nginx 7 m& A &
DMI 7 u & 28 EE L CTEITH TH LI L AR L TWET,

Device# show platform software yang-management process

confd : Running

nesd : Running

syncfd : Running

ncsshd : Not Running ! NETCONF-YANG is not configured, hence ncsshd process
is in not running.

dmiauthd : Running

vtyserverutild : Running

opdatamgrd : Running

nginx : Running ! nginx process is up due to the HTTP configuration, and it

is restarted when RESTCONF is enabled.
ndbmand : Running
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restconF oEomiE [l

R @ show platform software yang-management process monitor =~ > KO HHITix, 3 ToH
7k AT LEEMIE R AR RSN TVWET,

Device#show platform software yang-management process monitor

COMMAND PID S VSZ RSS $CPU $MEM ELAPSED
confd 28728 S 860396 168496 42.2 4.2 00:12
confd-startup.s 28448 S 19664 4496 0.2 0.1 00:12
dmiauthd 29499 S 275356 23340 0.2 0.5 00:10
ndbmand 29321 S 567232 65564 2.1 1.6 00:11
nesd 29029 S 189952 14224 0.1 0.3 00:11
nginx 29711 S 332288 18420 0.6 0.4 00:09
nginx 29717 S 337636 12216 0.0 0.3 00:09
pubd 28237 S 631848 68624 2.1 1.7 00:13
syncfd 28776 S 189656 16744 0.2 0.4 00:12

AAA &£ RESTCONF A ¥ —7 = A APFKIE 4L, nginx 7' 1& X LEE 25 DMI 7' 12 & A0
FATHIC IR o 7214, T /31 A1Z RESTCONF %K 2 %[5 T& DIRREIC /2 0 £9,

NETCONF/RESTCONF & v ¥ 3 > D AT —H A% KT HIZIE, show netconf-yang sessions
avr RaefHLET,

Device# show netconf-yang sessions

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id transport username source-host global-lock
19 netconf-ssh admin 2001:db8::1 None

NETCONF/RESTCONF & v > = NZBHT 235G 4 &7 2 I12I%. show netconf-yang sessions
detail =~ > RZEHL £,

Device# show netconf-yang sessions detail

R: Global-lock on running datastore
C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs : 0
in-bad-rpcs : 0
out-rpc-errors H
out-notifications H
global-lock : None

RESTCONF 7o k)L .
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RESTCONF R 45 ST JIL A 23 —T x4 ADHEEH

5| - RESTCONF 70 F O JLDERTE

RESTCONF 23k (HTTPS Verh)

I, Z—H v U Y—ATHFAEN TS HTTPS Verb %2779 RESTCONF Bk D27~ L
F9°, ZDOFITIE logging monitor 1~ RZEH L TWET,

root:~# curl -i -k -X "OPTIONS"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:27:57 GMT

Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Allow: DELETE, GET, HEAD, PATCH, POST, PUT, OPTIONS SE>5>>>>>>> Allowed methods

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Accept-Patch: application/yang-data+xml, application/yang-datat+json

Pragma: no-cache

root:~#

POST (fERR) ZEK

POST #ETIX, #—7 v K TA RAMFELRN I T 4 F o b— 3 UIMERK S
nEd,

\)

GE)  Ffr7ar 7 4F¥ =2 b— 3 Tloggingmonitor =2~ > REEHTERW2 L 2R L
TLIEENY,

@ POST Z3R D4 Tl logging monitor alerts =~ > K& H L Tu\E4,

Device:~# curl -i -k =X "POST"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{

> "severity": "alerts"

>}

HTTP/1.1 201 Created

Server: nginx

Date: Mon, 23 Apr 2018 14:53:51 GMT
Content-Type: text/html
Content-Length: 0
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Location:
https://10.85.116.30/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity
Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:53:51 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Etag: 1524-495231-97239

Pragma: no-cache

Device:~#

PUT : (ERLZEF=(FEH) EXR -

BESNT-a~y R TF A ZTHFE LR WAL, POST BRI L » TIEf &SN E
T, L, Erar 74 Xal—2a I T TCIHEET ARSI, Z0ERIZL -
Tavwy KRBEEHBZONET,

o PUT ERDFITIE logging monitor warnings =~ > Rz L T\ £9,

Device:~# curl -i -k -X "PUT"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin' \

> -d $'{

> "severity": "warnings"

>

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 14:58:36 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 14:57:46 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-495466-326956

Pragma: no-cache

Device:~#

PATCH : (FE#7) EXK

D PATCH %R D Cl% logging monitor informational =~ > K& L CTWEd,

Device:~# curl -i -k -X "PATCH"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native" \

> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin' \

> -d $'{

> "native": {

> "logging": {

> "monitor": {

> "severity": "informational”

> }

> }

> }

> 1!

HTTP/1.1 204 No Content

RESTCONF 7o k)L .
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Server: nginx

Date: Mon, 23 Apr 2018 15:07:56 GMT

Content-Type: text/html

Content-Length: 0

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:07:56 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-496076-273016

Pragma: no-cache

Device:~#

GET Z3k (GtAHELY)

KD GET ZsR D] ClX logging monitor informational =~ > KZ&f#EH L CW\E9,

Device:~# curl -i -k -X "GET"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"
\

> -H 'Accept: application/yang-data+json' \

> -u 'admin:admin'

HTTP/1.1 200 OK

Server: nginx

Date: Mon, 23 Apr 2018 15:10:59 GMT

Content-Type: application/yang-data+json

Transfer-Encoding: chunked

Connection: keep-alive

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate

Pragma: no-cache

"Cisco-IOS-XE-native:severity": "informational"

}
Device:~#

DELETEZEXK (2> 714 FaLl— 3 v DHIR)

Device:~# curl -i -k -X "DELETE"
"https://10.85.116.30:443/restconf/data/Cisco-I0S-XE-native:native/logging/monitor/severity"

\
> -H 'Content-Type: application/yang-data+json' \
> -H 'Accept: application/yang-data+json' \
> -u 'admin:admin'

HTTP/1.1 204 No Content

Server: nginx

Date: Mon, 23 Apr 2018 15:26:05 GMT

Content-Type: text/html

Content-Length: 0O

Connection: keep-alive

Last-Modified: Mon, 23 Apr 2018 15:26:05 GMT

Cache-Control: private, no-cache, must-revalidate, proxy-revalidate
Etag: 1524-497165-473206

Pragma: no-cache

linux host:~#
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RESTCONF 7’00 O JLDEREEH

EEEH

ReSTCONF 70 o Lopszzs [

BEEIEE TZaTFILBA kI

I0S-XE, I0S-XR, 35X UNNX-0S |BAFEE 125D K79 7L T Cisco YANG €7 /W2 T 7
T M7 F—bDIEIERY [ BATBHITIE, GitHub VAT MU 2L, vendor/cisco
Y —AD YANG T —# ET )V V7T L7 FNUICBEILES, 22Tl 10S XE,
I0S-XR, BXUNX-0OS 7T v 74— DI FEE A
VI —Z2DEFNAEHEHTEET,

BEE KU RFC

ZXERFC | % 1 ML

=h
A

RFC 6020 | YANG : Network Configuration Protocol (NETCONF) i} 7 —# €7 U v /5

RFC 8040 Representational State Transfer Configuration Protocol (RESTCONF)

D2AMTY AL YR—F

FiEA

o

YAADHR— K WebP A FTIE, YAapi
T 7 /Y —IlETH N T T a—T ¢
VTR ESLTCWERE ALY, v =270
RV —=NEFZLOLTLEERAT T
V=AML TV ET,
BHEWOHGOEX 2 U T ¢ EHROHANEH A
AFTB7=HIZ, CiscoNotification Service (Field
Notice 7>5 7 7 2 &) | Cisco Technical Services

Newsletter, Really Simple Syndication (RSS)
T4 — R LRSI —ERITMATE £T,

YAaADYR— Kk WebHA DY =T 7k
24 HBEIE. Cisco.com D —H ID B LR A

U — RBRETT,

https://www.cisco.com/c/en/us/support/index.html
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The following table provides release information about the feature or features described in this module.
This table lists only the software release that introduced support for a given feature in a given software
release train. Unless noted otherwise, subsequent releases of that software release train also support that
feature.

Use Cisco Feature Navigator to find information about platform support and Cisco software image support.
To access Cisco Feature Navigator, go to www.cisco.com/go/cfn. An account on Cisco.com is not required.
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£ 1:RESTCONF 7’00 + O )L D EETESR

HEeS J1)—2 B EETEER
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