ETILEREI R T LA K

« BT ERERT LA RY (1 R—Y)

ILERENEI T LA K1)

TFLERE T L A R UL, YANG 5L ENFETF— 2 52F—F al Z XA RY —3 0
TFTAHFEODA =R LZIRELEST, 2O 22—/ Tld, BEFAEERT L A 2o
T L, TV 2 MU RPCOBIZRLET,

—

€7

—

ETILEESIE T L A ) ORIRSEH

e T LA N ZFEHTHBBICHERT — 2 ZHEL TEZXRT DL, YANGIZRET 54850
%‘%Tj‘o

« XML, XML 4 AiiZEM., 35 X O XML XPath @ Z0i%,
«IETF 7 L A h VAR CEE I N TV A AEUER X OVFHI O 20k,

« urn:ietf:params:netconf:capability:notification: 1.1 #§8E(X, hello A v & — TV X M4 5N
B ET, ZOKEER, IETF 7 LA M) 2 FR— 3573 2ATORT FRZ AKX
SHET,

* NETCONF-YANG 37 /NA A L THEFHATHOVBE L CWDOILERH Y £,
A\

(G¥)  NETCONF #fEf L2 WEATH, TV A MU DBEERET 5 X 9512
NETCONF-YANG % #%E T 5 4% H Y £9, NETCONF-YANG
DFEDZEMNZ OV TIE, NETCONF 712 b=/ £ a—/L
AL TLLEEN,

show platform softwar e yang-management process =~ > RZ#H LT, kD7 1k ANE
THTHDZ LR LET,

Device# show platform software yang-management process
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https://en.wikipedia.org/wiki/XPath
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1610/b_1610_programmability_cg/configuring_yang_datamodel.html
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confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running
gnmib : Running

\}

G¥)

7'at A pubd ITETABENT LA N TrEATHY, i
WELTLTWRWGEITITET AVRER T LA b U TR L £
/Vo

WDOFIZ, BTN AEHA L Z—T A4 A (DMI) et 20FEHERLET,

®1:7 14— FDERHA

TNAREBA VA —T 4R TOERE | FELHEE

confd a7 4 FXal—var T —F

nesd Xy NT—VEHE a4 FTF—F

syncfd R T —F (ETHRELXIGTHET IV
[ o A1 2 MEFF)

ncsshd NETCONFt ¥ =7+ =/l (SSH) F—F

dmiauthd DMI FERET —F >,

nginx NGINX Web #—/3, RESTCONF ¢ Web
PN LTHREL 7,

ndbmand NETCONF 57— 4 _R—Z < F— %

pubd T AVBRERT LA NI SD T
Vr—varv3x—UyBLONTY vy

gnmib GNMI 7' & k =L —ox,

NETCONF [E & DR &4

« NETCONF & & Ofifi 5 IEIZ B9 2 R D Fnilk,

* NETCONF t v 3 3 » DT,

* hello 36 L UHERE A v & — Y DERZAE,
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* fENLZ 72 NETCONF £ v & = /12 K D YANG XML RPC D532 AZ 3R DV T,
['Configure NETCONF / YANG and Validate Example for Cisco IOSXE 16.x Platforms) %
ZRLTLZEN,

NETCONF DA %h1E & 15

NETCONF OHEREZ FEFR T D121, AR — VA L RRAT—REEHA L TT /31 A~D SSH
BB L, T3 ADBEZ G T hello A v — V2 ZELET,

Device:~ USER1$ ssh -s ciscol@172.16.167.175 -p 830 netconf
ciscol@172.16.167.175"'s password: ciscol

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability

</capabilities>
<session-id>2870</session-id></hello>]]1>]11>

Use < "C > to exit

hello A v E—IZxt L CIEF 72)0E %% 595 & . NETCONF % {4 2 #1380 F 7,

RESTCONF [E & DO RT{E &4

« RESTCONF & # O ffi AT IEICEET Ak O (RESTCONF L CH 7227 U F g
VEAERRT D)

* RESTCONF AT /XA A THRTESINTWAXLENHY £97,

* RESTCONF iZ. RESTCONF RFC 8040 (Z#EHL L 7=, 1E L\ D Uniform Resource Identifier
(URD) #XETHMENRHD £7°,

RESTCONF A #h1tb & &L
W77 LT v v/l E ke URI 246 H LC, RESTCONF Z#FE L £9°,

Operation: GET
Headers:
" Accept: application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
" Content-Type: application/yang-data+json
Returned Output (omitted for breverity):
{
"ietf-restconf:data": {
"ietf-yang-library:modules-state": {
"module": [
{
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https://www.cisco.com/c/en/us/support/docs/storage-networking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://tools.ietf.org/html/rfc8040
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"name": "ATM-FORUM-TC-MIB",
"revision": "",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-FORUM-TC-MIB",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-FORUM-TC-MIB"
} 4
{
"name": "ATM-MIB",
"revision": "1998-10-19",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-MIB/1998-10-19",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-MIB"
} 4
{
"name": "ATM-TC-MIB",
"revision": "1998-10-19",

"schema": "https://10.85.116.28:443/restconf/tailf/
<snip>
.
T RTOTNA AERETHIRDINE 2557 5 & . RESTCONF 2N IEF IZHRGE S AV E T,

gRPCE & DR &
» & —{H Google Protocol Buffers (GPB) = 2—7 (v 7 % Hfifd % gRPC 2 L 7 X B 7E
LE7,

ETILEREIR T L A M DOFIKIEIE

e yang-push 2 F U — L& H L TV o5GE, #IRICK T 5 BEIREIL, 2R 7 227
TasaiFich AR —rShvEHA, DFED, VA RNEZBBIRTLHEEIC, VAIDTFU R
FAREEIICIZTE ENEFA, XX, VT AT TANTIE, FUARNIEICY TR
U7y arzFBTERT20ERHY 7,

e T —H T IR ADHAF v 7TV R— SN TWERA, VT RT T AN X o THER
INTZTRTCTOT—EZREEEINET,

o ‘H_j‘\\/ U — 7/{}V&ai-ﬁ—;j§°»_ ]\ éj’b"cl]\i“@?%\/o ‘H_j‘\‘/ U _ 7/{/1/& Z)‘gj:gﬁéﬂf:j}/%é\\
YPTRA7 Y Fa 3 LTy —27 SNET,

W TR T g NG RA—EOPRTCEROZEEZERT LI LI R— &N TnE
T, OIDZEFEDRILTTIHIFEITEINE T, MOEBREADOZEHIIBHEINET,

gRPC EF DO FIREIE
o TNA R LG W D Transport Layer Security (TLS) _X—ADFEFEII Y AR — b STV E
A,

yang-push & & D #lR
« BT A7 Y 7 a D Quality of Service (QoS) 1FHA— FINTWERA,
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ETILEERTLARIIZDONT

ETIEBBHET LA M) OBE

TULANIIE, BEIO@BErEATY, 2Ly, WIEBINZEOMOT —2R Y E—h
RA Y NETITT 7 B ARRRRAA N TESN, E=HOZFEEICERFEINET, £
FOLEREE T L 2 R U %, YANG EF UL SNTET — X252 F—X aL Z Z AR —3I 7
THEDODA = AL ERAELET,

7 7Y r—3 3 > Cld, NETCONF, RESTCONF, F7/2I|XgRPC* v NU—7EHA L X —T =
A A (gNMI) O 7 v harzf LIEEESR—ZADYANG T —% E7 V&AL T, SEL
TOREOT =2 HAE YT AT FTATTEET, 7 A7 U7 a XCLI &R L CTERL
THZLHTEET REFHAYT ATV T a v OGRR) .

WET =213, Y7 A7V Foa B L T —2 24 THES&E, ERSNAF—TE
TIERRFC AT Y v o ShET,

TLAN) O—=)L

TULARN)EHERTHVATATIE, SEIERe—APHEELET, ZORF2 AT
E, ROT LAY m— LA LET,

e NRXTV vy T LARN) T=HEEETDIXY NT—T HEH,
cZFH T VAN TR EZETOIXAY NI HE, al s X ELMEINET,

carbr=7 B TRI YT a Y EERTOBRT VAN TS EZE LR Y b
U— 7 B, MR LI T A2 Yy a ACHEM TR T VA R T2 RRAEEIC
BEINET, BH Y=y PERIERT T 0T 0 EBEINET,

cHTRIFGAN TR Ty g UEERTLIRy MU= B, HiFMICiE, 7R
T IANTZEETHAIVLEIH Y FEAN, ZTORFa2 A FOHMNG R7ZGEITE
L5 HFE LTI,

HITRV) T3 DBE

YT A7V aid, TUA N a— L ROBEMT EAERTHIIHEETHY , v—/L# Tk
Banss—2=EHLET,

BARMCIX, BT A7) Fvait, TLAN) T—HO—EE LTERIND —EDOT—H
EERTDHEOIEAINET, 2 20E. T2 B0V o0B) T — X OEXGREDHIE,
F BB TR WG AITHE (EOREE) BT — X E2ZETHINEERLET,

PR—=FEINTWDLYT TR VT a v ORKEIET Ty N7+ — AT Xo TR D 95,
BAEIX100HOY T A7 VT a B R— S CnET, B 72707 a i, BRER
FHPEIIONT NI T DI ENTE, T U AR— 7 v haroLEoMAEDEEHH
TEET, AORT_NTOREFEAT T AZ ) T avumT 0T 4 70T 5O FRICE K
DY T A7 VT aNEELTWDEGEE, VT A7 VT a  OBNRETEDLE, 777+«
TP TR VT a wHIRLIEEEIC, T 7T 4 7 THLINANREFHY T A7 Y
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B 7o o bE08 10Ty L OEFLBBETLA LY

Tarolonifrantd, EHIC NI T—ENAY TRV T ary (T4 D
B/AMEIZ 1002 FR) &, BERCN) T—ENBYVT A7) Py arnhR—FEnRTn
iﬁ—o

YT RN F 2 a OFEFETIL, NETCONF RZDMdD ) — ANy R FuarlI<wT A4
% —7 x4 A (RESTCONF, gNMI 72 &) MAHKR—hEZnTnET,

CiscolOSXE VAT LDT LA N THEHEIND YT AT Y 7o a ilid, By 7 2271
AV EREFHT T AN T a0 2BENPH Y £,

ST AT VT aid, TV v XIIERTHITAT N (BT AT TAN) 1TLo
TEREIND =D, A YLA v ERBRENET, REFAVT A7 VT arTiE, /7
Vo oY IZEE~OER ARG L, ZOMELXAYLT U RERENET,

BANXNAVEEIVEAVILT IO CDETILEHETFLA LY

F—4 J—ADEH

ETVEREFRIT L A R, A YNV A L EXATYLT U RO 2FEENHY FT,

R2:FANVIWAVELIVEA VLTI LOETIIRHETFLA LY

TALXILA Y (BHD) FAVYILTI L (BHUELIIREEFH)

TULANIDOEHIF, {1 ==X/ TR
FANIEREENET,

TLAN)OEHIL, fBESNZEEH/=2V
7 HICIEEENET,

YT RN T a rOfFRYRIE. EovT
AV T va R LS (B va )
RO v, ZofFmifdhr L A Y
DOEFPEFEINET, FITa 7 4 ¥l —
VarTCIIERIBESNEYA,

PTAZ YT ai3E fTar 7 4 X2 b—
TarO—fE UTERESNET, T,
a7 4Falb—aNHBENSETT
INAAREE LT 7,

TAXNA L TR YT a3V e—FK
BICHEBTH2MERH Y £7, i, i
SNENEEREERII v a R AT— T
VAL T A= R—FHIkIl ENDB DT,

EAXYNVT O NS TRI )T a437 34
ARFEO—HE UTER S, AT —R7L
AA y FA—N—1RIZ BB
wLET,

V727U T gDk, YT A2 U T
DRENIIREN LT & E AR S E
Er

Y7270 7 g IDIFEETHY . RED
— L LTTF A, R ETRESHET,

Y T2 VT g NOT LA RN FT—2D—A %, ARV =L T 4V XL THEE
SNFET, TITOARY—A LT, BEETLZ—HDOA X FEELET, RFC 5277 TiIA
R P AR —=L%, W OPOEEEREIC—FT D5 —HOA X FEME LTERELTWE

B

BEIE, ARV =20 DA X MIT NN EINET, BEDA NI —AF AT

TEWRBRDZT A NE A TRERHINET,

Cisco 10S XE X, yang-push & yang-notif-native ® 2 DDA h U —AZH R —F L TWET,
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zgnEm [

BH D@

YTRAI ) ToarO—E LT, T—FBRBERDAA IV TEBETCEET, 2770,
THUIA MY —AIC Ko TRV ET, AN —2OFTEHEE1TA X DRBAE LSS
WCDHT =R EFEHTEDLLIICTHA M) —LbbiuE, BHEBERZ, ELXEREAD
R CT — X 2 TE2 L HICT DA RN =2t B0 7,

O AT BEOHRIT, "BOT LA N) T—HE2Ekr—HOBEIH@EME R £
T T—HDOEEFHET, TV vy EZEFMOERICER SN e hanic ko TR
0 E9,

H$ITRY )T a VEslF

YT R7 Y Fa 0332 8y hOIEOERECTHEHNINET, REBFAFTTAI VT a v
DY T2V F g IDIEary ha—F Il Lo THRESN, BT 2271 7o a0 0s
IR T7 ) ool o THRESNET,

arv =73, N7V vy THERSNTBWNY T AT Y T a o EOBAERT DT
W2, REFAYT T A7V 7y a AERT HME% 0~ 2147483647 OFEFHICHIRS 5 LN &
DE4, BT RZ ) a0 ID EZMIES e — 0T, OFED, ML CER S
Y727 ) Foa 0T 22 ) g o IDITEELEE A

H$IRYyYToa v ERE

EHEEODEBOEREZHEH L T, REFAT T A2 Y T a OEK., B, BXOZEE
TH 2 ENRTEET, 2L, CLIE Xy hU—7 7Pa ha Lol FOEBEENEG TN E
ﬁ—o

TRCOVT A7 VT vary REFHFLEH) X, show =~ F, By hv—2r 7
o ko VERBERFEH L CERRTEET,

WKDORT, P R—FENTWARA NI —Abxzra—F o7 BIOHER— K TWAHE
BADHIZOWVWTHALET, ANELTORRN) —AFHAELTOTE Fanbilsr L

TWAHZEEBRLTWETN, T XTOMAEGLERYTR—FENTWEbITTIEH Y &
/UO

K 3:HR—brEnBT0 FaLOEAEDE

FS2UR NETCONF gRPC gNMI
R—k70O
Fan
HAXNA | FATXNLVT | FATXNA | XATYLT | FATNA | FATNALT
- A v v b v A
Stream
yang-push | 5t/ EISSINN EISS NN K KFhix FEXFIE
yang-notif-native | s i3 It FEXFIE K xS FEXFIE
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FS R NETCONF gRPC gNMI
R—r70O
Fa
Encodings | XML FExb i JExt I X —1H JSON_IETF |72 L
Google
Protocol
Buffers
(kvGPB)

T LA RNY®DRPCHAR— |

ST S U7 NETCONF £ v 5 C, YANGXML U E— K 7m—Y % 22—/ (RPC) D%

ZEMTLET,

7 L A K U IZI <establish-subscription> RPC & <delete-subscription> RPC 23 % 7" — K STV E

B

<establish-subscription> RPC 2365 &5 &, N7 VU w2 )b D RPC INEIZ T <rpe-reply>
Avt—vb | fHERA N 7 %G T <subscription-result> EHE N E ENLET,

WDOEIT, <rpe-reply> A v E—VTOREEL, IEOHBZRLTWET,

ERXF5I RPC RE
ok <establish-subscription> [5%2)]

<delete-subscription>

error-no-such-subscription

<delete-subscription>

fEESnE-T A r— MNMIFE
ELER A,

error-no-such-option

<establish-subscription>

gskEn- 72 g
VIV A= FENRTWER
/Uo

error-insufficient-resources

<establish-subscription>

Y720 T g AR OH
HICEDIERRCTE EHA,
W TR VT a g
TX5,
R EINTT—ZOEN
REx$TX5,
s EHIR /T A7 U
varoOlRnETE
5,

error-other

<establish-subscription>

Z OO SO T —T
R

B =7\ EsRTFLARY



| EFLEBBRFLALY
s4+3vo9I2007vavEE |}

BAFIvHoH TR )T g 088
ZITIE, BV TR U Ty a VEERE XK OHIBRT D FIEICOWTEIA L £,

Y727 ) g o OERR

WY T 27 VT aAd, ATV R R L. £ OHRNEO A D =X L GEF LY

F—bF FB—=Yy a—L (RPC) ) MM LTH T X7 U T a AMERDIZDDFFO L
BT OV TR AN Lo TR ENE S, T 27 U 7Y a oz, 72277
ANERT Y v x MO DOFRARICHIR S, TV A MY T—=ZIZEDOYFT A7 T AN
WCOBERINET, OOV TR YT aid, X7V v x IV T AT T4 30
DTN BHEE SNIZHEE IR L EY A, BV T A2 U T g D OERICIEA 2N K
O <establish-subscription> RPC % fii fj T ¥ 9, <establish-subscription>RPC (%, IETF 7 L A k
VDOV T AT ZA D Fy BT —7 T3 AZEE S ET, RPC TI, stream, xpath-filter,
B LW period D7 4 — )V RBHIETT,

NETCONF ([Z L 2847 A7 U 7o a o OfERd KOHIBRICHEM 2 RPCIE, A~ M
DH AR YT A7 ) 73 g L draft-ietf-netconf-subscribed-notifications-03 35 L U8 YANG 7 —
BARNT Ty aBH DOV T AT T A 7 draft-ietf-netconf-yang-push-07 CEFRZ I TV E T,

EHILBIM Y TR ) Toay
WIT, EMHRY T 270 P a oy R LUET,

<rpc message—-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<establish-subscription
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>
<yp:xpath-filter>/mdt-oper:mdt-oper-data/mdt-subscriptions</yp:xpath-filter>
<yp:period>1000</yp:period>
</establish-subscription>
</rpc>

FTHEBFEMY IR T3y
&IZ, NETCONF #Jr L7-EFWIFENS 7 A7 U v a oz rLET,

<establish-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>

<yp:xpath-filter>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</yp:xpath-filter>

<yp:dampening-period>0</yp:dampening-period>
</establish-subscription>
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https://tools.ietf.org/html/draft-ietf-netconf-subscribed-notifications-03
https://tools.ietf.org/id/draft-ietf-netconf-yang-push-07.txt
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Y7 27 )7y a ORI
Y7 27 ) 7 g UERHIBRT DI, A 273 RO <delete subscription>RPC,  clear telemetry

ietf subscription ==~ > K, <kill-subscription>RPC ZflifH L, F T AR—hE v a 22U
LET,

Cisco I0S XE Gibraltar 16.10.1 TE A X417z <delete-subscription> RPC %, %7 A7 T A D&
WIATTE, ZEDYT AT TANPHAT LY T A2 VT var0BhzfllRLEd,

Cisco 10S XE Gibraltar 16.11.1 LAFED U U — 2 TiX, clear telemetry ietf subscription =~ > K%
ERLTHAFT Iy 7 HTR7 YT a rHBRTE £9, CiscolOS XE Gibraltar 16.11.1 TH&
A E 17z <kill-subscription>RPC (%, clear telemetry ietf subscription =~ > K & [ U 515 CTHEIY
TR YT a rEHIBRLET,

BONETCONFE v v a Nl d &, 7270 7o a v bilBRENET, ry hT—
7 BRI S A28 A 1E, SSHNETCONF v & a VR4 A AT U hLTEDRIZY T A
U7 va UBNHIBREND T, ZLORMDBNND ZLERH Y £T,

<kill-subscription> RPC | <delete-subscription> RPC & #8{Ll L T\ ¥ 9, 7272 L. <kill-subscription>
RPC %, subscription-id ZE OOV IZ, HIFRT 207227 U 72 9 O 1D & 5L identifier 22
FEMBHALET, Y=y M TR7 VTV arTHEHEND FT UV AR— Ry ard,
<delete-subscription> RPC T S TWD b D & D 7,

CLUZFERALEY IR Y TS avnik
WOHENFIO L H Iz, HEHAAERTRXTCOYVT A7) I a U RNEREINET,

Device# show telemetry ietf subscription all

Telemetry subscription brief

ID Type State Filter type
2147483648 Dynamic Valid xpath
2147483649 Dynamic Valid xpath

WIZ, FAFT I w7 B TRV T g o aHlRT 26025 L ET,

Device# clear telemetry ietf subscription 2147483648

NETCONF <delete-Subscription> RPC Z{HFH L =% T X5 1) 7> 3 VDAl
KIZ, NETCONF 2 L CH T A7 U 7Ty a U EHIRT 2612~ LET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0">
<subscription-id>2147483650</subscription-id>
</delete-subscription>
</rpc>
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NETCONF <kill-Subscription> RPC Z{EFRA L= T X4 1) T2 3 U DIk
WIZ, <kill-subscription> RPC ZfEfH L CH 7 A7 U 7y 3 U &2HIBRT 2012 RLET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-id>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483653</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:51.319279+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483655</subscription-id>
<base>
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</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>
<kill-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<identifier>2147483653</identifier>
</kill-subscription>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"

xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:ok</subscription-result>
</rpc-reply>

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>
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</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>

</data>
</rpc-reply>

BREFHYIRIY T avnER
ITHE, REFHAY T A7V Ty a 2B, 2R, BIXOHIBRT 2 FEIC OV TR L E

o

(o

REFLTT A7) T a v OVER
REFLYT AT VT aidi, aryba—Ji2k587 0 v v TOEBHEBIEIC L - TER
SN, Y722 V7o a Mt loTERENET LA N F—FOZEHOIRENIIRIZE
FNTWET, TNOHOH T A2 U Foaii,. N7 U vy OFEEZ bERLET,

RIEFHY T A7V Ty a VFEBOZELEZEN L TRETE T2, ROOHDNRZEH
DHPMERSNET, ZEHENTTICER SN TV DG, $REERTOHBEE. hox(F
HADERITAITENE A, TOZEEDHIRSND &, HOZEERERSNWET,

ZITHE REEAHVT AV TV a VEAERT 57290 RPC Ol Z R LET,

FHEIMGR S TR ) Ty

& @ RPC OFIX, NETCONF #fH L CERIR YT A7 ) 7y a U E21ERR L, 60 2 &1
TLAN)OEFEZERIGEELET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<period>6000</period>
<xpath>/memory-ios-xe-oper:memory-statistics/memory-statistic</xpath>
</base>
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<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

&IZ. RESTCONF Z{HH L CEHK YT 27 ) 7 g v &2 {ET % RPC O~ LET,

URI:https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
BODY:
{
"mdt-config-data": {
"mdt-subscription": [

{

"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"period": "6000",
"xpath": "/memory-ios-xe-oper:memory-statistics/memory-statistic"

}
"mdt-receivers": {
"address": "10.22.23.48"
"port": "57555"

EEEY IR T3y
WO RPC DAL, NETCONFZEEA L CEERY T 27 ) v a v aER L, ¥—7 > hT—
HAR—RNEENE LB RICOREGT & 5E LET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<no-synch-on-start>false</no-synch-on-start>
<xpath>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
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</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

&IZ. RESTCONF Z{HH L CEFEMRY 727 U 7o g o 21ERT % RPC Ol AR LET,

URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
BODY:
{
"mdt-config-data": {
"mdt-subscription": [
{
"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"dampening period": "0",
"xpath": "/cdp-ios-xe-oper:cdp-neighbor-details/cdp
-neighbor-detail "

"mdt-receivers": {

"address": "10.22.23.48"
"port": "57555"

REFHY T 27 VT g DR
BREEHT T AT VT arz2BR/T 520, RO2OOFERHY £7,
« NETCONF <edit-config> RPC 72 EOFHL 7 10 |~ = Lk E A

«CLI (V7227 U= OfERL & E U FIE)

YT ATV T arDZEFEETT RLAER— R EEICI> T ENET, ZEHLEZEFT
HZEFTEFERAL, ZEFORE (o har, TarrAnry) 2EET LTI, LI

ZREEHIBRL T LW EEEZIERT OLERH Y £,

BT A7 )Ty a O RZEHRENYIRNIREICH Y | BEMTZEE ~OHERD
Ty 8Ty TRRTHT LWERIT 2586 T 2 55818, F— 02RO EE 2 EZIBR I HLERN
HET,

REFLY T A7) T a v OfIR

CLI £ 721 3E M EA R LT, REFHAV T A2 U 7Y a U ZHIRTE £4, notelemetry
ietf subscription =~ > Rid, REFAT T A7V T a v &HIBRLET, RPC 2 LT
EFEHYT A7) T a v BHIBRT2ZLETEEYA, INOLOYT AT Y Ty ad, &
TA X —TxA4 AN LCHIERSNET,
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Device# configure terminal
Device (config) # no telemetry ietf subscription 101
Device (config) # end

NETCONF Z{FRL =Y ITRY )T 3 DA
WD RPC DFNE. BREFHY T A7 VT arwHlgT 5 FiEEZRLTWET,

<edit-config>
<target>
<running/>
</target>
<config>
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription operation="delete">
<subscription-id>102</subscription-id>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>

VDEZARY DY
CLIBIOEH Y n a2 LT, I XTCOXATOV TR ) T a  ZEHRTE
F7,

CLI

TVANIOYT A7) Ty a NI HFHRE LR T HI2IE, showtelemetry ietf subscription
av U REHALET, a~r Faoomhflz, RIRLET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

NETCONF

WIZ, TVARNIDOY T A7 U Ty a AT HEHREFRRTH5NETCONF X vt —U %R L
F7,
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<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-id>101</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-vrf>RED</source-vrf>
<period>10000</period>
<xpath>/ios:native/interface/Loopback[name="1"]</xpath>
</base>
<type>sub-type-static</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>57500</port>
<protocol>grpc-tcp</protocol>
<state>rcvr-state-connecting</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-subscriptions>
<mdt-subscriptions>
<subscription-1d>2147483648</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<source-vrf/>
<period>1000</period>

<xpath>/if:interfaces-state/interface[name="GigabitEthernet0/0"]/oper-status</xpath>
</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>51259</port>
<protocol>netconf</protocol>
<state>rcvr-state-connected</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-subscriptions>
</mdt-oper-data>
</data>
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</rpc-reply>

ARNY—AiL, YT AT TA TA[REIR—HDA R METELET, FTTXTDOARU bR
ZO—EHDANY FELTHMTYT, 72720, HA M) —LDERITHEN, TXTOA X |
DOEARIIM SO TEEL TWET, 22 TIE, VR—=FENTWBE R MY —AIZHOWTER
B)q Li—g—o

PR—=FINTNDLA N =Dy FERRTDHITIE, FH T v ha B ELEH LT
mdt-streams = > 7 F1Z&% % Cisco-10S-XE-mdt-oper £ = —/L (YANG E7 /L
Cisco-1I0S-XE-mdt-oper.yang 2>5 D & D) 735 streams 7 — 7 /L& Bifs L E 9,

&Iz, NETCONF ZfEH L C, Y R—hFEZNTWVWBA M) —LZFETHHZRLET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"7?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams>
<stream>native</stream>
<stream>yang-notif-native</stream>
<stream>yang-push</stream>
</mdt-streams>
</mdt-oper-data>
</data>
</rpc-reply>

Z OfliL, native, yang-notif-native, yang-push ® 3 DDA hJ — AR FR—FINTWNWBHI L
ZRLTWET, A MU —2Lnative [TIUH & LTIEATE 3, EHETE £,

)

GE) BfEOLZA, VFR—FENTWABARNI—ADOU A N42ET CLIIZH Y FHA,

YANG-push X 1) —L

yang-push A kU —A(%, ¥R —F I TS YANG ET/VIC KDtk En s, kT —4
R=2ZANLBERT —FRXR—=ANOT—=H T, ZORARN)—AF, A MY —L2DOHTHELT
DT — B EIRET 57290 XPath 7 4 VX &% F— F LTV, XPath RITHRDOTF — & & 5E
F#T5 YANG EF VT HS X FT,

DAY —AOFEHFIBEENT., AEOVT A7 T g L ZONWT, T—HF OEFRE-ITHE
FERRCTEEINAIEENH Y TTH, MHICHIEL TEEINDZ LEH Y FHA, BES

B =7\ EsRTFLARY



| EFLEHRFLA Y

YANG-push ® XPath 7 1 JL & .

ELBRWT =XV T A7 )Py a A3 SN, BEOY T A7V 7Farbk LTEITEN
\iﬁqo

PR—=FENTWBEM—DX—F > N F—F =T [FEfTd] T,

EHIFHEEDIRTE

BHEDOELZA, BERYV T A VT aBHHL, YT RT T THEERT —X DX A T
DNWTYANG ET VO TIRETAFRIIHY FHA, BERY TRV T a AL
T BT RISATRTCERNT— RV TRAISATLES L35, Rk @W) 45
D YT AT ) Tay GREER) LRV ET,

IETF K5 27 FADZEEHL

yang-push A N — L Z2EHT 571 A MUIE, 71 A MU ODIETFNETCONF V—F% > 7/ 7
=D FT 7 MZESHNTWET, ZNHIFKRD EBY TT,

e AR NBHDOI AR L YT AT ) T g, N—T5 03

YANG T —HX A N7 oL aB®WHFHOYS T AT 547, _"—T 9207

RZ 7 MR SN TV LROEREIZTR— S TWEEA,
BTV — T4 NH
« T NAT N ROEE
e PR— FRIERE L THRMICEH SN TV RNWTRTOF TR Y g RT A4

YANG-push ™ XPath 7 1 v %

BT RY T A THO yang-push A b U —ANOT —4 & v ML, XPath 7 4 /L& ZfE/H L T
ETHMENRHY EF, XPath IFTROTA FT A @A INVET,
«XPath T, VA MEZIZa VT FICLI DOy MY ZEETLH-00F—%2E-85
ZEBRTEET, YR— PSR TWDLF—HEOHEIRD LY TT,

[{key name}={key value}]

XPath ZNDF 2RI L ET,

filter xpath
/rt:routing-state/routing-instance [name="default"]/ribs/rib[name="ipv4-default"]/routes/route

# VALID!

BEX—2ENT 223, BROXF—HELHEMLET, ST LEITERTH 54
ENRHD ET, ®HLT AN R — FIZXSEITYR—FShThER A,

« XPath \C, F—DOMIC [ ZEH L TEEOXF—ZBINL, 7. TXFSEH 7B b L E
o XPath DB 2 KITTR L ET,

filter xpath
/environment-ios-xe-oper:environment-sensors/environment-sensor[location=\"Switch\
1\"]

[name=\"Inlet\ Temp\ Sens\"]/current-reading
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B vanG-push o T U r—s a0

¢ XPathi:\TiL, B—DV T A7 VT arTHEDA T V= NehR—FsT&5 L9512,
FEAEA T () 2HEHCTEET, =4 B IZ NETCONF k7 > AR — k TO ¥
HEL. gRPC ClIf¥pEL A,

YANG-push DEM/XT Y rr— 3 v
EWR 72T 27 VT arTiE, YT A7 T4 TRHBIERICEDHRGIDOT v > = FFIL AR
WCEEENET, ZELT A ARE D —RETHS7ZD Ry NT—7BNEHEL TV T 5
CBETDHZERHD T, WRIZEIIL, RESINT-EMZ A ~—OWM THRIZEE SN E T,
e zIiE, BIMAZ 10 LR ETHE, YT 227U 7Y a 0 OVERIBERITR O FEFNERE S
N, ZO®%IF100BEICEEINET,
RN, EMNR 7y v a B Hliovr TR (17100 8) HEAL ORI T3, #If231000 THi
X, BT R T THGEROFEIII0H T L1220 £9, RETE 2R/ 100
(DFEV1®) T, T7FVMETZHY FHA, ZOHEIZ. BN TR 7Y T g DA
I <establish-subscription> RPC CHI/RIVICERET DMENH Y | REFHA I T A7 Y Fra v
DOEAIIRETH IR ET H2LERH Y 9,
EMRRFHICIE, VR—FENTHDTRTO T AR— K 7o bV lET 597 2
A THBOT —FHEBE I T —TNLO T L abt—nEgEnTWET,

EHH YT 27 ) T oa v 2L CEOT =22 T2 54795 L, BRI LS
TEOFEHEMPFESNET, T—FBFEET DL OITMRD & OB OB @ O FEH
WHE LT fEsnEd,

YANG-push DZEHWF ST ) ir—3 9

BRI T A7 VT a VEERT 25813, X 7= 78NN L2 RT7oicy v
T T E OICERETAMNERH Y £9, TOMOMEITV R — I TWHERA,

BEEEY T A7V arTiE, PO v a®iiit, YRV IA4T7 ST 2Dy
FAETT (IETF OXLEFETERINTWLUMIER) . ZhiEflEcE Eti, UBEOEH
i, TABNERIN, EREOT —F DR THERIN TWDHEHICEEINET, 2720,
BEL BT SINDHR/MNOT —H GRERIFIT T, LB -> T, BEIFH T A7 U 72 a VT
NOY —7ZxT 5D THDIHEAE, TOITOWTNNOEANEEIND &, BB E
FEaNET, THEMOERLNBILIN TV AR—F 70 halkoTRAED 4,

70, BEEY T 27 ) g FBEERTIIH D FHA, 2FEV, FarTFEEoaVT
TV T AT T4 TLTH, FarvyTFTHOER IV TR ) 7y a JEEEE S ET A,

BREFELRWT =X OV T A7 ) Py a VFF SN, @EOr7A7 ) Foard LTHE
ITENFET, PIHIEEEFR AT CTHY ., T2 NI D ETENLL EEHFENE
A,

XPathHFH —DA T V=7 NERETHAMERDY ET, ZOFT V=7 MNIE, 277,
V=7, U—=TURbI FFVAMEHEHATEET,
yang-notif-native X k') — /A

yang-notif-native 2 k U — A, /X7 U » ¥ NOEE D YANG A TH YD . BEDITLD A~
v F Y —ATCiscolOSXEDFRAT 4 7T DT 7 Jad—MERENTWET, ZDOA Y —A
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yang-notif-native @ XPath 7 1 )L & .

I, AL BMERET D XPath7 A VX LY R—FLTCWVWET, ZOAM) —LDFEH
WEX, BEORRIZ DA X IR ELTZBRICOAREEINET,

ZDARN)—KFEFERY T AT Y T a OB dR—FLTNnbH, X 7r=v 7R
ELTHEO A FET DHERDH Y £77,
yang-notif-native © XPath 7 1 /v %

BT AT T A THeD yang-notif-native A kU —LANDT—H v ML, XPath 7 4 VX ZER L
THRELET, ROTA FTA 75 XPath KM S E T,

* XPath AL YANG B AR LT T HMLEND Y £3, BEOT7 4 VXTIV HR—F &
IWTWER A,

c 2= F VBT () I A FINTOHER A,

S URAR—KFARaL
T—HDFEHEL, TV vy EZEEMOBRRICHER SN e ha it Lo TRED
4, 2o ba I T AR—FFa ha LT, REFLAY T AT T a0
BHETo halhb Iy L CnEY, T UAR—r T bairik, T—HOTa—F ¢
> 7 (XML, GoogleProtocol Buffers (GPB) 72 &) & Hndma HAOH R EL 52 £7,

\)

GE)  F, BRULEZA M) =20 8@ EL 52580300 £7,

PAR—FINTNWD FT 2 AKR— bk 717 habid, NETCONF & gRPC T,

NETCONF O hajL
NETCONF 711 k =/UE, -7 227 ) 7o a D T v AR— MZOMEFTE . yang-push
A kU —2A L yang-notif-native A b U — A TEHTE £,
NETCONF % h 7 > AR — bk 71 h a2t LCTHERAT2HBA1F. RO 3 DO T Hh@EmmE 8 E
AEhEd,
« T A7 U S g Tyangpush A b U —L8WEH S TWNT, EMEREE. £,
WIFEIAE IR N E B 7 27 U 7y 9V TEE SN DA,
e« 7 A7 V73 T yang-push A b U — A S 40T T, AR 5 i@ LASk o
EHEEY T A7 VT a v ORA,

« T 27 7L 3 T yang-notif-native A kU — AR H I TV BIGE,

yang-push 2 =X

ZORNITHEFEND 2 SO EERZ L ET, ZOFE, draft-ietf-netconf-yang-push-07 TE 7
SNTWVWD XML = a2—F ¢ > 7 % LT yang-push A b U — 273 NETCONF #4> L C k
FUAR—NE L TEEFEINET, FEMCOWTIE, IETF RT 7 hO3THEHAZRL TP E
A
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yang-notif-native 2 =X

V=& A KU — A} yang-notif-native D575, NETCONF Z#4 LC XML T a—RK3id
& EDOHFAMOIEAILRFCTIS0IZ K-> TERSANLTWET, FHMIC OV TIL, RFCD7.16.2
HAEZHRLTIEEN,

yang-push 2 N U —LDEXEZHER2Y | 7227V 72 a VIDITEFBEMICIEH D A,

gRPC 7O +a )L

gRPC 7' h /UL, RESNIEH T A7V T a D b7 AR— MIOMEATE, yang-push
A~ U — A L yang-notif-native A b U — AT TE £J, gRPC N7 AR— 7w b= T
IZkvGPB = a—F 4 VT OHBYPR— SN TWET

gRPC 7' 11 b 2 WA A EHE DR O AT FER Ny 74 7) BYR—FSHTHET,

proto 7 7 A VTCERINIZT LA MY A vE—II2 D0 TiE, mdt grpe dialout.proto 35 & T
telemetry.proto ZZ M L T 72& Wy,

TLARMJIZBITFENA FTRLFSE) T«

T LA RN QBB T 7T 4 TIRAAL v FINAAL v F AL v TND AL 7R—~D
SSH, F73nA 7TXA FZ VT 4 ST A RATOT 77 4 7 720— k Faty$~0SSH
ZJr L CNETCONF £ v ¥ a » CHNLSNET, VIV EX%ZIZ, 7VA NI TR7 YT
v a v EGIETHNETCONF By v a v a2ad, BiraERT 2T T vy a v aiE
L. LT H2MERHY 3, £, A v FA—R_R—RIZTXRTCOBPYY T A7 U 7 g
CEFERTAOLELHY T,

gRPCHAYNT U MY TR VT a i, TIVT 4 TRAA T EINIAE v T AL RD
FTar 74X 2ab—varO—E LTT A A RTRESNE T, A v FA— =34
T5E, TULAMNIZEHE~OBAFOHEGRN TN S, BRI ET (ZEHE~D/L— R
FEoTWDHIRY) , TRV Ty a v EFHRETHILEILIH Y FH A,

\}

GE) TS 20V u—FEE, 3727 ) 7o arORTEET N, ADAL— T v T a7 4
Xal—Ya A2 0ERHY ET, ZHICLY, TS ZAOFHEBE LT A7 U
T a VRENT ANA A RICEOEEERY £F, LERToEARNEE L CEITINDL L, T
NA ZNET VA M) ZEE~OERZFITL, BEOBEZHELET,

SO TILDOETIVEREIRIT L A F1) RPC

BREBRAY TRV T a3 DERE

BEREEEH 727 ) T gz R—bFLTH5H YANG ET LD U A M &ERRT HITIE, show
platform software ndbman switch {switch-number | active | standby} models ==~ > R &l L &
@—O
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\)

GE) BHEDOLZA, REFEHLF T ALY T a OFEHICHETTE 5DLgRPC 71 h I /LDHKT

j—O
FleD#HEE
1. enable
2. configure terminal
3. telemetry ietf subscription id
4. stream yang-push
5. filter xpath path
6. update-policy {on-change | periodic} period
7 encoding encode-kvgpb
8. source-vrf vrf-id
9. sour ce-address source-address
10. receiver ip addressip-address receiver-port protocol protocol profile name
1. end
FlED
ATV REREETI 3 Y B
RATwv 71 |enable B EXEC E— FEAIC L ET,
K e MAT—REANLET ERENTHS)
Device> enable
R wF2 |configureterminal JTa—r ) ar7 4 Xal—ay B— REBs
15'] : L\iﬁ—o
Device# configure terminal
RTw 73 |telemetry ietf subscriptionid TLARNIOY TR YTy a v aERL, T LA
B - NS T 22U Foary B— RE2@BLET,
Device (config)# telemetry ietf subscription 101
AFw 74 |streamyang-push P TR YT arDARN)—AERELET,
1 -
Device (config-mdt-subs)# stream yang-push
A5y 75 |filter xpath path YT AU S a0 XPath 7 4 VX HEEELE
1 - kR
Device (config-mdt-subs)# filter xpath
/memory-ios—xe—oper :memory-statistics/memory-statistic|
ZFw 76 |update-policy {on-change| periodic} period YT A7V T a OEMPRERAR ) o — 2R E
B - LET,
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ARV FFEREETIVa Yy

S

Device (config-mdt-subs) # update-policy periodic
6000

ATy T1

encoding encode-kvgpb

1 -

Device (config-mdt-subs)# encoding encode-kvgpb

kvGPB = a2 — R&EEL £,

ATvT8

source-vrf vrf-id

1 -

Device (config-mdt-subs) # source-address Mgmt-intf]

V—ZADVRF A VAR AEBRELFET,

ATvT9

sour ce-addr ess source-address

&1

Device (config-mdt-subs)# source-vrf 192.0.2.1

HEEIET RLAZZRELET,

ol

ATy 710

receiver ip addressip-address receiver-port protocol
protocol profile name

1 -

Device (config-mdt-subs)# receiver ip address
10.28.35.45 57555 protocol grpc-tcp

BHOZEZDIPT FLA, Yu bail, BLIW
a7 ANVERELET,

ATvIN

end

1 -

Device (config-mdt-subs) # end

TLARNIYTRI VT var0ar7 4 Falb—
YaryE®—REKT L, FHE EXEC E— RIZREY
£

gRPC DEFBH TRH 1) T a v DHRTE

FIEDHE

F IR D

enable

configure terminal

telemetry ietf subscription id

stream yang-push

filter xpath path

update-policy {on-change| periodic per
encoding encode-kvgpb

©OND O RN

end

iod}

receiver ip addressip-address receiver-port protocol protocol profile name

ARV RFERFTIVaY

B8

ATy T

enable
51 -

B =7\ EsRTFLARY

¥itE EXEC E— RE Az LET,
e NRATU—FRKEANLET (ERENHE)
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B8

Device> enable

ATvT2

configureterminal

1

Device# configure terminal

Ja—n) ar7 4 X¥al—a Ly T— &G
Li‘j—o

ATvT3

telemetry ietf subscription id
{5

Device (config) # telemetry ietf subscription 8

TLARNIDOYT AT Y T g ZERL, T LA
NS T 220y gy — RERBLET,

ATvT4

stream yang-push
fi

Device (config-mdt-subs)# stream yang-push

Y T27 YT arODA RN —LEHELET,

ATy Th

filter xpath path
fi

Device (config-mdt-subs)# filter xpath
/iosxe-oper:ios-oper-db/hwidb-table

YT 27 Fa D XPath 7 4 NV EEIEELFE
7,

ATvT6

update-policy {on-change| periodic period}

1

Device (config-mdt-subs)# update-policy on-change

YT A7) T a  OEREFEHRY) O —E2REL
9,

ATy T1

encoding encode-kvgpb

1

Device (config-mdt-subs)# encoding encode-kvgpb

kvGPB = o — RZ&¥RE L E7,

ATvT8

receiver ip addressip-address receiver-port protocol
protocol profile name

1 -

Device (config-mdt-subs)# receiver ip address
10.22.22.45 45000 protocol
grpc_tls profile secure profile

WHIDOZELZDIPT RLA, Fu hail, BLOS
o7y ANVERELET,

ATvT9

end

1

Device (config-mdt-subs) # end

TLARNIY TR Y Fvaroar74Xal—
TaryE—RNERKT L, FHEEXECE— RIZRED £
R

[ZEO— FDFZIE

YT AT )T a UBNIERIERESND &, T, AFTY T A7 Y 7 g UfER notif-bis:ok 18
JOYT7R7 U7 a D TINELET, KRIZ, BT 7 A2 U 7Y a3 VOIRE RPC A

-{Z%f/\‘@{ﬁj%/‘?\‘ L\i—g—o

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
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HITRH1) T3

HITRY) T3

<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:
ok</subscription-result>

<subscription-id
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications">2147484201</subscription-id>
</rpc-reply>

DTy ABHDRIE

FRAANS T v a&8NDHY T A7) 7o a VEBHIEXMLRPCIERTHY . 6 0MERK
SN UNETCONFE v ¥ a NI IV EEINET, V7R 7 T4 THREROERE1T
' ) —|Z datastore-contents-xml % 7 N TR EINFE T, KIZRT DL, T T AT T4 T8 4EH
LT 29 7L RPC A v —T T,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:51.74%Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483650</subscription-id>
<datastore-contents-xml>
<cpu-usage
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-process-cpu-oper"><cpu-utilization>
<five-minutes>5</five-minutes></cpu-utilization></cpu-usage>
</datastore-contents-xml>
</push-update>
</notification>

YT 27U T a UIMTONDIERERENZIETH IS, 2320 @l &RiftE 77t
A YRARRE) THOFELRWEGA, EMEINIIZIC/20, HC#K&HE datastore-contents-xml
2T EFFOZLIIRY T, WRITRTOIE, EFEHNZETHLY TV RPC A vy E—TT
K

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:09.74%Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-1d>2147483649</subscription-id>
<datastore-contents-xml />
</push-update>
</notification>

L ORAORE

BAEDOY T 27 ) Fva rO—8EERET 51213, <get>RPC % Cisco-10S-XE-mdt-oper &7 /L
WCEELET, BUEDY T A7 U 7o a ro—RaFoRd 2123, showtdemetryietf subscription
avy RbHTE £,

WIZ, <get>RPC A v E—YDHlEZRLET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">

B =7\ EsRTFLARY
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<mdt-subscriptions/>
</mdt-oper-data>
</filter>
</get>
</rpc>

Iz, RPC B Z L E9,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>

<subscription-id>2147485164</subscription-id>

<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<period>100</period>
<xpath>/ios:native/router/ios-rip:rip/ios-rip:version</xpath>

</base>

<type>sub-type-dynamic</type>

<state>sub-state-valid</state>

<comments/>

<updates-in>0</updates-in>

<updates-dampened>0</updates-dampened>

<updates-dropped>0</updates-dropped>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

Iz, show telemetry ietf subscription dynamic brief =~ > RO HH 2R L £,

Device# show telemetry ietf subscription dynamic brief

Telemetry subscription brief

ID Type State Filter type
2147483667 Dynamic Valid xpath
2147483668 Dynamic Valid xpath
2147483669 Dynamic Valid xpath

&Iz, show telemetry ietf subscription subscription-IDdetail =2~ > KO B %2R L ET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:

=FLEHETFLA Y )
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Update Trigger: periodic
Period: 1000
Notes:

IZ. show telemetry ietf subscription all detail =~ > RO HHIZ R L £,

Device# show telemetry ietf subscription all detail
Telemetry subscription detail:

Subscription ID: 101
Type: Configured
State: Valid
Stream: yang-push
Encoding: encode-kvgpb
Filter:
Filter type: xpath
XPath: /iosxe-oper:ios-oper-db/hwidb-table
Update policy:
Update Trigger: on-change
Synch on start: Yes
Dampening period: O
Notes:

RESTCONF ZFERA LY TRV 1) T2 3 U OFMORE

Subscription details can also be retrieved through a RESTCONF GET request to the
Cisco-I0S-XE-mdt-oper database:
URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-oper:
mdt-oper-data/mdt-subscriptions
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
Returned output:
{

"Cisco-IOS-XE-mdt-oper:mdt-subscriptions": [

{

"subscription-id": 101,
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"source-vrf": "",
"no-synch-on-start": false,
"xpath": "/iosxe-oper:ios-oper-db/hwidb-table"
}l
"type": "sub-type-static",
"state": "sub-state-valid",
"comments": "",
"updates-in": "0",
"updates-dampened": "0",
"updates-dropped": "0",

"mdt-receivers": [
{
"address": "5.28.35.35",
"port": 57555,
"protocol": "grpc-tcp",
"state": "rcvr-state-connecting",
"comments": "Connection retries in progress",
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"profile":

ETILEEBE T LA M) ICET S ZOMDSEEN

EhEEE YZaTFILEA ML

YANG =7 A7 a—% https://github.com/CiscoDevNet/yang-explorer
BES X URFC

T#E/RFC 24 kL

AR NBEHDODAZ L YT AT Y g https://tools.ietf.org/id/
draft-ietf-netconf-subscribed-notifications-03 draft-ietf-netconf-subscribed-notifications-03.txt
A X2 hEE D NETCONF HA— k draft-ietf-netconf-netconf-event-notifications-01
RFC 5277 NETCONF A X |~ adgn

RFC 6241 Fy FU—IRET R by

(NETCONF)

RFC 7950 YANG 1.1 7—% €7 U 7 55k

RFC 8040 RESTCONF 7'z | =11

POV AN LR draft-ietf-netconf-rfc5277bis-01

YANG T—Z AT FyadDVTRA7547 draft-ietf-netconf-yang-push-04

YANG & — X A N7 v aEBHDOY 7 227 54 |https://tools.ietf.org/id/

~' draft-ietf-netconf-yang-push-07 draft-ietf-netconf-yang-push-07.txt
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NETCONF % A ¥ /L A

Cisco IOS XE Everest 16.6.1

ETFVEERT LA YT
X, X T =2 T4 A
YT AT F A4, VT
ZA L ORBECTE M RAE D1
ARG A B — AT 5
TEMTEET,
* Cisco Catalyst 3650 > U —
A AL v F

Cisco Catalyst 3850 > —
A AL v F

Cisco Catalyst 9300 >V —
R AA v F

Cisco Catalyst 9500 > U —
RAAL v F

Cisco IOS XE Everest 16.6.2

Cisco Catalyst 9400 >V —
XA v F

Cisco 10S XE Fuji 16.7.1

Cisco 4000 >V — X H—
EARAERL—F

Cisco ASR 1000 2 U — X
T F—v gy —E
2 J—H

(ASR1001-HX,
ASR1001-X,
ASR1002-HX,
ASR1002-X)

Cisco 10S XE Fuji 16.8.1

Cisco 1000 > U — X H—
A RER L — &

Cisco ASR 1000 RP2 5 &
XRP3 V=X T 7Y
=g P—E R )L—
i

Cisco 10S XE Fuji 16.8.1a

Cisco Catalyst 9500 />
TH—~< ALY —X A
A vF
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Cisco IOS XE Fuji 16.9.1

* CiscoASR900 > U — X 7T
TV =g —E R
JL— A

¢ CiscoASR920 > U — X 7T
TV =g —E R
JL— A

e CiscocBR-8 = >/ X3— K
Ta— R R )L—X%

* Cisco Network Convergence
System 4200 U — X

Cisco IOS XE Gibraltar 16.9.2

* Cisco Catalyst 9200 35 L O
9200L ¥ U —X A A »F

* Cisco Catalyst 9300L SKU

Cisco IOS XE Gibraltar 16.10.1

«Cisco 7 77 R —E X
Jb—% 1000v

* Cisco Network Convergence
System 520 ' J — X

Cisco IOS XE Gibraltar 16.11.1

« Cisco Catalyst 9600 > U —
XA v F
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* Cisco 1000 >V — X H—
AR E R L — &

* Cisco 4000 > U — X H—
B A AR —

« Cisco ASR 1000 >~ V) — X
TSV =g —E
A J—F

« CiscoASR900 > U — X 7
TV — g —E R
JL—H

« CiscoASR920> U — X 7
TV — g —E R
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« Cisco Catalyst 9200 3 X T}
9200L ¥V —R A A v F

* Cisco Catalyst 9300 33 KX T}
9300L U — X ZRA v

* Cisco Catalyst 9400 > VU —
R AA v F

* Cisco Catalyst 9500 ¥ L O}
9500 /A NT F—v A
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* Cisco Cloud Services Router
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* Cisco Network Convergence
System 520 U —X
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* Cisco Network Convergence
System 4200 > Y — X

Cisco IOS XE Gibraltar 16.11.1

* Cisco Catalyst 9600 >V —
R AA v F

ETVERERT LA R
T2 YT g kil

Cisco IOS XE Gibraltar 16.11.1

W7 27 U 7 a v EH
PRI 212i%, CLIB LT
kill-subscription RPC % i F C
TET,

* CiscoASR900 > J — X 7
TV — g —E R
JL—%

¢ CiscoASR920 ' U — X 7
TV —varyh—ER
L—% (RSP2)

* Cisco Catalyst 3650 >V —
R AA v F

* Cisco Catalyst 3850 > U —
X A2A v F

* Cisco Catalyst 9200 ¥ L O}
9200L > U —X A A v F

* Cisco Catalyst 9300 33 KX T}
9300L > U — X A A v F

* Cisco Catalyst 9400 > VU —
R AA T

* Cisco Catalyst 9500 33 L ¢
9500 /A /NT f—< L A
VY= AL v F

* Cisco Network Convergence
System 520 ' J — X

* Cisco Network Convergence
System 4200 >/ Y — X
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