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1. enable
2. configureterminal
3. username name privilege level password password
4. aaanew-model
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6. aaaauthorization exec default local
7. end
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Device# configure terminal
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- F. ROF—T— FEELET,

Device (config) # username example-name privilege * privilegelevel : a—H DR 1//\/1/% XE LE

15 password example password j— NETCONF 7 o b :l}l/@ia{:,\ _ﬁﬂé
VERH Y F,
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TODNAT— RERELET,

R T 7 4 | aaa new-model LE) FFvl, EE, THU T 17 (AAA) %
15“ : ﬁ;‘j‘”: L/i‘g—o
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AR KO A LE T,
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15“ : uu HE% ﬁ?biﬁ‘
Device (config) # aaa authentication login default| (G¥) NETCONF 71 h 2 /)LTlX, =74/ k
tocal D AAA FBFET 7 A ¥ RO B —

hEET,
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HR— ZFHFENT X TOR— MIEH I FE
ﬂqo

25w 7 6 | aaa authorization exec default local A=V O AAAFFRIZBEL, B—H LT —H_—
i - AEMER LT, £D2—PIZEXEC v = LVOFATZ
Device (config)# aaa authorization exec default E@qu/ﬁf7fo
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HR— RN T X TOR— MIEHINFE
R
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Device (config) # end
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enable
configure terminal
netconf-yang

apwDbdR

exit

netconf-yang feature candidate-datastore

ARV RFERETIVa Y

=)

&

enable
1 -

Device> enable
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ARV REEEFET7IVa Y B8
Z 5w 2 | configureterminal Ta—)ar7 4 Xal— gy T— N2
1 LET
Device# configure terminal
AT 7 3 | netconf-yang Xy N —27 F 34 ZTNETCONF A > & —7 = A
i - AERMLET,
Device (config)# netconf-yang GE) CLIIC LA MDA R —T NMALDtk,
Xy NT—7 TN RAEET )L RX—R
DAVH =T 2 A AW L CTEHTE D
ol Ed, TNV RN—ADA v
B—T 2 A AT avADTEERT 7T 4
N—=a AE RO nD &
N EF,
Z 5w 7 4 | netconf-yang feature candidate-datastore BT — 2 A N T ZH I LET,
1 -
Device (config) # netconf-yang feature
candidate-datastore
AT w75 |exit Jra—r\ L ar7 4 Xal—ay T— REKT
15“ : L/i‘g—o

Device (config)# exit
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SNMP D% E
SNMPMIB 5 —Z |27 7 ALY,
BMZLFET,
WROEMEZELIT > TLTZE VY,
FIEDHEE

NETCONF Z# A LT, AR—FINTWD MIB 22 b4 SN2 YANG £ L2 LT

I0S THHR—FENTWSHSNMP b7 v 72/ L

T, PR—FENTWD T v 75 NETCONF A 232159 5 121X, 10S TSNMP H— %

1. IOS T SNMP #rEE= AN L £,

2. NETCONF-YANG 23E2#) L721%, ¥ ® RPC <edit-config> A v £ —"% NETCONF-YANG
A—MIFELT, SNMP 7 v 7OV R—FEHAhICLET,
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1 :

configure terminal

logging
logging
logging
logging
logging
logging
logging
logging

logging
|

snmp-server
snmp-server
snmp-server
snmp-server
snmp-server

exit

history debugging

snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap
snmp-trap

emergencies
alerts
critical
errors
warnings
notifications
informational
debugging

community public RW
trap link ietf
enable traps snmp authentication linkdown linkup
enable traps syslog
manager

snwp oz [

AT w72 NETCONF-YANG H#2#E) L7-% . % RPC <edit-config> # » — % NETCONF-YANG ~R— MZ24E L

ATvT3

CT. SNMP 7 v 7 DHR— AN LET,

51

<?xml version="1.0" encoding="utf-8"?>

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">

<edit-

config>

<target>
<running/>
</target>
<config>
<netconf-yang xmlns="http://cisco.com/yang/cisco-self-mgmt">
<cisco-ia xmlns="http://cisco.com/yang/cisco-ia">
<snmp-trap-control>

</rpc>

KD RPC A & —3% NETCONF-YANG 28— k2351
Far 74 X2 l—a VIR ELET,

1 -

<?xml version="1.0" encoding="utf-8"7?>

<trap-

list>

<trap-0id>1.3.6.1.4.1.9.9.41.2.0.1</trap-oid>
</trap-list>

<trap-

list>

<trap-o0id>1.3.6.1.6.3.1.1.5.3</trap-oid>
</trap-list>

<trap-

list>

<trap-0id>1.3.6.1.6.3.1.1.5.4</trap-oid>
</trap-list>
</snmp-trap-control>
</cisco-ia>
</netconf-yang>
</config>
</edit-config>

LT, FTar74¥al—al2A4—KT v

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="">
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<cisco-ia:save-config xmlns:cisco-ia="http://cisco.com/yang/cisco-ia"/>
</rpc>

NETCONF O Fa)LDa> 74 F¥aLb— 3 DHESR

NETCONF 27 4 X2 bL—T a U EMRT A RO a~y REfEHLET,

FIEDHE

1. show netconf-yang datastores

2. show netconf-yang sessions

3. show netconf-yang sessions detail

4. show netconf-yang statistics

5. show platform software yang-management process
FIED ¥

AT w71 show netconf-yang datastores
NETCONF-YANG 7 —# A h 7 IZBHT B iR E R R L ET,
11

Device# show netconf-yang datastores

Device# show netconf-yang datastores

Datastore Name : running

Globally Locked By Session : 42

Globally Locked Time : 2018-01-15T14:25:14-05:00

AT w72 show netconf-yang sessions
NETCONF-YANG t v 3 VBT A REFRLE T,
1 -

Device# show netconf-yang sessions

R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore
Number of sessions : 10

session-id transport username source-host global-lock
40 netconf-ssh admin 10.85.70.224 None
42 netconf-ssh admin 10.85.70.224 None
44 netconf-ssh admin 10.85.70.224 None
46 netconf-ssh admin 10.85.70.224 None
48 netconf-ssh admin 10.85.70.224 None
50 netconf-ssh admin 10.85.70.224 None
52 netconf-ssh admin 10.85.70.224 None
54 netconf-ssh admin 10.85.70.224 None
56 netconf-ssh admin 10.85.70.224 None
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NETCONF 70 banpa> 72—y 3 oiR |

58 netconf-ssh admin 10.85.70.224 None

show netconf-yang sessions detail
NETCONF-YANG & v 3 a VB4 5 3@z £r LEJ,
1

Device# show netconf-yang sessions detail
R: Global-lock on running datastore

C: Global-lock on candidate datastore
S: Global-lock on startup datastore

Number of sessions : 1
session-id : 19
transport : netconf-ssh
username : admin
source-host : 2001:db8::1
login-time : 2018-10-26T12:37:22+00:00
in-rpcs H
in-bad-rpcs H
out-rpc-errors : 0
out-notifications : 0
global-lock : None

show netconf-yang statistics
NETCONF-YANG #tiHZ BT 2 A2 R LE T,
1 -

Device# show netconf-yang statistics

netconf-start-time : 2018-01-15T12:51:14-05:00
in-rpcs : 0O

in-bad-rpcs : 0

out-rpc-errors : 0O

out-notifications : 0

in-sessions : 10

dropped-sessions : 0

in-bad-hellos : 0

show platform softwar e yang-management process

NETCONF-YANG D% 7R — MIMBERY 7 =27 OBV ADAT—X AR RLET,

i

Device# show platform software yang-management process
confd : Running

nesd : Running

syncfd : Running

ncsshd : Running

dmiauthd : Running

vtyserverutild : Running

opdatamgrd : Running

nginx : Running
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ndbmand : Running

GE) 7’1 & A nginx I%, ip http secure-server 7213 ip http server 237 /34 A THE I N TV DEHH
WCETINET, 207 a3 T37] JRETAR < TH NETCONF [ZIEFICHEREEL 3, 7=
72 L. RESTCONF (2} nginx 7' 2 & AN METT,

5 1:show platform software yang-management process O 7 4 — )L K M5 BEA

TJ4—ILF BLl

confd a7 4 X alb—Yay F—F

nesd Fy NT—JHER I F A TF—F

syncfd T 5O EH

ncsshd NETCONF &% =7 v =/ (SSH) T —F>

dmiauthd TN REEA L F—T 24 2 (DMI) RiET—F
v

vtyserverutild VIY =N 2—F 4 U5 4 F—F

opdatamgrd EHT =% v 32—V y T—F

nginx NGINX Web #—/3

ndbmand NETCONF 7 —# X— A <3 —

NETCONF 7 0O kO )LDOREE$

EEEH

BEEIE B TZaTFILEA KL

I0S-XE, I0S-XR, 35X ONNX-08 7 | BHZEE 12437 R°F W 575 T Cisco YANG E 7 /U2 T 7
Ty R 7 —bOIFEIERV Y — | AT HIZIE, GitHub VAP b Y 28R L, vendor/cisco
AD YANG 7 —H# T )V V7T 4Ly FUICBEILET, 22 Clk, I0S XE,
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V) —2DEFNEHEHATEET,
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Cisco IOS XE Denali 16.3.1
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L= HET, REOTLRR Xy hU—
T TNA ANEDIEMT — X DRt AL
DIMEZITID 9,
WDa<y RKNEAINELE :
netconf-yang
ZOMEBEIL. KD T T v N T — AT
FIEXNTWE LT,
« Cisco 4000 U — X H— b 2HEAS
R — %

* Cisco ASR 1000 > —X 7 7'
=g P—ER JL—H

« Cisco Cloud Services Router 1000V >/

J—x
Cisco IOS XE Everest ZOMEEIZ. DT T v T F— AT
16.5.1a FHESNTVELE,
» Cisco Catalyst 3650 ' U — X A A v
a’_
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« Cisco 1000 > U — X ¥ — b 2 HHEE
Rl — &

* CiscoASR900 >V — X 7 7' V) /F—
varyP—rvR J—XF

¢ CiscoASR920 > J — X T 7' 4 —
vay —rvR )—XF

« Cisco Catalyst 9500 /A /N7 —~
VAN —X AL vF

* CiscoCBR-8 ) —X )L—#

* Cisco Network Convergence System
4200 > U — X

Cisco IOS XE Fuji 16.9.2 | = oI, kDT T v F 7 +— AT

FEiEINTWE LA,

« Cisco Catalyst 9200 33 & TF 9200L
=X AA vF

* Cisco Catalyst 9300L SKU

Cisco 10S XE Gibraltar | Cisco I0S XE Gibraltar 16.10.1 Ti%, =
16.10.1 OHEIRRDT T v |7 o — BT HEE
INTWELE,
* Cisco Catalyst9800-40 U 1 ¥ L A =
Yhr—7
* Cisco Catalyst 9800-80 U 1 ¥ L A =
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* Cisco Network Convergence System
520 Y —X
Cisco I0S XE Gibraltar | Cisco I0S XE Gibraltar 16.11.1 Ti%, =
16.11.1
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Ay FICFEINTWELE,
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« Cisco 4000 2 U — X H— b 2 HEAS
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%

» Cisco Catalyst 3850 ' U — X A A v
%
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%

e CiscoCBR-8§ ' U —X jL—#

* Cisco Cloud Services Router 1000V
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