REEAEAN—

SFBHEAR— X ) MACsec 51t

REBEA— 2 D MACsec 5 =5{tB§REIL. Extensible Authentication Protocol — Transport Layer Security
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var F— (MSK) #HFLEJ, Zd MSK 75, MACsec Key Agreement (MKA) ~7'& K
VHOEEET Y v m—v 3 F— (CAK) NEHINhET,

FEEAN—ZDMACsec 5 bi%, U E— FRGEELIZr — B AGEFEOWTnEEH LT3
ITSET,

o FAEA AN — 2 MACsec Bf 5L OBRENGEH (1 ~—2)

o AEHEA— 2 MACsec B S L DRIHESRMAE (2 <X—)

o FEREA— 2 MACsec K5 5L OFIFIFIE (2 X—)
FEE AN —Z MACsec B S LIZRET 5 fFH (2 ~—2)
V& — FREEA R U2 EEH 2 — 2 MACsec B E{LORE (5 3—)
12— VABRE & U7 fE X — A MACsec B 5L DR E (12 2—)
FEAAEAR—Z MACsec B 5L OER (19 ~X—)
FEEA— X MACsec B 5LDORRER] (21 ~—)
« ZOMDBEGE (22 X—)

A MACsec 51t DHEREF

WORIZ, ZOFY a— /LTl LI-HiIcBET o) UV —AFHA R LET, ZORIT, V7
=7 JU—2X M//f/f%\i%% EDVR—FREAINTEZDOY 7 b7 VY —R7E
FERRLTWET, ZOMEEIL, BTk RR2WRY . ZAUKEO—#EOY 7 k=7 U Y —
ATHYR—FENET,

TT7 Yy R T7A—LDOYR— b BLRV AT VT Ny =T A A—VOWR— MNIBET L EHRE
Fedk9 %121, Cisco Feature Navigator Z 1] L %4, Cisco Feature Navigator (Z7 2 £ 23 5|2
X, www.cisco.com/go/ctn IZFEE) L £ 9, Ciscocom DT AT MIMLEDHYD FHA,
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HEER Jiy—=x BEREIEHR

SEBE~— 2 o | Cisco I0S XE FEBAEA— 2 D MACsec 5L HEREIL. MACsecH Ak

MACsec iz 5-{t, |Everest U U —A | ;8872 )L — 2 7R — s OFFAEEZLET H 72012, HLiE
16.6.1 WA T b LA L7z 802.1 x AR— I\A»—X@M AL %

fEFH L %9, Transport Layer Security (eap-tls) Zffi f L &
o EAP-TLS A =X Lz ffi ] U CTHARRGEAZ FT L,
YA —kyarF— (MSK) ZEfFLET, Z0
MSK 725, MACsec Key Agreement (MKA) 7’1 k=L
o7 v — a2 $— (CAK) nNEHIhE
7

:FBAZEAR— X MACsec FEE 1L DHIIZE 4
« WAL (CA) r—NRFy hT—ZIZEHESINTWNWD I 2R LET,
« CAREAEA AR L ET,

« Cisco Identity Services Engine (ISE) U U —Z 20 BN ESNTWND Z L 2R L E T,
[ Cisco Identity Services Engine V U — A 23 EBE N A R] #SB LTS,

« W5 DSINT 734 A (CA H—,3& Cisco Identity Services Engine (ISE) ) 7% Network Time
Protocol (NTP) ZMEM L CRMIEN T\ D Z L&A LET, FEBT X TOT A AT
S Tniane | GEAFIIREES L EE A,

¢ 802.1x FRIF L AAA NT A ATREENTWD I L 2R L E 7,

EFAAE R — X MACsec FEE L D &I|#EIF
*MKA iZ, "—F F¥ XA T R—-F SN TWOEFEA,

s MKA DA TRAZEVTF 43R —bFEINFEHA,
e T A U H—T 2 f ATOIFEHESR— XD MACsec BEEALIT Y FA— SN TWWEHE A,

AEBAZE N—X MACsec FESLIZBET 517 %R

MKAMACsec (%, /V—Z DV > 7 THAR— F ZFLTUWET, Extensible Authentication Protocol
(EAP-TLS) Z X % IEE 802.1X A"— h_X—RAFFEZEH LT, 7351 ADKR— FMHD MKA

MACsec % E C& £9, EAP-TLS [IMHARGEZFFAI L, MSK (v XA Z— kv g %—)

ZRAALET, TOF—10, MKA 7o ha /Lo Y o— a2 %— (CAK) 23
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Y E— MREEE G LA E A — 2 MACsec iESitna—L 70—

BENET, T ZAOIEHET. AAA F— S~DOFIEAIC. EAP-TLS 2l L TIat s h

£,

U €t — I\nu..\ul_l: §1EFH LT:EEEﬂ%&_X MACSec H%%'“:o) 4 _)l/ J0—

YTV B ME, XY NT—=IA~AT I EBALLD ETEHERERBT NN, AT, —kT 4
r—=21%, V7Y B NORBFFEAT —HF AESNT, Xy T =T ~DOWELT 7 & R il

T5HT A ATT,
WORNTRT LT, T3 AFE#EEw SN TWES, L—ZX, A— hETEAP 7Y
B heEA— T4 —FOMEFE LU THREL £ T,

=% ED 250D EAP 22—/ 71— ({HB]D EAP v g 1D D) ZRL
N—Z 1Y TV e LT Vv—F 2%~ T 4 r—X
—IFDOHERLTWET,

O
TWET, REDOT7 a—|3,
LLTRLTWET, Foo

Authenticating Server -
AAA Server/ISE/RADIUS Server

A -
- ~
N .
e -
T -
- ~
-
- / Tea
- -
™
-

b R = Supplicant

_______ L3 Connectivity

36618

—— L2 Adjacency
A HE—=T oA AN 8NIx Dl HTDOE—LE LTEREIILTWDIIGEE., V—H DR~ —
CxlI. VB RN — T4 — DO — L EEH L T2 OO EAP Yy 3y (fH

S .
BIOEAP v a v IDEFHOFRLEFEOE Y ay) 7J7u—%EFot vy a v E21ERKL.
WD —LN Y E— NEFEY— (AAA H—/VISE/RADIUS) #{#f L7- EAP-TLS fH AR

SF&E MU AT LET,
FMHGEE ., SRiE T — "L L TED KREVWMACT RLARZRL, A—tv T4 —%a—)
EF L —Z KIS T D 7 m—0 MSK 2NEIR ST CAK 28 H L9,

FOXRTIZ, V—F1TDOMACT RLAWIL—F2OMACT FL ALV /NSNS, EAPE v
vay (HFEO7u—) hHEBENT-vAZ—t v g F— (MSK) 7MKA @ EAP-MSK
ELTHERHENET (b= 113A—8r T4 =2 LT, V—F20 37U B hELT
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B o mamsmmLERE~—X MACsee BB LD —)L 70—

BERE) . ZHICKD., L—F 1 I MKA F— H— L LTHEREL ., L—4% 2 DN EF— H—
L F9,
JL—H2DMACT RLANL—H | ODMAC T RULALD /NS WEEEIE. EAPEY v 3 v

NOEEISNTZMSK GRED7a—) B (HHDONL—FIZLD) MKA @ EAP-MSK & L T
AEn, CAK DEH S ET,

A— jj )[/nnu\nIE €1§FH L :EIEEﬂ%&_X MACsec Hﬁ%ﬁ@ O—)L 70—

ROMUTRT L DI, TS AFTEEE RSN TWES, L—FE, A—F ETEAP %7
Ny heA—tr T4 r—F0OMmGELTHEELET,

WORIEL, V—& ED 25D EAP =2—/L 77— ({HBOEAP v 3 ID %) R L
TWET, Ko7 —F, V=X 1237V e LT, V—F2%8F—8o T 4 r—H
LLTRLTVWET, HFo7e—3F0ifsRrLTWVET,

Local Local
Profile y Profile
i ~__ Router 1 - Router 2 N
l-'f ___ Supplicant — _ i Authenticator ,.-'I

'\\ Authenticator | Supplicant
g
——— L2 Adjacency 2

AVE =T 2 A AN8Ix DO —/L L LTHREINTWDLEA, V—FDORGE~Y F—
Uxlik, vV e -2 T4 O — VL EFEHLT2 OO EAP Yy 3 (fH
BOEAP v~ g v ID AR SFM@LFEAODE Yy ay) 7a—%2Foby g VAIER L.
W7D a—vpna— I VEEREY— N H L7z EAP-TLS fHARRGEAE b U T LE T,

MHEHBIH, B — "L LTEY KREWVWMACT RLRAZEL, A—F T4 r—F— 11—
NEEONL—Z T 5D 7 2 —0 MSK MW 1T CAK & H L E 5,

FORTIX, V—=Z1IDOMACT RLAPL—Z2L D/ WA, eaptyay (HEaD7

=)L LI AZ—t v g % — (MSK) A MKA O MSK & L TfEH S Ed (v—
ZUIA =BT =2 LT, =223 %7V FELTHIEELET), kD,

JL—HF 1B MKA F—H—3E L THEE L, L— 22039 —H— & U THERET 5 2 & DMRGE
IhET,

J—H20 MAC 7 RLADRL—Z1 LD H/hNEWGAETX, eap By v a Vb EAE L7z MSK

(red 72 —) 2" MKA ® MSK & LT, cak 8T 272D SN ET (M OL—ZIZL -
)
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Y E— FREE£ A L -SEBEA—X MACsec 2 tnEE ]

U £ — I‘nnL.\nIE %1§Fﬁ L/T" nIEEﬂi/{ A MACsec H%%'”:@

S
axX ;B
RAYRY—RAL U7 TMKAIZEL D MACsee R ET HITIX, IROZ AT B2 FITLF

—é’_‘O
£ )
Eﬁﬁﬂgﬁﬁio) ax AE
F— RTDAER

FiE

AV RFEEETIa Y BRI
R T 71 |enable ¥iME EXEC £ — K& A x—7 Mz LE T,
e NAT—RKEANLET (FEREINEHE) .

A w 7 2 | configure terminal Ja—)L a7 4 X2 lb— gy B— KNEBith

L/i‘g‘o

R Fw 3 | crypto key generate rsa label label name general-keys | -4, 135 J. OS2V HIZ RSA F— X7 &2 1Ek L £,

modulus size

label ¥— VUV — R&fFEHTHE, HF—XTI2T7~L
EEODYTHIEHLTEET, ZOT7~UME, F—
RT7EHERTD T A MRA LV MZE-oTEREN
T, T EEY YT GmEe, F— XTI
I% <Default-RSA-Key> &\ 9 T ~UL73 H @I fH T
bnEd,

BMOX—U—RE2EHLR2NWEA, Z0avr R
IZILH RSA % — X7 % 1 D4R L £4, BN
EINTHWRWESRIE, 7740 bOF—FHTH
51024 BNMEHINET, ZOMOREY A X&45
ETHI121%, modulus ¥—V— R&ZfEHLE9,

AT v 74 |end it EXEC £— FIZRED £,

X Fw 7 5 | show authentication session interface interface-id FrEInrFtyarotxal)r 4 ATFT—F A%
R LET,

R w 7 6 | copy running-config startup-config UEE) v 74X al—rary 77 A VICRTESR
HRELET,
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SCEP [Z &k 2 &R DERTE

Simple Certificate Enrollment Protocol (SCEP) X, HTTP Zffi ] L TERGER (CA) F o388
(RA) LBfET 5, AP LB 1w 2/ CF, SCEPIE, ZRi JUREHFED®
ZERICR b —RICHER SN D FATT,

FIE

SIBIER—Z D MACsec iE 21t |

ARV RFEEETI 3y

S

ATy T

enable

¥# EXEC £— R& A4 Rx—7 M LET,
e NRAU—RE AN LET ERENTHED) .

ATy T2

configure terminal

Jau—r\ )L ar7 4 F¥al—ay B— N2
]\/\iﬁ—o

ATv73

crypto pki trustpoint server name

R TR RRA bk ORE SR AR Z S L
CT.CANTARMKRAV a7 4FXalb—Tay
F— FEBLET,

ATvT4

enrollment url url name pem

T A ADFEAFERZXE T D CA @ URL &4
E Li‘a‘o

URL WD IPv6 7 R L A THEINCTHTe L EEN B V) F
9, 7= & 21X, http://[2001:DB8:1:1::1]:80 T9°,
pem F¥— U — NiE, FEBFEZEKIC Privacy Enhanced
Mail (PEM) OEERZEML £,

ATvTh

rsakeypair label

AEAEICBEEM T D% — T 2R ELE T,

(GE)  rsakeypair £ (3%, BHEARA - ML —K
LTCWHRERHD £7°,

ATvT6

serial-number none

none ¥ — 7 — N, FEEZERICV Y T AE SN
BENNZ EEARELET,

ATy T17

ip-address none

none ¥ — U — Ri&, fEBAEERIZIP 7 L ANRE
FNRNZEEBELET,

ATvT8

revocation-check crl

BT OFFHENIR Y EHINTWRWT & 2RI 5
FiEE LT CRL 2 ELET,

ATv79

auto-enroll percent regenerate

[ iEBEAR—X 0D MACsec 551t
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spozpz

ARV FFEREETIVa Yy

E:)

HEPEEEN A 2 — T NV TRWEEA. FEHED LB
\27 AT v b & FE)T PKIICERGET D LN
%@i‘d‘o

FIHNETIE, TAARAD AL R—Lb VA
72 (DNS) 472 0NiaEHEBICED HbNE T,

BT OREAEDO AR E D S—k T =TI
L2 EEIT, HTLOVGEEAERER SN D & 912
ETHITIE, percent BE & H L £,

BT E DX =N TIHFET 2HA6TH, FElHE
DOF LWNF—Z 4T 5 IZI, regenerate ¥ — 7 —
REfEHLES,

O —)LA—_"—HDF— XTIy AKR— ~A[HE
e, HLOF—_T b7 ZR— MR T,

WDAX N TAIRA L b a7 4 Fab—
Ta U IERSN, T RXTRT AKR— AR
MEIDPRENET, 1 RSA key pair associated
with trustpoint is exportable. |

Frlnk— 7%, BF = U7 ¢ EORBEIT L
TROIDITERT D L EaHEREL T,

5w 710 |crypto pki authenticate name CAFEREZBUS L T, @REL £7,
ATy 11 | exit Jua—sUL ar 7 4 Xal—vary = REKT
LEJ,
AT 712 |show crypto pki certificate trustpoint name EHERA > N OEAEICET A IEREERLET,
SZEROFHHRTE
CA 73 SCEP %A — F LRWGS, E72id—% L CARIOR Y b T — 7 B R alder/eds
B FHITOREAFREZRET 2I121F, ROEEZFETLET,
FIE
ARV EFERETIVa Yy B8
ATv 71 |enable FiME EXEC E— F& A R —7 /L LET,
e NAT—=FREADNLET ERINEHE)
5w 2 |configure terminal ra—\)Lary7 4 Xalb—yvay '— ReRh
Li—g—o
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SIBIER—Z D MACsec iE 21t |

ARV FFEREETIVa Yy

S

ATvT3

crypto pki trustpoint server name

b oA RAA L R E ORE S ANIZ TS L
T CARTARRA Vb avy T Fal—var
T—FzfmL£7,

ATvT4

enrollment url url name pem

TN ADGEHEER 25T % CA O URL i
E Li‘a‘o

URL WD IPv6 7 K L A TEINTHET L EEN H Y F
9, 7=& 2, http://[2001:DB8:1:1::1]:80 T9~,
pem F— U — FiE, FEBFEZEKIC Privacy Enhanced
Mail (PEM) OB ZEML £7,

ATvTh

rsakeypair label

AEAEICEEM T D% — T ZHEELE T,

ATvT6

serial-number none

none ¥ — 7 — NiX, FERAEZERIZV Y 7AE SN
GENNWZ EERELET,

ATy T17

ip-address none

none ¥ — U — N, GEBEFEZRIZIP Y L ANRE
FNBRVWI L EEELET,

ATvT8

revocation-check crl

V7 OFFAENRYE SN TWRNWI & 2 HERT 5
FEE LT CRL Z# ELET,

ATvT9

exit

Jua—rLar7 4 Xal—gy EB— Kbk
JET,

ATy 710

crypto pki authenticate name

CAREMIEZIFL T, RREL £,

ATy IN

crypto pki enroll name

AERAEESRZ AR L, GEHEY — N2 =B LD
N—=RA T HOITERERTFLET,

T ERERENTD, BEREREATILE
o &z, FEFEERIZT /N 2D FQDN #
IO T7T FLRZEZDLMNEIDERELET,
a2 —/WEARICKR U CREEFEZER 2 2R 27002
DNTHERNTE 77,

WVEEIZIE U T, Base 64 £ 5 {LREW]E %2 PEM ~ v
F—2 T, T FICRRLES,

ATvT12

crypto pki import name certificate

[ iEBEAR—X 0D MACsec 551t

R SNTZREBHEEZ RSG5 a2 Y — ViR T,
TFTP |2 L » CREAELZ A A R— M LE T,

TSA AE, JEEETDY Treq) 205 Tert) [CEHE S
Ni=Z L EBRNT, EROBGBIHERLEZRICY 7
AN EMEH LT, #FFr SR E % TFTP (2
Lo TR L L) LB ET, HkS—itHEDS
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szx O EH L E AanEE ]

ARV FFEREETIVa Yy

E:)

G, YRR T-signert) BE O l-encrert] 23MiH &
nET,

TR AL, ZE LT 7 A NVESNT L CGEHES
MFEL ., FFAEAE AL v F OWNEGEEHET — & ~X—
ZITHALET,

GE)  —E#o CA L, FEAEZE RO HiEX —1F
WAL, YLHBMOGEAZZRITL
F9, ZHEHO CA MBEEHEERO ik
R E BT 2550, WHEMO
FERHES T2 A AR — P LTL &N,
=21, EREINDE 200X — XT D

WIR LR L&A,
2T v 713 | exit Jua—) a7 4 FXalb—arEFE— RNk
FET,
Z 5w 714 |show crypto pKki certificate trustpoint name EHRA  FOFERAFICET 2B mERRLET,
X 715 |copy running-config startup-config (fER) ar74F¥alb—ary 77 AVITRE

ERAFLET,

802.1x

L DB ML & AAA DERTE

Flg
ARV EEEEFET7Ia Y B
AT v 71 |enable Rt EXEC £ — R& A X —7/LIZLET,
e MAT—READLET FRENTHE)

ATFv T2 configure terminal rTa— ) a7 4 X2 lb—3ay B— N2
LET,

AT w73 |aaanew-model AAA A F—TMIZLET,

X w74 |dotlx system-auth-control FNRA A TR2LIX AN LET,

AT w75 |radiusserver name RADIUS $—/SDEE D4 Rij % Protected Access
Credential (PAC) 7'ty a = 7HIZIEEL.
RADIUS #— 3 EE— FEBia L £7,

RATFw 76 |address ip-address auth-port port-number acct-port| RADIUS YV — DT H 7T 4 7B I O T

port-number

A—=HZDIPvA T RL AZRELET,
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SIBIER—Z D MACsec iE 21t |

ARV FFEREETIVa Yy

S

ATy T17

automate-tester username username

RADIUS — "D HEhT A MEREEZAZNZ L E T,

ZDEOIZTBHE. T AT RADIUS $—3(C
T A MBREA v —VEEHINSEE L, T
5O RADIUS JBBE 2R L £, kA v t—Y
INATED Y FHA, R TH-TH, ¥—
NI L T D Z EERLTWALOMEH Y £
A,

ATvT8

key string

T /N4 A L RADIUS %—/3E ORIZEBIT 53T
@ RADIUS ##{E H OB L OB — %2 E L
F7,

ATvT9

radius-server deadtime minutes

WL OO — P FEHRREIC T2 & D
RADIUS % — \DR& R 2HE< L, FHAEEI
oz — NI AF oy TFEINDHLHICLE
T

ATy 710

exit

rya—r L ary7 4 Xal— gy E—RIIREY
\ij_o

ATy 7N

aaa group server radius group-name

725 RADIUS — N R A " &Bl&« DY A k&)
Ko/ n— L, =" N—F a7 ¥z
L— gy B— REBEBELET,

AT T12

server name

RADIUS #— L &) H¥TET,

ATy 713

exit

Ja—)L ary 7 4 Fal—igy E—RIREY
£

ATy 714

aaa authentication dotlx default group group-name

IEEE 802.1x 25 7 # /v N OFRFEH— R Z)—F
ERTELET,

ATy 715

aaa authorization network default group group-name

R N —JEEDT TV b TN—THEEL
iﬁ—o

EAP-TLS 7O 774 I)LE802IX Y LTS v ILDETE
FIE
ATV RERIETIaY B

&

enable

¥i#E EXEC £— K& A 2 —7 /M LET,
e NRAT—FREANLET ERENTZHE) o
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£ 28— 14 ZTH 8021x MKAMACsec =i ]

ARV FFEREETIVa Yy

E:)

5w 2 |configure terminal Ju—N)L a7 4 FXal—ay T— REHB
| =

AT w3 |eapprofile profile-name EAP 7077 A NVEREL, EAP70 77 AL 2
V7 4 FXal—aryE®—RERBLET,

XF w74 |method tls F N4 AT EAP-TLS iRXA=HHZ L £,

AT w75 |pki-trustpoint name FT7FILFDPKI F T A FRA L FERELET,

ATw7T6 |exit Ja—s\ar7 4 Fal—varE—RIREY
7,

Z 5w 77 |dotlx credentials profile-name 8NR.IxZ LT iy 7ar A )LEREL, dotlx
JLVTFrovy)ary7 4 FXal— gy EF—RKE
B L £,

AXFw 78 |username username FEFa—F D ZHRELET,

AT w79 |pki-trustpoint name F 7L FDPKI F T A RRA L FERELET,

AT v 710 |end HrbE EXEC B— RIZREY £,

423 —T x4 XTO 802.1x MKA MACsec £% & 0 FH

EAP-TLS #{#FH L T MKAMACsec A v Z—7 = A ZIZHAHAT BT, IROZ AT ZF(TL

i‘a—o

FIE

ARV RFERRTIVa Y

E[:)

ATy T

enable

¥ifE EXEC T— F& A 2 —T7 MZ L ET,
e NRAT—FREANLET EERENTEZHA) o

ATy T2

configure terminal

Ja—\) a7 4 F¥al— gy E®— KNeBth
l_/\i‘?—‘o

ATvT3

interface interface-id

MACsec A > Z—7 = A ZA&IFEL, A F—T =
A AT 4Fal—a rF—RERBLET,
A B —T 2 RIWEA L H—T = A ATRITN
X720 /A,

ATv74

macsec

A H—T A AT MACsec &1 F—7 /LT L
iﬁ—o

SIRER—2Z D) MACsec 1551t |}



B o mamssm L ERE~—2 MACsee BELORE

SIBIER—Z D MACsec iE 21t |

ARV RFERETI Y S
X w5 |authentication periodic TOR— NOFRHFEA FT—T M LET,
A w 76 |authentication timer reauthenticate interval HERGIREIE AR E L 1,
w7 |access-session host-mode multi-domain RARCA LV H—T oA ANDT VB RAEBZFALE
B
AT w78 |access-session closed A B =T 2 A ADOFEAGGAET 7 B A %Pk L E
—640
ATFvT9 access-session port-control auto AN— FOFAIRELZEHEELE T,
AT 710 |dotlx pae both R—=F%E28RIXK—K T/ VAT UT 4T 4
(PAE) OB TV W b BROA =T 4 r—4
ELTHRELET,
A7 711 |dotlx credentials profile 82.1x 7 LT v T a Ty AN E A, A —T
AZEIY B TET,
AT w712 |dotlx supplicant eap profile name EAP-TLS 7u 77 A )& A L B —T A AZEHY
WVTET,
ZFw 713 |service-policy type control subscriber control-policy | 4 2 % —7 = A4 Z\CHIAEGIEIRY > —25@EH L x
name +.
AT 714 |exit FrbE EXEC £— RIZIRY £,
X 715 |show macsec interface A B —T A4 ADMACsec Dt A FE R LET,
X F w716 |copy running-config startup-config (ERB) v 74Xalb—vay 77 A VCKE

ERFLET,

M _jJ )l/nnL‘.\niE 7&1%% L/T_ ;Eﬁﬂ%&—

=JL =
axX ;B

RA VRV —RA > b U7 TMKAIZ

B

SEBAZEAN—Z D MACsec F5 51t
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X MACsec iE51tD

KET DITIE, WOF AT ZFATLE
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n—hLBIEEEALEEAP 7 L7 o v LoEE [

=, EL—
O—ALWRMEFEALIZEAP I LTV vIILDETE
FIE
ARV RFERETIVa Y ]3]
AT 71 |enable FiME EXEC E— R& A X—7 /M LET,
 NAT—=REANLET (ERSNTHE)
X Fw 7 2 | configure terminal Ja—R) a7 40X alb— gy F— REBG
LET,
AT 7 3| aaa new-model AAA A X—T M LET,
A = 4 | aaa local authentication default authorization default |7 4 )L "Or— B NLFHFB LI RFT 74V hOr—
TIVIBRETEZRE L E T,
2 75 | aaa authentication dotlx default local IEEE 802.1x lIZT 7 /v b u—H /L 22— 438
AEY A P ERELET,
X T 7 6 | aaa authorization network default local g—h)L a—HFOFAFRY A NEERELET,
Z 5w 7 7 |aaa authorization credential-download default local |z— 4,1 7 L5 3 v L OfERICEET 2 XY
A bEBELET,
AT 78 |exit Fi#E EXEC £— FIZRY £,

B—7 )L EAP-TLS

Al &

FIE

REETA DA ILDERTE

ARV RFEEETI 3y

E:)

ATw 71 |enable ¥iHE EXEC E— R& A R—7 /WVIZLET,
e NATU—REANLET (ERINTHE) .

AT w72 |configure terminal JTa—r ) ar7 4 Xal— gy T— RS
L\‘i—g—o

AT w73 |aaanew-model AAA A F—TNMIZLET,

AT w74 |dotlx credentials profile-name dotlx 7 LT ooyl 7ua7 7 A )LEFHEL., dotlx
JLTFrovyaryZ 4 Xal—vary ET— K%
Bt L £ 7,

RXF w75 |username name password password HOL—FIDBLORNRAT— REHFELET,

SIRER—2Z D) MACsec 1551t |}
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B oscercszzmom:

aAv U RFEEETIVaY B

ATv 6 |exit sua—r b ary7 4 Xal—var ET—FIRY
£7

ATFwvwT1T aaa attribute list [ist-name UEE) AAABMEY XA NEZREZFRTEL. BHEY R
harvroFal—varE—RKelhLET,

A5 w78 |aaaattribute type linksec-policy must-secure (EE) AAABMEX A THFRELET,

ATFwT9 |exit su—s L ar 7 4 F¥al—gy B RIRY
i ‘a‘o

Z T 710 |username name aaa attribute list name (EE) =—VIDIZ AAA BMHY X FEFEELE
7T

ATv71 |end ¥EHE EXEC E— RIZER Y £,

SCEP [Z &K A& EXDEETE

Simple Certificate Enrollment Protocol (SCEP) X, HTTP Zf#f L CERiER (CA) F 71388
(RA) EIBET D, YA LB T 7 b2/ Td, SCEPIX, ZRkis LOGEHEDE
ZERCR D —BIICER SN D AT,

FIg
AV RFERETI 3y B#Y
AT v 71 |enable ¥ EXEC E— R& A X —7/LIZLET,
e MAT—=REANLET (FERINTEHA) .

AXFw 72 |configure terminal Ja—nRN) a7 4 Xal— gy EF— R2HlG
Li—g—o

AT w73 |crypto pki trustpoint server name FZARRA L FBLORESINTZL4EIZES L
CT.CANTFAFNRA v har7 s F¥al— gy
E— FERBLET,

ATvT4 enrollment url url name pem FONA ZAMFEAETE R A E(ET 5 CA D URL 55
E I_/i‘a‘o

URL N®D IPv6 7 R L A LFEINCRHTe LB B 0 &
9, 72& 2, http://[2001:DB8:1:1::1]:80 T3,

pem F¥— U — NiZ, FEBIFEEKIC Privacy Enhanced
Mail (PEM) OEEFRZIBMNL £,

ATy 75 |rsakeypair label AEAFICEEM T 2% — T 2REL X,

[ iEBEAR—X 0D MACsec 551t
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scep - £ azR0%E [

ARV FFEREETIVa Yy

E:)

(GE)  rsakeypair £ (%, BHARA - ML —K
LTWORENRH Y £,

ATvT6

serial-number none

none ¥ — 7 — K%, fEHEZERICT Y T AE SN
GENWI L EAIEEELET,

ATy T17

ip-address none

none ¥ — 7 — NiX, FEHIEFZERIZIPT RLARE
ENRNVZEERELET,

ATvT8

revocation-check crl

V7 OFFHENRY EENTWRNWT & 2HERT 5
FEL L TCCRLEZEBELET,

ATvT9

auto-enroll percent regenerate

HEEERE A 2—7 M LET, Znicky, 75
A7 2 MICANSL BEIIZ v — /LA — R —FERRE
EERTEFET,

HENVERERN A 2 — 7 L TRWGA, REHEO K
W27 547 v F&FE)TPKIICERERT 5 0LEN
HFEF,

FIFINEITIE, TRAADRAAL Y FT—L A
7 A (DNS) 472 RAEAEICED L ET,

BUTOREAEO AWM G E D/ S—E T —VIT
L EXIT, HrLvGEENERIND L) I
ET DL, percent 55 &M H L 9,

AT E DX =N T TIMFHET 255 TH, FEHE
OF LNF—Z LT 5121, regenerate ¥ — 7 —
RafEH L £,

O — /LA — =D F— X7 N7 AR — hA[FE
BGE. HLOF—_7 b7 ZR— FARETT,
ROAAL NI TAIRA L a7 4Falb—
Ta LRI, F— XT BN AR — MA[EE
MEIDPRENET, 1 RSA key pair associated
with trustpoint is exportable. |

FLWF— _T7IE, BX 2 U T 4 FoREICk L
THEDITERT D EAHIEL £,

ATy 710

crypto pki authenticate name

CAGEMIEZIGL T, BAELET,

ATvIN

exit

Juau—N)ary7 4 Fal—grET— RRERKT
L/i‘a‘o

ATvT12

show crypto pki certificate trustpoint name

BHEARA > b OREHFICET DR EF R LE T,

SEBAZEAN—Z D MACsec 551t .
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axX ;&

SEROFEERTE

CA BN SCEP W AR—F LARWEA., £1d—2 L CABOX v bU— 27 B SR Al RE72 355
o FEITOEAERGREZRET HITIE, ROEEZFEITLET,

FIE

SIBIER—Z D MACsec iE 21t |

ARV RFERRTI Y

S

AT 71 |enable FEHE EXEC E— R& A RX— 7 LIZLET,
e NMATU—REANLET (FRENTEHE) .

X Fw 72 |configure terminal rTa—\)L a7 4 Xz lb—3ay ®— ARG
LET,

ATvT3 crypto pKi trustpoint server name RS2 hES Y FBLEOREINEARIAES L
T.CAMTFAMKRA VvV Fary 74 Fal— gy
E— FEBBLET,

RTFw T4 enrollment url url name pem F N ANFEAAERE R A EET D CA O URL 15
ELET,
URLND IPv6 7 R L A LFEINCHTe LB B 0 F
T, 7= & 23X, http:// [2001:DB8:1:1::1]:80 T,
pem ¥— U — NiX, FEBEZEKIC Privacy Enhanced
Mail (PEM) OBERAZEMLET,

AT 5 |rsakeypair label AFRAEICBEA T 5 — T AR ELE T,

AT w76 |serial-number none none ¥ — U — RX, FERAZEIRIZT U T LE SN
GENBLNVZ EERELET,

AT w71 |ip-address none none ¥ — U — N&, FEBEERIZIP Y FLARE
ENRNZEERELET,

A7 78 |revocation-check crl BT OFEAENIDEINTWRWI & &2iRT 5
FiEE L TCRLEFRELET,

ATyT9 | exit Ju— )L aryZ 4 Xal—yar ET— Kbk
JET,

25w 710 |crypto pki authenticate name CAGEHEZIGL T, fEEL £,

AT 711 |crypto pki enroll name RERAEECR Z AR L, SEEY—ANZat—B IV

[ iEBEAR—X 0D MACsec 551t

NR—Z " T H-OICERAEFRLET,

Taur P IRFEREINTES. BEERAEALE
9, =& zxif, FEBEERIZT S A D FQDN 1
LFOIP 7 FL2EEGOLNE I MERELET,
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EAP-TLS 7O T 74L& 8021x U LTV v IILDERE .

ARV FFEREETIVa Yy

E:)

o —)UIRRICHRE U CREI E R &2 FoR ™ 5 )\
DONWTHEINTEET,

MBI UC, Base 64 7 5{LAEE %A PEM ~ >
H—Z T T, £ FICERR L ET,

ATvT12

crypto pki import name certificate

R ENTEREEZREGT 5 2 Y — LR T,
TFTP (2 L - CFEAELZ A VA R— M LFET,

TR AR, JEEETY Treq) 205 Tert) [CEE S
N2 L ZBBRWT, BEROFEIHEN LR T 7
A NG LT FF S TCREIE A TFTP (2
FoTHHBL L) LA ET, Higd—itEDS
A PR [-signeert) 3B KO l-encrert) 2MiEEH &
nE7,

TNA AT, ZAE LT 7 7 A VST L CGIEEZ
WREL., REHEEZ 24 v FONERGEHET — ¥ X—
AITHALET,

GE)  —#8 CA X, FEMEEROAZRY —IF
WAEMEG L, LA EMNOFERAELZRITL
F9, TGO CA MFFAEE RO ik
X —iFMa AT 25450, WHEND
FEREFE T EZ A AR —FLTLIEEV,
N—HE, EREND 200F— X7 O
WTILBEHA LER A,

ATy 713

exit

Jua—Lar7 4 Xal—gy EB— Kbk
JET,

ATy 714

show crypto pki certificate trustpoint name

{BHEARA > P OFERAFICET DM E R L ET,

ATy 715

copy running-config startup-config

EE) a7 4Xa2lb—ay 77 A VICEE
PRFELET,

EAP-TLS 70774 I)LE802IX Y LTV v ILDERTE

FIE

ARV RFERRTO Yy

=)

&

enable

¥iME EXEC E— R& A R—7 MIZLET,
3 /\OX ]7*‘ F%Aj} L/i—j« (gﬂiéﬂfl%é}) o
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SIBIER—Z D MACsec iE 21t |

ARV FFEREETIVa Yy

S

5w 2 |configure terminal Ju—N)L a7 4 FXal—ay T— REHG
=

AT w3 |eapprofile profile-name EAP 7077 A NVEREL, EAP 7077 AL 2
V7 4 FXal—arE®—RERBLET,

XFw 74 |method tls FNA AT EAP-TLS iRXA=HHZ L £,

AT w75 |pki-trustpoint name FT7FILFDPKI F T A FRA L FERELET,

ATw7T6 |exit Jua—sar7 4 Fal—arE—RIREY
7,

Z 5w 77 |dotlx credentials profile-name 8NR.IxZ LTy 7ar A )LEREL, dotlx
JLTFrovy)aryZ 4 Xal— gy E—RKE
B L £,

AXFw 78 |username username FEFa—F D ZHRTELET,

AT w79 |pki-trustpoint name FT7 )L FDPKI F T A RRA L FERELET,

AT v 710 |end HrbE EXEC B— RIZREY £,

423 —T x4 XTO 802.1x MKA MACsec £% 7 0 FH

EAP-TLS Z#{#FH L T MKAMACsec A v Z—7 = A ZZHAHAT BT, IROZ AT ZF(T L

i‘a—o

FIE

ARV RFERRTIVa Y

E[:)

ATy T

enable

¥i#E EXEC T— F& A 2 —7 MZ L FET,
e NRAT—FREANLET ERENTEZHA) o

ATy T2

configure terminal

Ja—\) a7 4 F¥al— gy E— KeEth
l_/\i‘?—‘o

ATvT3

interface interface-id

MACsec A > Z—7 = A ZA&IFEL, A v F—T =
A AT 4Falb—a rF—RERBLET,
A B —T 2 RTWEA L H—T = A ATRITI
X720 /A,

ATv74

macsec

A H—T A AT MACsec &A1 F—7 /LT L
iﬁ—o
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EE~—2 MACsec iESbiE ]

ARV FFEREETIVa Yy E]:g]
X w75 |authentication periodic ZOR—NOFEBIMEA RX—TMIZLET,
A w 76 |authentication timer reauthenticate interval HERGLREIE AR E L 1,
5w 7 |access-session host-mode multi-domain RARIA LV E—T oA ANDT 7B RAEBZFALE
R
AT w78 |access-session closed A B =T 2 A A~DOFRAGRET 7B AZ[IE L E
—640
ATFwT9 access-session port-control auto AN— FOFAIRELZHEELE T,
AT w710 |dotlx pae both K= % 80RIXK—h T/ ®ATUT 4T 4
(PAE) OH 7 VA XA —k T4 r—4
ELTHRELET,
AT 711 |dotlx credentials profile 8N.IxZ LTy TadrANVEAL LA —T =
ZITEID HTET,
X T w712 |dotlx authenticator eap profile name EAP-TLS A—% > T4 —% a7y A V& A
HZ—7 A R ZEHDHTET,
AT 713 |dotlx supplicant eap profile name EAP-TLSY U H o b Fuard 7 A Nl X —T =
A AZEHID B TET,
R T 714 |service-policy type control subscriber control-policy | A4 > % —7 = 4 ZZHAZHIARY > —%2@HLE
name 3+,
AT v F15 | exit ¥ EXEC £ — NIZRY £7,
Z w716 |show macsec interface A B —T 2 A ADMACsec DiEME TR LET,
AT w717 |copy running-config startup-config (EE) = 74Fa2b—vary 774 /WIHEE

ERIFLET,

REBAE AN —

9, KIT,

X MACsec FE=S{LDHIER

SFAAEA— 2 D MACsec K S DOFRE & ffeid 3
show =~ RO H 116 %7K~ Liﬁ“o

IZiZ. RO show =t~ R&EfEA L

show mka sessions =~ > KX, 77 7 ¢ 772 MACsec Key Agreement (MKA) 7' |k

anldOty v a rrOMEESFERLUET,

Device# show mka sessions

Total MKA Sessions....... 1

SEBAZEAN—Z D MACsec 551t .
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Secured Sessions...
Pending Sessions...

SIBIER—Z D MACsec iE 21t |

Interface Local-TxSCI Policy-Name Inherited
Port-ID Peer-RxSCI MACsec-Peers Status
Te0/1/3 74a2.e625.4413/0013 *DEFAULT POLICY* NO

19 74a2.e625.4c22/0012 1 Secured

1000000000000000000000000000000000000000000000000000000000000000

show macsec status interface interface-id | &, & ZilcA & —7 = A ZAD MACsec A

TS AEHRE R LET,

Device# show macsec status interface te0/1/2

Capabilities:

Ciphers Supported:
Cipher:

Confidentiality Offset:
Replay Window:

Delay Protect Enable:
Access Control:

Transmit SC:
SCI:
Transmitting:

Transmit SA:
Next PN:

Delay Protect AN/nextPN:

Receive SC:
SCI:
Receiving:
Receive SA:
Next PN:
AN:
Delay Protect AN/LPN:

GCM-AES-128 GCM-AES-256
GCM-AES-128

0

64

FALSE

must-secure

T4A2E6254C220012
TRUE

412
99/0

T4R2E62544130013
TRUE

64
0
0/0

show access-session interface interface-id details (%, S ESNT-A v F—T A ADT 7
Ay g VT OFEMERE R R LET,

Device# show access-session interface tel/0/1 details

Interface:

TenGigabitEthernetl/0/1

ITIF-ID: 0x17298FCD
MAC Address: £f8a5.c592.13e4
IPv6 Address: Unknown
IPv4 Address: Unknown
User-Name: DOT1XCRED
Status: Authorized
Domain: DATA
Oper host mode: multi-host
Oper control dir: both
Session timeout: N/A
Common Session ID: 000000000000000BB72E8AFA
Acct Session ID: Unknown

SEBRZEAR— X (D) MACsec FE =1t
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Handle: 0xc3000001
Current Policy: MUSTS 1

Local Policies:
Security Policy: Must Secure
Security Status: Link Secured

Server Policies:

Method status list:

Method State
dotlxSup Authc Success
dotlx Authc Success

SEEAE X — X MACsec g5 1t D% EHl

#l: - REBAZ D Bk

Configure Crypto PKI Trustpoint:
crypto pki trustpoint POLESTAR-IOS-CA
enrollment terminal
subject-name CN=ASR1000xl@polestar.com, C=IN, ST=KA, OU=ENG,O=Polestar
revocation-check none
rsakeypair mkaioscarsa
storage nvram:
|
Manual Installation of Root CA certificate:
crypto pki authenticate POLESTAR-IOS-CA

5l - 802.1x FREED AL & AAA DEXTE

aaa new-model
dotlx system-auth-control

radius server ISE

address ipv4 <ISE ipv4 address> auth-port 1645 acct-port 1646
automate-tester username dummy

key dummyl23

radius-server deadtime 2

|

aaa group server radius ISEGRP

server name ISE

|

aaa authentication dotlx default group ISEGRP
aaa authorization network default group ISEGRP

SIRER—2Z D) MACsec 1551t |}
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B 5 erns Joor s s LT v LORE

5l : EAP-TLS 7O 7744 J)LE8R2AX VLTV X IILDERTE

eap profile EAPTLS-PROF-IOSCA
method tls

pki-trustpoint POLESTAR-IOS-CA
!

dotlx credentials EAPTLSCRED-IOSCA
username asrl000@polestar.company.com
pki-trustpoint POLESTAR-IOS-CA

!

Bl: 43— 4 XTD8021X. PKI. & & U MACsec DE%TE DA

interface TenGigabitEthernet0/1

macsec network-link

authentication periodic

authentication timer reauthenticate <reauthentication interval>
access—-session host-mode multi-host

access-session closed

access—-session port-control auto

dotlx pae both

dotlx credentials EAPTLSCRED-IOSCA

dotlx supplicant eap profile EAPTLS-PROF-IOSCA
service-policy type control subscriber DOT1X POLICY RADIUS

ZTDMDSEEH

BEE
BEIEE TX=aT7ILEA ML
CiscoIOS @z~ K Cisco IOS Master Command List,
All Releases
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SEBAE A —2 () MACsec FE51t
zomwnszay |

EPEREYS] IZaTILEA R

TX=2U7 4 av R + [Security Command
Reference: Commands A to
ol

+ [Security Command
Reference: Commands D to

LJ

+ [Security Command
Reference: Commands M to

R]

+ [Security Command
Reference: Commands S to

VA

ZEESKURFC
Z4E/RFC 24 LU

IEEE 802.1AE-2006 | Media Access Control (MAC) ¥ =V T 4

IEEE 802.1X-2010 | R—hF XR—2ADRXy NV —7 77 EA a2 kr—/L

IEEE Media Access Control (MAC) &% =V ¢ (IEEE 802.1AE-2006 D{&
802.1AEbw-2013 1E) : Extended Packet Numbering (XPN)

IEEE 802.1Xbx-2014 | ;R— h _R—Z2 D% v NU—2 727 ¥ Az hr—/L (IEEE802.1x-2010
DIETE)

RFC 4493 AES-CMAC 7 v =) X 1

SRADTHYZAIL YER—+

B >y

[ZECPH £ 417 Technical Assistance D354 [F5] http://www.cisco.com/cisco/web/support/index.html
DOURLIZT 7 EBALT, YAap7 7 =)V
PAR— b ERKRBIIEHLTEZEN, 2

DY —RF, YT T =2T A A N—

NMLTHRELEY, AT 7 /0

C—IZBT A HEANIBE A R LT T 572
DIFEH L T2, 2D Web A kLD
YV — VT 7 AT HERIL, Cisco.com D a7
AU IDBLOVIRAT — RRNLEECT,
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