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3. license boot level {adventerprise | advipservices |ipbase}
4. exit
5. copy running-config startup-config
6. reload
FlgD 4
AU RFEREET7TIVa Y B8
AT w71 |enable ¥t EXEC £ — R& A XA —7/LICLE T,
fl NAT—=RuE AN LET (ERINESEE) .
Router> enable
A 7 2 | configure terminal Ja—R_) a7 4 F¥alb— gy EF— ReBts
f5l LET
Router#configure terminal
AT = 3 |license boot level {adventerprise | advipservices |ipbase} |2 T A o A &2 A R —T I LET,
Bl G¥) 2?2 =~ % technology-package =~ o N
Router (config) #license boot level adventerprise LEHIERAL, V—F T R—FENT
WDV 7 Ry =T Ny lr—U L BRRE & il
ABLET,
25w 74 | exit Ja—r )b a7 4 Fal—ary ET— REKT
f5l - LET,
Router (config) #exit
AT 75 | copy running-config startup-config HEXRFELET,
f5l
Router#copy running-config startup-config
AT 76 |reload N—4%Va—RKLET, Y7 =T RNyr—v
Bl &7 T 4R P BHITEY B— FRSETT,
Router#reload

1
KIZ,

Router>enable
Router#configure terminal

W7 A v 22T 7T 4 = b ohlem L ET,

Router (config) #license boot level adventerprise

'write'
Router (config) #exit

% use

command to make license boot config take effect on next boot

Router#copy running-config startup-config

Router#reload
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EULAZ N H—F DA, v X —T 2 A~y TEEEI MRV ERTELET, BDEIZSLT
DT 7 arw2FITLET,

stepl:

Device#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) #crypto isakmp policy 1

Device (config-isakmp) #encryption aes

Device (config-isakmp) #hash md5

Device (config-isakmp) #group 2

Device (config-isakmp)#lifetime 86400

Device (config-isakmp) #authentication pre-share

Device (config-isakmp) #exit

step2:
Device (config) #crypto isakmp key cisco address 10.10.0.0

step3:

Device (config) #crypto ipsec transform-set trans esp-aes esp-md5-hmac
Device (cfg-crypto-trans) #mode transport

Device (cfg-crypto-trans) #exit

stepéd:

Device (config) #crypto map mapl 10 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.

Device (config-crypto-map) #set transform-set trans
Device (config-crypto-map) #set peer 10.10.0.0
Device (config-crypto-map) #match address 101
Device (config-crypto-map) #exit

stepb:

Device (config) #access-1list 101 permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
Device (config) #access-1list 102 permit ip 100.100.100.0 0.0.0.255 100.100.100.0 0.0.0.255
Device (config) #exit

step6:

Device#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) #int GigabitEthernet0/0/1

Device (config-if) #crypto map mapl

Device (config-if) #end

YVIrDTT7REES A 2 XAD EULA DEER

WOBNL, V7 h =T UEMHERED EULA OFGREZRLET,

Router (config) #redundancy
Router (config-red) #mode
Router (config-red) #mode sso
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PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR LICENSE KEY
PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH PRODUCT FEATURE CONSTITUTES
YOUR FULL ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU

ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco, together with
an additional payment. You may use this product feature on an evaluation basis, without
payment to Cisco, for 60 days. Your use of the product, including during the 60 day

evaluation period, 1is subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EULIKEN .html If you use the
product feature beyond the 60 day evaluation period, you must submit the appropriate
payment to Cisco for the license. After the 60 day evaluation period, vyour use of
the product feature will be governed solely by the Cisco end user license agreement
(link above), together with any supplements relating to such product feature. The
above applies even if the evaluation 1license 1is not automatically terminated and
you do not receive any notice of the expiration of the evaluation period. It is your

responsibility to determine when the evaluation period is complete and you are
required to make payment to Cisco for your use of the product feature beyond the
evaluation period.

Your acceptance of this agreement for the software features on one product shall

be deemed your acceptance with respect to all such software on all Cisco products
you purchase which includes the same software. (The foregoing notwithstanding, you
must purchase a license for each software feature you use past the 60 days evaluation
period, so that 1if you enable a software feature on 1000 devices, you must purchase
1000 licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of your acceptance
of this agreement.

ACCEPT? (yes/[nol): yes

Router (config) #

Bl ov—BTRES A 2 XD EULA D AR
WoHNE, 77V r—a UILEMEEED EULA O&GEZ R L E T,

Router (config-red) #application redundancy

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR LICENSE KEY
PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH PRODUCT FEATURE CONSTITUTES
YOUR FULL ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU

ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco, together with
an additional payment. You may use this product feature on an evaluation basis, without
payment to Cisco, for 60 days. Your use of the product, including during the 60 day

evaluation period, 1is subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EULKEN .html If you use the
product feature beyond the 60 day evaluation period, you must submit the appropriate
payment to Cisco for the license. After the 60 day evaluation period, your use of
the product feature will be governed solely by the Cisco end user license agreement
(link above), together with any supplements relating to such product feature. The
above applies even if the evaluation 1license 1is not automatically terminated and
you do not receive any notice of the expiration of the evaluation period. It is your

responsibility to determine when the evaluation period is complete and you are
required to make payment to Cisco for your use of the product feature beyond the
evaluation period.

Your acceptance of this agreement for the software features on one product shall
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be deemed your acceptance with respect to all such software on all Cisco products
you purchase which includes the same software. (The foregoing notwithstanding, you
must purchase a license for each software feature you use past the 60 days evaluation
period, so that 1f you enable a software feature on 1000 devices, you must purchase
1000 licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of your acceptance
of this agreement.
ACCEPT? (yes/[nol): yes

EULAZ N =3B, v X =T 2 A~y TERIEZ MRV ERTELET, LEIZLCT
WDOT 7 arwEFTLET,

stepl:

Device#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) #crypto isakmp policy 1

Device (config-isakmp) #encryption aes

Device (config-isakmp) #hash md5

Device (config-isakmp) #group 2

Device (config-isakmp) #lifetime 86400

Device (config-isakmp) #authentication pre-share

Device (config-isakmp) #exit

step2:
Device (config) #crypto isakmp key cisco address 10.10.0.0

step3:

Device (config) #crypto ipsec transform-set trans esp-aes esp-md5-hmac
Device (cfg-crypto-trans) #mode transport

Device (cfg-crypto-trans) #exit

step4d:

Device (config) #crypto map mapl 10 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer
and a valid access list have been configured.
config-crypto-map) #set transform-set trans
config-crypto-map) #set peer 10.10.0.0
config-crypto-map) #match address 101
)

config-crypto-map) #exit

Device
Device
Device
Device

stepb5:

Device (config) #access-1ist 101 permit ip 192.168.2.0 0.0.0.255 192.168.1.0 0.0.0.255
Device (config) #access-1ist 102 permit ip 100.100.100.0 0.0.0.255 100.100.100.0 0.0.0.255
Device (config) ffexit

step6:

Device#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) #int GigabitEthernet0/0/1

Device (config-if) #crypto map mapl

Device (config-if) #end

Bl . BEMEZDZ A4t ZAD EULA DR

WOBNL, AIEREZHEEED EULA ORRAZ R~ LET, DEMESEEEL T 7T 4 72T 51
IZ. RO MIB 25 LB T,
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« snmp-server view INTERCEPT VIEW ciscolpTapMIB
 snmp-server view INTERCEPT VIEW cisco802TapMIB
+ snmp-server view INTERCEPT_ VIEW ciscoTap2MIB

Router (config-red) #snmp-server view INTERCEPT VIEW ciscoIpTapMIB included

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR LICENSE KEY
PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH PRODUCT FEATURE CONSTITUTES
YOUR FULL ACCEPTANCE OF THE FOLLOWING TERMS. YOU MUST NOT PROCEED FURTHER IF YOU

ARE NOT WILLING TO BE BOUND BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco, together with
an additional payment. You may use this product feature on an evaluation basis, without
payment to Cisco, for 60 days. Your use of the product, including during the 60 day

evaluation period, 1is subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EUIKEN .html If you use the
product feature beyond the 60 day evaluation period, you must submit the appropriate
payment to Cisco for the license. After the 60 day evaluation period, vyour use of
the product feature will be governed solely by the Cisco end user license agreement
(link above), together with any supplements relating to such product feature. The
above applies even if the evaluation 1license 1is not automatically terminated and
you do not receive any notice of the expiration of the evaluation period. It is your

responsibility to determine when the evaluation period is complete and you are
required to make payment to Cisco for your use of the product feature beyond the
evaluation period.

Your acceptance of this agreement for the software features on one product shall

be deemed vyour acceptance with respect to all such software on all Cisco products
you purchase which includes the same software. (The foregoing notwithstanding, you
must purchase a license for each software feature you use past the 60 days evaluation
period, so that if you enable a software feature on 1000 devices, you must purchase
1000 licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of your acceptance
of this agreement.
ACCEPT? (yes/[no]): yes

show 37> KD H A5

show license EULA < > KD H A5

Router#show license EULA

Feature name EULA Accepted
adventerprise yes
advipservices no
ipbase n/a
avc n/a
broadband n/a
broadband 4k n/a
cube 250 n/a
cube 250 red n/a
cube ent 100 n/a
cube ent 100 red n/a
cube lab n/a
cube video b2btp n/a
cube video b2btp red n/a
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show license all 1< > KD H A4l .

firewall n/a
fpi n/a
fwnat_red no
gtp_addon_aic n/a
internal service n/a
ipsec no
lawful intr no
lisp n/a
nat64 stateful 2m n/a
otv n/a
sgt_fw n/a
sw_redundancy yes
throughput 10g no
throughput 20g no
throughput 36g no
vpls n/a

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH
PRODUCT FEATURE CONSTITUTES YOUR FULL ACCEPTANCE OF THE FOLLOWING
TERMS. YOU MUST NOT PROCEED FURTHER IF YOU ARE NOT WILLING TO BE BOUND
BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco,
together with an additional payment. You may use this product feature
on an evaluation basis, without payment to Cisco, for 60 days. Your use
of the product, including during the 60 day evaluation period, is
subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EULIKEN .html
If you use the product feature beyond the 60 day evaluation period, you
must submit the appropriate payment to Cisco for the license. After the
60 day evaluation period, vyour wuse of the product feature will be
governed solely by the Cisco end user license agreement (link above),
together with any supplements relating to such product feature. The
above applies even if the evaluation license 1s not automatically
terminated and you do not receive any notice of the expiration of the
evaluation period. It is your responsibility to determine when the
evaluation period is complete and you are required to make payment to
Cisco for your use of the product feature beyond the evaluation period.

Your acceptance of this agreement for the software features on one
product shall be deemed your acceptance with respect to all such
software on all Cisco products vyou purchase which includes the same
software. (The foregoing notwithstanding, you must purchase a license
for each software feature you use past the 60 days evaluation period,
so that 1if you enable a software feature on 1000 devices, you must
purchase 1000 licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of
your acceptance of this agreement.

show license all A< > FDOE A4

Router#show license all
License Store: Primary License Storage
License Store: Built-In License Storage
StoreIndex: 0 Feature: adventerprise Version: 1.0
License Type: EvalRightToUse
License State: Active, In Use
Evaluation total period: 8 weeks 4 days
Evaluation period left: 6 weeks 2 days
Period used: 2 weeks 1 day
Transition date: Aug 24 2012 05:14:39
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. show license all 3= > KD A4

License Count: Non-Counted
License Priority: Low
StoreIndex: 1 Feature: advipservices

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License Count: Non-Counted
License Priority: None
StoreIndex: 2 Feature: fwnat red

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License Count: Non-Counted
License Priority: None
StoreIndex: 3 Feature: ipsec

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License Count: Non-Counted
License Priority: None
StoreIndex: 4 Feature: lawful intr

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License Count: Non-Counted
License Priority: None
StoreIndex: 5 Feature: sw_redundancy
License Type: RightToUse
License State: Active, In Use
License Count: Non-Counted
License Priority: Low
StoreIndex: 6 Feature: throughput 10g
License Type: EvalRightToUse
License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License
License

Count: Non-Counted
Priority: None

StoreIndex: 7 Feature: throughput 20g
License Type: EvalRightToUse
License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License Count: Non-Counted
License Priority: None
StoreIndex: 8 Feature: throughput 36g

License Type: EvalRightToUse

License State: Active, Not in Use, EULA
Evaluation total period: 8 weeks 4
Evaluation period left: 8 weeks 4
Period used: 0 minute 0 second

License
License

B CiscoERS A LU ROBEE

Count: Non-Counted
Priority: None

Cisco RS A 22 AN

Version: 1.0
not accepted
days
days
Version: 1.0
not accepted
days
days
Version: 1.0
not accepted
days
days
Version: 1.0
not accepted
days
days
Version: 1.0
Version: 1.0
not accepted
days
days
Version: 1.0
not accepted
days
days
Version: 1.0

not accepted
days
days
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Aw—hK T4 RAIZE ST, ASRI000 7 7V F—vay ) —X —F T Av—F 7T
A2 AD CiscoONE A1 —k L~LDT A B A, [PRX—Z, fLEIP V—E 2 (AIS) .
EERT X —T T4 X —E R (AES) | ET A BV AR EDA AV T4 VA B
FOAN—T > b RT =< A B LAL—T > b, BEOR— DT A AR R—

FERET,

Cisco ONE A A — MZDOWTD

Cisco ONE X 1 — | .

[Cisco ONE Suite] &ML T 720,

CiscoONEX A/ —k SAEBVADT7 VT4 R— 3 UK

FIRDEE

F IR D 48

1. enable

2. configure terminal

3. license boot suite suite-name
4. exit

5. reload

ARV KRFERERETY VY

=)

AT w71 |enable FitE EXEC E— R& A X—7/LICLET,
1 - NAT—REANLET (FERSNTEGE)
Router> enable

A 7 2 | configure terminal Jua—)L a7 4 Xal—ay T— &G
1 - LET.
Router#configure terminal

R 7 3 | license boot suite suite-name ZA—F T4 AEZEILLET,
K GE) oo~y FiE, b, EHRT A 2R
Router (config)# license boot suite DM ET 7T 4 7T HDICHET
FoundationSuiteK9 4+

ATy T4 |exit Ja—s L ar7 4 Xal—var T—RekT
{5“ : L/iﬁ—o
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Router (config) ffexit

ATy 75 |reload N—2%kJa—RKLEST, Y7 TxT AL — %
Bl - TITAN= BT v— FPRLETT,

Router# reload

151
W, AA—F FGA B AEZT 72T 4 _X— T B2 RLET,

Router>enable
Router#configure terminal
Router (config) #license boot suite FoundationSuiteK9

PLEASE READ THE FOLLOWING TERMS CAREFULLY. INSTALLING THE LICENSE OR
LICENSE KEY PROVIDED FOR ANY CISCO PRODUCT FEATURE OR USING SUCH
PRODUCT FEATURE CONSTITUTES YOUR FULL ACCEPTANCE OF THE FOLLOWING
TERMS. YOU MUST NOT PROCEED FURTHER IF YOU ARE NOT WILLING TO BE BOUND
BY ALL THE TERMS SET FORTH HEREIN.

Use of this product feature requires an additional license from Cisco,
together with an additional payment. You may use this product feature
on an evaluation basis, without payment to Cisco, for 60 days. Your use
of the product, including during the 60 day evaluation period, is
subject to the Cisco end user license agreement
http://www.cisco.com/en/US/docs/general/warranty/English/EULKEN .html
If you use the product feature beyond the 60 day evaluation period, you
must submit the appropriate payment to Cisco for the license. After the
60 day evaluation period, your use of the product feature will be
governed solely by the Cisco end user license agreement (link above),
together with any supplements relating to such product feature. The
above applies even if the evaluation license is not automatically
terminated and you do not receive any notice of the expiration of the
evaluation period. It is your responsibility to determine when the
evaluation period is complete and you are required to make payment to
Cisco for your use of the product feature beyond the evaluation period.

Your acceptance of this agreement for the software features on one
product shall be deemed your acceptance with respect to all such
software on all Cisco products you purchase which includes the same
software. (The foregoing notwithstanding, you must purchase a license
for each software feature you use past the 60 days evaluation period,
so that if you enable a software feature on 1000 devices, you must
purchase 1000 licenses for use past the 60 day evaluation period.)

Activation of the software command line interface will be evidence of
your acceptance of this agreement.

ACCEPT? [yes/nol: yes

)

% use 'write' command to make license boot config take effect on next boot

Router (config) #

*Nov 6 01:48:34.023: SLICENSE-6-EULA ACCEPTED: EULA for feature FoundationSuiteK9 1.0
has been accepted. UDI=C3900-SPE100/K9:FOC14440KXB; StoreIndex=3:Built-In License Storage
Router (config) #exit

Router#write

Router#reload
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ZTDMDSEERH

ZOETIL, Call Home #EEEICEIET 223 E G2 HHA L £,

BEE M
BEIEH 24 kL
CiscoIOSXE =z~ K [Cisco I0S Master Commands List,

All Releases.]

Smart Call Home ¥ — B AN EIR L7 A 22 531 22 | [Smart Call Home User GuideJ
Web 7 7 ¥ AT 5515, £ TEEIZE 21TV,
UTNEALT IT— et TRy U= 1]
Atz m E LU CERORILEX D HiEEZR L ET,

T_RCORIHEBEOERICT 7 A3 5 7= Cisco.com | [Cisco Smart Call Home site]
@ Smart Call Home O A k ~_X—,

CiscolOSXE V7 b7 =7 ONABF— A 7 F A 7 7 | [CiscolOS XE Security Configuration

F v (PKI) &REFERORE Guide: Secure Connectivity,]
R
R 24k
L

COMBEE TR — FINDIFHOEREE -1 IEE I NEE I F¥A, T2, | —
BEFEOEREDO Y R— MIZESHTWERE A,

MIB MB®D'Y >y

CISCO-CALLHOME-MIB | 3R L7277 & h 7 4 —24, CiscolOSXE Y7 b7 =7 U U —2Z,
BEOT74—Fx £y hOMIB OBFERF LAY a— T 5
121X, D URL IZ# % Cisco MIB Locator Z i H L F 7,

http://www.cisco.com/go/mibs
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o
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(Field Notice 257 7 & R)
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TEET,
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T 2T 5L, Cisco.com D—H ID BL
INA T — R MLEETT,
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http://www.cisco.com/cisco/web/support/index.html

Call Home 289 45 #4RE1R R

TT R TdF—bDYR—=FBIRNY 7 b 2T A A=V DOV R— MIETAERERRT D
21, Cisco Feature Navigator Zf# J] L £ 9", Cisco Feature Navigator #1325 &, $rED Y 7
=27 VY=, T4 —F ¥ &y b EEFTT7Y b7+ —2%H K — 925 Cisco I0S
XEDQY 7 FUxT A4 A—T%&HRBITEET, Cisco Feature Navigator (213,
http://www.cisco.com/go/ctn 7257 7 E A LE7, Ciscocom DT 7Y MILEH Y £H A,

Y

GE)

TOMHERMORITIX, FFED CiscolOSXE V7 hv =7 U U —ZARECHREEDOREREZ R —
4% CiscolOSXE VY 7 b =7 VU —ZAFPFRRENTHET, HICHIZENTW2RNVE
D, CiscolOSXEY 7 hU =7 U U —ZAFEDOHKKHD Y V—ATH ZOMWEZ T R—FLET,
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