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1. configureterminal

2. call-homereporting {anonymous| contact-email-addr email-address} [http-proxy {ipv4-address
| ipv6-address | name} port port number]
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Z w71 |configureterminal JTa—\ )L a7 4 X2 b—3ay ®— RERG
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Device# configure terminal

R 72 |call-homereporting {anonymous| contact-email-addr | { > =2~ R&EH L T4 T? Call Home D K

email-address} [http-proxy {ipv4-address| ipv6-address
| name} port port number]
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Device (config)# call-home reporting
contact-email-addr email@company.com
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configure terminal

call-home

profile CiscoTAC-1

destination transport-method http
active

exit

contact-email-addr email-address
exit

service call-home
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10. exit
11.  copy running-config startup-config
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Device# configure terminal
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Device (config)# call-home
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i - D7y AN ar7 4 Xal—3ary ET— Neh

LET,

Device (config-call-home) # profile CiscoTAC-1

AT w74 |dedtination transport-method http (HTTPS Z ] L TW 535G DAHZ) hitp D A >
bl - T VERETRERE LET,
Device (cfg-call-home-profile)# destination
transport-method http

AFwv 75 |active ST a7 A NEA X —T M LET,
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Device (cfg-call-home-profile) # active
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Device (cfg-call-home-profile)# exit

RXFw 77 |contact-email-addr email-address BEDE A=/ T RLAZEDYBTES, E A —
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Device (cfg-call-home) # contact-email-addr
username@example.com
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Device (cfg-call-home) # exit
AT F9 |service call-home Call Home #§re 4 4 r—7 WIZ LET,
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Device (config) # service call-home

AT v 710 |exit Ta—N)L ary 74X al—vary EB— REKT
i - L. H# EXEC £— FIZREY =7,

Device (config)# exit

ZF w711 |copy running-config startup-config D EE NVRAM [R5 L5,
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Device# copy running-config
startup-config
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1. configureterminal
2. servicecall-home
3. noservice call-home
FIED ¥
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AT w 71 | configureterminal Jua—N)L ary7 4 Xal—iay FT— ARG
15“ : ]\/\i‘a—o
Router# configure terminal
R T 72 |servicecall-home Call Home #REZ A X —7 /VIZ L E T,
fi
Router (config) # service call-home
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no service call-home
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Router (config) # no service call-home
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configure terminal

call-home

contact-email-addr email-address
phone-number +phone-number
street-address street-address
customer-id text

site-id text

contract-id text
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Z w71 |configureterminal ra—n)ary7 4 Xal—ary F— NG
1 LET.
Router> configure terminal

5w 72 |cal-home CallHome = 7 4 X a2 b — g F— R&BBL
f ER
Router (config) # call-home

2 7 3 | contact-email-addr email-address BEDETA—IL T RLAZEVYCTES, B

1

Router (cfg-call-home) # contact-email-addr
username@example.com
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AT 7 4 | phone-number +phone-number (EE) BEOEMEFEZHI Y TET,
f5 GCE) FRIEIHSTTTIA (+) SLFTHED,
Fyva (o) EEFREINEGEENRD LD
Router (cfg-call-home) # phone-number LTSN, B 16 CFETANT
+1-222-333-4444 XET, AR—AEREBDLHE. ANNE
_ESI A (¢7) THODMERHY E
7T
AT 75 |street-address street-address (IEE) RMA HasDBELIEE TH DR O(ERT 2 E
i - DETET, RKR200XFETADNTEES, X
R=2A %GO LA, AWNELE _EyHF (<)
Router (cfg-call-home) # street-address “1234 THDLENH D £,
Any Street, Any city, Any state, 12345”
AT 76 |customer-id text (ER) W AZ~—IDZHEELET, K64 LT
i - EFTANTEET, AN—2ZE0LEE. ADN
Rae _HmEI A/ () THOSLERD D £7°,
Router (cfg-call-home) # customer-id
Customerl234
ATy 77| Ste-id text (£E) WAX~—DOV A FID ZRELET, &
B - K200 XTFETANTEET, AN—R&2G0LY
By ANAFEZ ZHSI ARG (¢7) CTHLULERH D
Router (cfg-call-home) # site-id £7,
SitelManhattanNY
AT 78 |contract-id text (EE) NV—FITEEDOEKID ZHEELE T, &
i - K6ASLTFETANTEES, AN—2ZTD LY
Ay AAFE B A/ () CTHLDLERH D
Router (cfg-call-home) # contract-id £7,
Companyl1234
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Device# configure terminal

Enter configuration commands, one per line.

Device (config)# call-home

End with CNTL/Z.

Device (cfg-call-home) # contact-email-addr username@example.com
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Device (cfg-call-home) # phone-number +1-222-333-4444

Device (cfg-call-home) # street-address “1234 Any Street, Any city, Any state,
12345”

Device (cfg-call-home) # customer-id Customerl234
Device (cfg-call-home) # site-id SitelManhattanNY
Device (cfg-call-home) # contract-id Companyl234

Device (cfg-call-home) # exit
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CallHome #§6E(1X. T 7 4 /L N TIHET 7 7 1 772 CiscoTAC-1 L WD LEIDOFFIIER I N
077 ANERMELFET, CiscoTAC-1 72 7 7 A /LZ. Smart Call Home —E X T HT %
TEEAMELTEBY, ZOY—E A% Call Home FEAE TA R — 7 WM T 5 72D DFFE DB
BRIEFIANMETYT, 207177 A VIZET HFEMICONTIL, EFRKFEHD CiscoTAC-1 41
T 7 ANOHERESRL TS,

KON EBIET e 7 7 A VI ETEET,

e Ty AN AP EROL T BT 7 AN —BIZHRT 5T, e A
AL 31 X FETTRLFEDLFIERSNERA, o7 7 A 04 & LCalldfEHT
XFEHEA
HREHE T T — NERETHTEDDIEA =X L (E A—/LE 72T HTTP (HTTPS%
=) ) .
s A—PEROGILT 0T 7 A VDG, EA—/VINT 74/ BT, EB L ETZITM
FORIERA T = AL A F—T I TEET, MO EET 4 v—T7 T DL,
E A— /LA F—T W20 7,
e HOMUDERINTZCiscoTAC T 7 7 A VDFE., WTFNNDIREA T =R L%
AR =T M TEETN, FRFZIEA F—T7 M TEER A,
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BT RLA . 77— b5 2L HFIEICEELZEREOT KL X,
Call Home D/ 3—< 5 > 3 TlX, CiscoTAC-1 727 7 A LD EEE TEFE T,

A=V T I FORBIEATHIA VBN, 2V EEELE T T A
NOWXA T a i, e THRAN, Ya— b TFA M, £REXMLTY, T 74
U RMI XML T, ERFADIATITAC 707 7 A LDOHA, XML LAMEH T £4
Aus Cisco Smart Call Home — E 22T 54556, 567 v 7 7 A /WL XML A »E—
V7 —<y NTRITFNERY ' A,

A=Y AR 5 A =T ORRYA X, AL, 50 ~ 3,145,728 /31 b
T, T 74V 3,145,728 /34 h T,

LAR— b FHE: 777 A NVDOEDT —2 % LR— FT50%RINTXE£J, Smart Call

Home M7 — 4 X° Smart Licensing 7 —# %702 7 7 A MLV AKR— N T&FEF, Av— K 7
LSBT TF—=EDOULR— I, VBT 7T 477 a7 7 A4 )LD TDI

RS ET,

* Anonymous Reporting : B ID #EADEFIZTHLIBRTEET, Zickb, #&5l
HMBEESINET A,

cEHLDHDLT T — N TN—T~DOXGk  FEHOBLFEAERT T 77— b 7 —F G
THZENTEET,

Z TR, ROEEIZOWTHAL 9,

2 LUNSELRTO T 7 A ILDIERL
BLSEE T B 7 7 A L RER L. BET D10, REFTLET,

{1

FIEDOEE

configureterminal

call-home

profile name

destination transport-method email

destination address email email-address

destination preferred-msg-format {long-text | short-text | xml}
destination message-size bytes

active

exit

end

NGO RAEWN=

-
°©

F IR D FH

ARV RFERRTI VA Y E]:g]

RAFw 71 |configureterminal Jua—r~)Lary 7 4 F¥al—gy E— REElh
15'] : Li—é—o
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ARV FFEREETIVa Yy

S

Devicet configure terminal

AFwF2 |call-home CallHome > 7 4 ¥ =2 L — 3 0 F— R&BMB L
1 - E3
Device (config) # call-home
RTwF3 |profilename RS NT=564E 7 1 7 7 A L4 O Call Home 56 55~
i - 07y AN ALy 7 4 FXal—3ay T— Neh
LET, BESINZmET a7 7 A VBFELRN
Device (config-call-home) # profile profilel e MRS ET,
A w74 |destination transport-method email EE) BT A—NDRAvE—UlEEFREREL
1 F9, ZXUIT 74+ B TT,
Device (cfg-call-home-profile)# destination
transport-method email
AT w75 |destination address email email-address (WZE) CallHome A vt — V% E(ET A5 ET
5l - A T RUARBGELET,
Device (cfg-call-home-profile)# destination
address email myaddress@example.com
ZF w76 |destination preferred-msg-format {long-text | UEE) T2 A =R ERELET, T
short-text | xml} 7 4V X XML T,
1 -
Device (cfg-call-home-profile)# destination
preferred-msg-format xml
RTw 71 |dedtination message-size bytes (EE) k7 m 7 7 A NVORKRGEHRA vE—
B - YA X (50 ~ 3145728 XA 1) ZRIELET, 7
7 4V MEIE 3145728 /A R T,
Device (cfg-call-home-profile)# destination
message-size 3145728
ATy 78 |active L) sme7e 77 AN A X—T M LET,
Bl - T 74N N TR, 22— ERT 1T 7 A IERIE
oA F—T 70 £,

Device (cfg-call-home-profile) # active
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Fnrr 4 LoELE—FoxE [

ARV FFEREETIVa Yy

E:)

ATw 79 |exit CallHome%G 7 a 7 vy A/ a7 4 F¥al—v3
il - Y E—RFZH&T LT, CallHme 27 4 F = L—
TaryEF—RIZREY ET,
Device (cfg-call-home-profile)# exit
AT7v 710 |end ¥EHE EXEC £— RIZERE Y £,
1

Device (cfg-call-home) # end

JOJ7(4ILDEZE—FD

=L

G A&

BFEO7Tv 7 7 A Veat =L TH LWL T 07 7 A VEAERT 5I121E, IROFNAICHEVF

D
FIEDOHE
1. configureterminal
2. call-home
3. copy profile source-profile target-profile
FIEDEEHE
ARV EFEREET7TOVa Y B#
R w 71 | configureterminal JTa— )L a7 4 X2 lb—3ay B— REBG
1 - LET.
Device# configure terminal
AT v J2|cal-home CallHome =7 4 ¥ a b—a v F— FEBIAL
f ER
Device (config) # call-home
R T w 7 3 | copy profile source-profile target-profile RO T e 7 7 A LRI LR ECTH LWEe
I - BTy A NEERLET, ThEROBRIERO &
BH T,
Device (cfg-call-home)# copy profile profilel
profile2
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75—k TIL—T~DEER

\}

TI— M ITNN—TF, TRTONL—FZ THR—FENTWB CalHome 77— FE2H LN LEH
EFRLIEY 7y FTF, CallHome 77— MIF A 7T LICHOT 77—k T —TFI2 70—
TeEET, ROT T — b Z—T70MERFRE T,

* Configuration

* Environment

* Inventory

* Syslog

* Crash

KT T — b ITN—TDRENA X NI [T7T7— 8 =70 (X heavwy K] R
LCWET, 79— 7NV —F Ao E—2ONRFIL 1A v E—0ONE] ISR L TWVET,

ST T AN EICZET LT 7— N I —T % | DEITEERIRTE £,

GE)

CallHome 77— MiZ., £® CallHome 77— R EFENTWNWDET T — k Z—T1T&EEI N
TWASHET a7 7 A MILDEEEINEREAL, BT, TI9— M I NN—T %A F—T T
DHYVENH D F 9,

Configuration % 721 Inventory 77— k /L —7 255707 7 A VEBEFETHE, FEELZ
RN EMRNC E 73RN T 7 —h I —TF A v —VaZETHLIBRTEET,
EEHEIT, koVPhoriccE£7,
* Daily : 24 FFH OR¢R]: 53 TZZ0 hhemm (1] © 14:30) TEETHRLAZfREL £,
* Weekly : day hhomm & W H BN THRER LRI ZFEE L E T, T 2T, day [FHEH 2 A ~L
77 hLEF (B : monday) .
* Monthly : date hhmm & WO BT 1 ~31 OH LEELEZHELET,

Ayt—UERELEME

$E4c 7 1 7 7 A /L%, Environment, F721% Syslog 77—k ZN—FIC&GETHE, AvE—
COBREIZESNCT I—F IV —7 Ay —V&EETILEVEZRECTEET, 4
HTa 77 ANMIRHRESNTZLEVEL Y BIEVWERED A vE—1F, 5EICERFEINEYE
A/O

-

GE)

syslogs L'~/L73 10S CLI 41 L CEE L7256, B LUVMEN 10S LSt 7 mERicd 7'a
SNE—RER, ZRLDOT Y A0S IC & o THEEE DK syslog A v — U % %15 L7<
720, 10S D@ CPU YA 7 V% ThER] LET,

RIZ., [catastrophic] (L1 9, B L ~ULA ) 75 [Debugging] (L~L 0, BEL~L
DEAR) OERELZZRET LH-DICHEHENLIF—V— M2 -ERRLET, ERXRELEVVE

Ei—]

Call Home DEXTE
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\}

vy

7

BEENTWARWES,
Ao — O AHBIC,

2FvFravravrruzrogz |

77 4V M debugging (L~L0) TF, 727 L, RUAH—ZR2
F7 4 MRS E A,

GE)

CallHome DEKEIT, AT A AvE— aX o ZVOEREL TR 5,

R1:EKREE syslog LRILDIYEVY

LA | F—7—F |Syslog L)L |EiBA
)%
9 catastrophic| %24 7z L T MU — 7 BRICER IR EENEE L TWET,
8 disaster 3472 L Ty b= IZEKRREENROET,
7 fatal 22 (0) AT AMERARTRE R R,
6 critical 7Z—h 7T 4 FVIRIREE, T2l BICIEE S,
(1)
5 maj or HIE (2) HRRIRAE,
4 minor 77— (3) |EEZRiREE
3 warning  |#/5 (4) HEREE,
2 notification | j@%1 (5) HARM BB L OERA v =T, EBHRLA
VW, BEMEORWREE T,
1 normal e (6) BHERIBICR D 2 & &R THEHEA < b T,
0 debugging | 73w 7 TRy T k=,
(7)

AFyToayvbav R YR MDEE
AFwFrvay havry R URARNERETDICNE. ROFIEEZFEITLET,

FIRDHE

aprwN =

configure terminal

call-home

[no| default ] alert-group-config snapshot
[no| default ] add-command command string

end

Call Home %% [



B sossrs—nAr7vavons

Call Home O |

FED FF 4
OV FERET7IV3 Y By

R 7w 71| configure terminal Jua—s\ v ar7 4 Xal—vay E— KERh
1 - LET.
Device# configure terminal

AT 72 |cal-home CallHome 2> 7 4 ¥ a2 L —3 3 F— RZBMBL
1 - ERR
Device (config) # call-home

X w 73 |[no|default ] alert-group-config snapshot 2FyFavhar74 XFal— g EF—F
5l - I LET,

no £7-it default =2~ Kk, A v 7 av b=

Device (cfg-call-home) # alert-group-config < REHIBRL £,
snapshot

R 7 4 |[no]| default ] add-command command string Snapshot 77—k Z)L—7|Za~r RE&BMLE
i - T, no £z default =~ KiZ, xfintba<

RZHIBR L £7,
Device (cfg-call-home-snapshot) # add-command « command string : Cisco 10S =< K, FRET
show version 128 i?('@_o

AFv 75 end “TL, REZRTFELET,

1

Device (cfg-call-home-snapshot)# exit

— R EFA—IIL AT a Vv DHETE

A—IL H—I\DEFE

B A= Ay e—VIREEHEHT A3, Y7 A= VR T e 2L (SMTP) &

A=) Y= T FLRZDREH 1D

RETLBENRDHY £, RRNTHR S DDAV

= NERIZK L, RK4ODDNRN 7T v TEL AN P —NRERETEET,
A=)V = RERETDHHEL. ROTA RTA 2B E LTI,
Ny I T TEFA—N Y —NF, BB T7TA4Y T 4 FFEMHEH LT, mail-server

avy Fai) iRy EERTEET,

N

« mail-server priority number /X7 A —% X 1 ~ 100 ([ZEXEFHETT, 7T7A44 VT 4 &b
B (FT7AF VT 4 B GPRBIED) V=2 Ryl L3,

. Call Home D% E
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FIEDHE

F IR D FH

— R ETA =N AT g VERE

configureterminal
call-home

sender from email-address
sender reply-to email-address
sour ce-inter face interface-name

®NO GO A WN A

vr fvrf-name

sour ce-ip-address ipv4/ipv6 address

A= 4—noEE |

FTHIE, ROFMEZHENET,

mail-server {ipv4-address| name} priority number

ARV RFFEERTIVa Y

=)

AT w 71 | configureterminal JTa— ) a7 4 X2 b—3ay B— FEEG
15“ : L/iﬁ—o
Device# configure terminal
R T 7 2|cal-home CallHome 21> 7 4 ¥ = L —i g E— F&ZBAL
15“ : ij—o
Device (config) # call-home
Z 5w 3| mail-server {ipv4-address| name} priority number FETA— I P — N T RLREE Y YT, BEFL
5l - DT A=/~ SNORRNRT T4 AU T 1 %
FOYTET,
Device (cfg-call-home) # mail-server WKONWTNIEIEELET,
stmp.example.com priority 1
cBFA—NH—OIPT FLREI
c B AN P RDOTERERM A A 4
(FQDN) (64 SLF¥£T)
1 GREDTTAFI T 4) 16100 &IEDTZ A
FVT4) DT ITAFVT 4 F5&E0ETET,
A7 7 4 |sender from email-address ({£#) Call Home & - A —/V A v E&—Y D [from]

1

Device (cfg-call-home) # sender from
username@example.com

T 4=V RIZRRENDEF A=V T RLAZED
YUCET, T RVREEE LR TGEIE, B
FDBAA—N T RLUAMERENET,

Call Home %% [



Call Home OB |
B 5 —smwnszs—nrroay

ARV RERFTIay =)
R T 75 | sender reply-to email-address (fLE) CallHome #E 1 A —/L A v 1&—D [reply-to]
- T AN RICRRENDETA—LT RLAZED
MCTET,

Device (cfg-call-home) # sender reply-to
username(@example.com

AT 7 6 | source-interface interface-name Call-Home A vt — V% EETLH720DRETLA v
Bl 4= = A A4 EH D B TETS,
interface-name : BT A vV X —7 = A A4, KRE
Device (cfg-call-home) # source-interface 1% 64 ST
loopbackl

GE)  HITP A vt —V DL, BETA 4 —
Tz A A/ ERET DI, Tr—r3L
a7 4F¥a2b— a3y E— RTiphttp
client sour ce-interfaceinterface-name =~ >~
FEfFEHLET, Zoavr Rk, 5
INAADTXTOHTTPZ A4 7 > FAAE]
CRIETLA v F—T = AEHHTESL K

I F9,
AT 71 |source-ip-addressipv4/ipv6 address Call-Home A v — Y ZEETHODORETIP T
151 - KL Z2&E DY TET,
- ipvd/ipv6 address : FE{5 0 1P (IPv4 E 7213 IPv6)
Device (cfg-call-home) # ip-address T RL A, e REIT 64 TFETT
209.165.200.226
A5 7 8 |vrivrf-name (f£E) CallHomeE A —/L A vt —T%%ET S
i - VRF A U AL v AZFEE L E T, VRFZFEE LR
L. Ta— S =T 4 T =T AMER S

Device (cfg-call-home) # vrf vpnl 5

GE)  HTTP A v k&—VTlE, ¥ETA L H—
7 = A A3 VREIZBEA T BTV 55
A, /a—rarZ 4 Xal— gy
&— N T ip http client source-interface
interface-name =~ > RZHL 4, =
Da<wy KX, T35 ADOFTXTOHTTP
74T M LTSS VRE A
VAB U ALRRELET,

Bl . — R A AT g

WOFITIX, —fRHIRBFA—NL 7 g 2R LTOVET,

. Call Home D% E
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e 7ox s v—roE ]

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# call-home
Device (cfg-call-home) # mail-server smtp.example.com priority 1
Device (cfg-call-home)# mail-server 192.168.0.1 priority 2
Device (cfg-call-home) # exit

HTTP J 0% 4—/\DIEE

%5561 CallHome HTTP (S) A v —Y 2B ETHOICHITP 7Y —RE2FRTET HIZ
X, ROFNEEFITLET,

FleD#HE
1. configureterminal
2. call-home
3. http-proxy {ipv4-address | ipv6-address name} name
F gD FEH
AU RFERET7TIV3 Y B#J
Z 5w 71 |configureterminal Jua—N)Lary7 4 Xalb— gy E— NeBth
1 - LETS

Device# configure terminal

T 72 |cal-home CallHome 2> 7 4 X2 b —3 g F— REBLEL
B - E3

Device (config) # call-home

27 v 73 | Nttp-proxy {ipvA-address| ipv6-address namey name | HTTP Bk o> 7 12 % & <247 L 29,
1

Device (config)# http-proxy 1.1.1.1 port 1

Call Home » v t—< M Ciscol0S A< > KEEITT 51D AAASREED A +— T Ik

AAA GRREZ A 3 —7 /L2 LT Call Home A v & — Y DI DI Z A 2 —7 /W2 % Cisco
I0S 2~ F&FATT 51003, ROEEZFATLETS,

Call Home D% E .



. syslog ROy ) VT DEERTE

FIRDEE

F IR D

configure terminal
call-home
aaa-authorization

Ll

Call Home OB |

aaa-authorization [username username]

ARV RFEEETIa Y

E:)

ATy T

configureterminal

1 -

Device# configure terminal

Ja—r )L arz 4 Xalb— gy T— REBith
L/i—a—o

ATv T2

call-home

1

Device (config) # call-home

CallHome = 7 4 X =2 L — 3 — F&BBL
F7,

ATvT3

aaa-authorization

1 -

Device (cfg-call-home) # aaa—authorization

AAAFRREZ A R —T7 W LET,

G¥) T 74V FTlE, AAA FBEIL Call Home
TT 4 EB—T7NTT,

ATvT4

aaa-authorization [username username]

1

Device (cfg-call-home) # aaa—authorization
username username

A DI D—FLEfRELET,

s usernamevuser : 7 7 # /L O —HF4 T
callhome T3, & AEFEIT 64 LFTT,

syslog RO R VT DHRE

FIEDHE

. Call Home @

CallHomesyslog A vE—Y D 2Au > M) U 7% A F—TNEIET =712 L, CallHome
syslog A v B—U 20 I LIEE SN2V E 22T 512id,. ROFIEEEITLET,

1. configureterminal
2. call-home
3. [no] syslog-throttling

s
it



| call Home D3 E

F IR D

Call Home T—% TS5 1 N\ —DEHE .

ARV RFEEETIVa Y

=)

AT 71 |configureterminal rua—r\ ) ar7 4 X¥alb—3iar T— RElh
i) LETS
Device# configure terminal

A5y 72 |call-home CallHome 2> 7 4 ¥a L— 3 ¥ T— REHAL
i =7
Device (config) # call-home

AT 7 3|[no] sysog-throttling Call Home syslog A v EZ—Y DAy MU V7 & A

1

Device (cfg-call-home) # syslog-throttling

F—TIWNEIET 4 B—7 /LI L, CallHomesyslog
Ay B—UREIRLEESNRNE I LET,
T 7 4/ T, syslog A vE—Y Ay N oo
A R —7 LT,

CallHome T—% S AN —DHRTE

data-privacy =2~ KX, HED T T AN —%Ri#ETH1-DIC, IPT KL AR EDT—X O
AT T E{TWE T, data-privacy 2~ REA Rx—T7 T HE, KEODT—XD
AT TR EITolo L FIC CPUMMRICHELKITT I LNH Y 3, BIE, show

running-config all & show startup-config data DFXE A > E— T ZFRWNT, show 2~ > RO )

FIRDEE

FIRD

FERIZAZ T T I THERE A,

1. configureterminal
2. call-home

3. data-privacy {level {normal | high} | hostname}

ARV KRFERRETY Va3 Y

=)

A w 71 | configureterminal JTa— )L a7 4 X2 lb—3ay EB— FEEG
15“ : L/ij‘o
Device# configure terminal

AT 72 |cal-home CallHome 2> 7 4 ¥ a2 L —3 a2 F— RZBEL
15“ : iTo

Device (config) # call-home

Call Home %% [



Call Home OB |
| R L

ARV KRFERERTI VA Y B #
R 7w 7 3| data-privacy {level {normal | high} | hostname; 2=YDTTA N —Z R T HIDIT, FAT=a
Bl - T4 X2l —=val Ty ANDT—FERAT T EY

JHEL L F9, 7 7 4L hO data-privacy LLIE
Device (cfg-call-home) # data-privacy level normal T4,

high (G¥)  data-privacy 2~ R&A X —T7MIZT D

L REOT—HDRY Z v T %

iTo7- & 2 CPU EHRITEEL KITT
ZENHY ET,

enormal : TRTOEHEL L avw L RE AT T
BB LET,

«high : BEHEL~L <= 0 RIZMA T, IP RAA
VELIPT RLADa<wy RORT T ThL
ATV ET,

e hostname : & L~L 2= RIZNx TAHRA
DA<y ROAT Ty T EZITNET,

G¥) —HOT T b T F—ATIE, BEA Y
BTV DORA NLEARAT T TS S
L. Smart Call Home JLEEAS R4 5 Z &
DY ET,

BETOT 74 ILDIEE
ZOHETH, 77 7 A NVTEITTEDLINL DD X AT IZHOWTIHALET,

BETOT7AILDT I T4 TIEELVETY T4 Tk

TEFEW I CiscoTAC-1 71 7 7 A V&R E .+ T? Call Home 5655 7 1 7 7 A /L DMER IR IC
HEWWICT 77 4 W0 ET, 777 A 02T WA LRWERITZ, 2077741
T VT 4TI TEET, CiscoTAC-1 a7 7 AL, TT7ANVNTIET I T 4 T &72o
TEY, FHTZET 774 7T HDHERHY £7°,

ST O T s ANET VT 4 TERIBIET 7T 4 TICT DI, ROFIEZFATLET,

Flan#EE
1. configureterminal
2. call-home
3. profile name
4. active
5. no active
6. end

. Call Home D% E
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sxTnornozizsE ]

FIED M
ARV FERET7IV3 Y By
AT 71 |configureterminal rua—r\ ) ar7 4 X¥alb—3iar T— RElh
15“ : Li—a—o
Router# configure terminal
AT 72 |cal-home CallHome 2> 7 4 ¥ a2 L —3 3 F— RZBBL
1 - ERR
Router (config) # call-home
R T 73| profilename fRE S5~ 1 7 7 A /L ® Call Home %6557 1
11 - TrA)ar7Z 4 Xal—yar ET— REBRBL
T3, BESKESLE T 07 7 A VINFEIE LR
Router (config-call-home)# profile test (DAY 1% S
AT 74 |active ST U T T A NEAF—T I LET, T T
i - T, LT BT 7 A WIHERRFIC A R —T b
2720 £,
Router (cfg-call-home-profile) # active
AT 75 |noactive ST a7y AN ET 4 E—T M LET,
1
Router (cfg-call-home-profile) # NnO active
A7 76 |end CallHome 3ic 77 7 A/ a7 4 ¥ b— 37
i - Y= RERT LT, 55 EXEC T— FIZRY £
j—o
Router (cfg-call-home) # end
ETOT7AILDEFER
BEfF D70 7 7 A NVOARIEEET 521X, WOFIEEZIATLET,
FlIEDHE

1. configureterminal
2. call-home

3. rename profile source-profile target-profile

Call Home %% [



Call Home OB |
B =750 ciscotac1 58 077 4 LOER

FED
AR EERRTIVa Y B

R 7w 71| configure terminal Jua—s\ v ar7 4 Xal—vay E— KERh
i) LETS

Router# configure terminal

R 5w 72 |cal-home CallHome 2> 7 4 X2 b —3 3 v F— REBLEL
1 - £

Router (config)# call-home

R 7 3 | rename profile source-profile target-profile BEDOY—A 77 A NVDLHEZEER LET, TNE
1 NOBBPITRO LBV T,
« source-profile : BEfFD 7' 11 7 7 A VD4 i & o
Router (cfg-call-home) # rename profile2 ELET,
testprofile

« target-profile : BEfFO 7" 11 7 7 A LD LA Ei
EHELET,

£25HD CiscoTAC-1 5B T O 7 7/ ILDEA

CiscoTAC 1 7va 7 7 A /L%, Cisco Smart Call Home ¥—E X T4 57212, Call Home #
BRCHEMNICRESNLTOWET, Z07a 77 A /UliL, 56EETA—/NLT KL A HTTPS
m&ﬁ&@%m@kﬁ\%iU%mKMMmm% EREBETDHEODT 75NV DT T —
F =T REENTOET, 585 E T A—/LT KL A, HTTPSURL, A vE—IEA7R L,

—HORMEITELE TEETA,

B A—/LFEILHTTP #5252 # H L T, Smart Call Home —E AD/Ny 7 = K H—3 L
WETEET, 7744 FTIE Gmmm17m774wi%77%4ffkw T 7 4V
NOERIEFEE LTEFA—AMEHENET, EFA—MEEELHEHT LI, 2078
T ANEAX—TINITHEFTT, 7=72L., HTTPS Z4 L T) Cisco SmartCallHome
P—ER X7 =TT 77 A NEFERTIHEEIL. 077 A NVEA T—T b
T D720 TR, ROFNIRT LT, #EELEL HTTP ICEE 5 2 & b METT,

Router# configure terminal

Router (config) # call-home

Router (config-call-home) # profile CiscoTAC-1

Router (cfg-call-home-profile) # destination transport-method http
Router (cfg-call-home-profile) # active

Smart CallHome % — B A &R E T 25 72O OB MBI T 2 55DV TlX, SmartCall Home
P —bEAZ VP R—195LHIZCallHome ZiRTET D HEEZSHRL T EE0,

Call Home 707 7 1 JL DR E DR

CallHome D 7' 1 7 7 A L% JE % R8T % 121&, showcall-homeprofile =~ > K& H L £,
FEAEES K OWIZ DWW T, Call Home s ETH MO ETRE SR L T ZE 0,

. Call Home D% E
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call Home =0T w2 [

Call Home B{E D FEE1E

$FEFE O Call Home W18 % FE) TE(E TX £9, Call Home #B{E 2 E(ETHI121F. ZOHEDE
EEFTLET, Z2TE. WORNFIZOWTHRBALET,

CallHome 7 X + X vt — T DFEIE(E

call-hometest =~ RZFEHL T, =2—FEFXD CallHome 7 A b A vt —T A RETEFE

j—o
FIEDOHE
1. call-hometest [“test-message”] profile name
FIED M
AT RFEEETIVa Y Br
2w 71 |call-hometest [“test-message”] profile name BEINISERT a7 7 A NVICT AN A =%
1 - EELET, 2=V EBZBOT AN A v E—=VDTF

A MIMEEBRETTN, AX—AREGENDIHLEIC

Router# call-home test profile profilel |[I&. SIAFF () THEMERH Y 7., Z—E

BDOA V=V NRESNTORWES, T 741
F Ay bE—UREESHET,

CallHome 75—k FIL—T A vt —CDOFEREE

call-homesend 2~ REHH LT, FFEDOT 7 — K IV —T A v —V 52 FEITHEETEE
7

CallHome 7 7 — bk 7= A vt =V 2 FHTHET L2 HEIE, ROFEBFHIIHE-> T
S,

e T 4 Falb—ay, Elldlnventory 77— h VL —T X FETEEFETEET,

cFEHTT 7— M N —T Ayt —VEEHL, WETR 77 A NAERETDHE, Ay
=V, TR T ANDT I T AT AT —H A BERAT —F A ETITEREORE
WZBRAR <, ST 7 7 A VITEE SN ET,

« Configuration £ 721% Inventory 77— ks 7 /v —7 X v —T &2 FECREL, sk 07 7
AN EFRE LRV E | normal £72ITFREINTZT 77— F Zb—T ~DEMII BRI
BESNTZT /74787077 ANTRTUA v E—UREEFEINET,

* Diagnostic 7 7— F V=7 A v —UZFETEBIL, 58k 07 7 A VA EZFRE LR
WE L AvE—Uld BBESNEAR Yy FED BBZBHRER LD b EREREMENT T
DRI N5k T v 7 7 A VTEEFE SNET,

CallHome 77—k ZNV—7" Ao —U % FET R A —F 2120, ROFNEIZHENFE T,

Call Home %% [



B catttome S5 S ULK— FERDRIE

FIRDEE

F IR D

1.

Call Home OB |

call-home send alert-group configuration [profile name]

2. call-home send alert-group inventory [profile name]

ARV RFEEETIVa Y

B8

&M

call-home send alert-group configuration [profile name]

1 -

Device# call-home send alert-group
configuration profile CiscoTAC-1

TR T 7 AND 1D FEESNLTWDIHE) £
TR I N TNDTRTO5ILET 1 7 7 A /LI
Configuration 77—k 7V —7 X v —TU &KL
\i j—O

ATy T2

call-home send alert-group inventory [profile name]

1

Device# call-home send alert-group
inventory

T 774 ND1 D FEESNTWDHEHE) £
TIFBE SN TCWDA TR TComkL 7T 7 74 VT
Inventory 77—k Zb—7 X v —TaEEFLE
7

Call Home i LU LR— FERDE(E

call-homerequest =~ > RZFEHT 5 &

VAT MMEREVAIGEEFETEET, ZOLFR—

ME, VAT AFEAOAERRINB L OEREZRMIE L E T, Bx 2V T ¢ 0%E BEmoN
T MREREIE, a<v L RV 77 L0 ARl SEIFERLVR—-MEERTEET,

Call Home SATE LNV AR— FEREZ FEICEET 254,

ROFEFBFHIIE> TS IZEN,

e profilename Zf5ET 5 &, FERIZT v 77 A MIEEINE T, Te T 7 A ADBRES
NTWWEA . FRIL Cisco TAC 7' 7 7 A JWZIRE SE T, Call-home R Tix,
AR =T VRS> TWRWZEET a7 7 A NVEFHTEES, ZEET 2T 7 AL T
X, BES— N oA DHESNTWVDIES AN T RLAEZEELET, ZEHE 0
TrANEHEHAT DL, ERA Y E—U% Cisco TAC IR T &, Smart Call Home V- —t
ANBINEEZITRD Z ENTEET,

» ccoid user-id /X, Smart Call Home =-— D&k ID T9, user-id ZHET 5 &, A ITH
e —PFOWF A —L T FLRICHEE SUET, userid 2458 LI, REET A

A ADBIEEEA A —NL T KL R|IZ

EESNET,

CHERTDBVLR— DA A TEEETDHIF—U— NIZESNHT, ROFEPEINET,

- config-sanity : BIfEDEITa L T 4 F a2 L—3 3 COHEREEIRICET H1EHR,

* bugslist : FATH DO AN—T 3 VB X OBEEH STV D HEREDBEFI D /N7,

« command-reference : Ef72 7 4 F 2 b — 3 (T

SR 7,

. Call Home D% E
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w

» product-advisory : Product Security Incident Response Team (PSIRT) %845, PSIRT (Z
IE. Xy MU= NOREICHEL 52 5 AlRetEn o 5B (BOL) F 723 Moekk T
(BOS) %+, & %\ Field Notice (FN) 2 E £ ET,

Cisco Output Interpreter * — /L7 55088 KON AR — MEROER Z2EET 521X, RO TFEIC

TEWET,
FIEDHE
1. call-homerequest output-analysis “show-command”
2. call-homerequest {config-sanity | bugs-list | command-reference| product-advisory}
FIED
AU RFEREET7TIVa Y =[]
27w 71| cal-homerequest output-analysis “show-command” | 4347 & L CHE/E L 7= show =~ > RO %(E
i - LET, show =~ FiE, 5l HF () TR
BHYET,
[profile name] [ccoid user-id]
i :

Device# call-home request output-analysis
“show diag” profile TG

AT 72 |cal-homerequest {config-sanity | bugs-list | 43HT & LT, showrunning-configall 35 J O} show
command-reference | product-advisory} version 2w RAREOEED I~y Kty O
f5l H&EEFELET, £/, cal homerequest

product-advisory %7 a2~ RIZIZ 9T _XTHA
[profile name] [ccoid user-id] VR TI—h I N—T a<w s RREENTWE
i - 9, call-homerequest =~ > KDOHITIRET D F—

U— RNiE, RERVR— DX A THRLET,

Device# call-home request config-sanity
profile TG

451
WIZ, 2—HHEED show 2~ > ROSHEROHF %27 L E T,

Router# call-home request output-analysis "show diag" profile TG

120aAT U RFERIFATVR YR MHOOAT Y FHEAAYE—CDFEIEE

cal-homesend =~ > RZFH LT, CLILa~v> REFE{TL, a~vr FHHE T 2 a£7-13fE
EDBEFA—IL T FLAICEETEET,

avy FAZRET L5613, ROEFEFHICHE> TIESW,

Call Home D% E .



Call Home OB |
B ooo~ rErEavs R UR MEOITY AL v E—SOFEIAE

cJI0OSa~v Yy REFIFIOSaZ~v U FUAMELT, I RXTCOEVa2—VHDOa<w L REED
T, FEDOFE{Ta~r REfETEEd, a~r FiL, 5[ () THDXLERHD £
j—o

o lemail] ¥—TU— R&ZSoTEFA—IN AT aEZBRL, EFA—ILV T FLALZE
ET DL, avr FHEAEZOT7 FLRZKREENE S, B A=/ A7 a6 HTTP
F7va B RRELRWGAE, IR EDO — v ABERE S LILIr 77X X MBI
C Cisco TAC (attach@cisco.com) (Zi6{8 SNE T,

o lemail] ¥—7— K% Thitp] ¥F—TU— RFLHELRWGAE, =7 7F X MEAE XML
A v —UEROM G TH—ERAERFEV/LEL SN, B A —VOHLHITICH—E R
HEREFFVDRINET,

HTTP A7 a U &HEE L TWAHEA. CiscoTac-1 711 7 7 A )L D%a 4 HTTP % 721X HTTPS
URL 3565t & LTl & E9, Smart Call Home 7 HHEF A —/L 7T L AICA v E—
PEETDHE Y, SEDETFA—NLT FLAZRETEEd, 2—HL, 5iED0BE T A —
NT RUVAETLESREZONVTN O EAIRET DLERHY £T (MAZHEETLIZ LD
TEEY) .

avy FeRTL, a3~y FHAZEET 2123, ROFIEELFIATLET,

FIEDHE
1. call-homesend {cli command | cli list} [email email msg-format {long-text | xml} | http
{destination-email-addressemail } ][tac-service-request SR#

FIE D
ARV RFERIETI a3 B8

R 7w 71 |call-home send {cli command | cli list} [email email |CLIE£7iZCLIY X EFEITL., EFA—NLFE7IZ
msg-format {long-text | xml} | http HTTP S CH A ZEE L4,
{destination-email-addressemail } ][tac-ser vice-request
SR# * {clicommand|clilist} : 1 >®10S =2~ FNE /=
Bl i (1) TXEI-7) I0S=~> KU R F&tf

ELET, TRTCOEV2— LT Havr

Router# call-home send “show version; show FEGD, HHWHun 37y REFETSE
running-config show inventory” T InbOIvy FIEGIARE () TRt

emailsupport@example.com msg-format xml HRHY ET,

e email email msg-format {long-text | xml : Z ®
email 77> 3 UINBEBIRS NV TWAIGE, FRED
B A—/LT RLAIZANT TR TF AR
B FEIL XML EXTa~y R EE S
. =B RERF SN TOMHEAICETENE
T BFA—NT FLA = RERE S,
FLITEOMGEEET 20BN HY £9, &
FA =T RUABRRESNRWGEIE, ¥ —
ERA YA NEERLETT (F 74V T

. Call Home D% E
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ARV RFERFTIVaY =)

X, v T A MEROGHEIE
attach@cisco.com, XML JEXOHE 1
callhome@cisco.com) ,

http {destination-email-addressemail : Z @ http
I a URBRINTWAEGA, a vy R
771 XML #3C Smart Call Home /X 7 = K
Y= (TAC T 1 7 7 A /L THIE E4172 URL)
WCEESNET,

Ny 2y RYP—= )b E A=/ T KA
WAy E—VZHRETED LI IT,
destination-email-addressemail 5 E T& £,
BWFA—/T RLA B—ERERES, £/
XEOWM G ERRET HMENH Y £7°,

s tac-servicerequest SR# : Y— B A ERE S &R
ELET, BT A—LT RLUABREEI 2N
BAEZ, =RV 7R NEERMLETT,

il

Call Home )

WIZ, CLIL 2~ RO E2—PFREDE A—/L 7 RLRAICKET 02 R LET,
Device# call-home send " show diag" email support@example.com

RIZ, SREFMHIEESIL, r 7 T F A MEAT attach@cisco.com ([ZiE(E S D a2~ N
T OB Z " L ET,

Device# call-home send " show version" ; " show run tac-service-request 123456
WIZ, XML A & — VAT callhome@cisco.com (2355 S5 2~ RHHAIOFIZ R L ET,

Devicett call-home send " show diag" email callhome@example.com msg-format xml

=JL ==

ax AE

CallHome f#fEIZ. Z VT A DNIRV AT DA X b EEA—/LEB LU Web LTl LET,

Ry bV —E R BHFHOELA—I/L, FIE XML =20 HEfESTT 7 ) r—ya v
E OO EIEDT- DT, SEIFERA v —VORANFEHATEET, ZOHMED %N
REREICIE, Xy N —7 R — MR EOBESES—T T Ry NU—7 XL —T 3
YU —~DE A—/LiEH, PR —F Web A b ~D XML DEE, VAIDT 7 =HhL
PR — bk (TAC) TOEFEDEFAERKLDT=8 D Cisco Smart Call Home ¥ — EZADHEH 72 EA H
nET,

Call Home %% [
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B smertcall Home 4 — £ X &4 7K— b4 5 & 512 Call Home R ET 5 75%

Smart Call Home 4 —E X #H7HR— 9 % & 512 Call Home %X E T 5 5%

ATiR S

ZZTiE, A3 T3 AT Call Home #4822 5% L. HTTPS %l L C Smart Call Home
P — VR ELEITIBET DI OICNERZTOMDXIEREEZLT D 12O LB 2/ NREOFENED
WA L E9,

Smart CallHome ¥— B 2 Z5% @& L CTHHT AENIT. IROBMHESREZEZ L TWDH I L 2R L
TL7E&E:

WET DT NA ANFN 2 —ERZBKIORNR L5 TND I L 2R L E T,

* Cisco HTTPS H— & IPHi C& 5 2 L A8 L £ 7

DAY — N X2 T ¢ FEBHELZRG L EF, CiscolOS XE Release 2.6.0 Tl
LR 73 Cisco Systems DY —/N X 2 U T 4 GEAEOHRHFHOTFA MR RLET,

MIIDAJjCCAmsSCEH3Z/gfPgB63EHIN+6eIJNMYWDQYJKOZIhvcNAQEFBQAWGCEXCZAJ
BgNVBAYTAIVTMRcWEFQYDVQQKEWSWZXJIJpU21nbiwgSW5jLjE8MDOGAIUECxMzQ2xh
c3MgMyBQdWJIsaWMgUHJIpbWFyeSBDZXJ0aWZpY2F0aWSuIEF1dGhveml 0eSAtIECyY
MTowOAYDVQQLEzEoYykgMTk50CBWZXIJpU21lnbiwgSW5jLiAtIEZvciBhdXRob3Jp
emVkIHVzZSBvbmx5MR8WHQYDVQQLEXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMB4X
DTk4MDUxODAWMDAWMEFOXDTI4MDgwMTIzNTk10VowgcExCzAJBgNVBAYTALIVTMRCwW
FQYDVQQKEWSWZXJpU21nbiwgSW5jLjESMDoGALUECxXMzQ2xhc3MgMyBQdWIsaWMg
UHJpbWFyeSBDZXJ0aWZpY2F0aWOuIEF1dGhvecml0eSAtIECcyMTowOAYDVQQLEZEO
YykgMTk50CBWZXJpU21lnbiwgSW5)LiAt IEZvciBhdXRob3JpemVkIHVZZSBvbmx5
MR8WHQYDVQQLExXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMIGEMAOGCSgGSIb3DQER
AQUAA4GNADCBiQKBgQDMX tERXVXpOKvTUWpMmR9ZmDCOFOUgRmM1IHPISFIIThbbP4
POOMBRcPO/mn+SXXwc+EY/J8Y8+1R/LGWzOOZEAEAMGAUWQCRXfH2G711Sk8U0Og0
13gfgLptQ5GV]j0VXXn7F+8gkBOvgl zdUMG+7AUcyM83cV5tkaWH4mx0ciU9cZwID
AQABMAOGCSgGSIb3DQEBBQUAA4GBAFFNzb5cy5gZnBWyAT14Lk0PZ3BwmcYQWpSk
U01lUbSuvDV1Ai2TT1+7eVmGSX6bEHRBhNtMsJzzoKQmS5EWR0zLVznxxIgbxhAe71
F6YM40ATIOW/n60RzKprxaZLvcRTDOaxxp5EJb+RxBrO6WVcmeQD2+A2iMzA01KpY
oJ2dazZH9

CALSRIRAVFDEELS L UVEEE

FIRDOHE

Smart Call Home ¥— & 2 HIZ Cisco HTTPS $—/ N & O@E ML T HITIE. v A 2D P —N
X2 VT 4EAEELZES L, BT 50ERNHD 97,

configureterminal

crypto pki trustpoint name

enrollment terminal

exit

crypto pki authenticate name

Tur 7 T EX 2 VT AREHEOT XA A AT £,
quit

yes

end

copy running-config startup-config

©ENS O HWN A

-
°©
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ca b5z hxs v rosassvRE W

FED FH 4
aAv U RFEREEFET7TIVaY B
AFw 71 |configureterminal Ja—s\ L ar 7 4 X alb—3 gy B— REBth
i - LETS
Router# configure terminal
AFw F2 |cryptopki trustpoint name N—HDCA FNFARRA L EHESL, CA N
i - ARRA P ar7 o Falb—vary E—FeH
BLET,
Router (config) # crypto pki trustpoint cisco
RT7w 73 |enroliment terminal FAEHERGC, FEITON v b T F—2 bR
15“ : %*EE Liﬁ‘o
Router (ca-trustpoint) # enrollment terminal
ATy T4 |exit CAFTIARMRA LV bary7 4 Fal— g ET—
i - REERTL, Zo—Lar7 FXal— gy
E— RNIZREY £7,
Router (ca-trustpoint) # exit
Z5w 75 |cryptopki authenticate name Al E CA 2RI L E T,
Bl GE)  CA O4HIIE. cryptopki trustpoint =<
v RCHRESNzname & —E1 2 %LEN
Router (config)# crypto pki authenticate H x4
cisco
ATYT6 | 7r T T, e X2 VT AEHEOTIFA NS | X2V T 4GEHEOT XA FEEELE T,
HEO AT £,
&1
Enter the base 64 encoded CA certificate.
1 -
End with a blank line or the word "quit" on a
line by itself
1
<Paste certificate text here>
ATy 771 |quit X2 U T AFAEAEOT XA hOKDY ZfRELE
1 - kR
quit

Call Home D% FE .
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Call Home O |

ARV KEEEET7Ia Y B
ATvT8 X2 VT AFEAEOATIOZIT ANEHER L E
ER
% Do you accept this certificate?
[yes/no]: yes
ATv79 Tra—)ary 74X al—ay T— REKT
L. M EXEC £— RIZRY £,
Router# end
A7 710 |copy running-config startup-config Z DR EA NVRAM ([Z1R:1F L £,

Router# copy running-config
startup-config

KIZ, Y AADY =X 2 )T (GEAFEOES LRSS

Router# configure terminal
Router (config) # crypto pki trustpoint cisco
Router (ca-trustpoint) # enrollment terminal
Router (ca-trustpoint) # exit
Router (config) # crypto pki authenticate cisco
Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself
MIIDAJjCCAmSCEH3Z/gfPgB63EHIN+6eIJNMYWDQYJKOZIhvcNAQEFBQAWGCEXCZAJ
BgNVBAYTA1VTMRcWEFQYDVQQKEWSWZXJpU21nbiwgSW5jLjE8MDOGAIUECxMzQ2xh
¢3MgMyBQdWJIsaWMgUHJIpbWFyeSBDZXJ0aWZpY2F0aWOuIEF1dGhveml 0eSAtIECyY zdUMG+7AUcyM83cV5tkaWH4mx0ciU9cZwID
AQABMAOGCSgGSIb3DQEBBQUAA4GBAFFNzb5cy5gZnBWyAT14Lk0PZ3BwmcYQWpSk
UO01UbSuvDV1Ai2TT1+7eVmGSX6bEHRBhNtMsJzzoKOMS5EWROzLVznxxIgbxhAe71
F6YM40AIOwW/n60RzKprxaZLvcRTDOaxxpS5EJb+RxBrO6WVemeQD2+A21iMzA01KpY
oJ2dazZH9
quit
Certificate has the following attributes:

Fingerprint MD5: A2339B4C 747873D4 6CE7CLlEF3 8DCB5CE9

L

ax A&

Fingerprint SHAl: 85371CA6 E550143D CE280347 1BDE3A09 E8F8770F

[

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

Router (config) # end

Router# copy running-config startup-config

Il call Home D&%
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| call Home D3 E
Smart Call Home D&} D FALA .

Smart Call Home )& £ BA1A

Smart Call Home DX g% 7" 1 & 2 & f#r9 5 121, CiscoTAC-1 7' 12 7 7 A JLIZ [Inventory] 7 7 —
N IN—T A= EFEITEELET,

FlED#HE
1. call-home send alert-group inventory profile CiscoTAC-1
FlED
AU RFEEETIV 3 Y B
2Ty T cgll-home send alert-group inventory profile [Inventory] 77—k Z)V—7 A vb&—T%
CiscoTAC-1 CiscoTAC-1465E 7' 1 7 7 A M FB TREE L £,
fi

Device# call-home send alert-group
inventory profile CiscoTAC-1

URLIEE S
- A —/L% Cisco Systems 7> 53215 L. $5/RIZHE-> T Smart Call Home Web 7 7' U 77— 3
DT NA ARGk ZEET LET,

« /R URL 7>, Smart Call Home Web 7 7° U 77— a U &iEZEh L £,
https://tools.cisco.com/sch/

B EEZIFANET,

« BERPRE T TH o 72 Call Home 7 /31 ADT /A 28GR L E T,
Smart Call Home Web 7 7'V r—< = > Offi FHOFERIIC DWW CIE,  [Smart Call Home User Guide]
LTSN, ZO2—% HA RIZiE, T A0LER:, 3k — by oA

(TG) AR A > b %4 LT Smart Call Home A v E— Y 2 HET 5720 OREHI B EENT
WET, HEOT N, AR — T AREOHILEER, EXa T 4B -TTF A

ANA o Z =y MIEEER SN2NWZ EDRUHATHLHEIE, TGHENRA » F&2fEMT
TET,

Call Home X EIFHD K

SFE I 7 showcall-home =2~ K&#H LT, Call Home DR TEHFRE TR TE £,
REW D Call Home A FRT DI, kOa~wr RO 1 O3 EEE2EH L £,

FIRDEE

show call-home

show call-home detail

show call-home alert-group

show call-home mail-server status

pPwODN=

Call Home D% E .


https://tools.cisco.com/sch/

B catbomenas - ap

5. show call-home profile {all | name}
6. show call-home statistics

Call Home OB |

FlEn £
ARV REEET7IVa Y B

AT 71 |show call-home Call Home #% € DM E A FK R L ET,
1

Device# show call-home

ATvT2

show call-home detail
R

Device# show call-home detail

Call Home R EDFFM A E R L E 9,

ATvT3

show call-home alert-group

1 -

Device# show call-home alert-group

FERARERT T — N I N—TLENEDAT —H R
FERRLET,

ATv74

show call-home mail-server status

1 -

Device# show call-home mail-server status

WEFHDE A—IL =T XA FEY T 4 %
Fxv 7 LTHERRLET,

ATy TH

show call-home profile {all | name}

1

Device# show call-home profile all

BESNTmE T e 77 A NVDOREERRLET,
alF—U—REFEHL I _RTose7n 77 AL
DEEEFRLET,

ATvT6

show call-home statistics

1

Device# show call-home statistics

Call Home 1~ F Ot E#REF R L E T,

CallHome > 7 4 XaL— 3
&IZ, showcal-home 2~ ROBRRLF T a L EHERLESEOE Ita R L ET,

5 : Call Home 15 0> B4

Device# show call-home
Current call home settings:
call home feature : disable
call home message's from address:

. Call Home D% E

username@example.com
call home message's reply-to address:

username@example.com



| call Home D&

il

- &EF A0 call Home HE0EM ]

vrf for call-home messages: Mgmt-intf

contact person's email address:
contact person's phone number:
street address: 1234 Any Street Any
customer ID: customer@example.com
contract ID: 123456789
site ID: example.com
Mail-server[1l]: Address:
Mail-server[2]: Address:

username@example.com
+14085551234

city Any state 12345

smtp.example.com Priority: 1
192.168.0.1 Priority: 2

Description

configuration info
diagnostic info
environmental info
inventory info
syslog info

Rate-limit: 20 message(s) per minute
Available alert groups:
Keyword State
configuration Enable
diagnostic Enable
environment Enable
inventory Enable
syslog Enable
Profiles:

Profile Name:
Profile Name:

campus-noc
CiscoTAC-1

SBEFE D Call Home 158 DM

call-home detail

home settings:

feature: enable
call home message's from address:
call home message's reply-to address
vrf for call-home messages:
contact person's email address:
contact person's phone number:
street address: 1234 Picaboo Street,
customer ID: ExampleCorp
contract ID: X123456789
site ID: SantaClara
source ip address:
source interface:
Mail-server[1l]: Address: 192.168.2.1
Mail-server[2]: Address: 223.255.254
http proxy: 192.168.1.1:80
aaa-authorization: disable
aaa-authorization username:
data-privacy: normal
syslog throttling: enable
Rate-limit: 20 message (s)
Snapshot command[0]: show
Snapshot command[1l]: show

Available alert groups:
Keyword State Description

show
call
home

Device#
Current
call

Not yet set up
GigabitEthernetl

callhome

per minute
version
clock

router@example.com

: support@example.com

Not yet set up
technical@example.com
+1-408-555-1234

Any city, Any state, 12345

Priority: 1
.254 Priority: 2

(default)

configuration Enable configuration info
crash Enable crash and traceback info

inventory Enable inventory info

snapshot Enable snapshot info

syslog Enable syslog info
Profiles:

Profile Name: campus-noc

Profile status: ACTIVE

Preferred Message Format: xml

Message Size Limit: 3145728 Bytes
Transport Method: email

Call Home D&% E .
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Email address(es): noc@example.com
HTTP address(es): Not yet set up
Alert-group Severity

configuration normal
crash normal
inventory normal
Syslog-Pattern Severity

. *CALL_LOOP.* debug

Profile Name: CiscoTAC-1
Profile status: INACTIVE
Profile mode: Full Reporting
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email

Email address(es): callhome@cisco.com

Call Home O |

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Periodic configuration info message is scheduled every 14 day of the month at 11:12
Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group Severity

crash normal
Syslog-Pattern Severity
.*CALL_LOOP.* debug

%l . {FEATBEZR Call Home 75— N J—7F

Device# show call-home alert-group
Available alert groups:
Keyword State Description

configuration Enable configuration info

crash Enable crash and traceback info
inventory Enable inventory info
snapshot Enable snapshot info

syslog Enable syslog info

Bl B A= P —RD AT —H AEFHR

Device# show call-home mail-server status
Please wait. Checking for mail server status
Mail-server[l]: Address: 192.168.2.1 Priority:

1 [Not Available]

Mail-server[2]: Address: 223.255.254.254 Priority: 2 [Available]

Bl FRTORET 1 7 7 A L DIF#

Device# show call-home profile all
Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): noc@example.com
HTTP address(es): Not yet set up

Il call Home D&%
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Alert-group Severity

configuration normal
crash normal
inventory normal
Syslog-Pattern Severity

. *CALL_LOOP.* debug
Profile Name: CiscoTAC-1
Profile status: INACTIVE
Profile mode: Full Reporting
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): callhome@cisco.com
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 14 day of the month at 11:12

Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group Severity
crash normal
Syslog-Pattern Severity
. *CALL_LOOP.* debug

Bl . 22—V BRI T v 7 7 A VOEH

Device# show call-home profile campus-noc
Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email

Email address(es): noc@example.com
HTTP address(es): Not yet set up
Alert-group Severity
configuration normal
crash normal
inventory normal
Syslog-Pattern Severity
.*CALL LOOP.* debug

5 : Call Home O#EE1E

Device# show call-home statistics

Message Types Total Email HTTP

Total Success 3 3 0
Config 3 3 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 2 2 0
SysLog 0 0 0
Test 0 0 0

Call Home D&% E
I
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FI4I bk

1 —]

X JE

Request 0 0 0
Send-CLI 0 0 0
Total In-Queue O 0 0
Config 0 0 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total Failed 0 0 0
Config 0 0 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total Ratelimit
—-dropped O 0 0
Config 0 0 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0

Last call-home message sent time: 2010-01-11 18:32:32 GMT+00:00

Call Home OF 7 )V NRED—E TT,

Call Home O |

INT A=A TIAIE
Call Home f&RED AT — & A Fa4—TN
A—PERTRT 7 ANDAT —H A Active
ERBFADYAATAC 707 7 A VD AT —H A Inactive
HRIE 71k WA A—IL
Av—VDT7r—~<v N XA XML
a7 TEAN, va—hTHA N, FREIXMLERXTEEFESND A »+— 3,145,728
COREA =T DY A X
TN ITN—TDAT—H A A RX—=T )
CallHome A v —DOENRE L& \VVE 0 (F\y
)
1 FENCEET H A v =Y O L — MR 20

. Call Home D% E
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75—t sn—JoEss~vteazor |

NFA—4 TIHIE
AAA Authorization T 4=
Call Home O syslog A vt—Y Amy fJ 7 A FX—T I
T—2 TTANY— L TR

To3— b TIL—TDREEBARNY FEOATUFR

CallHome 28h A X0 MIT T — s =T V—TbE N, £7 77— b T —7120F A X
VNDOFERFIZETTHL I CLIa~y RARE DM THNET, CLIa~y FHATEE S

F2:CallHome 75—k TIL—F, ARV b, BLUVENME

HA = IZEENET, £2:CalHome 77—k Z—7 A Xk, BLOEME
WX, &7 77— h I A—TICEENDIEEANV b ERLET, T, KA

Re)

(39

FNOBEBREELETENDETTI— K ZL—FDOCLIa~r RbaEh £,

75— Y
=77

Call Home & &)

U+

Syslog 1 N
vk

BALERITESNSCLUOTUE

Crash

SYSTEM_CRASH

VAT ATy TS A ARV b,
FTdDHavr K.

show version show logging show region show stack

TRACEBACK

VIR 2T DRL—RA RNy 7 A XV e LET,
FITTBHavr R

show version show logging show region show stack

Configuration

Z—PER L7 EER (TAC IZEE) &
EITENSHCLIa~vw R

show platform show inventory show running-config all show
startup-config show version

Environmental

R, 772, BET T =200 X ) REEERMERICHEET D
A4 Xk (TACIZEEE)

EITENSHCLIa~vw R

show platform show environment show inventory show logging

Call Home %% [
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Call Home OB |

T773—FT CallHome #CE)1 Syslog 1 N |EX |EHBALETEhHCLUaITUF

-7 2V vk E

Inventory — — — Inventory A7 —# A%, =y N a—/L N7 — SN He
R, FRUMRAZZIZI A S GalciEEsh D, Zh
F. BERTEANAN FPERREN, HFRIZAT—F A LE
BREICENSND (TACIZHE) .
FITEND CLL 2~ K
show diag all eeprom detail | include MAC show license all show
platform show platform hardwareqfp activeinfrastructure chipset
0 capabilities show platform software vnic-if interface-mapping
show version

Syslog — — — syslog (21 ZRRER S DA X b
FATINDHCLL 2~ R
show logging

Ayt—CNDARBE

"

WORIZ, TI— M ITN—T Avt—YORNFOEXEZRLET,

cShortText A yt—L T—TILDIT+—I v bIva—bTFA Avk—VDar7
VYDT 4 =)L RIZOWTHB LT,

T RTOIILTHFRAIBELU XML Message T—FILRAOIED 7 f — /L RIZTRXTDH 7
NTHRARMBIOXML A vy = Idbli 22070 Y07 4 —/L RIZOW T L E
To FFEDT F7— K T N—T Ayt —VIZEADT 4 —/v Ni%, @7 1 —/L FOMIC
FAASHET, HARA L MIFITRLTWET,

c MM FELIEFHHARD P AV E—DITBAINDS T4 —IL FORIZ, WA > E—
Y (TAC 77— A ZME LT H AT AEE) L TPHNAyE—Y (VAT LA NT p—~
VADIKT ARSI SR T AEEOH HME) ITHASNDOINE 7 4 — /L RERLET,
A URVMYDARY R A =S TF—TWIBAESNTZ T 4= REA XU B Y Ay

TV AEINTZa LT UV DT f—)L RIZOWTERH L £,

TR a Al YU RA =V R LTEROT T2 g b EENTHNET,

R3:VaAa—FTFRAF AyvtE—CORAK

T—42IEB SR
73 A ID RESNET A 24
HEER & KBS NDEA D AR LT

T —=HRIA =

BN A N b ORI (O8EE

75— N DERAJE

VAT AAvE—VICHEASNA LI R T — L

Ei—]

Call Home DEXTE
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R4:OVT THERA AV E—DEXMLA Y E—SFTRTITHBED T 4 —IL K

rvt—vons [

A +EBELTXML)

T—41EE (FL—rTF%

BB (TL—r THERRARELU
XML)

MML% 5 (XML 7=
+)

BAINARZ T

ISO MA@ CTOA X2 h D A/
ANART

YYYY-MM-DD HH:MM:SS
GMT+HH: MM

CallHome/EventTime

A vtE—T4

A=V DAL, FFEDA N R
4% 75— T IL—TOREEIA N
vhEATRUE] B v a U TREE
ERTVET,

Ya—hFTFAL
A =T OGE
D I

A= AT
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<?xml version="1.0" encoding="UTF-8"?>

<soap-env:Envelope xmlns:soap-env="http://www.w3.0rg/2003/05/soap-envelope">
<soap-env:Header>

<aml-session:Session xmlns:aml-session="http://www.cisco.com/2004/01/aml-session"
soap-env:mustUnderstand="true"
soap-env:role="http://www.w3.0rg/2003/05/soap-envelope/role/next">
<aml-session:To>http://tools.cisco.com/neddce/services/DDCEService</aml-session:To>
<aml-session:Path>
<aml-session:Via>http://www.cisco.com/appliance/uri</aml-session:Via>
</aml-session:Path>
<aml-session:From>http://www.cisco.com/appliance/uri</aml-session:From>
<aml-session:MessageId>M8:9SINMSF22DW:51AEAC68</aml-session:Messageld>
</aml-session:Session>

</soap-env:Header>

<soap-env:Body>

<aml-block:Block xmlns:aml-block="http://www.cisco.com/2004/01/aml-block">
<aml-block:Header>
<aml-block:Type>http://www.cisco.com/2005/05/callhome/syslog</aml-block:Type>
<aml-block:CreationDate>2013-06-05 03:11:36 GMT+00:00</aml-block:CreationDate>
<aml-block:Builder>

<aml-block:Name>CSR1000v</aml-block:Name>
<aml-block:Version>2.0</aml-block:Version>

</aml-block:Builder>

<aml-block:BlockGroup>
<aml-block:GroupId>G9:9SINMSF22DW:51AEAC68</aml-block:GroupId>
<aml-block:Number>0</aml-block:Number>
<aml-block:IsLast>true</aml-block:IsLast>
<aml-block:IsPrimary>true</aml-block:IsPrimary>
<aml-block:WaitForPrimary>false</aml-block:WaitForPrimary>
</aml-block:BlockGroup>

<aml-block:Severity>2</aml-block:Severity>

</aml-block:Header>

<aml-block:Content>

<ch:CallHome xmlns:ch="http://www.cisco.com/2005/05/callhome" version="1.0">
<ch:EventTime>2013-06-05 03:11:36 GMT+00:00</ch:EventTime> <ch:MessageDescription>*Jun
5

03:11:36.041: $CLEAR-5-COUNTERS: Clear counter on all interfaces by
console</ch:MessageDescription> <ch:Event> <ch:Type>syslog</ch:Type>
<ch:SubType></ch:SubType> <ch:Brand>Cisco Systems</ch:Brand> <ch:Series>CSR1000v Cloud
Services Router</ch:Series> </ch:Event> <ch:CustomerData> <ch:UserData>
<ch:Email>weijuhual@cisco.com</ch:Email>

</ch:UserData>

<ch:ContractbData>
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<ch:CustomerId></ch:CustomerId>

<ch:SiteId></ch:SiteId>

<ch:ContractId></ch:ContractId>

<ch:DeviceId>CSR1000V@C@ISINMSF22DW</ch:DeviceId>

</ch:ContractData>

<ch:SystemInfo>

<ch:Name>giang-vm</ch:Name>

<ch:Contact></ch:Contact>

<ch:ContactEmail>weijuhua@cisco.com</ch:ContactEmail>

<ch:ContactPhoneNumber></ch:ContactPhoneNumber>

<ch:StreetAddress></ch:StreetAddress>

</ch:SystemInfo>

<ch:CCOID></ch:CCOID>

<ch:IdToken></ch:IdToken>

</ch:CustomerData>

<ch:Device>

<rme:Chassis xmlns:rme="http://www.cisco.com/rme/4.0">

<rme:Model>CSR1000V</rme:Model>

<rme:HardwareVersion></rme:HardwareVersion>

<rme:SerialNumber>9SINMSF22DW</rme:SerialNumber>

<rme:AdditionalInformation>

<rme:AD name="PartNumber" value="" />

<rme:AD name="SoftwareVersion" value="15.4(20130604:093915)" /> <rme:AD

name="SystemObjectId" value="1.3.6.1.4.1.9.1.1537" /> <rme:AD name="SystemDescription"

value="Cisco IOS Software, CSR1000V Software (X86_ 64 LINUX IOSD-ADVENTERPRISEK9-M),

Experimental Version 15.4(20130604:093915) [mcp_dev-giazhou-ultra ut 100] Copyright (c)
1986-2013 by Cisco Systems, Inc. Compiled Tue 04-Jun-13 02:39 by jsmith" /> <rme:AD

name="ServiceNumber" value="" />

<rme:AD name="ForwardAddress" value="" /> </rme:AdditionallInformation> </rme:Chassis>

</ch:Device> </ch:CallHome> </aml-block:Content> <aml-block:Attachments>

<aml-block:Attachment type="inline"> <aml-block:Name>show logging</aml-block:Name>

<aml-block:Data encoding="plain"> <![CDATA[show logging Syslog logging: enabled (0

messages dropped, 1 messages rate-limited, 0 flushes, 0 overruns, xml disabled, filtering

disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: level debugging, 391 messages logged, xml disabled,

filtering disabled

Monitor logging: level debugging, 0 messages logged, xml disabled,

filtering disabled

Buffer logging: level debugging, 391 messages logged, xml disabled,

filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp logging messages: disabled

Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 56 message lines logged

Logging Source-Interface: VRF Name:

Log Buffer (4096 bytes):

*Jun 5 03:11:18.295: %SYS-5-CONFIG I: Configured from console by console

giang-vm#]]></aml-block:Data> </aml-block:Attachment> </aml-block:Attachments>

</aml-block:Block> </soap-env:Body> </soap-env:Envelope>
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