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1. configure terminal
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destination transport-method http
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contact-email-addr email-address
exit
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10. exit
11.  copy running-config startup-config
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1. configure terminal
2. service call-home
3. no service call-home
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Router (config)# service call-home
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configure terminal

call-home
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Router> configure terminal
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Router (config) # call-home
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ATvT3

contact-email-addr email-address
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Router (cfg-call-home) # contact-email-addr
username@example.com
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Device# configure terminal

Enter configuration commands,

Device (config) # call-home

one per line.

End with CNTL/Z.

Device (cfg-call-home) # contact-email-addr username@example.com
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Device (cfg-call-home) # phone-number +1-222-333-4444

Device (cfg-call-home) # street-address “1234 Any Street, Any city, Any state,
12345”

Device (cfg-call-home) # customer-id Customerl234
Device (cfg-call-home) # site-id SitelManhattanNY
Device (cfg-call-home) # contract-id Companyl234

Device (cfg-call-home) # exit
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A, Cisco Smart Call Home —E A Z M HT 556, %667 27 7 A /VIE XML A v&—

V7 =~y FTRIFNIER Y A,

T, T 74/ M 3,145,728 XA T,

A=V P AR FhEA =V ORKY AR, BR7REFIZ, 50 ~ 3,145,728 /31 k

LAR—=FFE: 70774 0DEDT—H % LR— M50 ERIRTE 9, Smart Call

Home M7 — 4 X° Smart Licensing 7 —# %702 7 7 A MLV AKR— N T&FEF, Av— K 7
LSBT TF—=EDOULR— I, VBT 7T 477 a7 7 A4 )LD TDI

HISRET,

* Anonymous Reporting : B ID #EADEFIZTHLIBRTEET, Zickb, #&5l

BN EESNEEA,

cBEHLDOBHDLT T — h TN —T Ok KB OBELERERTT 7 — b IV — IRk

THIENTEET,

Z TR, ROEEIZOWTHAL 9,
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configure terminal

call-home

profile name

destination transport-method email

destination address email email-address

destination preferred-msg-format {long-text | short-text | xml}
destination message-size bytes

active
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exit

-
©

end
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configure terminal Ja—x)L a7 4F

B - LET,
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S

Devicet configure terminal

ATwJ2 |call-home CallHome 2> 7 4 X2 b —v 3 v T — F&2BBL
i £75
Device (config) # call-home

ATw 73 |profile name REESNZ5EE T v 7 7 A V4 O CallHome 5655 7
Bl - Q77 AN ar7 4 Xal—3ary T— NG

LET, fEINE T 7 7 A VBMFEL R

Device (config-call-home) # profile profilel Y. fERCSIVET,

AT w74 |destination transport-method email EE) BFA—NLDOA Yy E—lint A2 RE
Bl - Y. ZHUIT T AL BT
Device (cfg-call-home-profile)# destination
transport-method email

R w75 |destination address email email-address (W78) CallHome A v B— T % K(ET A5058ET
i A= T FLRAZRELET,
Device (cfg-call-home-profile)# destination
address email myaddress@example.com

X w6 |destination preferred-msg-format {long-text | UEE) T A A v E—ERAERELET, T
short-text | xml} 7 4V MiE XML T3,
11
Device (cfg-call-home-profile)# destination
preferred-msg-format xml

X w 7 |destination message-size bytes (ER) 5777 A NVORRBTA vE—
i - HA X (50 ~ 3145728 /34 b)) ERELET, 7

7 AV ML 3145728 /31 BT

Device (cfg-call-home-profile)# destination
message-size 3145728

RFwv T8 |active (EE) 57 n 77 A N X =TI LET,
Bl - T 74N FTIR, 2= PERT 07 7 A /IR

Device (cfg-call-home-profile) # active
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E:)

ATwv 79 | exit CallHome%ic 7w 7 7 A/ a 7 4 Falb— 3
il - Y E—RFZH&T LT, CallHme 27 4 F = L—
vary E—RIZRY ET,
Device (cfg-call-home-profile)# exit
ATv 710 |end ¥ EXEC £— RIZREDY £,
1

Device (cfg-call-home) # end
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BMFEOTa 77 A Ve at— L TH LG T 0 7 7 A VEVERRT 5120E, ROFNEIZHENE

-gAO
FIEDHE
1. configure terminal
2. call-home
3. copy profile source-profile target-profile
FIED FEH
ARV REREETIVa Y =LY
23w 71| configure terminal JH—L DT 4 Fa L— gy B REE
15“ : L/i—g—o
Device# configure terminal
ATy 72 |call-home CallHome 2> 7 4 ¥a L — a3 T— FZIAL
i) : ERE
Device (config) # call-home
ATy 7 3| copy profile source-profile target-profile BEFEDSEE T 1 7 7 AV L [A URRE T LWsude
i - R7 7 ANVEERLET, ENTROBRINIRO &
YT,
Device (cfg-call-home) # copy profile profilel
profile2
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EFRLIEY 7y FTF, CallHome 77— MIF A 7T LICHOT 77—k T —TFI2 70—
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* Configuration

* Environment

* Inventory

* Syslog

* Crash

KT T — b ITN—TDRENA X NI [T7T7— 8 =70 (X heavwy K] R
LCWET, 79— 7NV —F Ao E—2ONRFIL 1A v E—0ONE] ISR L TWVET,

ST T AN EICZET LT 7— N I —T % | DEITEERIRTE £,

GE)

CallHome 77— MiZ., £® CallHome 77— R EFENTWNWDET T — k Z—T1T&EEI N
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Configuration % 721 Inventory 77— k /L —7 255707 7 A VEBEFETHE, FEELZ
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* Daily : 24 FFH OR¢R]: 53 TZZ0 hhemm (1] © 14:30) TEETHRLAZfREL £,
* Weekly : day hhomm & W H BN THRER LRI ZFEE L E T, T 2T, day [FHEH 2 A ~L
77 hLEF (B : monday) .
* Monthly : date hhmm & WO BT 1 ~31 OH LEELEZHELET,
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COBREIZESNCT I—F IV —7 Ay —V&EETILEVEZRECTEET, 4
HTa 77 ANMIRHRESNTZLEVEL Y BIEVWERED A vE—1F, 5EICERFEINEYE
A/O

-

GE)

syslogs L'~/L73 10S CLI 41 L CEE L7256, B LUVMEN 10S LSt 7 mERicd 7'a
SNE—RER, ZRLDOT Y A0S IC & o THEEE DK syslog A v — U % %15 L7<
720, 10S D@ CPU YA 7 V% ThER] LET,

RIZ., [catastrophic] (L1 9, B L ~ULA ) 75 [Debugging] (L~L 0, BEL~L
DEAR) OERELZZRET LH-DICHEHENLIF—V— M2 -ERRLET, ERXRELEVVE

Ei—]

Call Home DEXTE



| call Home D3 E
2FvFravravrruzrogz |

DEE SN TWRWES, 7 7 4 /b Mddebugging (L~L0) TH, 7=72L, NI AT—3nd
Ayt —VOREBRBIC, 774N MIHREEEA,

\}

GE)  CallHome DEKREIL, VAT AL Avb—Y aX U JOEKRE L ITRERY £4,

R1:EKREE syslog LRILDIYEVY

LA | F£—7—F |Syslog L)L |E2BR
12

9 catastrophic | 32472 L Ry U — 7 EERICERR R EENEE L THET,

8 disaster e L P NI — T\ CHEKRREENREONE T,

7 fatal A (0) VAT LOMERAATRE IR TE,

6 critical TI—h 7 VT 4 AVIIREE, T2 BICHEE D LS,
(1)

5 major BHIE (2) RN RE,

4 minor =5 — (3) A7 IR,
3 warning | %4 (4) HEIRRE,
2 notification | @401 (5) HAR72BHNB I OERA v E—TTF, BB LA

W, BEEOKWEE T,

1 normal i (6) IRHERIBICR D 2 L 2R TR X R T,

0 debugging | /X 7/ FRy T RAy—,

AFyToayvbav R YR MDEE
AFwFrvay havry R URARNERETDICNE. ROFIEEZFEITLET,

FIRDHE

configure terminal

call-home

[no | default ] alert-group-config snapshot
[no | default | add-command command string
end

aprwN =

Call Home D% E .



B sossrs—nAr7vavons

F IR D

Call Home OB |

ARV RFEEETIVa Y

=)

AT 71 |configure terminal Jua—N)Lary74¥Xalb—yvar ®— K&k
i - LET,
Device# configure terminal
AT 72 |call-home CallHome 1> 7 4 Fa L—3 g F— RZBBL
{5 ER
Device (config) # call-home
AT 7 3 |[no | default | alert-group-config snapshot 2FyFayvharz4oXal—yaryE—R
15“ : %F}ﬂﬁé\ L/ij‘o
no £ 7=l default =~ X, A Fv7vavy b=
Device (cfg-call-home) # alert-group-config < RZHIBL £,
snapshot
X T 7 4 |[no|default | add-command command string Snapshot 77—k v —|za~<w> REBMLE
i - T no E7zi default =~ > RiE, xisd o3~
NEHIBRL ET,
Device (cfg-call-home-snapshot) # add-command « command string : Cisco I0S =~ > K. BAER
"show version" 128 i?fﬁ—o
AFw 75 |end BTL, REZRMFELET,
f

Device (cfg-call-home-snapshot) # exit

— BB EFA—IL AT a VDETE

A—IL H—I\DHFE

BT A= Ay B—VERERFEHTLICE., Y70 A— gk~ e bajL (SMTP) &

*—/1/#**/\7]\1/2%’}f£<3:%>10 RETHMLENDY £, HKTH
WXL, K4 DD I T o TEAF A= P —RERETEET,

E. ROTA RTA L EZBE LTI,

P RE
Rl B RET B

iF5 ODA—

Ny I T TBEFA—N Y —NL, B4 4 )7 0 FZ%2EHL T, mail-server

avy RERY RS &E

XTEET,

* mail-server priority number /X7 A —% 31~ 100 IZREAHETT, 7I7A4 4V T 4 P& b
W (FITAF VT 4 F PR BED) b—"E RN L XTI,

. Call Home D% E
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A= 4—noEE |

—RIZREF A =N AT a CERET DR, IROFIEICHENE T,

FIEDHE
1. configure terminal
2. call-home
3. mail-server {ipv4-address | name} priority number
4. sender from email-address
5. sender reply-to email-address
6. source-interface interface-name
7. source-ip-address ipv4/ipv6 address
8. vrfvrf-name
Flgn 4
ARV KRFERERETYVa Y =[]
X v 71 | configure terminal Ja—) a7 4 X2l — gy EF— ReBtG
fi LET
Device# configure terminal
AT 72 |call-home CallHome 2> 7 4 ¥ =2 L— 3 T— FZBAL
15“ : iTo
Device (config) # call-home
R Fw 7 3 | mail-server {ipv4-address | name} priority number FBET A= —NT R REEY YT BEFRS
1 - DEF A=V P = SNOMKHR T TA TV T 4 &
FOHTET,
Device (cfg-call-home) # mail-server TKONWTNIEREELET,
stmp.example.com priority 1
cEF AN Y —=OIPT RLAERIT
T AL SOFERAER A A 4
(FQDN) (64 L5 % T)
1 REDOTTAFXVT 4) 5100 RIEDOTZ A
FVT4) OTFAF VT 4 HBZEZHYHTETS,
Z 5w 7 4 | sender from email-address (f£&) Call Home &1 A —/L A v E&—T® [from]

1

Device (cfg-call-home) # sender from
username@example.com

T 4=V RIZRRENDEF A=V T RLAZED
WCTET, T RUVAEEBELRD- AT, #
FDBAA—N T RLAMER SN ET,

Call Home %% [



B 5 —smwnszs—nrroay

Call Home OB |

ARV RFERETIVa Y

B8

X 7w 75 | sender reply-to email-address
Bl

Device (cfg-call-home) # sender reply-to
username@example.com

({£E) CallHome 1 A —/L A v t&— D [reply-to]
ANV RICERSNDESA—NVT RLAZED
WVTET,

AT 7 6 | source-interface interface-name

1 -

Device (cfg-call-home) # source-interface
loopbackl

Call-Home X v &t —T % EET A0 DORIE LA >
B =T A AL EED B TET,

interface-name : F{50A HZ —7 = A 24, KK
1364 37T,

GE)  HTTP A v &—Y DA, BETA LV H—
T x A AR ERET DHITIE, Tr—L
a7 4Fa2b— 3 FE— KTiphttp
client source-interface interface-name =~ >~
FEFEALET, Zoa<wr Rk, 57
INAADTXTOHTTPZ 747 MDA
URETLA v H—T oA AEfEHTEH X
PR NA = 3 BN

R v 7 7 | source-ip-address ipv4/ipv6 address
E

Device (cfg-call-home)# ip-address
209.165.200.226

Call-Home A vt —VZEETDHZOOREILIP T
NLR2Z2HD B TETS,
« ipvd/ipv6 address : &I 1P (IPv4 £ 721% IPv6)
T RUR, HRET 64 07T,

R 7 8 | vrivrf-name
i -

Device (cfg-call-home) # vrf vpnil

(f£&) CallHomeE A —/L A v —V %2 KET D
VRF A v AHX v A%FEE LET, VRFZFE L2V
L. Ta—r NV —TFT 4 T T NABNMER S
£

(X)) HTTP A v bE—Y T, BExLA ¥ —
7 = A A7 VRF IZBEAS T 65T\ 55
fG./a— L ar7 4 XFalb—ay
E— R T ip http client source-interface
interface-name 2~ > FEFEHLET, =
Da<wy N, T34 ADFTTOHHTTP
74T MR LTRSS VRF A
VARG AERELE T,

B — R BT A= AT g

WO TIE, — IR BETFA—NL A a B RrLTOET,

. Call Home D% E
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e 7ox s v—roE ]

Device# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Device (config)# call-home
Device (cfg-call-home) # mail-server smtp.example.com priority 1
Device (cfg-call-home)# mail-server 192.168.0.1 priority 2
Device (cfg-call-home) # exit

HTTP J 0% 4—/\DIEE

%5561 CallHome HTTP (S) A v —Y 2B ETHOICHITP 7Y —RE2FRTET HIZ
X, ROFNEEFITLET,

FIEDHE
1. configure terminal
2. call-home
3. http-proxy {ipv4-address | ipv6-address name} name
FIEDEEH
ARVKRFERERETY VY =[]
X v 71 | configure terminal Ja—nR_) a7 4 F¥alb— gy F— ReBtG
fil LET
Device# configure terminal
AT 72 |call-home CallHome 2> 7 4 ¥ a L —a v E— REBL
15“ : ij_o

Device (config) # call-home

R T w 7 3 | http-proxy {ipv4-address | ipv6-address name} name HTTP RO —"ZELET,
f5l -

Device (config) # http-proxy 1.1.1.1 port 1

Call Home »* v t—2® Ciscol0S a7 > FEEITT 51=D AAABEED 1 +— T L1k

AAA FBFEA A F—7 AT LT Call Home A » & — YDA DISEE A F—7 12T % Cisco
10S 2= NEFATT DT, ROMEEEFITLET,

Call Home D% E .



. syslog ROy ~ ) VT DEETE

Call Home OB |

FlaD#EE
1. configure terminal
2. call-home
3. aaa-authorization
4. aaa-authorization [username username]
FIED
ARV RFEREET7TIVa Y B8
X T 71 | configure terminal Ta—\)ar7 4 Xal—3 gy T— NERE

1

Device# configure terminal

LET,

ATvT2

call-home

1

Device (config) # call-home

CallHome = > 7 4 ¥ =2l —>a v F— REHIEL
ij‘o

ATvT3

aaa-authorization

1 -

Device (cfg-call-home) # aaa—authorization

AAA FBEEE A 2 —T VI LET,

GE) T 7 /)b hTiE, AAA 23FIX Call Home
TF 4 B—T LT,

ATvT4

aaa-authorization [username username]

1

Device (cfg-call-home) # aaa—authorization
username username

RO DA —YF R/ ELET,

o username user : 7 7 + /L~ Da—F4 %
callhome T, IKFEIT 64 LFTT,

syslog ROy R VT DERTE

FIRDEE

CallHomesyslog 2 v E—Y DAy N U T h A RX—T)VEIET 4 B—7 /1L, CallHome
syslog A v E—U R YIRLEESINRNEDIZT 50T, ROFIEEZETLET,

1. configure terminal
2. call-home
3. [no] syslog-throttling

. Call Home D% E
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CallHome T—% TS5 4 N\ —DEE .

FIEDEEH
ARV RFEREETIVa Y =LY

R 5w 71| configure terminal Ja—s L ar7 4 Xal—yary E— Reh
15“ : L/i—a—o
Device# configure terminal

AT 72 |call-home CallHome 2> 7 4 ¥ 2L — g v — &KL
i) ERE
Device (config) # call-home

AT 7 3 |[no] syslog-throttling Call Home syslog A v &—Y D A1y Y > 7 & A

1

Device (cfg-call-home)# syslog-throttling

X —TNEIET 4 E—7 I L, CallHomesyslog
A=V IRLEESNRNE I LET,
T 74V F T, syslog A vE—Y 2y N7
A 2=V TT,

Call Home 7—% TS 4 /N —DEHRE
data-privacy =~ > N, BED T TA N —ZliiT 272012, IPT FLAREDT =4 D
AT THEEITWET, data-privacy 2~ K& A X—TWZTH L, REODT—XD
AU T ey TR T oo L EIT CPU MM RICH B L RIFT 2 03H Y £9, FIE, show

running-config all & show startup-config data DFXE A v E— T ZFRVT, show =~ RO

FERIIA T TSN TV ER A,

FIEDHE
1. configure terminal
2. call-home
3. data-privacy {level {normal | high} | hostname}
FIEDEEH
ARV KRFERERETY Va3 Y =[]
X v 71 | configure terminal Ja—R) a7 4 F¥alb— gy EF— ReBtG
fil LET
Device# configure terminal
ATy 72| call-home CallHome 2> 7 4 X a L —a v £— REMIBL
il - =75

Device (config) # call-home

Call Home %% [



| R L

Call Home OB |

ARV RFERETIVa Y

B8

R 7 3 | data-privacy {level {normal | high} | hostname}
f5l

Device (cfg-call-home) # data-privacy level
high

2—YPDTTA N —ZRET DI, EfTar
TA4X a2l —vary I rANDT—L AT T
JHEL L F9, 7 7 4L hO data-privacy LLIE
normal T9°,

(G¥)  data-privacy 2~ R&A X —T7MIZT D
L. REOT =2 DRI Z e %
iTo7- & 2 CPU EHRITEEL KITT
ZENHY ET,

enormal : TR COEHEL )L o< REAT T
BB L ET,

e high : FEHEL~L 3= RIZMA T, IP RAA
VHREIPT RLADa~<Y ROAZ T ThL
HAEITWET,

« hostname : 5L~ 2= RIZHZTHRA R
DA<y ROAYT T T EITWNET,

GE) —HEOTT v b T F—ATHE, FEA
=V DORANLERAT T TUET S
& . Smart Call Home ZLEEN R 25 = &
N0 ET,

SEETAT 7 A ILDIRE

ZDIETIE, 8707 7 A NVTEITTEDLNL DD Z AT IZHOWTIHLET,

ETOIT7AINDT I T4 TLELVFETI T4 T4k

TEFEWH CiscoTAC-1 71 7 7 A V&R E . 3T o Call Home 5655 7' 1 7 7 A /L INMERERIC
HEWICT 77 40 7120 ET, Tr7 74 v ETIEALRWEAIL. 207e 7741
BIET 7T 4 T TEFET, CiscoTAC-1 7277 AL, T IANVNTIHET VT4 T Lo
TR, HATAHZET 7T 7T HAHERDHY 97,

ST Ty ANGET T 4 TEINIIET 7T 4 TICT DR, ROFNEEZFEITLET,

FIEDHE
1. configure terminal
2. call-home
3. profile name
4. active
5. no active
6. end

. Call Home D% E
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sxTnornozizsE ]

FIED M
= I N3 il S = By
Z 5w 7 1| configure terminal oL a4 R Lt v B REB
1 LET.
Router# configure terminal
AT 72 |call-home CallHome 2> 7 4 ¥ =2 L—3 3 F— RZBBL
{5 ER
Router (config) # call-home
AT v 7 3| profile name e S5~ 1 7 7 A /L ® Call Home %5557 &
451 - TrANar7 4 ¥al—var v— RKERBL
T4, HBESNSEILE T 0T 7 A VBNFEE LRV
Router (config-call-home) # profile test A ER S E T,
AT 7 4 |active ST Ty A NEAR—TMILET, T 7 AL
Bl - FTiE, Lo m 7 7 A WIERIFIZA 2 —7 1
2720 £9,
Router (cfg-call-home-profile) # active
AT 75 noactive WETR T ANET 4 =T VI LET,
1 -
Router (cfg-call-home-profile) # no active
X5 w76 |end CallHome 357027 7 A )V 237 4 Fa2b— 37
il - v = RERT LT, 54 EXEC T— NICR Y £
7
Router (cfg-call-home) # end
BAETOT7AILDLERER
BEfFro7 a7 7 A VORI ZERT HI1201%, WOFIEEZFETLET,
FIEDHE

1. configure terminal
2. call-home

3. rename profile source-profile target-profile

Call Home %% [



B =750 ciscotac1 58 077 4 LOER

F IR D

Call Home OB |

ARV RFEEETIVa Y

=)

25+ 71 |configure terminal

1

Router# configure terminal

Ja—r )L ar7 4 Xal— gy T— REBith
L/i—a—o

R 7 2 | call-home
f5il

Router (config) # call-home

CallHome = > 7 f{ Fal—3 g2 F— RZFMEL
F9,

X v 7 3 | rename profile source-profile target-profile
i -

Router (cfg-call-home) # rename profile2
testprofile

BEFEDOY —A 77 A NVDL&HIEER LET, #0F
NOFTIIIRD & B0 T,

* source-profile : BEfFD 7 1 7 7 A VDL R & T

ELET,
s target-profile : BEFD 7' 00 7 7 A LD LA HI
ZHEELET,

EEEHD CiscoTAC-1585% 7O T 74 ILDFER

CiscoTAC 1 7’17 7 A VX, Cisco Smart Call Home %—E A T3 572912, Call Home 1%
RECHEMNICHRESNTWEY, ZO7a 7 7 A /WiE, 5aEE A —/LT L A% HTTPS

URL e EOREDOFEHR, BIX O SmartCallHome v —E A L BETH720DF 74V FDT T —

NN —TRNEENTWET, 508" T A—/1LT FL A, HTTPSURL, A vt—I R L,

—HORMEIIAFE TE EE A,

B A —/VETIT HTTP #5254 /5 1 L T, Smart Call Home % —E AD/Ny 7 = R H—s3 &
WETEET, 7740 T Gwﬂ%lﬁﬂ774WM#77?47T%@\?7%»
FOWREFEE LTEFA—AMIHINET, EFA—NVIRELMHBHT LI, Zo7'=
T ANEALRT—=T T BET T, L. HTTPS 24 L 0) ClsCOSmartCallHome
P—bEREXaT =TT Ty ANEHEHTLEEIL. P77 A VEAR—T )L

2T 5723 T, ROBFINTRT LI

Router# configure terminal
Router (config) # call-home

. ERETEAE HTTP AR5 Z & M ETY,

Router (config-call-home) # profile CiscoTAC-1
Router (cfg-call-home-profile)# destination transport-method http
(

Router (cfg-call-home-profile) # active

Smart Call Home ¥— B R 2 5% ET 5 72D OB INEMIZ B 5 32>V Cid, Smart Call Home
Y= R &V R— 95 L 9HIC Call Home iR ET D HIEEZSM LT ZEV,

CallHome 707 7 1 L DR TEDHER

CallHome D711 7 7 A Vi iE % i3 5 121X, show call-home profile =~ > NZfiH L £,

SEAE X O iz-ou T, Call Home &

. Call Home D% E
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| call Home D3 E

call Home =0T w2 [

Call Home B{E D FEE1E

$FEFE O Call Home W18 % FE) TE(E TX £9, Call Home #B{E 2 E(ETHI121F. ZOHEDE
EEFTLET, Z2TE. WORNFIZOWTHRBALET,

CallHome 7 X + X vt — T DFEIE(E

call-home test =~ > RZFEHL T, =2—FEFKD CallHome 7 A b A vt —T % RETEE

B
FIEDHE
1. call-home test [“fest-message”] profile name
=3[k 2t
ARV RFERERTIVa Y =LY
R 71 | call-home test [“fest-message”] profile name EEANFSET O T A NMITF AR A v —T%
i EELET, 2V ERBOT AN A vE—VDT*

A MIMEBHETTN, AR—ABRFTENDIHEIC

Router# call-home test profile profilel I SIURRE () THTSBERH YD £, 2—PE

BEORA v E—URNRESNTHRWEES, T 741
F A=V REESHET,

CallHome 75—k J)L—7 A vt —LDFENEE

call-homesend =~ RZHEH LT, HEDT I7—F I N—T A vt —U2FHCTHRETEE
7,

CallHome 77—k Z—7 A v =2 FHTHET 2HEIE, ROEBEFHIIWE-> T
SV,

caL 7 4 Xalb—rar, Fioid Inventory 77— h Z—T (X TFETEETEET,
cFETT I— M IIN—T Ay b—V&EHL, WET 077 ANAETRETDLE, Ay
=V, TaTFANDT VT 4T AT =R A BEEARAT —H A ETATEKEOHRE
WZBRZR L T m 7 v A MICEEENE T,

« Configuration £ 72X Inventory 7 7 — k Z/L—7 X vt —U 2 FHCTREEIL, 5686727 7
AN ZFRE LW E | normal FIITFRESNTZT 77— b T —T ~DOEHH IR
RESNZT 7T 47707 7 A NVTRTUA v = REFEINET,

* Diagnostic 77—k Z/V—7 A vt =2 FEITREIL, sk 0 7 7 A NVAETEE LR
WE L Ave—UlE BBESNTEAR Yy FED LBEIHEER LD b EKREREDNMRNT T
DEFRI NI T 0 7 7 A TEESNET,

CallHome 77— h Z)—7 A vyt —VZFEHT ) =T 220, ROFINEIZENET,

Call Home %% [



B catttome S5 S ULK— FERDRIE

Call Home OB |

FIEDHE
1. call-home send alert-group configuration [profile name]
2. call-home send alert-group inventory [profile name]
FEDEH
ARV RFERETOVa Y =)
R+ 71 | call-home send alert-group configuration [profile name] | 55570 7 v A LD 1> FEESINLTWBELEL) £
i - TR SN TN DT RTO5EHRT w7 7 A VIS
Configuration 77— k 7 b—7" A v —U%EE L
Device# call-home send alert-group E
configuration profile CiscoTAC-1
R 2 | call-home send alert-group inventory [profile name] |47 m 757 A LD 1> FEEINLTWVWBEHEL) £

1

Device# call-home send alert-group
inventory

TIIBE SN TV DT RTOIET 7 7 A LI
Inventory 77—k Zbv—7 A vk —T & FELE
R

Call Home D& K W LR— FERDE(E

call-home request =~ > RZ{liHT 5 &
ME. AT LEAOFERINTE L OERE R L ET, X2 U7 0 0%,

VAT MMERE VA IGEEFETEET, ZOLFR—
BEFn DX

7R, av o PV 77 Lo RARE SESERLVA-FEERTE T,

Call Home 73#H7T B L OV AR — FER &2 FE CIEET 2HA.

ROWEEFHIE-> T IZE0N,

e profile name Z45ET 5 &, BERITT v 77 A VIEESINE T, 07 7 A APEES
ALTWRWEE | 2RI Cisco TAC 7' 7 7 A JUIZE(E S E T, Call-home E R T,
AR=T Mo TWRWREE T 7 7 A VEATE LT, ZEHET 77 AL T
X, BES— PV oA DPRESNTWVDIEF AN T RLAZELET, ZEHF 0
TrANEMHTSE, BERA v E—U % Cisco TAC (DA CTX |, Smart Call Home % — &
ANBINEEZITRD Z ENTEET,

* ccoid user-id 1%, Smart Call Home = — DGk ID T9, wuser-id ZIHET 5 &, AT
R —VDEFA—IL T RLARIZEEINET, user-id 4 TE LT UE, BT TA

A ADEKLEFA—L T LR

EESIhET,

cERTDHVR—FDIATEHIFET H2F —V— FIZESN T, KOFERPIBESNET,

= =

* config-sanity : BI/ED LT

a2 74X ab—3a L OHEIREEICET A G,

* bugs-list : FATH DO NN—T 2 B L OBUE#EH STV S HEREDREFI DN 7,

« command-reference : EfTa 7 f Fa L — 3 |

SR 7,

. Call Home D% E
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w

» product-advisory : Product Security Incident Response Team (PSIRT) #:75, PSIRT (Z

X, Xy U= NOEBEICEEL 5 2 5 a[ReMENH 5 FE1E (EOL) £713FRHRT
(EOS) 4 % AV T Field Notice (FN) 235 FH E

Cisco Output Interpreter > — /L7 5588 KON AR — MEROER 2 LG 5121E. RO TFEIC

TEWET,
FIEDHE
1. call-home request output-analysis “show-command”
2. call-home request {config-sanity | bugs-list | command-reference | product-advisory}
F D 48
ARV KRFEREETY Va3 Y =[]
R T 71 | call-home request output-analysis “show-command” | S5#7/H & L THIE L7 show 2~ FOH 1 %%E(E
Bl - LE7, show =~ R, slIHFF (") THTesE
BV ET,
[profile name] [ccoid user-id]
fl
Device# call-home request output-analysis
“show diag” profile TG
AT 7 2 | call-home request {config-sanity | bugs-list | YHTH & LC. show running-config all 33 X 1" show
command-reference | product-advisory} version =2~ R DB EDa~y Ry O
15 - J%FELET, F£72. call home request
product-advisory 7 2~ > RT3 THA
[profile name] [ccoid user-id] VU T TI—=hK I N—F av s RREGEENRTWVE
1 J, call-home request =~ > KOZITIRET ¥ —
' U— NX, RERVKR— DXL THRLET,
Device# call-home request config-sanity
profile TG
!l

WIZ, 2—PHRED show 2~ 2 ROSHPEROFIZ R L ET,
Router# call-home request output-analysis "show diag" profile TG

120X RFEHEIFATIUR YA MNEOOAT Y FHAA v E—DFENEE

callkhome send =~ > REZEHA LT, CLILa~> R&ETL, a~vr FHEhE 2 a4
EDEFA—N T FLARZEETEET,

vy MHAZEETLHEE, ROEEFHITHE > TIZ S0,

Call Home D% E .
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B ooo~ rErEavs R UR MEOITY AL v E—SOFEIAE

cJI0OSa~v Yy REFIFIOSaZ~v U FUAMELT, I RXTCOEVa2—VHDOa<w L REED
T, FEDOFE{Ta~r REfETEEd, a~r FiL, 5[ () THDXLERHD £
j—o

o lemail] ¥—TU— R&ZSoTEFA—IN AT aEZBRL, EFA—ILV T FLALZE
ET DL, avr FHEAEZOT7 FLRZKREENE S, B A=/ A7 a6 HTTP
F7va B RRELRWGAE, IR EDO — v ABERE S LILIr 77X X MBI
C Cisco TAC (attach@cisco.com) (Zi6{8 SNE T,

o lemail] ¥—7— K% Thitp] ¥F—TU— RFLHELRWGAE, =7 7F X MEAE XML
A v —UEROM G TH—ERAERFEV/LEL SN, B A —VOHLHITICH—E R
HEREFFVDRINET,

HTTP A7 a U &HEE L TWAHEA. CiscoTac-1 711 7 7 A )L D%a 4 HTTP % 721X HTTPS
URL 3565t & LTl & E9, Smart Call Home 7 HHEF A —/L 7T L AICA v E—
PEETDHE Y, SEDETFA—NLT FLAZRETEEd, 2—HL, 5iED0BE T A —
NT RUVAETLESREZONVTN O EAIRET DLERHY £T (MAZHEETLIZ LD
TEEY) .

avy FeRTL, a3~y FHAZEET 2123, ROFIEELFIATLET,

FIEDHE
1. call-home send {cli command | cli list} [email email msg-format {long-text | xml} | http
{destination-email-addressemail} ][tac-service-request SR#
FIROR
ARV KRFERERETY VY =[]

A 71 |call-home send {cli command | cli list} [email email |CLIF7IZCLIVAXAFNEFEITL, BFA—INFIT
msg-format {long-text | xml} | http HTTP &M CH 2 %E L £,
{destination-email-addressemail} |[tac-service-request
SR# s {cli command | clilist} : 1 DD 10S 2~ &=
Bl i (1) TKEI-7) 10S=~> KU R F&if

EFLET, TRTCOEY 2 — Ik THavy
Router# call-home send “show version; show Fedi, Hows n‘m 2 FERETS &
running-config show inventory” To IbOaVY FEGIAR () THIr
emailsupport@example.com msg-format xml i Y £95

* email email msg-format {long-text | xml : Z O
email 77> g UNRIRS N TW DA, FRIED
BFA—/LT FLAZAT TR TF X R
R EIL XML B Ta~ > FHARERE S
. =B RBEREF SN EOMHLICEENE

T BT A—T FLAL - AZRE S,
EIZEOWMGZRET HLERHY £3, &
TA=NT RUAPEESNRWIGEIR, ¥—
ERY T A NESPMLETT (F74/V T

. Call Home D% E
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ARV RFERFTIVaY =)

X, a7 72 MEROBEIX
attach@cisco.com, XML ED LA 1
callhome@cisco.com) ,

http {destination-email-addressemail : Z O http
FT T a VRRRSNTOBEGE, o~ R
313 XML 30 C Smart Call Home Ny 7 = R
H—X (TAC 71 7 7 A /L THRE S7= URL)
WZEE SN ET,

Ny 72y RYy—NpLE A=/ T RLA
WA v E—VkiRETE DX 912,
destination-email-addressemail % 5 E T& £,
W A—NLT RLVA = RERES, £
TFOMFEIEETA2LENH Y 77,
tac-service-request SR# : V" — B AT RFE 5 & 4R

ELET, EBEFA—ILT FLABEFESINZN
PEIZ, P—ER Y X NBEEVRVLETT,

1

WIZ, CLLa~y RO E2—FHEDE A=V 7 RLRIZHET DB &R LET,
Device# call-home send "show diag" email support@example.com

WIZ, SRESDIRE S, 77 7% A MEAT attach@cisco.com [ZiE(F S D a2~ 2 N
TR LET,

Device# call-home send "show version"; ""'show run tac-service-request 123456
WIZ, XML A vt — AT callhome@cisco.com (255 SvH a2~ RH1oOBZ R LET,

Device# call-home send "show diag" email callhome@example.com msg-format xml

Call Home D& FE

CallHome #45ElX. 7 VT A INTRI AT A ARV FEEA—/LEBIX U Web ETilEILET,
Rry bV —E R BEOETA—/L, I XMLRX—2AO ST 7V r—a >
L OB EHMEDOT-DIC, SEXERA v =V OBKMEATE 9, Z OHEED Y
EERFECIE, Ry NU—7 R— NIRRT OEE—V 7 Xy NT—7 FXL—T 3
YU —~DE A=V, PAHR—F Web A b ~D XML OEF, Y AaDT 7 =H)v
PR — Tk (TAC) TOEBEOFEFIARK D72 D Cisco Smart Call Home V— B 2D 72 3 H
nET,

Call Home %% [
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B smertcall Home 4 — £ X &4 7K— b4 5 & 512 Call Home R ET 5 75%

Smart Call Home 4 —E X #H7HR— 9 % & 512 Call Home %X E T 5 5%

ATiR S

ZZTiE, A3 T3 AT Call Home #4822 5% L. HTTPS %l L C Smart Call Home
P — VR ELEITIBET DI OICNERZTOMDXIEREEZLT D 12O LB 2/ NREOFENED
WA L E9,

Smart CallHome ¥— B 2 Z5% @& L CTHHT AENIT. IROBMHESREZEZ L TWDH I L 2R L
TL7E&E:

WET DT NA ANFN 2 —ERZBKIORNR L5 TND I L 2R L E T,

* Cisco HTTPS H— & IPHi C& 5 2 L A8 L £ 7

DAY — N X2 T ¢ FEBHELZRG L EF, CiscolOS XE Release 2.6.0 Tl
LR 73 Cisco Systems DY —/N X 2 U T 4 GEAEOHRHFHOTFA MR RLET,

MIIDAJjCCAmsSCEH3Z/gfPgB63EHIN+6eIJNMYWDQYJKOZIhvcNAQEFBQAWGCEXCZAJ
BgNVBAYTAIVTMRcWEFQYDVQQKEWSWZXJIJpU21nbiwgSW5jLjE8MDOGAIUECxMzQ2xh
c3MgMyBQdWJIsaWMgUHJIpbWFyeSBDZXJ0aWZpY2F0aWSuIEF1dGhveml 0eSAtIECyY
MTowOAYDVQQLEzEoYykgMTk50CBWZXIJpU21lnbiwgSW5jLiAtIEZvciBhdXRob3Jp
emVkIHVzZSBvbmx5MR8WHQYDVQQLEXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMB4X
DTk4MDUxODAWMDAWMEFOXDTI4MDgwMTIzNTk10VowgcExCzAJBgNVBAYTALIVTMRCwW
FQYDVQQKEWSWZXJpU21nbiwgSW5jLjESMDoGALUECxXMzQ2xhc3MgMyBQdWIsaWMg
UHJpbWFyeSBDZXJ0aWZpY2F0aWOuIEF1dGhvecml0eSAtIECcyMTowOAYDVQQLEZEO
YykgMTk50CBWZXJpU21lnbiwgSW5)LiAt IEZvciBhdXRob3JpemVkIHVZZSBvbmx5
MR8WHQYDVQQLExXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMIGEMAOGCSgGSIb3DQER
AQUAA4GNADCBiQKBgQDMX tERXVXpOKvTUWpMmR9ZmDCOFOUgRmM1IHPISFIIThbbP4
POOMBRcPO/mn+SXXwc+EY/J8Y8+1R/LGWzOOZEAEAMGAUWQCRXfH2G711Sk8U0Og0
13gfgLptQ5GV]j0VXXn7F+8gkBOvgl zdUMG+7AUcyM83cV5tkaWH4mx0ciU9cZwID
AQABMAOGCSgGSIb3DQEBBQUAA4GBAFFNzb5cy5gZnBWyAT14Lk0PZ3BwmcYQWpSk
U01lUbSuvDV1Ai2TT1+7eVmGSX6bEHRBhNtMsJzzoKQmS5EWR0zLVznxxIgbxhAe71
F6YM40ATIOW/n60RzKprxaZLvcRTDOaxxp5EJb+RxBrO6WVcmeQD2+A2iMzA01KpY
oJ2dazZH9

CALSRIRAVFDEELS L UVEEE

FIRDOHE

. Call Home @

Smart Call Home ¥— & 2 HIZ Cisco HTTPS $—/ N & O@E ML T HITIE. v A 2D P —N
X2 VT 4EEZES L, BGETAXLERHY £,

configure terminal

crypto pki trustpoint name

enrollment terminal

exit

crypto pki authenticate name

TurF T kX2 U T AGEAEDOT XA MRV AT ET,
quit

yes

©END O HAWN

end

=y
©

copy running-config startup-config

s
it
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ca b5z hxs v rosassvRE W

FED FH 4
aAv U RFEREEFET7TIVaY By
ATy T configure terminal Ja—\)aryZ 4 Fal—arE®— NeERth
51 LET.
Router# configure terminal
AT F2 |crypto pki trustpoint name N—HDCA NTAIKRA L 2ESL, CA LT
i - ARNKRAV Far7 o Fal—ar T— %2
WBLET,
Router (config) # crypto pki trustpoint cisco
ATFvT3 enrollment terminal SERAERERIC, FERITOD Y R TV R—2 M
15'] : %*E‘E I/i‘a‘o
Router (ca-trustpoint) # enrollment terminal
ATy 74 |exit CARIARRA LV Far74¥alb— g E—
- RE&TL, Zu—Lary 74 X¥al—3 g2
E—FNIZREV ET,
Router (ca-trustpoint) # exit
RATFwTH crypto pki authenticate name LI CA ZFEELE T,
i GE)  CA O4FRIIE, crypto pki trustpoint =~
v R TCTIRE Iz name & —E3 5 MM
Router (config) # crypto pki authenticate HYET,
cisco
ATYT6 |77 T, X2 VT AGEHAEOT XA ME | X2 VT 4GEHEOT IR MNERELET,
HE O fHr £,
1 -
Enter the base 64 encoded CA certificate.
1 -
End with a blank line or the word "quit" on a
line by itself
1 -
<Paste certificate text here>
ATy 71 |quit X2 VT 4 EOT XX FOKDY ZEELE
1 - kK
quit

Call Home D% FE .
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Call Home O |

ARV FFEREETIVa Yy

S

ATw T8 |yes X2 U T AREAEDOANOZT AN ZHERE L E
1§| : j"o
% Do you accept this certificate?
[yes/no]: yes

ZATFwvS9 end Ja—\) a7 4 Fal—varyET—RakT
i - L. F# EXEC £— FIZRED £7,
Router# end

AT 710 |copy running-config startup-config Z DF%E%E NVRAM ICIRTF L £,

1 -

Router# copy running-config
startup-config

Bl v RxaP—NtXxa )T 4 AHEOTS LRE

WIZ, YAIOY =" tF 2 T 4R EDOES LREEHEA SN D

Router# configure terminal
Router (config) # crypto pki trustpoint cisco
Router (ca-trustpoint) # enrollment terminal
Router (ca-trustpoint) # exit
Router (config) # crypto pki authenticate cisco
Enter the base 64 encoded CA certificate.
End with a blank line or the word "quit" on a line by itself
MIIDAJjCCAmsSCEH3Z/gfPgB63EHINn+6eJNMYwWDQYJKoZIhveNAQEFBQAWgCEXCzZAJ
BgNVBAYTALVTMRcWEQYDVQOKEWSWZXJpU21lnbiwgSW5]jLjE8MDoGAIUECxKMzQ2xh
c3MgMyBQdWJIsaWMgUHJIpbWFyeSBDZXJ0aWZpY2F0aWOuIEF1dGhveml 0eSAtIECyY
MTowOAYDVQQLEzE0YykgMTk50CBWZXJpU21nbiwgSW5jLiAtIEZvciBhdXRob3Jp
emVkIHVzZSBvbmx 5MR8WHQYDVQQLEXZWZXJpU21nbiBUcnVzdCBOZXR3b3JrMB4Xquit
Certificate has the following attributes:

Fingerprint MD5: A2339B4C 747873D4 6CE7C1F3 8DCB5CE9

e

Ax A&

Fingerprint SHAl: 85371CA6 E550143D CE280347 1BDE3A09 E8F8770F

)

% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.

% Certificate successfully imported

Router (config) # end

Router# copy running-config startup-config

Il call Home D&%

DR L ET,
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Smart Call Home D&} D FALA .

Smart Call Home )& £ BA1A

Smart Call Home DX g% 7" 1 & 2 & f#r9 5 121, CiscoTAC-1 7' 12 7 7 A JLIZ [Inventory] 7 7 —
N IN—T Aob—VEFEHTERFELET,

FIEDHEE
1. call-home send alert-group inventory profile CiscoTAC-1
F gD
ARV FFERET7TIVa Y B
X 71 | call-home send alert-group inventory profile [Inventory] 7 — b TN—T Ay t—%
CiscoTAC-1 CiscoTAC-1%585E 7" 1 7 7 A MZFE THEE L E T

Device# call-home send alert-group
inventory profile CiscoTAC-1

WOVESE

Call Home

FIRDEE

- A —/ L% Cisco Systems 7> 5525 L. $5/RIZ{€-> T Smart Call Home Web 7 7' r—3 5
DT A 2w 5w T LET,

« )R® URL 7>, Smart Call Home Web 7 7'V 77— g V&8 L £ 7,
https://tools.cisco.com/sch/

o IR EEZ T ANE T,
o BEEMB IR T o 72 Call Home T /31 ADT 3 A ABGkAEMER L E7,

Smart Call Home Web 7 7' U 77— 2 > OfEFH OFERIZ DWW TIX,  [Smart Call Home User Guide
AL TLLTEEN, ZO2—% HA R, T3 AnLEE:, 38k — by oA
(TG) KA A > M %4 LT Smart CallHome A vt — V% EETH0OFREH b EENT
WET, BEOT AL 22 R— T30 EOHLBEER, X2 T 4 B> TF A
ANA U H—F v MCEBEER SNV ERRATHIEET. TGHEMNRA » FE2HHAT
xFET,

EREDRT

S F 72 showcall-home =~ F&fEH LT, Call Home DR TEIHEHRE TR TE E T,
X EW A D Call Home [ A KR T 5121, RO~ RO 1 OEI3EHEFEHLET,

show call-home
show call-home detail
show call-home alert-group

pPwbN-=

show call-home mail-server status

Call Home %% [


https://tools.cisco.com/sch/

. CallHome D> 7 4 XaL— 3 U4l

5. show call-home profile {all | name}
6. show call-home statistics

Call Home OB |

F B0
AU REREETI 3 Y B
AT 71 |show call-home Call Home % & D E A KR L ET,
1
Device# show call-home
AT 7 2 | show call-home detail Call Home R EDFEMAFE R L E T,
f
Device# show call-home detail
AT 7 3 |show call-home alert-group FEHARERT T — N T N—TLENEDAT—H R
15“ : %i%i_\‘ L/jzj«o
Device# show call-home alert-group
X T v 7 4 | show call-home mail-server status BEBRHDE XA —)L b —_"OT ATV T 4%
1 Fxv /7 LTERRLET,
Device# show call-home mail-server status
Z 5+ 7 5 | show call-home profile {all | name} EESNISE TR T 7 A VOREEFRLET,
i - all ¥ — U — FZ2fif] LTI ~Tosk7n 7 7 A v
DRELETR T LET,
Device# show call-home profile all
AT 7 6 | show call-home statistics Call Home { X h OfEFHEREZF R L £,

1

Device# show call-home statistics

CallHome D> 7 4 XalL—< 3 4
&IZ. show call-home 21~ ROEQRLHAT L g AR LESREOE I EZ R LET,

%5l : Call Home {&3h D EHY

-

Device# show call-home
Current call home settings:
call home feature : disable
call home message's from address:

s

Call Home D& TE

username@example.com
call home message's reply-to address:

username@example.com



| call Home D&

il

- &EF A0 call Home HE0EM ]

vrf for call-home messages: Mgmt-intf

contact person's email address:
contact person's phone number:
street address: 1234 Any Street Any
customer ID: customer@example.com
contract ID: 123456789
site ID: example.com
Mail-server[1l]: Address:
Mail-server[2]: Address:

username@example.com
+14085551234

city Any state 12345

smtp.example.com Priority: 1
192.168.0.1 Priority: 2

Description

configuration info
diagnostic info
environmental info
inventory info
syslog info

Rate-limit: 20 message(s) per minute
Available alert groups:
Keyword State
configuration Enable
diagnostic Enable
environment Enable
inventory Enable
syslog Enable
Profiles:

Profile Name:
Profile Name:

campus-noc
CiscoTAC-1

SBEFE D Call Home 158 DM

call-home detail

home settings:

feature: enable
call home message's from address:
call home message's reply-to address
vrf for call-home messages:
contact person's email address:
contact person's phone number:
street address: 1234 Picaboo Street,
customer ID: ExampleCorp
contract ID: X123456789
site ID: SantaClara
source ip address:
source interface:
Mail-server[1l]: Address: 192.168.2.1
Mail-server[2]: Address: 223.255.254
http proxy: 192.168.1.1:80
aaa-authorization: disable
aaa-authorization username:
data-privacy: normal
syslog throttling: enable
Rate-limit: 20 message (s)
Snapshot command[0]: show
Snapshot command[1l]: show

Available alert groups:
Keyword State Description

show
call
home

Device#
Current
call

Not yet set up
GigabitEthernetl

callhome

per minute
version
clock

router@example.com

: support@example.com

Not yet set up
technical@example.com
+1-408-555-1234

Any city, Any state, 12345

Priority: 1
.254 Priority: 2

(default)

configuration Enable configuration info
crash Enable crash and traceback info

inventory Enable inventory info

snapshot Enable snapshot info

syslog Enable syslog info
Profiles:

Profile Name: campus-noc

Profile status: ACTIVE

Preferred Message Format: xml

Message Size Limit: 3145728 Bytes
Transport Method: email

Call Home D&% E .
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Email address(es): noc@example.com
HTTP address(es): Not yet set up
Alert-group Severity

configuration normal
crash normal
inventory normal
Syslog-Pattern Severity

. *CALL_LOOP.* debug

Profile Name: CiscoTAC-1
Profile status: INACTIVE
Profile mode: Full Reporting
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email

Email address(es): callhome@cisco.com

Call Home O |

HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService
Periodic configuration info message is scheduled every 14 day of the month at 11:12
Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group Severity

crash normal
Syslog-Pattern Severity
.*CALL_LOOP.* debug

%l . {FEATBEZR Call Home 75— N J—7F

Device# show call-home alert-group
Available alert groups:
Keyword State Description

configuration Enable configuration info

crash Enable crash and traceback info
inventory Enable inventory info
snapshot Enable snapshot info

syslog Enable syslog info

Bl B A= P —RD AT —H AEFHR

Device# show call-home mail-server status
Please wait. Checking for mail server status
Mail-server[l]: Address: 192.168.2.1 Priority:

1 [Not Available]

Mail-server[2]: Address: 223.255.254.254 Priority: 2 [Available]

Bl FRTORET 1 7 7 A L DIF#

Device# show call-home profile all
Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): noc@example.com
HTTP address(es): Not yet set up

Il call Home D&%
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Alert-group Severity

configuration normal
crash normal
inventory normal
Syslog-Pattern Severity

. *CALL_LOOP.* debug
Profile Name: CiscoTAC-1
Profile status: INACTIVE
Profile mode: Full Reporting
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email
Email address(es): callhome@cisco.com
HTTP address(es): https://tools.cisco.com/its/service/oddce/services/DDCEService

Periodic configuration info message is scheduled every 14 day of the month at 11:12

Periodic inventory info message is scheduled every 14 day of the month at 10:57

Alert-group Severity
crash normal
Syslog-Pattern Severity
. *CALL_LOOP.* debug

Bl . 22—V BRI T v 7 7 A VOEH

Device# show call-home profile campus-noc
Profile Name: campus-noc
Profile status: ACTIVE
Preferred Message Format: xml
Message Size Limit: 3145728 Bytes
Transport Method: email

Email address(es): noc@example.com
HTTP address(es): Not yet set up
Alert-group Severity
configuration normal
crash normal
inventory normal
Syslog-Pattern Severity
.*CALL LOOP.* debug

5 : Call Home O#EE1E

Device# show call-home statistics

Message Types Total Email HTTP

Total Success 3 3 0
Config 3 3 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 2 2 0
SysLog 0 0 0
Test 0 0 0

Call Home D&% E
I
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FI4I bk

1 —]

X JE

Request 0 0 0
Send-CLI 0 0 0
Total In-Queue O 0 0
Config 0 0 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total Failed 0 0 0
Config 0 0 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0
Total Ratelimit
—-dropped O 0 0
Config 0 0 0
Diagnostic O 0 0
Environment 0 0 0
Inventory 0 0 0
SysLog 0 0 0
Test 0 0 0
Request 0 0 0
Send-CLI 0 0 0

Last call-home message sent time: 2010-01-11 18:32:32 GMT+00:00

Call Home OF 7 )V NRED—E TT,

Call Home O |

INT A=A TIAIE
Call Home f&RED AT — & A Fa4—TN
A—PERTRT 7 ANDAT —H A Active
ERBFADYAATAC 707 7 A VD AT —H A Inactive
HRIE 71k WA A—IL
Av—VDT7r—~<v N XA XML
a7 TEAN, va—hTHA N, FREIXMLERXTEEFESND A »+— 3,145,728
COREA =T DY A X
TN ITN—TDAT—H A A RX—=T )
CallHome A v —DOENRE L& \VVE 0 (F\y
)
1 FENCEET H A v =Y O L — MR 20

. Call Home D% E
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To3— b TIL—TDREEBARNY FEOATUFR

F2:CallHome 75—k TIL—F, ARV b, BLUVENME

75—t sn—JoEss~vteazor |

NFA—4 TIHIE
AAA Authorization T 4=
Call Home O syslog A vt—Y Amy fJ 7 A FX—T I
T—2 TTANY— L TR

CallHome 28h A X0 MIT T — s =T V—TbE N, £7 77— b T —7120F A X
VNDOFERFIZETTHL I CLIa~y RARE DM THNET, CLIa~y FHATEE S
HAw—VICEENET, £2:CallHome 77— b Z—7 A _2 b, BLOEHE (39

Re)

3 K7 7= F INA=TICEENLEE AR P AR LET, ZAUTE, FARY

FNOBEBREELETENDETTI— K ZL—FDOCLIa~r RbaEh £,

75— Y
=77

CallHome #2&h 1

Vb

Syslog 1 X

~

~

~

ot

SBALERITESNAHCUOTU R

Crash

SYSTEM_CRASH

VAT ATy BT A ANV R,
FTdHavr K.

show version show logging show region show stack

TRACEBACK

VTR 2TDRL—A RNy 7 AV e LET,
ETdHavr R

show version show logging show region show stack

Configuration

Z—PMER L2 EER (TAC ITEE) .
EITENACLI < R

show platform show inventory show running-config all show
startup-config show version

Environmental

B, 77, BETI—A0 X5 BB T 5
A X2 b (TACIZE(E) &

EITENACLla<w R

show platform show environment show inventory show logging

Call Home %% [



Call Home OB |
B oot—cons

To5—rY CallHome #2&j 4 |Syslog 1 N\ | EX |FRBALETSASHCLUITU R

n—7 AU bk vk E

Inventory — — — Inventory A7 —# AL, ==y ha—/L F7—ShlHa
. FRU BRAE IO A SNIEEAICHES LD, Zh
I, BRTHAWAR b RS, FRIIAT—F A LH
BREICHE M SN D (TACIZER) .
FATSNDH CLl=2~v > K
show diag all eeprom detail | include MAC show license all show
platform show platform hardware qfp active infrastructure chipset
0 capabilities show platform software vnic-if interface-mapping
show version

Syslog — — — syslog (21 VREER S DA N b
FATSNDH CLl=2~v o K
show logging

AYytE—TDAB

WORIZ, TIT7— K ITN—T Xvt—VONFOEREZRLET,
sShortText A v &—2 T—TILDIT+—I v bITa— b TFAN AvE—VDars
Y DT 44— RIZOWTE L ET,
e T RTOIILTFHFREBLU XML Message T— T ILAHDOILED 7 4 — /L RIZTXTH 7
NTHRARBIOXML A vy =il 2207007 4 —/L RIZOW T L E
T, FFEDT T — K ZNV—F Ao —ICElAEDT 4 —v Rk, @7 4 —/v FORIZ
FASNET, HARA Y MIRITRLTOET,
c MM FEIEFHHARD P AV E—DITBAIND T4 —IL FORIZ, WA > & —
Y (TAC 7 —REME LT HU AT AEE) L PHA Y E—Y (VAT LA NRT 4 —<
VADIKTESI SR ZTREEOH D) ITHASNDOINE T 4 — L RERLET,
ARV KN)DAR M Ay = TF—TIVIHEBASINZT A=V RiFA o _ b Xy
T—VOFHAINIZa T YD T 4 — L RIZOW T LET,

OBV a I, VTR v E—UEERLIEROY TS v a b EENTOET,

£R3:a—FTHEFRAF AvE—DOEA

T—ARIEH ShBA
T34 A ID WESNTZT A A4
HEER & EENA N DEA D RAR T

TR = | BB X F ORI FRA (3EEE

T T — L DERASE VAT A A=V EIND L) T — L

. Call Home D% E
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R4:OVT THERA AV E—DEXMLA Y E—SFTRTITHBED T 4 —IL K

rvt—vonz ||

A +EBELTXML)

T—41EE (FL—rTF%

BB (TL—r THERRARELU
XML)

MML% 5 (XML 7=
+)

BAINARZ T

ISO MA@ CTOA X2 h D A/
ANART

YYYY-MM-DD HH:MM:SS
GMT+HH:MM

CallHome/EventTime

A =%

A=V D4, FEDA R B
X T7S5— TN —TDiEEA N
vhEATRUER] B v a L TREE
ERNTVWET,

Ya—hrTHRAL
A=V O8RS
DI

A= AT

[Call Home] % ¥57E,

CallHome/Event/Type

Message subtype

HrED A v®— X A7 full,
delta, test
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<?xml version="1.0" encoding="UTF-8"?>

<soap-env:Envelope xmlns:soap-env="http://www.w3.0rg/2003/05/soap-envelope">
<soap-env:Header>

<aml-session:Session xmlns:aml-session="http://www.cisco.com/2004/01/aml-session"
soap-env:mustUnderstand="true"
soap-env:role="http://www.w3.0rg/2003/05/soap-envelope/role/next">
<aml-session:To>http://tools.cisco.com/neddce/services/DDCEService</aml-session:To>
<aml-session:Path>
<aml-session:Via>http://www.cisco.com/appliance/uri</aml-session:Via>
</aml-session:Path>
<aml-session:From>http://www.cisco.com/appliance/uri</aml-session:From>
<aml-session:MessageId>M8:9SINMSF22DW:51AEAC68</aml-session:Messageld>
</aml-session:Session>

</soap-env:Header>

<soap-env:Body>

<aml-block:Block xmlns:aml-block="http://www.cisco.com/2004/01/aml-block">
<aml-block:Header>
<aml-block:Type>http://www.cisco.com/2005/05/callhome/syslog</aml-block:Type>
<aml-block:CreationDate>2013-06-05 03:11:36 GMT+00:00</aml-block:CreationDate>
<aml-block:Builder>

<aml-block:Name>CSR1000v</aml-block:Name>
<aml-block:Version>2.0</aml-block:Version>

</aml-block:Builder>

<aml-block:BlockGroup>
<aml-block:GroupId>G9:9SINMSF22DW:51AEAC68</aml-block:GroupId>
<aml-block:Number>0</aml-block:Number>
<aml-block:IsLast>true</aml-block:IsLast>
<aml-block:IsPrimary>true</aml-block:IsPrimary>
<aml-block:WaitForPrimary>false</aml-block:WaitForPrimary>
</aml-block:BlockGroup>

<aml-block:Severity>2</aml-block:Severity>

</aml-block:Header>

<aml-block:Content>

<ch:CallHome xmlns:ch="http://www.cisco.com/2005/05/callhome" version="1.0">
<ch:EventTime>2013-06-05 03:11:36 GMT+00:00</ch:EventTime> <ch:MessageDescription>*Jun
5

03:11:36.041: $CLEAR-5-COUNTERS: Clear counter on all interfaces by
console</ch:MessageDescription> <ch:Event> <ch:Type>syslog</ch:Type>
<ch:SubType></ch:SubType> <ch:Brand>Cisco Systems</ch:Brand> <ch:Series>CSR1000v Cloud
Services Router</ch:Series> </ch:Event> <ch:CustomerData> <ch:UserData>
<ch:Email>weijuhual@cisco.com</ch:Email>

</ch:UserData>

<ch:ContractbData>
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<ch:CustomerId></ch:CustomerId>

<ch:SiteId></ch:SiteId>

<ch:ContractId></ch:ContractId>

<ch:DeviceId>CSR1000V@C@ISINMSF22DW</ch:DeviceId>

</ch:ContractData>

<ch:SystemInfo>

<ch:Name>giang-vm</ch:Name>

<ch:Contact></ch:Contact>

<ch:ContactEmail>weijuhua@cisco.com</ch:ContactEmail>

<ch:ContactPhoneNumber></ch:ContactPhoneNumber>

<ch:StreetAddress></ch:StreetAddress>

</ch:SystemInfo>

<ch:CCOID></ch:CCOID>

<ch:IdToken></ch:IdToken>

</ch:CustomerData>

<ch:Device>

<rme:Chassis xmlns:rme="http://www.cisco.com/rme/4.0">

<rme:Model>CSR1000V</rme:Model>

<rme:HardwareVersion></rme:HardwareVersion>

<rme:SerialNumber>9SINMSF22DW</rme:SerialNumber>

<rme:AdditionalInformation>

<rme:AD name="PartNumber" value="" />

<rme:AD name="SoftwareVersion" value="15.4(20130604:093915)" /> <rme:AD

name="SystemObjectId" value="1.3.6.1.4.1.9.1.1537" /> <rme:AD name="SystemDescription"

value="Cisco IOS Software, CSR1000V Software (X86_ 64 LINUX IOSD-ADVENTERPRISEK9-M),

Experimental Version 15.4(20130604:093915) [mcp_dev-giazhou-ultra ut 100] Copyright (c)
1986-2013 by Cisco Systems, Inc. Compiled Tue 04-Jun-13 02:39 by jsmith" /> <rme:AD

name="ServiceNumber" value="" />

<rme:AD name="ForwardAddress" value="" /> </rme:AdditionallInformation> </rme:Chassis>

</ch:Device> </ch:CallHome> </aml-block:Content> <aml-block:Attachments>

<aml-block:Attachment type="inline"> <aml-block:Name>show logging</aml-block:Name>

<aml-block:Data encoding="plain"> <![CDATA[show logging Syslog logging: enabled (0

messages dropped, 1 messages rate-limited, 0 flushes, 0 overruns, xml disabled, filtering

disabled)

No Active Message Discriminator.

No Inactive Message Discriminator.

Console logging: level debugging, 391 messages logged, xml disabled,

filtering disabled

Monitor logging: level debugging, 0 messages logged, xml disabled,

filtering disabled

Buffer logging: level debugging, 391 messages logged, xml disabled,

filtering disabled

Exception Logging: size (4096 bytes)

Count and timestamp logging messages: disabled

Persistent logging: disabled

No active filter modules.

Trap logging: level informational, 56 message lines logged

Logging Source-Interface: VRF Name:

Log Buffer (4096 bytes):

*Jun 5 03:11:18.295: %SYS-5-CONFIG I: Configured from console by console

giang-vm#]]></aml-block:Data> </aml-block:Attachment> </aml-block:Attachments>

</aml-block:Block> </soap-env:Body> </soap-env:Envelope>
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