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enable
install add file bootflash:isr4300-universalk9.BLD
SMU_LATEST 20170128 040557.1.CSCxxx.SSA.smu.bin

show install summary // Shows the installed SMU package as inactive package in the
command output

install activate file
bootflash:isr4300-universalk9.BLD_SMU_LATEST_ 20170128 040557.1.CSCxxx.SSA.smu.bin

show version // Shows the image version tagged with the “SMU Patched” phrase
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show install summary // Shows the installed SMU package as an active package in the
command output

install commit

show install summary // Shows the installed SMU package as a committed package in the
command output.

SMUDO—)L/Nv Y, &7 T« T, F-ITEHIK

WDa<=y REEHR LT, SMUZ0—L1 w27 7275 0 7. BLOHIEL £,
e install rollback : 7 /3 AZLIFIOA VA F—/VIREEICE L E T, 20—y
7123V a— RBMEETT,
*install deactivate : 77T 4 TR/ —V%IET VT 470 L, RNubr—T A
T—A2AFEHL, BEIHEA TV e —FRT537evxE N H—LFT,

*install remove : TXTCD, FHIIRELIET 7T 4 7R SMUNRY r—2% 7 7 A
AT AN BHIBRL T,

ROZATZFATLT, SMUZr—A Ny T T 7T 17, BIUHIBRLET,

enable
install rollback to committed

install deactivate file
bootflash:isr4300-universalk9.BLD_SMU_LATEST 20170128 040557.1.CSCxxXXXX.SSA.smu.bin

install remove file
bootflash:isr4300-universalk9.BLD_SMU_LATEST_ 20170128 040557.1.CSCxxx.SSA.smu.bin

JIRDTT AOTFFUORTYTTL— KDHEEH
Bl : SMUDEM. 79541k, I3 vk

SMU MEM., 79T« 74, a3y bk
WOBNL, SMU OEMN, 7277 474k, a3y hOU—7 70 —%RLTWVWET,

Device# install add file
bootflash:isr4300-universalk9.BLD_SMU_LATEST 20170128 040557.1.CSCxxXXXX.SSA.smu.bin
install add: START Tue Aug 1 04:22:48 UTC 2017

install add: Adding SMU

*Aug 1 04:22:54.492: SIOSXE-5-PLATFORM: SIP2: Aug 1 04:22:54 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install add
bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin--- Starting SMU Add operation

Performing SMU ADD on Active/Standby
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[RO] SMU_ADD package(s) on RO
[RO] Finished SMU _ADD on RO
Checking status of SMU _ADD on [RO]
SMU_ADD: Passed on [RO]
Finished SMU Add operation

SUCCESS: install add Tue Aug 1 04:23:10 UTC 2017

Device# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU I bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin
IMG C 16.6.1.0

Device# install activate file
bootflash:isr4300-universalk9.BLD_SMU_LATEST 20170128 040557.1.CSCxxx.SSA.smu.bin

install activate: START Tue Aug 1 04:24:42 UTC 2017
install activate: Activating SMU

*Aug 1 04:24:48.682: $IOSXE-5-PLATFORM: SIP2: Aug 1 04:24:48 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install activate
bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin

This operation requires a reload of the system. Do you want to proceed? [y/nly

--— Starting SMU Activate operation ---
Performing SMU ACTIVATE on Active/Standby
[RO] SMU_ACTIVATE package(s) on RO
DMP package.

[RO] Finished SMU ACTIVATE on RO
Checking status of SMU ACTIVATE on [RO]
SMU_ACTIVATE: Passed on [RO]

Finished SMU Activate operation

install activate: Reloading the box to complete activation of the SMU...

install activate will reload the system now!

Aug 1 04:25:36

Aug 1 04:25:45.742 RPO/0: %INSTALL-5-INSTALL_COMPLETED INFO: Completed install activate
SMU bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin

<after reload>

Device# show version

Cisco I0S XE Software, Version 16.06.01 - SMU-PATCHED

Cisco IOS Software [Everest], ISR Software (X86_64 LINUX IOSD-UNIVERSALK9-M), Version
16.6.1, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Sat 22-Jul-17 05:55 by mcpre

Active SMU Information:

State (St): C - Committed, U - Uncommitted
Type Defect ID Version St Filename
SMU CSCxxXXXXX 16.6.1.0. U 1isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu
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cisco ISR4351/K9 (2RU) processor with 7941107K/6147K bytes of memory.
Processor board ID FLM2007WOMJ

3 Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

16777216K bytes of physical memory.

14659583K bytes of flash memory at bootflash:.

OK bytes of WebUI ODM Files at webui:.

Configuration register is 0x0

Device# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU U bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin
IMG C 16.6.1.0

Device# show install active
RO ] Active Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU U bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin
IMG C 16.6.1.0

Device# install commit
install commit: START Tue Aug 1 04:48:03 UTC 2017
install commit: Committing SMU

*Aug 1 04:48:10.042: %IOSXE-5-PLATFORM: SIP2: Aug 1 04:48:10 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install commit--- Starting SMU Commit operation

Performing SMU COMMIT on Active/Standby
[RO] SMU_COMMIT package(s) on RO
[RO] Finished SMU_COMMIT on RO
Checking status of SMU _COMMIT on [RO]
SMU _COMMIT: Passed on [RO]
Finished SMU Commit operation
SUCCESS: install commit Tue Aug 1 04:48:33 UTC 2017

Device# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU C bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin
IMG C 16.6.1.0
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Device# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU C bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin
IMG C 16.6.1.0

Device#show install rollback
ID Label Description

4 No Label No Description
Device# install rollback to committed
install rollback: START Tue Aug 1 05:00:37 UTC 2017

*Aug 1 05:00:44.038: %IOSXE-5-PLATFORM: SIP2: Aug 1 05:00:44 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install rollbackinstall rollback: Rolling back
SMU

This operation requires a reload of the system. Do you want to proceed? [y/nly

--— Starting SMU Rollback operation ---
Performing SMU ROLLBACK on Active/Standby
[RO] SMU_ROLLBACK package (s) on RO
[RO] Finished SMU ROLLBACK on RO
Checking status of SMU_ROLLBACK on [RO]
SMU_ROLLBACK: Passed on [RO]
Finished SMU Rollback operation

install rollback will reload the system now!

Aug 1 05:01:40.43

Aug 1 05:01:53.558 RP0/0: %INSTALL-5-INSTALL_COMPLETED INFO: Completed install rollback
SMU

<after reload>

Device# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

//install deactivate: Deactivates an active package and triggers a process restart or a
reload.

Device# show install summary

[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
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C - Activated & Committed, D - Deactivated & Uncommitted

SMU C bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin
IMG C 16.6.1.0

Device# install deactivate file
bootflash:isr4300-universalk9.BLD_SMU_LATEST_ 20170128 _040557.1.CSCxxXXXX.SSA.smu.bin
install deactivate: START Tue Aug 1 05:28:47 UTC 2017

install deactivate: Deactivating SMU

This operation requires a reload of the system. Do you want to proceed? [y/nly

--- Starting SMU Deactivate operation ---
Performing SMU DEACTIVATE on Active/Standby
[RO] SMU DEACTIVATE package(s) on RO
DMP package.

[RO] Finished SMU DEACTIVATE on RO
Checking status of SMU DEACTIVATE on [RO]
SMU_DEACTIVATE: Passed on [RO]

Finished SMU Deactivate operation

install deactivate: Reloading the box to complete activation of the SMU...
install deactivate will reload the system now!

<after reload>

Device# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU D bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin
IMG C 16.6.1.0

Device#install commit
install commit: START Tue Aug 1 05:39:29 UTC 2017
install commit: Committing SMU

*Aug 1 05:39:35.222: %IOSXE-5-PLATFORM: SIP2: Aug 1 05:39:35 install engine.sh:
$INSTALL-5-INSTALL START INFO: Started install commit--- Starting SMU Commit operation

Performing SMU COMMIT on Active/Standby
[RO] SMU_COMMIT package(s) on RO
[RO] Finished SMU_COMMIT on RO
Checking status of SMU _COMMIT on [RO]
SMU _COMMIT: Passed on [RO]
Finished SMU Commit operation

SUCCESS: install commit Tue Aug 1 05:39:58 UTC 2017
Completed install commit SMU

Device#show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted
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SMU I bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin
IMG C 16.6.1.0

//install remove: Deletes the inactive SMU file from the file system.

Device# show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU I bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin
IMG C 16.6.1.0

Device#install remove file bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin
install remove: START Tue Aug 1 05:43:22 UTC 2017
install remove: Removing SMU

--- Starting SMU Remove operation ---
Performing SMU REMOVE on Active/Standby
[RO] SMU_REMOVE package(s) on RO
[RO] Finished SMU_REMOVE on RO
Checking status of SMU_REMOVE on [RO]
SMU_REMOVE: Passed on [RO]
Finished SMU Remove operation

SUCCESS: install remove Tue Aug 1 05:43:43 UTC 2017

//Remove inactive: Deletes all inactive packages from the file system

Device#show install summary
[ RO ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU I bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin
IMG C 16.6.1.0

Device#install remove inactive
install remove: START Tue Aug 1 05:52:31 UTC 2017
Cleaning up unnecessary package files
Scanning boot directory for packages ... done.
Preparing packages list to delete
isr4300-universalk9.16.06.01.SPA.bin
File is in use, will not delete.
packages.conf
File is in use, will not delete.
done.

The following files will be deleted:
[RO]:
/bootflash/isr4300-universalk9.16.06.01.CSCxxXXXXXX.SPA.smu.bin

Do you want to remove the above files? [y/nly

[RO]:

Deleting file bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin ... done.
SUCCESS: Files deleted.

--- Starting Post Remove Cleanup ---
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Performing Post Remove Cleanup on Active/Standby
[RO] Post Remove Cleanup package(s) on RO
[RO] Finished Post Remove Cleanup on RO
Checking status of Post Remove Cleanup on [RO]
Post Remove Cleanup: Passed on [RO]
Finished Post Remove Cleanup

SUCCESS: install remove Tue Aug 1 05:53:19 UTC 2017

///Show install package

Device#show install package bootflash:isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin
Name: i1sr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin
Version: 16.6.1.0.202.1500742946. .Everest

Platform: ISR4300

Package Type: SMU

Defect ID: CSCxxXXXXX

Package State: Not Installed

Supersedes List: {}

SMU ID: O

SMU Type: reload

SMU Compatible with Version: 16.6.1.0.202

//Show install log

Device#show install log

[Olinstall op boot]: START Tue Aug 1 05:34:59 Universal 2017
[O]install_op boot (INFO, )]: SMU
/bootflash/isr4300-universalk9.16.06.01.CSCxxXXXXX.SPA.smu.bin will be activated upon
reload.

[Olinstall op boot]: END SUCCESS Tue Aug 1 05:35:06 Universal 2017

VIR DITAVTFUORT YT L—RFOFDOMDS

EZEH

EEEH

BEEIEE T=aTFILBRAL L

CiscolOS =< K| [CiscoIOS Master Commands List, All Releases.]

YIRYD I T AT FUORTYTHL— FOBBEIEHR

ROFIZ, ZOFY 2— /L THBA LIEERICET Y U —RFRE R LET, ZOXRE, V7
Fx7 VU —Z2 M A U THEEEDOYR— PR EAINZLEEDOY T T VY —RAT2
JERLTOWET, ZOBEEIX, FFICHT O BR2WRY . ZNLEO—#HO Y 7 by =7 U Y —
ATHYR—bFInET,

B Vot 7 AFFURTYTIL—F


http://www.cisco.com/en/US/docs/ios/mcl/allreleasemcl/all_book.html

| vIr9z7 2053027y TIL—F

VI kY17 Av7FUR 7y I5L— rosiEs ]

TTv R T —LOYR—=IBLOVAT VT MU =T A4 A—=VOHR— MNIBETHHEHRE
53 % 1Z1X, Cisco Feature Navigator Zf#i ] L £ 9, Cisco Feature Navigator [Z7 7 & A 5 (Z
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H ¥ 2 MIMLEH D £ A,

RI1:VI LI T7 AVTFFURT YT L— FOHEEER

taE

iy

)1)—2R

HEETRR

VTN T AT
FURAT T T L—
K

Cisco I0S XE
Everest 16.6.1

VINT2T AVTF AT T T L—F

(SMU) F, Y AT KA A R—L LT F
BERLEF2 )T RREZ) U —R2SNA A—
VIR TE 8y =TT

ROA~ FPREAELITERINELE,

install. show install
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