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NETCONF D& E A%
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AT w71 NETCONF % SSH %7 v A7 AL LTHEOHT L 912, NETCONF X v hU—7 =3 —Tx 77V ir—
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Unix Side: ssh-2 -s companyname@l0.1.1.1 netconf

2T w2 NETCONFt¥ v a D% T Iz, <hello>ZE kDL H B XML XEZEETHZ LIk T, —
NOEREEZ R LET,

1

<?xml version="1.0" encoding="UTF-8"7?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
<capability>
urn:ietf:params:ns:netconf:capability:startup:1.0
</capability>
</capabilities>
<session-id>4<session-id>
</hello>]11>11>

7547 M. <hello> 26T XML XEZEEL UK LET,

i
<?xml version="1.0" encoding="UTF-8"7?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
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</capabilities>
</hello>11>11>

GE)

ZOFITIR, =30 <hello> A v =B EELIERBIZI TAT VU ENHED A v B—UNEEWT
WET A, NETCONF 7 v 27 AOFHHEZ T <IZ, Wi A ROGIZIERKFC A v 2— UMk
fganEd,

7§ T NETCONF #:RiE, EROKEDY 277 P> THROLZLERH Y £3, 1P]> D> —
FUANKEENDET, T AFERZLH L EH A,

FrEDOFNZOWTIL, [l : NETCONF over SSHV2 DR E] #ZHR L T &,

KD XML SCFF|ZfEHA LT, NETCONF Xy NU—2 =% —T % 77U 7 —3 3 > NETCONF 5 %
EZETEHLLIITLET,

1 -

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.0"><notification-on/>
</rpc>11>11>

AT w4 NETCONF v hU—2 w3%—% 77U A —3 3 0O NETCONF EHIDOEE 72132 E 4B I+ 512
IE. RO XML SCFH A L £,

1 -

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.13"><notification-off/>
</rpc>11>11>

NETCONF X4 O— ~DE{E

NETCONF A B — R& %y NT—2 w3 —% T Y 7 —3 g VICEMET AI2I1E. D XML
FHNEEA L ET,

<?xml version="1.0" encoding="UTF-8"7?>
<xs:schema targetNamespace="http://www.cisco.com/cpi 10/schema"
elementFormDefault="qualified" attributeFormDefault="unqualified"
xmlns="http://www.cisco.com/cpi 10/schema" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<!--The following elements define the cisco extensions for the content of the filter
element in a <get-config> request. They allow the client to specify the format of the
response and to select subsets of the entire configuration to be included.-->
<xs:element name="config-format-text-block">
<xs:annotation>
<xs:documentation>If this element appears in the filter, then the client is
requesting that the response data be sent in config command block
format.</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:sequence>
<xs:element ref="text-filter-spec" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
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</xs:element>
<xs:element name="config-format-text-cmd">
<xs:complexType>
<xs:sequence>
<xs:element ref="text-filter-spec"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="config-format-xml">
<xs:annotation>
<xs:documentation>When this element appears in the filter of a get-config
request, the results are to be returned in E-DI XML format. The content of this element
is treated as a filter.</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:complexContent>
<xs:extension base="xs:anyType"/>
</xs:complexContent>
</xs:complexType>
</xs:element>
<!--These elements are used in the filter of a <get> to specify operational data to
return.-->
<xs:element name="oper-data-format-text-block">
<xs:complexType>
<xs:sequence>
<xs:element name="show" type="xs:string" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="oper-data-format-xml">
<xs:complexType>
<xs:sequence>
<xs:any/>
</xs:sequence>
</xs:complexType>
</xs:element>
<!--When confing-format-text format is specified, the following describes the content
of the data element in the response-->
<xs:element name="cli-config-data">
<xs:complexType>
<xs:sequence>
<xs:element name="cmd" type="xs:string" maxOccurs="unbounded">
<xs:annotation>
<xs:documentation>Content is a command. May be multiple
lines.</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="cli-config-data-block" type="xs:string">
<xs:annotation>
<xs:documentation>The content of this element is the device configuration as
it would be sent to a terminal session. It contains embedded newline characters that
must be preserved as they represent the boundaries between the individual command
lines</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="text-filter-spec">
<xs:annotation>
<xs:documentation>If this element is included in the config-format-text element,
then the content is treated as if the string was appended to the "show running-config"
command line.</xs:documentation>
</xs:annotation>
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</xs:element>
<xs:element name="cli-oper-data-block">
<xs:complexType>
<xs:annotation>
<xs:documentation> This element is included in the response to get operation.
Content of this element is the operational data in text format.</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element name="item" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="exec"/>
<xs:element name="show"/>
<xs:element name="response"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:schema>

NETCONF @XM J 4+ —< v b

NETCONF % v h U —27 =3 =V ¥ T 7V r— g 03, xsd A¥F—~ 77 A V&AL T,
NETCONF * v U —27 = 3—V % 77V /r—3 3 > & NETCONF over SSHv2 F 7213 NETCONF
over BEEP 2BM# 3% 7 /31 A & ORI Ti%(5F 45 XML NETCONF A1 A v E—Y D7 4 —
~ v bR LET, TNOLDOT 7 A NMIT T U ELII AT =AY VY — /L THERTE
T, INOLDOAF—<EFEHLTXML OZSUHERIETEET, TNHDAF—~ Titik
THDIE, KEINDET—X D7 4 —<v b THoTHRETIEH Y THA,

NETCONF (% <edit-config> BEREAfEH L T, FPEDRET X TEREDF —F > MREIZH —
RLET, ZOHLWEEZANLISGE, #—7 vy MEEIIBEEBmIONETA, ¥—F v
FEEENL, BROEGFETLOT —H B LOERENTZIEIE U TERINET,

wiZ, CLI, CLIZ7 v v 7, BLXOXML O% 74—~ v k® NETCONF <edit-config> #HE 7D A
F—<ERLET,

NETCONF <edit-config> &3k : CLI 7+ —< v k

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<cli-config-data>
<cmd>hostname test</cmd>
<cmd>interface fastEthernet0/1</cmd>
<cmd>ip address 192.168.1.1 255.255.255.0</cmd>
</cli-config-data>
</config>
</edit-config>
</rpc>11>11>
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NETCONF <edit-config> it% : CLI 7+ —< v b

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply message-id="101" xmlns="urn:ietf:params:netconf:base:1.0">
<ok/>

</rpc-reply>11>11>

NETCONF <edit-config> &3k : CLI 7R v Y J74—< v b

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="netconf.mini.edit.3">
<edit-config>
<target>
<running/>
</target>
<config>
<cli-config-data-block>
hostname bob
interface fastEthernet0/1
ip address 192.168.1.1 255.255.255.0
</cli-config-data-block>
</config>
</edit-config>
</rpc>11>11>

NETCONF <edit-config> i5% : CLI 7R vy J74—< v b

<?xml version="1.0" encoding=\"UTF-8\"?2>

<rpc-reply message-id="netconf.mini.edit.3" xmlns="urn:ietf:params:netconf:base:1.0">
<ok/>

</rpc-reply>]1>]11>

WIZ, CLIBLWCLI 78 v 7 O 74—~ b NETCONF <get-config> F§HED A ¥ —~ %
RLET,

NETCONF <get-config> &K : CLI 7+ —< v k

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>
<running/>

</source>

<filter>
<config-format-text-cmd>

<text-filter-spec> | inc interface </text-filter-spec>
</config-format-text-cmd>
</filter>

</get-config>
</rpc>11>11>

NETCONF <get-config> i& % : CLI 74+ —< v b

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
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<cli-config-data>
<cmd>interface FastEthernet0/1</cmd>
<cmd>interface FastEthernet0/2</cmd>
</cli-config-data>
</data>
</rpc-reply>]1>11>

NETCONF <get-config> Z3k : CLI 7R v Y J4—< v b+

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>
<running/>
</source>
<filter>
<config-format-text-block>
<text-filter-spec> | inc interface </text-filter-spec>
</config-format-text-block>
</filter>

</get-config>
</rpc>11>11>

NETCONF <get-config> i5% : CLI 7R Y9 J4—< v b+

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data-block>
interface FastEthernet0/1
interface FastEthernet0/2
</cli-config-data-block>
</data>
</rpc-reply>]11>]11>

NETCONF |% <get>#§REZfH L C, REB LT A ADRREFH A If3 L £ 3, NETCONF
<get> 7 4 —~ v ML, CiscolOS show 2~ FIZHHY LE T, <filter> /3T A—X[I, VAT
LBEEBLOT A ZARIET — X ORFH S ZFRE L ET, <filter>/3T7 A — X BEOLEIL,
firb RS LES A,

RIZ, CLIBEUCLI 7Ry 7 D/ 7 4 —~ v hD <get> BRED A F —~ ZR L ET,

NETCONF <get> 3K : CLI 7+ —< v b

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc message—-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<config-format-text-cmd>
<text-filter-spec> | include interface </text-filter-spec>
</config-format-text-cmd>
<oper-data-format-text-block>
<exec>show interfaces</exec>
<exec>show arp</exec>
</oper-data-format-text-block>
</filter>
</get>
</rpc>11>11>
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NETCONF <get> /&% : CLI 7+ —< v k

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data>
<cmd>interface Loopback0</cmd>
<cmd>interface GigabitEthernet0/1</cmd>
<cmd>interface GigabitEthernet0/2</cmd>
</cli-config-data>
<cli-oper-data-block>
<item>
<exec>show interfaces</exec>
<response>
<!-- output of "show interfaces" -->
</response>
</item>
<item>
<exec>show arp</exec>
<response>
<!-- output of "show arp" -->
</response>
</item>
</cli-oper-data-block>
</data>
</rpc-reply>11>11>

NETCONF <get> 3K : CLI 7AYo 7+—< v k

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<config-format-text-block>
<text-filter-spec> | include interface </text-filter-spec>
</config-format-text-block>
<oper-data-format-text-block>
<exec>show interfaces</exec>
<exec>show arp</exec>
</oper-data-format-text-block>
</filter>
</get>
</rpc>11>11>

NETCONF <get> /5% : CLI 7AYo 74+—< v k

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc-reply message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data-block>
interface LoopbackO
interface GigabitEthernet0/1
interface GigabitEthernet0/2
</cli-config-data-block>
<cli-oper-data-block>

<item>
<exec>show interfaces</exec>
<response>
<!-- output of "show interfaces" -->
</response>
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</item>

<item>
<exec>show arp</exec>
<response>

<!-- output of "show arp" -->

</response>

</item>

</cli-oper-data-block>
</data>
</rpc-reply>]1>11>

NETCONFE Yy a3 DEZAR)UIGELUVADTFUR
Y

Gx) « 4 HLL L D[EIEE NETCONF & v a VA RETDHHLEND Y 97,
« F K 16 HDOEIE NETCONF £ v 3 a VAR ETXET,
« NETCONF TI% SSHvl (ZHR— &N EHA,

FIEDHE
1. enable
2. show netconf {counters | session| schema}
3. debug netconf {all | error}
4. clear netconf {counters | sessions}
F gD F%H
ARV RFEREET7TIVa Y ]3]
A7y 71 |enable FFHE EXEC T— RE AL £,
il - e NAU—REZANLET (FERENTHE)
Device> enable
X 77 2 | show netconf {counters | session| schema} NETCONF [E# A FE L ET,
{5
Device# show netconf counters
ATy 7 3| debug netconf {all | error} NETCONF & v ¥ 3 v DOF Ny 7 EHHc LET,
i) :
Device# debug netconf error
R T 7 4 |clear netconf {counters | sessions} NETCONF #it# 7 > % 3 L IOYNETCONF & v =
% - YEZVT L, BT Y —REfRKRL, vy
ZIRER L £,
Device# clear netconf sessions
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NETCONF ) % 5E {51

5l - NETCONF *y D —9 I Rx— % 7IUr—S 3 VU DETE

&IZ, NETCONF % SSHH 7 v A7 AL LTHOHT X 912, NETCONF Ry hU—7 <% —
X T = a v ERETHHE R LET,

Unix Side: ssh-2 -s companyname@l0.1.1.1 netconf

NETCONF & v ¥ g Ot 9 <IT, <hello> 2 &Telkd X 972 XML XEAEETDHZ LI
LoT, —DEERLET,

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
<capability>
urn:ietf:params:ns:netconf:capability:startup:1.0
</capability>
</capabilities>
<session-id>4<session-id>
</hello>]1>11>

7 AT v MiZ. <hello> Z&Te XML XEZEE LUK LET,

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
</capabilities>
</hello>]11>11>

WD XML LFEH|#fEHA LT, NETCONF %> hU—7 =3—T % 77U r— g 0n
NETCONF @iz EZFE TCEH L0 LET,

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.0"><notification-on/>
</rpc>]11>11>

NETCONF % v hU—27 =3 —U % 77U 7 —3 3 O NETCONF i@ DO REFZI13%EL
fE A1, RO XML CFEFI AR L E,

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.13"><notification-off/>
</rpc>11>11>
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5l : NETCONF v >3 > D E=

2)2y

#l: NETCONF £ v > a>nE=4y >y ||

&Iz, show netconf counters =~ > RO 2R L E 4,

Device# show netconf counters

NETCONF Counters
Connection Attempts:0:
Transactions
total: o0,
detailed errors:
in-use 0
missing-attribute
missing-element O

success: 0,

errors:0

invalid-value 0

0 bad-attribute 0
bad-element 0
access-denied 0

rejected:0 no-hello:0 success:0

too-big 0
unknown-attribute 0
unknown-element 0
lock-denied 0

unknown-namespace 0
resource-denied 0 rollback-failed 0
data-missing 0 operation-not-supported 0
partial-operation O

kIZ. show netconf session =~ FOH 2~ L F T,

data-exists 0
operation-failed O

Device# show netconf session
(Current | max) sessions: 3| 4
Operations received: 100
Connection Requests: 5

Operation errors: 99

Authentication errors: 2 Connection Failures:

0
ACL dropped 30
Notifications Sent: 20

show netconfschema =~ > KD /ji%, NETCONF ERE L OZF D ERICHT BIHEDT L A
v MEEEZRRLET, ZOAF—~E, #)72 NETCONF ZRDERF K OV O ERIZR
DISEDHIMEATEE T, AF =D/ — RIZOWTILRFC4741 THEINTWET,
&Iz, show netconf schema =~ KOH B R L ET,

Device# show netconf schema
New Name Space 'urn:ietf:params:xml:ns:netconf:base:1.0'
<VirtualRootTag> [0, 1] required
<rpc-reply> [0, 1] required
<ok> [0, 1] required
<data> [0, 1] required
<rpc-error> [0, 1] required
<error-type> [0, 1] required
<error-tag> [0, 1] required
<error-severity> [0, 1] required
<error-app-tag> [0, 1] required
<error-path> [0, 1] required
<error-message> [0, 1] required
<error-info> [0, 1] required
<bad-attribute> [0, 1] required
<bad-element> [0, 1] required
<ok-element> [0, 1] required
<err-element> [0, 1] required
<noop-element> [0, 1] required
<bad-namespace> [0, 1] required
<session-id> [0, 1] required
<hello> [0, 1] required
<capabilities> 1 required
<capability> 1+ required
<rpc> [0, 1] required
<close-session> [0,

1] required

Yy bD—0%EITO RO
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<commit> [0, 1] required
<confirmed> [0, 1] required
<confirm-timeout> [0, 1] required
<copy-config> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1] required
<> any subtree is allowed
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<delete-config> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<discard-changes> [0, 1] required
<edit-config> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<default-operation> [0, 1] required
<test-option> [0, 1] required
<error-option> [0, 1] required
<config> 1 required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1] required
<> any subtree is allowed
<get> [0, 1] required
<filter> [0, 1] required
<config-format-text-cmd> [0, 1] required
<text-filter-spec> [0, 1] required
<config-format-text-block> [0, 1] required
<text-filter-spec> [0, 1] required
<config-format-xml> [0, 1] required
<oper-data-format-text-block> [0, 1] required
<exec> [0, 1] required
<show> [0, 1] required
<oper-data-format-xml> [0, 1] required
<exec> [0, 1] required
<show> [0, 1] required
<get-config> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
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<Device-Configuration> [0, 1]
<> any subtree is allowed
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<filter> [0, 1] required
<config-format-text-cmd> [0, 1] required
<text-filter-spec> [0, 1] required
<config-format-text-block> [0, 1]
<text-filter-spec> [0, 1] required
<config-format-xml> [0, 1] required
<kill-session> [0, 1] required
<session-id> [0, 1] required
<lock> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<unlock> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<validate> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1]
<cmd> 1+ required
<cli-config-data-block>
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1]
<> any subtree is allowed
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<notification-on> [0, 1]
<notification-off> [0, 1]

required

[0, 1] required

required
required
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