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* cisco.mgmt.cns.config.failure (CLI semantic) : Cisco Networking Service 5T —3 = > b
X, CLIt~> T4 v 7 =27 —%RA LD, Mo EXEATEETATLE,

CNSHLIRAE R A v B —VHREIC L D . ERROZYT LA v E—VIZMAT, 22000 A vE—
UNY TV =2 b lcisco.cns.configresults] (ZIEESNNET, 220HD A vE—UIZiE, EES
NIZRREICET 22K ERE 1172 L DFEHR, BLOTLOA vy =V TERINEZT 7
arvORRENREENE T, BRINET 7 a v BREQHEATH- A, BEA v E—
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Y HRERBE CREE LI & A3 5 7= O Ok~ v h =1L C9, Extensible Markup Language
(XML) 77 /no—zfMHLT, SESEREAT T bV TRIAFRER A v E—Y 7 4 —
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<?xml version="1.0" encoding="UTF-8"7?>
<SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope">
<SOAP:Header>
<wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="0">
<wsse:usernameToken>
<wsse:Username>john</wsse:Username>
<wsse:Password>cisco</wsse:Password>
</wsse:usernameToken>
</wsse:Security>
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Cisco Networking Service * v t— 7+—< v + .

<cns:cnsHeader version="1.0" xmlns:cns="http://www.cisco.com/management/cns/envelope">

<cns:Agent>CNS_ CONFIG</cns:Agent>
<cns:Request>
<cns:correlationID>IDENTIFIER</cns:correlationID>
<cns:ReplyTo>
<cns:URL>http://10.1.36.9:80/cns/ResToServer</cns:URL>
</cns:ReplyTo>
</cns:Request>
<cns:Time>2003-04-23T20:27:19.847%Z</cns:Time>
</cns:cnsHeader>
</SOAP:Header>
<SOAP:Body xmlns="http://www.cisco.com/management/cns/config">
<config-event config-action="read" no-syntax-check="TRUE">
<config-data>
<config-id>AAA</config-id>
<cli>access-list 1 permit any</cli>
</config-data>
</config-event>
</SOAP :Body>
</SOAP:Envelope>

G¥)

ReplyTo 7 « —/L RIIfEE T9, ReplyTo 7 « —/L R 72 WAL, BRITR 2 R & 13 E sk
DFREILTHIFEITEEEINET, 20X v E—VORKEFITIEINAM v — RREENTEH
D, Agent 7 4 —/L RIZFLal S 41TV 5 Cisco Networking Service ©=— 3 = 2 NI & » THLE X
ET,

LEAvE—D

WIZ, BRIZHT DINE L L TO YA T34 AH) 5 D Cisco Networking Service Jin 2 A v & —
VDT —~v bR LET,

?xml version="1.0" encoding="UTF-8"?

SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope"
SOAP:Header

wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="true"

wsse:UsernameToken

wsse:Username infysj-7204-8 /wsse:Username

wsse:Password NTM3NTg2NzIzOTg2MTk2MjgzNQ==/wsse:Password
/wsse:UsernameToken /wsse:Security

CNS:cnsHeader Version="2.0" xmlns:CNS="http://www.cisco.com/management/cns/envelope"
CNS:Agent CNS_CONFIG /CNS:Agent

CNS:Response

CNS:correlationID IDENTIFIER /CNS:correlationID

/CNS:Response

CNS:Time 2005-06-23T16:27:36.185Z2 /CNS:Time

/CNS:cnsHeader

/SOAP:Header

SOAP:Body xmlns="http://www.cisco.com/management/cns/config"
config-success config-id AAA /config-id /config-success

/SOAP:Body

/SOAP:Envelope
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DEREENFE T, BRPIEFILITERD TG, RIKHSICIET 7 —ISEREEE
—g—O

BRMAYE—D

WIZ, VA3 TR AN B 4G S5 Cisco Networking Service I A v B —V D7 5 —~ v
FNERLET,

?xml version="1.0" encoding="UTF-8"?

SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope"
SOAP:Header

wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="true"

wsse:UsernameToken

wsse:Username dvlpr-7200-2 /wsse:Username

wsse:Password /wsse:Password

/wsse:UsernameToken

/wsse:Security

CNS:cnsHeader version="2.0" xmlns:CNS="http://www.cisco.com/management/cns/envelope"
CNS:Agent CNS_CONFIG_CHANGE/CNS:Agent

CNS:Notify /CNS:Notify

CNS:Time 2006-01-09T18:57:08.441Z/CNS:Time

/CNS:cnsHeader

/SOAP:Header

SOAP:Body xmlns="http://www.cisco.com/management/cns/config-change"
configChanged version="1.1" sessionData="complete"
sequence lastReset="2005-12-11T20:18:39.673Z" 7 /sequence
changelInfo

user/user

async port con 0 /port /async

when

absoluteTime 2006-01-09T18:57:07.973Z /absoluteTime

/when

/changeInfo

changeData

changeItem

context /context

enteredCommand

cli access-list 2 permit any /cli

/enteredCommand

oldConfigState

cli access-list 1 permit any /cli

/oldConfigState

newConfigState

cli access-list 1 permit any /cli

cli access-list 2 permit any /cli

/newConfigState

/changeIltem

/changeData

/configChanged

/SOAP:Body

/SOAP:Envelope
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Cisco Networking Service ID .

WEIA v =i, REEENM TN & EITHIETHHERA vV LTV AT NS R
MHLEEINET, AvE—VORKIITBEHDORSM o — FREFEN, =T —FERPEEND
LEbHVET, VAT TN ATEE SN ERA vE— 0 XML f#FTIZ B L .
Correlationld 7 4 —/V REMET CEX WS, =7 —IbEORDVIZ= T —@HA vE—TU N
EEENET,

I5— LKR—+F

T =%, JEEA =T FERIFEMA v =T DOARED SOAP Fault =L A > h THE SN
9, RIZ. VLAR—FZ2TF7—DT7—~v baRrLET,

?xml version="1.0" encoding="UTF-8"?

SOAP:Envelope xmlns:SOAP="http://www.w3.0rg/2003/05/soap-envelope"
SOAP:Header

wsse:Security xmlns:wsse="http://schemas.xmlsoap.org/ws/2002/04/secext"
SOAP:mustUnderstand="true"

wsse:UsernameToken

wsse:Username dvlpr-7200-2 /wsse:Username

wsse:Password /wsse:Password

/wsse:UsernameToken

/wsse:Security

CNS:cnsHeader version="2.0" xmlns:CNS="http://www.cisco.com/management/cns/envelope"
CNS:Agent CNS CONFIG /CNS:Agent

CNS:Response

CNS:correlationID SOAP IDENTIFIER /CNS:correlationID
/CNS:Response

CNS:Time 2006-01-09T19:10:10.009Z /CNS:Time

/CNS:cnsHeader

/SOAP:Header

SOAP:Body xmlns="http://www.cisco.com/management/cns/config"
SOAP:Detail

config-failure

config-id AAA /config-id

error-info

line-number 1 /line-number

error-message CNS_INVALID CLI CMD /error-message

/error-info

/config-failure

/SOAP:Detail

/SOAP:Fault

/SOAP :Body

/SOAP:Envelope

Cisco Networking Service ID

Cisco Networking Service ID X, #FiE® Cisco Networking Service =— = > hZIF CHEH S D
7 ¥ A h3CFHITT, Cisco Networking Service ID 1%, Cisco Networking Service =— 3 = > k73
WETLZH—A"T IV =g A LTHHZ@BIT 2720l S E T, 728 23
Cisco Networking Service sX E=— = > MIlX, Xy NV—F 7 TNA R a7 1 Xa
L—var =B THETI2HEOREID BEENET, 2074 Fal—vay
H— 1%, Cisco Networking Service ZXE ID #¥— & L THEHA LT, RESVOREFEILTHD
T3 A D Cisco CLI i E z @ tef@thz RO £,

Xy NU—7EEFIL, V=T 4 T TN, ATEFRK IFL TV 5 Cisco Networking Service = —
VUMD &, V=T 4 T TAAL ZAHOBEITHIET DT 4 L7 bV BMEICE 415 Cisco
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Cisco Networking Service D% |
. Cisco Networking Service /S X7 — K

Networking Service T— = > P ID B —FH L TW5 Z L 2R T ILERHD 9, L—T 4
v 7 T34 A TIE, Cisco Networking Service =— = >~ ID OF 7 4/ MEIZHFIZA A M,
WICRRESNET, FAMMPEHLIND L, Cisco Networking Service =— = > K ID H A4 H
S FET, Cisco Networking Service T—3 = > h ID 28 CLI 2 L CTERE STV A A,
BHEPATOIND &A=V syslog IZIRESINDD, FFANU b Ay E—UNREES
WET,

Cisco Networking Service =— = > M ID [TEF 2 U 7 ¢ MBEICKHA L 8 A,

Cisco Networking Service /XX 7 — F

Cisco Networking Service /¥ A U — K|, Cisco Networking Service 7 /XA A DFRALIZfEH S &
T, HIDTT A A&fdiE 3 5 & & (T Cisco Networking Service /XA U — RZRET DML E N H
Y £7, CiscoNetworking Service SN2V — RiE, RET- T (CE) IZREINLTNDHT—h
ART T NAT—=FEFEUCICTORERDY T, T A ZABIVPCET—FA T v 7D
W5 D/RAT — RIZT 7 4V bREEMEH L TOD5G, B L BELE S L7273 2T CE 12
Bt CE 9, iDL, CE I Cisco Networking Service /XA T — REBEH L E$, X v

b U — 7 & B X, Cisco Networking Service /XA U — RAERE XL TWRWT & 2R T D4
FNEH Y F9, Cisco Networking Service /XA T — RWEH XI5 & CE ~OEFIZKbE
D

Cisco Networking Service £ 0 %2 v F

Clsco Networking Service 1 & » FHEEEIZ, 7 /31 A28 Cisco Networking Service i% i = > 3
IZHEE L, ERELX HBICEGT 28 Z v FREAY Y 2 —2a U E2RELE T, ZOEE
X, P—ERCMALTWEY—ER T F =Ty K 2—FF @ T 2 H—0
WHZ7— R A RNT v TRRET 7 A ML > THREIZZ2 Y £7°, Cisco Networking Service 7 L —
LU= TlE BEIE, AV =T AR EAT BW#EA T, artun—7 247 (%4
T25E) REDT AL AFERERLITR Y MU= EAOERELRETIC, ZORAT—

ANT v TRECERLTE ET,

Cisco Networking Service #2#5iA%HEI%. Cisco Networking Service #ft7 > 7' L — b & v h&{#H
L CREE S FE T, Cisco Networking Service $fi 7 = 7 7 A /LI, Cisco Networking Service 7%
ET VU L, IMAFERNE: (CPE) 7 734 A|Z Cisco Networking Service #t 7 7
L— h & FIET 572 0IC/ERR L £ 9, Cisco Networking Service #f5¢ 2 44X, Cisco Networking
&Mw%ﬁ%y7v~hﬁﬁﬁ@fv~x¢wﬁ—&bfﬁ%f%i#°77%47m£M£
EDZ DZEHZ, Cisco Networking Service #ft7 > 7 L — F T A ZAD/R—H—|ZEEFE S
DM, EROMELEEHRZONET,

Yo &y FHERAEHT212E, IIHbEN T A RICHHT7 — b A b7 v TREDLET
9, ZOFXEITIL, Cisco Networking Service #f¢7 7 L — K| Cisco Networking Service ##t

a7y A, BLWensconfiginitial =~ > RN EENET, ZD =~ RiE, CiscoNetworking
Service FEfbkRE & B L 4,

Cisco Networking Service #2(if§iEIL, 7 /31 ADA v X —7 = A A [AlfR, 36 L OM#EH AlHE R
ay hr—7 %0 L THEEDping DMV IR LEZFETLET, #VIRL I LI, ClscoNetworkmg
Service #eHRE 3 Cisco Networking Service iX & T > ¥ /T ping Z#kA £ 77, ping 23 IE# 123
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Cisco Networking Service D% E /7% .

1T&N 5 &, Cisco Networking Service i E > VU b BEET AR EHRE L Vo n— RTX
%9, Cisco Networking Service i /& T o T N ZHERE T 72 54 Cisco Networking Service £
FESRBITRINS N Tc A v F — T = A AT SN EZHIFR L. Cisco Networking Service £
ot 7" 1 & A3 Cisco Networking Service #f5¢ 7' 12 7 7 A /L CHIE ST IRICHE R AlRE /2 A > 7 —

7 xA ATHBAINET,
Cisco Networking Service €17 % » FHEREIZIL, ROFIERH Y £7,
« Cisco Networking Service =~ > RO—E M 2R TE £9,
Ty —tR 2=y (Bl ELETI 2 ba—7) ZHEHTEET,

Cisco Networking Service D% E A%

Cisco Networking Service 7/\ 1 X DEZE

=0y (584y) BREEMHT D E. VE— b TS RAEYPMEER., ZoWICRETEET, 2
DOFEEIL, Cisco Networking Service X ET > VN L CTETITOMERHY 9, LI A
NEERTDHE, RET VT L— MOERE, T A =X OfFE, BLOT A A~OFHH
EY T Iy b, Y7 2T RoN— RNy =7 ZHEHETICETTEET,

1a s BRI
Cisco Networking Service DFJHFR €% FE NV TA > A b—/L T 5(21F, IROIEEXEEZFITLET,

VE—FTNAA AE, 7= b A N7 v TRRENEN SNIREE TR S 4, #IREREA

RFIZ, 7 /34 AL H BRI Cisco Networking Service i E =2 ¥ U b B EEZ 7V L ET
(FERETTLHEET Lo U526 TEEY) o WHEGER. Al Z D 7202 E SN

20y (M) REEZT L VTHZELTEET,

Cisco CNS g% /E = > > Z i L T CNS ¥R & & H BRI A A b — b4 5 IR ORI D

Wi, [ Cisco CNS Configuration Engine Administrator's Guide ]

(http://www.cisco.com/en/US/docs/net mgmt/configuration engine/1.3/administration/guide/ag13.html)
EHRLTIIEEN,

Cisco Networking Service D #) 5% E

VE—F TRAANFy NU—7 ETHHEEND &, VE— b T4 2O ENBE
B ATbnEd, £E T, ZTOXREZFHTEITTDHIZ L TEET,

Cisco Networking Service (X, —BE D IP 7 RLVAEIIFA MEVE— K T35 A ZHD Y
TET, IPT7 N L 2ADOfi#R1% (Serial Line Address Resolution Protocol (SLARP) . ATM Inverse
ARP (ATM InARP) | F72IPPP 7'm b a L&) | VAT AHMEETRAAL Y X—L &
A7 2 (DNS) UN—=Z )y 7T v T2 L T, 7/ ZIZHRA M EEID 24T, Cisco
Networking Service =— = > N &) L, Cisco Networking Service i% &= ¥ > ) b HIHIER E
EHa—RLET,
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. Cisco Networking Service 7/ X DECE

Cisco Networking Service D% |

FETREZFET HITIL, Cisco Networking Service 2388 L Tk v | #E 7 Cisco Networking
Service T— Y = FARE SN TV OIRERH Y £7,

FIEDHE
1. enable
2. configure terminal
3. cns template connect name
4. cli config-text
5. ATy 4%EMHVIRLT, HLERCLI 2~y FEedT X TEMLET,
6. exit
7. cns connect name [retry-interval interval-seconds] [retries number-retries] [timeout
timeout-seconds] [sleep sleep-seconds]
8 KOWTNNEETLET,
* discover ({line /ine-type | controller controller-type | interface [interface-type]}
* template name
9. exit
10. cns config initial {host-name | ip-address} [encrypt] [port-number] [page page] [syntax-check]
[no-persist] [source inferface name] [status url] [event] [inventory]
11, exit
F g ¥4
ARV FFEREETIVa Yy EL:y
ATy F1 |enable FiHE EXEC E— A AT L ET,
il : e NAT—REANLET ERENTHE) .
Device> enable
w2 |configure terminal Ja—nR_) a7 40X alb— gy E— NelG
i - LET
Device# configure terminal
AT w73 |cnstemplate connect name Cisco Networking Service 7 > 7' L— hEfit 2 > 7 ¢
- Fal—raE— RN&BALE L, Cisco Networking
Service #ft7 L — NOAHIZ EFRLET,
Device (config)# cns template connect template 1
ATy T4 |cli config-text AVB =T 2 A ARETHA~Y Y FEREELE

% -

Device (config-templ-conn)# cli encapsulation ppp

—;AO
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Cisco Networking Service 77341 R DEZE .

ARV FFEREETIVa Yy

E:)

RTYTS | AT v T 45VIRLT, RERCLIa~vy RE | AT v T45BVIRLT, f V¥ —T=A AFIX
TRTEMLET, BT AERERET HTOOMD CLI =2~ K%
B L .
Device (config-templ-conn) # cli ip
directed-broadcast
ATv 76 |exit Cisco Networking Service 7 > 7' L — hgEft =2 > 7 ¢
) Fal—rgrEF— REKT L, Cisco Networking
i
Service ¥t 7T o L — FDOREEZZE T LET,
pevice (configmtemploconn) f exit GE)  exit v ROASRLATT, #oT
ci 2~ REfirFica~y K237
HZEMRNED, ZDOX D BREMEDH
EINTWET,

AT w71 |cnsconnect name [retry-interval interval-seconds] | CiscoNetworking Service #ft 1> 7 4 ¥ 2 L —3 3
[retries number-retries] [timeout timeout-seconds] [sleep | - = — K2 E944 1 . Cisco Networking Service 7% &
sleep-seconds] T YN T 5 T2 9 D Cisco Networking Service
il - BT 7 7 ANDNT A= EERLET,
Device (config)# cns connect profile-1
retry-interval 15 timeout 90

ATVT8 |[ROWTIILEFETLET, (EE) WH7— MR N7 vy TREETRELET,

* discover {line /ine-type | controller controller-type « discover : Cisco Networking Service i &= >

| interface [interface-type]} NCHEHGE T 5 72 @ Cisco Networking Service

* template name Bkioa 7 s ANVHNOAL B —T o Af A INT
i - A—=BEEFRLET,
Device (config-cns-conn)# discover interface jffi(i
serial .. B .

s template : 7 /A ADFKEIZIHEH &5 Cisco

- Networking Service ##t 7' =2 7 7 A /LN D Cisco

, , Networking Service #ft7 » 7L — h®D U & |k
Device (config-cns-conn) # template template-1 i

PHRELET,
ATwv 79 |exit Cisco Networking Service it 2> 7 4 ¥ = L — 3
%l - YE—REKTL, Fr—baryy g Falb—
TarE®—RIIRYET,
Device (config-cns-conn) # exit
AT 710 |cns config initial {host-name | ip-address} [encrypt] | Cisco Networking Service #% T — = > k & L E)

[port-number] [page page] [syntax-check] [no-persist]
[source interface name] [status url] [event] [inventory]

L. CiscoNetworking Service % /& T > ¥ 2 HEHi L
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Cisco Networking Service D% |

ARV FFEREETIVa Yy

S

1 :

Device (config)# cns config initial 10.1.1.1
no-persist

TR EZBMGLE S, Zoavy ReffiTcs
DD, HIEY AT LEBORNZR G ET,

(GE)  Secure Socket Layer (SSL) % ¥4 — h9"
HAA=VITRY . AT = D encrypt
F—U—RFafiflTE LT,

EE NVRAM ICHBIREZ HFZ AL & &I
no-persist ¥ —7 — REZEMET 5 &, LD
TR ATy TRET EFEEINET,

ATy 11 |exit
1 -

Device (config)# exit

Ja—rbary 7 4 Fal—iary ET— REKT
L. ¥ EXEC £— FIZED £,

el

= E 75 Cisco Networking Service f8E D

=L =

axX A&

£ U & 72 Cisco Networking Service BERE 2 3% i3 2121, ROVEHEEZFITLE T, Cisco
Networking Service =— = > FREIEL T\ D &, ZOMOMEEZ X E TZ £7, Cisco
Networking Service f X hY ==V x> hEFHZ (DFED, TXA ADTA v H— KL
EYa— DA X kU % Cisco Networking Service i2 /€= > 3 > 1Z3%fF) LT, Cisco
Networking Service - > X2 b U £— RZ[HTE ET,

ZOMOEEREREICLY, Y7 by =TH¥* > b (SDK) %] L T Cisco Networking
Service A DE(E T ERL MIBIEHRA~DT 7 ¥ ZAHEEFRETE £7, Rk (SNMP) 7
Ak LRk (XML) 72k D, 2 2O B T AL R EFEATE T,

FIRDHE

enable
configure terminal

cns inventory
transport event

NO oA ®WN S

exit

F IR D

cns mib-access encapsulation {snmp | xml[size bytes]}
cns notifications encapsulation {snmp | xml}

ARV RFERETIVa Y

=)

X w 71 |enable
1

HibE EXEC E— RE A% LE 1,
e NRATU—REANLET EFEREINZEHE)
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& E 75 Cisco Networking Service #AED X E .

AU RFERETIVa Y

B8

Device> enable

ATvT2

configure terminal

1

Device# configure terminal

Ta—\)L ar 7 4 Xal—ay B— Neth
Li‘j—o

ATvT3

cns mib-access encapsulation {snmp | xml[size byres]}

1 -

Device (config) # cns mib-access encapsulation snmp|

(EE) MIBIEHR~DOT 7 8 XHEHTHH 7L
kD% A4 FZ45E LET,

¢ MIB[EH~D T 7 & ZZFFERR T 72 b 24l
32 L2 ET ST, snmp ¥—7— R
AL ET,

« MIB SR ~D T 7 = 2 TRk B 7 AL % A
T2 EITHET HITE, xml F—T — R&ff
ALET, 7 ardsize ¥—Y— Fid, )&
BANXY NOFRYAX (N1 h) 2HELE
T, T 74 bOAL M 3072 T,

ATvT4

cns notifications encapsulation {snmp | xml}

1 -

Device (config) # cns notifications encapsulation
xml

(fE#) Cisco Networking Service 18 %10 26{5 FRF (2
HT a0 7k r 4 7EEELET,

« Cisco Networking Service 1510 2515 Rl Z IERDIR
BT T % X5 ITHRET 21T,
snmp ¥—VU— R&LfHLET,

» Cisco Networking Service 1 10D 2515 R R 7
T MM EEHT 5 X O IZHRET 51T, xml
F—U—REHEHLET,

ATvTh

cns inventory

1

Device (config)# cns inventory

Cisco Networking Service f X hJ =—Y = |k
AT L, Cisco Networking Service 1 X2 k1
E—FZBBLET,
T NRAADTA LI —RBLOEY 2—/LDA
X2 M UM, Cisco Networking Service % & =

YUNTHERSNET,

ATvT6

transport event

1

Device (cns-inv) # transport event

A X b U BERJ3 Cisco Networking Service 1 &
RN ==V b AvE—UTEEFEIND K
INHELET,
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. Cisco Networking Service T—2 x> D RS TN a—TF a4

ARV RFERFTIVaY =)

ATy T17

Device (cns-inv) # exit

Cisco Networking Service f > X2 b U E— R&H&T
L, Za—\Lary7 4 Xal—rzrE—FKIZ

RO £,
eI DAY REMYIRL T, HHEEXECE— R
R £,

Cisco Networking Service T— x> D STV a—TFTa 05

FIRDEE

F IR D

Z Z Tl&. Cisco Networking Service =— = > FOREZ N T TNV a—T 0 73 5 HIEIC
DWTEHAL £,

Cisco Networking Service f A —¥ =—3 = > M HIZIER S L7z show =< > RiZ, 7/354 AR
EFIC)r— Rzt nilVty hShDERERTLET, A A—VEETrEXD
REIZE>TE, LA A—=UR I = RS R2WEE1RHY £d, 7 <Icye—F
SN WEER Y v — FIZR L7256 1%, Cisco Networking Service f A —Y =— = hD
show 2~ RZMEHL T, A A—Y =—V = M HTTP TA A — VRS — i S
TWHNE I D, FT2iFA A—Y =— T = > F Cisco Networking Service £ <2k /82 BT
TV = aryinb ARV bPEZELTWDNE ) et LEd,

enable

show cns image status

clear cns image status

show cns image connections

show cns image inventory

debug cns image [agent| all| connection| error]
show cns event connections

NSO A WN A

show cns event subject [name)

ARV RFEEETIa Y

E]:)

X w 71 |enable

1

Device> enable

FAMEEXEC E— R7e & EALOMER L~ VA2 H I
Li—g«o

e NMAT—KRZANLET (ERENTZHE) .

A Fw 7 2 | show cns image status

1

Device# show cns image status

(fE:&) Cisco Networking Service f A —3 =— =
YEDAT =S AT HIEHREFR R LET,
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Cisco Networking Service T— x> D RS TN a—TF a4 .

AU RFERETIVa Y

B8

ATvT3

clear cns image status

1

Device# clear cns image status

(f£#&) Cisco Networking Service f A—3 T— =
Y hNDOAT =S ADMEHFRE 2 VT LET,

ATvT4

show cns image connections

1

Device# show cns image connections

(fE:F) Cisco Networking Service A A — V4 Bt —
/3O HTTP &% 7213 HTTPS #6562 B89 % 1 & 2o
L/ i ‘j—o

ATy Th

show cns image inventory

1 -

Device# show cns image inventory

({fE&.) Cisco Networking Service f A —3 T— =
Y RDOA R P IEREFRRLET,

I PAT U RNE, A AT =Tz DA
Ry PUERA v = VIR D IGE TR &
WD XML DX 7 aFRmLET, XML H )
X, TV — g Al ko TEREN A HHR
R T DI O TE 9,

ATvT6

debug cns image [agent| all| connection| error]

1 -

Device# debug cns image all

(%) Cisco Networking Service f A— =— ' =
VAP —ERADT ARy T Ay —VERRLET,

ATy T17

show cns event connections

1

Device# show cns event connections

(f£&) Cisco Networking Service £ N> b =— =

Y hNOERD AT —Z 2 %FRL (F— b =A1C
R STV DD, HElE A, 3T 7T 4 78
). ZDOARV b=V MIEoTHERAEN
57— Uz LZDIPT RLALKR— MNEFEE
~LET,

ATvT8

show cns event subject [name]

1

Device# show cns event subject subjectl

(B 77V r—va itk > TIMA SRS Cisco
Networking Service f X2 h =—Y = > FDOH TV
7 hDIVANERRLET,

1

RIZ, show cns image status 57 EXEC =~ > K% f#f] L T Cisco Networking Service
A A=Y 2=V NDOAT—F AEREFRT L0 2R LET,

Device# show cns image status

Last upgrade started at 11:45:02.000 UTC Mon May 6 2003
Last upgrade ended at 11:56:04.000 UTC Mon May 6 2003 status SUCCESS
Last successful upgrade ended at 11:56:04.000 UTC Mon May 6 2003
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. Cisco Networking Service T— x>V bD STV a—Fa 09

Last failed upgrade ended at 06:32:15.000 UTC Wed Apr 16 2003
Number of failed upgrades: 2
Number of successful upgrades: 6

messages received: 12

receive errors: 5
Transmit Status

TX Attempts:4

Successes:3 Failures 2

KIZ. show cns image connections £#4% EXEC =~ > RN % f#i /] L C Cisco Networking
Service 1 A —VEIHTTP $fi D A7 — ¥ AT HIEMAER T T 262" LET,

show cns image connections

CNS Image Agent: HTTP connections

Connection attempts 1

never connected:0 Abrupt disconnect:0

Last successful connection at 11:45:02.000 UTC Mon May 6 2003

KIZ. show cnsimage inventory f5#% EXEC =~ > R & f#i ] L T Cisco Networking Service
AA=Y ==V DA X M VT LEREERRT D02~ LET,

show cns image inventory

Inventory Report

imageInventoryReport deviceName imageID Router /imageID hostName Router /ho

IOS (tm) C2600 Software (C2600-I-M), Experimental Version 12.3(20030414:081500)]
Copyright (c) 1986-2003 by cisco Systems, Inc.

Compiled Mon 14-Apr-03 02:03 by engineer /versionString imageFile tftp://10.25.2.1.

RIZ, debugcnsimage Fi#E EXEC =1~ > R%&{# ] L T3 X T® Cisco Networking Service
A A=Y 2=V xr h B —ERADT NNy T Avbv—V52FRTHHEZRLET, &
DD Cisco Networking Service 1 A — =—3 = 2 MIHTTP TA A — $—\|TH;
BeLCWET, BEfitk, A A=V P — NI Ra T NS ADA X MY ZERLE
D

Device# debug cns image all
All cns image debug flags are on
Device# cns image retrieve

May 7 06:11:42.175: CNS Image Agent: set EXEC lock

May 7 06:11:42.175: CNS Image Agent: received message from EXEC

May 7 06:11:42.175: CNS Image Agent: set session lock 1

May 7 06:11:42.175: CNS Image Agent: attempting to send to

destination (http://10.1.36.8:8080/imgsrv/xgate) :

?xml version="1.0" encoding="UTF-8"? cnsMessageversion="1.0" senderCredentials userName
dvlpr-7200-6 /userName /senderCredentials

messagelD dvlpr-7200-6 2 /messagelD sessionControl imageSessionStart version="1.0"
initiatorInfotrigger EXEC/trigger initiatorCredentials userName dvlpr-7200-6/userName
/initiatorCredentials /initiatorInfo /imageSessionStart /sessionControl /cnsMessage

May 7 06:11:42.175: CNS Image Agent: clear EXEC lock

May 7 06:11:42.175: CNS Image Agent: HTTP message sent
url:http://10.1.36.8:8080/imgsrv/xgate

May 7 06:11:42.191: CNS Image Agent: response data alloc 4096 bytes

May 7 06:11:42.191: CNS Image Agent: HTTP reqg data free

May 7 06:11:42.191: CNS Image Agent: response data freed

May 7 06:11:42.191: CNS Image Agent: receive message

?xml version="1.0" encoding="UTF-8"?

cnsMessage version="1.0"

senderCredentials

userName myImageServer.cisco.com/userName
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passWord RO1GOD1hcgGSALMAAAQCAEMmMCZtuMFQxDS8b/passWord
/senderCredentials

messagelID dvlpr-c2600-2-476456/messagelD

request

replyTo

serverReply http://10.1.36.8:8080/imgsrv/xgate /serverReply
/replyTo

imageInventory

inventoryItemList

all/

/inventoryIltemList

/imagelInventory

/request

/cnsMessage

WRIZ, 774V =0z ABLONY I T TS — b T =2ADIPT RLREKR—
FNEEOFIERLET,

Device# show cns event connections
The currently configured primary event gateway:
hostname is 10.1.1.1.
port number is 11011.
Event-Id is Internal testl
Keepalive setting:
none.
Connection status:
Connection Established.
The currently configured backup event gateway:
none.
The currently connected event gateway:
hostname is 10.1.1.1.
port number is 11011.

WRIZ, 77V r—3a K> TIMAEH 5 Cisco Networking Service A Xk ——
Pz hOV TVl bDOY A NEERRTLHERLET,

Device# show cns event subject
The list of subjects subscribed by applications.
cisco.cns.mibaccess:request
cisco.cns.config.load

cisco.cns.config.reboot

cisco.cns.exec.cmd

Cisco Networking Service O % & {5

f5] : Cisco Networking Service T/\14 X DEZE

WIZ, VE—bF FAL R LOMMRENEZTRLET, VE—F T, ADKA MIE—ED
ID T, Cisco Networking Service &X/ET > D IP 7 KL A3 172.28.129.22 T,

cns template connect templatel
cli ip address negotiated

cli encapsulation ppp

cli ip directed-broadcast

cli no keepalive
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cli no shutdown

exit
cns connect hostl retry-interval 30 retries 3
exit

hostname RemoteRouter

ip route 172.28.129.22 255.255.255.0 10.11.11.1
cns id Ethernet 0 ipaddress

cns config initial 10.1.1.1 no-persist

exit

{5 : Cisco Networking Service t O 2 v F Y 1Ja1— a3 DFERA

SYUFPILA A —D 4 ALDOPPPDHEFE

Wiz, YIVTN A H—T x4 AETPPP ZHRETDHIDDT— AT v THREFZE L
ij‘o

cns template connect ppp-serial

cli ip address negotiated

cli encapsulation ppp

cli ip directed-broadcast

cli no keepalive

exit

cns template connect ip-route

cli ip route 10.0.0.0 0.0.0.0 ${next-hop}

exit

cns connect serial-ppp ping-interval 1 retries 1
discover interface serial

template ppp-serial

template ip-route

exit

hostname 26ML

cns config initial 10.1.1.1 no-persist inventory

EREAA 2 —T 24 X EDPPP DERFE
Wiz, ERA X —T oA RIPPPERET DHZODT — A NT v THREMEZRLET,

cns template connect async
cli modem InOut

exit

cns template connect async-interface
cli encapsulation ppp

cli ip unnumbered FastEthernet0/0
cli dialer rotary-group O

exit

cns template connect ip-route

cli ip route 10.0.0.0 0.0.0.0 ${next-hop}
exit

cns connect async

discover line Async

template async

discover interface

template async-interface

template ip-route

. Cisco Networking Services 1> 7 4 ¥2L—3 3> 54 K (Cisco 10S XE Gibraltar 16.10.x [7] (1)



K
it

| Cisco Networking Service
{5l : Cisco Networking Service t 0 2 v F V1) 21— 3 VDEHA .

exit
hostname async-example
cns config initial 10.1.1.1 no-persist inventory

YT A8 —T 24X LD HDLC DETE

W, YU TN A E—T 2 A RINA LoYL F—& UL 75 (HDLC) R ET D75
DT — b ANT v TERERNEZRLET,

cns template connect hdlc-serial

cli ip address slarp retry 1

exit

cns template connect ip-route

cli ip route 0.0.0.0 0.0.0.0 ${next-hop}

exit

cns connect hdlc-serial ping-interval 1 retries 1
discover interface serial

template hdlc-serial

template ip-route

exit

hostname hostl

cns config initial 10.1.1.1 no-persist inventory

EWNTNARAVE—T A ADEKTE

WIZ, BBV TV A2 —T 2 ABLO, T34 A (DCE & b ENRD) o= b
0=V VT NA L HE—T 2 AEBETHHZRLET, BEHREMLT D202, BT
NA RNNIRA Y N —RA Y N BT A H—T oA AERETHLENLY T,

EBEV)TFILAVEA—T AR

interface Serial0O/1

no ip address

encapsulation frame-relay
frame-relay intf-type dce

exit

interface Serial0/1.1 point-to-point
10.0.0.0 255.255.255.0
frame-relay interface-dlci 8

AhA=5DIVYTFTILAE—TIAR

controller Tl 0

framing sf

linecode ami

channel-group 0 timeslots 1-24
exit

interface Serial0:0

no ip address

encapsulation frame-relay
frame-relay intf-type dce
exit
interface Serial0:0.1 point-to-point
ip address ip-address mask
frame-relay interface-dlci dlci
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11—

IP over Frame Relay &% 7E

Cisco Networking Service D% |

RIZ, CPE 7 734 A|Z IP over Frame Relay # iX €T 572D T — h A b7 v TR ER Z R L E

B

cns template connect setup-frame

cli encapsulation frame-relay

exit

cns template connect ip-over-frame

cli frame-relay interface-dlci ${dlci}
cli ip address dynamic

exit

cns template connect ip-route

cli ip route 10.0.0.0 0.0.0.0 ${next-hop}
exit

cns connect ip-over-frame

discover interface Serial

template setup-frame

discover dlci

template ip-over-frame

template ip-route

exit

cns config initial 10.1.1.1

T1 %4+ L = IP over Frame Relay D% &

WIZ, CPET /3A AT, Tl %41 L7z IP over Frame Relay 2% €T D72 0D 7 — h A h T v 77

EBlE R LET,

cns template connect setup-frame

cli encapsulation frame-relay

exit

cns template connect ip-over-frame

cli frame-relay interface-dlci ${dlci}
cli ip address dynamic

exit

cns template connect ip-route

cli ip route 0.0.0.0 0.0.0.0 ${next-hop}
exit

cns template connect tl-controller

cli framing esf

cli linecode b8zs

cli channel-group O timeslots 1-24 speed 56
exit

cns connect ip-over-frame-over-tl
discover controller T1

template tl-controller

discover interface

template setup-frame

discover dlci

template ip-over-frame

template ip-route
exit

cns config initial 10.1.1.1
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CiscolOS a2~ K [Cisco IOS Command
References] . 9 _XTDH VU J —
A

Cisco Networking Service =~ > K @ @~ FHEXOFEM, = | [Cisco I0S Cisco Networking
< RE—R, av> NERER, 74/ RE. HHLEOE | Services Command Reference ]
BEHHE, BLUW,

Cisco Networking Service & &= ¥ (CE) ['Cisco CNS Configuration
Engine Administrator Guide,
1.3
BEE S URFC
S 4/RFC 24+
L

COMBRBIZEV YR - ENDEIFRFLIIEE INTEUERFC ITH Y FHA, F
77 2 OREREIC X DB DIEAE/RFC DY R— MIEEIZH Y T8 AL

MIB MB®D' 2D

ORI E o T R—FENDIH LW |BRLEZT Ty 74—, Cisco Y7 hu=T
MIB £723EE SN MIBIEH Y £ | VY —2, BLOY 4 —F v &> hOMIB %R
ho FTZOBEEICLDZBAFAMIB OY | LTH Y ra— R 58481, RO URLIZH D
A—MNIEFEITIHY FHA, Cisco MIB Locator 2 L £,

http://www.cisco.com/go/mibs
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. Cisco Networking Service D HBETEER

SRADTY ZHIL YR—F

Cisco Networking Service D% |

A

o

VAIADYR— RN RF a2 A bD
Web 4 R TlZV YV —2%F T A Tk
LTEY, ~==2T L, VY7 u=T, BX
WY — e Fyrn—RTxEd, Zhbo
UY=L, Y7 =T 24 A= L
THRELEY, L AaDfESTF 7 ) ao—
BT D EIRRREZ MR L7 0 § 57201
EHLTL7ZE, ZOWeb¥A k EDY—
JWZT 7 29 BB%1%., Cisco.com®D 1 7o
IDBLURRAT — RRAMETT,

http://www.cisco.com/cisco/web/support/index.html

Cisco Networking Service D1 EE1H#R

WDFRIZ, ZOFY2— /LTt L7-EEICBE T2 Y UV —XERERLET, ZORIZ, V7
o727 UU—Z b A U THEBEREOTR—PREAEINZLEOY T 2T VY —2D
BaR LTCWET, ZOBRRIZ. I 2372V RBY . FRUBEO—EDOY 7 by T U ) —

ATHbHAR—hShET,

TT7 Yy R A=AV R —FBLOV AT YT hU =T 4 A—VOHR— MIET L HEHREY
FREET 5 1Z1%, Cisco Feature Navigator % ffi il L 9, Cisco Feature Navigator |27 7 & A 52
X, www.cisco.com/go/ctn IZHE) L £ 7, Ciscocom DT 77 MILEDH Y £H A,

5 2: Cisco Networking Service D1%REIE R

HHe4 )1)—= FERETRHR
Cisco Cisco I0S XE
Networking | Release 2.1
Service 12.2(25)S
12.2(33)SRA RETT.
12.2(33)SB
12.2(33)SX1

Cisco Networking Service #§AEI%, U E— b A > KEREHA
D CiscolOS v NT—F 1 7 FAL ZADRTE. BLUO—
HOCLIa2~<y KOV E— MNEITEABEICT A —E XD

ZOWRRIZEY, kOa~x FPREAELEFETINEL
7. clear cns config stats, clear cns counters, clear cns event
stats, cli (cns), cns config cancel, cns config initial, cns
config notify, cns config partial, cns config retrieve. cns
connect, cnsevent, cnsexec, cnsid, cnstemplate connect,
cns trusted-server. debug cns config, debug cns exec, debug
cns xml-parser, logging cns-events, show cns config stats,

show cns event connections, show cns event stats, show cns
event subject
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CNSEZEFEIT— TV b

- FRETE M OMERE (25 <—)

cCNS RET—Y = MZOWNT (25 84—Y)
cCNS HET—V =2 hOEREHIE 2713—)
«CNS RET—Y = hORERF (30 ~<—)

« ZOMDOBEEE (31 RX—)

«CNS RET—V = hOReff# 32—

AR DR

CHEHOY 7 R =27 VU —ZATE, ZOFEY2a— LTl SN 5T _RToOMENRYR— &
TWD EIERY XA, RETOERERE I L OS2 OV TIX, Bug Search Tool 38 L TN #E
HO7Z7y v 7 —bBXOY 7 =27 V) —2Z2DY J—R /= EZRLTIEZIV,
ZOEFEY 2 —/MIERH SN TV OEEOFM AR L, FHEN T AR—FSnTns U —2
DY A NEERTH5EIE. ZOEY 2 —VORKIZHDEEIFEROXRLZRL TIEIN,

TT7 Yy R T7A—LDOYR— b BLRV AT VT Ny =2T A A—VOWR— MNIBET HEHRE
Fi3R9 % IZI%. Cisco Feature Navigator Z i ] L £ 9", Cisco Feature Navigator |27 27 & 2§ % |Z
X, www.cisco.com/go/ctn IZFEE) L £9, Ciscocom DT AT MILEDHYD FHA,

CNSEREL—2 2 RZTDLNT
Cisco Networking Service X ET—> T > b

Cisco Networking Service i E = — Y = > b, v A2 T34 ZOYMIRLER L OLIE O 3%
FEIZE ENTUVWET, CiscoNetworking Service X EL— Y =2 & T 7T 4 72T HITIE. ens
config CLI 2~ > ROWTNnE AN LET,
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CNSBEETI—Szo b |
. Cisco Networking Service D #)HAZR

Cisco Networking Service D #)#z% E

N—T 4 T TNA R, WO TERET D L, BEUECLI 2~ FTh 5 cns config initial 7~
v RZEMH L CTCP# A #ir 5 Z &1 X - T, CiscoNetworking Service g% £ =— = > k
DALT 4 FaL— gy PesS arF—R s MNCBRELET, 75 ALERERITL
AT 4 Fal—Tary =N EOREID AR L TTF A R A LET,

Cisco Networking Service Web ' — N Za2 v 7 4 Fa b —ay 77 A VOBEREZET D L.
Javath—7 Ly R ZIFOH L, 24T 08 OIARa— RZ2FTLET, ZOHDIALIT—RD
FE/RIZ Lo T, Cisco Networking Service Web H—/NE7 ¢ L7 R U H—NBILRT7 7 AV &
ATHEZT7EAL, ZOTNAA A (REID) Hoar74¥ar—rvar J 7y
T L= gAY £, RET—Y 2 ME, 77— FRIEEESNL TS TRT
DRT A—=ZEIZ, ZOT A ZADHRREZRALT, a7 4Falb—var 77,0
AVAB L ABERLET, 2074 Falb—varP—nNF, BET 7 ANVENL—T 47
T NA AZHEET D 729D 1T Cisco Networking Service Web ¥-— 3 ZH5s L 97,

Cisco Networking Service 3¢ £ =—3" = . ;. Cisco Networking Service Web h— /"7 HE8E 7 7
ANEZELT, XMLETZFITL, XA T =y 7 LT (BR) . REZ 7 A VEr—FR
LET, V=T A4 T THRARATEER— RORT—=H A%, Xy MNUV—7 £=F YT %
PR — 7 =TTV = a VBN T AT TA T TEDHAR P ELTHELET,

Cisco Networking Service i &~ ¥ Zffi 1 L T Cisco Networking Service D #)H5% & 4 H B
WZA VA M= F 5 FFEOFEIZOWTIX, [ Cisco Networking Services Configuration Engine
Administrator s Guidel
(http://www.cisco.com/univercd/cc/td/doc/product/rtrmgmt/cns/ce/rel13/ag13/index.htm) % & L T
<IEEwy,

Cisco Networking Service D Z 4% E
Fv MU —7 BEE9 5 &, Cisco Networking Service X EL— = M&EH L TH LWL —
EREBIMTEET, 2405 #) REFIV—T 4 7T, RAEETEET, EEORE
Z, ANV PN B=RELTANY N F= by 2 LT (Fyva i) | £72137
WA RZTN AR —v g VERGSEDEFA N ME LTGEETEET,
N—T 4 VT TNA AL, REZWHTDRNCZOWLET = v 7 TEXET, BUNELWE
X N—=T 4 T T RFESFREEFHEA L, a7 X2 b—var b= NICRIE
BHETIBADARNY NEFRITLET, V=T 47 T ABREGRELZEH Lo 7%
B, T ERTAR N ERITLET,
N—T 4 T TR APEGHRECEM LTI, £OREL NVRAM ICEZ AL Z L b, #
XIABIETDEER KD ETHET L L TEET,

aAVI74FaL—2a DR
N—T 4 VT TAARIREEZELTH, ZOREDHA % EHZIAIMG A X b DOZ{F
FTCIAEL Z EMNTEET, Cisco Networking Service i ET—Y = MEREAZHHT S &
TNA ADFREEMOEAFHR Y NT—7 T 7T 487 ¢ LR TEET,
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| ensBET—Czob
ensgEI—vrvroiEsE: [

CNSEREI—2xr FDEREAE

Cisco Networking Service 1 "> F T—U 2 U FBKIUVEXECT—V
v DERE

FIEDHE
1. enable
2. configure terminal
3. cns config partial {host-name | ip-address} [encrypt] [port-number] [source interface name]
[inventory]
4. logging cns-events [severity-level]
5. cns exec [encrypt] [port-number] [source {ip-address | interface-type-number} |
6. cns event {hostname | ip-address} [encrypt] [port-number] [backup] [failover-time seconds] [
keepalive seconds retry-count] [ source ip-address | interface-name][clock-timeout time)]
[reconnect-time time]
7. exit
FIED
AU RFEREET7TIVa Y B8
AT 71 |enable Fi#E EXEC E— Rz AT LE T,
i - e NAU— R AN LET ERENTHE) .
Device> enable
A Fw 72 | configure terminal Ja—R)L a7 4 X2l — gy FT— REBG
15“ : L/ i To
Device# configure terminal
R w 7 3 | cns config partial {host-name | ip-address} [encrypt] (fE&.) Cisco Networking Service i EL—3 = > b
[port-number] [source interface name] [inventory]| FEBHLET, ALY, YRIZFTAT Y T
5l - Cisco Networking Service X & ¥ — " A D3 flk X 41,

725y (G4y) BREDBIR S E T,
D:\Ofice(config)# cns config partial 172.28.129.22 cavT g 5?; L—< g .‘/‘H‘“—/\‘@/‘J—:“— }\ﬁ:%%
BETHIZE. 7Y a @ port-number 514
EHALET, 7740 MX 80 TT,

« Cisco Networking Service iX & T — = o ~ D
BOHFETLE LTIPT RLAZMHT S X 91T
BETDHITIE, A7 a D source F— 1T —

K& ip-address 513 L £,
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. Cisco Networking Service 1 N> f T—S 2V S IV EXECT—2 Y FDERE

ARV RFERET7TI3 Y B#

« HTTP ZR D —# & L T Cisco Networking Service
BRETVNITNA ADTA v H—KEE
Va— DA Ny M) RRET LR AT
v a @ inventory ¥— U — K& H L 7,

G¥)  SSLEHHR—FTHAA—VIZRY, 47
v a D encrypt ¥—V— REHHTE E

R
X T 7 4 |logging cns-events [severity-level] (FEE) XML 74—~ hDYV AT AL A2 |
Bl - A w— 1 ¥ 7% Cisco Networking Service 1
Y ARRESLTEETEET,
Device (config) # logging cns-events 2 . X y’E—:}%EJ ﬁ C%Eﬁﬁ“éiﬁf@%%ifz

ITARTEZRRET DX, 7 a o
severity-level IR L ET, 77 4V &
LAL T (T ) T,

X T 7 5 | cns exec [encrypt] [port-number] [source {ip-address | ({fE&) Cisco Networking Service EXEC =— 3 = >
interface-type-number} | FEBHHIC L THRELET, 2k, 22y
i - Z A 7 MZ Cisco Networking Service EXEC #— &

At E T,

Device (config)# cns exec source 172.17.2.2

+ EXEC — DR — " NEZEFRTT DI, ﬁ
7 a D port-number 51 EAER L ET, T
7 v RiE 80 T,

» Cisco Networking Service EXEC =— = > k@D
WEOEEILELTIPY FLAZEHTH L9
\ZHRET DI, A7 > 3 O source ¥— U —

R & ip-address/interface-type number 5| $5 % fii
LET,

GE)  SSLEYAR—=FFDAA=VITRY A7
v 3 @ encrypt keyword % f# fl T F
R

AT 7 6 |cns event {hostname | ip-address} [encrypt] [port-number] | ({£&) Cisco Networking Service -f “X> k 7' — k
[backup] [failover-time seconds] [ keepalive seconds | v - ¢ 23 E L E4, ZHICED ., 2225447

lje;ry}count] [ sourl‘ceki;t?.—addre:iJ i > M T Cisco Networking Service 1 X |k H—E A7)
- clock-timeou reconnect-time
;?meer] ace-namel][ ime] [ B S UE

*SSL ZHAR—FF 54 A=DIZRY, A7 3

I .
Bl - > @ encrypt ¥—U— REfEHTE £,

Device (config) # cns event 172.28.129.22 source
172.22.2.1
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Cisco Networking Service 1 N> f T—S 2V FHE KU EXECT—2 2 FDERE .

AU RFERETIVa Y

B8

s AR NP —=ROR— FNESERET I
F7 3 D port-number B AR LET,
77 4V M, 11011 (B B{k7e L) BLW
11012 (K=fkdHv) <TJ,

ZDTF—=F ANy I T T = T =A
“CE%%) EERTITIL, A7 3 D backup
U—R&EfEMLEST, Ny 77—}
‘73472&”@?‘6%’\ TIA~Y) = U=
APRESNLTND I EEMERLET,

Ny I T 7T —=hTxA~D/V— FIPHEL S
nNicte, 774~V 75— U xADNL— EFF
T oREEMRE (B) ZiEETs12ix, 77
v a »® failover-time ¥ — YU — R & seconds 5|
BAEFHLET,

X—TTIATEALTT N (B) BLOHER
TR AR ET DX, A 7T 3 D keepalive
F—U— R & seconds 35 LW retry-count 5150 %
FEHLES,

Cisco Networking Service f N> f =—2 = |
DIBEFEDXEFETLE LTIPT RLAEERT S &
IZHRET HITIX, A7 3 D source ¥ —
U — K & ip-address/interface-name 5150 % L
£

Effgle 7 vy 7 2B E§ DA% (SSL 72 &)
W27 vy 7 DNERIE S 4D D% Cisco Networking
Service f X b m—V = FAMHET DK
KefHl (0) ZIEET DIZIE, A7 a0
clock-timeout ¥ — 7 — RZ&HH L £,

BRERITZA LT U FOREMRER EIR 2
Eﬁ‘é 1X. 7> 3 @ reconnect-time ¥ —
— REfEALET,

GX) ensevent 2~ R&EAJJ$5FE T, Cisco
Networking Service X2k /XA ~DHiR%
Pt IS L E A, TDZDH, EOMD
Cisco Networking Service =— 3 = > b 3
B LEH A,

ATy T1

exit

1

Ja—rar 74 Xalb—gy ET— REKT
L. ¥#E EXEC E— RIZEY £,
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ARV RFERFTIVaY =)

Device (config)# exit

CNS 3

=JL =
axX ;e

FSTNSa—TFTa2TDET R
* Cisco Networking Service -f X2 b =—3 = > Cisco Networking Service - w2/

M= b = AT SILTWD Z & 2R 5121%. show cns event connections
a<w REMHFHALET,

ARA—T =TV FOYT V= MBS ILTWD Z & AR T 21T,
show cns event subject =~ > RZfif] L £7, Cisco Networking Service 1 A —3°
T—Vx NOY TV =7 M4 cisco.mgmt.cns.image TIaE D £,

I—ox2 FOFRTEH

{5l : Cisco Networking Service T—> = > FDEMIEH L UVHRE

KIZ, cns config partial =~ > R CHETZ—T = hEFNNITHZENLHBL TS ESE
7¢ Cisco Networking Service =— Y = > hE G L TREL, VE— K T34 2 LTS
43) XEEAT O BlZE s L E 3, Cisco Networking Service iX ET > Y DIP 7 KL AL
172.28.129.22, ~— F &% 51% 80 T9, Cisco Networking Service EXEC =— = h% IP 7 K
L A 172.28.129.23 T, Cisco Networking Service f X h =— = & IP 7 K12 172.28.129.24
THMZ L EJ, CiscoNetworking Service f X2 b T— = > M & HITT D £ T, fhod Cisco
Networking Service =— = > MIBHEL 8 A,

cns config partial 172.28.129.22 80

cns exec 172.28.129.23 source 172.22.2.2

cns event 172.28.129.24 source 172.22.2.1

exit
RIZ, CLI Zf#H L T Cisco Networking Service f A —3 =— x> b NI A —H EFET D
iz~ L¥9, GigabitEthernet f > #—7 = A 2 0/1/1 DIP T KL AZMERATHL A A—
Y ID #$87E L. Cisco Networking Service f A —3 T—3 = f h—EAD/RAT — REHE
L. Cisco Networking Service f A —3 7 v 77 L— RERITHIEZ 4 0RICREL, 4 A—Y
FHY—ANBLORAT—F A P —NERELET,

cns id GigabitEthernet0/1/1 ipaddress image

cns image retry 240

cns image password abctext

cns image server https://10.21.2.3/cns/imgsvr status https://10.21.2.3/cns/status/

W OB TIE, Cisco Networking Service f “X> b /N2 %4 195 X 9 2 Cisco Networking Service
A A=V 2=V PERELET, Ry NIV —F T TARALADN—=RU =T VU T VE
FELTAA—VID ZIEE L, HED/NT A —% % f57E L T Cisco Networking Service 1 X2/
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| ensBET—Czob
fil : Cisco Networking Service 1 * — 2 DH—/\H 5 DERTF .

F =V FEAHICLET, SIHICF—U— RERIFAT v a v &2 HEETIC Cisco
Networking Service f A —Y =— = M &AM LE T, Cisco Networking Service 1 A —3
T —Y x> ME, Cisco Networking Service £ X2 k N2 ETA Xy MERFLZITET,

cns id hardware-serial image

cns event 10.21.9.7 11011 keepalive 240 120 failover-time 5
cns image

cns image password abctext

{5l : Cisco Networking Service 1 * —> DY —/\H 5 DEF

RIZ. cnsimage retrieve =~ > R Z i L T, Cisco Networking Service f A —Y =— = |
W77 AN —=NE2R—U 74 5H%~xLET, CiscoNetworking Service f A —Y T — =
YERTTICADIR>T0DET L, ZITHRESNET 7 AV —NERT—F 2 Y —
NONRANZE S THFDOAA—Y 2=V 2 N = ARBLORAT =X AREN LEXINE
T HLWT 7 AN —"BR=V 7 &, LA A—=URHE55EFy hT—F 7
TNRAAZF T ru— REnET,

cns image retrieve server https://10.19.2.3/cns/ status https://10.19.2.3/cnsstatus/

ZTDMDSEERH

REEIEH I=ZaTF7ILEA L

CiscoIOS =~ K [ Cisco I0S Command
References] . 7 _XTDH Y U —
A

Cisco Networking Service =~ N 1 =< FEXOFEM,. = | [Cisco I0S Cisco Networking
< U RE—FR, a~v> RERE., 74V &RE. M ED7E | Services Command Reference,]
B, B LU,

Cisco Networking Service 7% &= ¥ (CE) ['Cisco CNS Configuration
Engine Administrator Guide,
1.3J

BEEEFH KU RFC
Z4E/RFC 24 b+
1%

COBEREIZ LD YR — F SN DHHECIIEE S NIAFHERFC 1300 A, F |-
7o Z DREREIC X D BEF OIEHE/RFC OV R— MIEFITH Y £H A,
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B ovszez—ooo rommemsn

CNS &%

TFIL—

CNSBET—Vxv b |

MIB

MIB MB®D!' >4

ORI T R—FENDIH LW |BRLEZT Ty 74—, CiscoY 7 by =T
MIB £7213EF SN MIBiZH Y £ [V —RA, BLXORT 4 —F ¥ &~ FOMIB i

oo ET-Z OREREIC X D BEAE MIB D
A= MIEFIZH Y A,

LTHF 7 re— R 58561, RO URLIZHD
Cisco MIB Locator Zf# fH L £,

http://www.cisco.com/go/mibs

DRAADTY ZHhI YR—

s B

Vo

VAIADYR— RO RF a2 A bD
Web A R TRV VYV —2%F4 T4 L Tift
LTRY, ~=a27 1, VY7 ko7, B&
WY=L Fyru—RTEET, ZNbD
UY—=RE, Y7 U =Th2A A= L
THELZY, VAT 7 /) ny—
BT D EIRRIRE Z MR U720 357291
EHLTL7ZE, ZOWeb¥A k LDy —
T 7 AT BB, CiscocomD 7 A
IDBLOVRAT — RAMETT,

http://www.cisco.com/cisco/web/support/index.html

A

T bDHERETRER

ROFIZ, ZOFY 2 — L THILI-HHE

BTV ) =R EWAERLET, ZORIE, VT

Fo=7 U U =R bbA  THEEOYR— FRNEASNIEEDY 7 by =T VY —ZAD
HaR L TWET, ZOMAREIL. R0 2320 IRY . ThlgEo—dEo Y 7 b =7 U U —

ATHHR—FSNET,

TI7Yy RN 7d— DY R= I BLIO R YT b =T A4 A=V OFKR— MIET L E#RE
587 5121, Cisco Feature Navigator Z{# f] L £, Cisco Feature Navigator |27 7 £ 2§ 5|2

¥, www.cisco.com/go/cfn |

CREN L £9, Ciscocom DT B 7 MIMESH Y XA,

. Cisco Networking Services 1> 7 4 ¥2L—3 3> 54 K (Cisco 10S XE Gibraltar 16.10.x [7] (1)


http://www.cisco.com/go/mibs
http://www.cisco.com/support
http://www.cisco.com/go/cfn

| cns

BEI-—UIvb

RICNSHEEI—D 2 FDHEEIFHR

ens gET—o o romiEs [

)1)—2x

HEEEH

CNS EET—Y = b

Cisco IOS XE Release 2.1
12.0(18)ST

12.0(22)S

12.2(2)T

12.2(8)T

12.2(33)SRA

12.2(33)SB

12.2(33)SXI

Cisco Networking Service 3% /&

T—Vxr MERIL, RER
LT —T 47 TR R
ZYVAR—FLET,

 WIRBOE
< 25 (7)) 3

o[RBT

R
it

ZOMREICE D, kD=~
RPNEAELITEEINEL
72, cns config cancel, cns
config initial . cns config
partial . cns config retrieve .
cns password, debug cns
config, debug cns xml-parser
. show cns config outstanding

. show cns config stats, show

cns config status
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4.
=% =R

Cisco Networking Service B iR 17/[EfRIs E
D &% E MIFHLE

o HERBIE O (35 ~—2)

 CNS Fa1T/MRHEE O EBASILIRIZOWT (35 X—)

« CNS BT/ E O EBSILIEOR E 1L (36 ~X—)
« CNS H#R1T/MIRTEE O EBEEROKER (37 ~—)

« TOMDOBZEEE (38 X—)

« CNS B T/MMRIEE O EBSIRR O #R (39 ~X—)

ROk

THAOY 7 by =T VU —ATE, ZOFEY 2 LTSN TR TOMENRYR— F &
TS EIFRY £H A, ST OBERENE #E L OVEEIZ DWW TIX, Bug Search Tool 38 L TN
HOTZ7y v 74 —2BIOXY 7 =7 V=20 Y V=R /= FE2ZRLTIEI0,
ZOEFEY 2= /MIRHB SN TV OEREOFFMZ R L, FHEENTAR— S Tns U U —=
DY A DR T 25815, TOFEY 2 —VORKIZH HEEIFHROEZLZSRLTIZI0,
TT R4 — DY R = FBLOVRT VT MU =T A A—=VOHR— MIETLHE®RE
57 511X, Cisco Feature Navigator Z{# ] L £, Cisco Feature Navigator |27 7 £ 2§ 5|2
X, www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 7Y MILEH Y FH A,

CNS B 1T/MifmEE DR ERSHLRICDO LT

Cisco Networking Service B i 17/[Efm 15 & D % 7 BIFHLE

Cisco Networking Service f384 T/ MRS E DR E BAFHLIRIEREIL. cns config retrieve =21~ > N
FLWEREZBINL T, T AT v R — "B EDRS 23471 5 TR L O%RIT
FCRET 25 (B) ZEETELLOICLET,
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Cisco Networking Service B 5417/ £ DR T MEHLE |
. CNS B {T/FEFRIEE DR EMSIROBRERH &

CNS B 1T7/MHlbmtE E O 5% E B3k sk D &% E /7%

Cisco Networking Service X E DU —/\H 5 DEHF
AT 4 X2l —vay P NIT NS RAOREETERT HITIEL, ROEEEZFATLET,
cns trusted-server X~ RZEH LT, Foar 7 Xal— gy b—R_NEHTX S0
(GHETE2D)) ZHRELET,
1R BRI
TOEETHEH., PIATy RV —"BNEEFATHDLZ LaaiigE L TVET,

FIEDHE
1. enable
2. configure terminal
3. cns config retrieve {host-name | ip-address} [encrypt] [port-number] [page page] [overwrite-startup]
[retry retries interval seconds] [syntax-check] [no-persist] [source interface name] [status url]
[event] [inventory]
FIED ¥
ARV RFEEET7TIVa Y =LY
AT 71 |enable ¥t EXEC £— REZ AL ET,
5l e NAU—REZANLET (FERENTZHD)

Device> enable

Z 5w 7 2 | configure terminal Jau—N)L a7 4 Xal—ay T— REBHLG
1 LET

Device# configure terminal

R T = 3 | cns config retrieve {host-name | ip-address} [encrypt] |5 /N4 ZRWeb P — BB/ ETFT — X EZIWETX 5
[port-number] [page page] [overwrite-startup] [retry | - 5 - | %4,
retries interval seconds] [syntax-check] [no-persist]

[source interface name] [status url] [event] [inventory] *retry ¥ — U — N, 1~ 100 OHEIFHOLKLE T,
5l 1 ~ 3600 B> O#i[H D interval D A )% R L %
' 7T

Device (config)# cns config retrieve serverl retry]

5 interval 45 G¥) NIV a—T 4T DB b

ST etv X2 EIET 58513,
Ctrl+Shift+6 F—% A L F 7,
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| Cisco Networking Service B 517/l 3 0D 5% BN 1SHL3R
CNS F it 1T/REIRRHE & D 3% E B3 L3R D 2% 72 I .

CNS B 17/fEIEiE & D 5% E BIFIL R D X EH
{51 : Cisco Networking Service X DY —/\Hh 5 DEF

Cisco Networking Service F 5 X7 F H—/\MW 5 DHRET—F2 DEF
WIZ, 10111 DT AT R = NCHELZERT D62 LET,
cns trusted-server all 10.1.1.1

exit
cns config retrieve 10.1.1.1

K L. Cisco Networking Service ¢ EHUFHIR A X ET DBl Z L ET,

cns trusted-server all 10.1.1.1

exit

cns config retrieve 10.1.1.1 retry 50 interval 1500

CNS Config Retrieve Attempt 1 out of 50 is in progress

Next cns config retrieve retry is in 1499 seconds (Ctrl-Shft-6 to abort this command) .

00:26:40: %CNS-3-TRANSPORT: CNS_HTTP CONNECTION FAILED:10.1.1.1 -Process= "CNS config
retv", ipl= 0, pid= 43

00:26:40: %CNS-3-TRANSPORT: CNS_HTTP_CONNECTION_FAILED -Process="CNS config retv",
ipl=0, pid=43......

cns config retrieve 10.1.1.1

WMBLET—2OERTIVI4XaL—23Y I74IL~DEA

WIZ, Y= EEBE LR ET — 442 F v/ L, Efrar74F¥alb—var7ryAMZ
DO HMHAT 55 % 7~ LE T, CiscoNetworking Service iX EL— = > MM, RET — ¥ D
RT3 20, FIXS5ERRTA2ET, 0B CERET —ZZ2BELEY E LET,

cns config retrieve 10.1.1.1 syntax-check no-persist retry 5 interval 30

WG T—RICkPRE— b7y T 2074 X2L—23 Y T7MILOLEESE

WL, AR —RT v ar7 s ¥al—ay 77 AN EF—R"0ERE LEHRET —F T
LFEXFTIHEZ2RLET, TORET—FITETa 74 Falb—va i@ InEsE
Ao

cns config retrieve 10.1.1.1 syntax-check no-persist retry 5 interval 30
cns config retrieve 10.1.1.1 overwrite-startup
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Cisco Networking Service B 5417/ £ DR T MEHLE |
B otos=as

ESPERERS] I=ZaTF7ILEA L

CiscoIOS a2~ K [Cisco I0S Command
Referencesl] . X CTHVY J —
A

Cisco Networking Service =7~ > K @ @~ FHEXOFEM, = | [Cisco I0S Cisco Networking
< RE—F, a<r NERE, 771/ &€, #H_EDE |Services Command Reference]
BEHHE, BLUW,

Cisco Networking Service & &~ ¥ (CE) ['Cisco CNS Configuration
Engine Administrator Guide,
1.3J

BREL L URFC
1R 4E/RFC 24+
12

COMBRBIZEV YR - ENDIFRFLIIEE I NTEUERFC IEIH Y FHA, F
77 2 OREREIC X A B DIEE/RFC DY R— MIEEIZH Y T AL

MIB MB®D' Y

ZOMREIZE s THAR—FENHH LW |[BRLZT Ty h 74— Cisco V7 hU =T
MIB £723EE SN MIBIEH Y £ | VY —2, BLOY 4 —F v &> hOMIB %K%
ho FTZOBEEICLDZBAFAMIB OY | LTH Y ra— KT 58481, RO URLIZH D
A= MIEFEITIHY FHA, Cisco MIB Locator Zf# fH L £,

http://www.cisco.com/go/mibs
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CNS B 1T/FIfRHE & O % E RS LE DB AL HEIR .

SRADTY ZAHI YR—F

A o

AT R— NN RF=2 A D http://www.cisco.com/cisco/web/support/index.html
Web %4 FTixY Y —2 %4 T4 o THflt
LTEY, v=a7)b, Y7 =T, BL
Y —LxFyra—RTEET, Zhbod
UY=L, Y7 =T %A A—)LL
THRELTEY ., vAapflEeTFy Jno—
WZBAT 2 HANROE A fRi L7720 3572 9D1T
EHLTIESN, ZOWebH A b Eoy—
JZT 77 AT BB81E, CiscocomDu 7 A
ID BLOVIAT — RPRMETY,

CNS B &El1T/MFRETE E O 5% 7€ BVISHL Rk D HERETH ¥

ROEIZ, ZOFY 2— /LT LIERBICET ) U —RFHRE R LET, ZOXRE, V7
727 UU—RX P A U TEEROTR— IPREAINZEZOY T =T VY —RD
HERLTNET, TOMRRIL, FRIWE D 720V RY | ZRLBEO—# O Y 7 vy =7 U —
ATHHR—FENET,

TT7 Yy 7 A=AV R —FBLOV AT YT hU =T A A—VOHR— MIBET L HEHREY
FREET 5 1Z1%, Cisco Feature Navigator il L 9, Cisco Feature Navigator |27 7 &Z A 5 (Z
X, www.cisco.com/go/ctn IZFEE) L £ 7, Ciscocom DT 77 MILEDH Y £H A,
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(33)SRE YRIZ2o0F T v avEiB
12203358 MLC) 527 o K s
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THRH (B) #fETED
oL Ed, RE-Z—V =
¥ M RBIEARGE Y — X L
TRATLET A Z &N K
21T, FRATEIENE 100 [
HIFR STV ET, cns config
retrieve =~ > R Z 5@l 175
HIZiE, F—FR—FKD
Ctrl-Shift-6 D75 1o % fili
ALET,

Z DOHEREIZ L D . ens config
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L7,
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« TOMDBEEE (42 X—)

«CNS A X T 77 47 CLI ODRERBH (42 <—)

HEEIFIHR D MR
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ZOFEYV2—/MIRH SN TV OEEOFFMZ R L, FHENTR— S Tns U U —=
DY A NEHRTLHEIE. ZOFY 22— VOREIZHDEBEFRORLESHRL TIIZIV,

TT Y R T7 A= LD R IBIOR A2 VT 2T A A=VOVR— MIETHEWRE
FREET 5 1Z1%, Cisco Feature Navigator #ffi /il L £, Cisco Feature Navigator |27 7 & A 5 (Z
X, www.cisco.com/go/cfn IZFEE) L £9°, Ciscocom DT AT 2 MILEDH D FH A,

CNSA >3350 T4 CLUIZDONT

Cisco Networking Service 1 >3 5% 7«4 7 CL

Cisco Networking Service 1 > % 7 7 7 ¢ 7 CLI#REIX, =—WF AT O w7 N a4k 52
SURRE AT TIT AT Av s FET AL AZHEFETEDLXMLA VF—T = A A%iR
HLES, ZOMEORNAIZ, 4277747 a~xy FRFEIB SN~ M
HrcE 2L TY, EriE KREOHNZEKTDa~y FOBE, XMLA ¥ —7 =
AARBENAZ A XL T, WA XM ORFERMAHIRCE £, v T LATRERA
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XOFEM, a~vr KE—F, a~ 2 F@EKE, 7 |Command Reference
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%= 5: Cisco Networking Service { >3 549 T 1 7 CLI D¥EEIEER

HERES )1)—= FEREIEER
Cisco Networking Service f &% | Cisco IOS XE Release 2.1 Cisco Networking Service - %
77747 CL 12.0(28)S 55 47 CLLEHE T,
a—PASIDOTe T N EE
12.2(18)SXE ‘ s
(1%) Wt oy FiRY, £ 4
12.2(18)SXF2 SUF 4T avy REFAL
12.2(33)SRC AZEETEDHXMLA & —
i
12.2(33)SXI 7= A ABEASHET
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Cisco Networking Service 1 >4 5% 5« J CLI |
B ovs 5555 T cu ot
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=6~
=% =R

T2 K X5 a—5 (Kron)

« FERETHHOOMERE (45 ~—2)
e O N ATV a—TOHKIEE (45 <—)
e vy R A Va—7 (Kron) [Z2OWT (46 X—Y)
e A R A7 Va—7 (Kron) ORETE (46 ~—2)
e v KAV a—7 (Kron) DOFRTEH (50 =—)
« TOMDBEEE (51 X—)
e av KA Va—7 (Kron) ORETEH (52 X—)

Ll =
PERE IR D HERR
CHROYZ 2T VY —RATE, ZOFETa— A THHEINDET X TOBREN Y R— &
ATWD EIERY EH A, EFTOMRETE I L O EIZ- OV TIE, Bug Search Tool 38 L TN
HO7TZ7y v 74 —2BIRY 7 =7 V=20V V=R ) —FE2ZRLTIEEI,
ZOFEY2—/VIRH SN TV OEEOFFMZ R L, FHENTR— S Tns U U —=
DY A F T 55815, TOEY 2 —/VOREKIZH HEEFHROEZLZZMLTIZE0,

TTy RN T A= LD R RBIO A2 VT 2T A4 A—=VOVR— MIETHEWRE
FR¥ET 5 1Z1%, Cisco Feature Navigator #ffi /il L £, Cisco Feature Navigator |27 7 & A 5 (Z
X, www.cisco.com/go/cfn IZFE) L £9, Ciscocom DT AT MILEH YD FH A,

YRR 1—5DHINEIE
Av Y R ATV a—F0ORY — U A MAICIEET S EXECCLLIX, v 7 M &ARKT S

HLOR, F—ZA b —7 THREKTTEALD0THo TIIWTERA, v RAT P a—
ERICHEME S BRE S L CRREFENTERY,, FEICE AN AT TE A,
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aAvY R AP a1—5 (Kron) |

B == rzx5221—5 wom zo0T

AY2 KR5S a2—5 (Kron) [2TDUNVT

m iVl N &2

vai—737
VAT AEREBHa~ Y R A7 Y2 —7 (KRON) R —Hfeld, AT AREFFICa~ R
Al a—TF %Y R—FTEH LI LET,

aAv Y R AT Va—F5FHAT 5L AL TWRWEXECE— RO CLI 2~ K%, FFE
ORIET, HED A, TV AT ARBFHC, 1EFEITTL9ICAFVa— L TEE
7. 44 Cisco Networking Service =~ > R CTENET D L oxitsica~ry R Arva—7
T, L VRE/eT 7Y — a7/ £ L7, CiscoNetworking Service f A —Y =— =
MERBRZFEHT 2L, 77 AT 74— NWHDYE—F THRA ARy NT—7 7 RLALH

(NAT) 7 RLRAZERT DV E—F T, RE, avr R A7V a—F %60 L CaH
ICCLLZEE) L CTT A AT 514 A—V 2 TE £,

A R ATV a—F 232 o0EAN a2 083H 0 4, RY— U X MI, R
TR CEITESND, BREM SNIZEXECCLI 2~ REGfT TR ENE 4, &
W2y IO EFEEORY v— U A MR ERRER. FEOHE, £723V AT LEBIRFHCE
TENBIEI AT 2= T LET, AT Va—V LA LR, 1 BORE I
VIRLFEATTHEIICHETEET,

AR R a—5 (Kron) DETEARE

m iVl N &2

o~ — (e} ~ ~ N =L
Da—J R O—1)XAMBEELVFALURDETE

v RAT D a—FDFH L AL, ATV a— AR NELTERSNET, AU >—
U2 NMT, —ERE%. FEOHKR, F713 A7 AREHICEITEIND LI ICHELET,
AU —VZARMEI 1H, VoZA AR RELT, FRITBMOBLANS FELTETT
%i‘j‘o

Oy R ATV a—T FHh L AT, BEMTONTZRY — U X MRREINDHNI AT
Va—J 7 TEETN, R — VRIMRIEITEINDILOIARTF YV 2a—U T FBEHITHRY
V= VR NERETDHEIICEDZEERE RINE T,

4a & H RIS

EXEC Cisco Networking Service 2~ > RDaA~<v > KA Va—F R v— VA ety b7 v
L, avY R ATV a—7 FH L R%EFE LT, Cisco Networking Service =~ > R4 5
1792 % CORMEZITHBRZEET 21213, ROEXEZFATLET,
ARVKRTDa—5KRYP— YRk

AU — U R M, TP EO522E8 EXEC CLI =~ > RTHEk &£ 3, kron occurrence
a<w U REEHLTCa~y R AT Y2 —Jko TR >— VR IMREfTEND EXIT, R
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| a7 FR5$2—35 (Kron)

FIEDOHE

A kR Ca—5Kyv— Yz raLUAnLoR0RE |

Vo= UAMADTRTOa~vy FRFITSNET, BRDOIFLICFATSND CLIa~ L R
WZIERIDORY >— U A MR LUES, WEKEIIH A, AU — VR MIFELL
EFCEITSNET, =2 MY ZHIBRT 2121E, ci =+ RO no JEAD%IZ5 Y72 EXEC =
~V REMEHLET, BEFORY o— U R MMEHEATLE. L= RUIFZEDORY v—
UANDOEZRIEMENET, KV v— VA MO MY ZRART DL, show
running-config =~ > RZHHLF 4, RV — VAR IRIZTEITESNDI L) AV a—
Vo7 ERTWAEAIL, E17# 1L show running-config =~ > R CTHRY v— U X MIFRE
nEEA,

RY—=VANMI, RV —=UVRAMPRRT V2= VT INTRICHETEETH, £RY
= UANMEI FETTLHEIOAT Va2 VT ENDHANIRET DHERDH D £,

ARVENRTZDa—5FHLUR

say ZERIE, A~V R ATV a—TF AV UARFETENDL LI AFrPa—V v 7T 5
ANZ, V=T 4 T TNRA RAIEETDHVLERDY £7, 78 v ZRENRERE STV WG
4. kronoccurrence =~ RE AT 5L, BEXve—URar Y — VEHEHICERINE
T, 71y 7B ERET HIT1E. clock =~ K% 7213 Network Time Protocol (NTP) % i
LET,

AR N AT V2= ko TEITEND EXECCLLE, V=T 4 7 T/RA A LETT A b
LT, ey hE4ERLIEY, F—A b —27 TETHRHEILIZV T2 L2 EfT7an5
MEIVDEMERT HUENRSY £T, CLIEX=T7—2Rb o6, a~v 2y RATrYa—J13%
DRV — VA MREEHIRLTCLE I 2D, FIDICTA ML TBL ZEREETT, R
v— U R MNEHIRT A881%. CLI OKGFBMRIC Lo T —nRE LRSI LET,

conditional ¥ — 7 — K% kron policy-list =~ > FIZfRETH &, =7 =D RAELELAEICa~
Y FOETIIFEIESNET,

GE)

cARFICFATT D LD AV a—Y /7 TELRY — U A MI3LEUF T,
cHBEAN VAR ATV 2=V LTcalE, A L ADFEITHIZ show running-config
av U REFHLTH, ZOF DL RAEIRRFRINERA,

>

1. enable

2. configure terminal

3. kron policy-list /ist-name [conditional]

4. cli a~v> K

5. exit

6. Kkron occurrence occurrence-name [user username] {in[[numdays:|numhours:|nummin| at
hours:min[[month] day-of-month] [day-of-week]} {oneshot| recurring| system-startup}

7. policy-list [list-name

8. exit

9. show kron schedule

Cisco Networking Services 7> 7 4 ¥21L—3 3> #4 K (Cisco 10S XE Gibraltar 16.10x 1) [Jj



B o< rxroa—skys—uzrsrUrALLROBE

aAvY R AP a1—5 (Kron) |

F gD FEH
ARV RFEEETIVa Y B#J
AT 71 |enable it EXEC E— REHIZ L E T,
£l e NMAT—REANLET (ERINWTEHE) .
Device> enable
Z 5w 72 | configure terminal Jau—N)L a7 4 Xal—ay T— REBHG
fi LET
Device# configure terminal
X Fw 7 3 | kron policy-list /ist-name [conditional] HHERIMFEOa~v L R A 2a—F R o—
i - U A NOATHTZFRE L. kron-policy 27 4 ¥ =2 L —
varE'F—REBLET,
Device (config) # kron policy-list cns-weekly 'hsﬁnanu2ﬁ§%ﬁiﬁ0)%%f§li\ %&L/U\ﬂfu S UAX
MEEPER S E T,
s list-name NEEFD S D TH HLGEE. £ DT
DORY >— U A MEEIZT 7 EALET, KV
= U A MIRE LTNEIZFAT S h, RErkae
TH EHEA,
« 47 a D conditional ¥ — VU — N&fE T 5
L. T =BRELTEGAICa~ Y FOFETIX
EIEEET,
ATy T4lci av R BESNEavy R ArYa—F KU v— U Rk
1 Dxr Y L LTEME NS EREM EXEC 22+
' NEBELUBEST X EHE L ET,
Device (config-kron-policy)# cli cns image retrieve . é%il)/ 1N} X, %Qiﬁl,ftmﬁiliﬁ’y — 12 MZ
server https://10.19.2.3/cnsweek/ status .
https://10.?9.2.3/cnsstatus/week/ ﬁ%ﬂﬂE§iLE£7fo
« ZOFNEEMED KL T, FRZ L 21 ZFRHE T
FATT DO EXECCLI 2~ R&ERY & — U
A MTEMLUET,
GF) w7 haAERLEY, F—Xbr—7
TIEITHBFM SN2V THEXEC 2~ |’
L, =7 =R FE,
ATy 75 | exit kron-policy Z> 7 4 ¥ L —va ¥y E— R&KT
Bl - L. TXA A&/ n—rLary7 4 ¥al— gy

Device (config-kron-policy) # exit

F—FIZRLET,
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| a7 FR5$2—35 (Kron)

A kR Ca—5Kyv— Yz raLUAnLoR0RE |

AU RFERETIVa Y

B8

R 7 6 | kron occurrence occurrence-name [user username) BRE- I FOa~v Y N A a—F vy
{in[[numdays:]numhoyrs:]nummin| at hours:min[[month] | = 4, §fj & 2 & 0 2 — L ZFoiE L. kron-occurrence
day-of-month] [day-of-week]} {oneshot| recurring| LT 4K al— gy B RARE LS
system-startup}

- s SOOIy RORERHTBIET 5 2 A < — 155k
' ESNTeT A REEER AR ET 2121, in
Device (config)# kron occurrence may user sales at ﬂ?h—t7_—]:%Eﬁ§;ﬁ L/jifro
6:30 may 20 oneshot . .
« HRFZFEET D120, atX¥—U— R&EHEHALE
—a‘o
s AV R ATV a—F AWV RE 1 HER
TRV IR LA Y 2— 1 73 %I21%, oneshot
*—U— RE 72X recurring ¥ — 7V — ROV
NHEBIRLEST, £V L 252227 LEH
BT 25/, A7 2 3 O system-startup
F—U—RZBMLET,
R w 77 |policy-list list-name av LV R ATYa2a—F R — VA NERELE
i) : iR
cHTU RV RESNEIFICA S LA ) R
Device (config-kron-occurrence) # policy-list -
sales-may ]\ LJEW éﬂiﬁ—o
F) RYVT—=UVRAMNOCLLa~» R, 7
o hEERLIED =R br—2 2
KoThlfran/zv 45L&, =7 =014k
SH, EORY — U X MIHIBRSLE
R
AT v 78 | exit kron-occurrence 27 4 ¥ o L —T g E— R&EHK
Bl - TL,. 772 M R%&7m—bar7 4 ¥alb—vs
Y E—RNIZRELET,
Device (config-kron-occurrence) # exit .- @%JHE%;@T& DWRLT. ZH—rL 227 p
Fal—raryE—F&E&TLET,
A7y 7 9 show kron schedule EE) a~> RRATVa—FG ANV ADAT —

1 -

Device# show kron schedule

IABIOAT Y a— N EREFRFLET,
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aAvY R AP a1—5 (Kron) |

B sorca—5090e0r

il

WOHFITIE, BESNTWIEI~V U RAT Y 2a—TF ANV ADAT—X AL I
AV 2 — WEHRNFR E N E T,

Device# show kron schedule

Kron Occurrence Schedule

cns-weekly inactive, will run again in 7 days 01:02:33

may inactive, will run once in 32 days 20:43:31 at 6:30 on May 20

SIS a—TFTa2DEV R

1

av L RAFVa—TDa~wy REBEO NS TNy a—TF 4 7 %47 91201%. BHEEXEC & —
RCdebugkron =~ REMFHLET, 73y avr RIFEELTHEHALTIEEN, 4
RSN NEIZE S TT A AOBERELS 20720 EIEL7Z0V T2 8B 9,

KX5Ta1—5 (Kron) DEEH

DRRTOa—F R YR FBEXUVAFHALUR

KIZ., Cisco Networking Service 2~ > RZ5E¢e 2 50 EXEC CLI &> & EITT 5 L 51T,
cns-weekly L WOAFTD AL R A7V 2—F R —2RETLHH2RLET, £L T,
TORY =2 MO 2 OORY r—&— T, 7THE TR 305 T LICETTDL AT
Pa—L LET,

kron policy-list cns-weekly

cli cns image retrieve server http://10.19.2.3/week/ status http://10.19.2.5/status/week/
cli cns config retrieve page /testconfig/config.asp no-persist

exit

kron occurrence week in 7:1:30 recurring

policy-list cns-weekly

policy-list itd-weekly

policy-list mkt-weekly

RIZ, Cisco Networking Service 2~ > RZFATLTY E— F =) BREDA A — T %2 B
T 5 LT, salessmay L WO ARTDO AV RAFVa—F R —%&ET L2 RLET,
ZL T, ZOXRY »—% 5 H 20 HOFRI 630 IC— 2T FEITTH LA YVa—L LE

—éqo

kron policy-list sales-may

cli cns image retrieve server 10.19.2.3 status 10.19.2.3
exit

kron occurrence may at 6:30 May 20 oneshot

policy-list sales-may
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| a7 FR5$2—35 (Kron)
zomwnszay |

RIZ, CiscoNetworking Service 2~ > R&ZFITLTY E— KN =" DBRFEDA A — V% BUfG
9% K 912, image-sunday & W I LRTO A~ K AT a—T R —%2RET HHERL
£, 2LTC 2ORY —z A BREROFRT730ICETTHLIICA TV a— N LET,

kron policy-list image-sunday

cli cns image retrieve server 10.19.2.3 status 10.19.2.3
exit

kron occurrence sunday user sales at 7:30 sunday recurring
policy-list image-sunday

RIZ, Cisco Networking Service 7~ > REZEITLCY ET— b b= "MORIED 7 7 A L& UG
T 5 X 912, fileretrieval E WO LRID A~ R AT a2a—F R —2RETHHZRLE
T, LT, TORY =% VAT AEEBIRFICETTHEIICA TV 2a— L LET,

kron policy-list file-retrieval

cli cns image retrieve server 10.19.2.3 status 10.19.2.3
exit

kron occurrence system-startup

policy-list file-retrieval

ZTDMDSEEH

ESpER=

REEIEH I=ZaTF7ILEA L

CiscoIOS =~ K [Cisco I0S Command
References] . 3 _XTPHY U —
A

Cisco Networking Service =~ > N 1 @3~ FIEXOFEM,. = | [Cisco I0S Cisco Networking
v U RE—FR, a~v> RgkE, 74V RE. M LD | Services Command Reference.]
B, B LU,

Cisco Networking Service i€ ¥ (CE) [Cisco CNS Configuration
Engine Administrator Guide,
1.3]
BEEEFH KU RFC
1E#/RFC 24k
L

COMREIC X VYR — N ENAFHE-IIEE SN ERE/RFC 1IZH Y A, £ |-
77 Z OEREIC L AR DIEUE/RFC DY AR — MIEFEITH D 5 A,
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http://www.cisco.com/en/US/docs/ios-xml/ios/cns/command/cns-cr-book.html
http://www.cisco.com/en/US/docs/ios-xml/ios/cns/command/cns-cr-book.html
http://www.cisco.com/en/US/docs/net_mgmt/configuration_engine/1.3/administration/guide/ag13.html
http://www.cisco.com/en/US/docs/net_mgmt/configuration_engine/1.3/administration/guide/ag13.html
http://www.cisco.com/en/US/docs/net_mgmt/configuration_engine/1.3/administration/guide/ag13.html

v kR

B =~ k25225 kon) omsetsm

aAvY R AP a1—5 (Kron) |

MIB

MIB MB®D!' >4

ORI T R—FENDIH LW |BRLEZT Ty 74—, CiscoY 7 by =T
MIB £7213EF SN MIBiZH Y £ [V —RA, BLXORT 4 —F ¥ &~ FOMIB i

oo ET-Z OREREIC X D BEAE MIB D
A= MIEFIZH Y A,

LTHF 7 re— R 58561, RO URLIZHD
Cisco MIB Locator Zf# fH L £,

http://www.cisco.com/go/mibs

DRAADTY ZHhI YR—

s B

Vo

VAIADYR— RO RF a2 A bD
Web A R TRV VYV —2%F4 T4 L Tift
LTRY, ~=a27 1, VY7 ko7, B&
WY=L Fyru—RTEET, ZNbD
UY—=RE, Y7 U =Th2A A= L
THELZY, VAT 7 /) ny—
BT D EIRRIRE Z MR U720 357291
EHLTL7ZE, ZOWeb¥A k LDy —
T 7 AT BB, CiscocomD 7 A
IDBLOVRAT — RAMETT,

http://www.cisco.com/cisco/web/support/index.html

A

vai—7J

ROFIZ, ZOFY 2 — L THILI-HHE

(Kron) DHLRETEHR

BTV ) =R EWAERLET, ZORIE, VT

Fo=7 U U =R bbA  THEEOYR— FRNEASNIEEDY 7 by =T VY —ZAD
HaR L TWET, ZOMAREIL. R0 2320 IRY . ThlgEo—dEo Y 7 b =7 U U —

ATHHR—FSNET,

TI7Yy RN 7d— DY R= I BLIO R YT b =T A4 A=V OFKR— MIET L E#RE
587 5121, Cisco Feature Navigator Z{# f] L £, Cisco Feature Navigator |27 7 £ 2§ 5|2

¥, www.cisco.com/go/cfn |

CREN L £9, Ciscocom DT B 7 MIMESH Y XA,
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| AV KR R5Ta1—35 (Kron)
AT R X7 Ta—35 (Kron) DHEEETELR .

R6: AT F X7 a—35 (Kron) DHEEEIESR

HRES J1y—2 HRETEER
AL R ATV a—T Cisco I0S XE Release 2.1 a<wy R A7 a— TkkRE
(Kron) 12.3(1) %, —#50 EXEC CLI =2+ >
RO FAT 2R E DA £ 7213
12.2(33)SRA . _

33) FEDOMMECAT Y 2 —/Ld
12.2(33)SRC LIEREZ IR L £
12.2(33)SB COREIC LY . kDaw
12.2(33)SX1 RONEAFTIIERTRINREL
12.2(50)SY 7z, cli, debug kron, kron

occurrence, kron policy-list,
policy-list, show kron schedule
VAT AEBIHa~ > B 24 | 122(33)SRC VAT AEE e~ K A7
Y a2—7 (Kron) RV I— 12.2(50)SY Y a2—7 (Kron) VU —
BEIX. AT LB~
12.2(33)SB . 5 = b

(33) VR RSV a— TR

12.4(15)T R—=hrTEDLLIITLET,
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aAvY R AP a1—5 (Kron) |
. aAIY R RTTa—5 (Kron) DOHEEETER
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/rh-7=:=
5 2

Fy bFD—HFFETORIIL

Xy N =275 E7 1 ha)b (NETCONF) 1%, X hT—7 T4, ZADEH, RET —X D
B, BIOH LWRET—XDO7T v 7 a— REBIEEIT ) OO A D =X L& EHE
5HDOTY, NETCONF Tld, RET—FBLOT 0 ba)L A yb—T L LTHLERE~—72
7 v 7T ERE (XML) RXR—ZADT — X bz L 9,

o FERETS M OMERE (55 ~—2)

« NETCONF DOHi#edcff (55 ~—2)

« NETCONF O#EZ (56 ~<—)

« NETCONF D% E 5L (56 ~—)

« NETCONF D& ER] (64 ~—)

« NETCONF (287 2801 # (67 ~—)
« NETCONF Of§relfdf (68 ~—3)

- HFEE (69 ~—)

4Bk £ =3

*gz Ae |ﬁ *&O)EE At
CHROY T =T VU —RATiE, ZOFEY2a— L THHEND T X TOMREN Y R— |k &
TWD EIERY A, RETOERERE I L OS2 OV TIX, Bug Search Tool 38 L TN #E
HMOTZ7y b 74 —2BIOY 7 =7 V) —ZADV V=R ) —=FE2ZRLTIZE0,
ZOEFEY 2= /MIERH SN TV OEEOFM AR L, FHEEN T R—FSnTns ) —2
DY A FEERT H5E1E, ZOEY 2 —LOREKIZH LEEFEROEZLZML TIEIN,
TTY R 7LDV R—=FBIR R VYT v 2T A A=VDVR— MIETHIERE
Fed&9 %121, Cisco Feature Navigator Z 1] L %4, Cisco Feature Navigator (Z7 27 & 23 5|2
X, www.cisco.com/go/ctn IZFEE) L £9, Ciscocom DT AT MILEDHYD FHA,

NETCONF D RijtZ &4

netconf max-session =~ > K CHEE L 72 NETCONF & v ¥ 3 > Z L2 vty Bl 2 HE T 5 M3
B0 FET,
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FybT—o&EIO L |
B nerconr oz

NETCONF O #1 &

NETCONF 1& %

NETCONF (%, NETCONF Lk CiRELEO@MEEELET, B, RELENMTbiZ
EERTANY NTT, BEICIE, REOEM, HIBR, ERIMEERH 9, WAL, @Y
IZATON TR EMEEDORZIZ, HENTEHE INTZHEDKITIZOWTHEBD A vE&— Tl
. —HOLEEEZTRT 1 ODA v E—T L LTRESNET,

NETCONF D& E A%
NETCONF %~y h D —0 v R—S ¥ 7T 5— 3 VDERTE

AT w71 NETCONF % SSH %7 v A7 AL LTHEOHT L 912, NETCONF X v hU—7 =3 —Tx 77V ir—
Ta v EFRETHITIE. RO CLI XXFFEHEH L ET,

Unix Side: ssh-2 -s companyname@l0.1.1.1 netconf

2T w2 NETCONFt¥ v a D% T Iz, <hello>ZE kDL H B XML XEZEETHZ LIk T, —
NOEREEZ R LET,

1

<?xml version="1.0" encoding="UTF-8"7?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
<capability>
urn:ietf:params:ns:netconf:capability:startup:1.0
</capability>
</capabilities>
<session-id>4<session-id>
</hello>]11>11>

7547 M. <hello> 26T XML XEZEEL UK LET,

i
<?xml version="1.0" encoding="UTF-8"7?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
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</capabilities>
</hello>11>11>

GE) ZOFITIR, =30 <hello> A v =B EELIERBIZI TAT VU ENHED A v B—UNEEWT
WET A, NETCONF 7 v 27 AOFHHEZ T <IZ, Wi A ROGIZIERKFC A v 2— UMk
fganEd,

Ev bk FXTONETCONF #EXKi%, EROKDY 27T >]]> TROLULERHY 3, [P]> D> —
FUANKEENDET, T AFERZLH L EH A,

FrEDOFNZOWTIL, [l : NETCONF over SSHV2 DR E] #ZHR L T &,

ATw T3 RO XML XFH & LT, NETCONF X v hU—72 =x%—U % 77U /r—3 3 > NETCONF @& %
EZETELLICLET,

1 -

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.0"><notification-on/>
</rpc>11>11>

AT w4 NETCONF v hU—2 w3%—% 77U A —3 3 0O NETCONF EHIDOEE 72132 E 4B I+ 512
IE. RO XML SCFH A L £,

1 -

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.13"><notification-off/>
</rpc>11>11>

NETCONF X4 O— ~DE{E

NETCONF A B — R& %y NT—2 w3 —% T Y 7 —3 g VICEMET AI2I1E. D XML
FHNEEA L ET,

<?xml version="1.0" encoding="UTF-8"7?>
<xs:schema targetNamespace="http://www.cisco.com/cpi 10/schema"
elementFormDefault="qualified" attributeFormDefault="unqualified"
xmlns="http://www.cisco.com/cpi 10/schema" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<!--The following elements define the cisco extensions for the content of the filter
element in a <get-config> request. They allow the client to specify the format of the
response and to select subsets of the entire configuration to be included.-->
<xs:element name="config-format-text-block">
<xs:annotation>
<xs:documentation>If this element appears in the filter, then the client is
requesting that the response data be sent in config command block
format.</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:sequence>
<xs:element ref="text-filter-spec" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
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</xs:element>
<xs:element name="config-format-text-cmd">
<xs:complexType>
<xs:sequence>
<xs:element ref="text-filter-spec"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="config-format-xml">
<xs:annotation>
<xs:documentation>When this element appears in the filter of a get-config
request, the results are to be returned in E-DI XML format. The content of this element
is treated as a filter.</xs:documentation>
</xs:annotation>
<xs:complexType>
<xs:complexContent>
<xs:extension base="xs:anyType"/>
</xs:complexContent>
</xs:complexType>
</xs:element>
<!--These elements are used in the filter of a <get> to specify operational data to
return.-->
<xs:element name="oper-data-format-text-block">
<xs:complexType>
<xs:sequence>
<xs:element name="show" type="xs:string" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="oper-data-format-xml">
<xs:complexType>
<xs:sequence>
<xs:any/>
</xs:sequence>
</xs:complexType>
</xs:element>
<!--When confing-format-text format is specified, the following describes the content
of the data element in the response-->
<xs:element name="cli-config-data">
<xs:complexType>
<xs:sequence>
<xs:element name="cmd" type="xs:string" maxOccurs="unbounded">
<xs:annotation>
<xs:documentation>Content is a command. May be multiple
lines.</xs:documentation>
</xs:annotation>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="cli-config-data-block" type="xs:string">
<xs:annotation>
<xs:documentation>The content of this element is the device configuration as
it would be sent to a terminal session. It contains embedded newline characters that
must be preserved as they represent the boundaries between the individual command
lines</xs:documentation>
</xs:annotation>
</xs:element>
<xs:element name="text-filter-spec">
<xs:annotation>
<xs:documentation>If this element is included in the config-format-text element,
then the content is treated as if the string was appended to the "show running-config"
command line.</xs:documentation>
</xs:annotation>
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</xs:element>
<xs:element name="cli-oper-data-block">
<xs:complexType>
<xs:annotation>
<xs:documentation> This element is included in the response to get operation.
Content of this element is the operational data in text format.</xs:documentation>
</xs:annotation>
<xs:sequence>
<xs:element name="item" maxOccurs="unbounded">
<xs:complexType>
<xs:sequence>
<xs:element name="exec"/>
<xs:element name="show"/>
<xs:element name="response"/>
</xs:sequence>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>
<xs:schema>

NETCONF @XM J 4+ —< v b

NETCONF % v h U —27 =3 =V ¥ T 7V r— g 03, xsd A¥F—~ 77 A V&AL T,
NETCONF * v U —27 = 3—V % 77V /r—3 3 > & NETCONF over SSHv2 F 7213 NETCONF
over BEEP 2BM# 3% 7 /31 A & ORI Ti%(5F 45 XML NETCONF A1 A v E—Y D7 4 —
~ v bR LET, TNOLDOT 7 A NMIT T U ELII AT =AY VY — /L THERTE
T, INOLDOAF—<EFEHLTXML OZSUHERIETEET, TNHDAF—~ Titik
THDIE, KEINDET—X D7 4 —<v b THoTHRETIEH Y THA,

NETCONF (% <edit-config> BEREAfEH L T, FPEDRET X TEREDF —F > MREIZH —
RLET, ZOHLWEEZANLISGE, #—7 vy MEEIIBEEBmIONETA, ¥—F v
FEEENL, BROEGFETLOT —H B LOERENTZIEIE U TERINET,

wiZ, CLI, CLIZ7 v v 7, BLXOXML O% 74—~ v k® NETCONF <edit-config> #HE 7D A
F—<ERLET,

NETCONF <edit-config> &3k : CLI 7+ —< v k

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config>
<cli-config-data>
<cmd>hostname test</cmd>
<cmd>interface fastEthernet0/1</cmd>
<cmd>ip address 192.168.1.1 255.255.255.0</cmd>
</cli-config-data>
</config>
</edit-config>
</rpc>11>11>
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NETCONF <edit-config> it% : CLI 7+ —< v b

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply message-id="101" xmlns="urn:ietf:params:netconf:base:1.0">
<ok/>

</rpc-reply>11>11>

NETCONF <edit-config> &3k : CLI 7R v Y J74—< v b

<?xml version="1.0" encoding="UTF-8"?>
<rpc message-id="netconf.mini.edit.3">
<edit-config>
<target>
<running/>
</target>
<config>
<cli-config-data-block>
hostname bob
interface fastEthernet0/1
ip address 192.168.1.1 255.255.255.0
</cli-config-data-block>
</config>
</edit-config>
</rpc>11>11>

NETCONF <edit-config> i5% : CLI 7R vy J74—< v b

<?xml version="1.0" encoding=\"UTF-8\"?2>

<rpc-reply message-id="netconf.mini.edit.3" xmlns="urn:ietf:params:netconf:base:1.0">
<ok/>

</rpc-reply>]1>]11>

WIZ, CLIBLWCLI 78 v 7 O 74—~ b NETCONF <get-config> F§HED A ¥ —~ %
RLET,

NETCONF <get-config> &K : CLI 7+ —< v k

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>
<running/>

</source>

<filter>
<config-format-text-cmd>

<text-filter-spec> | inc interface </text-filter-spec>
</config-format-text-cmd>
</filter>

</get-config>
</rpc>11>11>

NETCONF <get-config> i& % : CLI 74+ —< v b

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
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<cli-config-data>
<cmd>interface FastEthernet0/1</cmd>
<cmd>interface FastEthernet0/2</cmd>
</cli-config-data>
</data>
</rpc-reply>]1>11>

NETCONF <get-config> Z3k : CLI 7R v Y J4—< v b+

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>
<running/>
</source>
<filter>
<config-format-text-block>
<text-filter-spec> | inc interface </text-filter-spec>
</config-format-text-block>
</filter>

</get-config>
</rpc>11>11>

NETCONF <get-config> i5% : CLI 7R Y9 J4—< v b+

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data-block>
interface FastEthernet0/1
interface FastEthernet0/2
</cli-config-data-block>
</data>
</rpc-reply>]11>]11>

NETCONF |% <get>#§REZfH L C, REB LT A ADRREFH A If3 L £ 3, NETCONF
<get> 7 4 —~ v ML, CiscolOS show 2~ FIZHHY LE T, <filter> /3T A—X[I, VAT
LBEEBLOT A ZARIET — X ORFH S ZFRE L ET, <filter>/3T7 A — X BEOLEIL,
firb RS LES A,

RIZ, CLIBEUCLI 7Ry 7 D/ 7 4 —~ v hD <get> BRED A F —~ ZR L ET,

NETCONF <get> 3K : CLI 7+ —< v b

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc message—-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<config-format-text-cmd>
<text-filter-spec> | include interface </text-filter-spec>
</config-format-text-cmd>
<oper-data-format-text-block>
<exec>show interfaces</exec>
<exec>show arp</exec>
</oper-data-format-text-block>
</filter>
</get>
</rpc>11>11>
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NETCONF <get> /&% : CLI 7+ —< v k

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc-reply message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data>
<cmd>interface Loopback0</cmd>
<cmd>interface GigabitEthernet0/1</cmd>
<cmd>interface GigabitEthernet0/2</cmd>
</cli-config-data>
<cli-oper-data-block>
<item>
<exec>show interfaces</exec>
<response>
<!-- output of "show interfaces" -->
</response>
</item>
<item>
<exec>show arp</exec>
<response>
<!-- output of "show arp" -->
</response>
</item>
</cli-oper-data-block>
</data>
</rpc-reply>11>11>

NETCONF <get> 3K : CLI 7AYo 7+—< v k

<?xml version="1.0" encoding=\"UTF-8\"?>
<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<config-format-text-block>
<text-filter-spec> | include interface </text-filter-spec>
</config-format-text-block>
<oper-data-format-text-block>
<exec>show interfaces</exec>
<exec>show arp</exec>
</oper-data-format-text-block>
</filter>
</get>
</rpc>11>11>

NETCONF <get> /5% : CLI 7AYo 74+—< v k

<?xml version="1.0" encoding=\"UTF-8\"?2>
<rpc-reply message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<cli-config-data-block>
interface LoopbackO
interface GigabitEthernet0/1
interface GigabitEthernet0/2
</cli-config-data-block>
<cli-oper-data-block>

<item>
<exec>show interfaces</exec>
<response>
<!-- output of "show interfaces" -->
</response>
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</item>

<item>
<exec>show arp</exec>
<response>

<!-- output of "show arp" -->

</response>

</item>

</cli-oper-data-block>
</data>
</rpc-reply>]1>11>

NETCONFE Yy a3 DEZAR)UIGELUVADTFUR
Y

Gx) « 4 HLL L D[EIEE NETCONF & v a VA RETDHHLEND Y 97,
« F K 16 HDOEIE NETCONF £ v 3 a VAR ETXET,
« NETCONF TI% SSHvl (ZHR— &N EHA,

FIEDHE
1. enable
2. show netconf {counters | session| schema}
3. debug netconf {all | error}
4. clear netconf {counters | sessions}
F gD F%H
ARV RFEREET7TIVa Y ]3]
A7y 71 |enable FFHE EXEC T— RE AL £,
il - e NAU—REZANLET (FERENTHE)
Device> enable
X 77 2 | show netconf {counters | session| schema} NETCONF [E# A FE L ET,
{5
Device# show netconf counters
ATy 7 3| debug netconf {all | error} NETCONF & v ¥ 3 v DOF Ny 7 EHHc LET,
i) :
Device# debug netconf error
R T 7 4 |clear netconf {counters | sessions} NETCONF #it# 7 > % 3 L IOYNETCONF & v =
% - YEZVT L, BT Y —REfRKRL, vy
ZIRER L £,
Device# clear netconf sessions
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NETCONF ) % 5E {51

5l - NETCONF *y D —9 I Rx— % 7IUr—S 3 VU DETE

&IZ, NETCONF % SSHH 7 v A7 AL LTHOHT X 912, NETCONF Ry hU—7 <% —
X T = a v ERETHHE R LET,

Unix Side: ssh-2 -s companyname@l0.1.1.1 netconf

NETCONF & v ¥ g Ot 9 <IT, <hello> 2 &Telkd X 972 XML XEAEETDHZ LI
LoT, —DEERLET,

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
<capability>
urn:ietf:params:ns:netconf:capability:startup:1.0
</capability>
</capabilities>
<session-id>4<session-id>
</hello>]1>11>

7 AT v MiZ. <hello> Z&Te XML XEZEE LUK LET,

<?xml version="1.0" encoding="UTF-8"?>
<hello>
<capabilities>
<capability>
urn:ietf:params:xml:ns:netconf:base:1.0
</capability>
</capabilities>
</hello>]11>11>

WD XML LFEH|#fEHA LT, NETCONF %> hU—7 =3—T % 77U r— g 0n
NETCONF @iz EZFE TCEH L0 LET,

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.0"><notification-on/>
</rpc>]11>11>

NETCONF % v hU—27 =3 —U % 77U 7 —3 3 O NETCONF i@ DO REFZI13%EL
fE A1, RO XML CFEFI AR L E,

<?xml version="1.0" encoding="UTF-8" 2>
<rpc message-id="9.13"><notification-off/>
</rpc>11>11>
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f5] - NETCONF v 3>DE=R) ST
&Iz, show netconf counters =~ > RO 2R L E 4,

Device# show netconf counters
NETCONF Counters
Connection Attempts:0: rejected:0 no-hello:0 success:0
Transactions
total:0, success:0, errors:0
detailed errors:

in-use 0 invalid-value 0 too-big 0

missing-attribute 0 bad-attribute 0 unknown-attribute 0
missing-element O bad-element 0 unknown-element 0
unknown-namespace 0 access-denied 0 lock-denied 0
resource-denied 0 rollback-failed 0 data-exists 0
data-missing 0 operation-not-supported 0 operation-failed O

partial-operation O

kIZ. show netconf session =~ FOH 2~ L F T,

Device# show netconf session

(Current | max) sessions: 3| 4

Operations received: 100 Operation errors: 99

Connection Requests: 5 Authentication errors: 2 Connection Failures:
0

ACL dropped : 30
Notifications Sent: 20

show netconfschema =~ > KD /ji%, NETCONF ERE L OZF D ERICHT BIHEDT L A
v MEEEZRRLET, ZOAF—~E, #)72 NETCONF ZRDERF K OV O ERIZR
DISEDHIMEATEE T, AF =D/ — RIZOWTILRFC4741 THEINTWET,
&Iz, show netconf schema =~ KOH B R L ET,

Device# show netconf schema
New Name Space 'urn:ietf:params:xml:ns:netconf:base:1.0'
<VirtualRootTag> [0, 1] required
<rpc-reply> [0, 1] required
<ok> [0, 1] required
<data> [0, 1] required
<rpc-error> [0, 1] required
<error-type> [0, 1] required
<error-tag> [0, 1] required
<error-severity> [0, 1] required
<error-app-tag> [0, 1] required
<error-path> [0, 1] required
<error-message> [0, 1] required
<error-info> [0, 1] required
<bad-attribute> [0, 1] required
<bad-element> [0, 1] required
<ok-element> [0, 1] required
<err-element> [0, 1] required
<noop-element> [0, 1] required
<bad-namespace> [0, 1] required
<session-id> [0, 1] required
<hello> [0, 1] required
<capabilities> 1 required
<capability> 1+ required
<rpc> [0, 1] required
<close-session> [0, 1] required
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<commit> [0, 1] required
<confirmed> [0, 1] required
<confirm-timeout> [0, 1] required
<copy-config> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1] required
<> any subtree is allowed
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<delete-config> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<discard-changes> [0, 1] required
<edit-config> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<default-operation> [0, 1] required
<test-option> [0, 1] required
<error-option> [0, 1] required
<config> 1 required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1] required
<> any subtree is allowed
<get> [0, 1] required
<filter> [0, 1] required
<config-format-text-cmd> [0, 1] required
<text-filter-spec> [0, 1] required
<config-format-text-block> [0, 1] required
<text-filter-spec> [0, 1] required
<config-format-xml> [0, 1] required
<oper-data-format-text-block> [0, 1] required
<exec> [0, 1] required
<show> [0, 1] required
<oper-data-format-xml> [0, 1] required
<exec> [0, 1] required
<show> [0, 1] required
<get-config> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1] required
<cmd> 1+ required
<cli-config-data-block> [0, 1] required
<xml-config-data> [0, 1] required
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<Device-Configuration> [0, 1]
<> any subtree is allowed
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<filter> [0, 1] required
<config-format-text-cmd> [0, 1] required
<text-filter-spec> [0, 1] required
<config-format-text-block> [0, 1]
<text-filter-spec> [0, 1] required
<config-format-xml> [0, 1] required
<kill-session> [0, 1] required
<session-id> [0, 1] required
<lock> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<unlock> [0, 1] required
<target> 1 required
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<validate> [0, 1] required
<source> 1 required
<config> [0, 1] required
<cli-config-data> [0, 1]
<cmd> 1+ required
<cli-config-data-block>
<xml-config-data> [0, 1] required
<Device-Configuration> [0, 1]
<> any subtree is allowed
<candidate> [0, 1] required
<running> [0, 1] required
<startup> [0, 1] required
<url> [0, 1] required
<notification-on> [0, 1]
<notification-off> [0, 1]

required

[0, 11

required
required

NETCONF [ 9 & EMN1F¥R

required

required

required

required

NETCONF (<37 5 iemitEs I}

ESPERE]S

R=-aT7ILAZA R

CiscoIOS ==~ K

[Cisco IOS Command References)] . 4"
RTHY Y —2

NETCONF 2i<w > K : a~x F{EXL, a2~ K £—
K, a~> RERE, 774V b, FERICETEE
FIH, BLOWI

[ Cisco 10S Cisco Networking Services
Command Referencel]
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SR YX=aT7ILARA L
X2 VT BEIPIPTI7ERA VRN v RN [ Cisco I0S Security Command

O~ MEXOFEM, 2~ R E— R, a~v 2 Ng|Referencel
JE 77 v MERE, M EoEEFEE, B IO

ZEESKXURFC
ZXRFC| 2 1 ML

RFC The Secure Shell (SSH) Protocol Architecture
4251

RFC The Secure Shell (SSH) Authentication Protocol
4252

RFC NETCONF Configuration Protocol
4741

RFC Using the NETCONF Protocol over the Blocks Extensible Exchange Protocol (BEEP)
4744

DRADTYHY AL YR—F

B o
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Web 4 FTIXY VY —R% 4T 4 o CTHefl
LTBY, ~==27 /v, Y7 bhu=T, B&
WY —N&EHya—RRTEET, ZnbD
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THRELTED, vAapfELTF 7 Jno—
\ZBIT D HANRIRE Z iR L7203 5 7201
FERLTLESY, ZOWeb¥A kLo —
JZT 78 AT HERIE. CiscocomD a7 A
ID BLOVIAT — RRMETY,

NETCONF O #£8EHF

WORIZ, ZOFY 22— /LTt LT-BEREICEET 2V U —AEHE2RLET, ZORIEX, V7
F7=z7 VU —R A U TCEEREOYFR— EPEAINTZLEEDYT7 N7 VI —ZAD
HER L TWET, COEERIX, FRIB0 BN WRY . ZhEO—EDY 7 =T J Y —
ATHHR—FENET,
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| #vybro—b8EITORaL

2

el
A

#x W

TTv R T —LOYR—=IBLOVAT VT MU =T A4 A—=VOHR— MNIBETHHEHRE
53 % 1Z1X, Cisco Feature Navigator Zf#i ] L £ 9, Cisco Feature Navigator [Z7 7 & A 5 (Z
%, www.cisco.com/go/cfn (B #E) L £4°, Cisco.com DT H ¥ 2 MIMLEH D £ A,

5 7: NETCONF DH4RETE 4R

taE

iy

1)) — | HReTER
A

NETCONF NETCONF 7’2 h 2/Lix, v hT—27 TN ADOEH, RET —
ZDOEfG, BIUOH LWRET —X D7 v 7 rn— K EEEOMH
AN =AL%EFLET, NETCONF TlE, RET—FBLOT 1
fanv Avye—UbL LTHREEE~—72 7 v 7' E5F (XML) ~X—
ADT =2 b L E T,

COBREIC LY, DA~y FPEAEITELSNE LI, cear

netconf, debug netconf, show netconf

NETCONF XML NETCONF 7' & b a2 /V»JEsE &4, 3XTO Cisco IOS EXEC 22+
PI VRO p—~ v MNEHEOYE— R SEMSE L,

WD a~y RNET SN E L7z, clear netconf, debug netconf,
show netconf

BEEP : 7' 11 v 7 JLiEA[HEACHA 7 10 =2/L (Blocks Extensible Exchange Protocol) , =17 ¥ 3
CROGEREAH BN OO O T 7 r—var Jua ban 7 b—hU—7,

NETCONF : * v hU—Z7&E 71 h 2/l (Network Configuration Protocol) , * v k7 —7
THRA ZADER, BET —FZOBF, BEROHLWRET —F DT v 7 n— FELEMEOE
AN=ALZERT DT 0 haj,

SASL : HMFEAERS L% = U7 + L4 Y (Simple Authentication and Security Layer) ., ¢
N—=ZAD7' 1 b ARBREY R — M BT 572D A o Z—x v MEHESA, SASL =, &
X2 T ¢ 77T A7 AL Lightweight Directory Access Protocol (LDAP) H—/N& D Cfif
HALT, =2—¥RiEzmibcx £,

SSHV2 : ©¥ =7 v =/ /X— =32 (Secure Shell Version2) , SSH %, {EfEMEDE W b
VAR— MNEO EETIEITI AL, B 7RG RE & S AR RE A R L £, SSHV2 AT
L. MOa L Ea—ZIIRy NT—=TE N LTERILT 7 EALTRAILa~vy REETT
ERAP SR arA /=

TLS : N7 AR — KgE®F*x =2V 7 1 (TransportLayer Security) , FHAFSGE, SERPEDTZHD
Ny a DR, TIAN—RED T DD ELEFREICT A2 T, 7947 MY —
NEDIZEX 2T RBEEZEBTHT 7V r—rvary bvop7 v b2 ¢4, TLS T,

FERAE, ABF—, BLOREX—ZFEHLET,
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B ==

FybT—o&EIO L |

XML : ¥isk~—2 7 v 755 (Extensible Markup Language) . World Wide Web Consortium
(W30) Ik THEHEINTWD, HHREEAIRET d~—2 7 v 7V ElalElT 57200
WEEHRT HERE, FREEL, HRoM (K7, A2 ) v 7R L) Tz, Flho¥
A7 OMAELRLT RLARE) ZEELET, IMNTO T mERTING OEHMEE L #IE
L, 3FSFhT7r—~y hCAMTZZENTEET, XML Tlix, MBEIZHAZ~A XL
le~—07 v/ ElEEERETEET,
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X a7 vz N—=T a2 (SSHV2) 12Xy hU—23ET 1 k=L (NETCONF)
(Network Configuration Protocol (NETCONF) over Secure Shell Version 2 (SSHv2)) H&AEZBEH L
T, BEBALERIRIZ K D Cisco 2w RTIA A > X —T x4 A (CLD) /L TRy hU—7
EAEFITTEET, NETCONFZ 74 7 2 hTHHNETCONF R hU—7 w32 —T %L,
NETCONF H— "~ Fx v T — gkt LCEF 2T /b /X—T 3 2 (SSHv2) %
THMENH Y £, NETCONF H— NZiT#EH D NETCONF 7 74 7 "R CE £ 7,

- BETE RO (71 —)

« NETCONF over SSHv2 DRi#25M (72 2—)

« NETCONF over SSH O EHIE (72 ~X—)

« NETCONF over SSHv2 (22T (72 *—7%)

« NETCONF over SSHv2 D% E FiE (74 =—)

« NETCONF over SSHv2 D% EH] (80 ~<—73)

« NETCONF over SSHv2 (283 2B 01E#H (82 ~=—2)
« NETCONF over SSHv2 DORSREE#H (84 ~=2—)

L | =
PERETR R D TR
THEHOY 7 27 VU —ATIE, ZOFEY2— LTSNS T XTOBENRYR— &
NTWD EITRY FH A, ATOERERF B L OEEE 2>\ Cld, Bug Search Tool 8 KL OV {#
HADOT 5w b 74— BLORY 7 b0 =27 VIV —ADY Y —RX J— 2R LTIEI,
ZOFY 2 —WNIERH I TV OO A MBE L, SHERTFR— S Tns Y J—X
DY A NEHERTDHEIL. ZOEV 2= VORZIZHHEREIEROREZSRL TIZIV,

TTv R T7 A —LOYR—=IBLOVAT VYT MU =T A4 A—=VOHR— MIBETHEHRE
53 % 1Z1X, Cisco Feature Navigator #f#i ] L £ 9, Cisco Feature Navigator (27 27 & 2§ 5 (Z
%, www.cisco.com/go/cfn I8 L £4°, Cisco.com DT H U > MIMLEH D £ A,
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NETCONF over SSHv2 |
B neTcoNF over ssHvz daTiR S

NETCONF over SSHv2 D FijiZ &4

* NETCONF over SSHv2 Ti%. netconf max-session =~ K CT{EE L7~ NETCONF & v 3
Yl vty B EHE T OXLERH D £,

NETCONF over SSH D #l|#9%E 18

e Xy N —ZEESE 2/ (NETCONF) EX a7 > =/l A—T 52 (SSHv2) |
BER16 DRty g 2 R—FLET,

cSSH A= a2 DB FR—FEINET,

NETCONF over SSHv2 [ZDNT

NETCONF over SSHv2

NETCONF over SSHV2 B§RE A FEATT B 7202, 7 74T b (A2 Y7 by =T 03BE L T
WHY AT TNAR) (TP —s3 (NETCONF v hU—7 =3 —V %) & O SSH #nikifi &
st LE9, ROKIZ, FEARZ2 NETCONFover SSHV2 % v hU— 27 DA R LET, 7T
AT e —NF, X2V T 4 BLUNRY — REEAGICHERAT A — 2 LUET,
NETCONF # #4742 SSHV2 t v a v Da—F ID BLOVIAT — i, 3R LU
ITHOTDIERINET, ZO2—FOMHERLUNEHIND720, +oIC@mOHER L~ L
TRITFNE, 72747 F&y T a b NETCONF#EIC 7»7&txféiﬁhomn
A T T 47 (AAA) BDEESINTWAEEIL. T35 AZK LT —F N EE
SSHE v a v aM LD X I AAA P—EARMER SN ET, BFEOEx2 ) 7 3%
ExEMHT 5 L. NETCONF ~OBITHIZIET — LA VA TbIVET, 7747 > MIGEREIC
RThd 5 & SSHEe 7 2L &M L, SSHEY v a2 LET, SSHE Y 9
WIS D L, 2a—YFFEH1I7 7V A — 3 0%, Tnetconf] &9 SSH Y725 A&
L "C NETCONF % FEOME U FE 77,
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NETCONF over SSHv2 [J|j

1: NETCONF over SSHv2

EEM Pelicy

Event Register Keyword * Required in every policy

Environmental Must Defines

MNamespace Import

Entry Status

Body » Required in every policy

Exit Status

155385

SSH/\—2 322

SSHv2 1L, fEHEMO @\ b T v AR — NE D _EEFCHIEIT I 3L, 7807172383 RE & R Z{bikRE 2
B LFET, SSHR ZEHT5 L, Bloar Ba—X|Zxky hNT—2 5N L TRACT 7 & X
LCEReIIa~vy REFITTEAH LI ET,

NETCONF % SSHvl #H%R—FLTWEHA, SSH A=V g0 2 B —"DFREIL, SSH /X—
YarlOFRELRETT, RETDSSH D/X—T 9 U EFRET HITIL, ip ssh version =2~
YREMERLET, Z0axy FERELRWEE. 7 74 /L T SSH IZAME — FTHIT
ENFET, X=Varl A=V a 2l FOBEENFIHTE £,

GE)

SSH XN— g v 1 id, EETERSA WAV e ha/L T, REZDO S b (R—
Tarl) T NAART =Ny 7 LWL 1T HI2i, ipsshversion =~ > K% f
LCA=V a2 2BETHIHLERLY 7,

AW A0 Rivest, Shamir, and Adelman (RSA) ¥ —Z 192 SSH £ 2 AT 21213,
ip ssh rsa keypair-name =~ > RZ{#i] L £9°, ip ssh rsa keypair-name =~ > K& % — X7
DAHRTERE L THET DL, TOX— XTBFET HHEIESSH AN £, £
X, BCHR— XTDRAERIND E SSHRAIZIRDET, Zoa<wr R2EHLTCSSHE A
T D56, RA MBIV RAS VAEBRETHHLEIIH Y A,
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NETCONF over SSHv2 D

NETCONF over SSHv2 |

BRTE A

RAMBBEIVRFAA VR ZERALESSHA—2 3 0 20831

TDRATEFITLT, SSHNR—=T a3 L 2DTNA A%, RAME RAL U4 EHEHL TR
FELET, RSAF—XTREZFHLT, SSHRA—Va L 258BETAHZEHTEXET (RSA
X — RXTEHH L SSH N—2 5 v 2 0%k (75 2—) &)

FIRDEE

FIED

enable

configure terminal
hostname /ostname

ip domain-name name
crypto key generate rsa

NO oA ®WN S

ip ssh version 2

ip ssh [timeout seconds | authentication-retries integer]

ARV RFERFTIVaY

=)

AT 71 |enable Fi#E EXEC E— Rz AT LE T,
i -  NAT—=REANLET (ERSNTHE)
Device> enable
X 72 | configure terminal Ta—r ) ar7 4 Xal— gy T— NERh
i - LET,
Device# configure terminal
A Fw 7 3 | hostname hostname FNRAZADFA NG EBEELET,
£l
Device (config)# hostname hostl
R w 7 4 |ip domain-name name FNRAAD RAA VL EZELET,
fil
Device (config)# ip domain-name domainl.com
AT 75 | crypto key generate rsa =B IO E— FRAEMIZ SSH Y — 2 %)

1 -

IZLET,
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RSA ¥— R7£EALI-SSHA—Sav 2080t |

ARV RFERFTIVaY =)

Device (config) # crypto key generate rsa

R+ 7 6 |ip ssh [timeout seconds | authentication-retries integer] | ({£7) /314 2 F CSSHEHEHEZH/ELET,
i

Device (config)# ip ssh timeout 120

AT 717 |ip sshversion 2 FNRA ATEITTSHSSHOAR—V g U2 ELE
fi EE

Device (config) # ip ssh version 2

RSA F— X7 ZFEALESSHAN—2 30 20FXIE

ZDEATHEFITL T, RA MR RALS VA ZHERTICSSH A=V a U2 2L E
T RELTEXF—XTRTTIMFEL TWDEGA, EREB TERSNLSE, SSHAA—Y =
VOMEIIRVET, FAMMBIORRNAA U AOREEHEH L TSSH AN—Y 3 02 5%
ETHIEHLTEET (FAMMBIORAS A% L7 SSH A=Y 3 > 2 080 (
74 X—) BB

FIEDHRE
1. enable
2. configure terminal
3. ip ssh rsa keypair-name keypair-name
4. crypto key generate rsa usage-keys label key-label wmodulus modulus-size
5. ip ssh [timeout seconds | authentication-retries integer]
6. ip ssh version 2
F gD F¥H
ARV FFERERET7TIVa Y =LY
ATy 71 |enable ¥t EXEC £— REAZIC L ET,
il - e NAT—REANLET ERINTHE)
Device> enable
R 72 | configure terminal JTa—)L a7 4 X2 lb—3ay e— REELG
{5 LET
Device# configure terminal
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NETCONF over SSHv2 |

ARV RFERETIVa Y

B8

ATvT3

ip ssh rsa keypair-name keypair-name

1

Device (config)# ip ssh rsa keypair-name sshkeys

SSH % 4 2B 5 RSA & — X7 2457

LET,
G¥) VAT TN, ANTNIEED RSA F— T

ERIETE T

ATvT4

crypto key generate rsa usage-keys label key-label
modulus modulus-size

1 -

Device (config) # crypto key generate rsa usage-keys
label sshkeys modulus 768

TNA AT =B LY E— MNEFEZ1T 9 SSH
F—REBHHLET,
SSH /X— = 2 TiE, #axtt 1 X1X 768 £ MEL
ETHLIMERH Y 9,

(E)  RSAF— T ZHIFRT 511X, cryptokey
zeroizersa 2~ RZ{iH L £9, RSA =
~ v R&EHIBRT 2 & SSHY— 32 HEIY
(R3] Rl L/ = S

ATy Th

ip ssh [timeout seconds | authentication-retries integer]

1

Device (config) # ip ssh timeout 120

T /34 A £ SSH HlfHIA S 2% E LET,

ATvT6

ip ssh version 2

1

Device (config)# ip ssh version 2

FA ATEITT D SSH DAA—2 g LA ELE
R

I):E_

FIRDEE

—

TN REDIEFIEEY T

> DA

VE—F Xy NU—F T TNRA REDOREFbE v a U EBMGT HI2E. ROEHEE LT
LET (GRS 2RI THHLEILIHY T A, SSHIZTT 4 B—7 L F— R TEITTEE

) .

UNIX £72013 UNIX 7 A 7 725 54 A0 B IE, 8@,

VEENL L FE T,

Woa<y ReEfFEHALT, SSHE Yy v =3

ssh -2 -s user@router.example.com netconf

1. ROWTNNEFEITLET,

* ssh[-v {1|2}][-c {3des| aes128-cbc | aes192-cbc| aes256-cbc} | [-m {hmac-md5 | hmac-md5-96
| hmac-shal | hmac-shal-96}] [l userid] [-o numberofpasswordprompts n] [ -p port-num]

{ip-addr | hostname} [command]
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F IR D

t5Inva—ssvv0evt |

ARV RFEEETIVa Y

=)

ATy T

ROWT N EEITLET,

e ssh [-v {1]2}] [-c {3des| aes128-cbc | aes192-cbc]|
aes256-cbc} | [-m {hmac-md5 | hmac-md5-96 |
hmac-shal | hmac-shal-96}] [1 userid] [-o0
numberofpasswordprompts n] [ -p port-num]
{ip-addr | hostname} [command)

1

Device# ssh -v 2 -c aes256-cbc -m hmac-shal-96 -1
user?2 10.76.82.24

1

Device#
ssh -v 2 -c aes256-cbc -m hmac-shal-96
user2@10.76.82.24

JE—| %y hT—27 FRL R LRSI
Ty varERBLET,

1 2HOFE, SSH A=Y 3 > 2 OFUEICHEIL L T
WET, L0 BEART R E Y >3 VBIGSTE
T, 2—PFLERA MICHEAT T, &
ZI1E, 22DDOFEFTEH, 1 2DOH| & R UER
BEFELIET,

SOOI a—Ta27DEVH
ipsshversion =~ K&, SSHOFHKED T TN a—T 4 VWA TEET, N—=TVa v
BEETLHZLIZE->T, MERHDH SSH A=V g U EFFETEET,

RDIEE

ssh 2~ > ROFEHIZ OV TI,
v,

[Cisco I0S Security Command Referencel] &ML T< 72 &

X217 D IEHRORT—32 ADHEE

TNRA A LD SSHEHGED AT —H A& FoamT HI2E, WOEEEZFITLET,

FIEDOHE

N

GE)

&K D show 1< > R, ==— EXEC &— F£ 721345 EXEC E— R CHEATX £,

1. enable
2. show ssh
3. show ip ssh
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B netconFover sz o EBIE

FIED 4
ARV KRFERRETI a3 Y B#J
AT 71 |enable () $5#E EXEC E— REZAMILET,
£l e NMAT—REANLET (ERINWTEHE) .
Device> enable
AT v 72| show ssh SSH ¥ — "t D AT —Z A FoRr LET,
E
Device# show ssh
AT 73 |showip ssh SSHON— g VBIORET —Z &R LET,
il -
Device# show ip ssh

15l

KD show ssh =7~ > RO JITIE, SSHN— 5 2 2 OEREUHT D AT —F ANEK
RENTWVET,

Device# show ssh

Connection Version Mode Encryption Hmac State

Username

1 2.0 IN aesl28-cbc hmac-md5 Session started lab

1 2.0 OUT aesl28-cbc hmac-md5 Session started lab

%No SSHv1l server connections running.

KD show ip ssh 2~ RO IZIZ, AT/ > TS SSH DAN—T 3 v REEHF
A LT ME, BLUOFGEOHFRITRIBENZ RSN TOET,

Device# show ip ssh
SSH Enabled - version 2.0
Authentication timeout: 120 secs; Authentication retries: 3

NETCONF over SSHv2 D E 1t

NETCONF over SSHv2 A2 HI12id, ROEEEFEITLET,

1R BHEIIZ
SSHV2 Z BT HMERH D £7,

(GE)  [FIRENETCONF &> v a v LR UELLED vy [TRRE SN TWDHMERH Y £77,
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A\

NETCONF over SSHv2 D&%t I}

GE) 4 {EHLL E DR NETCONF ¥ v a V2R ETHVNENHY 97,
e ¥ K 16 [HDOEIKE NETCONF £ v v a v ARETEXET,
« NETCONF TlZ SSHvl IZV AR — FENEHA,

FIEDHE
1. enable
2. configure terminal
3. netconf ssh [acl access-list-number]
4. netconf lock-time seconds
5. netconf max-sessions session
6. netconf max-message 1 X
FED M
AU REEET7TI 3 Y B#
AT 71 |enable F5HE EXEC E— READC L E T,
{5 e NRRAT—=KRZADLET (ERkENTEHH) .
Device> enable
AT w 72 |configure terminal Ja—)L a7 4 F¥alb—gy T— REBB
1 LET.
Device# configure terminal
R 7 3 | netconf ssh [acl access-list-number] NETCONF over SSHv2 ZA%hZ L £ 7,
f5l +fEE T, ZTONETCONFt vy a D7 7R
aryhe— L URXNERETEXET,
Device (config) # netconf ssh acl 1
AT 7 4 | netconf lock-time seconds (f=E) NETCONF &% & & B EN Tz &
Bl Sizm 7T B RN &2 BB CIRE L 29,
. . . « HRREEPIE. 1~ 3008 TY, 774/ ME
Device (config) # netconf lock-time 60 1% 10 ﬂb7?7ro
X F v 7 5 | netconf max-sessions session UEE) IR SNAFRIEENETCONF v a v D

1

Device (config)# netconf max-sessions 5

REZHRELET,

s BN, 4 ~16 T, T 7 #+/L MHld 4
‘@TO
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B neTconF over sshvz ozl

ARV RFEREET7TOVa Y BHY
ATy 7 6 | netconf max-message -1 X (fEE) NETCONF vy a r C%ETHAvE—

PORKYA Aexraif b (KB) THEELET,
s BN EIFIZ. 1 ~2147483KB T9, & 7 4 /b

Device (config) # netconf max-message 37283 FﬂEFiQEMQTFjA
S o

o RV A A2 BRI ET D121E. no netconf
max-message =~ > RAfliH L E7,

NETCONF over SSHv2 &% 7€ {5

Bl  RAFBEELV AL B ZERA LT SSH2 DFERE

configure terminal
hostname hostl

ip domain-name example.com
crypto key generate rsa

ip ssh timeout 120

ip ssh version 2

RSA F—ZFRALEEFa7 b NN—23 2 20FMEDH

WIZ, RRAF—ZMHLTEXaT Y= "=V a V2 2AMNCT 5012 R LET,
Device# configure terminal
Device (config)# ip ssh rsa keypair-name sshkeys

Device (config) # crypto key generate rsa usage-keys label sshkeys modulus 768
Device (config)# ip ssh timeout 120
Device (config)# ip ssh version 2

JE—F TNAREDESIEEY L 3 VOEEBEDH

KIZ, UNIX £72I1XUNIXZDT A A, VE—F Ry hT—F 7 T340 2 L OKFb
SSHEvvarahthd 262~ LET,

Device (config)# ssh -2 -s user@router.example.com netconf

NETCONF over SSHv2 )% E 51

Iz, NETCONF over SSHV2 # & ET AM AR L E7,
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NETCONF over ssHv2 m 2 |}

Device# configure terminal

Device (config) # netconf ssh acl 1

Device (config) # netconf lock-time 60
Device (config) # netconf max-sessions 5
Device (config) # netconf max-message 2345
Device# ssh-2 -s username@l0.1.1.1 netconf

W, V=T N7 LB —T oA 113DOFELZTETHHERLET,

FIEOHE

1. &NC. Thello)] ZELET,
2. KIT, get-config ERAIXE L £,

F IR D FH

A RFERIEFT7IIY B#
ATy T &ANZ, Thello] 2FEELET,
1 -

<?xml version="1.0" encoding=\"UTF-8\"?>

<hello><capabilities>

<capability>u?rn:ietf:params:netconf:base:1.0</capability>|

<gabilitypum: ietfparars:retamf ;e ity writesble-numirg: 1.0</cacai 1ty >

<cgeehilityum: ietf arans retomt i ity rol 1 deedearerrar: 1. 0</cacaai Lity|

<capability>um: ietf :params :netaonf : capabi Lity: startip: 1. 0</capaoi 1ity>]

<capabi lity>um: ietf ;parans :netoonf: ca?pabi lity:url : ?1. 0</capabi Lity>|

<cgeebi 1ityum: ci scosparans :retamt : caeaai 1ty :pi-catarmode] : 1. 0</cacaoi Lity>|

<capaot litypum: clsoosparars:retamt :caeatol 11 2ty :roti ficati 2on: 1. 0</caeaoi Lity>

</capabilities>
</hello>1]1>1]1>

AT 72| RIZ, get-config BRAEZHEFEL £,
fl

<?xml version="1.0"?>
<rpc
sairsme et yarans sod s et deese: 1.0 bins:qui= e /Avwv. cismo.aan/aol. 10/ster!!
message-id="101">
<get-config>
<source>
<running/>
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NETCONF over SSHv2 |

ARV RFERETIVa Y

B8

</rpc>11>11>

</source>
<filter>
<config-format-text-cmd>
<text-filter-spec>
interface Loopbackll3
</text-filter-spec>
</config-format-text-cmd>
</filter>
</get-config>

T RO RFRENET,

<?xml version="1.0" encoding="UTF-8"?>

<rpc-reply message-id="101"xmlns=\"urn:ietf:params:netconf:base:1.0\">

<data>
<cli-config-data>
interface Loopbackll3
description test456
no ip address
load-interval 30
end
</cli-config-data>
</data>
</rpc-rep?ly>11>11>

EEEH

NETCONF over SSHv2 [ZE8d 2B MNTEER

ESPEREYS

I=—aT7ILAZA LI

CiscoIOS 2= K

['Cisco I0S Command References] . 9T
DY Y=

NETCONF 2t~y K : a<> KL, a<2 R
T— R, av> RFERE, 77+, FEHICE
THEBEFHE, B LOW

[ Cisco IOS Cisco Networking Services
Command Reference

IP77®%A VAL aw R avy FEXO
PR, o~ RE—FR, a~vr REBERE, 774
JV RERE, R EoEEEE, B IO
X2 VT4 avwr R awy RESTOFEM,
avr RE—F, avr FEE, 7740 bk
£, A EoFEFE, B L0

[ Cisco IOS Security Command Referencel
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| NETCONF over SSHv2

NETCONF over SSHv2 =B 3 B /1ER .

HEEE

R=-a7ILEZA KL

P77EATUAL

[Cisco 108 Security Configuration Guide:
Securing the Data Plane] @ [TP Access List
Overview| 3L T" [Creating an IP Access List
and Applying It to an Interface] D

X T BN EFaT =T

['Cisco I0S Security Configuration Guide:

2 Securing User Servicesl]] @ [Configuring Secure
Shell] €Y= —/L
BEEIURFC
RFC "4 kL
RFC The TLS Protocol Version 1.0
2246
RFC The Secure Shell (SSH) Protocol Architecture
4251
RFC The Secure Shell (SSH) Authentication Protocol
4252
RFC NETCONF Configuration Protocol
4741
RFC Using the NETCONF Configuration Protocol over Secure SHell (SSH)
4742

SRADTY ZHI YR—F

B

o

VRAADYR—= IR LN RFa A D
Web ¥4 R TlZV YV —2%F T A Tk
LTEY, ~=aT7 1, VY7 =T, BX
N —nNEHyru—RTEET, 26D
YUY —2F, Y7 b2 THA A R—=LL
THZELEY ., VAR T 7 ) d—
BT B EINRREZ MR U720 § 57291
EHLTL7ZE, ZOWeb¥A k EDY—
JZT 7' AT BB1E. CiscocomD a7 A
IDBLU AT — RRALETT,

VAIADYR— K WebA FOY =TT T
T 2T 5L, Cisco.com D—H ID BL
/\CXU_ ]\\‘Z)S“\\g‘(“ﬁ‘o

http://www.cisco.com/cisco/web/support/index.html
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NETCONF over SSHv2 |
B nETCONF over sSHv2 D et R

NETCONF over SSHv2 0 #48E1% 3R

ROKIZ, ZOFEY 2—/L T LIBRRICBET ) U —REFHRERLET, ZORIEL, V7
P =7 VU= LA TEMEDOY R— FPREASNIZEEDY T b Y =T VU —ZD
HERLTWET, ZTOBEEIX, FRIB 0 B WRY . 2R DEO—EDY 7 b7 J Y —
ATHHFR—bhIET,

TI 9 R T A= LDV R—FBLOV AT YT T 2T A A—TVOPR— MIETHHERE
589 51213, Cisco Feature Navigator Zfi § L £ 9", Cisco Feature Navigator |27 7 £ 23 % |Z
X, www.cisco.com/go/ctn IZFE) L £9, Ciscocom DT AT MILELYD FHA,

£ 8: NETCONF over SSHv2 D%RETEHR

HERES J1)—2x HERETE TR
NETCONF over SSHv2 Cisco IOS XE Release 2.1 NETCONF over SSHv2 K¢HE %
12.2(33)SB AT &, BB b

ZF AR — k ETCCisco <>

12.2(33)SRA RSy A B—T xR
12.2(33)SXI (CLD i2kBxry hT—75%
12.4(9)T ExFATTEET,

ZOMEEIZE Y, ko~
RWEANFLIIEREINE L
72, netconflock-time, netconf

max-message, netconf
max-sessions netconf ssh
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9.
=% =R

BEEP [Z & 8% E~® NETCONF 7V X

7y JYEERRER L 1 2LV (BEEP) 2k D%y hU—ZFET 1 b=/l (NETCONF)
(Network Configuration Protocol (NETCONF) over Blocks Extensible Exchange Protocol (BEEP)) ##

HEZfEH L C, NETCONF L CRELAELOEMARE T E4, BAIL. XELE T
ZLERTANRY T, AHEICIE, FEOBM, HIFR, £RIMEENRH Y £, @A, 7%
EREDERKTIRIC, —BOLEFELZRTIODA vE—Ir LTEESHET, ZESNE
HEZEIZMBNCA v =V 2 EEFETLHIDTTELY A,
BEEP /. Simple Authentication and Security Layer (SASL) 7'u 7 7 A V&2 L TBEFO+®
X2 U7 BT VICHMZRERE~ Yy B V2R L £7, F72. NETCONF over BEEP i, h
FUAR—MEEX=2Y T4 (TLS) ZMEHL T, V— FE3E. 13— 7 T4 T
MAICOFERED 5 B, WTNDDOFRREEAT 2 8172k 5L A W= A L2452 L T F
7

. BRefE M oOMsE (85 ~—)

« BEEP |2 & 5% ~0 NETCONF 7 7 & A DSt (86 ~<—)

* BEEP {2 X 2% & ~D NETCONF 7 7 ¥ A DHIFIFIHE (86 X—)

* BEEP |{Z X D% E~D NETCONF 7 7 & A 22\ T (86 ~—7)

« BEEP |2 L 5% E~? NETCONF 7 7 & A DR E Sk (88 =X—)

« BEEP (2 L R E~D NETCONF 7 7 & A DR EH] (92 ~<—)
« BEEP (2 X 5% & ~® NETCONF 7 7 & AICBH9 2 BINE#R (92 2—)
« BEEP |2 & 5% ~0 NETCONF 7 7 & A DEFERGH (93 ~=2—2)

AR OR

THEAOY 7 =27 VY —A T, 20T a— L THAINET X TOEERYR—F X
TS EIFRY £H A, T OBERER #F L OVEEIZ DWW TIX, Bug Search Tool 38 L TN T
HAO7Z7y v 74— BLRY 7 o=z7 V=20V U —RX /= aZRLTIZIN,
ZOEY 2—/VIRHMSN TV OHEEBOFEMA R L, SEERTAR—FShTns ) J—=
DY A DR T 55813, TOEY 2 —/VORBIZH HEEIFHROEZLZMLTIZE0,

7Ty N7 =DV R—FBLOV AT VT " 2T A A—=VOYR— MNIETLHERE
R 5121, Cisco Feature Navigator Z{# f] L £ 9", Cisco Feature Navigator |27 7 £ 2§ 5|2
X, www.cisco.com/go/ctn IZFE) L £ 7, Ciscocom DT 77 MILEH Y EH A,
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BEEP |2 & 25 E~D NETCONF 7 7 £ X |
B Becr o5 B3~ 0 NETCONF 7 & £ 2 DRTIR S

BEEP [Z & AR E A~ NETCONF 7 & & X D AR &4

NETCONF over BEEP U A —{Z}%, Simple Authentication and Security layer (SASL) Zi%7ET
HILENRHD £,

BEEP [Z & 55~ NETCONF 7 ¥ £ X D #H|$IEIE

Transport Layer Security (TLS) %9 % BEEP %% ET AITI%, WA A —T%EF(TT D4
RNV £,

BEEP [Z & B EA~D NETCONF 7 £ X[ZDL\T

NETCONF over BEEP (D #} 2

BEEP (2 X 5% E~DNETCONF 7 7 & A##elX, BEEP ¥t 7'm h=aL & L THMIZ LT,
NETCONF > g T T& 5 L 512 LEd, NETCONF over BEEP #1945 &,
NETCONF #—/ 3F 72|[ZNETCONF 7 T A 7 > h OWFN B2 G 5 L 9 IR ETE
FT, THUTE ST, T3 ARWHEAICERE SN KB Y N —0 0, 77 AT Ut —
NEBIORy hU—27 7 RUALE#H (NAT) NH7-OICEHEREZ N T 2 0EOH DT
NA AP R— b TEET,

BEEP|X, =27 ¥ a UAERIEIMAEER O OORAT 7V r—vary7a halr 7 L—Aa
U—7 T, ZHUE, RS ESERT e b a0 E T R S T & EERE A fR it
AHZEHEME L TWET, BEEP IZ—#%FIZ Transmission Control Protocol (TCP) F CEIfE
L., AvybE—VORHNPAHRETT, HTTP B LD 7' 1 b 2L L3820 | #Eo i ©
WOTHA v E—UZFETEET, BEEPIZIIR HILEFZFEO 7 7 v U T 4 b HENTED
EWERENRH O F5,

BEEP 7'z bk 2/LZid, BT RIERREEHIMNY. L TA v =V TEL T L—I T AN
SALNREENTVET, BHEINLDOR vy =T XML 2 L TR ESNE T, 7T
DORZHIL, Ikt xa ) T4, 2—FRIE, T3 T =2 PORBICESSNEZT 7Y
r—ya VRIS U RENTZa v TR A RN TEITENE T, 2O T o 7IZE o T
F X FNAVBERENET, FFT v RV END A v =V OB LIV~ T 47 A
EEHTHEEMT N7 77 A ARH Y £5,

BEEP & v ¥ 2 I NETCONF —bERII~v vy 7 ENET, EyiarBrshd e, %
BEEP T IHH N Y R— b TD57 077 A VET RARXAXLET, F ¥ RLOIERFIC,
74T s BEEP A =3 —X) [ZZDOF ¥ RxNAD 1 DEIITEH O T 07 7 4 VL EHR
LEJ, —3 (BEEP U A F—) BNF ¥ RxNVEERT 256, P—NIdnTnnrorae 7y
ANERIRL, 20707 7 A NVENETERFLES, —NL, EoTar7r A% A
NTERNWZEEZRL, TYRVOEREMDGELH D £7,

BEEP TlI, [EFFICEEOT — X T ¥ 2V TE £,
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NETCONF over BEEP D% & .

BEEP I 7Y —E7 71 ha /L TN, FFEDF A IV T TEITLTVAEENTIS U T, &
ETIZT R BAVET, BEEP & v g L ORESIIC, HiElES AR LZ T A TN

BEEP U A} —T7, VAT —~DOEfEMNLTHE ) —FHDOET H BEEP A == —H (T}
DEd, ZHEBMTHBEEP ET RN T4 T T, b9 5D BEEP BT Y — T,
WE, = _"OEFNEFEITTHBEEPE T X, Vv AT 5%EHFEITLET, 7275 L. BEEP
I 7Y =7 7a halThinbEnoT, —"OEREEZFEITTHBEEPE TN, VU v
AT HEESFATT HHETH D A,

NETCONF over BEEP & SASL

SASL i, HEfiN—AD T 1 b3 VRRREY R— b & BIMT 212D A 7 —F v MEAES X
T9, SASLEZ X =UTF 1 77747 AL Lightweight Directory Access Protocol (LDAP)
P—REDOBTHEM L C— VG R TE T,

BEEP U 2} —IZi%, SASL R ETHLERH Y £97,

NETCONF over BEEP & TLS

TLS 1%, fAARGE, BT DNy a2 DM, 7T A4 R —IR#ED = DR b % Al HE
T AZET, 729AT L bV =N a7 RBEEEETEZT SV r—ra b
~p7e ka3 ey, TLS T, FfEE, AT —, BLIUOMEX—ZFEHALET,

SEEEIITF 2L ID A— R TWET, ZOHEX, 27547 M LTH— "D ID
ZAFA U £, KA. BT LB 0L, FFREORITRET T 0T 0 DLREL.
YT AT A DAY, BLXOGEHEOENIRE RT XA L AX U TREGEENET,

AR —B L ORE X —I%, FHROEbB L OER LI SN AR S X —CF, Afx—
TR SN ETR, B —IIABEINS Z2I1EH Y FHA, AFF—LEBEX—DKT X
—EIZEMELE T, ABRX—ZEHA L T ELENZT — X id, TOMEX—TORE ST
%i‘g—o

NETCONF overBEEP & 7V X 1J X +

473 2 T, NETCONFoverSSHV2 ¥ v a VHOT 7 A VA MR ETEET, 77%
A YANMI, IPT FLRICHT DB LOESORGEZIEFRIC b0 T, 2=V
ZhveTiE, T7RAVAMOSEMICH LT, T RLAZTIOTOTFT AN LET, KYIO—
HIZLoT, Y7 MU =T BT RVRAEZZITANDD, EETH0DBRED £3, KOOI
MRS TRIIRMOT A BT T 5720, FEOIEFITEE T, &R LT
X, 7RV AFESSRET,

TI7EZA YA NOFERICEET S 2 >OFEREEITIRO EBY T,

1. 778X VA RNOEFGELITAAE T 7 BAFMEEZEEL T, 727 18A VA MAERT
Do

2. TIRAVARANEGAUE—T oA AETITHKRERRISEHR T 5,
TR URRNOBREDFEMZOWNTIL,  [Security Configuration Guide: Securing the Data

Plane] @ [P Access List Overviewl) 33 X T [Creating an IP Access List and Applying It to an
Interface] €Y a2 — L ESH LTI,
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B Beer o5 B3EA~ 0 NETCONF 7 & £ R DBEH

BEEP [C &k %

SASL 7O T 71 LDEXTE

SASL % f§ L T NETCONF over BEEP Z# A %hZ 95121, £ SASL 70 7 7 A L &R IET
HUHENRHY ET, SASL 70T 7 AL, TNAA~DT 7B ANHFAIND 22—V 52T

FIRDEE

F IR D FH

BEEP |2 & 25 E~D NETCONF 7 7 £ X |

ERTEAND NETCONF 7O E ADHRTFEHE

LET,

1. enable

2. configure terminal

3. sasl profile profile-name

4. mechanism di gest-md5

5. server user-name password password
6. exit

ARV RFERERTIVa Y

=)

ATy T

enable

1 -

Device> enable

¥5HE EXEC £ — & A A& LE£9,
e NRAU—KREANLET (FEREINEHE)

ATy T2

configure terminal

1

Device# configure terminal

ra—r\Lar7 4 Xal—3ay T— NG
L\i—a—o

ATvT3

sasl profile profile-name

1

Device (config) # sasl profile beep

SASL a7 7 A NVEFHEL., SASL a7 7 A )L
a7 4 Fal—aryE— RERBLET,

ATV

mechanism di gest-md5

1 -

Device (config-SASL-profile) # mechanism digest-md5

SASL 7B 7 7 A )V A=A LEHELET,

ATy TH

server

1

user-name password password

SASL r—NEBRELET,
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| BEEPIC& %3 %E~D NETCONF 7 & £ R

NETCONF over BEEP 0 &1t [

ARV RFERFTIVaY =)
Device (config-SASL-profile)# server userl password
passwordl
ATy 76| exit Ja—Rar7 4 ¥al—vay ®— RERT
il - L. ¥5HE EXEC £— FIZRY £,

Device (config) # exit

NETCONF over BEEP D& %h1t

FIRDEE

458 HHEIIZ

A\

» SASL %17 % NETCONF over BEEP # X/ ET AIZlX, T SASL 77 7 A L%

o [AllF NETCONF v ¥ 2 > ERIUELL LD vy ITTIERE SN TV A LERH Y 77,

R
i

TOMENRD Y £,

GE)

« 4 fHLL E D[R NETCONF B v a VARETHMLENH Y 3,
e xR 16 HDOEIKE NETCONF £ v v a v ARETEXET,

©ENDORWN A

- e e e .-
AN

- -
o o

enable

configure terminal

crypto key generate rsa general-keys
crypto pki trustpoint name

enrollment url ur/

subject-name name

revocation-check methodl [method2 [method3]]
exit

crypto pki authenticate name

crypto pki enroll name

netconf lock-time seconds

line vty line-number [ending-line-number]
netconf max-sessions session

netconf beep initiator {hostname | ip-address} port-number user sasl-user password
sasl-password[encrypt trustpoint] [reconnect-time seconds]

netconf beep listener [port-number] [acl access-list-number] [sasl sasl-profile] [encrypt trustpoint]
exit
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BEEP |2 & 25 E~D NETCONF 7 7 £ X |

=3[k 2t
ARV EFEREETIVa Yy EL:Y

ATwv 71 |enable FibE EXEC E— RZAMIC L E T,
Ik « NMRAT—=REANLET @ERSNEHE)
Device> enable

X F w72 |configure terminal Ja—\)L a7 4 X2 b—3ay e— ARG
i - LET
Device# configure terminal

AT w73 |crypto key generate rsa general-keys Rivest, Shamir, and Adelman (RSA) % — <7 %Ak
Bl L. BHOX— <7 20T 5 &5 IiRiE L E T

COFNEZT—ELZTFFATL TSN,

Device (config) # crypto key generate rsa
general-keys

AT 74 |crypto pki trustpoint name N—BTHEHTHFNTARMKAS U FEESL, CA
- FFZAMRA b ar7 s Fal—var £—F

2B L ET,

Device (config)# crypto pki trustpoint
my trustpoint

AT 75 |enrollment url ur/ ab)m (CA) DOBENT A—FZRELET,
i -
Device (ca-trustpoint)# enrollment url
http://10.2.3.3:80

ATy 76 |subject-name name AEAEZER O AL 2 REL£T,
i - (F) Y7V T MIE TAARADRRAAL

=5 VAT L (DNS) 4 Th o 0EN

Device (ca-trustpoint)# subject-name
CN=dns_name_of host.com HYET

AT w J7 |revocation-check methodl [method?2 [method3]] SFBEDORHIAT —Z A F v 7 LET,
11
Device (ca-trustpoint)# revocation-check none

ATy T8 | exit CARTFARRA vV har7 4 Fal—va vy E—
R RERTL, Zr—b a7 4 Falb—ay

Device (ca-trustpoint) # exit

EF—RNIZREY £,
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NETCONF over BEEP 0 &1t [

ARV FFEREETIVa Yy

E:)

25w 79 |crypto pki authenticate name CA DIWEZ TG LT, RAREZRIALLET,
1 -
Device (config)# crypto pki authenticate
my trustpoint
AT 710 |crypto pkienroll name N—Z DFEREEY CAPOLESE L ET,
i
Device (config) # crypto pki enroll my trustpoint
ZXTF w711 |netconf lock-time seconds ({T-7) NETCONF % 7E & HRIEEM Th /s &
i - my 7T HRERRMEEELET,
. . . seconds 51D AN 7REDOHIPHIL 1 ~ 300 F T,
Device (config) # netconf lock-time 60 5f:7;flb/%ﬁﬁﬂi 10 EDTFTfO
R 712 |line vty line-number [ending-line-number) VE— K 2V —)L 7 72O REIRE 2 5%
£l BILET,
NETCONF & v ¥ = > O g K L [7 U D vty [FI#E
Device (config)# line vty 0 15 %%Ej«é%\gb)% ) jz_g_o
AT 713 |netconf max-sessions session (EE) A SN D [FIIF NETCONF £ v v a D
Bl BRMR iR LE T
Device (config)# netconf max-sessions 16
AT w 714 |netconf beep initiator {hostname | ip-address} ({L7&) BEEP # NETCONF & v ¥ 3 Dkt 1
port-number user sasl-user password Fall LTHEL, ET7A2BEEPA =L T —X &
sasl-password|[encrypt trustpoint] [reconnect-time LCRELET,
seconds]
1 (G£)  ZOFIEIZ, NETCONFBEEP A =3 = —
' 5y a ERIET BHOICETLE
Device (config)# netconf beep initiator hostl 23 TO 1%%&{\ BEEP U xbjﬂ— t P4 vav
user userl password passwordl encrypt 23 %%ﬁfﬁ‘j—é Z E %)Téé i‘@—o
reconnect-time 60
X T w715 |netconf beep listener [port-number] [acl ({£%) BEEP # NETCONF Ozt 7wa h=/L & L

access-list-number] [sasl sasl-profile] [encrypt
trustpoint|

1 :

Device (config) # netconf beep listener 26 acl 101
sasl profilel encrypt 25

THEL, 7% BEEP YU 2 F— L LTHELE
TO

G¥) Z DFJAEIX., NETCONFBEEP D U A F—
Tty va VERET HGEICIATLET,
£ T, BEEPAf =Y —#% v g
ERETHZEHLTEET,
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BEEP |2 & 25 E~D NETCONF 7 7 £ X |
B seer - s 23~ 0 NETCONF 7 2 £ 2 D& EI

aAv Y RERET7TIYa Y B#
AT w16 |exit Ja—r\ )L ar7Z 4 ¥al—ary B—REKT
11 - L. F5HE EXEC T— RIZED £7°,

Device (config)# exit

BEEP [Z &k A% E A~ NETCONF 7 7 = X D% E 5

{5l : NETCONF over BEEP O &1L

Device# configure terminal
Device (config) # crypto key generate rsa general-keys

Device (ca-trustpoint) # crypto pki trustpoint my_ trustpoint

# enrollment url http://10.2.3.3:80

# subject-name CN=dns_name_of_ host.com
# revocation-check none

# crypto pki authenticate my trustpoint

Device
Device
Device

ca-trustpoint
ca-trustpoint
ca-trustpoint

)
)
)
)

Device (ca-trustpoint
Device (ca-trustpoint) # crypto pki enroll my trustpoint

Device (ca-trustpoint)# line vty 0 15

Device (ca-trustpoint) # exit
Device (config) # netconf lock-time 60

Device (config) # netconf max-sessions 16

Device (config) # netconf beep initiator hostl 23 user my user password my password encrypt
my_ trustpoint reconnect-time 60

Device (config) # netconf beep listener 23 sasl userl encrypt my_ trustpoint

BEEP [Z &k B2 FEA~D NETCONF 7~ X [ZB89 2 BMNE
R

REEEF

BEIE B I=—aT7ILAZA I

CiscoIOS 2z~ K [Cisco I0S Command References] . 3T
DY Y=
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| BEEPIC& %3 %E~D NETCONF 7 & £ R
BEEP (< & 332~ NETCONF 7 7 £ 2 0igaetsd [

BEEIEE TZ=aTFILRA ML

NETCONF @i~ R : a<> FEX, 2> K| [CiscolOS Cisco Networking Services Command
E— K, a~vr RERE, 77+ b, #HIZE | Reference]
TOEEEHE, B IO

BEE KU RFC

THERFC| 24 ~IL

RFC Simple Authentication and Security Layer (SASL)
2222

RFC The Blocks Extensible Exchange Protocol Core
3080

RFC NETCONF Configuration Protocol
4741

RFC Using the NETCONF Protocol over the Blocks Extensible Exchange Protocol (BEEP)
4744

SDRADTYHY AL YR—F

B o

SAaPYR— I RSN RFa2 AL RO http://www.cisco.com/cisco/web/support/index.html
Web 14 R TIXY VYV —R%&F4 T4  Tift
LTEY, ~=27 )/, Y7 =T, BL
WY =Ny run—RT&EET, Zhbo
VY—=RE, Y7 b =T %A A =L
THELED, VRAaOBERTF 7 Juv—
(2B 2 AR Z fifih L 720 T2 721
EALTIESV, ZOWebH Ak EDY—
JVZT 72 2T HERIF, CiscocomD w7 A
ID BROVSAY — RPKETT,

VAaDYR— K Web¥A FOY— T
T 24 BRI, Cisco.com D2 —H ID B LW
IRNAT — RBMLIETT,

BEEP [Z & AR EA~D NETCONF 7 & & X DH#EEEEER

ROFNZ, ZOFY 2a— /LT LRI T 2 ) U —AFMErLEd, ZoRIT, V7
Fo=7 UU =R bbA  TEHEBEOYR— R EASNLEDY 7 =T VY —AD
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B Beer -5 23~ 0 NETCONF 7 & + 2 D aEtE R

BEEP |2 & 25 E~D NETCONF 7 7 £ X |

BrEIR L TWET, TOEREIL. BT 23720 RY . FHUBEO—EDY 7 by =27 U —

ATHIR—FSNET,

TT Yy 7A=Y R —FBLOVRART YT hU =T 4 A—VOHR— MIET L 1HEHREY
FRE3 % 1Z1%, Cisco Feature Navigator Zffi ] L £ 9, Cisco Feature Navigator [Z7 7 & 2§ 5T
X, www.cisco.com/go/ctn IZFEE) L £ 9, Cisco.com DT B 7 MIMLEDH Y £/ A,

% 9:BEEP |2 & B EXE~D NETCONF 7 & 2 X DHERETEIR

HaE

N

yy—x

HRETRER

BEEP IZ L AR E~D
NETCONF 7 7 & &

Cisco IOS XE Release 2.1
12.2(33)SB

12.2(33)SRB
12.2(33)SXI

12.4(9T

NETCONF over BEEP H#E % {if
4% &, NETCONF #—
F72IEZNETCONF 7 7 A4 T
hDEG LA B AAT
LEOICHERETEET, I
\ZE 2T, T3 AW
\CHEE S LT KB b
T—R, 77AT J4—)V
¥ I T Network Address
Translators (NAT) 23579
(2B BB & PR D A BEOD
HDHTINA A% R—FTX
7,
ZOMEEICE Y, ROa~w v
RPNEANFIFIEFINEL
7= netconf beep initiator.
netconf beep listener
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