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This service is restricted to authorized users only.

All activities on this system are logged. Unauthorized
access will be reported.
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Connection to 10.198.3.22 closed.]$ssh root@10.198.3.24

The authenticity of host '10.198.3.24 (10.198.3.24)' can't be established.
ECDSA key fingerprint is XX:xXX:IXXIXXIXXIXXIXXIXXIXXIXXIXX!XXIXX!XXIXX!XX.
Are you sure you want to continue connecting (yes/no)?
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S, BHEAT RN, WEDONRRAT—RKE2 U vy hTAFEIE~DOT 7 2 Z2HHT 5, BER
ZHELAHLLWNTLLE D,

1R BRI
BIE 2T — RO Yty NFEE~OT 72252+ 3770, BEGERE L SN TWET,

5D ESXi AR A M root & LT SSH TH&ke L £77,

Koa<y FEFALT, Abhb—Yaryion—95—5F—% Xy NU—7RHATIEPERFEHN LT, =
@D ESXi AR A MIAETETH SCVM I SSH THEFE L4, Y] ZANLTHERBLET,

&1

[root@hx-03-esxi-01:/opt/cisco/support]
ssh root@'/opt/cisco/support/getstctlvmip.sh "Storage Controller Data Network" ' -i
/etc/ssh/ssh _host rsa key

HyperFlex StorageController 4.5(la)-—--—-——-——-—————————————————— -~~~ —————
1! ALERT !!!

This service is restricted to authorized users only.

All activities on this system are logged. Unauthorized

access will be reported.—--—--—--—-—-——-——"————— -

HyperFlex StorageController 4.5(la)

Last login: Mon Mar 2217:10:192021froml92.168.150.67

WARNING: By accepting this support session, you give your consent and hereby authorize Cisco

to have privileged access to the supported Cisco device for the purpose of providing technical
support.

At the conclusion of this session you must exit root shell fromall the open ssh sessions of all the

controller vms of the cluster and invalidate the consent token in order to terminate Cisco’s access

and close the privileged access portal. You are hereby advised that failure to do so may create a
vulnerability in your product.
Accept (Y/n): y

1ZANLTC, = b2V T2 ZADF X L PHERLET, oot =/ T 7 BRADOREEOES (4
HAL) #RELET (& X, 4320 00RELET) &

1 -

Consent token is needed to access root shell !!

1. Generate Challenge For root Shell Access

2. Accept Response

3. Exit

Enter CLI Option:1

Enter time period in minutes for root shell access(max4320 mins) :4320
Generating Challenge. ... ..ttt ittt et ttenneeennnnns

Challenge String (Please copy everything between the asterisk lines exclusively):
**************~k~k~k*********************BEGIN TOKEN*****************************************

hkhkkhkkhkkhkkhkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkkk*k*k*k**END TOKEN****kkkkkkkkkkhkhkhkhkhkhkkkkkkkkkkkkkkk k%

TACITHEHZ L T e 22E T LTLEENn, 2T, JBEX—Z24E/FLTANL, REN—27 v %27
FAZARNOMOa fe—F VMIZEBT A2 ENEaENET,
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B sowmor—+ szxo—rosx

SCVMDI)IL— k NAXTJ—FDIET

— | NRRAT— REEILTATEDICETTAME—D A7 2 1%, Linux > 2L 2—HF—
ET—REMEHATHZ2ELETT, CiscoTACICHEE L TZOTrERAEE T LTLIEE,

HX4.5(2¢c) D EEB/NX T — FD[Ol{E

2Oy 7 Tl HX4.52c) TSCVM OEHENZAT— & Uty M5 HEC DN T

L/iﬁ‘o
FIEDHEE
1. SSHZfiHLTESXimA Mzmr s A4 v LET,
2. host_rsa key #fEfH LT, ESXi "6, NATU—REZEIETAILENRHDLA ML —T 3
R —7 VM IZ SSH CT#ft L £ 77,
3. stcli security password set A< Y FEEHLT, "AU—FK&2 &y b Ljﬁ?‘ﬂo
FIE D

ATFvF1 SSHZMHHLTESXi mA Moa /A LT,
ATw 72 host_rsa key #fifH LT, ESXi °5, AT —RK&ERIETILERHDLA ML —Y a2 ba—F VM IZ
SSH CTHiE L ¥ 9,

root@ucs-120:~] ssh admin@'/opt/cisco/support/getstctlvmip.sh "Storage Controller Data Network" ' -i
/etc/ssh/ssh _host rsa key

HyperFlex StorageController 4.5(2c)

'l ALERT !!!

This service is restricted to authorized users only.

All activities on this system are logged. Unauthorized

access will be reported.

HyperFlex StorageController 4.5(2c)

Last login: Tue Mar 8 08:26:41 2022 from 10.104.144.24
This is a Restricted shell.

Type '?' or 'help' to get the list of allowed commands.
admin:~$

ARTY j3 stcli security password set I ¥ ]\é”ﬁﬂﬂ L <. INA T — ]\%U"E/ k Li‘a—o
admin:~$ stcli security password set

Enter new password for user admin:
Re-enter new password for user admin:
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sevm ogE sz 7—kogx

SCVM OEE/NXT— FD1ET

&
ATy T2

ATvT3

HX 4.5(2c) LAFE, B L TOVHX 5.02x) TiX. RSA F—Z{#ff L T ESXi A8 A h» 5 SSH &1 il
L. recover-password 2~ > R&ETTH2 LKLY, AhL—Yar hr—7VM (SCVM)
J— ks N2 — RZ2EETEET, ZOFav 2252 T35, TAC IOEKET HLERNH
DET,

158 BRI
FE N7 U= 7ua—%YR— T 512013, TACIZBRWEOELIZI W,

SSHA#fEHA L TESXi mRA Mzua A4 LET,

host rsa key =~ > FaH LT, ESXinb, AV —RZEETIVLERNHLA L —Yar ba—F
VM (2 SSH T#se L £,

i

ssh admin@’ /opt/cisco/support/getstctlvmip.sh® -i /etc/ssh/ssh host rsa key
The authenticity of host '10.21.1.104 (10.21.1.104)' can't be established.
ECDSA key fingerprint is SHA256:0kA9czzcL7ISEfYLELNtSI+D+Ng5dYpl5qgk/9ClcQzzk.
This key is not known by any other names
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '10.21.1.104' (ECDSA) to the list of known hosts.
HyperFlex StorageController 4.5(2c)
hostfile replace entries: link /.ssh/known hosts to /.ssh/known hosts.old: Function not implemented
update_known_hosts: hostfile replace entries failed for /.ssh/known_hosts: Function not implemented
This is a Restricted shell.
Type '?' or 'help' to get the list of allowed commands.

GE) ESXi7.0 ZFEITL CWAEE, B@Hour /A NilME LA, kKOa~wy REFEITTIHME
NHY FT,

ssh -o PubkeyAcceptedKeyTypes=+ssh-rsa admin@’ /opt/cisco/support/getstctlvmip.sh® -i
/etc/ssh/ssh_host_rsa_key

recover-password =¥ K% 5217 LET, E%T f—2 V%g;kj—é Ta S ERERINET,
GE) FE N —7 ORPEHT OV T, TAC IZBWEDELEE N,

a) A7 a 1 EANLTTF Yy LU VERERLET,
b) FAEr—2V v Eab—LET,

) AT ar2& AL TUNEEZTANET,

d) FEr—Z7E2ANLET,

e) BHEDEODOHLWARRAT—FREANLET,

) EHEDO-OOHFLWAZRT—REBEANLET,

Bl

admin:~$ recover-password
Consent token is needed to reset password. Do you want to continue? (y/[n]):
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. HX Data Platform REST API ~D7 U £ X

1. Generate Challenge

2. Accept Response

3. Exit

Enter Option:

1

Generating Challenge. ..ottt ittt ttn it tieenenennenns

Challenge String (Please copy everything between the asterisk lines exclusively):
**************************************BEGIN TOKEN*****************************************
299HLgAAAQEBAAQAAAABAGAEAAAAAQMACL7HPAX+PhhABAAQ091jSGICx+Kj+Nkl1YrwK1QUABAAAAGQGAALIeXB1
cmZsZXgHAAxIeXBlcmZsZXhfQlQIAAI IWVBFUKZMRVgJACBhNZAXY2VhMGZ10GVIMDQ2ND11MGZhODVhODIyYTY2NA==

Fhkhkkrkkhkhkrhkdhkrdrhdhkrkxhkkhkxkxkxx**xEND TOKEN******************************************

1. Generate Challenge

2. Accept Response

3. Exit

Enter Option:

2

Starting background timer of 30 mins

Please input the response when you are ready:
Gu4aPQAAAQEBAAQAAAABAGAEAAAAAQMBYN1QdNRGY1INiINkhtOUlyanlDQVJIic0ZXYnp3MVpzdmlpcVh3ZzJLS1ZZSV1
yeXBydU90ejVQWkVXdlcviWWdFci8NCnBrVEVPS1d0dVR1czZ6TkdITX10T3dNaFhaT21rM3pKLIM5cDIgROxxcGFOY1
RucO05SVENybCtQeGwvK1Z1b1lgNCjBHYVVXcExXXdUhtUUcOUGI9ZU2FBLO1lwelRFYz1aRmFNeUFmYUdkOThMSm11Znl12UF
c2dOtNY1FCM31PWmRJjULENCk1GeWZJTVPKLIRWA110aERZT001dXQveHZxUUIHNIhTbjdXb2R4Wng2NVNgVktWK21Id
FMyZzdxZUIzc3R2TEgNC1d1VWNYS31WdFdOaXRiaHBvWUIWT1JON213dH1rSkcyWldWbnk4KzZIUUNJbWIxdnFoSU9LS
kk4aE1lsWWNNaUENCnl1EbEpkQOwwcHVObSswNVVYyTWMOM1E 9PQ==

Response Signature Verified successfully !

Response processed successfully.

Consent token workflow is successful, allowing password reset.

Enter the new password for admin:

Re-enter the new password for admin:

Changing password for admin...

Password changed successfully for user admin.

recover-password 2~ RZEH L TRV — REZEFETLH L, NAT— RNEITXTO/ — RCTRHIEN
LRV ES, TRTHO ) — FTCRAT— REFEET R JORBIT 5I121%, stcli security password set %
ERT2HLERD Y E9,

ATV T4 T_TO/— RTHRRAT— RERBT 5I121F, EED / — K55 gteli security password set =2~ > R & F47
L. w2y —KEAhLET,

Bl

admin:~$ stcli security password set
Enter new password for user admin:
Re-enter new password for user admin:
admin:~$

HX Data Platform RESTAPI ~D7 Yt X

Cisco HyperFlex HX 2V — X v 27 AL, BENUBOREY — 77 v F 7+ —LZ@ Ll

T, avba—T427, AhL—=Y Xy FT—=7D3 DD LA ¥ &iJ)7 Cisco HX Data
Platform ¥ 7 b7 =7 Y — L EFES L, YU 7V RA v MRS X DR L S E B A FEE
L £, Cisco HyperFlex System (%, H—®D UCSEH N A A T HX /— R&BINT5Z LT
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txa7gEezL [

FoTAIF—AT T T AL HICHHENTEETT 2T VATFLATT, N A/8—T L N—T R
VAT AFa—YP DU - a—F ==X ZESNTHE—ENEZ YA — L a R L
7T
HTTP B3 % {1 L 7= Cisco HyperFlex System RESTful API X, HTTP FFOMH L #5479 5 & 9
AR CE AMDV— F3—F ¢ "IOFHB LRy — L EREIhTnET, £/, v
7"\7/ N A7 — kKL R 78a ha)vzg Lz HyperFlex v A7 LAOGE, V7Y r— a3 v
b, B, BIXOEEEZARICLET, ZOAPIZFEHITIVUL, ST SV r—va %
HyperFlex DEBRT L —V b EPEA =T oA ASHDHTENTEET,
oY Y —AIZiZURID (Uniform Resource Identifier) #/rLC7 7 kAL, Zh bl V—
ZNZxT 5 EEIX POST (FER) . GET (FiAHbv) . PUT (¥ . DELETE (HIBR) 72 &
@ HTTP @hia ZHEH L CEITLET,
REST API (%, Python, JAVA, SCALA, Javascript 728 PO S E S ERFHETI IA T~ 74
TIVEERTHZ LB AEEZ Swagger # I L (it S NFET, ZOLHIITAERLEZTAT
Z V%A LT, HyperFlex U VY —A &M 5720070 7T L A7 )7 FE{ERTE E
7T
me%xﬁ\ﬁ#ﬁﬁR%TMﬁT&ﬁXV~WT%6R%TI7XfD—?%ﬁiTVi
9, ZOY =ML, UTNH A LATHyperFlex UV Y —RAIZT7 7®A L, IWEEZEMRT L7290
R LEY, REST=Z A7 u—F%, a~<vr R I74 b FETARE/R CURL 2~ K %)EEBZ
LET,

ATY 1 7T U EBIWT, https://developer.cisco.com/docs/ucs-dev-center-hyperflex/ DevNet 7 KL A2 T 7 A L%
ED
ATw T2 [Login]| 27 Vw7 L, REIELTIZ LTy AvEANLET,

X1 T7EEITIL

CiscoHX VU U —245 (la) LIETlE, 7278 AZHIRTHZ L TROZ ENATREIZR Y £,

*SSHZM L7V E—bhroot 778 RAEN LT T AXANEHNLD 2 s —F VM 1HE
fj‘]\—/‘cﬁ@iﬁdo

cEREF—FOL VT 7 EAFHIRESNTEY, FHTE 2 a3~ RIFHBRENATWE
T, BEHY 2 LTS TWD a~y REfERdd 2120, priv & help £7213?2 2~
FZFEITLET,

e T/ ®AIX, m—H)broot DREIEN—27 2 Tuv AN L TCORMERATEET,

s NI TN a—T 4T DEDIZar e —T D oot Ve ila 7 A T 5I2iE, Cisco
TAC 73”2\%’(“70
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B sssacsnss

EEFIREFINEIER

s PTG AENNE Y P E—TFVMADOSSHEHD VU E— ML— h 7 7 & A 3T/ F
T FTAZD—ED ) — RKDOHM, T—HFy NT—7 &N L THD /) — F~D/— k
& U CSSH#ERt T £7,

c[FJE =7 ORI ELIFARANCESX ) — RE2 AT FH U ZAEF— K (MM) (275 L,
ZDSCVMT h—27 VA TERL 72V, /— FKBMMIZZ2 Y SCVMMNR A > T A TR -
PRI —T 4 VT 4 ZEETA2LERH Y 97,

cHX U U —2R4.0(x) LLRTD 7 7 A Z|ZV— bxbih—HFRFET 28551, HX UV U —X
45(1a)~D7T » 77 L— REBIIHET DANCHIBR L 9, — Mo —¥ =ik S
WEA, Ty 77— RidFiirah i,

— = _ =

BE b—2 VIZET 51EH
& b—27 0%, &F#H L Cisco Technical Assistance Centre (Cisco TAC) DOFHADFRIEIZ LY
VAT AT VAT LMD AT A Ry N — 7 EEE A AT A DI &
NoEXF=2V 7 o HEETT,

—ERDT NNy 7T A TIE, Cisco TAC T =T NFEDT Ny JEREZINE LT D

BB S AT L CTITA TT RNy T FATTHRENRGLGE601H0 £3, 20X 5754, Cisco
TACT UV =TE, TRAADYV AT LAY =)W IT 78 ATHL)a—H— (v hT—2 %
HE) IKELET, RE M2 03, VAT LAY = V~DEET 782, HIRT 72, B
SEXFaT T RAERMT S, vy s, ay Z#ER, BLEOER YDA D= LT,

X2 TV VRET 7 ADOEEA Ty b U — 7 FHH L Cisco TACOS /RN 722 [A B % f2 ik
THOMENRHY ET, Admin E L TRV A FT5E, admin & LT2Hia~y REEITT5
D, ETILTAC KR AEZZER L CTroot = /VEZERTHZ LN TEET, root =/ 77X
I%. HyperFlex 7—% 77> N7+ —LRNOMED N T TNy a—T 4 7 LEEOHRE BT
ELTWET,

TAC WUER N T TN a—T 4 T2 T LEL, RE M7 282 L Croot 77 &
AT D & EAEELET,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



