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Cisco HyperFlex Systems #fffl L C, B— WLV E7FVE—FOEX2 U7 ¢ F—Zk T
T, B—DLTHF—2RELEHE., TOXF 2R TEBILERDHY T, F—2 BN
BARENEREG T2 EIXTES, FIATOBEPHEASND ET—2 0N KkbhET,
F—EHY—N KMIPY—=EBIFIND) 2L T, F—2 ) E— bPORETET ET,
ZOHFET, v— I VEBTOXF—ORE & BFICET 2 MBIk L £,
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. HyperFlex 7 5 X A W REBILTE 5 2 L DORER

SED D 5k & 18 5kl

gsiogE |

\A%PWIT%LufiﬁéﬂifoLtﬁof\é%%&vx?

LDNT = VAT L EE A, SED IIRRICHEEZHET 52 & T, 74 A7 OEHE
m%ﬁ%%®nxh%MWLifof7475%m%~%ﬁﬁfé:&f\%%ﬁ%ﬁ%ﬁé
NET, THAIVDOAT 4 THALF—2 AR T DL, ZOT 4 AV EOT—23EZ{LTX
T TSI TERWIREBICZR Y £,

HyperFlex 7 5 X 2 H¥A

EFIETEHZ LEDHERR

HX Data Platform Plug-inZ{# /A L TR
1. HX Data Platform Plug-in 7> vSphere Web ClientiZ 2 77 A > L £,

2. [Global Inventory Lists (¥ B—/\JL 4 >R k1) 1) X )] >[Cisco Hyper Flex Systems] >
[Cisco HX Data Platform] > [Cluster_Name] > [Summary (BtE)] > DJEIZERIR L E 7,

3. HyperFlex 7 7 A Z|Z SED K7 A 713G £ TV TR B{LATEEZ2 551X, [Summary] % 7
@ _-FBIZ [Data At Rest Encryption-Capable] 3R SAIVE T,

HX Connect 1—H 4 2 —J x4 A %&{FEHAL TORER

1. HX Connect Ul 75

[Encryption] Z 3R L £ 97,

2. HX 7 7 AZIZSED R7A 73 EEN T TH AL ATREZR G 1%, [Encryption] ~X— 12
[Data At Rest Encryption-Available] 232/~ &AL E T,

O—AILEESIE X —DFER

AT w71 Cisco HyperFlex Connect &4~ —3 3 > 7 ¢ > K7 C, [Encryption] Z R L £,
AT w72 [Encryption] ~*— " C, [Configure encryption] %72 U >~ 7 LE7,
AT w73 KD Cisco UCS Manager 7 L' T > ¥ V&AL ET,

Ul EXR EXRIEHR
[UCS Manager host name] 7 ¢+ —/V | Cisco UCS Manager ® 7 7 A% KA N4 T,
o

IP7 KL AE72IZFQDN # A LET,

<eng-fil2.eng.storvisor.com>

[User name] 7 4 —/V K

<admin> . — ¥4,

[Password] 7 1 —/L R

<admin> password

Next] 27 U v 27 LET,
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ATy T84 v—HVTAERII, R SNIZRESbx—% i L T HyperFlex 7 7 A ¥ Z{%i#7 5121%, [Local Key]

BRI ET,
Next| 227 U w7 LET,

RATYTS ZDIV TAZDOBEEF— (IRRTL—X) ZAHLTIEEN,
(B brHERNAFORBMFTANLET,

AT w76 [Enable Encryption] 27 V v 7 LE7,

O—AILESEF—DERE

AT w71 Cisco HyperFlex Connect 7 ¥~ —3 3 > @ 4> KT, [Encryption] Z &R L 7,
AT w72 [Encryption] =—C, [Rekey] 7 VU v 7 LE7,

AT w73 KD CiscoUCS Manager 7 L7 > v /L& NS LET,

UIER EA R

7= & %13 10.193.211.120 & AL £,

[UCS Manager host name] ~7 1 —/b

S
[User name] 7 4 —/V N <admin> = —%4,
[Password] 7 4 —/L K <admin> /AT — K,

Next] 27 U v 27 LET,
ATv T4 7 F AKX D [Existing Encryption Key] & [New Encryption Key] 2 A L 7,
(B HrIERLFOREFTAILET,

ATv 75 [Rekeyl 227 YV v/ LET,

O—AIILDOESEX—DERIL

AT 71 Cisco HyperFlex Connect 7 &4/ —3 3 > 7 ¢ > K7 C, [Encryption] Z #4R L £,
AT 72 [Encryption] ~— @ [Edit configuration] K2 > 7 #' 7 A == —75 [Disable encryption] & 3R L £,

AT v T3 KD Cisco UCS Manager 7 LT > ¥ v /L& AL ET,
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B zstentFozoerecEzss

U EHR ERIFH

[UCS Manager host name] 7 -t —/V | Cisco UCS Manager ® 7 7 A& KA F4 T,

K IP7 KL %712 FQDN % AJ) LE T,
<eng-fi12.eng.storvisor.com>

[User name] 7 1 —/L K <admin> = —#4,

[Password] 7 4 —/V K <admin> password

[Next| 227 U w7 LET,

ATV T8 7 TAZ TR —2 0T D121k, 77 AZ THATORBSEXF—2 A LET,
AT w75 [Disable encryption] 7 V v 7 L¥7,
ATYT6 77 ALY THE LT — 2T 5 2 & &7 %7291 [Disable encryption?] % A 7 17 77K > 7 AT,

[Yes, disable encryption] 27 U v 7 L %7,

EEILENT-T A RV ZREITEET S

RATwT1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

I):E__

Cisco HyperFlex Connect "&£~ —3 5 > 7 ¢ > K7 C, [System Information] % &R L £ 7,

[Disks] # 7 C, B—Hh) F—2BRIHETITA R ERIRLET,

[Secure Erase] R¥ %27 U v 7 LET,

7T AL LOBBALINIET 4 A7 B RZBITHET DI, 7 7 AZ THEAF O S —2 A LET,
[Secureerase] 7 V v 7 LE T,

[Erase this disk?] # A 7 1@ 77K w7/ AT, [Yes, erase thisdisk] #7 UV v 7 L TR BAL I NT=T 4 A7 74
WCHELET,

M F—EE

U E&— b KMIP FEHEOLIL O — &M 72 FIE TR D LB Y T,
s HEB4ATH5AIT. RETCe—INLORGEREZREL, L— FEREZREGLET,

EHE N — FA—F 4 D CA ZHAT AL, RETZNEEEL, L0 — ME
BB L2

« JTAN F—%ZiDd HX L7 « —/v Kigv— FEEHEEZ AT LET,
* SSL —/NFEREAERR L, FERAEEL ERK (CSR) AR LET,

B ®=stogm
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fEALTWD— FFEIEFETCSRIZEA LET,
« JTAT Y NEHEEEHT D KMIP — S EEEH LT,
o SSL EHIE L /L— |~ CA BRI AREZ2RAE T, BN L 72X X —|Z[fA O KMIP H— B 2
RETRATLET,
SafeNet +—E 8

SafeNet & —& H— & L2 5L —OEFHICET 23SV Tid,  [HyperFlex
Encryption and SafeNet Key Management TechNote] 35X T" [SafeNet Admin Guide] ZZ M L T<
TZE,

Vormetric ¥ — &8

Vormetric = —FH Y — 2 L5k —0F I+ 2 83EMi%., Vormetric 38— k
R—=BZND~v=aT NV ET7ra—R vy g 28RBLTEE N,

) E— FEFIEF—DIERK

AT 71 Cisco HyperFlex Connect &£/ —3 3 > 7 > K7 C, [Encryption] ZE4R L £,
AT w72 [Encryption] ~<—"C, [Configure encryption] &7 U v 27 L %7,
AT w73 KD CiscoUCS Manager 7 L7 > > ¥ /L& AST LET,

UZEH EARER

[UCS Manager host name] ~ 4 —/V | Cisco UCS Manager ® 7 5 A ¥ KA N4 T,

) IP7 KL %713 FQDN % Ay L7,
<eng-fi12.eng.storvisor.com>

[User name] 7 « —/L K <admin> = —%4

[Password] 7 4 —/V F <root> /NA U — K

Next] #7 U > 27 LET,

RTv T4 X—FH (KMIP) h—NIZXoTERINTZVE—b X2 VT ¢ F—% M L T HyperFlex 7 7 A ¥
ZRFET 521X, [Key Management Server] i8R L £ 7,

ROFEFFED 1 ST DL 7 TAZNOECK 5L N7 A T2k o — "l T 7,

* [Use certificate authority signed certificates] : FMIMFERERIZ K - TEA SNICFEEBALER (CSR) %
AR LET,

* [Use self-signed certificates] : H C. &4 OREAEZ AR L 77,

Next] 27 U v 27 LET,
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ATy TH

RDBRY
AEAEEAERETITA CEAORENEL AR TE £,

REBAEE R ERDERK

AT w71 Cisco HyperFlex Connect &4/ —3 3 > 7 ¢ > K7 C, [Encryption] ZZ4R L £,
AT w72 [Encryption] ~~—"C, [Configure encryption] %7 U v 7 LE7,
AT v 7F3 KD Cisco UCS Manager 7 L' T v ¥ V&AL ET,

Ul EHR ERIEH

[UCS Manager host name] 7 # —/L | Cisco UCS Manager D7 7 A& RA N4 T,

K IP7 RLUAEZIZFQDN # AJJLET,
<eng-fi12.eng.storvisor.com>

[User name] 7 4 —/V N <admin> =—%4,

[Password] 7 4 —/V <admin> password

[Next] #27 U » 27 LE7,
AT 74 [Key Management Server] > [Use certificate authority signed certificates] Z 3R L £,
[Next] 7 U » 7 LE7,

RT97TE F—EH (KMIP) ¥ — "Ml T 27200 E— MESALd—Z AR 51213, KOEREANDLET,
Ul Z%R BERER

[Email address] 7 4 —/L K <admin> A —/V 7 KL A

[Organization name] 7  —/L K AR 2 R LT 2 HAR,
R XFETANLETS,

[Organization unitname] 7 ¢ —/V N | fifk—= = k
WK 64 LFETANTEET,

[Locality] 7 4 —/L AERAE A2 ZR LTV 2 SO ARMEEET D i E 72 13HT,
R2XFETCANLET,
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U E% PN R

[State] 7 o —/L I AEE A2 R LTV 2 DR EET 2N FE 72 ITATEIX 55,
R ULFETANLET,

[Country] 7 4 —/b R SFEPEET HE,

2ODETHERKILFTTANLET,

[Valid for (days)] 7 « —/L K AIERSE O A 2h I,

AT Y76 HyperFlex DT _XTD /) — RO DFEHEBL TR (CSR) #EK L TENLEF U r— RT DT,
[Generate certificates] =27 U v 7 L¥ 9,

AT9 71 fEHEEZZ Y ua— KL, BRERICE 2B 2% 0 E T, [Closel 227 VU v 7 LET,

RDERY
1. BAMEEHEELZT v 7o —RKLET,
2. KMIP H— " (F—E#HY—N) 2R ELET,

CSR GEAZEZEREXRK) 2FEALEF—EEBY—/\DE
53

1R BHEIIC

KMIP (F— <%= A ) $—=REERT HT2DIZ, n—h < ETARS L2 CSR
AU — KL, ZUNFGERIC L - TE4 &1, Cisco HX Data Platform UL %2 T7 v 7
D—RFINTWAHZLEEMHERLTIIEIN,

AT 71 Cisco HyperFlex Connect 7 &4/ —3 3 > 7 ¢ > K7 C, [Encryption] Z #4R L £,
AT 72 [Encryption] ~<—3"C, [Continue configuration] =7 V v 7 L%,

AT 73 [Continue configuration] K2 v 7% 7 J A k5 [Manage certificates] #3R L CCSR%Z7 v 71— K L
\i —gqo

AT T4 KD CiscoUCS Manager 7 L7 > v v /L& ASTLET,

U EH EAIEHR
[UCS Manager host name] 7 - —/V | Cisco UCS Manager ® 7 7 A% iR A 4T,
e

IP7 KL AE72IZFQDN # A LE7,

<eng-fi12.eng.storvisor.com>
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ATy T5
ATy T6
ATvF1

ATvT8

gsiogE |

U E% EA R

[User name] 7 4 —/V N

<admin> = —#4

[Password] 7 4 —/L K

<root> NAU— K

Next] Z#27 U v 27 LET,

[Upload certificate authority signed certificates] Zi®IR L9, [Next] %27 U v 7 LET,
[Upload new certificate] C CA B4 GEHAELZT v 7a— NLET, [Upload| 27 Vv 7 LET,
[Continue configuration] K& v 74 7 - J A /)5 [Configure key management server] % &R L C KMIP #—

N L £,

Cisco UCS Manager 27 LT > ¥ v AN LT, 774 <0 =5 (KMIP) H— _EMBE LT TE

H A Y KMIP —ZRELET,

U E&

N LE

[Primary key management server] ~7 4 —/L K

TIAL <Y FEEHY— SO T FLAZANL
iTO

(A& ATHE) [Secondary key management server] 7  —
LR

TEDTZODE D XY F—EFHY— REREL
oA, 2 CHEMERAE AN LET,

[Port number] 7 4 —/L N

F—EHHY—ANIEHT LR - P ESEANLE
b@‘O

[Public key] 7 4 —/L K

KMIP Y — /SR AR AR S T2 RBRE R DA B v —
NEERAEZ A L E9,

ATYT9 [Savel 7 Vv LTV T AX &Y E— MEHXF—TH S LET,

1

B ERAMHEDEM

AT w71 Cisco HyperFlex Connect 7 £ 4% —3 2 > 7 4 > K7 C, [Encryption] Z3i&R L £,
AT 72 [Encryption] ~—3""C, [Configure encryption] =7 U » 27 L7,
AT v T3 KD Cisco UCS Manager 7 LT v ¥ V&AL ET,

B ®=stogm
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U ER EARER

[UCS Manager host name] 7 ¢ —/L | Cisco UCS Manager ® 7 7 A% KA N4 T,

K IP7 KL %712 FQDN % AJ) LE T,
<eng-fi12.eng.storvisor.com>

[User name] 7 1 —/L K <admin> = —#4,

[Password] 7 4 —/L F <root> /XA — K

[Next] #7 U » 7 LE7d,

AT 74 [Key Management Server] > [Use self-signed certificates] Z H&4R L £,
[Next] #27 U » 7 LE7,

RT97TE F—EH (KMIP) ¥ — Nzt T 27200 E— MESALd—2 Al 51213, KOEHREADLET,
Ul Z% BERER

[Email address] 7 1 —/L <admin> A —/L T RL A

[Organization name] 7 4 —/L K AEB 2 BR LT B iR,
R XFETANLETS,

[Organization unitname] 7 «# —/V N | fifk—= = k
BR 64 XFETANTEET,

[Locality] 7 4 —/V K AERAE 2 2R LTV 2 SO AR DEET D i £ 72 13HT,
R2XFETCANLET,

[State] 7 4 —/L R AERE A Z0R LTV D SO AR FAET 2N E 721 3TATE X 55,
2 XLFETASILET,

[Country] 7 4 —/L K DHENFIET HE,
2ODEFERILTFTAIILET,

[Valid for (days)] 7 « —/L K RIERA T O A 2h .

ATv 76 T_TD HyperFlex / — RO=OICHOBAGEHEL AR L TENDLE X 7 — KT 5121%, [Generate
certificates]| 7 U v 7 LE T,

ATy TT GFAEEZY Y n— L, BRI L 584 %% b %7, [Close] %27 Vv 7 LET,

RDBERY
1. BAMNSHEREELT vy 7 u—FLET,
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2. KMIP H— (F—EHY—N) 2H/ELET,

SSC (HEEAGHAE) 2EALEF—FEY—/\DOF
53

1R BRI

KMIP (F— w3 —U AV N) —REMHELTLHDIca—1 v ETERINE SSC
NET L a—RENTWNDHZ EEHERL T EEN,

AT w71 Cisco HyperFlex Connect &% —3 2 > 7 ¢ > K7 C, [Encryption] Z &R L £,
AT w72 [Encryption] ~*—"C, [Edit configuration] 27 V v 7 L %7,
AT 73 [Edit configuration] K2 v 7’ & 7> U X k» 5, [Manage certificates] % EE4R L £ 7,

AT 974 KD CiscoUCSManager D7 LT v ¥y /L E AN LT, 7I7A4~Y F—FH (KMIP) +— & MEE T
TEH &Y KMIP — R Z%E LET,

U ER EARER

[UCS Manager host name] 7 - —/L | Cisco UCS Manager ® 7 7 A% KA N4 T,

K IP7 KL %712 FQDN % AJ) LT,
<eng-fi 12.eng.stor visor.com>

[User name] 7  —/L K <admin> = —#4,

[Password] 7 4 —/V K <admin> password

[Next| 227 U w7 LET,

ATYTs 794~V BN &Y F—FH KMIP) — D7 LT vy baE ATTLET,

U ER EXIER

[Primary key management server] 7 « —/L T4 F—EFHY—DOIPT KLAZATL
ij‘o

(W ATRE) [Secondary key management server] 7 « — | ILRALD 72O D 2 ) SF—F Y — SARE L

VR =% ald. T2 TG R A LET,

[Port number] 7 4 —/L K F—EHHY— NIEHT AR — N ESE A LE
@—O

[Public key] 7 4 —/L K KMIP H— SR HZ A AR S V7 RRGER DB L —
FEAEEZ AT LET,

B ®=stogm
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ATV T6 [Savel 227 V) v/ LT/ TAF %R T— MNEHLX—TH 5L L £,

B S LD HEEE

HyperFlex 7 7 A % %2\ 54t 9 51Z1%, Cisco UCS Manager D7 L7 v ¥ L& AJJ LT, F—EFH
Y= FT v O A BERB L ET,

Ul EXR ERIEH

[UCS Manager host name] 7 f —/V | Cisco UCS Manager D7 7 A& KA N4 T,

K IP7 RLUAEZIZFQDN # AJJLET,
<eng-fi12.eng.storvisor.com>

[User name] 7 4 —/L K <admin> =—%4,

[Password] 7 4 —/L F <admin> password
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