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. HyperFlex 7 5 X 2 HiiE &

gsiogE |
LTE%C L DFER

SED O BAL LB EALIZ NN~ R =T 2N LCirbhEd, Lo T, VAT ALK
T A= RTBELEY A, SEDIE, B SILIHEICL VT A A7 DI ZAT A b e
TITRAA N AR NEEIRLET, BELEEITIAT 4 TS —2ELF T 52 LIck-
TIHHONET, TAATDAT A THBLX—2EET DL, T4 A7 LOT—XFEZLT
P, TCIEHTE RS R ET,

HyperFlex 7 S XA A BNIEHILTESH Z L DHERR

A—AJl

HX Data Platform 75 4/ > #fER L CHERLET
1. HX Data Platform 77 7" A > 7>& vSphere Web 7 74 7 M lIcr 7 A4 LET,
2. [Cisco HX Data Platform] > [hx_cluster] > [BZ (Summary) | &R L £7,

3. HyperFlex 7 7 A #IZSED K7 4 70X E £ N TV TR AL ATREZR A1, [ (Summary) ]
27O I [BREFROT — 2 O S L FHE  (Data At Rest Encryption-Capable) ] 233 7R S
NWET,

HX Connect 1—H 4 VA —J A REFHAL TS L#HAELET
1. HX Connect Ul 226, [H5 54t (Encryption) ] Zi®IR L £,
2. HXHyperFlex 7 7 A %2 SED K7 A 73 EEN T TR SALATREZR S E 1T, KA1k

(Encryption) ] _X—UIZ [REHOT —Z O 5L AT (Data At Rest
Encryption-Available) | 32~ SiVET,

g b F— DB

AT w71 Cisco HyperFlex Connect 7 £/ — 2> 7 ¢ > KT, [EB{L (Encryption) ] Zi&IR L 9,
ATw T2 K51t (Encryption) | ~<— T, [FEEALDOFE (Configure encryption) | %227 U v 27 LET,
AT v T3 KD Cisco UCS Manager 7 LT > ¥ v /L& AT LET,

Ul E%H

EA R

[UCS Manager D7~ A h4, (UCS | Cisco UCS Manager D7 7 A% 7R A N4 T,
Manager host name) | 7 4 —/L N

IP7 RLUAEZIZFQDN # A/JLET,

<eng-fil 2.eng.storvisor.com>

k

[=—W¥4 (Username) |7 o« —/V | <admin> 2—H4

VR

[/SAT— K (Password) | 7 « — |<root> /XA T — K

B ®=stogm



| meitose

[Next] 27 U » 7 LE7d,

n—nietr—nzs [

RT9 T84 a—VTHERESN, RFESNTRB{bX — %M L T HyperFlex 7 7 A ¥ {37 2121%, [m—H L
*— (Local Key) ] Z#i®IRL ET,

Next] #7 U > 27 LET,

RTFYTE ZDO7TAZDOIEEF— (UINRD

L—X) ZAHLTLIESN,

G¥) Hr)ERLTFORKTCTCANLET,

RATv 76 [B{LEA#hIZT 5 (Enable Encryption) 1 %7 U v 27 LET,

O—AIIESEF—NDEE

AT w71 Cisco HyperFlex Connect 7 &4 — 3> 7 4 > R, [51L (Encryption) ] 2R L £,

RATw T2 [EBAL (Encryption) ]~— T,

[FF%¥— (Rekey) 127 U > 27 LET,

AT v T3 KD Cisco UCS Manager 7 LT > ¥ v /L& AT LET,

Ul ER

EAHH

[UCS Manager ®7R A b4 (UCS
Manager host name) ] 7 o4 —/L N

Bl - 10.193.211.120,

[=—H#4% (Username) |7 4 —/L
e

<admin> —H4,

[/SA T — K (Password) ] 7 o4 —
2N

<root> /XA T — K,

Next| 227 U w7 LET,

ARTY T4 7T A% [BEFORE L% — (Existing Encryption Key) ] & [#7 LV K5/t — (New Encryption Key) ]

AT LET,

G¥) Hr o ERXFORMTFTTADNLET,

AT9 75 [H¥x— (Rekey) |27V v/ L%

D
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O—AhIILDESIETF—DEMNIL

AT w71 Cisco HyperFlex Connect 7 &4 — 3> v 4 v KT, [I51L (Encryption) ] 2R L £,

RATw T2 [EBAL (Encryption) 13— 0 (i DOME (Editconfiguration) | K v 7 Xy XA =a—0b, 1L
Z #2925 (Disable encryption) ] AR L 7,

AT w73 KD CiscoUCS Manager 7 L7 > > ¥ )L &E A LET,

UZEXR EXIEH
[UCS Manager D75 A b4, (UCS |Cisco UCS Manager D7 5 AKX KA R4 T,
Manager host name) ] =7 ¢ —/\ I IP7 RUAEZIXFQDN # AJJLET,

<eng-fil2.eng.storvisor.com>

[—H4 (Username) |7 « —/V | <admin> 1—%4
e

[/SAT— K (Password) | 7 o4 — |<root> /XA U — R
2N

[Next| 227 U w7 LET,

RT9T8 T AL THEBLX—2 N T 22T, 7 7 AZ THEATORBESEX—2 A LET,
ATy TS5 [K5{ba 29 % (Disable encryption) 1227 U v 7 LE7,

RATYT6 7 TAX TG —H W T 5 2 L 2R T 272D [ b E Mhic LET 72 (Disableencryption?) ]
ZATaT Ry 7 AT, [IEW (Yes) 1227V v27 LET,

EEILENT-T A RV ZREITEET S

AT F1 Cisco HyperFlex Connect 7 B4/ — 3> 7 4 RUT, [V AT LIE#H (System Information) ] % 134R L %
@—O

ATFw T2 [T 4 A2 (Disks) | # 7T, u—h)L F—%2LRIIEET D disk ZEIR L £,
ATw T3 [LEITHET S (Secure Erase) | RZ &7 Vw7 LET,

ART9T8 7 T7RA% LORFALSNTT 4 A7 B RBITHET DITE, 7 7 AZ THERATOR B bX—2 A LET,
AT Y TS [LRIZHETD (Secureerase) |27V v LET,

ATYT6 [ZDOFT 4 A7 ZHELETH? (Brasethisdisk?) | ¥ A 7 uZ Ry 7 AT, [ITWV, ZOT 4 A7 &HEL
F 9 (Yes,erase thisdisk) ] #7 VU v 7 LT BALINTZT 4 A7 2HEE2IZHELE T,

B ®=stogm
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yE—t+x—gE [

— —
J)E—k X—FEHE
U % — h KMIP GEBAE DI D — A 72 FNTRD LB T,
- AOEAT AT, RETe =W VOGEAEBZEE L, L— FMEAEZBIG L E T,

EHINIZY— P =T A DCAZMENT 25613, RETENEZIFEL, LD/ — hE
WEZH AL E,

« VT AZ F—%mNhH HX K7 4 — /L RlZv— FEEZ AN LET,
« SSL H— NiEEZ B L, REEZEAEK (CSR) /A L £,
fEHLTWD— FREETCSRIZEA LET,

7 TAT v FEHEZEH T D KMIP — SRELZ B L E T,

« SSL FERHE: & )L— b CA DRI ATREZ2MRRE T, BN L7 & —|Z[EHA O KMIP Y— B &
BRETRATLET,
SafeNet +—&IH

SafeNet ¥ —FH Y — N2 L 72K 5L —OF BB T 555X, [HyperFlex Encryption
and SafeNet Key Management TechNote] & [SafeNet Admin Guidel] &M L T 723\,
Vormetric +—EH

vormetric ¥ —EEYV — " ZEH L7 — OB BIZET 25/, Vormetric VA — k 7R —
ANDw=aT VB rra—Rvrar2BRBLTIEEN,

) E— FEFIEF—DIERK

AT w71 Cisco HyperFlex Connect 7 &4~/ — 3> v 4 KT, [51L (Encryption) ] 2R L £7°,
AT v T2 [B5k (Encryption) ] X— T, [K5 LOFEE (Configure encryption) %7 U v 7 LET,
AT v T3 KD Cisco UCS Manager 7 LT > ¥ v /LB AT LET,

U ZER EARER
[UCS Manager ®7R A h4 (UCS | Cisco UCS Manager D7 7 A X KA N4 T,
Manager host name) | 7 4 —/L R IP7 KL % %713 FODN 2 AJ L7,

<eng-fil 2.eng.storvisor.com>

[—4 (Username) |7 « —/V | <admin> —W4
s

[/SA T — K (Password) | 7 4 — |<root> /XA U — R
i
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[Next] #27 U » 7 LEd,

ATy T4 X—FH (KMIP) V— Ko TERINTZVE—bF X2V T ¢ F—% M L T HyperFlex 7 7 A ¥ %
T HITIL, [F—EFHY—  (Key Management Server) | Zi&R L £ 77,

ROFEAEFED 1 ST 27007 FAZNOBECK 5L R T A T 2o — S Z R TE 7,

o [REFAREEAE A & OFREREZE AT %  (Use certificate authority signed certificates) | : ZMiFERAFERS 12
F o TEHN SNIGERFEZALER (CSR) /ML E7,

[HEBAOEHAELZMFEHT S (Use self-signed certificates) |: H &4 OFEAELZER L ET,
Next] #7 U > 27 LET,

ATy TH

RDEZRY
AEEEA EORETIIH CENORENELZ AR TS £,

AEAEER ERDER

AT w71 Cisco HyperFlex Connect 7 &4 — 3> v 4 > KT, [H51L (Encryption) ] 2R L £,
AT 72 K5t (Encryption) ] X— T, [K5 LD E (Configure encryption) | %72 U v 7 LET,
AT v T3 KD Cisco UCS Manager 7 L7 > ¥ v /L& AT LET,

U EX EAHH

[UCS Manager D7 A b4, (UCS  |Cisco UCS Manager D7 7 AKX KA R4 T,
Manager host name) ] =7 ¢ —/\ I IP7 RUAEZIXFQDN # AJJLET,

<eng-fil2.eng.storvisor.com>

[—H4 (Username) |7 « —/V | <admin> 1—W4
s

[/SAT— K (Password) | 7 4 — |<root> /XA U — R
2N

[Next| 227 U w7 LET,

RATv T4 [F—FHY— 3 (Key Management Server) ]> [FERIBEBIE A OFEEZ #9325  (Use certificate authority
signed certificates) ] Z BN L £7°,

Next] #7 U > 27 LET,

ATy 5 F—FH (KMIP) ¥ — &2V E— MESF—2EWKT 2100, ROFEMAEZET LET,

B ®=stogm
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CSR GIWEEBLER) £ALEs—sms— o ]

U E% EA R

[ A—/L 7 KL A (Email <admin> EF A —/V T KL A
address) 1 7 4 —/L K

[#H#%4 (Organization name) ] AERAE 2 2R LT DAk,
JATmE 2 LFUATAS LET,

[ffk—=> F4 (Organizationunit | ik => k.,
name) ] 7 =/ ¥ 64 TFLUNTAS LET,

[Hi3s (Locality) | 7 4« —/V R AEAE 2 R L OV D ORI FEET H T E 72 10T,
32 XFUNTASLET,

[KAE (State) 17 4 —/L K RERAE 22 BOR LTV 2 RAE ORI DFAET DN £ 71 3ATBIX 0,
2 LFLNTASILETS,

[[E (Country) ] 74—/ K SENFET D IE,
2 ODEFERILFTANLET,

[F#h72 H% (Valid for (days)) ] |REBAZEOHZHEARM,
74—V K

AT w76 HyperFlex DT XTD /) — FO=dDOFEHEZELZTR (CSR) AR L TENLEX 7 a— FT 5121,
[FEED AR (Generate certificates) | %27 U v 27 LET,

ATy FT GFHEEZSZ 70— LT, iEAEREIC L > TEA SN ELZRG LET, LS (Close) 1 &7
Vo7 LET,

RDBERY
1. BAMEEHEEZT v 70— RFLET,
2. KMIP #— (F—FHY—N) ZRELET,

CSR GIEAZEZEREXR) ZEALEF—EEY—/\DF
53

1R BHHIIZ

KMIP (F—~F%—T A R) —NEBEHRT IO, n—hL~ v ETEMREINZCSR
AHETa— KL, FRO0GEIAKEIZ L - TE4 S, Cisco HX Data Platform ULl 8 T7 v
To— RENTWBE I L HFER LT X,

s5itnEE )
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AT w71 Cisco HyperFlex Connect 7 &4 — 3> v 4 > KT, [H51L (Encryption) ] 2R L £,
AT 72 K54 (Encryption) | ~— T, [#EKDFE{T (Continue configuration) 1 %27 U v 7 L7,

ATw T3 [#EROFAT (Continue configuration) | K v 7 2 UA Mnn, [REBHEOE R (Manage certificates) |
FEIRLTCSRET v 7r—RLET,

AT v T4 RO Cisco UCS Manager 7 LT > ¥y L& AT LET,

U E% EA R

[UCS Manager O 7~ A h4 (UCS | Cisco UCS Manager D7 7 A% 7R A N4 T,
Manager host name) | 7 4 —/L N

IP7 RLAE72IZFQDN # A LET,

<eng-fil 2.eng.storvisor.com>

[—H¥4 (Username) |7 o4 —/V |<admin> L —¥4%
e

[/SA T — K (Password) | 7 4 — |<root> /NAU— R
i

[Next] #27 U v 7 LET,
RATvTE FRAERE4FEAEDT v 71— (Upload certificate authority signed certificates) | Z 3R L £9°, [Next] &
7V w7 LET,
ATy T6 [HHFEHEDT v 7 v— K (Upload new certificate) | T CA BAFEHAELT v 7u—RLET, [T v
72— R (Upload) 1%#7 VU v 7 LET,
AT w1 [#EROHAT (Continue configuration) | Kz v 7 Z 7 U R R)E [F—EEH— N Ok (Configure key
management server) | & 3R L T KMIP — &4 L £ 77,

AT w78 CiscoUCSManager D7 LT ¥ VvaE AN LT, 774~V F—FHYP—s (KMIP) ¥ — L LETS
CTeAH Y KMIP — %% ELET,

UZEXR - ¥ N
[ 74~V F—EHY— 3 (Primary key management | 77 A <~ U F—FHYy— D IP T FLAZ AL
server) | 7 4 —/L K £7

(EWEFTRE) [BEH & U F—EF#H— 3 (Secondary | ITLRALD =D DTN XV F—EFHI— LR EL
key management server) ] 7 4 —/L K TeHmaiE. T2 CHMERE A LET,
[AR— &5 (Port Number) ] 7 4 —/L N XF—HHY—NIEHT AR - NEZEZ A LE

R

[ZABH%— (Publickey) 1 7 4 —/V R KMIP H— RS A 2 AR AR & A 72 FIEB ERE RS o A BA

N— MEHEZ AN LET,

ATYT9 [R1F Save) 1227 Vw7 LTI TAXEY) T— FMEHIF—CRIS{LL £,

B ®=sitogm
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AT w71 Cisco HyperFlex Connect 7 &4 — 3> v ¢ > KT, [H51L (Encryption) ] 2R L £,

RTw T2 K551t (Encryption) ]<— T,

(M55t DF%XE (Configure encryption) |1 %7 U > 27 LET,

AT w73 KD CiscoUCS Manager 7 L7 > v ¥ )L E AT LET,

U EX

EARH

[UCS Manager ®7R A k4, (UCS
Manager host name) ] 7 o4 —/L N

Cisco UCS Manager D7 7 A X 7R A N4 TT,
IP7 RLUA£77ZIZFQDN # A L £,

<eng-fil2.eng.storvisor.com>

R

[=—¥4 (Username) |7 1 —/V

<admin> = —H%4

[/SA T — K (Password) ] 7 o1 —
LR

<root> 7XA T — R

Next| 227 U w7 LET,

ATy T4 [F—EFHY— N (Key Management Server) |>[H B4 OREHELZMH T 25 (Use self-signed certificates) ]

IBIRL E7,
[Next] 27 U » 27 LE7d,

ATY 5 F—FH (KMIP) +— &Ml 2 Y E— MESXF—2 AT 2100, ROFEMATZET LET,

U Z%H

EXFHR

[BTFA—/L 7T FL A (Email
address) 1 7 4 —/V K

<admin> @1 A—/ 7 KL X

[#Hf#k4 (Organization name) |
74—V

SRR BR LT B
32 LFUNTAN LET,

[fif%k—=~ R4 (Organization unit
name) | 7 4 —/V K

k= b,
64 XFLUNTATILET,

[Hif (Locality) 17 4 —/L K

AERAE A 2R LTV 2 SO AR T 2 i E 72 1ZHT,
32 XFUNTADLET,

s5itnEE )
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UIEH EAXER

[KAE (State) 17 4 —/L K FEAE A ZR LT D AL O AR EE T DM F 72134 TEIX 45,
32 CFLINTAD LET,

[[E (Country) ] 7 4 —/L R SAEBFES DI,

2ODETHERKILFTTANLET,

(2072 B% (Valid for (days)) ] |REBAZOH2hHIR,
74—V K

RT9T6 TTDHyperFlex / — ROACEAGAELZAR L TENLEZX U a— KT 5100F, [REFEDOA AL
(Generate certificates) 1 %7 U v 7 LET,

ATw T GEHEEZ X 7 a— LT, GEPEEIC L > TBL SNEHEZERG LET, [AU 2 (Close) 1 %7
Vw7 LET,

RDRERY
1. BAfTEGHEEZT v o —FLET,
2. KMIP #— " (F—FHYI—N) 2R ELET,

SSC (ECEAMHASE) ZEALEF—EEY—/1\DOFE
53

48 HHEIIZ

KMIP (F— <% —T A F) $—REHERT DD -/ v v ETAERINT SSC
METLa—RENTWAEZEEMERLTLLIETEN,

AT w71 Cisco HyperFlex Connect 74—+ 3> v ¢ > R, [B51L (Encryption) ] 2R L £,

AT w72 [KEEA (Encryption) | ~X— T, [#kOfHE (Edit configuration) 1 %27 U v 27 LET,

AT w73 [HEROME (Edit configuration) | K w7 X7 U2 Rovn, [REHEOEH (Manage certificates) | %
HEIRLET,

ATY T8 KD CiscoUCSManager D7 LT ¥ ¥ )VE AL T, 774~V F—FH (KMIP) H— L XLEET
TeH & U KMIP »—REHELET,

B ®=stogm
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gsttovyELl [

U ER EARER
[UCS Manager O A h4 (UCS | Cisco UCS Manager D7 7 A4 KA N4 T,
Manager host name) ] 71 —/L I IP7 RLUAXZIZFQDN Z A L £,

<eng-fil 2.eng.storvisor.com>

[—¥4 (Username) |7 « —/V | <admin> L —¥ 4%
8

[/NAT— K (Password) | 7 « — |<root> /XA T — K
VKR

[Next] #27 U v 7 LET,
ATYTSs TI9A4<= VBN ZY F—FH (KMIP) — D7 LTy LvuEANLET,

UZEXR - ¥ N
[7'7 A~V F—E#Y— 3 (Primary key management | 77 A <~ U F—FHYy— D IP T FLAZ AL
server) | 7 4 —/L K £7

(EWEFTRE) [BEH & U F—EF#H—  (Secondary | ITLRALD 7DD N XV F—EFHIS— LR EL
key management server) ] 7 4 —/L K TeHmaiE. T2 CHMERE A LET,
[AR— %75 (Port Number) ] 7 4 —/L N F—HHY—NIEHT AR — N EZE A LE

R

[ZABH%— (Publickey) 1 7 4 —/V R KMIP H— % A 2 AR AR & A 72 FIEB ERE RS o A BA

N— MEHEZ AL LET,

ATYT6 [R1F (Save) 1227 Vw7 LTI TAXEY) T— MEHIF—CRIS{LL £,

FEEDPYEL

Cisco UCS Manager ® 7 L7 > v ¥ /L% ANJJ LT, HyperFlex 7 7 A% BRI EALT 570D, F—&
Y —NFT v— L X — O A FRE L 9,

U EH EAEH

[UCS Manager 7R A 4 (UCS | Cisco UCS Manager D2 7 A% FRA N4 T,
Manager hostname) 174 =V R | 1p 4o 5+ 15 FODN % A L £,

<eng-fil 2.eng.storvisor.com>

s5itnEE )
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geitngz |

U Ex%R HAKRIEHR
[—W4 (Username) |7 A —/V |<admin> L —V4%
.

[/SATU— K (Password) ] 7 4 —
JU R

<root> /XA T — R

B ®=stogm
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