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VAST F—% 2 b L—3 $— ARSI V=T Af v FA ¥ ¥ —7 =4 ROMR
Zok7vary TEUTOFIRICOWTHILET,
e VAST 5 —% A hL—UH® VLAN 7 — 1V DIERL
o WHLR A A L DRERL
o [BEfEFIRERT 78 A =T 4T 4 7 7 A /LOIERK (Create Attachable Access Entity Profile) ]
o LLDP RV > —D{ERk
o AUH =T 2 A ZBINALT v —HIFHR Y > —DIERK
o K w772 L DSCP —EiR U v —DIERL

e« VAST T —H# A FL— =N EINA v 2 —T oA ADA v HZ—T =2 A AR — TA—TFD
YERK,

e VAST 7 —4% A hL— —NIZEHINTNDY) =T A F—Tx2Af R, A F—T x4 AR
— =T M £

K52, 2okt 7varTHERATDMREY, A F—T 24 A, BLOWE R A A R/ RT A — % O
R LET, TO#ETIE, ACIV—7 24 v F &L VAST F—4% X hL— $— [T 4 50D 200 GbE A
VE—T A ZEMALET, oI, FL ACI U —7 A v FITHk ST 2 50 200 GbE A > % —
T2 A AEFFO1ODITAT N FAAMBEENTHET,
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Leaf1
(node-

Port configuration
node-101 1/11
Port configuration
node-101 1/12 Interface policy group: VAST_ACCESS_IPG
* No-Drop-DSCP Match Policy: NoDrop_DSCP
Port configuration * No-Drop-DSCP Match Mode ON
node-101 1/13 * Interface Priority Flow Control Policy: PFC-ON
« *« PFCOn
Port configuration « AEP: VAST_AAEP
node-102 1/11
el
o Port configuration l T
VAST Data Server 2 node-102 1/12 Physical Domain VAST. VL:l?lopoo/
| VAST_PHY_DOM = =
J ; (1500-1600)
Port configuration /
node-102 1/13

5 Azure Local h— DA v B —7 = A ZALWIL R A A > DRERL

F2i12, 2ok varTHERAINAEBL O —Y— T MERNT A —Z O EEZRLET, ACI Y
—7 A v FE, VAST T —H AL —Y 7ar b R Xy NU—I~DF -+ Af & L THERELE

9, CLIENT_NWBD & EPG L, 77447 h Xv NU—7 DfROAHEHKE L TWET, 7747 b %
v N =738 ACI 777V w7 DO—EICTHIENTE, VAST 7T —% 7ur b= K Xy hU—7 %
FNEFNOMEOX Yy hU— RIS CTHEHADACI 777U v 7 O—ERIZTHZENTEET,

VAST Data Server 1

Tenant: CUSTO01_TN
VRF: CUST001_VRF

QOS Class : Level2 (Storage Traffic)

« Congestion Algorithm: Weighted random early
detection

« Congestion Notification: Enabled
Slem a0 = Min Threshold (percentage): 10

EPG: Level 2: AF31 « Max Threshold (percentage): 80

CLIENT_NW Level 6: CS6 AR R LAY - Probability (percentage): 20

= Weight: 1

= Forward Non-ECN Traffic: Enabled

= Scheduling Algorithm: Weighted Round Robin

+ Bandwidth Allocated: 70%

PFC Admin state: Enabled

+ Scope: Fabric wide PFC

* PFC No-Drop-DSCP: DSCP 26

BD: FRONTEND_NW GARP ON
BD: CLIENT_NW 192.168.1.1/24

10.10.10.1/24

a2
006\
@

Static Binding
Static|Binding

BONDO BOND1 NIC1

CLIENT HOST VAST EBOX QOS Class : Level6 (Control Plane Traffic)
Congestion Algorithm: Tail Drop

= Scheduling Algorithm: Strict Priority

= Scope: Fabric wide PFC

[X16 75> MERLI
F2VAST 7—4 A b —VORBET T kOS]

TF b CUSTOO01_TN
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FF > b VRF A V2R Z A CUSTO001_VRF
TV YV RAL Y CUSTO001_VRF ®» FRONTEND_NW (#7 % > k
192.168.1.1/24)
V=T ) —ReAf v F—T xR /7 — K 101 3L 18 102 ethernet1/11, 1/12 5L 1/13
EPG BD FRONTEND_NW ¢ EPG FRONTEND_NW (VLAN 1500)
I h77 b REE

FKIVAST T —4 A bL—V Ny 7 R TF v hOWEHI

TF b BACKEND_TN
7TF Y MVRF A U AHZ A BACKEND_VRF
TV Y RAL Y BACKEND_VRF ® BACKEND_NW (¥ 7% v N AHE)
EPG BD BACKEND_NW ¢ EPG BACKEND_NW (VLAN 10)
arh77k REL

VAST 5—4& Z hL— O R A A IZ VLANT — L &2 ERT 5
DB arTiE, VAST 5 —4% A b L —U~DOEERZANCT D720 VLAN 77— V&2 {Ek L £,

VAST 5 —% AP L — $—REBACI UV —7 AA v FITEHT D X 912 VLAN 77— L 2R T 512id, kD
FlEZEFITLET,

1. Cisco APIC D—& LD FbvF—rar A=a—nhb, [Z7 7Y v 7 (Fabric)] > [7 7 & A RV o —
(Access Policies)] Z &K L £,

2. EflloFer—var 74 RuT, [F—N (Pools) ]. [VLAN (VLAN) ] ®JEIZER L E 9,
3. fizVvyZ7 L, [IPF—/DfER (CreatelIP Pool) ] &R L £,

4. [F—NDERL (CreatePool) 1 Ry 77 w7 w4 RUT, 4 (VAST_VLAN_POOL 72 &) %# A
SL. [BlvY¥TE—F (Allocation Mode) ] T[RA# T 4 v 7E| YT (Static Allocation) ] % 1%
RLET,

5. BFvMET vy 2 OgEIEL, Ao [+] R F &2 #H LT VLAN 2 VLAN 77—z £, [#
BOER (CreateRanges) | Ry 77 v 7 U4 RUT, V—7 AL v FNnE VAST F—% A b L
— 7 Y= NITHERT DL ENH D VLAN 2R L ET, Y DONRT A= ZZFDEFICLET,

6. [OK]%=27 VU7 LET,
7. [ (Submit) |22V v 7 L%ET,

VAST 5—4% AR L—VHOHE RN AL VERET D
WL R A A v ZA T HERT AT, VAST T —% A ML — P—NZEfF L, ROFIEEZFETLET,
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1. = FLoFbesFr—rary A=a—mb, [Z77Y 7 (Fabric)] > [7 7 & & &R Y I — (Access
Policies)] #i®{R L £,

2. —FKlorvsr—var A=ma—nmb, [Z777V v 7 (Fabric)] > [T 7 &R RV — (Access
Policies)] # &R L £7°,

3. EDOF =3 ar 74 FU T, [Physical and External Domains (B LA KAL) 1 2B
B L. [Physical Domains (KA A V) 1227V v 7 LET,

4. [HFE KA A (PhysicalDomains) 1 %247 VU v 7 L., #U7R[ME KA A > DVER (Create
Physical Domain) ] #8R L £,

5. [#® KA A > DER (Create Physical Domain) 1 Ry 77 v 7 7 4 KU T, KAA L DOLHI
(VAST_PHY_DOM 72 &) # AL FE4, VLAN 77— L DFEIL. ey 7 Z o U R M LIRIIZ
1Bk L7= VLAN 7 —/,L (VAST_VLAN_POOL 72 ¥) ZEIRL £,

6. [EE(Submit)]| 27V v 7 LET,

VAST 7—% R b L—VHBE R AL VOBHGWRERT 7 ¥R 0T 4T 4 a7 7 A VOER
P nlie/le T 78 A =T 4T 4 717 714/ (Attachable Access Entity Profile (AAEP) ) Z{ER4 %12
X, ROFIEEZFEITLET,

1. —ZLoFErFr—rar A=a—06, [Z777V w2 (Fabric)] > [7 7 A RVU 2 — (Access
Policies)] # &R L £ 9,

2. Fvs—var g T, [RY— (Policies) 15[ m— 3L (Global) 1> [#6EmeER T 7 & X
T T 4T 4 a7y AL (Attachable Access Entity Profile) ] DJEIZEIR L 9,

3. A7V LT, [BERARRT IR =T 474 7r7 74/ (Create Attachable Access
Entity Profile) ]Z{Epk L £,

4. [BERGYRERT 78RR =5 4T 4 Fu”Z 7 A/ (Create Attachable Access Entity Profile) ] 7~ >~
TT T U4 RUT, 4Rl (VAST_AAEP 2E) Z#AJJL, [ 77 A 727 F % VLAN ODFZ)
{t (Enable Infrastructure VLAN) ] & [ v & —7 = A4 A~DOBESFTT (Association to
Interfaces) | 4 7IZL%ET,

5. [FAA Y (Domains) ] ICHOWTiX, Vs FUDOLAMICHL #1227 v 7 L, [FRAL TFuTy
4 /v (Domain Profile) ]| D T K v 7 # oy URX MO LURNIMER L7 AL U &@IR L £,

6. [Update] #7 VU v 27 L%,
7. WIRTE I, BIRLTE RAAL LV EBET D VLAN 77— AN FER SN E 7,

8. [k~ (Next) 127 V27 LET, LELOFIEAL T[A v ¥ —7 =4 A~DOEESTIT (Association to
Interfaces) | A 72> TWABH, ZOTa 7 7 A MIBRERTIZED A v H—T =4 AT HE
BTSN TOWERAL, RO arTA U F—T oA AR TD L, TROEZEEMNTD 2N
TEFET,
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Create Attachable Access Entity Profile S

STEP 1> Profile 1. Profile

Name: | VAST_AAEP

Description: |optional

Enable Infrastructure VLAN: |
Association to Interfaces: |

Domains (VMM, Physical or @’ -
External) To Be Associated
To Interfaces: Domain Profile Encapsulation

VAST_PHY_DOM (Physical) |

Adding different vlan value to the same EPG in the below table will cause the first vlan value to be overridden.

EPG DEPLOYMENT (All Selected EPGs will be deployed on all the interfaces associated.)

Application EPGs Encap Primary Encap Mode

Cancel

9. [T (Finish) 127V 7 L%,

LLDP A > % —7 =4 2 R Y I —DVERK
Azure Stack HCI (237 TLV 2 B0 5 LLDP ARV v —ZAERK T 512X, ROFIEEZFEITLET,

1. —HtLtoresr—r gy A=a—0h6, [Z77V v 2 (Fabric)] > [7 7 A R 2 — (Access
Policies)] # &R L £ 7,

2. EfloFresr—var 740 R, [RY— (Policies) 1> [f v #—7 =4 % (Interfaces) ]>
[LLDP A > #—7 = A A (LLDP Interfaces) 1% =R L £,

3. iV 27 LTILLDP A ¥ —7 A A KRY I —%41ERK (Create CDP Interface Policy) ] #i%{R L
iﬁ—o

4. [[LLDP A > #—7 = A A KR VJ > —%41ERK (Create CDP Interface Policy) | Ry 77 v 7 v Ry
T, 4AizfEELET W : HCI_LLDP) .

5. [f54R# (Transmit State) ] T [£%) (Enable) ] Z# R L £,
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LLDP Interface Pelicy - LLDP_ENABLED 0

Name: LLDP_ENABLED

Description: |optional

rsion may prevent the port parameters from converging. The link may need to be reset for the change to take effect

6. [ZEE (Submit)] %7V v 7 L%,

A F—T = A ZAMEEIER 7 0 —HIFR Y o — DVER
V=7 X2 )7 TPFC AT % PFC AU v —% BT 521X, ROTFIEEFEITLET,

1. Cisco APIC OD—F LD F v r—r g A=ma—nb, [Z777 Y w7 (Fabric)] > [T 7 & A KU 2—
(Access Policies)] ZEKN L £,

2. EffloFesr—rary v R, [RY— (Policies) 1>[f v #—7 =1 X (Interface) ]>
[B5 -7 o —#I# (Priority Flow Control) ]% &4 L £,

3. H7 Vv 27 LT, [BE7e—HERY > —DIER (Create Priority Flow Control Policy) ] % %41 L
i ‘a‘o

4, [BEL7u—HIBERY > —DFER (Create Priority Flow Control Policy) 1 Ry 77 v > 74 Ry
T, 4H] (PFC-ON 72 ) Z# AL, [Z> (On) 1&Z&RLF9, ACIZ 77U v 7 T RoCEv2 D
A— M EHHZT5HITiE. ECN =FEH L7= PFC 3 X O WRED BN E T,
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Ul APIC

System Tenants Fabric Virtual Networking Admin Operations Integrations

BUIlciES Interface Priority Flow Centrol Policy - PFC-ON

Properties

S 5 r

5. [ (Submit)] 227 VU v 7 LE,

no-drop- DSCP—E R VU > —#ER L E T,
V=7 X U7 TPFC ZHMNZIT DA X —T =2 A ARY =T N—T52AERT H121%, RO FIAZEFELT
l_/i‘j‘o
1. Cisco APIC OD—F LDF v hr—v gy A=a—nhb, [Z777 Y vZ (Fabric)l > [7 7 A RU v—
(Access Policies)] #ER L £,

2. EfloFresr—var v RuT, [RY— (Policies) 1>[f v #—7 =4 X (Interface) ]>
[No-Drop-DSCP B4R U 2— (No-Drop-DSCP Match Policy) %% L £,

3. A7V w27 LT, [Fay 72 LDSCP—&HRY —DERL (Create No-Drop- DSCP Match
Policy) ]%®IRL £,

4. [Fu o772 Lo DSCP —ERY v —D{EEk (Create No-Drop- DSCP Match Policy) ] > 77 v
74 RUT, 4l (NoDrop_DSCP7: &) # AL T, [F¥ (On) ] Z&IRL 9,
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dil APIC

System Tenants Virtual Networking Admin Operations Integrations

Interface Nodrop Dscp Match Pelicy - NoDrop_DSCP

Properties

nte
B
=
B
]
— |
— ]
=
=
=
=
=
=
=
— |
—
=

5. [EE (Submit)] 227 VU v 7 LE,

Uy s Lyl RBY —DER
V=T B o7 THEDR—MEEEZAEDCTIY 7 Loyb R —Z B D123, RO FNEE FELT
L%,

1. CiscCOAPIC D—FEDF S~ ar A=ma—nb, [Z777 Vv (Fabric)l > [T 72 R v—
(Access Policies)] # =R L £,

2. EfloFesr—rary v Ry, [RY— (Policies) ]1>[f v #—7 =4 X (Interfaces) ]>
[Vy2Z v (Link Level) ]%3#R L %7,

3. [Vr 7 v_uRY v —DfERR (Create Link Level Policy) 1 %4 7 V v 7 LR L £,

4. [V 7 v~ yLRY —DER (Create Link Level Policy) 1 K> 77 v~ 7 v KU T, 4l
(200G_AUTO7: L) # AL, WEBIRLET,

a. #HE : 200 Gbps [ ACIV U —2A 6.1(4h) T:EM S 7= 200 Gbps A — FEED PR — K]

b. HE#frd s xz— 3 FVv
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Al APIC

System  Tenants Fabric Virtual Networking Admin Operations  Integrations

Inventory Fabric Policies |  Access Policies

Link Level Policy - 200G_AUTO

Properties
Name: 200G_AUTO
Description: | optional
Alias:
4 ™
. Auto Negotiation: I\ Off On - Enforce /\
Port Authentication .
Speed: | 200 Gbps
Port Delay When Coming Up [, =
= CoPP In ):
B Data Plane Policing Link debounce interval (msec): | 100 -
(= Forwarding Error Correction: | Inherit

ore Channel Interface Physical Media Type: m SFP 106G TX /\

e ~

EMI Retrain Enable )
J

= Link Level

5. [ (Submit)] 227 VU v 7 LE,

VASTF—#% X b L—Y N8R ENTA vV E—T =2 ZADL v E—T =2 ZA RY ¥ — T A—FDIER
VAST 5—4% Z b L— —RICHEGTHA v Z—T 2 A R — T —T e 5I121E, ROFIEE
EITLET,
1. Cisco APIC O—F DT — g A=a—2n6, [Z77 Vv 7 (Fabric)]l > [T 7 A RY v—
(Access Policies)] 3R L £,

2. EfloFresr—vary o4 RuT, [fvZ—7 4% (Interfaces) ]>[V—T7 A v Z—T A A
(Leaf Interfaces) ]> [~V 3 — Z—7 (Policy Groups) ]1>[V—7 727X &="— b (Leaf
Access Port) ]Zz3{R L £,

3. A7V LT, [V—=7T727%RAKR—bFRY— TNL—7DERL (Create Leaf Access Port
Policy Group) ] #3#R L £,

4. [V—=7 T A FR—bF RY T — F1—7FDIERK (Create Leaf Access Port Policy Group) ] 7~ >
TT v T4 RUT, 4P (VAST_ACCESS_IPG 72 X)) &, £ 74— VKO Ry 7Xor J R
B YETHA L H—T A AR —% AT LET,

5. [Bi—> 7 17 4 7177 A/ (Attached Entity Profile) ]. [LLDP Y < — (LLDP Policy) ]. ¥
JW[FT7A44Y 74 7a—HlfHl (Priority Flow Control) ] 7 ¢ —/L KT, LARNZERL L 7= AAEP,
LLDP RV v—, BLOT T4 A4V T 4 7a—iilffi7R ) >— (VAST_AAEP, LLDP_ENABLED, PFC-
ON . NoDrop_DSCP 72 &) ZZEIRL £,
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Create Leaf Access Port Policy Group (%]

Name: | VAST_ACCESS_IPG

Description: | optional

Attached Entity Profile: VAST_AAEP Link Level Policy:  200G_AUTO
CDP Policy: | select a value LLDP Policy: LLDP_ENABLED
View Advanced Settings

802.1x Port Authentication: select a value MCP: | select a value
Transceiver policy: | select a value Monitoring Policy: | select a value
CoPP Policy: select a value PoE Interface: select a value
DWDM: | select a value Port Security: select a value

Egress Data Plane Policing: | select a value Priority Flow Control: | PFC-ON
Fibre Channel Interface: | select a value Slow Drain: | select a value
Ingress Data Plane Policing: | select a value Storm Control Interface: | select a value
L2 Interface: select a value STP Interface Policy: select a value
Link Flap Policy: select a value Synck Interface Policy: select a value

Link Level Flow Control Policy: | select a value No-Drop-DSCP Match Policy:  NoDrop_DSCP

MACsec: select a value
NetFlow Monitor Policies: L
NetFlow IP Filter Type NetFlow Monitor Policy

6. [ZEE (Submit)] 227V v 7 LE 1,

Azure Stack HCl — 2t Sz ) —7 AA v F A VF—T 2 A ZA~DA VI —T =24 A RY — FA—7 0BHEf}
5]
Azure Local — NIz SNz —7 S U H—T =2 A ABFRTETHICE. ROFIEEZFEITLET,

1. Cisco APIC E#F e/ —vay A==, [Z777 VU vZ (Fabric) 1>[77&X RY —
(Access Policies) ]1>[f >~ #—7 = A X (Interfaces) ]>[V—7 A v #—7 = A X (Leaf
Interfaces) ]1>[7u2 7 71/ (Profiles) ] Z&{R L £7,

2. V= v =Tz R TaT7ALDIEFK (Create Interface Profile) 1 257 1) v 7 L., &R L
9,

3. [V—oA4vF—Tx24RTFr77AL4/LDIER (Create Leaf Interface Profile) | Ny 77 v 7 v ¢
Y RUT, 4R (72&ZE 1012102) 2 AL, [#]1Z227 Vv o LA 2 —T=Af A LI Z%
BMLET,

4., [4 v 2 —T7=A4 R L7 H (Interface Selector) |1 Ny 77 v 7 74 R, 4l (72& z2iE,
101_102) = A/J L., ROFMAEATLET,

a. RNYv— 7 1—7: VAST_ACCESS_IPG
b. "=k 7wvy2: 111-13
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Create Leaf Interface Profile [x]
Name: |101.102 Interface Fex Inte

Create Access Port Selector D

D ©

5. [OK]Z27 VU vZ7 L, [fE (Submit) 127U 7 LET,

6. [Z777V>Z (Fabric) 1>[7 27X RV I — (Access Policies) ]>[XA1 vF (Switches) ]>
[V—7 24 »F (Leaf Switches) ]>[72 7 71 (Profiles) ]

7. 570y 7L, [V—7 Fu77A1DiERR (Create Leaf Profile) ] #3&iR L £,

8. [V—7 Fu7741 (LeafProfile) 1 K777 v FU T, &A1 (10110272 ) Z AL
ThbH, ROFFEMEATILET,

a. V—7 L Z7¥4%: 101_102
b. 7mv>7 : 101 ~ 102
c. HET AL H—T A A T 774/ :101_102

Leaf Profile - 101102 O
Palicy Fault History
o + K-
Properties
N: 10102
Des opt
f +
~ Name Blocks Policy Group
01102
+
" Name Description State
01102 Formed
+
N Descripti Stat
Show Usage

9. [XfE (Submit)] 7 V v 7 LE7,

QoS DHER;
ZORX2 AL MTIE, kO ACI QoS fEpZHl e L THERALET,
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e RDMA (AL —) FI7 749 7DL~V2 (FT7 749 7IZIZVAST T —4% A ML —JI2k-» T~
— 27 &N 7-DSCP 26 T L£7)

o PFC NAZNZ > T 5
o PFC Fm 771 DSCP : DSCP 26
o HHIHMETH 1 70%

o [#E#EET L= X2 (Congestion Algorithm) ] 47> a2 > C, [EAMIT T & A5 HH (Weighted
random Early detection) ] #3&N L £,

o HEHEIEA N
e I PFE—L T L—VEEDLNLE (BT 74 v 7IEVAST T—H A ML —UIkoTv—7 STz
DSCP 48 T & ET)

o PFC A>T EHA
o WREET LTV X AET —/L Rry 7 TF
o A Va—Ur 7 T XLENEEEL

o ZOMDNTT 4w DEEIL Level3 (77 40 1)
o PFC A>T EHA
o HHIE T : 30%
o FREET LT Y X AET —/L Ka v 7T

7 REREE T Cisco ACI @ ELAM Assistant 725 % ¥ 7' F v L7k DX, VAST 7—4% Ak L— 7 DSCP 26

CANL=Y FI T4 v I ~v—IF B2 LERLTOET, ZOFFa Ay hCERSA TN TATO
QoS fEFBHI % HiE LTHY, Fv b —7 RIS L TAR TE £,

Fabric Virtual Networking Admin Operations Integrations

Visibility & Troubleshooting | Capacity Dashboard | EP Tracker | Visualization | ELAM Assistant

Destination IP 125

Source IP

IP Protocol 0x11 (UDP)

DSCP 26

TTL 64

Do Not Fragment Bit 0x1 (set)

IP Checksum 25359

IP Packet Length 308 (IP header(28 bytes) + IP payload)
L4 Header

L4 Type UbP

Destination Port 4791

Source Port 64451

TCP/UDP Checksum 0x0

CiscoACI 77 7'V v 7%, =—% —Makr[EE72 6 2® QoS L~ /L (L~ 1 ~6) ZHAHR—FLTWVET,
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7 —7" L 4Cisco ACI QoS L~

L~L 3 (T 740

)
1 L~UL 2 1 0
2 L~ 1 2 0
4 L~UL6 2 1
5 L~ 5 3 1
6 L~UL 4 5 1

ROy TEYA O —4 (DEN) By MME s I v I BERICRAOYTHRERTIL—LERT IEY b 74 —ILRTT - CoSTE
(3EYM)+DEIE(1EY )X -QoSYUVTRERLET -

QoS 7 7 ADIERR
Cisco ACI QoS 7 7 A& 21213, WO FIEE FITLET,

1. Cisco APIC D—F LD F v —vary A=a—hb, [Z777 Vv 7 (Fabric)]l > [7 7 & A R v—
(Access Policies)] # R L £,

2. EfloFesr—var v RuT, [RY— (Policies) ]1>[Z7 2—/3L (Global) ]>[QoS 7
2 (QoSClass) ] DIEICERL, WFNHDL L EZBIRLET, 2 21F. A FL—Y F T 74
v 7 DOEAIT level2 4R L £,

3. [#E#EET /LY XA (Congestion Algorithm) | 47> 3 ¢, [ERFITT % L BEIRH
(Weighted random Early detection) ] % ER L £,

4. [#E#s@%n (Congestion Notification) ] 472 = ¢, [£%) (Enabled) ] 2R L £,

5. [B/ILEVE (S—ErF—) (Min Threshold (percentage)) 1. [ &KX LEVME (%) (Max
Threshold (percentage)) 1. [#=£ (Probability) ] (/X—kv7—) | BXO[EA (Weight) ]
DEE AT LET, 72& 21E, Min:10, Max: 80, Probability: 20, & X" Weight: 1 AH L £,

6. [3EECN F5 7 ¢ v 27 D#s3%: (Forward Non-ECN Traffic) | 7 «—/L R C. [H%) (Enabled) ]%
BIRLE9,

7. [X’}“‘/“:L—) v 7 73y XA (Scheduling algorithm) ] 7 1 —/L FC, Fey7Z o U X )
5 [EAfFITF7 U F rEY (Weighted round robin) ] Z#i%R L E5, Z4UdT 7 4/ hOFKET
—é—o

8. [Fﬁ»inﬁrhﬁ'il DT (% HAr) (Bandwidth allocation (in %)) 1 7 4 —/V R T, BfExz AN L £+, /=&
ZIE APL—=Y NI T4 07270 AT LET,

9. 7 7 ATPFC BAMLELRWEAIL, [PFC EHIREE (PFC Admin State) ] 7 +— /1 Fad 7o FFIZL
F7,

10. 7 7 AT PFC BWRLERGEIEL, WOV T AT v 7 EHFATLET,
a. [PFC EHIRfE (PFC Admin State) | "y 7 x&4 2L £,
b. [NoDrop-Cos] 7 + —/L KT, Cos fEZEINL £9, /=& %L, [Cos3]ZERL ET,
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C.
FL—1Z [DSCP 26] %I L £,

d.

[PFC No-Drop- DSCP] 7 + —/L' R ¢, DSCP fEZ#EIR L £4, /=& 21X, VAST 5 —4 R

[45PH (Scope) 147+ =T, [Z777V v 72k PFC (Fabric-wide PFC) ] #3&#iR L &

T, 74 v I BRELY —7NIChHE4E. IntraTor PFC L RIEH Y FH A,

alan
cisco APIC
System  Tenants Fabric Virtual Networking Admin Operations

Inventory | Fabric Policies | Access Policies

Policies

Properties
Admin State:

MTU:

Minimum buffers:

Congestion Algorithm

B Interface
& Global
B PTP User Profile

Congestion Notification:
Min Threshold (percentage)

s DHCP Relay Max Threshold (percentage):
P Relay

Probability (percentage):

E Attachable A ss Entity Profiles

E Error Disabled Ri Policy Weight:

E MCP Instance

y default Forward Non-ECN Traffic:

B QoS Class

E Levell

Queue control method:
Scheduling algorithm:
Bandwidth allocated (in %):
PFC Admin State:
No-Drop-CoS:

Scope:
= Monitoring PFC No-Drop-DSCP:
[ Trouble

[ Physical and External Domains

11. &€ (Submit)] #27 VU v 7 L,

Integrations

QOS Class Policy - Level2

Enabled

~

9216

~

0

4

k Tail drop Weighted random early detection
'

l\ Disabled Enabled

10 -
80 e
20 -
b ~
-
( Disabled Enabled
A

Dynamic

Weighted round robin

70 .
5]
Cos 3
When PFC Admin State is unchecked, this field value will be set to er
e )
Fabric-wide PFC IntraTor PFC /.‘
DSCP 26
When PFC Admin State is unchecked, this field value will be set to

empty

12. ElOFEF—ar v RuT, [RY — (Policies) ]1>[Z7 2—/3%L (Global) ]>[QoS 7 5
A (QoSClass) | DJEIZEE L., BIOL~VEBNLET, 2E21E, 2 bue— 7FL—r T

7 4 v 712 [level6] ZER L £9,

13. [#EEE 7 12U XA (Congestion Algorithm) ] 7 1 —/L R TC,

RLUES,
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[7—/N FryZ (Taildrop) ]%i&
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Al apic

System N Fabric Virtual Networking Admin Operations Integrations

| Access Policies

QOS Class Policy - Level6

Properties

P

St

14. [RHZPa—0 7 73U XA (Scheduling algorithm) 1 7 1 —/L R T, [2LEENENM (Strict
priority) ] 5 J OV [PFC F#REE (PFC Admin State) ]: 47 # @R L £,

15. 30% D FHEEFFIER O N T 7 40 v 7 (ZOBITIEZ AT b Fy hI—2 vF T 49 7)
IZoWTiLeveld (F7x/Vh) IBEILET, ACl 777 Vv I MANL—Y v T 7 0 v 7 EA
ThdHe, o N7 7 4 v 7 HIZ 30% OFIBIEZ THT20EIXH Y EHA, ZDOTF U AT,
LYV 2 DA ML= T 7 4w 7 OFFBIETHZ S HITHLT 2N TEET,

b APIC

System Tenants Fi Virtual Networking Admin Operations Integrations

QOS Class Policy - Level3 (Default)

Properties

MTU: 8216

Minimum buffers: | o

e QS 7T A :leveld (T 7 /LK)

o A Va— VT TNIAY XL BT T TN vy (57 40 MERK)
o MHIIEEHIV M T (%) :30

« PFC &ELRHE 7~
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16. EfloF s —ar v Ko<, [RU— (Policies) ]1>[Z' 2—/ 3V (Global) ]1>[QoS 7 5
2 (QoSClass) | DIHEICEL, ZhbDFRETHIILE T,

o Cos DfRFF: A
e« Fuy 772 : DSCP —EHhlf : 4>

b apc

e QO OTO 0O

System

Policies

Global - @OS Class

~Name  Admin Priority No-Drop-  MTU Mimum - Congastion - Congestion - Queve Queue Scheduling Algorithm Banduwidth

State Flow Cos Buffers Agorithm  Natification  Control Limit allacated
Control (bytes) fin %)
Aamin

State

o C e

HAF A QoS RY T —DRERK

TORF2ALVITE, 7Yy by R Xy hU—Z bay ha— FL— 2 O(EIC EPG TH A% A QoS
RY > — Rz LET (DSCP26 #fEfL7-7 1 b ROE 1T level2, DSCP 48 Z{HH L= =
ka—L 7 L—EEOEAIT level6) |

Tenant: CUSTO01_TN

QOS Class : Level2

= Congestion Algorithm: Weighted random early
detection

BD: FRONTEND_NW ~ GARPON

BD: CLIENT_NW 192.168.1.1/24

+ Congestion Notification: Enabled

10.10.10.1/24 ) i
Custom QOS: Min Threshold (percentage): 10
EPG: Level 2: AF31 = Max Threshold (percentage): 80
(2 Level 6: CS6 R SCNIEND + Probability (percentage): 20
+  Weight: 1
g o + Forward Non-ECN Traffic: Enabled
. &C’) + Scheduling Algorithm: Weighted Round Robin
3 o z - Bandwidth Allocated: 70%
g < = + PFC Admin state: Enabled
© ’ weE
5 c@«\é § « Scope: Fabric wide PFC
X £
£ S @ + PFC No-Drop-DSCP: DSCP 26
3 g
BONDO BOND1 21 NIC1
CLIENT HOST VAST EBOX QOS Class : Level6

« Congestion Algorithm: Tail Drop
* Scheduling Algorithm: Strict Priority
* Scope: Fabric wide PFC

[I7ACI QoS # kO EPG 0 Hirk ]
RY =TT H12E, ROFIEEETLET,

1. APIC ® Ll s — g A=a—n6, [FF 2 b (Tenants) 1. [3558 (common) ] DJIEIZEIR
LE9 (E721%. Zofloo CUSTO01_TN TEPG X ETAHAMGFEDOT T FE2@IRLET, ) .

2. EloFesr—vary v RunbREBELT, [RY ¥y— (Policies) ]1>[7= =2/ (Protocol) ]
> [ 2# 2 QoS (Custom QoS) 1% =N L £,
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3. A7 Vv LTI[HARZL QoS RV —DER (Create Custom QoS) ] ZiEIR L. [ 2 # A QoS
AU —nERR (Create Custom QoS Policy) 1 "y 77 v 7 v Fuzkix£d,

4. [47 (Name) | 74—/ Ric, 42 A LET, 722213, TRoCEv2] & AJJLET,
5. [DSCP to &ENEAM map] 7 1 — /L RT, [+] %227V v 27 LT, ROEIITHRELET,

a. 7944 VT4, ZOHITIEZ, AML—Y bF 74w 7D RKay7Zor URARNDS level2
PN L ET

b. DSCP BA&#iH (DSCP Range From and To) Z®#ITiZ, AL — FT 7 4 27 ODSCP
26 |ZX1i9"% AF31 Low Drop# 5 L £,

6. [E# (Update) 127V v 7 LE7,

7. arbue— T L—=rDWENT T 4y ZIZONT, ATy 75 L6 E2MDIRLET, ZORITIE,
BESEEE 78 level6 |27 . DSCP#iBHAS DSCP 48 |Zx%f)id % CS6 (2720 £,

Create Custom QOS Policy D

Name: | RoCEv2

Description: optional

DSCP to priority map:

w +
Priority DSCP Range From DSCP Range To DSCP Target Target CoS
Level6 Cs6 CS6 Unspecified Unspecified
I Level2 AF31 Low Drop AF31 Low Drop Unspecified Unspecified
Dot1P Classifiers: 4L
Priority Dot1P Range From  Daot1P Range To DSCP Target Target CoS

8. [EfE(Submit)] 27V v 7 LET,
ZOHAZ L QOS AV —it, LLFOFIETEHRINET,
EPG L7V vV RAL MR LET
Zok7 v a TR RO EPG BMERSIVET,
e VASTF—4% A ML —VD7u s h R Ry NU—2 TV oV RAAL
« VASTF—#% AL —VHO7uy b= K Xy hU—2 EPG
e EPGIZHAX A QoS HAY —%BINT 5
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55> bk EPG O E
VAST 5—% A ML —UHDTFH > b EPG 2T 5121E. LFOFNEIZHE-> TS0 .

1. Cisco APIC ® LS v —v a v A=a—n6, [FF v (Tenants) 1> [7F > FDiEM (Add
Tenant) ] OJEIZER L E T,

2. [7F > b Z1ERR (CreatevNIC) 1 #1470/ Ry AT, &4RiEANDLET, 72& 2,
CUSTO01_TN&E AL ET,

3. [VRF4 (VRFName) ] 7 4 —/V FICVRF &4 &# A L. [58T (Finish) 127V v 7 LE4 (] :
VRF1) ., 7=& %21¥. CUSTO01_VRF* AL 9.

4. [FY v FAAL > (BridgeDomains) 12427 U v 27 L, [7) vY FAAL DR (Create
Bridge Domain) 127 UV v 7 L ¥,

! Create Bridge Domain (%] |

STEP 1> Main m

Name: FRONTEND_NW
Alias

Description: optional

Annotations e

Advertise Host Routes: |_|
VRF: CUSTOO1_VRF
Forwarding: Custom
L2 Unknown Unicast: Hardware Proxy
L3 Unknown Multicast Flooding: Flood
Multi Destination Flooding: Flood in BD
ARP Flooding: ¥ Enabled

Endpoint Retention Policy:  select a value
his | ly a L

IGMP Snoop Policy: select a value

MLD Snoop Policy:  select a value

5. [4#7 (Name) ] 7 ¢+ —/L RNIZ, 4#i& VRF A > A2 2% AT LT, [k~ (Next) 1227V v L
¥4, 72& 21X, FRONTEND_NW & CUSTO001_VRFZ A )L £9,

6. [L3 % (L3 configurations) | 7 v a T, IROBREEZHNZILFET,
a. Z=F ¥ AN A—T 4 U ITPEDIIRoTNDHN?
b. EP B#ifHT— K : GARP X— 2D

7. VvV RAAL v DZ=—% 3y AN =+ Tx2AIPT7 RLAZERL, [7F >+ (Subnets) ]»
ACHD [+] 227V v 7 LET,

8. [/—hrvxAIP (GatewaylIP) ] 74— /L FT, T=—F% ¥ AN = T xADIPT KL A% AT
L. B8 GEB) 1227V v 27 LET, 28 21, 192.168.1.1/24 /2 X L AL ET,
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Create Bridge Domain o

STEP 2 > L3 Configurations 2.13 Configurations

Unicast Routing: |¥] Enabled
ARP Flooding: [¥] Enabled
Config BD MAC Address: ]
MAC Address: 00:22:BD:F8:19:FF

Virtual MAC Address: not-applicable

Subnets o +
Gateway Address Scope Primary IP Address Subnet Control

I 192.168.1.1/24 Private to VRF False

Info: This option is not available when “Enforce Subnet Check" is enabled from "System Settings" - "Fabric-Wide Settings Policy"

EP Move Detection Mode: |¥] GARP based detection

DHCP Labels +

Name Scope DHCP Option Policy

Associated L3 Outs: +

L3 Out

9. 7N —vary a7y ANVEERT DI, Ellore S —rary o4 U RUT [T r—v
ay a7 A/ (ApplicationProfiles) 1 247V v/ L, [TV r—vay u7rA VD
% (Create Application Profile) ] %#3#R L £,

10. [4A1 (Name) 1 7 4 — /L R TTZ 7 A VD4 HIZ AL, [BfF (Submit) 1227V v 7 LET, =&
Z1E. CUSTO01_APX: A )L %7,

11. EPG ZAEpkd 2121, ZEloF s —rvar oo Funb AFRLET 7V r—say a7z A
NEREBL, [77Y) 47— 3 EPG (ApplicationEPGs) 1 #4527V v 27 LT, [TV r—v gy
EPG DO{ERL (Create Application EPG) ] Z 3R L £,

12. [4#7 (Name) | 74—/ Rz, &4#i# AN LET, 7-& 213, FRONTEND_NW & A /)L ET,

13. [HA#Z2-Q0S (CustomQoS) ] 7 +— /KT, Fuv7&Zvury JURARMNL, ERLIZTAS L
QoS RV v —%FEIRLEJ, ZDfITiE, [ROCEv2]Z =R L £,

14.[7Y ¥ KAAL > (BridgeDomain) ] 7 1 — /LW FT, Fay 77Xy JRAIMBLT U vy RAAL YV
@R LET, ZOHTiL. FRONTEND_NWZ% 38R L £9°,

15.[52T (Finish) 1 %72V v 7 L&,
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Create Application EPG [ ]

STEP 1> Identity 1. Identity

Name: FRONTEND_NW
Alias:

Description: optiona

Annotations e

Contract Exception Tag:
QoS class: Unspecified
Custom QoS: RoCEv2

Data-Plane Policer: | select a value

Intra EPG Isolation: \\_ Enforced Unenforced

~

Preferred Group Member: Include )
™
Flood in Encapsulation Disabled Enabled /I

Bridge Domain: FRONTEND_NW
Monitoring Policy: | select a value

FHS Trust Control Policy: select a value

|

Associate to VM Domain Profiles: []
Statically Link with Leaves/Paths

EPG Contract Master: +

Application EPGs

16. Cisco APIC O ¥+ — gy A=a—nb, [T-XTDFF > b (ALL Tenants) ] >
[CUSTO01_TN] > [7 7V r— 3> Fu 7 7/ (Application Profiles) ] > [CUST001_AP] > [7
7J4r—3 a v EPG (Application EPGs) ]> [FRONTEND_NW] > [ KA > (Domains) ] (2@ L
i‘a‘o

17. 67027 LT, KayZ XU Rns [BERAA v OBEERMITOENM (Add Physical Domain
Association) ] Z#R L. ERL7EWE R AL U 2BIRLET, ZofTix, VAST_PHY_DOM?% &
RLET,

18. [ZE (Submit)] 27V v 7 LE1,

19. [CUSTO01_TN] > [TV /r—a > Fu 77 A/ (Application Profiles) ]> [CUST001_AP] > [7
7V sr—3 3 EPG (Application EPGs) ]> [FRONTEND_NW] > [2 % T ¢ v 7 R— b (Static
Ports) iIcEh L £,

20.[PC. VPC, f£/3A v H—T =2 f A TARZT 4 v 7 EPG #BH 5% (Deploy Static EPG on PC,
vPC,orinterface) 1 #4727 VU v 7 L CRIRL 77,

21.[3R # A4 (PathType) ] 7 1 — /1 FT, [A—F (Port) ] Z&EIRLFT, [/—F (Node) 1.
[z (Path) ]. [&—F 7 E/N{t (PortEncap) ]. ELO[F—F (Mode) 1% AJJLET,
DI TIL. Node: 101, Path: 1/11. Port Encap: 150035 L Of Mode: Trunk % 3&#R L £,
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Deploy Static EPG on PC, VPC, or Interface (]

STEP 1> Static Link 1. Static Link 2. Configure PTP

Path Type: Direct Port Channel ‘ Virtual Port Channel )

Node: [101 | o
ex: topology/pod-1/node-1

Path: [1/11 \
ex: topology/pod-1/paths-101/pathep-[eth1/23

Port Encap (or Secondary VLAN for Micro-Seg): VLAN 1500

Integer Value

Deployment Immediacy: Immediate

Primary VLAN for Micro-Seg: | VLAN

Integer Value
Mode: Trunk (Native) ’ Access (Untagged) )
IGMP Snoop Static Group: =
Group Address Source Address
MLD Snoop Static Group: AL
Group Address Source Address

Cancel

22. [k~ (Next) | %27 VU v 27 L, [%T (Finish) 1227V v 7 L&,

23. AT v 721 & 22 BBV LT, FTAZHNDODVAST T —X A ML —2 = NIZEHRINTWET
RCODA L H =T A A, BIORVAST 7—% A ML —VLBELTND7 747k ARA REIBN
LEJ, Zofl<TlE, Node-101/eth1/11-13 & Node-102/eth1/11-13 % vlan-1500 3+ J 0" mode
Trunk CiEENI L £7,

2. 75 A4 T N RARNEVASTF—% XA ML —V O FNEL EPG O—ETh A0, WBEXITH -
OIZa b7 MIMEDHY FHA,

#: Eio I[VASTTF—X% XA b U—Y $—/30 Cisco ACI##fk] &7 v a v %BBLT, Ny /T Ry
N —2 EfER L ET, 72& 21E. BACKEND_NW 7'V v KA A & FRONTEND_NW & kDT 7 & A
BLWQOS RV 2 —%Ff> EPG ZAE L7,

BEGE R}
o CiscoNexus 9000 A4 v F&#FHILIZAIA L TIFA T I Fx
o Cisco APIC & QoS

o NXOS VXLAN 7 77V v 7 %4 L 7= RoCE &
o VAST 77— IZfHF 2K T A b_—ri—

e CiscoUCS ¥ —#% *— h T VAST Data ® A L — {7
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https://www.cisco.com/c/en/us/products/collateral/data-center-networking/nexus-hyperfabric/nexus-9000-ai-era-ds.html#Storagearchitecture
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/kb/Cisco-APIC-and-QoS.html
https://www.cisco.com/c/en/us/td/docs/dcn/whitepapers/roce-storage-implementation-over-nxos-vxlan-fabrics.html
https://www.vastdata.com/whitepaper
https://www.cisco.com/c/en/us/solutions/collateral/artificial-intelligence/vast-data-ucs-ds.html
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