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e ANL—Y Xy NU—7 : AL —URy NT—7 1, FUEHBAX—2AX A L7 F A FL—U LT
r—vayv, BEXOIATBITFY NI—2 b T 7 4 w7 I EN D RoCEV2 v U —27 T 7 ¢
v EBIELET, ARL—Y Xy =221, ARL—TA &xblx»«\/B@tﬁf/MMbD
ENENCMBED IP Y7 %y "3H Y 9, ZOREFHI LV, East-West RDMA 7% ToOR A A FI2453
B E,
IORF2 AL PTIEH, ARL—Y Ry hU—2737 TAZBEOELRKE LTHHERASET,
(ARL—=YALARNL—YBOWHFOET AL FIMEHTER2WGAZ, BHEXY NU—I N7 TR
Z@EICEHINET) .
KORIE, 75 hEEERy k=2 (M6) LARL—YFy b= (M7) &ZRLCOET, 772 b
BIOEHLy NU—7 DA, ToR Z7— bo = A HFEEZRAL L 97,

Azure Stack HCI THEITENTWA Y —R—DF 73/ N =T = A1, TORICEk - Tt ENIm=—F ¥ &
k=D x=A T,
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A Anycast gateway )\
* 192.168.100.254 A

VLAN100 (L3)

Azure Stack HCI Serverl

Note: vPC peer-link doesn’t exist for ACI fabric.

X 6.
Azure Stack HCI i@ Bl 7 —%7 7 Fx (77> FBIOEHRX Y U —7)

TFUR Ry hU—IREFHR Y NU—7 LERRY, ARL—Y Xy hT—ZTIX ToOR ORT 24559 5720
@R VLAN BNSETT, 72 21X, VLAN10IZY —7 1 (R FL—Y ABZ AL ) OEEICHH S, VLAN
200ZV—72 (AFL—YBEBEISAV L) OIS ET,

VLAN10 VLAN20

(L2) (L2)
Azure Stack HCI Serverl

Note: vPC peer-link doesn’t exist for ACI fabric.

X 7.
Azure Stack HCI #HL 7 —%7 7 F v (AL —Y %y hU—7)
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ARb—Y Ry T —7 OFFHIBET2FEFHIIRO LBV T,
o AL —Y Ry hU—Z1X, TOR AA v TFDF— T =2 A BULERWNLA Y 2 BEICORMEH I ET,

e AL —Y 2y NU—ZF, AL —Y ZAXR—ZA FZA LT v, AL —Y LY A—2 g2 BIO
?47‘\%??*‘/ NTD—2 "7 4971 ENAD ROCEV2 N T 7 4 v 7 Z ik LET, 2D RFa A
v RTIE, 7T A BEOESREE L TCHEHESNET,

e ROCE TiE, *v hU—27 %1 AL AL 572D Data Center 7'V v 7 (DCB) MMET
(DCB 1% iWARP 47> 9 >T79) ., DCB %ﬂﬁﬁﬁf;’ Yalt., PFC B L OVETS #ikz x>y hU—7
WCHRETHZMEND D 77,

e AL —Y Xy hT—ZF, ZOKRFa A FNTIXIZ TAXBEOELRKE LTHHERASNLT-D
ARNV—Y NG T4 7 b TRAFBENT 7 4 v 712138725 QoS HEDBMETY, =& x1E, Cos
41ZIANL—Y FT7T7 4y 7T, Cos7 137 FAXBIENT 7 4 v 7 HTT,

WDFIZ, Microsoft 23Efiltd" 2% QoS DHELEFIHZ R L £,

Azure Stack HCI X v F V—7 QoS DHEIRE IR

IIARAFBIERNT T4 7 AML—T FTFT4 0P FTI7FNVE (TFYFBIT
BHEHRXY FU—7)

JTAK E— b E—=bFOHEHE AML—Y A=A XA VLI THFUN Xy FNT—=TRRED
Big V) W EN 22 AL A RDMA#E  MOTXTONT 7 47
Em%ﬁ@ﬁ% .

7 a—iilfl (PFC %} FEX s EQA AVAY-4

Jita)

NTGT 4wy ITA 7 3F/I1T 4 0 (F7#/h)

HIR T 25GbE UL > RDMA %~ hU 50 % T 74 b (RA MERIZA
— 7 DHEE 1% )

10GbE UL F® RDMA % v kU
— 7 DFETE 2%

& IORF2 A RTEH, ARL—Y Ry NT—I BRI FAXBEOELEKRKE LTHHERASATHET
2, T AZBEX, BRI LTINS EH AR Ry N = AR TEET, ZOMREKIE, Microsoft &
v hU—=27 ATCEN L TCREEINTZV TAX Xy MU= TEFEINTNDA M) w7 o—/LIHINTE
WEhx+, (Microsoft x> hV—2 ATC (%, Azure Stack HCl —/_R—Tx v FU—J EBZFR A F 45
mODA Tk R=2OT7 Fa—F BEH, aLa—F 400, FREFA M=) AL ET, FEM
IZ2OW T, Microsoft 2 F7—27 ATC D FFx 2 Ak ZZRLTLIEEW) , ZOHITIE, AFL—Y A,
A=Y B, BIOEHED 3 SOITAX v NU—7 BPFELET,

sers\Administrator.MIHIGUCH> Get-ClusterNetwork

X 8.
Azure Stack HCI 7 7 2% x> b U —2Z_ Azure Stack HCl — ROWNEIZIEZ, ROFR >y hU—27 a L R—FR2 b

BV ET,

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 13/ 92 R
D


https://learn.microsoft.com/en-us/azure-stack/hci/concepts/host-network-requirements
https://learn.microsoft.com/en-us/azure-stack/hci/concepts/network-atc-overview

o SET AA v F : Tk, F— V7P HIAENTAREAA v FTF, SET AA v FiL, SMB v /L
FF¥INVEEA LNy NU—2 8T 7 4 w7 CF—I v 7t LET, SMB X1 L7 b
(RDMA) v 77 4w Z71d, SET A v FDF— I U 7THEFETIE/2< . SMB ~ /L FF ¥ x/L* i L
T, e & TR DI Ry N — VA TEH L ET,

AN NR—=F garv .7y b UE—bxthvyolE, Hyper-VAA RO AN X—F 4329 T
FITENFET, FRE~ IO RE~ T b aEEL TEITIS N, AR NOWEIAN— R T = 7 |ZE#
BOTHZEIFTEETA, AEBE~ OB NIC ZRA RO SET A v FICHHTHZET, 7
Fr MEfE~vlc Ry MU= BRI S E T,

o BN—T4ar B —T v aid REUWERAZ v 7 2FATL, WY — A" A= RNT =TT
JHARAN AL —FT 4 7 VAT LT, ROFURT LI, BHN—FT 123 1 DOEH
WNIC £ 2 oDA ML —Y WNIC 3BV £9°, MBEIZSU T, N2 7 v 7HIEHOEH vNIC 247>
a U CIEBINTE ET,

*SMBYILFFrRILE. SMAZO Z7ORINLO—BTHY., XY RNIT—I NT2—IVARETTAIIN H—N—OFAftzemLEEEd. SMBIYLFFrRILZE
AY2L, 7740 Y—N—RBEBOXY NDO—VEGZRBICEATERY,

DXL, Azure Stack HCI — SNOFGHEM ey PV —ZKEZRLTWET, ZOFITIE, AFL—Y AL X
M—Y BIEE/S—T 4 v a VEATTN, BHRr Y NI—J 38— T 4 va b XA RX—=FT 43D VM
O G THERATEET, T 74T, [BEASNL—T 4 VT VAT LANZDFRy NI —0 TET X G35
ZEEFHAT Al AT T a i, SET AL v F D VNIC THIZ/>TWET, 20Tk, EH vNIC () TFH
T2 TWETN, AR L—Y UNIC (k2R TIEEDIZ 2> TVET,

TOR Switchl TOR Switch2

—— e

D

C

[ eMc1 (100G po) [ eracz (1006 pory

Management
Management

Guest Eﬂ L__ﬂ

Partition

Azure Stack HCI Server I

Mate: vPC peardink dossn exist for AC| fabric.

X 9.
Azure Stack HCI i #l 7 —% 7 7 F v (SET AA vF, ¥ A+, BIOH AA—T 13 V)
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VM VU E— F5His NIC @ MAC 7 R L A IXEIGICEI D 24T B, SET AA v FITiEETT MAC 7 R L A SV CE
Hulgere7 v 7V 7 (=" EOELNIC) @ 1 DEBBRLET, ZOEEICLY, AT T LIRER
EPENREE S ET, ROMIE, U E— b3 NIC MAC -A 22 -8~ A D N7 4w 28T v 7
V7 ELTWEENICT 2L, U E'— Xt NIC MAC -B 28 2. 72~ > B 6D b7 7 ¢~ 7 H3E NIC2
7oV UTHERTAHIZ R L TWET, WELNICT 2T 2R BMMEHCTEX R WSS, T XTDO KT~
o 7 I ORI A Bl L E T,

Leafl Leaf2 Leafl Leaf2

A
O
A4

Anycast gateway
192.168.100.254

VLANIL00 (L3)

Anycast gateway
192.168.100.254

VLANIOO (L3)

Azure Stack HCI Serverl

T

Azure Stack HCI Serverl

pNICL pNIC2
Azure Stack HCI Server2 Azure Stack HCI Server2
VLAN100 _! il iﬁﬂﬂlﬁﬁﬂl VLAN100 VLAN100 iees B VLAN100
pNIC1 pNIC2
MAC- A (path- A) MAC- A (path- A)

Note: vPC peer-link doesn’t exist for ACI fabric.

i 10.
MAC 7 RL 225 m— R RT v 78k,

ZOEORE, AL —Y NI T 4 w7 TIERW—HD East-West * v T —27 T 7 4 w71k, ALV
(ACl ®H4A) £7-1ZvPC BT U v 7 (NX-0S O#4) #imimLET,

ACI fabric NX- OS fabric

Leafl Leafl Leaf2

VLAN100 MAC- A (path- A)
Azure Stack HCI Serverl

VLAN100 MAC- A (path- A)
Azure Stack HCI Serverl

|c1! bl i pNIC2

VLAN100 VLAN100
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X 11.
NF 74w Zua—nf

Iy NT—=713, VBRI T 4 w7 BT HX0ENRSH Y £9°, Azure Stack HCIl O 7 7 A 7 7 4 — )VEE{EZ
DWW T,  https://learn.microsoft.com/en-us/azure-stack/hci/concepts/firewall-requirements % 28 L C

<TEEV,

T 7V 7L RAXY >y MTESW= Cisco Nexus 9000 >V — X 2 A v F
WDFIZ, Nexus 9000 >V —X AA v FR—2ADT—HL LA —T7 577V w7 DERBRELFISEZRLET,

2 hr—7 (APIC 721X NDFC) %M ACI: APIC

* 2. BERE & FLR
BERE

1 I CE

To—F P RN R YA

VXLAN

< IVFRy K= FH A

P—ER Fz—=2 )

X 12

THE REFMLEARY —EROH—R
A AN REER, 777 ) v oERAE
RIS ET

777U v 7%, Azure Stack HCI —x
—B I OZDMOYE Y E— RS —
—FEDOVM DZ=—F%% A =T =A
ELTEMELET,

LA ¥ 37— ARRRIZ. 27 £
ERAAL »F TR, TOR AA v FIT X
S TRt ET,

VXLAN Z {42 &, WY — 7 OBpric
BfR72 <, = =Rl — AL A7 LA
Y2 BLOLA ¥ 3mSRt S ET,
F, wATFT I MEREGEREE L 9,

~NVFRy RI~VFHA N 777V w7
X, 7 — & X — 2RO ERIGETIC LR
<, TV RRA LV MHDOY— LB LR
AY2BIOLA Y 38HmaRitLES,

=R Fo—HEERERTOE. V7
AT T F—NRARNT YR ED L4 —
L7 —E A T84 A~DEHZEEA[HE - 7
T4 VEAL VLT a U RAREICRY F
7T

Cisco ACI DA 7L 3 v ERY v— R AL O
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NX-OS : NDFC

75

75

ACl: v /LF Ry K, =LFH A h, BIO
Yg=1Ip Y =7
NX-0OS : v /L F %A1 k

ACl: #—t' % 77 7 PBR
NX-0OS : ePBR
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https://learn.microsoft.com/en-us/azure-stack/hci/concepts/firewall-requirements

NX-0OS VXLAN Single Fabric NX-0OS VXLAN Multi-Site

- =%
~
N

TLL
[ VXLAN Site 1 ) ( VXLAN Site 1 ) [ VXLAN Site 2 |
( VXLAN Multi-Site )

= Single Fabric with End-to-End Encapsulation = Multiple Fabrics with Integrated DCI

= |ntegrated DCI — Scaling within and between
Fabrics

= Multiple Overlay domains

End-to-End automation support by NDFC

= Single Overlay domain

X 13.
77U w7 E AT v MMIEESUW = Cisco Nexus 9000 &V — & A A v F

Azure Stack HCI ##¢17 i Cisco ACI & &

ZDO& 7 v a Tk, Azure Stack HCI 728 EPG £ 7'V v ¥ R A A > %] L T Cisco ACI |[ZHke 3 2 ikl
VTR LET

ZORFHE, AN AL v F L APIC BB SN, U —T7 AA v FOT 2 L CTHERE S iz Cisco ACl 7
77V v I NBERRICT TICEAINTWD Z L &S LTWET,

Azure Stack HCI £t/ Cisco ACI

DXL, Cisco ACl 7 7 7V v 7 Zi@id 5 Azure Stack HCI N7 7 4 v 7 OFER2 T 7 4 w7 71—
EZRLTWET, O TIE, CiscoACI 777 U v 7iZiE, APIC 7 T AKX |ZL->THIEND U —7 /) —
RE2DODANRL LY ) —FROXRT R 2205V ET, R—F— U—7 A v FOTIZiF, L30ut 23K X
TWET, ZHUTEY, ATN—2 DT, DFD A2 —Fy hBLORER Y NU—7 ~OER NI I
9, U—7 J—FODO~LT7 X, Azure Stack HCl 9-— 3 — L D P — N — T S LTV ET,
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Cisco ACI fabric

Cisco APIC Cluster

g e e s e e s e s e S s

Cisco Nexus 9300/9500
Spine Switches

Cisco Nexus 9300
Leaf Switches

Anycast gateway
192.168.100.254

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
-

External Network
(L30Out)

— Switch- to- Switch link (40/100/400G)

—— External connectivity (10/25/40/100G)

—— AzureStack HCI connectivity (25/40/100G)

B 14.

Cisco ACl 777U v 7 %t 7 7= Azure Stack HCI + &7 4 v 7 71—

zure Stack HI ervers

P p————

—~———r

ZORFTIE, £V —7AA v FIiL 100GbE V > 7 ZfH L T Azure Stack HCI V— — |2 S ivE 5,
ACl V—7 2 A v F L4 Azure Stack HCI —R[Ed 2 2DV > 71%, R— b F ¥V FE7-1% vPC Tl <,

BB DHE T,

WORIE, ACl A F—T = A ARERH & |

FA A BLOVLAN 77— L2 R L TWET, ToR A1 v

FOXT TR DHA L EZ—T 2 A ZAZMHTHZEIEFARETTN, 2O RF2 A NTEHEALA X —T =4 A

EHEMALET,

BT, ACl A & —7 = A AREMBUZ DWW TEHBA L 77,

E1/12

L)

i

X 15.

Azure Stack HCI —X—®D ACI V) —7 A 2 —7 = A ARk

Azure Stack HCI Serverl
i
Azure Stack HCI Server2

i

Leaf2

i

Port configuration
node-101 1/11

Port configuration
node-101 1/12

Port configuration
node-102 1/11

Port configuration
node-102 1/12

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

node-101 (ethernet1/11 X1 1/12) & node-102 (ethernet1/11 8L U 1/12) ., kD

Interface policy group
LLDP Interface policy
* LLDP enabled
DCBXP version: |[EEE 802.1
Interface Priority Flow Control Policy
* PFC Auto
* AAEP

l

~

v

/)

( Domain }(VLAN pool)

18/ 92 <

v

/
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Azure Stack HCI ACI 77 b ET VOE

16 X, Azure Stack HCl 7> N &8s r~9 25 2 & T, MBS SE 2 ACI 7 FEHRE
MOE LV OBROH 2R L CWET, ZOFI Tk, Azure Stack HCl 77> b (HCI_tenant1) (2%, {48
N—T 4 TEIOMEE (VRF) | 7V // FAAL> (BD) . BLOT T h Xy hT—27 DTy K RA
kN Zv—7 (EPG) WNEENTEY, BT MR (L30ut) & A ML —VEBIOEH XY MU
— 7 A EPG REFENTVET,

Azure Stack HCl 7> b X v b= MDD T -2 X — F v hU—7 LBE L, #Mx Y hU—2C
JRHATEDLLHITTHITIE, 77F 2 h HCM_tenant1 ® EPG LR U7 > Fofiod EPG & H:amoJ o f\O)
S5 EPG (L30ut EPG) ORICHIMNIFAET HMERH D F9, AML—Y 2y hU—27 A L B ® EPG D
B ARNL—Y NI T4 v I3FDOET AN (BD) NIZHHT2D, BIOEPG ED= N7 7 FaEEKT D
VEIH Y FH A,

Tenant: common Tenant: HCI1_tenant1

VRF: common_VRF VRF: VRF1

Active Directory

DNS BD: Web
NTP 172.16.1.254/24
Existing Services etc
provider / consumer
L3out EPG:
Shared-L30ut —_— Contract </ consumer Contract
to-external N web-to-app

/J'rovider
BD: Storage-A BD: Storage-B BD: App
No subnet No subnet 172.16.2.254/24

Mgmt 10.1.1.254/24

16.
Azure Stack HCI @ ACI 77> k O3

— %972 ACHABRTIN 2 T, Azure Stack HCl % v b U — 27 [ZIZR OAERL N VBT,

o Azure Stack HCl — _—CH SN WD A X —T7 = A A TR LLDP TLV Z2 A5 L E1,
o AML—UBILUT T AZEEFED QoS Ak

Cisco ACI BELWYNDFC 7 7 7' U v 7 OMERLDFERNC DWW TiE, [V Y 2—3a Vo] 22U TLEE
w,
Azure Stack HCI #5: D7~ D Cisco NX-OS R— 2D 7 77 1) v 7 8&Et

DOk va o TiX, Azure Stack HCI 28 NX-OS £— KT Cisco Nexus 9000 > U —X A A v F T8 T 5
ji{f \—Ol/\-(lljﬁﬁ)q Li—a—o
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Cisco Nexus 9000 NX-0OS ~X—Z® VXLAN F72130ERDOUERD LAN 7 7 70 w7 2 LT, AWS /2D
VLSS HOI BREEICHEE TX £, VXLAN IE, 2 A v A v F LU —T7 24 v FRDO L3V v 7 &2 LT
ECMP R— 2D~ NVFRAEEH L, 1ERDUERD LAN 777U v 71X, STP2FE 74512V 7 (T77%
A FRA A ELERT A AM) AL ET, VXLAN (X, 1ERONEKRD LAN L R CWE 7D, T—X
B E—T7 7Y v OBETAIBEEY ., BEHBEATHET,

VXLAN i%, U—7 (VTEP & &I D) ZEH LTy RARA &8k L. VXLAN R XL DFIE LT %
FATTHCLOS 7 =X 7 7 Frv 2 LET, AA 2 A vFiE, V=7 AL v FRDO LA Y 3 iz
it L £,

N7y 7Yy 7id#5 e, Cisco NDFC THEB I OWEFH CE£9, Zhick b, BEicEH S Tn
72 CLI R_R—207 Fua—F L3 Y, LVRETZT—D2WERBNTEEIC/Z2 Y £9°, Cisco NDFC [X. &
LWL DT —2 24— 777 ) v VBEICHIGT 23 EIERT 7T Vv TS — e AR—FL
TWET, AWS /X2 DHEFE HCI Tik, Data CenterVLXAN EVPN 35 X O Enhanced Classic LAN 7 7 7' U v 7
TUT L= NEERTOIMERHY ET, 2O R¥a A M T, AWS /SADOHESE HCI %2 VXLAN 7 7 7Y
v BT AFIEE U —27 7o —Z oW Tt L £,

Azure Stack HCI ##: /] Cisco NX-OS R— 2D 7 77V v 7

WDOE L, NX-0OS X—2D VXLAN 7 7 7'V v 7 ZiJid4 5 Azure Stack HCl N7 7 ¢ v 7 OERN R N T 7
4w 7a—%kRLTWVWET,

Cisco NX-0S based VXLAN fabric

192.168.100.254
L e e e e e i i o o i e o o o o i e e o o o o e o o s s e e e e e e (e e e e e e e e e
_______________ --=s
I
External Network :
I
I
—— Switch-to-Switch link (40/100/400G) i
: o I
—— External connectivity (10/25/40/100G) _! R i e :
__ AzureStack HCI connectivity (25/40/100G) Azure Stack HCI Servers
B 17.

Cisco NX-0OS _—2® VXLAN 7 7 7'V v 7 %4 L7= Azure Stack HCI v 7 ¢ v 7 71—

ZORETIE, VPC DY —7 AL v FOXXTIE, 100 X5y A —HP v Y 7 2 H LT Azure Stack
HCl r——icfssnEd, V—7 AA vF &4 Azure Stack HCl — [l 2 2D U 7 1%, A— K F ¥
FVE 7213 vPC Tk < EBI OB T,

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 20/92 ~

Anycast gateway

2 A



VY a— g DEAN
ZDOv s a Tk, BECH AT S Cisco AClI 3L O Cisco NDFC 7 7 7'V v 7 iR ET 2 il 22 FNEIC D
WTHH L E4, F£7-. BEF® Cisco ACI £721Z CiscoNDFC 7 7 7' U v Z 2L\ a v iR—3 v F & B
HIFEICHONT HaBH L E9,

e D FRF¥= A FOFNEIZHE - T Cisco ACI F7-21F Cisco NDFC D% ENFE T L7z 6, Azure Stack
HCl 7 9 A% % A A h—/LCT& £7, Azure Stack HCI % %$%9 5 FiiiZ. Azure Stack HCl / — K 7=1%
Azure Stack HCI 7 7 A% Z BB+ DRI L% v bV —27 NOMO 22 ¥ 2 — % T BEfREEY —/L (Invoke-
AzStackHciConnectivityValidation) #ZfEHTXE 4, ZOMIFEY —/LiX, Azure Stack HCl 7 7 A ¥
& AWS /S 2DPLFNBEFT D12 DITMERfy MU — 7 B2 MR L £ 9,

¥ DO R¥a AL FTlE, Cisco ACl £7-1% Cisco NDFC 7 7 7' U v 7 OB & . Azure Stack HCI ®» H
A A = LIZOWTITFA LEE AL

RORIZ, BEFEOEy N7 v 7 THEAENTWOIN— U =T &Y T by =7 D=V a 2R LET,

* 3. N—=RyT eI 7RI TONR—=V g
GRS
Cisco ACI Cisco APIC 6.0 (3e) ACl = he—F
Cisco Nexus A1 v (AClI E— 16.0(3e) ACI 234 v 24 v FBLW
R) V=7 AA v F
Cisco NX-0S Cisco NDFC 12.1.3b NDFC
Cisco Nexus A1 v F (NX-OS  10.2(3F) ToR A A v
£—F)
. 2022H2 Azure Stack HCI V U — =&
Cisco Azure Stack HCI ( Azure Stack HCI o<
HLTRXTOTNAAD Y7
Ny =T OfEADY Y —R%
“ip)

Azure Stack HCI ® Cisco ACI # R

Zokvr7varTik, ACI 777U w7 L APIC NEBEROEREICT TICFET S 2 &t L LT, Azure
Swme%—A~m®CmmAm% RETDHHEIZOWTIHHLET, 2D RFa A2 T, H&#D ACI
Ty TN I ek T A T BB REICOW TR L EE A,

Azure Stack HCI #—/3—HJ|Z Cisco ACI Z & ET 2 72 DFRETFNRITRD &0 T,
o Azure Stack HCI #h— —{Z#fi Sl ) —7 A 2 —7 = A ADHERL
e QoS DFEE
o EPG O E
Azure Stack HCI hr——iZ8fshic ) —7 £ L F—T =4 2 DR
Zok 7y a r TRUTOFNRICOWTHB L ET,
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https://learn.microsoft.com/en-us/azure-stack/hci/manage/use-environment-checker?tabs=connectivity

o Azure Stack HCI #8 K 2 A > D VLAN 7" — /L DIERL

o Azure Stack HCI O##E K X A DR

o Azure Stack HCI W8 K X A » DFEEfE W REIR T 7 ¥ A =T 4 T 4 7’0 7 7 A L OIERL
o Azure Stack HCI (2227 TLV ZH %23 % LLDP ARV > —ZA{F7 2%

o Azure Stack HCI (24872 TLV BN T AHT200DA v B —T 2 A4 A TI3A4F VT 4 7 —H#HRY
—DVERK

e Azure Stack HCI — — |t S iAo X —T =24 ADA v Z—T =4 A R — TL—TFDVERK

e Azure Stack HCl H— — |28 SN TNWA ) —T A X —T 2 f AIA X —T =4 AR v— T
— 7 ~OBSEfF T

18 #4112, 2o 7 varyTHATAH MR Y, A H—TxAf A, BIXUOWE KA A AR T A —X
OWZEZRLET, ZOFETIL, AClI UV —7 AA v F & Azure Stack HCI —/X—F]T 4 -5 100 GbE A

YHE =T A A LET,
Port configuration ™\
node- 101 1/11
Leaf2

(node-101 (node-102) Interface policy group: Individual- HC!

— Port configuration + LLDPInterface policy: HCL_LLDP
T node- 101 1/12 . LLDPenablgd
E1/12 « DCBXPversion: IEEE802.1

« Interface Priority Flow Control Policy: PFC- Auto
Port configuration
node- 102 1/11

) + PFC Auto
VLAN pool
Port configuration H%‘;:"pa;'v‘s }—)( Cl_VLAN DOOD
node- 102 1/12 (1600- 1699)

. AEP. HCI_AAEP
il

X 18.
Azure Stack HCl —X—D A v Z—T = A A LWFL N A A DHERL

Azure Stack HCl —R_X—D A V2 —T = f ALY R A A L O

AV =Tz AV F—Txf [LLDPA 5 — A F—T= AAEP % RAAL >4 | KAAY |VLAN Pool
A A xd’)/»— 7:/(fo/ £ 2 PFC RV DEATS
N—" -

Leafl 31Ot @51 HCI HCI_LLDP PFC H#f HCI_AAEP HCI_phys HCI_VLAN_pool
Leaf2 1 —% (DCBXP : IEEE (VLAN 1600
Xk 111- 802.1) ~ 1699)

12

#E5BLUG6IZ, 2o varEHINAHEBL N2 —— 7572 MERANT A —Z O EEZ R LET,
ACl UV —7 AA v FiE, L2 FEHDOA K 1/~“/“Z\/ MU —27 %BrE. Azure Stack HCI R T =T ~Dl—
MYz LTHRELET, ZEOOICaL FT 7 MATEH I TWETR, BT F 2 FoAF L30ut
kL a2 h7 7 F@ﬂ‘%)ﬁ?illﬁﬁiolﬂfﬁ\ ZORF=2 A MTIEEFALEEA,
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Tenant: common

Tenant: HCIT_tenant1

VRF: common_VRF VRF: VRF1

Active Directory
DNS

NTP

Existing Services etc

provider
L3out EPG:
Shared-L30Ut e Contract </ consumer Contract
to-external N web-to-app

BD: Web
172.16.1.254/24

N)nsumer

/)'rovider

BD: Storage-A
No subnet

BD: Storage-B
No subnet

BD: App
172.16.2.254/24

EPG BD: Mgmt
Mgmt 10.1.1.254/24

X 19.
7 F 2 MR

% 5. Azure Stack HCl common 57 s ORI

FF b
77~k VRF

TV RAAL Y

V=7 ) =R F—Tx A X

EPG

SN EPG (L3 Out)

ar k77 b

% 6. Azure Stack HCI 5 F > + D#&E k]

BT
common_VRF

common_VRF DA FL—Y A (37 x> haL)
common_VRF DA L —Y B (73w ML)
common_VRF TOEEE (10.1.1.254/24)

J—F101 3L 102 4 —H %y b 1/11 BLO1/12
BD & HLCo» EPG & FE (VLAN 1600)

BD 2 kL — A @ EPG Ak L— A (VLAN 1601)
BD AL —YBW®DEPG 2 ~L— B (VLAN 1602)

common 7 7} > @ Shared_L30ut

common 7} MZ X - Tt 415 Allow-Shared-L30ut

Tk HCI_tenant1
77~ bk VRF VRF1
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TV wY RAAL v VRF1 @ BD1 (192.168.1.254/24)
V=" ) =R F—T A X J—F101 BLW102 A —H%xy b 1/11 BET1/12
EPG BD1 & Web EPG (VLAN 1611)

BD1 ®7 7V 4#—+ 3> EPG (VLAN 1612)
SN/ common 7} MZ X - Tt 415 Allow-Shared-L30ut
T N TERSINTZ Web 7 7Y 2 vTF 7 b
Azure Stack HCI 9 K X A > ®D VLAN 7 —/)VDYERL
ZokZ v a s TiE, Azure Stack HCl ~DO# 2 AT 572D VLAN 7 — /LA AER L £ 7,

Azure Stack HCI #—/"—% ACI U —7 AA v FITHHiT 5 £ 912 VLAN 7 — /L 2R ET 51213, ROFIEEZ
FATLET,

1. —&ZLoOFErF—yvary A=ma—mnb, [Z777 VU v (Fabric)] > [T 27 A RV > — (Access
Policies)] # &R L ¥,

2. EfloFesr—rar v Ry, [7—A (Pools) ]>[VLAN] OJEIZEHR L F 7,
3. 57V w7 L, [IPF—LDIERK (Create IP Pool) ] #i®R L £,

4. [F—nDERL (Create Pool) 1 Ry 77 v 7w 4 R T, 4Hi (HCI_VLAN_pool 72 &) Z45E L.
[#1v % CTE—F (Allocation Mode) ] C [ER9%EIV ¥4 T (Static Allocation) ] ZE3&iR L £7°,

5 B 7eMbTay s ORAEE, HHO [+] B2 &6 LT VLAN % VLAN 7—/L 2B £97, [#
FHDIERL (CreateRanges) | Ky 77 v 7 v g RYUT, U—7 AA vF 5 Azure Stack HCI
— NIRRT DR B D VLAN ZRE L £ 7, R0 ONNT A —=F(FZEDOEFIZLET,
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CIRED

iyt ey

Pelicies

FEDDD Do

I

APIC

Tinaiie s F Wirtudl Matworkieg Adimin it L0 § ADps Inlagrat ke

Create VLAN Pogl ]

Create Ranges e

6.
7.

;
<oy ...

[OK] %227V v 2”7 L%,
[#%/E (Submit) 1% 27V v 27 LET,

Azure Stack HCI D3 K A A > DR
WML R A A v B A T 2AERLT DI21E. Azure Stack HCl — "— (28 L, RO FNEZ FT L £,

1. &K toFesr—rary A=a—hb, [Z777 VU v (Fabric)] > [T 7 X R ) 2 — (Access
Policies)] %2R L £,

2. &K Loresr—vary Ama—nmb, [Z777 Y v 7 (Fabric)] > [7 7 & RV 2 — (Access
Policies)] # &N L £,

3. EOF ¥ —ar 74 R, [Physical and External Domains (FLE M KA A ) | 2R
L. [Physical Domains (ME KA A Y) 1227 Vv 7 LET,

4. [WE KA A > (PhysicalDomains) 1% 4A7 VU v 7 L., B MHE KX A > DOER (Create
Physical Domain) ] Z&R L £,

5. ¥ K2 A > DERR (Create Physical Domain) 1 Xy 77 v 7 7 4 KT, RAA DA4H]

(HCI_phys 72 ) Z#5E L £9., VLAN 7= L OBEEIL, Rey X0 U R M6 ELRNZIER L
72 VLAN 7" —/L (HCI_VLAN_pool 72 &) %R 1L £,
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vl APIC

Clsco

System  Tenants Fabric Virtual Networking Admin Operations Apps Integrations

nventory Fabric Policies | Access Policies

Select Mame Description

Policies . .
Physical Domains

O . .
- Create Physical Domain Q
E Mame: |HCI_phys
[—] Associated Attachable [ 04 5 yajue

Entity Profile: avan
= VLAN Pool: |HCI_VLAN_pool{static) @
= Security Domains: (] +
—

Cancel
6. [X(5 (Submit) 1227 U v 7 LET,

Azure Stack HCI 3 K X £ V DEFEFRIRER T 7B R =0T 45 4 a7 7 A4 VOVERR
P nlRE/R T 7 A =T 4T 4 717 7 A/ (Attachable Access Entity Profile (AAEP) ) Z{ERT %12
X, MOFINEEFEITLET,

1. &Kt sr—rary A=ma—ht, [Z777 U v (Fabric)] > [T 27 X &Y 2 — (Access
Policies)] %2R L £,

2. Fehr—r g XS T, [RY — (Policies) ]1>[Z v— 3L (Global) > [E# g7 7R =
VT 474 Fu7 7 A/ (Attachable Access Entity Profile) ] OJIRIZIRIN L &£,

3. H7 Vw7 LT, [BEGuAERT 78R T 4T 4 727 7A4)v (Create Attachable Access
Entity Profile) 1% {Epk L %9,

4. [BEEFIRER T 78 RA =T 4T 4 7177 A/ (Create Attachable Access Entity Profile) ] 7~ >
TT w7 74 RUT, 4Rl (HCILAAEP 72 &) ZIEEL., [4 7 F A NF 7 F % VLAN OF#ML
(Enable Infrastructure VLAN) ] & [f v % —7 =4 A~DEHESTT (Association to Interfaces) ]
2F7ICLET,

5. [FAA ¥ (Domains) 1 IZoW\WTiE, V4 v RUDHEMIZHL [+]E227 Y v L, [FALY a7y
4 /v (Domain Profile) ] D T K v 7 # o UAROLLRNIMER L2 KA A U &BIRL £,

6. [Update] #27 U v 7 LET,
7. WIRT LT, BIRULIZ KAA > ERHHET S VLAN 7 — L BRFR SN ET,

8. [k~ (Next) |22 Vv s LEd, LERROFIESL T[A ¥ —7 A A~OBESIT (Association to
Interfaces) | BNA 7I1C/>TWAT, 277 7 A VFBETIIEDA v Z—T =14 ZITHEA
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BT ONTVETA, ROEZar TA U F—T oA AZRET DL, TNUOEHETITLZ &N
TEET,

] APIC

cisco

System Tenants F: Virtual Networking Admin Operations Apps Integrations

ny Fabric -ess Policies

Policies | Create Attachable Access Entity Profile (>

STEP 1= Profile

Name: | HCI_AAEP

(=]
v

Description: | optional

Enable Infrastructure VLAN: []

Association to Interfaces: []

Domains (WVMM, Physical or
External) To Be Associated T+
Tolnterfaces: Domain Profile Encapsulation

I Physical Domain - HCl_phys from:vlan-1600 to:vlan-1699

EPG DEPLOYMENT (all Selected EPGs will be deployed on all the interfaces associated )

Application EPGs Encap Primary Encap Mode

9. [527 (Finish) 1227V > 7 LE7,

Azure Stack HCI [Z 4 E 2 TLV #8029 5 LLDP R Y o —%1ERk T 5
Azure Stack HCI |2 /87 TLV 2850235 LLDP R U > — 2B+ A 121X, WROTFIEZFEIT L £,

1. =& EOFEerF—rar A=ma—0nb, [Z77 ) 7 (Fabric)]>[Z7 77V v 7 &Y 2 — (Fabric
Policies)] Z3R L £7°,

2. EffloFresr—rar v R, [RY— (Policies) ]>[Z7r—/ 3 (Global) ]1>[F 7%/ b
T® LLDP R Y — (LLDP policy by default) ] Z&R L £7°,

3. WOAF v ard TLV 2R LET,
i. DCBX (R hL—¥ %y hU—27H)
i. R—F VU788
iii. ®—FrFROT7VL—LPAX
iv. ®— bk VLAN %
Azure Stack HCI (2 & 4272 7R — b VLAN (X, LLDP "RV > — DR EICfR AR < FICHENT > T E

S
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| : :
[ ‘cisco APIC (MinakoSite)
System Tenants Fabric Virtual Networking Admin Operations Apps
Inv y CCH cies

Policies LLDP Policy - default

C» Quick Start

Properties
Hold Time (sec): 120

Initial Delay Time (sec): 2
Transmit Frequency (sec): 30

Optional TLV Selector:

B peex

B4 Port Link Aggregation

[ Port Maximum Frame Size
4 Port Vian Name

4. %15 (Submit) 1227V v 7 LET,

LLDP f v & —7 = A A RY I —DER
Azure Stack HCI 1248572 TLV 244023 % LLDP BV o~ — & /Efk+ 51213, RO FIEZE/T L E,

1. — & LoFrer—vary A=a—nhb, [Z77V v 7 (Fabric)] > [7 7 & X RV — (Access
Policies)] %3N L £,

2. EffloF el —rary v Ry, [RY— (Policies) ]1>[f 4% —7 x4 X (Interfaces) ]>
[LLDP A % —7 = A A (LLDP Interfaces) ]% 3R L £,

3. i7 Vv Z LTCILLDP f 4 —7 = A R Y > —%{ER (Create CDP Interface Policy) ] %#i%&iR L
iﬁ_o

4. [[LLDP A v #—7 A A KR Y I —%{ERR (Create CDP Interface Policy) | R 77 v 77 4 Kv
T, 4AizfEELET (. HCI_LLDP) ,

5. [X13IKHEE (Transmit State) | T [A%) (Enable) ] #i#R L £,
6. [DCBXP »x—" =3 . (DCBXP Version) ] |2 [IEEE 802.1] % 3&4R L £ 9,
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Gl APIC

System  Tenants Fabric Virtual Metworking Admin Operations Apps

Integrations
nventory

Policies

Interface - LLDP Interface

+ Name

label Receive State
Create LLDP Interface Policy (]
Name: [HCI_LLDH
Description: | optional
Alias:

Warning: Changing the DCBX version may prevent the port parameters from
converging. The link may need to be reset for the change to take effect.

7. [%(5 (Submit) 1227 U v 27 LET,

AV E—T oA RABELINEA 7 v —EIFRY o —DIER
Y—7 B Y TPFC 2EMNCT HA v 8 —T oA AR v — I N—F 5T 5 I1CiE, ROFIEE

FAT
L/ij—o

1. &K toFesr—rary A=ma—ht, [Z777 VU v (Fabric)] > [T 27 X RV 2 — (Access
Policies)] Z# &3 L 7,

2. FflloFrer—rar v Ko<, [RU— (Policies) 1>[1 % —7 =4 X (Interface) ]>
[fB5 7 o —#l# (Priority Flow Control) 1% 334k L 9,

3. 57V v LT, BE7a—#IHRY > —DER (Create Priority Flow Control Policy) ] % 7%47 L
£7,

4.

[fB: 7 v —iilfR U > —D1ER (Create Priority Flow Control Policy) 1 Ry 77 v 70 ¢ 2 R T,

401 (PFC-Auto 72 &) #fiE L. [HE) (Auto) ] 8RR L £3, (DCBX 7m h=/L% 7 PFC
HEECKEEZ B 511X, [HE) (Auto) JICRET HMERH Y £7) .
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Al apIC

System Tenants bric Virtual Networking Admin Operations Apps Integrations

In ¢ s Access Policies

Policies Priority Flow Control

Name

Create Interface Priority Flow Control Policy (<]

Name: [PFC-Autd] |

Description: | optional

State: (EEENLG] off an

Cancel Submit

5. %15 (Submit) 127V 27 LET,

Azure Stack HCI — _— 8 SN v 2 —T 2L ADAL EZ—T 24 A RY r— T —FD
YERZ

ACI 77 7 U v 7 DANESDONEL 77— N T = A\ T 27200 DA v H—T oA AR — T —THERT D
i3, O FIEZFEIT L ET,

1. & EoFerF—ra A=ma—0nb, [Z777V v 7 (Fabric)] > [7 7 & RY 2»— (Access
Policies)] Z#{R L 7,

N

. EMoF e —vary v RUTC [fvF—7 A4 A (Interfaces) |>[V—T7 f vV Z—T AR
(Leaf Interfaces) ]> [~V o — 74— (Policy Groups) 1>[V—7 727 Z2 &~—b (Leaf
Access Port) %8R L $£7,

3. 57V w7 LT, [V=7 T727%RFR—b RY— ZV—7FDERL (Create Leaf Access Port
Policy Group) ] Zi#{R L £,

4. [V—7 77 RA K— kK KU — 7L—7DERL (Create Leaf Access Port Policy Group) ] 74>~
Ty 4 RUT, 4T (Individual-HCl 72 &) & %7 4 — VLV RO Ray 77Xy R MpbHi%
VI DA H—T 2 A AR —FHFELET,

5. [#t=>7 47 1+ 71771/ (Attached Entity Profile) ], [LLDP "V > — (LLDP Policy) ]. Bk
N7 744V 7 4+ 7a—ilfE (Priority Flow Control) ] 7 . —/V K C. LARNZAER L7= AAEP,
LLDP RV v —, BXOT 744V 7 ¢ 7o —iili#l7;" Y > — (HCI_AAEP, HCI_LLDP , PFC-auto
728 HEIRLE T,
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| '::luls'élc;' APIC Create Leaf Access Port Policy Group (<]
Mame: | Individual-HCI

System bric Virtual Description: | optional
| y Access Pol

Attached Entity Profile: | HCI_AAEP @ Link Level Policy: | select a value

Policies

CDP Policy: | select a value LLDP Policy: |HCI_LLDP i)

View Advanced Settings »

802.1x Port Authentication: | select a value MCP: | select a value

Transceiver policy: | select a value Monitoring Policy: | select a value

CoPP Palicy: | select a value PoE Interface: |select a value

= DWDM: |select a value Port Security: | select a value
Egress Data Plane Policing: | select a value Pricrity Flow Control: | PFC-Aute @

Fibre Channel Interface: | select a value Slow Drain: | select a value

Ingress Data Plane Policing: | select a value Storm Control Interface: | select a value

L2 Interface: | select a value STP Interface Policy: | select a value

Link Flap Pelicy: | select a value SyneE Interface Policy: |select a value

Link Level Flow Control Policy: | select a value

MACsec: | select a value

> [ FC Interface MetFlow Monitor Policies: +

[ FC PC Interface MetFlow IP Filter Type NetFlow Monitor Policy

and External

Cancel Submit

6. [X(5 (Submit) 1227 U v 7 LET,

Azure Stack HCI — R_—|z#ki SNV — T L L —T 2 f ZA~DA LV FZ—T 2L A RY I — F
JV—7 OBEEA T
Azure Stack HCl r— _—cfifmani=) — 7 A v X —T =2 A AZRETHITIE., ROFIEEZETLET,

1. &K LoFrer—rvary A=a—n6, [Z77Y 7 (Fabric)] > [7 7 &R RV 2 — (Access
Policies)] #®R L 7,

2. EloF =gy XL umnb [A v ¥ —T7 = A A¥EK (Interface Configuration)] % 3&R L £, .

3. HMoDA T, [T7av (Actions) 12457V v 7 L, [f v F—7 =4 ZAD#EFK (Configure
Interfaces) ] ZN L £9,

dsco APIC QP QRO OO

Virtual Networking Admin Operations Apps Integrations

System  Tenants

Access Policies

O]

Interface Configuration

fi, Some of the interfaces are still configured using Selectors and Profiles. We can help you migrate them

Fiter by atutes 2

a a " . . Configure Interfaces
P.. Node Interface Port Type Admin State Port Mode Palicy Group Interface Desc

Convert Interfaces

4. [4 v FZ—7 A ZAD¥RL (Configure interfaces) ] 7V 4 R 7T, ROA T a U Z2BINL £7°,
. /J—FK&A47: U—7
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ii. "—hEAT: TIER
iii. (V¥ —Tx2AALAT =YXy b
iv. {1V ¥ —7xARERZ A7 (Interface Aggregation Type) : fE3] (Individual)

5. [/ — FDiER (SelectNodes)] #7 UV v 7 LET, [/ — KD (Select Nodes) | Ky 77 v 7 o
4> KT, Azure Stack HCI —_—Z8wd 5V —7 /—F (7L x1E. /— K 101-102) %
WL, [OK] =27V w7 LET,

6. Azure Stack HCl ——C¥ii T2V —7 A X —T = A AB|ELET (& 21 1/11-12)

@ Configure Interfaces

General
Node Type

Port Type

Interface Type

[Elhsrnel | Fibre Channel |

Interface Aggregation Type

[Indwudual | PC

vPC |

Node* ©

101-102 Select Node

Interfaces For All Switches = ©

1/41-12|

Leaf Access Port Policy Group *

Select Leaf Access Port Policy Group }Required

7.[V—=o 77X R—b+ KRY — FA—7FDIERL (Create Leaf Access Port Policy Group) ] =7
Vo7 LET, [V—7 778 AKR—=F K — 7 L—7DiER ( Select Leaf Access Port Policy
Group) | Ry 7T v 7T 4 RUT, UARIMPLLURNAER LY —7 77X K=K K — 7
/L—7" (Individual-HCI 72 ¥) %R L., R (Select) 127V v 7 LET,
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@ Configure Interfaces

General
Node Type

Port Type

Interface Type

(et | v et )

Interface Aggregation Type

Node* @

101-102 Select Node

Interfaces For All Switches* ©

1/11-12|

Leaf Access Port Policy Group *
Individual-HClx

Configuration Status

ID* Name Interfaces Configuration Status
101 Pod1-Leaf1 1M1-12 (O Configuration will be updated V4
102 Pod1-Leaf2 1Mm-1z (D Configuration will be updated Ve

Cancel Save And Continue

8. [f&1F (Save) 127U v LET,

QoS DHERL

WDFIZ, Microsoft IZLDHEA R xv hU—27 QoS OHEIEHEIEAZ £ L F9, FFC >V TIL, Microsoft
D K% = A2 b (https://learn.microsoft.com/en-us/azure-stack/hci/concepts/host-network-requirements)
L TLIEEN,

# 7. Azure Stack HCl "2 b Xy b U —7 QoS DHIEHIF

IIARAEBRENT 747 A=Y FFT7 407 FT7xNME (TFHFURBXIO
BHERY hU—7)

B JF AR bt —hE— FOBEIET AR —Y ZARX—ZA XA LY FTFUR Xy NU—2RED

K rdr AL A2 RDMA @501 MOFTXTORNT 7 4 v
R T A,

7o —Hlf (PFC i) FExbs =4 AAY-¢

HIR T 25GbE UL o> RDMA %~ FU—7 50 % T 740 b (RA MERITAR
DBAEIE 1% o)

10GbE UL F®d RDMA %> U —7

DAL 2%
HESEETRIZ IS WT, 2O RFa A M TIEBIE LTRO ACIQoS BREAMH L E 3, Ziud, Microsoft
Azure Stack HCI /| Cisco UCS C240 M6 /U = —=3 3 o T & 41 5 #HE 508 L OB eEfr & L [F U
<9,

¢ RDMA (AL —¥) FI7 747DV 1 (T 7 4 v 7Ii21% Azure Stack HCI IZ L » T~v—7 &
7= Cos 4 73 F)gE)
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https://learn.microsoft.com/en-us/azure-stack/hci/concepts/host-network-requirements
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/ucs_mas_hci_m6.html#QoS の構成
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/ucs_mas_hci_m6.html#QoS の構成

o PFC 3ENZ->TWD
o HFINE T - 50%
o ETS (ACIlOEAfHTFTI U K rEY)

o U IFAZBEMDOL~L2 (M7 7 1w 71Z1% Azure Stack HCI (2 L » T~—7 &7= Cos 5 23:M1&
LTWET)

o PFC A>T ERA
o IEIETK 1 1%
o ETS (ACIOEAMIFT TV F rEY)
e VM LII7 74w 7 ERINT T4y (ZOMDNTT7 4w 7) OEEIT Leveld (577 4V 1)

o PFC AT ->THERA
o HIHIE A : 49%
o ETS (ACIOEAfHTT v FrEy)

RDOEKT, QoS HERLHIZ >V THBI L E T,

Leaf Switchl LeafSwitch2 QoS config on ACI fabrics
* Levell: For Storage EPGs Cos 4. 50%. PFC is enabled for Cos 4.
« Level2: For Storage EPGs Cos 5. 1%.
« Level3(default): default configuration for other EPGs. 49%
PNICL (100G port)J |_PNC2 (100G DOH)J QoS config on AzureStack HCI

« Storage: 50% (Priority 4 = Cos 4)

* Cluster: 1% (Priority 5 = Cos 5)

+ Others: 49%

(Cluster traffic is also carried over Storage networks: Storage A and Storage B)

Management
Management

Parent SET Switch
Partition

Guest
Partition

Azure Stack HCI Server -. 74

X 20.
Azure Stack HCI @ ACI QoS ##5k

Cisco ACl 7 7 7'V w7 (%, —W—HE 72 6 2 QoS L)L (L1 ~6) &, 777V v 7k
77 4v7, SPAN, BLWR ML —2/b— K NTF7 74 v 7 HICTREALANTE 2 DO L LEHR— N LET,

* 8. Cisco ACI QoS L~
DCBX CHEAINB QoS 7 | vTF 740 AT VXLAN ~» & —T®D DEI &' |**
A—7 (ETS B L O ETS Doclp (CoS) v—%
#eLE) * 7

0 0 LV 3 (F740E) 0 0
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DCBX TfEH &5 QoS 7 NG44 BZAS VXLAN ~ v & —T®D DEI &, [ **
—7 (ETS B L O ETS Doclp (CoS) ~—%
HedE) * > 7

1 1 L)L 2 1 0
2 2 LUL T 2 0
4 7 L~UL 6 2 1
5 6 LL 5 3 1
6 5 L~UL 4 5 1
3 3 APIC = tr—F 3 0
9 T RANE AR L SPAN 4 0
8 (SuP) 4 il 5 0
8 (SuP) 4 F L —2L— |k 6 0
7 T RNE A XL A — H—rR 7 0

* |EEE DCBX PFC #5 LLDP TLV Tlt. BEIEM{ER. EOPFCLAIL (1 ~6) FEMICE>TVRAH ICHEREL, BEFFSNLE
CoSBTY., CCTRIBRAIE. ROEBYTT,

*ROY 7EEA VST —% (DEI) EY R, RS 74y VBBRICROY 7AE8ETL—LERT1EY K 74— RKTT, CoS 8
(BEYN)+DEIfE(1EYHN)E. QS YVZAEZRLET,

QoS 7 7 A DHERR

Cisco ACI QoS 7 7 A &M % ICid, ROTFIAZEFITLET,

1. =K LOFer—ar A=a—hb, [Z77 Y v 2 (Fabric)] > [7 27 &R RY 2 — (Access
Policies)] # &R L 7,

2. EfloFesr— gy 74 R, [RY— (Policies) ]1>[Z m—/%L (Global) ]>[QoS 7 5
A (QoSClass) | DIEICEBIL, WFNhDL~LEBIRLET, (ExiE, AbL—Y FT57
74 v 7 OEET levell )

3. [RF V2=V T 7A=Y XA (Scheduling algorithm) ] 7« —/ R T, Fay 7 XU A Rp
5 [EAMFITT U K vy (Weighted round robin) ] 23#R L E9, ZiUIT 74V bORET
h@‘D

4. [HAkEE D 24T (% HA7) (Bandwidth allocation (in %)) 1 7+ —/V R T, ¥ExHEE L £+, (7=
LRE APL—=Y b T T4 v 7 DEAEIE50)

5. 7 7 AT PFC BNLBER WA, [PFC EHURRE (PFC Admin State) | 74—V K& 47O FFIZL
F7,

6. 7 7 AT PFC NLEREA .
a. [PFC Z#ik# (PFC Admin State) ] 7 1 —/L

b. [No Drop-Cos] 7 + —/L R T, [Cos]fEZEINLET (LxlE, APL—Y b T 7 497D
%X Cos 4)
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c. [#iPH (Scope) 1 A7 a T, [Z777 ) v 744k PFC (Fabric-wide PFC) ] ##iR L £,
(P77 4 7 DBRILCY—7WNIZHD%E. IntraTor PFC HEH Y FHA)

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fab Access Policies

Eolicins QOS Class Policy - Levell 0

Palicy History

o *
Properties
QoS Class: Levell
Admin State: | Enabled
MTU: |9216 -

Minimurm buffers: | 0 o

. . Ty
Congestion Algorithm: Tail drop ‘Weighted random early detection /,I

Queue control method: Dynamic

Scheduling algorithim: | Weighted round robin
Bandwidth allocated (in %): | 50 &
PFC Admin State:

Mo-Drop-CoS: | caos 4

When PFC Admin State is unchecked, this field value will be set to emp

:

7. [%(5 (Submit) 1227 U v 27 LET,
Z ® QoS #k & LLDP IEEE DCBX #:% Tld. RDEA LLDP IZi%E S E T,
o |EEE ETS ###k45 X OV IEEE ETS #t4%

tuL
><1

o Prio4 ® PGID: 2 (Cos 4 REERS4L, L1283 QoS Z//v—7 2 ThhHIEW)
o PGID 2 o#HEhE : 50 (L~UL 11X QoS 7 /v—7 2)
o FI7T74v7 7T7A20DTSA : HERmEER (L~ 113 QoS 7/ /v—7 2)
o IEEE 7T A4 AV T 1 7 —ilfEHORERL
o FT7A4FVT 1+ 4DPFC: BRI (Cos 4 NI Z4L, PFC BEMNI/ > TNDH D)
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v IREE . 7S Configuretion
ERRENR 1) BT * TLV Type: Orgmnization Specific (327)
....... @ 001 1001 = TLV Length: 2§
Organization Unique Code: 90:8:c2 (THNT)
IEEE 302.1 Subtype: £TS Confliguration (Sxt9)

[ » Willing: %
Mol il = Credit-Based Shaper: MOt suppected
cree <310 & Maximus Nusber of Traffic Classes: 6 (0x6)
O iiv wins wann = PGID for Pric &: @
o Q00D yesnsezie « PGID for Pric 3: @

vo = PGID for Prio 2: @
............ 002 « POID for Pric 3: @

e ® mro for Prio h
............ 0000 « POID for Pric 7: @
Sandwigts for PGID 8¢ @

duideh for POID 1: ¢
| farduidth for ¥ 0 21
Swlath for POID 3:
Sardwigth for PGID 4;
Sandwidth for POLD S:
fandwidth for PGID 6:
Sandwidnh for PALD 7: @

TSA for Traffic Class @1 Dnhanced Transsission Selection (2)

155 for Traffic Class 21: Enhanced Tronsmission Selectios (2
TSA for Traffic Class 2: Enhanced Transalssion Selection (2)
OF TFRITIC CLess 3! Strict Pricrity (9)

TSA for Treffic Class 4: Strict Priority (9)

52 for Traffic Class 5: Enhanced Tronselssion Selection (2)
TSA for Traffic Class & Dnhanced Transsission Selectios (2)
15a for Trafflic Class 71 Eshanced Trensalssion Selection (2)

Izl

v ILEE - Priority Flow Control Configuretion
31333 313, ..ve aene * TLV Type: Organization Specific (137)
....... O 0000 2110 =~ TLV Length: 6
Organizetion Unigee Code: D9:30:c2 (If01)

TEEE 292.1 Subtype: Priocity Flow Control Configwation (0utd)
Q... —... = Willing: WO
Bl cee w Malsec Bypess Capabllity: Mot capeble
«e 2000 = Max PPC fnabled Traffic Clesses: 8
....... 0 » PFC for Priocity @1 Disabled
@, = PIC for Pricrity 1: Disabled
wr ® PEC for Priority 2: Disabled
@... = MC for Priority 3: Dissbled

0 - PrC f v.rtl 6 :l
is' sads « PEC for Peiority 7: Disabled
Levell -> PGID 2: 50% (Storage traffic)

Cos 4 -> PFC enabled

77/ b TIE, TXTo TPGID for Pri0) ~ [PGID for Pri 7] % O IZEXE 4L, §XT? [PFC for

Priority 0] ~ [PFC for Priority 7
JERZ O fE (Cos 1) 75§E%ﬁé2}’biﬁ‘o
4] ) ,

8. VIAKBEN T 74 v I DL ILIZKH L TAT v T 2 ~7 %R
1% DV T AXBBENT 7 4 v 7 D level2 1ZIRD L5

e« QOS 7 7 X : Level2

TN ESINE T, PFC DA > TV DIGE. FFEDOEL
(La®m

1% TPGID for Pri 4: 2] 3 O TPFC for Priority

RLET, 72& 213, #HE TR
2720 F9,

o« AV a— 7 TN XA BT T U R vy (T 740 MRE)

o EMEEIY U T (% HAL) 1
o PFC EHLRRE 47

Z @ QoS ##hk & LLDP IEEE DCBX ##hk Tldk, ROfEAY LLDP IZ7%E

ShEkd, 77944V 710~3

BELUWE5~7 DPGID & PFC IZEEIIH Y £H A,

o |EEE ETS ##/3 X OV IEEE ETS #t5%
a. PGID 1 O#:kiE -

1 (level2 135% 8 I2E5< QoS /' /v—7 1 THHT-9H)

b. Vo7 4w 7T A1 D TSA : YEE(RIEER
9. MO RTF 74 v ZDL_RAUCKH L TAT v 2 ~7 BF0RLUET, 728 213, SHRIE TH97% 49% O

VM r7 7 ¢ v 7 ?leveld (F 7%V 1)

e QS 7 T A :leveld (7 #/L 1)

TR X D

‘—fcﬁ D jij‘o

« AV a—U T TNIAY XL BHST T VR vy (57 0 MERK)

o HPRIEEIVD YT (% Hif7) : 49
PFC & ¥kHE A4~
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Z @ QoS #)i% & LLDP IEEE DCBX # % Cl&, OEN LLDP I EESNE T, 7744V 7+ 0~ 3
BEIOBE5~7DPGID & PFCIZEHIZH Y FH A,

o |EEE ETS ##5%45 X OV IEEE ETS H#£4%
a. PGID 0 ®#hE - 10 (level3 133 8 12H:5< QoS /' /v—7 0 ThHhH7-8)

b. N7 74 v27 7520 TSA : JEIEEEERIR

v LEEE . EYS Cenflgureticn “ IEEE .« Priority Flow Costrol Cosfigwration
FEE AR § | D * TV Type: Organization Specific (127) 3038 82%: vqce macy « TLV Type: Organizetion Specific (327)
....... © 00N 1001 = TLV Lesgth: 25 cod0 D000 #1100 « TLV Length: 6

Organization Unlgue Code: #0:90;c2 (INIT) Organization Uniqee Code: ®0:80:c2 (TCER)
TEEE 300.1 Sebtype: ETS Configeration (Ox09) TEEE #02.1 Subtype! Priceity Flow Contrel Conflguration (8xt0)

®ivr vave * willing: W | S * Willing: %o
el e o= Credit-Based Shaper: Net supported WDie wrer = MAlsec Bypass Capability: Wet capable
wres +A00 « Paxieus Nusber of Traffic Classes: 6 () . 1000 « Max PPC Trabled Traffic Closses: 2
............ = $OI0 for Pris @: 0 14@ = PEC for Prigerity #1 Disables
........ * POID for Prio 31 0 <@, = PIC for Priccity 1: Dissbled
« = MID for Prio 2: & vorw oy ® n( for Prwn, h osunoc

0009 « PGID for Pric 3

........ SO0 ... = MGID for Prio 6: 0 . : - PIC for PPW"'yt Diublol
Rk = for Pric 7: 0 Quie sias = PFC for Priocity 71 Disabled
Sanduldth for #GI10 0: 4
fonduidth for PGID 1: 3
Sasduidth for POID &: & ]
Panduidth for PGID 3: @ Levell -> PGID 2: 50% (Storage traffic)
cov R : Cos 4 -> PFC enabled
TS for Traffic Class 01 Eshanced Transaissien Selectica (2) Level2 -> PGID 1: 1% (Cluster communication traffic)

154 for Traffic Class 11 Cshanced Trangaission Selection (2)
TSa for Traffic Class 2: Eshanced Transaission Selectlen (2)

Level3 -> PGID 0: 49% (VM traffic)

¥
¥SA for Traffic Class 4: Surict Priority (9)
154 for Traffic Class 3: Gshanced Transsissicon Selectica (3)
Y54 for Traffic Class €1 Eshanced Transeissien Selection (2)
154 for Traffic Class 7: Gshanced Transsission Selection (2)

HAZEZ A QoS RV I —DHERL
ACIZix, ROKNZRTHEED QoS AT v a v nibh £7,

38/92
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X 21.
ACI QoS HEpL DB SEIANL

CORF2ALPITIEE, 7T FBIOEH R Y FU—2Z D EPG TQoS 7 7 AR EXEHAL (F74/10 D
LL3) AL —UBIRY IAZEERY NT—27 D EPG THAX L QoS RY —REXFEHLET
(Cos 4 DA P L—DH AT levell, Cos b D7 T A X @IEDHETT level2)

QoS config on ACI fabrics

* Levell: For Storage EPGs. 50%. PFC is enabled for Cos 4.
* Level2: For Storage EPGs. 1%.

» Level3(default): default configuration for other EPGs. 49%.

Leafl Storage- A EPG
eal
(node- 101 L:ci;i_ 102) node-101 1/11-12 VLAN1601 (Custom QoS policy: Storage_and_Cluster

+ Cos 4 -> Levell (for storage)

. -> Level?2 (for cl icati
i Storage- B EPG K Cos 5 -> Level2 (for cluster communication)
node- 102 1/11- 12 VLAN1602

Tenant EPG
node-101 1/11-12 VLAN1611
node-102 1/11-12 VLAN1611

<Tenant EPG

Azure Stack HCI Serverl

QHE T

Level3 (Default)

node-101 1/11-12 VLAN1611
node-102 1/11-12 VLAN1611

22,
ACI QoS 5 L U EPG DAl

WY =R DI, ROFIEZEITLET,

1. APIC O b7 —s g A==a2—hb, [TF2 F (Tenants) ]. [#£# (common) ] DJIEIC®EIR
LFET (Fmid, EPG 2R ETHHIFOT T FEERLET) |

2. EfloFEesr—rary v RunbEBE LT, [AY 32— (Policies) ]1>[7= k= (Protocol) ]
>[4 A% A QoS (Custom QoS) ]%&EIR L,

3. 7 Vw7 LT[HRF L QoS R —DERL (Create Custom QoS) ] #ER L. [ A # L QoS
RY > —DERK (Create Custom QoS Policy) 1 Ry 77 v 7 74 v RUaBE £7,

4. [#4%7 (Name) ] 7 ¢ — /L FC, 4iZziEELET (#]: Storage_and_Cluster) .,
5. [Dot1P Classifiers] 7 + —/V K C, [+]1 %27 U v 7 L, LM EMEKLET,

a. BEIERL (ZOFITIE, APL—Y R T T7 497D Ry 7Z T JRRRD level2 Z 3R
LE9)

b. Dot1P #il/l (Dot1P Range From and To) (Z®fITlX, AL — F T 7 4 v 712 4 %45
ELET)

6. [Update] #27 V v 7 LFET,

7. VIAFBERNTI T4 v ZICHLTAT v 7 5~ 6 ZVIRLES, (ZOFTIE, 77XX@BENT
74 v 7 DA levell, 5 TY)
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ZDOHAL L QOS AR —iE, IRDAT v (EPG OffL) THRENET,

Cisco

vl APIC (172.31184.201 Create Custom QOS5 Policy

common

8. [*E (Submit) 127V v 2”7 L%,

EPG DOHERL
DB a T, RO EPG MER SV ET,

VM ©7 > I EPG

By NU—7 OEH EPG

ARL—Y Ry U= DA~ — EPG
ar 77 hOBRE

g Y a—v—BIXO TS X —EPG D bT 7 b ~DIEN

FF > F EPG OFEE

Azure Stack HCIVM &7 7> I EPG 24 2 121%, IROFNEZFEITLET,

1. APIC O EEOF e —v gy A=a—nhb, [TF 2 (Tenants) 1> [77F > FoiEiN (Add

Tenant) ] #3&RL £7,

2. [7F > FDfERR (Create Tenant) ] %A 7 w2/ Ry 7 AT, 47 (HCI_tenantl 72 &) #Z457E

3. [VRF4& (VRFName) ] 7+ —/L FIZ, VRFE£4 & A/JLET (VRF1 72 L)

B

L%

4. [ 7V oY FAA L DfER (Create A Bridge Domain) ] Z4 12 L., [IR~ (Next) 127V v 7 L

£7,
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Creata VRF a

il APIC (17231184,
STEP 1= VRF n

System Tenants Fabric Mams: |¥RFY

ALL TENANTS Add Tenant | Tenant!

HCI_tenant1 PR

C» Quick Start

ﬁ HCI_tenant1 Py Contrnd Eniespman Qirack [ m .
B Application Profiles = e s
= Networking
= Bridge Domains
B VRFs
B L20uts Create VRF

= L30uts P il plce Laserineg m

5. [&%7 (Name) ] 7 +—/L R T, %A1 (BD1 72 &) Zi5&E L., [58T (Finish) 1227V v 27 Lx7,

Create VRF [x]

STEP 2 > Bridge Domain - VRF 2. Bridge Domain

Name: [BD1

Alias:

Description: | optional

Type: ([ fc regular

Forwarding: | Optimize

IP Data-plane Learning: Yes No

Info: This option is not available when "Enforce Subnet Check" is enabled from "System Settings" - "Fabric-Wide Settings Policy".

Config BD MAC Address: []
MAC Address: 00:22:BD:F8:19:FF

6. 7V vY RAfIZm=—FF¥ AL F—FU=A IP 7 FLAE/ERT SIZ1E, [Navigation] =1 > T,
[y hU—%27 (Networking) 1>[7V v FAA » (Bridge Domains) JCIERL7=7 U v
KAA > (BD1) ZERLET,

7. [7 %> (Subnets) | 247V 27 L, [Ty bDOER (Create Subnet) ] 23R L 9,
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8. [F—tv=AIP (GatewayIP) ] 71— /L R T, =T=—F ¥ A = U=/ DIPT FLRX (ZD

F1Clx 192.168.1.254/24) #REL., [BE &E) 1227V 27 LET,

N
cisco

APIC (172.31.184.201)

Create Subnet

Gateway IP: [192168.1.254/24)

address/mas

System Tenants Fabric Treat as virtual IP address: [_|
ALL TENANTS Add Tenant | Tenant Search: Make this IP address primary: []
Scope: [] Advertised Externally
HCI_tenant1 @ [] shared between VRFs
Description: | optional
(C» Quick Start s P
% HCl_tenantl
B Application Profiles Subnet Control: [] No Default SVI Gateway
[ querier IP
[ Networking
IP Data-plane Learning: Disabled Enabled
[ Bridge Domains
@ BD1 L3 OQut for Route Profile: | select a value
[ DHCP Relay Labels
Policy Tags: e
& ND Proxy Subnets

[ Subnets
= VRFs
& VRF1

Create Subnet

Cancel Submit

9. 7V r—vary a7y A NVEERT DT, ElloFesr—rary v RuTI[7 AV r—va
v 7u7 741 (Application Profiles) 1 247V v 7 L, [TV —vay a7z A VOER
(Create Application Profile) ] Z3#iR L £,

10.[#77 (Name) ] 7+ —/L T, 4H7 (AP1728) ZfEL, [FE &) 122V vy 27 LI,

11.EPG Z BT 22X, ElloFer—rar v Runb, fERLET ) r—vay a7y A
NER L, [T7Y 7 —3 3 EPG (ApplicationEPGs) 1 %457 Vv 7 LT, [TFVr—vav
EPG DfERL (Create Application EPG) ] Z3#R L £,

12.[4%1 (Name) 1 7 +—/L KT, 471 (Web 72 L) ZHEELET,

13.[QoS 77X (QoSclass) | 7 4 —/V KT, Fuv X JARNL [LUL (Level) ] IR L F
T, (FZEZIE VM FT7 74 v 7 0AIT Leveld (74 E) o ZHUET 7 40 MER) .

14[7V v KAAL > (BridgeDomain) ] 7 4 —/V RT, Fay 7 ¥ UAMMOLIEHRLZBD (Z0
T BD1) Zi®IRL £,

15.[V —7[RACHEHIT Y > 7 (Statically Link with Leaves/Paths) | 5=~ v /Ry 7 A% 412 LT,
[k~ (Next) 1227 UV v 7 LET,
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Create Application EPG (]

afra]n
cisco  APIC (172.31184.201)

STEP 1 Identity

System REHELIE Fabric Virtual Nef|

ALL TENANTS Add Tenant | Tenant Search:

HCI_tenant1 ® @ @

C» Quick Start

ﬁ HCl_tenant1

E Application Profiles

@ AP

= Application EPGs
= uSeg EPGs Create Application EPG
B Endpoint Security Groups
= Networking
= Bridge Domains

@) 801

[ DHCP Relay Labels

= ND Proxy Subnets
= Subnets
@ 192168.1.254/24

= VRFs

& VRF1

pa g 77+ M EPG ® QoS 7 7 AL Level3 (F7+/L k) THY, 774/ N TIXPFCITAMCTRY £H
Ao

16.[#FL N A A > (Physical Domain) | 7 4 —/V RO R v 7 X7 ) X Mink, fERRLTEWEE R A A
(Z OFEITIX HCI_phys) Z3#R L £,

17.[32 (Paths) ] 74—/ RT, [+] %27 Vv 7 L, WRAZERRLTKE— K 7ML L ET,
(ZOFITIE. Web O35 1% Pod-1/Node-101/eth1/11 &5 L O vian-1611) .

18.FIE 17 Z# ViR LT, 77 AH®D Azure Stack HCl — _R—|Z#HH SN TN A TR THOA V F—T =
A 2EEMLUET, (ZOfITiE, Web 4. Node-101/eth1/11-12 3 X U Node-
102/eth1/11-12 & vlan-1611) .

19.f>7F >~ EPG (72 & 21X, vlan-1612 ® EPG 77V ) I[Zxf L CTFIH 11 ~ 18 iV ik L 7,

BHEPG 2R LET,
Azure Stack HCl A b L —Y Ry N U —F 0 72K T 51205, ROFIEEZFEITLFE T,

1. APIC ® LD e —vay A=a—hb, [7F 2+ (Tenants) ]>[3ti@ (common) ] DJIAIZ®E
WLUET (F2iF, BHEPG 2R ETHHEFOT T MERIRLET) |

2. EffloFresr—rar v RuT, [XRy bU—2 (Networking) 1>[7Y v KAA4 > (Bridge
Domains) ] &R L £9°,

. E7 U7 LT, [TV vy RAAL DERL (Create Bridge Domain) ] #34R L £,

. [&%7T (Name) ] 7 +—/V K¢, 4A1 (Mgmt 72 ) %€ L. VRF 4 (ZD#ITix common-VRF)
IR L E T,

. [k~ (Next) 1227 U v 27 LET,
. [Subnets] 7 4+ —/V RKTC, [+] 227 U v 7 LET,

A W

o O
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7. [F—FrU=A IP (GatewayIP) ] 7 1 —/L KT, IP (/=& 21X, 10.1.1.254/24) %fEEL 7,
8. [OK]#=Z7 Vw7 LET,

9. EPG Z{ERT 512, DT e —2ary T4 Runb [TV r—varFuergrAi
(Application Profiles) ] Z L. BEFEOT7 7V r—yay a7 7 A VEERLUET (720305
LW U r—ay a7 7 A NVEERLET) .

10.[7 7Y 4r— 3 > EPG (ApplicationEPGs) 1 %47V v 7 L, [77 Y — a2 EPG DYERL
(Create Application EPG) ] #i#R L £,

11.[4&70 (Name) ] 7 ¢ —/L R C, 41 (Mgmt 72 &) ZEELET,

12.[QoS 7F % (QoSclass) | 74—/ RT, Fuy ¥ JXRnE [L~UL (Level) | Zi&IR L £
T, (FEzxiX, BEHNT7 7 4 v 7 OBAIT Level3 (Default) )

13.[7V v¥ KAAL L (BridgeDomain) ] 7 1+ — /L KD Ry 7F&Z w2 U ko, B L= BD (2D
B TlX Mgmt) B4R L £,

14.[V —7 [RATHBRIZY 7 (Statically Link with Leaves/Paths) | &= v 7R v 7 2% 4 2L T,
[k~ (Next) 1227V v 7 LET,

15.[%% KX A > (PhysicalDomain) ] 7 1 —/L FDO R v 7 HZ o 2 b, VERLIZWELR A A
(ZOHITiX HCI_phys) #E#IRL E T,

16.[2%% (Paths) 1 7 4+ —/V KT, [+]% 7V v 7 LT/RAZER L, PortEncap ik LE£4 (Z o)
TlX., Mgmt ® Pod-1/Node-101/eth1/11 35 X Ot vlan-1600) . 17 1 7 VLAN (¥ 772L) M
BHRXy NU—ZIEHENTWDEEE, [F—F (Mode) 1] 74—V RT [vFv T (RAT47)

(Trunk (Native)) ] #3E8R L £,

17.7 F 2 O Azure Stack HCl #—% 4 U H —T7 = A4 ZIZK L CFIE 16 20 iR L £, (2Dl
Tl%. Node-101/eth1/11-12 ¥ X ' Node-102/eth1/11-12 . vlan-1600 for Mgmt) .

Z kL — EPG DRERR
Azure Stack HCl A hL— % v T —% 0 Z oK+ 5121%. RO TFIEEZETLET,

1. APIC O v s— gy A=a—0hb, [TF v (Tenants) ]. [#£3E (common) ] DJIEIZ IR
LET (F720F. A ML—Y EPG 2T 2807 7 RE@IRLET)

2. EMloFeF—var v RoT, [Fy hU—2 (Networking) ]1>[7Y ¥ KX 1 (Bridge
Domains) ] #3&IR L £ 9,

3. H7 Vw7 LT, [FV vy FAALDER (Create Bridge Domain) ] #38K L £,

4. [4%7 (Name) ] 7 1+ —/L R C. 401 (Storage-A 72 &) ##8E L. VRF 4 (Z DI TlZ common-
VRF) #%i®iRL E 9,

5. [z (Forwarding) ] ey 7% 7 U X s [#ZFZ 2 (Custom) | 28R L E,

6. [L2FKRHMD2=F+% X+ (L2Unknown Unicast) ] ey 7% 7> YA T, [Z7F > F (Flood) ]
IR E 9,

7. [k~ (Next) 127V v 27 LET,

8. [=%%¥ A M NV—F 17 (UnicastRouting) ] T = v 7Ry 7 A% A 7IZLT2=F % X hL—T
4 T EEHIZ L, [k~ (Next) 1227V v LET,
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9. [527 (Finish) 127V vZ7 L%7,

10.EPG Z#1ERT A I12i%, EMOFeFr—var oo Runs [TV r—vavrazZrA N
(Application Profiles) ] Z/EBA L. MFOT 7V r—ray a7 7 A VEERLET (E72039H0
LWT TV r—vay 7a7r A VEERLET) |

M.[77V r— 3 EPG (ApplicationEPGs) 1 %427V v 27 L, [T7 Y — a EPG DERKL
(Create Application EPG) ] Z#iR L £,

12.[4%7 (Name) ] 7 ¢+ —/L R C, AaizfiE LE3 (ffl . Storage-A) .

13. [ A% 2 QoS (CustomQoS) ] 7+ — /L D KKy 7 X URARMMS, {ERRLTZI AH A QoS R
Uy — (Zop)Tix, Storage_and_Cluster) %R L £,

14[7V ¥ FAAL > (BridgeDomain) ] 7 4 —/L RO Ry 727 UZX Rt {ERKL7Z BD (Z0
Tk Storage-A) ZEER L £,

15.[V —Z IR Z2T#HMICY > 7 (Statically Link with Leaves/Paths) | = v 7R v 7 2% F 2 LT,
[k~ (Next) 127V v 7 LET,

Create Application EPG (<]
4 . . F
STEP 1> Identity 1. Identity 2. Leaves/Paths
Name: | Storage-A
Alias:
Description: optional
Annotations: e Click to add a new annotation
Contract Exception Tag:
QoS class:  Level3 (Default)
Custom QoS: Storage_and_Cluster
Data-Plane Policer: | select a value
Intra EPG Isolation: Unenforced
Preferred Group Member: (Sellilel]
Flood in Encapsulation: Disabled Enabled
Bridge Domain: Storage-A @I
Manitaring Policy:  select a value v
FHS Trust Contral Policy: ' select a value
EPG Admin State: (LTS
Associate to VM Domain Profiles: []
Statically Link with Leaves/Paths: [
EPG Contract Master: +

Application EPGs

Cancel Next

16.[F K A A > (PhysicalDomain) 1 7  — /L KD Fa v FHZ U 2 b, fER LW R A A
(Z o#Ti% HCI_phys) Z IR L £,

17.[7%2 (Paths) ] 7 +— /W RC, [+] %7V v 7 LT/RREZZEIR L, Port Encap ##ipk L £3 (Z O
TlX. Storage-A @ Pod-1/Node-101/eth1/11 }5 L U vlan-107) .

18.7 7 A X DOhd Azure Stack HCI — 3— (Z0f|TiL, R L —T A ® Pod-1/Node-102/eth1/11
BLOvlan-107) (S L CFME 17 280K L E£4,
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19.2 FHD A ML —Y EPG (=& 2%, 1ERk L= 2 % & QoS Storage_and_Cluster, P N 21
HCI_phys 3 X T} /X2 Pod-1/Node-101/eth1/12 i3 & U Pod-1/ Node-102/eth1/12 ( vlan-207)
EHEMALEZRAPL—Y-BEBLOEPG R hL—-B) |

2y 77 O
Ay b T A AT D FIEL, KO LED T,

1. APIC O b — g A=a—06, [FFv b (Tenants) ] Z3&IR L. 7134 ¥ —EPG M F
ETHTFF U REBIRLET, 728213, WebEPG £ 77U —3 9 EPGRID =y 57 Mol
77 b HCI_tenant1 % &R L £ 9,

EMloF e — gy v RyT, BELT[= 72 b (Contracts) ] Z5®IR L £,
=7 VUw 7 LT, [T 27 bofERK (Create Contract) | 23R L £9°,
[#77 (Name) ] 7 1 —/L KT, %A (Web-to-App 72 &) ZfRELE T,

[#F (Scope) | %7 T, Fuy 77X v U LD [#iF (Scope) | # &R LE9d, T M=
v h5 7 NOEAE, [Fua—0 (Global) 1 ABIRLET) .

6. [IEH#57 =Y (Subjects) 17 1—A KT, + 22U vs L, 2 k57 FolE@nT =) 4 4 i55E
L%d, (=& xiE. Subjectl LAHLET, )

7. [Z74v% (Filter) 1 74—V KT, [+]1 %227 Vv 7 L, BEHFEO7 4 VAU AZRIRLET (F2E R
O THET VARDPLH LT 4 VA EERLET)

8. BT 4 NEENGH L BE1L. [FEH (Update) 1227V v L, FIE7 20 IRLE7,
9. [OK]Z7 VU v Z LET,

a &> w N

Create Contract (%]
ifrengn
Lok APIC (17231184
clsco Marme: | Web-to-App
. Alias:
System Tenants Fabric
Scope: | VRF
ALL TENANTS | Add Tenant | Tenant QoS Class: | Unspecified
Target DSCP: | Unspecified
HCI_tenant1 1 )
I Description: | optional
C» Quick Start
@ HCI_tenant1 Annotat\unsze Click to add a new annotatio
Subjects:
[ Application Profiles L
) Name Description
= Networking I Subject?

[ Contracts
Create Contract
[ Standar

Create Taboo Contract

[ Taboos

= Importe: Create Filter

Cancel Submit

10.[3%fE (Submit) 127V v 7 LET,

MADOa NT7 7 RHLGEIE, AT v 7 1 ~10 240K LET,
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aV "G h~Davyya—=[FuaxgFZ—EPG OB
2 N7 MZ EPG ZBINT212i%, RO FINAIZHENE T,
1. APIC O T e/ —sar A=a—0b, [FF b (Tenants) | # 3% L., EPG WIF(ET 57

ME@EIRLET, 72 21E, WebEPG &7 7V —2a v EPGRIo=a 77 MZixT o b
HCI_tenant1 Z & L £,

. EfloFe s —rvary v RuT, [TFVr—vay Fr7 7 A/ (Application Profiles) ] % /&
BAL. EPG 2 EET 5 [T 7Y r—3 g Fu7 74/ (Application Profile) | & L 7,

[77V /s — =2 EPG ( ApplicationEPGs ) | #/EBAi L. EPG #/Ef L7, (Web 72&) |

.[2v 527 F (Contracts) 12457V v 7 L., EPG RNTu (X —Thhnarya—<ThdHNC
U, [#BftEni-a b7 27 boEI (Add Provided Contract) | 7213 [HEESND a2 T2
r®iEHN (Add Consumed Contract) ] #i&R L £9, (ZDOHITIL, WebEPGZ=2> FZ 7 bd
a Y a—~<T7) .

N

W

5. [z 3727 (Contract) ] 74—V KO Ruy 7 X7 )R MnL, fERLTZ2 T2 b (Zop)
Tl [Web-to-App]) #E#EiRL %7,
alvaln Add Consumed Contract
duille APIC (172.31184.201) D
Cantract: |'Aeb to- App |V @
System Tenants Fabric Virtual Networkir| Type at least 4 characters to select contracts
ALL TENANTS | Add Tenant | Tenant Search: [IERERsIREETS QoS |Unspecified

HCI_tenant1 Contract Label:

Subject Label:

Cancel Submit

and Bare-Metals)

& Add Consumed Contract Interface

Add Intra-EPG Contract

6. [5(§ (Submit) |27 U v 7 LET,
7. O EPGIZX L TAT v 7 1 ~6 Z#ViEKLET,

Azure Stack HCI fi® Cisco NX-0S X—Z2D 7 77V v 7 K

D7 v a T, Cisco NDFC IZ X » TEHEH IS VXLAN 7 7 7 U v 7 NBEAEDREICT TILFEET S
Z L &AEifEE LT, Azure Stack HCI ¥-—/3X—H® Cisco NX-0OS ~X—2D VXLAN 7 7 7'V v 7 %%&“ﬁ?ﬂ“%’)b‘
BIZOWTHHLET, 2O RFa2 A MTIE, &YIIOVXLAN 77 7V v 7 ZHT 5720 M%fcﬁnﬂﬁ
WTIEHRHLETA, IGP XR—=2D 7T »Z—1 A L iBGP X—ADA——1L A (BGP EVPN) %59 2%

Data CenterVXLANEVPN 7 7 7 U v 7/ 577 L— "2 HT 50N H Y 9,
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DRI AL FTiE, NX-0OS R—=Z2DUERDUERD LAN 7 7 7 U » ZIZHOWTIEA L EEAN, iEkD
773w LAN 7770 w7 CHRERILY—27 7 —ZH9 Z LN TE&E9, NDFC (2%, NX-0S ~_X—2A D
PERDUERD LAN 7 7 7V w7 245583 572D Enhanced Classic LAN (ECL) 77 7 U w7 77 L —
F3ME R L CnET,

BIRBZRRERIE, RO KX DI TEET,
e QoS DFXIE
o LLDP ##ik
o Azure Stack HCI #h— =28t Sz ) —7 A 2 —7 = A ZADHERL
o Xv hU—7 L VRF Ok
SN DK

QoS DFXE

AWS R 2 DPLFE Atack HCI 75 2 R QoS ZEfik, ACI _R—2D7 77 v 7 L NX-OS X—2D7 771
7 O TRICTY, Mz oW TlX, £ 7 Azure Stack HCI AR A b X hU—7 QoS OHELEFIHA S L
TLIZ&EW,

WIZx3 L 912, Azure Stack HCl — X—ZHGE SN CTWD AL v FIZD I, M QoS W /N MLE T,

Azure Stack HCl Y — _R—{Z L > TRIE S 72 CoS v —F L ST, AJjA X —7 =14 AT RDMA B
YOV TREBE N T T4 v 7 TV T A~y T 2ERLET,

class-map type gos match-all RDMA
match cos 4

class-map type gos match-all CLUSTER-COMM
match cos 5

774970 (= _"—=IZ Lo TEEINTZ CoOSEIZESNT) SHEIN-H, o QoS 7 /v—7
W~y B T THRERD) 7,

policy-map type gos AzS HCI QoS
class RDMA
set gos-group 4
class CLUSTER-COMM
set gos-group 5

Xy hU—27 QoS 7 7 A%&jiE#E L., QoS /N —TIZESNWT NI 74 v 72 RELET,

class-map type network-gos RDMA CL Map NetQos
match gos-group 4
class-map type network-gos Cluster-Comm CL Map NetQos
match gos-group 5

RDMA F57 4 v 7 ® PFC #HMNL, ¥R MTU 2B ETHRY NI —27 QoS RU > —5Ek LET,

policy-map type network-gos QOS NETWORK

class type network-gos RDMA CL Map NetQos
pause pfc-cos 4
mtu 9216

class type network-gos Cluster-Comm CL Map NetQos
mtu 9216

class type network-gos class-default
mtu 9216

RDMA FZ 7 4 v 7 ® ECN LD 7 T ADOFIIEE Y B CEFHMNITDHODF 2 —A TR Y 2 — O/
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policy-map type queuing QOS EGRESS PORT

class type queuing c-out-8g-g-default
bandwidth remaining percent 49

class type queuing c-out-8g-gl
bandwidth remaining percent 0

class type queuing c-out-8g-g2
bandwidth remaining percent 0

class type queuing c-out-8g-g3
bandwidth remaining percent 0

class type queuing c-out-8g-g4
bandwidth remaining percent 50

random-detect minimum-threshold 300 kbytes maximum-threshold 300 kbytes drop-probability 100
weight 0 ecn

class type queuing c-out-8g-g5
bandwidth percent 1

class type queuing c-out-8g-g6
bandwidth remaining percent 0

class type queuing c-out-8g-g7
bandwidth remaining percent 0

Xa—ATEBIORXY hT—27 QoS RV > —% T 27 A QoS IZHH LET,
system gos

service-policy type queuing output QOS EGRESS PORT
service-policy type network-gos QOS NETWORK

EFed QoS % Elx. Azure Stack HCl H— _R—D#EIEH SND ) —7 AL v FTOHAMETT, RL7Y
5 22 DT ~TO Azure Stack HCl —_R—0[E LY —7 D vPC RT7ICHRH SN TWARY . 7770 v 74
KD QoS WD E/FIIH W EH A,

NDFC #fifH LT QoS RV v —%a%ET S FIETHRD LB TH,

ATy F1: Wifio)—7 24 vF (Azure Stack HCI [2#2f%) AR L. switch_freefrom &R U o —5
TL— b EHFHLTIN—T R —%Ek L, 73TD QoS BEDHE (Lil) %2 [AAvTF 7V —T 54—
LH#ERE (Switch Freeform Config) 178~ 7 AIZHE Y AH1F £,

RY—%ERT DT, [Z77 7Y v 7 0 8 =2 — (Fabric Details View) ]> [V < — (Policies) ] #
TICREE LT,

Create Policy

Switch List

Lealt Leat2
500 s |
@ '-z2o00

QoS configuration for Azure HCI Cluster

05 ROMA_CL_Map_NalQos

05 Cluster-Comm_CL_Map_Net@as

mai
class-map type qos match-all CLUSTER-COMM
match cos
policy-map type netwark:gos Q03 NETWORK
pe

o5 Cluster-Comm_CL_Map_NgtGos

class type notwork-gos class-default
0218
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[RfE (Save) 1227V v r325L [AY— (Policy) ] #7I2RED £, [KU— (Policy) |1 %7 ~—v
Mo, fERR LR —Z23 IR L, [FZ7¥ 3> (Actions) ] kv 72 oot [Fyda (Push) | A%
77 LT, RSN EEZY) —7 A4 v TFIZERATHLET,

AFvF2: V—7 AL v FOET Y 7 (Azure HCI IZ#56) 12 QoS RV o —AwEH L E7,
i, BTV 7 BT ATREEOH AT RTHONT T 4 v 712 QoS M1 5 DI NE T,

777V v 7 OEE (Overview) ]>[f ¥ —7 x4 X (Interfaces) | ¥7 T, V—71LUV—720E7T
Uo7 R=b Fxxn Ao 2—=7=42A%ERL, [T7¥ a3 (Actions) ] Ny 7 X0 0D [#RE
(Edit) ] 22U v 27 LET,

Fabric Overview - Azure-HCI Emo? — X

Overview Switches Links Interfaces Interface Groups Policies Networks VAFs Services EventAnalyties History Resources Virtual Infrastructure

Intartace contains 00

Rdmin Oper.
B oevice Name Interface el s Reason Policies Overlay Network  Sync Status
B eati Port-channel500 T up Tup ok int_vpe_peer_link_po A @ in-syne
B Lz Fert-channet500 +up o o int_vpe_peer_link_po NA @ insme
Edit interface(s)
10of 2 Selected Interface(s) :
Interface
Leaf-1: Port-channael500
Policy*
int.vpc_peer_link_po >
Palicy Options
VPC Peer-Link Port-Channel Member Interfaces
Ethernet1/39,Ethernet1/40 | it of member ncrtoces e 9.5 1751

VPC Peer-link Trunk Allawed Vians

T ——

Native Via

( | T ——

Port Channel Description

( [T

Members Descript

[ ] d descriprion, i members don't have any {same for all members, Max
Port Channel Admin State*

[ E——

Raitional CLI for he intartace

Leaf-1 @ [fffF (Save) | R&¥ %227V v 7 LEd,
[Tk~ (Next) 1R %> %227V w27 L, V=720 VWPCET Y7kt LTRIUFNEZ#RY IR ET,
RETOREEHER L, BT LET,
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Pending config Pending config

Azure-HCI > Leaf-1 > Port-channel500 Azure-HCIl > Leaf-2 > Port-channel500

1 interface port-channel500 1 interface port-channel500

2 switchport 2 switchport

3 switchport mode trunk 3 switchport mode trunk

4 spanning-tree port type network 4 spanning-tree port type network

5 description "vpc-peer-link Leaf-1--Leaf-2" 5 description "vpc-peer-link Leaf-2--Leaf-1"
6 no shutdown 6 no shutdown

7 7

8 8

9 9

[service-pclicy type qos input AzS_HCI_QoS ] [service—policy type qos input AzS_HCI_QoS ]
configure terminal

configure terminal

AT v 73 AWS /SZADYLTE HCl ~DEfI I SND U —T A v FA =T A AT QoS R v —%
WHLET,

CiscoNDFC TliE, A v H—T =2 A A ITN—T%EHA L A v X —T =2 A A% 7 V—TbT&F, [[—DH
EalEHETHTXTOAL U H—T =1 A i AV H =T A A TN—THERA LTI/ N—TTE, LB
TRTCOBEFA v F—T oA A T NA—FIZOHWEHAINET,

Azure Stack HCI — N85t 35 — 7 1 A X —T =2 A AL V=T 2 4 U H—T = A RAZIEF L QoS % E
NLETTN, RDMA 77 4 v 7 HIZEZR D VLAN (A L= ADY—T7 1 EARL—YBDU—7 2)
BLEETAED. 2 00O A X —T 2 A AT —T 1IN T,

Fabric Overview - Azure-HCI G? — X
Overview Switches Links Interfaces Interface Groups Policies Networks VRFs Services Event Analytics History Resources Virtual Infrastructure
Description contains A28
e one e o
& DoviceName Interface damn e Reason Policies Overlay Network  Syne Status e Port )
9 oot Etnerneti/in o Uowm  XCWRmol int_trunk_host N insyne
inserted
Leat-1 Ethemnet iz U Loow KRS t_trunk_host NA @ msyne
O tear2 Ethermetitt T Loom O int_trunk_host nA @y
0 Lear2 Etherneti/i2 Tue & oown  MCVRNo inLtrunk_host NA @ insyne
o
Add to Interface Group | vore N
| Remove from Interface Group
1—'—»
A— 1 Eth1/11-12 1%, RDOFKTE T Leaf-1_Azure_HCI_Server_ports . 4 —7 = A A )L BhnEihET,

o A UH—TxAAFATORE : A —H x> b

o 7NV ¥ — : int_ethernet_trunk_host

o BPDU 7 — ROHZNME : True

o« N— b AT EHRDAME 1T

e MTU Jumbo (9216 /31 |)

e *A 7 47 VLAN : Mgmt VLAN |ZF%ERIRE (472 3 V)

o Freefrom Config : QoS B L VF2—A 7 KU —%wHT 5 service-policy CLI =2~ K&, A
B =T 2 A A~DRY — Ta—iflifllxfHT 5 CLl 2~ RERitLET,
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Create Interface Group

abric Name®

Azure-HC|

ntarface Graup Mama®

Lesal-1_Azure_HEI_Server_ports |

Puolicy Options.
Enabie BRI Guard*
l Liue st vpenrig=tome S pa e ums s bie, Lawec'Slustio, (0= setuam 1o defatl weitingn’
G for Fax Ports®
E| Shoresd gpoup For fes pasrs
Enatie Fort Type Fast®
[ Fasbin epaariag-siaadg pert Eotender
ML
[ jumbo ] [T ——
SPEED™
[ Auta W ] It Speea
AUTO NEGOTIATE®
[[en ] [P —
T vad Via
[ nans ] Abgwed volves T, U, oF wen renges e 1-200. 60020090000
lative Via
( [T
FC Drphan F
if anabias, conigurs 1 inisriood 4.3 W4 archan PO 16 Do Sesmendad by 11w Secozany o in VG faiurss

weform Config
-

priarity-fiow-contral made on

service-policy type gos input AzE HE| DoS

service-policy type quesing culput 503 EGRESS_PORT

FEROFIEA#R YK LT, Leaf-2 ;"— I Eth1/11-12 % Leaf-2_Azure_HCI_Server_ports { . % —7 = A A
TN—TBIML £,

Fabric Overview - Azure-HC| O ? — X

Overview Switches Links Interfaces Interface Groups Policies Metworks WRFs Services Event Analytics History Resources Virtual Infrastructure

et oo st g

Admin Opor. Port

| Dewice Name Interface Stutos Staws Reason Palicies Overlay Network ‘Syne Status Interface Group onetin PCH Speed MTU Mode
XCUR not

[ reat Elhernetlf11 T up 4 Down Inserted inl_shared_trunk_host A @ -y Leal-1_Azure_HCI_Server_ports 256b 8718 k.
ins:
XCVR ot

O Lear Etharnerlf12 Tun boown L ed int_shared_trunk_host Y @ s Leal-1_Azure HCI_Server_pars 560 8216 Hunk
XCVA not

[ teatz Ethernetif T up boown int_shared_trunk_hast HA @ sy Leal-2_Azure_HCI_Server_ports 2560 216 trunkc
XV ot

[ Leat-z Ethernetifz T up & Down erted int_shared_trunk_host HA [ e Leal-Z_Azure_HCI Server_parts 250h 9216 tiunk

ZNT, PFC VAR, V=710 —T72DFNENDA L F—T = A2 QoS BLOFa—o 7
RU—DREHENEL, kOEZ S a2 Tl, Azure Stack HCI [2 8%~ hU—2 (VLAN) Z{ERk L
i‘é‘o

LLDP O E

Cisco NDFC 1%, VXLAN 77 7 U w ZINOFTXTDOF A AT LLDP #feZ BN L. T XRTOF A 2ADT
RCDOA v H—T7 =2 ATLLDP 2 LET, 7=72L. LLDP (%, TEEDOUEHRD LAN 777V w7 D
Cisco NDFC TIZAINC D £/ A, TERDHERD LAN 77 7V v 7 DA, LLDP ¥R — F 451213,
_ldp R v —fpeR ) — 7 AA » FIZEEEAHT DML ENRNH Y 97,
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Azure Stack HCl DX v kU — 7 OFERL
Azure Stack HCl O v h U — 7 BB ITIR D LB Y T,

e V—Tlx=—F ¥ AN TP U ARREINTZ2DODL ATV I Xy hU—7
e ANL—VHD 2oL AY2Fy NI —7 (J—=T7ZLI21)

Spine1 Spine2

Leaf2
Vlan 2300
—e Azure_Mgmt_Vian
Eth1/11 Eth1/12 Eth1/11 Eth1/12 172.16.10.1/24
Vlan 2400 Vlan 2401 Vian 2301
Storage A Storage B Tenant_Vlan

172.16.20.1/24
Azure Stack HCI Server1

Azure Stack HCI Server2

Azure Stack HCI [f]1} Cisco NX-OS R—AD Xy T —7

VXLAN 77 70 w7 Cld, ¥ _XTDOLA Y3 %y NV—2 % VRFIZv vy 7 LT, 2007 > MNEl%E5
Bt AR H Y £, T MIBETLZT_XToOXRy NU—21F, FNENDOTF L FVRFICw vy BT
SNET, VA VY2FRy hU—JZVRF I~y B 7T AXLETIHD TH A,

VRF Z1EpkT 51, [Z7 7Y v 27 0% (Fabric Details View) ]> [VRF]>[7 27 3 3> (Actions) ]
2B L. [VRF OYERX (Create VRF) ] #iIR L, IRDO/NT A —FEZHELET,

e VRF 4 : Azure_Tenant_VRF_50000

o VRF #A+ : VRF ® VNI Z 2k L £ 9,

o VLAN #%57 : VRF IZ VLAN % fi2fit

o VRFVLAN %4 : VLAN 04 iz i EL £ (A7 ar) .
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Create VRF

VRF Mame*

[ Azure_Tenant VRF_50000 ] J
VRF ID*

( 50000 | 5 ]
WLAN ID

(oo ] )

VRF Template*
Default_ VRF_Universal

VRF Extension Template*

Default_ VRF_Extension_Universal >

General Paramaters Advanced Route Target

WRF VLAN Name

[ Azure_Tenant VRF_Vlan

] If = 32 chars, enacls ‘system vian long-name’ for ME-C3

WVRF Interface Description

[

YRF Description

[

VRF MERREND &, 1y N =7 ZETE £, F v bU—7 Z/EKT I,

[Z777V v/ DFME =

— (Fabric Details View) ]>>[*y hU—7 (X hU—2) 1>>[7 273> (Actions) ] #i#R L, [x
v N7 — 27 OYER (Create Network) ] Z3&IR L ¥,

WDINTG A —2EfFH LT, AWS S20¥5F HCI Stack UV VY — 20O BIZEHEINA LAY 3 Xy T —7
FERRLEL X9,

o v hNU—274 : Azure_Mgmt_Network_30000
VRF 4 : Azure_Tenant_VRF_50000 Z# 5 L £9

Xy BT —7 @B+ : 30000
VLAN 7#hll+ : 2300

IPv4d 7 — 7 =A[F > b~A7 :172.16.10.1/24

VLAN % : Azure_Mgmt Vlan
L3 A Z—T7 A AD MTU: 9216 /X1 |k
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Create Network

MNetwork Name*

[ Azura_Mgrmt_Natwaork_20000 ]

Layer 2 Only

VRF Mama*
[ Azure_Tenant_VRF_S0000 ] J m

Matwark 1D*

[ 10000 ] < ]

VLAN ID
G ] 7)o

Metwork Templata®

Defaull_Network_Universal »

Metwork Extension Template®

Default_Network_Extension_Universal 3

EIETSIE MLl Ploase click only to gererate a New Multicast Group address and override the defaull valus!

General Parameters  Advanced

Pud GatewaylNetMask

[1?2.18_10.1,'24 ] ] asample 1920.27/24

Py Gateway/Prafix List

] axample 2007 ab8=1/64, 20071 db0: B4

VLAN MNams

nterface Description

MTU for L3 interface

[ 9216 ] ] BRI, P08 Sgeci

Azure_Mgmt_Vlan ] If & 53 shivs, EnEDe 'Syatem v an lang-neme be MX-09, dissie VTP snd VTRe2 ar saileh 1 VTP fef

AWS N"ZDHLFEHCI 2% v 7 TF o MR SN 2 FERDOLA VY 3Ry FU—Z Z{ELEL X 9,

o 1w NU—274 : Tenant_Network_30001

e VRF 4 : Azure_Tenant_VRF_50000

o X NU—ZEkHIF : 30001

o VLAN &5l : 2301

o IPVA 75— R xA[*y h~vRAZ :172.16.20.1/24
e VLAN % : Tenant_Network_Vlan

o L3 AU H—T A AD MTU: 9216 /31 |

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

55 /92 <
v

—v

X A



Create Network

MNetwork Nama®*

[ Tenanl Network 30001 ]

Layer 2 Only

VRF Nama*

[A:ure_Tenant_\fRF_SODUO ] ]
Netweork ID*

| 3000 ] E ]

VLAN IO

o] -) cmmm

Network Template®*

Default_Network_Universal >

Metwork Extension Template®

Defaull_Network_Extansion_Univarsal

[Nl Flease click only to generate a Mew Multicast Group address and override the default value!

General Parameters  Advanced

Pvd Gateway/MetMask

[ 1721820124 J avamoia 192021724

PvE Gateway/Prefix List

[ ] wnamge J00T0BE G4 IO TEAVEL

VLAN Mame

[ Tenant_MNetwork_Vian ] Hf = 32 chars, enabla ‘systam vian long-nama’ far K-OF, disable YTFw] and VTPY2 or switch bo WTPYE for 105 ¥E
nterface Description

MTU for L3 interface

[ 9216 ] ] 88-5216. NX-05 Specific

WIZ, AL —=UDLAY 2%y hT—TEERRLET, L3 %y hU—27 LT8R L2 xy FU—Z1T1E
SVI 372< . VRF ~DO~ vy B 713 EH Y XA, L2 Xy NI —27 BT 5121, [V1¥ 2 D% (Layer
20nly) | F=v /Ry 7 A%EA AT LET,

WDINT A—=Z LT, ARL—=YAD L2 2y U —27 Z1ERR L £,
e X*v hU—24% : Storage-A_30100
o v MU— 2N+ : 30100
o VLAN #3I-f : 2400
e VLAN %, : Storage-A_Vlan
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Create Network

MNetwork Name®*
[ Storage-A_Matwork_30100

VAF Mama*
[ NA

Metwork ID*
[zo00 ] 3

VLAMN ID
=] :

Metwork Templata®

Default_Network_Universal >

Metwork Extension Template®

Dafault_Natwork_Extension_Universal »

[ LTl Flease click only to generate a New Multicast Group address and override the default value!

General Parameters  Advanced

IPvd Gateway/NatMask

’ l Example 162.0. 2124

|PvE Gateway/Prefix List

] Enample 3001 003184, 2000 40 184

VLAMN Name

[ Storage-A_Vlan J I3 32 chais, Snabes Sy SIaT Gl Ipag-aame’ 107 MO-08, dlsatie VTPV 3 WTBVE o 56l1en 16 VTPE 1

Interface Description

[ J

MTU for L3 interface

[ J EREIE, NH-D5 Specific

WDONTA—=BEFEALT, ARNL—YBDL2 Xy NU—7 2L ET,
e X*v hU—74% : Storage-B_30101
o Xy MU—ZRRHIF 30101
o VLAN inll1 : 2401
o VLAN %, : Storage-B_Vlan
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Create Network

Network Name*

[ Storage-B_Network_30101 ]

WRF Mama*®

(e )

Network ID*

| zo10n | 2 ]
VLAN ID

Go ] 3

Matwork Template*

Default_Metwork_Universal »
Network Extension Template®
Detfault_Metwork_Extenzion_Universal »
Flease click only to generate a New Multicast Group address and override the default valuel

General Parameters  Advanced

IPv4 Gateway/MetMask

] axampla 192.0.2 24

IPvi& Gateway/Prefix List

[ ] auample Z00T00E-NE4, 2001009164
VLAN Name
[ Storage-B_Vlan ] > 32 chars, nable ‘systens vian kng-name’ bor NI-0Z, dissile VTP and VTP o swiich 1o VTP s

Interface Description

[ ]

MTLU for L3 interface

[ ] RPN, NX-05 Spacifc

777 VIO [y hU—2 (Networks) ] ¥ 7mH 3 _RTOFXy T —7 iR T E7,

Fabric Overview - Azure-HC|

o i Links & fi Interface Groups Policies MNetworks VRFs Services EwentAnalytics History Resources Virtual Infrastructure

Firter by atiribates

[ Wetwork Name Hetwark D VRF Mame 1Pvd Gatoway! Profix 1PVE Gatewny/Prafix Hatwork Status VLANID
[ Azure_mgmt_Network_30000 30000 Azure_Tepant ¥RF_S0000 17216304124 ®ra 2300
[J Tenant Metwark 30001 30001 Azure_Tenant YRF_50000 17296201724 ®ria 2301
[ storage-A_Network_30100 3o A Oria 2400
[ storage-B_Metwork_30101 EL| HA LI 2401

WIZ, Ry NI —=T A =T oA ATHHL., BT 28y NV —7 &@RL T, [T7¥ar

(Actions) P[Af v 2 —T A R TA—TIZT7 % vF (Attach to Interface Group) ] =7V v 27 L¥7,
Azure_Mgmt L7 F > b Xy hT =2 2B HFDOY =710 L TCWETR, AbL—Y Xy hU—213FNZ
DAL FITHHE L TWET,

Fabric Overview - Azure-HCI

eEmo? — X

Overview Switches Links Intarfaces Interface Groups Policies Networks VAFs Services EventAnalytics History Resources Virtuallnfrastrueture

Al

() etwork Hame. Netwerki % VAF Name 1Pua GatewaylPrefis 1P GatewaylPrefi R

) Azure Mgmt_Natwor, 30000 30000 Azure_Tenam VRF_S0000 17216101424 2300 Last-1_Azurs_HC!_Seever_ports Laaf-2_Azurs_HC_Sarver_pots
[ Tensnt.Natwork, 30001 30001 Anure Tensm VRF_S0000 1721620124 230 Lash-1LAzure_HC!_Sarver_ports Laat-2_Azure HC_Sarver,ports
[ storaga-A Netusrk_30100 0100 a 2800 Leat-1Azure_HCI Server_parts.

[ storage-B_Ketwork 30101 30001 A 200 Lest 2 Azure_HCLServes_parts
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TRTCOR Yy h—I NSNS, Xy MU= %8R L, [727 3 (Actions) ]>[NDFC @ EEH
(Deploy forNDFC) 1 %#7 V v 7 L THEEEMR L, TXA AT vyva LET,

Azure Stack HCI Y— \— DA\ ik DS

VXLAN 7 7 7 U w7 OHNERIZH D BT —Z 1IN E MR, DX D7ty MU — 7 ~DiEH e+ 2
72912 VRF_Lite (MPLS 47> 3> A) »™MEHA I FEJ, Cisco NDFC X, VXLAN % 7=I1X0EkD5Ekd LAN
T 7V I mBENE TRy MU — T ~OREG A ILRET Dm0k A YR — N L ET,

IPVA/IPV6 /N> A7 %479 5 VXLAN T34 AT R—F—F /31 R LT, Z®r—/LE Cisco NDFC T
HLYR—hENTWET, 752 b VRF BNERT A RCEHEND & ARy b T =2 28T TE BICHA
ETxET,

VXLAN 7 7 7'V v 7 OSN3 ET HI12iE, 777V w7 571 — D [V Y—2Z (Resources) | %
7 C. RO NDFC fREN NI TT,

VRF Lite Deployment*

VRF Lite Inter-Fabric Connection Options. If \ToExternal is selected, VRF Lite IFCs are auto
[ Back2Back&ToExternal ] v ] "~ |
created between border devices of two Easy Fabrics, and between order devices in Easy Fabric and edge routers in

External Fabric. The I address is taken from the VRF Lite Subnet iP Range’ pooi.

Auto Deploy for Peer
Whether to auto generate VRF LITE sub-interface and BGP peering configuration on managed neighbor devices. If

51, auto created VRF Lite IFC links Wil have ‘Auto Deploy for Peer’ enabled.

Auto Deploy Default VRF
Whether to auto generate Default VRF interface and BGP peering configuration on VRF LITE IFC auto deployment. If
set, auto created VRF Lite IFC links wil have Auto Deploy Default VRF* enabled

Auto Deploy Default VRF for Peer
Whether to auto generate Default VRF interface and BGP peering configuration on managed neighbor devices. If set,

auto created VRF Lite IFC links will have "Auto Deploy Default YRF for Peer’ enabled.

Redistribute BGP Route-map Name

| Route Map used to redistribute BGP routes to IGP in defauit vrf in auto created VRF Lite IFC links

VRF Lite Subnet IP Range*

[ 10.33.0.0/16 ] ] Address range to assign P2P Interfabric Connections

VREF Lite Subnet Mask*
[ 30 ] ] (in:e, Wax:31)

VB CTC, VRFLite IP 7%y haHE D 72y b ~ A7 (MERBEE) #THELET,

BHIAT DA, BERTFASA ZIZVRF BEH SN TWAZ L 2R LET, %9 THRWEASIEL, VRF ZEERF A
A AT LET,

VRF_Lite JL3EREREZFR E T HI121E, S22 VRF 23R L, VXLAN 77 7 U » 7 /»5 VRF Sl B = —IZBE) L
7, [VRF7# vF A b (VRF Attachments) | %# 7 C, R—X—T A4 ZA%Z®INL., [TI7 a3
(Actions) ] Fa v 7 X unn [WE RE) 1227V v 7 LET,

Overview VRF Attachments ~Networks

o swen suw Arsc Swicnfole  FabricNome  LoopbackiD  Loopback YA Address
=0 i »

2000 s Auserea

2000 > =D Rivered

2000 oot fo .- JRN " e

BR—H—F R 212D T, [#E3E (Extend) ] D FD Ry 747928 VRF_LITE 238 L, [TXTHRf
(Attach-All) | "% %227V v 7 LEd, [TZ7¥a> (Action) ] DTFIZHD [T (Exit) ]V 272270 v
745 L BMONRT A—2EFEETEET,
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Edit VR Attachment - Azure_Tenant VRE_50000 7 — X

1 0f 2 : Azure_Tenant VRF_50000 - Leaf-5(FDO27280TNL)

Leal-5(FDO27280THL) )

oesen @D Attach

[
[ CFNEEBMOR—F— T AL 220, [R7F (Save) 127V v 27 LET,

[VRF 7 % v F Ak (VRF Attachment) | # 72D . REEZT A ZCEBET AL, [T27va v
(Actions) 1 (E#) Ko7 &2 oo [EBE (Deploy) 147U v 7 L%,

Cisco NDFC (%, VXLAN 7 7 7'V v 7 OEFRT NA A BEREBEE T v a2 LET,

SRy R U—2 % NDFC IZ X » TEHE SN TWAH4A 1%, Cisco NDFC 7% VRF_Lite JEsEDOFH Tl & L CTHE
FAENTWET AL AZREE T vy 2T 5D, 777 ) v T BHELER 23T LET,

ZHUCTED | AMBIEEETT O 72O, VXLAN Ry U — 27 ZAMBIZT RS A X TE, ZOWHARETT,

gk

Azure Stack HCI T® Microsoft V7 h 7 = 7 EZHRI X hU—%1 27 (SDN) D
VLAN _R—2Z2DFF > hx v hU—2712Mz T, Azure Stack HCI [Zi%, V—MAlod> VXLAN #&i % & e
Microsoft SDN Z i L7=% v hU—Z &t A7 a v NdH 0 £4, 2Dk v a Tk, Azure Stack HCI
T Microsoft SDN [r]i @ Cisco ACI 35 1. Of Nexus 9000 OEREHHIZ R LET, ZDET > a > TiL, Azure
Stack HCI 8l T B2 R SV TR L £+ A, Cisco Nexus A A~ F~0 Microsoft AWS /X A DL
HCI Bt DML T — X7 7 F v 1L, WET—X77F v ¥/ a U THHALE LD LR T TT,

Microsoft Azure SDN =2 > 7 R— R > b

Microsoft Azure SDN Ti&, Y7 rv =7 u— KK XXZ % Ty A7 U +—v, %A i IPsec-VPN, A K
il GRE F > L 72 EOBIEENEAINTWET, Y7 by =T B—RNXT LT 5747 74—/,
Azure Stack HCI 7 7 A X THRA R ENTWH Y E— FfIG~ VAR TV U T B T7 7 A4 T 7 4 —)b
P REREMELET, A M IPsec VPN 35 X O R#] GRE /L2 XY, Azure Stack HCI 7 7 &
HTHERARENTND U E— bxtlin~ > & Azure Stack HCI DAEROAMNER K~ b U — 7 B O A ATREIC 72
D ET,

WD VM 1%, Azure Stack HCI @ Microsoft Azure SDN @ EBi =1 LR — 2%k TF,

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 60 /92 XV .
© DS



e Xy hU—Z arbtuo—F3VM: Xy hU—2 a3 ha—F VML, Azure Stack HClI N T{RAER »
NT—2 AT TANT I F ¥ BB X OERT 00—t IN/adhA v MERItLET, * v
FNU—27 2> hr—7 VM (X, Azure Stack HCISDN ® =y fe— L7 L—>2 b L CTHREL . FEBED
F—H T T 4 v akLEE A, Microsoft TlE, TUEMDZDIZVR s 35D F%y hU—2
ayhr—7 VM Z2HEHTLZ L 2HERLTWET,

e V7 U7 B—RKANIFUHVM: V7 hu=7 v— K NF 4% (SLB) VM |Z, North-South 5 X
N East-West TCP/UDP N7 7 4 w72 A Y4 ua— R RT3 07 —ERZEMELES, VY7 b
77 v— R 7% VML, Azure Stack HCl 7 7 A% TAfMINT v 7 —E R &4 572
¥, Azure Stack HCI #-—/X—|2 1 > X h—/L &N F 4, Microsoft Tix. SLBVM bz, v
Th7=T =R ANF % AT T 7Y VM £7203 SLB MUX VM &0 ) HREE A L g,
ke, ZOR¥a2 A M CTIESLBMUXVM 2L TY 7 ho =7 B— K AT % VM IZOW Tl
AL %9, Azure Stack HCI 7 7 2% Z L2772 < £ H 1 2D SLBMUX VM BULETH Y . A7r—)b
WCHESWTHEECT ZENTEET, Y7 b =T v— R RXIUH0OFEMICONTEL, 20 R¥a
A FOBRETHHLET,

e 7 —hFUxAVM:»— k7oA VML, Azure Stack HCI N® Microsoft Azure SDN U € — b xfii =
v k7 —2 (UNET) & Azure Stack Azure Stack HCI D4 %~ b T — 27 B2 L A ¥ 3 B8t & 1ERK
LF 7, IPsec VPN X° GRE k> L7 EOREREIX., ¥ —h U =A VM IZ K-> TULE I E T,
Microsoft Ci%, Azure Stack HCl 7 7 A% Z L2/ &b 2 5D — =4 VM 2T 52 &
EHRELCOET, ZOBIFIA T —ZESWTHERT I ERTEET,

i* : Fv hU—27ay ha—7 VM, SLBMUX VM, BLXO7— 7 =4 VM OEBIZEET 2 AKX PEENE
HA KT A 220 TIE. Microsoft IZBRIWEHE L &,

WET—FT 7T ¥

CORF2 A PTHIRLZ BHRXYy FU—F L XA L=V Xy bTU—7 LiIHNIZ,. Azure Stack HCI WD
Microsoft Azure SDN Tix, IRDOFR > MU —7 NMEHINET,

e HNVPA X%y h7—2 (Hyper-V %v kU —2 (AL F A H— T KL A Xy hT—2)

o MHERY RU—7Z

HNVPA Xy NU—7Z

Hyper-V % v b U —Z7 {484k (HNV) 7m (4 Z— 7 KL A (PA) *v hU—2Z71%, Azure Stack HClI N®
Microsoft Azure T~ /VF 7 F > NRARLERGEICEHINET, PA Xy NU—271%, VXLAN & 7/ bz
ALTCAVF T b2ERLET, PAXxy hU—27 7 KL AE, Nexus AA vFDVTEPIP 7 N L A |2
TWET, ZiuE. Azure Stack HCl 7 7 A # N ® East-West VM i@ED 7 v X —L A YHLR Y hU—27 & L
THéREL $ 7, PAXy FU—27 TiZ, WEExr v b U—27 EIZVLAN ZE D B THAXLERHY £9°, ik, 7
FALDTRCOY—=NR—=DFT —H A L H—T 2 ATrT7 7 LTESRET,

Azure Stack HCl 7 7 A Z DB Y —NZZ 2 DO PA Ry NU—2 IPT7 RLARH Y | % SLBMUX VM &7
—F7 A VM IZIZPA XY NT—=I 5 120D IP7]\I/X75‘§>@$?‘ L7eRo>T, 16 /—RIZ T AZD
Wtr. A —/ZESWTHEE O SLBMUX VM &7 — h 7 = A VM PRI 57280, [26 LLEDOH TRy b
LB DGENH Y £,

WmERXY NU—72

FmELR > R U —21X, Azure Stack HCI #—/3X— & Cisco ACI U —7 A A v F 72 D top-of-rack (ToR; k

THT T I) AT T AL v FEDOXRy hU—2 ¥ 7 A FTY, KimBlr v hU—271%, VLAN ik5I+

ET RVAR VT 4w R LT 55w 7 Ry M CHECSVE T, VLAN ##5111X, Azure Stack HCI
JIABT—ETHLUNERDY T, 7 NLVRA T L7 ¢ w7 A2, Azure Stack HCI 7 7 2 # FHIZ 1 D,
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% top-of-rack (ToR; by 7 AF 7T v V) #7797 AL v FDOEVLAN AV F—T A4 AHIZ 1D, by
FT T AL T OXRXTTHEEIND Y E— G IP 7 KLUAMIZ 1 2 top-of-rack (ToR; h v 747 Z
v 7)) A Tl M EL 450 IP T RUARKETT, fmilry hU—271X, Azure Stack HCI
VNET & top-of-rack (ToR; N7 AT T v 7)) 7T v AA v T OMTRT 7 4 v 7 Bi5ikd 2 YR
& L THERE L £9°, VNET X Azure Stack HCI OiE+®R ~ R U —27 TH 1D, NX-OS E— R® Cisco ACI LW
Nexus 9000 ® VRF (ZAH4 L £,

PA Xv U —7 L SLB MUX VM D53

ZokZvarTiE, PAxry hU—2 & SLBMUX VM #% Cisco ACI 35 . Of Cisco NX-OS X—Z2D 7 7 7Y
v Z\HEE T D TIEIC OV TR L £,

Y7+ =x7 u—KRZ % (SLB)

Cisco ACI 35 L Ot Cisco NX-OS X—2AD 7 7 7' U v 7 TPA 3 v hU — 7 ¥t ik it 3 DAl EE /5 EHIHE
E. Y7 hu =T m— R AT oY ORE L O ERZ RS 52 LT, 24U, SLB MUX VM 78
Microsoft Azure SDN @A > A b —/LIZMZETH H 72 T3, SLB MUX VM (%, Azure Stack HCI @ VNET I
Du—RKNFZURAINTEVM DT =) ~DRT Vw7 T7EAE VNETHOX Y NT—27 T 7 4 v 7 DH
U TE £,

DO RF¥ = A FTiE, Azure Stack HClI 7 7 A Z|ZJEBI & 4u7= 3 5D SLB MUX VM OHlZfEH L £3, %
SLBMUXVM 121X, PAXy hU—IMmB0—EDIP T RLAR129H 0 £4, SLBMUX VM /%, Azure
Stack HCl 7 7 2 % O —4&TH 5 Azure Stack HCl r— 3—DWF N THRA N TE 97,

SLB MUX VM TiZ., ANy hU— 27 ORGERIREMED =012, AMNL—% (Z D4 1% Cisco ACI UV —7 2 A
vF) OIPEZHEHLTeBGP 7V v VA RETAHALENHY 1,

SLB MUX VM D EBFIZIZ, 2 2OBEMD IP 7—n (7Y v 7 VIP 77— &7 74—k VIP 7—/1) B
LTI, NT YT VP T—ve 7 T4 _X—=KVIP 7—/LiE, (AR IP 2% ) B TAH7-HIZ SLB MUX VM |2
DUTHENET, ZNODRARIP I, AT v THEER VB L35 Azure Stack HCI 7 7 A2 % N TR A
FENTWET 7V r—varEiil3h—rvRicLoTEHINET, ZbD IP 77—, SLB MUX VM ©
Flerereva=rrEnEd,

pa g SLBMUXVM X, ZNHD IP 7—A0nbBHICHD Y THNDS IPT RLAZEH L EH A, SLB
MUXVM iZ, PAXRy hU—=27 bR 4 ToNIIP T FLAZMEHLET,

o 7Y w7 VIPF—/L: Azure Stack HCl 7 5 2A Z DAERTIL—F 4 V' I AIEER IP YT % v R 7L 7
4 I AT LIMLERSY F9 (MWT LA X —Fy M—TF 4 VT R[EERNRT Y v 7 IP TH
HULEILHY FHA) . TABIE, A FEVPN O 7oy b= FVIP Z&te, VNET HO VM (27
Y AT RO AT v vMEfRATA7r L Fm U RIP T RLATY, X7 U 7 VIP L,
Azure Stack HCI 7 7 2 Z DAV S AR ST 7V r—3 g V23— B RICBET 57202
HEnE7d,

o TIAXR—KVIP =)L :ZOIPYTxy s 774y 7 AL, Azure Stack HCl 7 Z 2 % DIERT
N—T 4 VTR THHIMNEETHY FHA, ZNHD VIP L, Azure Stack HCI 7 Z A2 % @ VNET @
—HTHLINH I FAT L M Lo TT 7 8ASNDZEZHAMELTWET, T4 X— K VIPIZ,
A ENTZT 7V r—3 a3 o E 23— A Azure Stack HCl 27 5 &2 % DAL 7> 6 OB 3 A REM:
AL LW SN E T,

PA Xy FT—27 LW SLB 8D 7-H D Cisco ACI &

SLBMUXVM [Z PA %> bU—27 DO—ETHY ., MOFRy U —7 L@ETHDIC)—T7 A4 vF LD
eBGP v°7 U /I HTY, L7z~ T, L30ut i, Azure Stack HCI W T E S#L7z PA Xy N U —7
VLAN %53+ L R U encap VLAN Z i L CTRETHILENH Y 7,

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 62/92 XV .
© DS



WD, Cisco ACl YV —7 2 A v FZFHH L7~ SLBMUX @ eBGP v'7 U > 7 OinBRHy 723k 2l 2~ LT
F9,

Tenant: common

VRF: common_VRF < — —» eBGP peering

Physical
BGP ASN:65001 Connectivity

EPG
Mamt
Cluster_01_PA_L30ut

¥ Leain Leaf02 < -~
-
- i Secondary IP - h ~
,,/,f: IP:10.2.1.2/24 s IP:10.2.1.3/24 ~o L
- RO Encap: 401 Encap: 401
f I ! \ A\
d T\ \v/ \ ‘

s
—
4~ = -
@ SLB MUX 1 @ SLB MUX 2 @ SLB MUX 3
P:10.2.1.4/24 P10.2.1.5/24 IP:10.2.1.6/24

Server 1 Server 2 Server 3

BGP ASN:65002

Azure Stack HCI cluster 01

X 24.
PA %y hU—2 T»D SLBMUX 3L TYACI @ eBGP 7V >/

X%, Azure Stack HCI 7 > % — L A ¥ D% a1 CRERH S 417= Cisco ACI 7 FEZ D E L ~L D3
BROBFE R LTWET, ZO# T, Cisco AClcommon 7F > MIliEZ, AL —UBLIOEHRy hU—2
H D Common_VRF EPG & ’EIEIL 5 VRF N E L TWET,

ZOTFr MIE, BFED Y T AZD PA X v b7 — 7 g5 E A @ Cluster_01_PA_L30ut &9 £ HijD
L30ut b & N TWET, eBGP 1% L30ut THER SNz —T 0 7 7 hanilzqy £33, L30ut T
&N % encap vlan I%. Azure Stack HCl 7 5 2% ® PA *~ s U —2Z VLAN & L THERL & 7217 U VLAN
W20 F£9,

ZOBITIER, 7T AKX T EIZ 320 SLBMUX VM BAER S Tnb 72, % Cisco ACI Y —7121L 3 2D
eBGP 723 W 9, L7=23->7T, Azure Stack HCl 7 A% & Cisco ACl ) —7 A A v FDOXT DI
BFF6 DD eBGP BT U NI NET, ZOFITIE, 10.2.1.0/24 1L IP Y7 x> b, 401 I PA x> b
U — 7 ZEID ¥ THNZ VLAN &5+ T3, Cisco ACl V—7 A A v F TRESINT- SVI £ X —T =4 AL
J—701 £ U—702IZxLTEFNFI 10.2.1.2/24 £ 10.2.1.3/24 (2720 £3, 3 >?D SLB MUX VM @ |P
7T R R, RN 10.2.1.4/24, 10.2.1.5/24, X1 10.2.1.6/24 TT, V—7 v 7 IP7 RLAEX
B SN TOWARWIP 7 RLAZMHH L7 eBGP 7 U 73 R— SR TWERA, LEA- T,
eBGP v'7 U 7%, CiscoACI V—7 AA v F @D L30ut SVI A > ¥ —7 = A ATIREINET,

- % Azure Stack HCl 7 5 A % |2i%, A ML —H O EPG, FHHOHH EPG. BLONPA % v K
U — 7 HOHE M L30ut & F DA EPG 728 1 DAEL T,
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Azure Stack HCI VNET ##t (GR¥EXy hT—2BX O — by =4 VM BE)
VNET X, Azure Stack HCl Oy NU—27 T4, 7 RV A P L7 4 v 7 ATEfkShET, V—2rm—

FVM ~®D IPEV Y TH=DIZ, VNET 7 KL AR T L7 4 o 7 AMSEEO/NERY T2y M EElTx £97,

VT D1 2T = U= 7Ry hELTERHESRET, Y= bV A 7%y MMI, Azure Stack
HCIVNET OAEL EilE T D72 DICMETT, 2OV 732y hOIP T RLAL, F— M=o VM IZHBIVIZ
TabvvamrrInET, 2oV TRy ME, /28, /29, 703 /30 VT 4 v 7 AEFERA L TRETE E
T, [28 F721X /29Ty NV T 4 v 7 AlE, IPsec £721% GRE b U R RMERGAITEICY TRy b
MOEDBMDIP T RLARF— T2 VMICT B E Y a =V EnNs-d, F— 724 BT Xy T
IPsec £721% GRE U RABRERIGAIZHETT, 20O F¥=2 A M TlE, IPsec £721% GRE k> R/L{ZD
WTITERA L EE A,

Azure Stack HCI VNET £\ Cisco ACI & &t

TF—rxzAVMIEZ, ACl U —7 AL v FOXT TRESNIZNV—T RNy 7 IPT RLAZFEHLT2 250
eBGP 7V U EMNL LET, W—T Ny 7 IP T KL AIZEZERREMEIZT 5 72DIZ,  Azure Stack HCI
VNETIZAXT 4 w7 — R "BYUETT, AXT 47 —F DRI ARNKYyTIPT RLRIL, @R b
7 —27 @ Cisco ACl V) —7 AA v F DT THEINTZY ET— I IP T RLATT,

pais eBGP v¥'7 VN U ERENDAXT 4 v 7 —b DR A Ky 7 IPT KL AL, Azure Stack
HCI @ L3 ¥ 7 IP & X4, Azure Stack HCI THERL S 7= 5AE IP 7 R L A%, Cisco AClI D& H 41
IPvd 7 KL R LRI E T,

L30ut (%, Azure Stack HCI 7 7 2 % ® VNET ~DO#fiHIZ Cisco ACl 7 7 7'V w7 THERL S 1 £ 7, Cisco
ACl ) —7 24 vFx, Y= b7 =2A VMIZEID B THNZIPT FLAT2 20D eBGP 7Y 7 (4 ACI
U—T 2, v FNDH 12) L LET, 20 IP7 RL A, Azure Stack HCI @ [ — k7 = 1 $#f5
(Gateway connections) | tﬁ varOBGP V—% IPT RLATHRTEET, Y —hU=A VM D IP 7
R L A IZBGEFREMEIC T A 72012, CiscoACl V—7 ZA v F TAEZT 4 v 7 — FRHRESNTWET, =
DAZT 4 w7 Jb— F@Zxﬁx F A 7%, Azure Stack HCl 7 7 A X TR SNTZfwBER v RT—27 B0
IP7 RLATd,

W DXL, Azure Stack HCI VNET #2f¢ 2 i l L 7= Cisco ACI L30ut O il 7k L CWE T,
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Tenant: HCI1_tenant1

VNETO1 L30ut BGP ASN:65001 @ = =P €BGP peering

- Physical
Connectivity

. Leaf O WIP (secondary IP) Leaf 02 . .
EXT_L3OUT < L0: 10.10.10.10/22 10.10.1.1/29 LO: 10.10.10.20/32 <4—— Static Reuting
o A v
- IP:10.10.1.2/29 IP:10.10.1.3/29 S _
s Encap: 501 Encap: 501 N o BEELELEL L, VM Traffic Flow
7 ~
/

A o BtV

~ . L3 Logical Network BGP ASN:65201
5 e *. 10.10.1.6/29 -

- ", VLAN: 501

wah * - App
i 1---............... w

Gateway VM
Server 1 Server 2 IP:192. 168 1.2/29 Server 3

VNETO1 WNET1 Subnet: 192.168.1.0/24

Azure Stack HCI cluster 01

B 25.
CiscoAClI )V —7 AA v F ZHH L7 Azura 7—h 7 =4 VM ® EBGP £7 1 > 7

ZOBRFHHNZIE. AClI U —7 AA v T OX_XTICH RSN 3 /— KD Azure Stack HCI 7 7 A2 3 H 1 |
Azure Stack HCI [ZIRD v MU — 7RG TV ET,

e VNETOT L WHLFIO VNET 23, 7 K2 F L7 4 v 7 % 192.168.1.0/24 T Azure Stack HCI |Z/F
EnEd, Y—hv=od 7% ML 192.168.1.0/29 T,

e Azure Stack HCI ®gFir v U —271%, IP V7 %~ b 10.10.1.0/29 & VLAN %5+ 501 Zf#EH L %
4, 10.10.1.6/29 %, Cisco AClI V —7 ZA v F~DF — T = A BRI SN ET, Z0F Tl
eBGP ~ /L F kv FAMEH S, 65201 1347 — 7 =1 VM @ BGP ASN T,

o A&F (v )b—F (10.10.10.10/32 B L} 10.10.1.1 Z# &7 7= 10.10.10.20/32) L. AClI V—7
AA v FOXRXT DONL—TF Ny 7 IP T RUVAIZRET L LI ESNET, IP 7 FLX 10.10.1.1 (&,
fGDOACI ) —7 AL v FDOVLAN A > F—T =2 A ATUE—b[ I IPT7 RKLA (B &) IPv4d
T RLR) LLTRESNET,

e VNETO1 O—#iTHd oD Web 5L 07T 7'V VM I, %i%E IP 7 KL A4 VNET_01 OAESIZ & 5355
HIZTS = U= VMIZh T 7 4 v 7 BRELETS

Azure Stack HCI & O#st 2 fle i+ 572912, Cisco ACI 7 7 7' U w Z IR O G F TV E T,

e Azure Stack HCl @ VNET_01 IZ%}&4 %, HCI _tenant1 &5 45D AClI 57> k& VRF1 &9
£ VRF PMERR SV E T,

e VNETO1_L30ut &5 4 i L30ut (X, VNETO1 O~ — h 7 =1 VM & ® eBGP v'7 U v 7 FHIZ/ERK
SNET,
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o Leaf01 (Zi3/b—7,3> 7 IP 10.10.10.10/32 78 % ¥ | Leaf02 |ZiF/v—7""> 7 IP
10.10.10.20/32 * & v £,

o L30ut NGBS v X —T x4 A T a7 7 A%, VLAN A > H—7 = A4 ATHRIINET,
VLAN A > H—7 = A 22337 %~  10.10.1.0/29 6 IP 7 RLANE D Y THh, b7
+® 11k VLAN #%53 1% 501 (Azure Stack HCl @Ry hT— 27 TEHRSNTWAED LFELD)
T‘a—o

o AZT 4 w7 L—b (192.168.1.0/29) &, L30ut W@/ — N 7r 7 7 A LT —hD
=4 VM (192.168.1.2) ([ZRFET L L O ICHKEINTEBY, *Z7 A s &> 71X 10.10.1.6 T
7,

o eBGP b7V vV aHMEET 51T, fE2 2 LA ED eBGP /L F AR TINMETT,
e EXT_L30ut &9 4RTDRD L30ut 1%, Cisco AClI 7 7 7'V v 7N oI S £,

VY a— g DEA

Dk Vg TIE. SDN ZFA%NC L7z Cisco ACI 3 L T8 Azure Stack HCI 5% &1 5 36172 FIEIC >V Tl
BILE9T, ACl 777U v 7 & APIC NEREROBREICT CICHFET A Z Eaaiigl LTVWET, ZO ¥ X
VERTIEL. BUIOACI 7T v kd T A T B DI EIZ W TR L EE A,

F3FE, 20V a—varMEHENENN—FY =T VT =T 2V A LET,

WDOKEFRIIZ, ZO®IZvaryTHEHTDLI IR Y A X —T=2A4A, BEOL3 FAAL UBRENRT A—H
OWEZ R LUET, 2O TIE. ACl U —7 A vF & Azure Stack HCI -— X—[i]T 6 -2 100 GbE A
VHE—T oA AEFHLET,

Port configuration
node-101 1/11 [

Leaf2 Port configuration Interface policy group: Individual-HC!

{node-101) \00de-102\  node-107 1/12 - LLDP Interface policy: HCI_LLDP
Ay * LLDP enabled
Port configuration « DCBXP version: IEEE 802.1
node-101 1/13 « Interface Priority Flow Control Policy: PFC-
B > Auto
Port configuration * PFC Auto
Azure Stack HCI Server1 node-102 1/11 o AEP: HCI_AAEP
'i_'t.‘:‘ff.’: N TL‘::::’J a3 !
pNIC1 j j "“11“1 Port configuration L
L3 Domain VLAN pool
Azure Stack HCI Server2 node-102 1/12 Hel ExT_ Y Hcl VAN pool
‘;1{_‘3?;5[1‘_13 :::::;;13::;'3 ) L3DOM (400-600)
pNiCT GdLLLLL 'pNI02 Port configuration A
node-102 1/13

26.
SDN #1{ ] L7= Azure Stack HCl "—_X—D A v X —T = A A L L3 RAA LV DORE
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# 9. Azure Stack HCl — "—D A 2 —T = A & L3 FAA O

fvE—T=x |fF—T= |[LLDPAVZ— |[fv%—T =1 |AAEP % KA A > [VLAN Pool
A4 R L ARYY— | Tz ARYY | ZAPFCRY & DIAT

TN—F = =
Leafl Ot fER]-HCI HCI_LLDP PFC B &) HCI_AAEP HCI_EXT_L3DOM L3 HCI_VLAN_pool
Leaf2 £ —# (DCBXP : (VLAN 400 ~
f;y r111- IEEE 802.1) 600)

Azure Stack HCl ——D A v F—T = f 2 L L3 FA A DR

XI10BIO111IZ, Z0®Z g THEMAT S ACI common 38 X N2—%— 750 FOER/NT A —H &R
LET, ACl U —7 AA v FIE, L2EHOA M L—Y Ry MU —2 %R, Azure Stack HCI % v N7 —7
D= T2 L LTHIELET, BEDODICay b T 7 MARTEHINTWETRN, ZORF=2 A T
1Z, BT boE L30ut Rk E 2 N T 7 P ORERTIEIZOWTITRBA L £ A,

Tenant: common Tenant: HCI1_tenant1

VRF: common._VRE VRF: VRF1

Active Directory

DNS
NTP
Existing Services etc L3out EPG:
Shared-L30ut EXT_L30UT
provider provider
EPG BD: Mgmt
Mgmt 10.1.1.254/24
Contract_1 Contract_2

BD: Storage-A to-external to-external
No subnet
BD: Storage-B consumer consumer
No subnet Cluster_01
PA_L30ut VNETO1_L30ut

10.2.1.0/24 Encap:401 10.10.1.0/29 Encap:501

X 27.
Microsoft SDN % fiti i L 7= Azure Stack HCI @ ACI 7 > b O3

# 10. SLB MUX #f5e> ACI 3£5& 7 7> MR e

i

FAPAM BT

77~ bk VRF common_VRF

TV RAAL common_VRF DA hL— A (7 %y R L)
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V—7 J)—FKEAf U F—TxzAR
EPG

= N7
L30ut
LAl N = S o

WA A —T A A T T 7 A

S EPG

# 11.

common_VRF DA hL—Y B (7% h7g L)
common_VRF TOEL (10.1.1.254/24)

/J— K 101 83X 102 ethernet1/11, 1/12 B LD 1/13

BD & #L T EPG & #E
BDA ML —YANDEPG A FL—Y A
BD AL —YBWDEPG XA L — B

Contract_1_to-external
common 7 7> k® Cluster_01_PA_L30ut (BGP)

Cluster_01_PA_101_NP (~/— K-101)
- =R 1110
Cluster_01_PA_102_NP (/ — F 102)
JL— kA 2.2.2.2
Cluster_01_PA_101_IFP (eth1/11, eth1/12, BL W
eth1/13)
- AH =T AR HKAT SV
- 774~V IP:10.2.1.2/24
- BAUZVIP:10.2.1.1/24
- Encap : 401
- BGP tv'7 :10.2.1.4, 10.2.1.5, 10.2.1.6
- Remote AS: 65002

Cluster_01_PA_102_IFP (eth1/11, eth1/12, BL W
eth1/13)

- AVH—T AR XAT SV

- 774 <VUIP:10.2.1.2/24

- ®AZVUIP:10.2.1.1/24

- Encap : 401

- BGP E7 :10.2.1.4, 10.2.1.5, 10.2.1.6
Remote AS: 65002

Cluster_01_PA_EXT_EPG
T/ AR—k —hF 3 bo— H7xy kb (0.0.0.0)

F— A VMBHED ACl =2 —F — FF o FNREH

TFh

77> I VRF

V=0 J=FR&A U F—=T=AA
b7 7 b

L30ut

Al N = i %

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

HCI1_tenant1

VRF1

/— K101 BX W 102 ethernet1/11, 1/12 B LT 1/13
Contract_2_to-external

HCI1_tenant1 ¢ VNETO1_L3Out (BGP)
VNETO1_101_NP (/— K 101)
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WA A —T 2 A T T 7 AL

A1k EPG

J—"773v 27 1P :10.10.10.10
o=l 0 1.1.1.1

AZT 47—k :192.168.1.0/29, *7 A L 7k
v 7 :10.10.1.6

BGP E'7 :192.168.1.2, ¥fEmA v 4 —7 A R :
JL—"T IR 7
- Remote AS: 65201
VNET02_102_NP (/ — K 102)
N—""3v 7 P :10.10.10.20
JL— sl 2.2.2.2

ALT 47—k :192.168.1.0/29, *7 A bk 7k
> 7 :10.10.1.6

BGP &7 :192.168.1.2, &#EnA v ¥ —7 A A :
JIV—"T N 7

Remote AS: 65201

VNETO1_101_IFP (eth1/11, 1/12, X 1/13)
AH—=T A A HAT : SVI
774<V IP:10.10.1.2/29
tH &Y IP:10.10.1.1/29
VLAN Encap : 501

VNETO1_102_IFP (eth1/11, 1/12, LW 1/13)
AH—=T A A KHAT : SVI
77 4=V IP:10.10.1.3/29
v H &Y IP:10.10.1.1/29

VLAN 71 7 & AL : 501

VNETO1_EXT_EPG
T AR—hk J—hk arbae—L TRy b
(0.0.0.0)
B EPG OAMHY 7 %~ & (192.168.1.0/24)

Azure Stack HCIL3 KA A > ® VLAN 7—/VDYERL
ZDO& 7 v a Tk, Azure Stack HCl ~O#i = AT 579D VLAN 7 — LA AERR L £,

Azure Stack HCI #+—/3—% ACl U —7 A A v FIZHHET 5 L 912 VLAN 7 — L 2R d 5 12iL, RO FIEA FEAT

Li‘é‘o

1. —&Lorer—rvar A=a—2mb, [Z777V 2 (Fabric)] > [T 27 &AX R > — (Access

Policies)] # &R L £7°,

2. EMloFesr—ar 74 RuT, [F— (Pools) ]. [VLAN (VLAN) ] DJIEIZEIN L £,
3. H7Vvs L, [IP7—DfERK (CreateIP Pool) ]| Z3&R L £,

4. [F—nDfERL (Create Pool) 1 &>~ 7 v 7w ¢ KT, 4Hi (HCI_VLAN_pool 72 &) Z45E L,
[V 4CE— K (Allocation Mode) ] T [E#89#] Y X4 T (Static Allocation) ] Z &R L £,
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5. 7T vy OEAE, ARO [+] RX o &2#EH LT VLAN 2 VLAN 7 — /LB L £, [#
FHOIERL (CreateRanges) | Ky 77 v 7w 4 KT, U—7 A4 v F )5 Azure Stack HCI H—
IN—ICRETDHDVENHD VLAN 2R TELET, HODONRIA—=HTZOEFIZLET,

6. [OK]Z#Z7 VU w7 LET,
7. [%fF (Submit) 127V v 7 L%,
e APIC

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies

Policies

Pools - VLAN

Create VLAN Pool 09

Name: | HCI_VLAN_POOL

Description: |optional

Allocation Mode Dynamic Allocation Static Allocation

Encap Blocks: dL

Create Ranges Q0 caion o Role

Type: VLAM
Description:  optional

Range: VLAN

Allocation Mode

Role:

L TG AL ATy
T4n141 iStatie Allneatinn!

Azure Stack HCI @ L3 K A A > ORERR
L3 RAA %A F%VERR L. Azure Stack HCI — \—|2 859 51215, O FIEE ETLE9,

1. —HFLoFeHF—ar A=a—nhb, [Z77Y w2 (Fabric)] > [7 7 X B Y > — (Access
Policies)] # &R L £7°,

2. EOF v —rar 74 R T, [Physical and External Domains (MEEAER KA A V) 1>[L3
ALY (L3 FAALY) | &ERLET,

3. [L3 FAA > (L3Domains) 1 %427 VU v 27 L, [L3 AL DERK (Create L3 Domain) ] Z3%# L
ij—o

4. [CreateL3Domain] x> 77 v 77 4 KU T, ALV OLBTIZFEELET (-
HCI_EXT_L3DOM) ., VLAN Y— /L D451k, Fay 77X oy U A RS EEHIER L7= VLAN 77—
/L (HCI_LVLAN_pool 72 &) #ER L F 7,
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Nmin
cisco

System

Policies

5.

APIC

Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies

L3 Domains

Create L3 Domain <]

Name: | HCI_EXT_L3DOM ]

Associated Attachable [ .ot 4 value

Entity Profile:
VLAN Fool: | HCI_VLAN_POOL(static) =
Security Domains: o+
Selact Mame Description ]

[%1F (Submit) 1227V v 27 LET,

Azure Stack HCIL3 R A A V OEHGERRERT /2R =T 4T 4 a7 74 )VOVER

B AIRE/R T VB A =T 4T 4 7117 7 AL (Attachable Access Entity Profile (AAEP) ) Z{ER4 5 IC
X, WOTFIREFEITLET,

1.

T borer—var A=ma—nn, [Z77 Y v 2 (Fabric)] > [T 7 &R R I — (Access
Policies)] ##R L ¥9°,

FeHr— g g T, [RBY— (Policies) ]1>[Z 2— L (Global) > [ FRERT 7R =
VT4 T4 777 A/ (Attachable Access Entity Profile) ] DJIEIZEIN L £9°,

FH27 Vv LT, [T 78R 545 4 177 AL (Create Attachable Access
Entity Profile) 1% 1Epk L £,

4. [BEFIRERT 78R =T 4T 4 717 74/ (Create Attachable Access Entity Profile) ] 7~

TT w7 74 RUT, 4Hi (HCI_LAAEP 72 Y) ZIEE L., [ 7T R T 7 Fx VLAN OFZHL
(Enable Infrastructure VLAN) ] & [f v #Z—7 =4 2~DEESTIT (Association to Interfaces) ]
A7 LET,

5. [FA A2 (Domains) ] iZ2oWTiX, V4 v FUDERIZHD [+]1 227 Vv I L, [FAAY T Ty
A /L (Domain Profile) ] D FTD ReyF¥ o UR MNLLURNIER LI RAL VEBIRLET,

6. [Update] #27 Vw27 LET,

7. WIIRT LT, BIRL7Z FAA ERET S VLAN 7 — L RFERENE T,

8. [k~ (Next) 1227V v/ LET, LEOAT 7 4 T[A ¥ —7 A A~DEHE{T (Association
to Interfaces) | N A 712> TWA=D, ZO7 a7 7 A VFBIF M TIXEDOA, v X —T = A AT hH
BhEf T b CnWERTA, ROV a s TA U X —T oA ABRETDHE, ThbEHEMTL L
NTEFET,
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N
cisco APIC
Sieton | Tenonts Vinual Neworking A Create Attachable Access Entity Profile (2 Tx]

Access Policies STEP 1 > Profile 1. Profile 2. Association To Interfaces |
)

Name: HCI_AAEP

Policies

Description: | optional

Enable Infrastructure VLAN: [[]
Domains (VMM Phy al o
External) To Be Associate d o+ 1
To Inte r' es:  Domain Profile Encapsulation
Physical Domain - HCI_phys from:vian-1600 to:vian-1699
| L3 External Domain - HCI_EXT_L3DOM from:vian-400 to:vian-600
3 DEF YMENT
+
Application EPGs Encap Primary Encap Mode
<

9. [# 7T (Finish) 127V v 7 LE7,

Azure Stack HCI @ VLAN X—2 D7+ hx v U —27 & Microsoft SDN _X—AD 3% v MU — 7 |ZHa@md 5
WDOFBREHEFITLET,
e LLDP &RV v —D1ERK

o LIDP AL H—T A4 AR —DVERKR
o AUH—T = A AMERINALL T v —HIEHA VU > —DIERK
e Azure Stack HCl —R_— Itk SN A v Z—T a A AZADA L B—T = A A R > — T)L—TDIE
59
e Azure Stack HCl — =l SN A v A —T 2 A ADA LV H—T = A KR >— T )L—T DR
HAF T
o QoS DOFHIE
BH VLAN, A L — VLAN, B L O PAVLAN /X, SDN #ffH L7= Azure Stack HCI & VLAN ~— 2 D %
v b= T, ROV TE7 9Tk, PA Xy hU—7 BEA® L30ut R HIC OW T L £ 4, &H

VLAN (ZxH)&d 2B EPG & A b L— VLAN (2G5 A b L— EPG OREBIIZOWTIX, 20 Ko A
v ho TEPG DRk 27 v a v a2BRL TN,

PA Xv FU—27 33 X1 SLB ###® Cisco ACI #&Rk
ZDOE® Vg T, Cisco ACI T L30ut ##Ea L T PA % hU—7 & SLB MUX VM Ot 2 H3hz4 5 )7
FEIZHOWTHB LET, L30ut #1/ERT 51213, OFIEAFITL £,

1. APIC O Lo F s —rar A=a—hb, [T b (Tenants) ]>[common] DJEIZEN L £ 9
(F721%. PAL3OuUt ZHET HBEFDT o FEEIRLET) o
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2. EffloFresr—rar v RuT, [Ry bU—2 (Networking) ]>[L30uts (L3Outs) ] DJEIZ
BERLET,

3. iz VU >Z7 L., [L30ut DfERL (Create L30ut) ] #i®R L £,

4. [T (Name) ] 7 1+ —/L KT, &A% E L (il : Cluster_01_PA_L30ut) . VRF % (Z OflTix
Common_VRF) Z#EIRL., Fay &7 JURARMSLURNCEHRLIZL3 RASL Y 28R LET (2
OFTit. HCI_EXT_L3DOM) .

5 [BGP] 7=y 7Ry 7 2% AL, [IR~ (Next) 1227V v 7 LET,

dsce APIC a
Create L30ut [

System en Fabric Virt

ALL TENANTS nant enant Se 1. Identity 2. Nodes And Interfaces 3. Protocols 4. External EPG

common

Leaf Router

Identity

A Layer 3 Outside (L30ut) network configuration defines how the ACI fabric connects to external layer 3 networks. The L30ut supports connecting to external
networks using static routing and dynamic routing protocols (BGP, OSPF, and EIGRP).

Prerequisites:
= Configure an L3 Domain and Fabric Access Policies for interfaces used in the L30ut (AAEP, VLAN pool, Interface selectors).
» Configure a BGP Route Reflector Policy for the fabric infra MP-BGP.

Name: Cluster_01_PA_L30ut ] BGP [ ospr
VRF: COMMON_VRF =)
L3 Domain: ' HCI_EXT_L3DOM 1]
Use for GOLF: []

6. [F74+N FefEA (UseDefaults) 17 =y 7Ry 7 22471 TC, [/—F Fr77 A 14 (Node
Profile Name) ] 7 1 —/V' K (Z ®O#ICTiX Cluster_01_PA_101_NP) ¢ [f v FZ—T AR Ty
A V4 (Interface Profile Name) ] 7 .+ —/V K (Z ®#|Tix Cluster_01_PA_101_IFP) Z4iHii% F
BCRELET,
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Create L30ut

Use Defaults: []

1. Identity 2. Nodes And Interfaces 3. Protocols

Node Profile Name: | Cluster_01_PA_101_NP

Interface Types

Layer 3: ( Interface | Sub-Interface Floating SVI )

Layer 2: Virtual Port Channel

Direct Port Channel )

Nodes
Node ID Router 1D Loopback Address
LEAF1 (Node-101) 1110 4+ Hide Interfaces

Leave empty to not configure
any Loopback

4. External EPG

Interface Interface Profile Name Encap MTU (bytes) IP Address

eth1/1 Cluster_01_PA_101_IFP VLAN 9216 10.21.2/24 o +
Ex: eth1/1 or topol | Integer Value address/mask

1/paths-101/pathe p[tmzsj

Interface Interface Profile Name Encap MTU (bytes) IP Address

eth1/12 Cluster_01_PA_101_IFP VLAN y 9216 10.2.1.2/24 o +
Ex: ethi/1 or topology/pod- Integer Valus address/mask
1/paths-101/pathep-[eth1/23]

Interface Interface Profile Name Encap MTU (bytes) IP Address

eth1/13 Cluster_01_PA_101_IFP VLAN 9216 10.21.2/24 o +

Ex: eth1/1 or topology/pod-

Integer Value
1/paths-101/pathep-[eth1/23]

address/mask

Previous

7. (M2 —7=A4 R ZA7 (Interface Types) 1 v/ a2 T, LA¥3DOHEEIT[SVI].

DEAE [H— b (Port) | IR L %7,

8. [V—F (Nodes) 17 a T, HHDV —7AA v FICBET LT XCOEMEADLET (2
FHTix, /— Fi&Bl+ iZ Node-101 . A —##B+ 131111, [W—F w7 T LR
(Loopback Address) ] 7 + —/L RIZZZHOE £ICLET)

VALY 2

9. 2HHDITO[+] 227V vy 7 LT, ML/ —RNZA U Z =T = Z&BMLET (ZOFITIE, 150D
V=724 vF, eth1l/11, 112, BE®IMB3 DI DDA v ¥ —7 = A ATHfE LT D 3 DDH

— =B ET) ,

10. ey 7 Xy JA ML, ==l THA =T oA AZRIRL, [V F—T =R T
7 7 A4 )4 (Interface Profile Name) ]. [Encap]. [Encap fE (Encap value) ]. [MTU]. L O
[IP 7 FLR] Z$EELEF, Azure Stack HCI H—/3— 3z k MTU 4 X% 9174 L L CEH T 572
W, TOR AA v FTHERRE LD MTU 1L 9174 L ETHARERH Y £F (ZOFITIH, 1 ¥—T =

AR 71754 V4E Cluster_01_PA_101_IFP, Encap /% VLAN, Encap f#&i% 401, MTU /X
9216 C9, IP 7 FL A[%10.2.1.2/24 T7) ,
M. TRTOA L F =T A ZZECEEZAN L, [R~ (Next) 1227 Vv 7 LET, 2FHD) —T7D[H
FOWMERITRTEBMSNETH, 2OV P —FE2EALTEINT5ZLbTEET,
12. 2D~ — T BGP Mg A AT [R~ (Next) 1547 U v 7 LET,
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Create L30ut S

1. Identity 2. Nodes And Interfaces 3. Protocols 4. External EPG |

Protocol Associations
BGP

Loopback Policies

Node Profile: Cluster_01_PA_101_NP

Hide Policy []
Nodes Peer Address EBGP Multihop TTL Remote ASN
101 % 2

Interface Policies

Node ID: 101

Hide Policy []
Interface Peer Address EBGP Multihop TTL Remote ASN
m z &

12 & >

N3 3 o)

13. ZOWETIIEE A% 12, [HMF EPG (External EPG) 1 <— T [5%T (Finish) 1] %27 U v 27 L
*9, S8 EPG 13 OB CIERR S L E T,

Create L30ut (<]

1. Identity 2. Nodes And Interfaces 3. Protocols 4. External EPG

The L30ut Network or External EPG is used for traffic classification, contract associations, and route control policies. Classification is matching external networks to this
EPG for applying contracts. Route control policies are used for filtering dynamic routes exchanged between the ACI fabric and external devices, and leaked into other VRFs
in the fabric.

External EPG

Name:
Provided Contract: | select a value
Consumed Contract: | select a value

Default EPG for all external networks:

Previous

Finish

75/ 92 <

v
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14. APIC ® B e/ —v a v A=a—n5, [7F > b (Tenants) ]>[common] > [Xy bU—F 7
(Networking) ]> [L3Outs] > [L30ut Name] (Z ®# ik, Cluster_01_PA_L30ut) > [Logical
Node Profiles] (= @] Ti%. Cluster_01_PA_101_NP) . [ v Z—T A R 757 )V
(Logical Interface Profiles) ] (Z ®#|TiZ. Cluster_01_PA_101_IFP) > [SVI] DJEIZEIR L £,

C2TICON Logical Interface Profile - Cluster_01_PA_101_IFP 0
(a3
Policy Faults History
General Routed Sub-Interfaces Routed Interfaces svi Floating SVI
S &
+
~ Path Side A IP Side B IP Secondary IP IP Address MAC Address MTU (bytes) Encap Encap Scope
Address
Pod-1/Node-101/eth1/11 10.21.2/24 00:22:BDFE19FF 9216 wlan-401 Local
Pod-1/Node-101/eth/12 00:22:BD:FB18.FF 8216 wvian-401 Local
Pod-1/Node-101/ethi/13 00:22:BDFE1QFF 9216 wlan-401 Local
Show Usage

15. KHNDA B =T =2 A ZA%H TN Yy 7 L, #1227V 27 LCIPVAE®AFY 7 RVRZBIL
FY, ZNFVE—FRS IP 7 FLRAE LTHREL, MDY —7 ZA v FTHETT (ZOFITIE,
ethl/MM 2% 7Ly 7L, B XY IPTY RLALLT10.21.1/24 % A LET)

SV 00

Policy Faults History

—
o * %

Properties

Path: topology/pod-1/paths-101/pathep-[eth1/11]
Path Description:
Description: | optional
Encap: VLAN 401
Integer Value

Encap Scope: Local

Auto State: disabled enabled

Trunk (Native) Access{Untagged)>

IPv4 Primary / IPv6 Preferred Address: 10.2.1.2/24

address/mask

Mode:

M

IPv6 DAD: enabled
IPv4 Secondary / IPv6 Additional Addresses: +
« Address IPv6 DAD Enable for
DHCP Relay
10.2.1./24 enabled Disabled

Link-Local Address: |::
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16. FICAZm— LT[+l %22 Vv 27 L, BGPETEE e 7 7 A VZBMLET, BGP ET 7 FL-X
IZ. SLBMUXVM @ IP 7 R L AIZ72 0 £,

17. $XTCOMEET 74/ hOEFIZLT, [E7][7 FLRX (Address) ] & [Remote AS (Remote
AS) 1Z AL, [BE (Submit) 1227V v 27 LEd (ZofTix, ©77 KL 2% 10.2.1.4 T,
Remote AS % 65002 T1°) .

| Create Peer Connectivity Profile [} |

Peer Address: |'|0.2.1,4
address

Description: ' optional

A~

Remote AS: | 65002

Admin State: Disabled Enabled

BGP Controls:

[J Allow Self AS

[] As override

[[] Disable Peer AS Check

O Next-hop Self

[ send Community

[[] send Extended Community

[] send Domain Path
Capability: [] Receive Additional Paths
Password:

Confirm Password:

Peer Controls: [] Bidirectional Forwarding Detection
[[] Disable Connected Check

Address Type Controls: [_] AF Mcast
AF Ucast

EBGP Multihop TTL: |1 &

Weight for routes from this neighbor:

18. 27 v 7 16 L AT v 7 17 Z#: ViR L THEED BGP v'7 a4 EML., [BAC% (Close) 1% 27V v/ L
9 (ZofITIX 10.2.1.5 & 10.2.1.6) .
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SV 0

Policy Faults History

o X K.

Properties

Link-Local Address: ::
MAC Address: | 00:22:BD:F8:19:FF
MTU (bytes): 9216
Target DSCP: | Unspecified
External Bridge Group Profile:  select an option
BGP Peer Connectivity Profiles: o +

Peer IP Address Peer Controls
10.21.4
10.21.5
10.2.1.6

Rogue Exception MAC Group: ' select an option

Exclude all MACs from Rogue EP Control: []

Show Usage

19. 50 DA F—T A2 (ZOFITIL, eth1/12 £ eth1/13) (ZXLTAT v 7 15 ~18 VKL

ES AN
commen . .
Logical Interface Profile - Cluster_01_PA_101_IFP 0
Policy Faults History
General Routed Sub-interfaces Routed Interfaces sV Floating SVI
@ L
w +
r « path Side A IP Side B IP Secondary [P IP Address MAC Address  MTU (bytes) Encap Encap Scope
Address
8 Pog-1Node-101fe11 To21720 10212124 orsmEE 9218 dan-a01 tocal
g e r— e
B }. IPnn—h‘Nnne"M"mm."! 10.211/24 10.21.2124 00:22BDFBISFF 9216 vian-401 Loeal
B
Show Usage

20. T_RTOBGPE T 7 7 AV 3, [faliA v ¥ —T7 = A7 774/ (Logical Interface
Profile) ] D FTDO U —7MICEREND Z LICEBE LTSN (ZOFITIEX, /¥ —T = AT &
IC3 2D BGP ETZ%E L9 5D BGP #ki 7 u 7 v A LB H YV E£7)

21.[77 vk (Tenants) ]>[3£E (common) ]>[Xy F7—%F 27 (Networking) ]1>[Xy hV—7
(Networking) ]> [L3Outs (L3Outs) ]>[L30ut 4 (L3Out Name) ] (Z ®#TiZ,
Cluster_01_PA_L30ut) > [fa¥/— K7n 7 71 /L (Logical Node Profiles) ] DJEIZZER L F T,

22. 57 Vw7 L, [/—FKFr77A4/LDO{ERR (Create Node Provile) ] Z &R L E£4., Zhickbv. 2
FBHOV—T AL v FO /) — R Ta7 7 A VBMERIET,

23.[4RT (Name) 1 ZEEL. [+]1 %227V v 27 LT J—FK OFMZENLET (Z0fFITix, 40T
Cluster_01_PA_102_NP (272 V) £9) .
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Create Node Profile (] '

Name: | Cluster_01_PA_102_NP

Description: | optional

Target DSCP: | Unspecified

BGP Timers: |select a value

Nodes: +
Node ID Router ID Static Routes
BGP Peer Connectivity +
Profiles:

Peer IP Address Peer Controls

24. ) — FR&BAIF & NV—FBANFAIEELET, W—FNv 7 T RLRE LTNV—F—BAFE2ERTS
(Use Router ID as Loopback Address) | = v 7Ry 7 X% A4 712L T, [OK] 27V v 27 LET,
ZOBITIE, J— RikBIF1E 102, v— kBT 2.2.2.2 T,
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Select Node (<]

Node ID: | LEAF2 (Node-102)
Router ID: |2.2.2.2

Use Router ID as Loopback Address: []

Loopback Addresses: +
IP v
Static Routes: o
IP Address Description Next Hop IP Track Policy

25.[/—F v 771/ (Node Profile) ] X—C[Zf§ (Submit) ] %7V v 7 L%7,

26.[77F> b (Tenants) ]1>[ii@& (common) ]1>[X vy hU—%F2 %7 (Networking) ]> [L3Outs
(L30uts) ]1>[L30ut4 (L30utName) ] (Z ®fflTi%., Cluster_01_PA_L30ut) . >[{RE/ —F
7u 7 74/ (Logical Node Profiles) ] (Z ®#ITiX, Cluster_01_PA_102_NP) . [f&¥ 1 v & —
7xA A 7774/ (Logical Interface Profiles) ] DIEIZEIR LE T,

27. 657V v L. (A vE =74 R 77 A4 VDERR (Create Interface Profile) ] # 3% L %4,

28. [4H1 (Name) ] ##5E L. [SVI] # 7 & EIRL £7 (ZOHITIE, 47i1l% Cluster_01_PA_102_IFP
<P
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Create Interface Profile (%]

STEP 1> Identity

Name: | Cluster_01_PA_102_IFP

Description: | optional

Routed Sub-Interfaces Routed Interfaces Svi Floating SVI

SVI Interfaces +
Path IP Address MAC Address MTU (bytes)

Config Protocol Profiles: []
Config Advance Protocol: []

29.+ %227 Vv /7 LT, SVIA v Z—7 A ZA&ERRLET,
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Select SVI (%]

Path Type: Direct Port Channel Virtual Port Channel )
Node: | LEAF2 (Node-102) v
ex: topology/pod-1/node-1
Path: | eth1/11 v

ex: topology/pod-1/paths-101/pathep-[eth1/23]

Description: | optional

401

Integer Value

VRF Local

Encap: |VLAN |+

Encap Scope:

Auto State: disabled enabled

Mode: (  Trunk (Native) Trunk Access (Untagged) >

IPv4 Primary / IPv6 Preferred Address: |10.2.1.3/24

Link-Local Address:

IPv4 Secondary / IPv6 Additional Addresses: ﬁ SiE
Address IPv6é DAD Enable for
DHCP Relay
I 10.2.1.1/24 enabled Disabled

MAC Address: | 00:22:BD:F8:19:FF
MTU (bytes): | 9216
Target DSCP: | Unspecified v
External Bridge Group Profile: | select an option v
BGP Peer Connectivity Profiles: W 4+

Peer IP Address Peer Controls

10.2.1.4

Rogue Exception MAC Group: | select an option v

30.[¥% #4 7 (PathType) ] # L 7 L. [Node]. [Path]. [Encap VLAN ID]. [IPV4 Primary
Address]. [IPV4 Secondary Addresses]. [MTU], KL O'[BGP ©°7 #5727 » 4 /v (BGP Peer
Connectivity Profiles) ] {8 €L, X—YDOTHICH L [0K] 227V v 7 LET (ZOBITHEH, 78A
%47 (Path type) IZ &~"— bk (Port) . /— FiX 102, /X*|% eth1/11. Encap VLAN ID % 401,
IPV4 75 4~V 7 KL A% 10.2.1.3/24, IPV4 &%) 7 KL A% 10.2.1.1/24. MTU (% 9216
4+, BGP 7 IP £ 10.2.1.4 T7, .1.58X5010.2.1.6, BGP AS %5/ 65002) T,

3N.BEOVDA L F—T oA AWK LTAT v 7 29 L2577 30 ##0iRL, [52T (Finish) |22V v
JLET (ZoPITIE, A% —7 =1 % eth1/12 & eth1/13) ,
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common

Logical Interface Profile - Cluster_01_PA_102_IFP 0

« Path Side A IP Side B IP Secondary IP IP Address. MAC Address MTU (bytes) Encap Encap Scope
Address

10.217/24 10.21.3/24 00:22BDFEIFF 9216 vian-401 Local

Shnw Usage

32. APIC O FfioF e —vay A=a—0b, [7F b (Tenants) ]>[#@ (common) ]1>[x > b
U—3%> 7 (Networking) ]>[L30uts (L3Outs) ]>[L30ut£ (Z OfFITiE,
Cluster_01_PA_L30ut) ] > [4M% EPG (External EPGs) ] DJEIZEBIR L ¥4,

33. 7 U w27 L., [4E EPG OERL (Create External EPG) ] Z3%#R L4, 4AT (ZOfITlx
Cluster_01_PA_EXT_EPG) #i5& L E,

3. [+] 22V w2 L. ACIU—TICkoTT RAX A RENS (FHITRESHD) ¥ TRy b 220
L30ut #E 7 C SLBMUX VM (ZiBIMLF9 (ZOHITix, IPH 7 %> k 0.0.0.0/0 3 AClI U — 72 &
STT KRS A REND I, T ZB—F A— MY TRy h e LTv—2 SnET) ) .

9 External EPG - Cluster_01_PA_EXT_EPG Q

0.0.0.0/0

I 172181.0/23 xternal EPG Public_VIP_Pool

Extemal EPG - Cluster_N1_PA_EXT_EI
Show Usage

XT Y w7 VIP 7 =72 80 SLBMUXVM IZX - TT RARZ A XS5 73y ME, 4N EPG O [ 7%
v k (Subnet) ] &2 v a TBML, B EPG DAY TRy & LTv—27 TEET (ZofITIE IPY
7% F172.16.1.0/23 (337 Y v 7 VIP L L TRESNET) . SLBMUXVM D7 —)1, ZD7-%, Cisco
ACl V=7 TAHAREI 7Ry b LTy —2Z SNET) .

Bk r7var T LEE I F T 7 F&EMEE LEJ, L30ut 4456 EPG & o> L30ut 443 EPG £ 7-1%
ACl 777 Vw7 DEPGHrEDID NT 7 4 v 7 2FFr[ T 51215, 22 N7 7 NBMETT,

oV R T 7 ME, ROBREND A EPG ([ZBINCTE £, [TF v+ (Tenants) ] > [i#E (common) ]>
[y hU—%>7 (Networking) ]>[L30uts (L30Outs) ]>[L30ut4 (L3Outs Name) ] (Z O Tri.
Cluster_01_PA_L30ut) > [448 EPG (External EPGs) ] > [41#8 EPG 4 (External EPG Name) (Z O T
IZ. Cluster_01_EXT_EPG) ]>[4#Y ¥ — (Policy) ]. [z 527 b (Contracts) ]> [#ftah/za b
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7 OB, £RIFIHEEINDS 2 T2 bDEM)  (Add Provided Contract or Add Consumed
Contract) ] DJIEIZEIRN L 7,

Azure Stack HCI VNET 53X O — b 7 = A VM 852 @ Cisco ACI # 5k

AiDE'Z v a3 > Cix, Azure Stack HCl 7 > X — L A v NU— 7 ZFEEET 57280 EPG & L30ut O REFHIC
DWTIHLE L, 2Dk >3 TlE, Azure Stack HCI [ SN 7-BEHEDO Y — 7 n— K& PR — b
4% X 912 Cisco ACI ZHERLT 2 HIEICHOWTHBA L £4, 2Tk, Cisco ACl 77> k. VRF, BIW
AWS /X2 DFEFE HCI VNET (282667 % L30ut MR STV E3, Mk FIEIZKR O & B0 TT,

1. APIC ® LT —v g A=a—nb, [TF2 b (Tenants) 1> [77F v boiEN (Add
Tenant) ] OJEIZERINL £,

2. [ FoOfERR (Create Tenant) 1 %+ 7 n /Ky 7 AT, 4ni (HCI_tenantl 72 &) A#45E L F
j‘o

3. [VRF£ (VRFName) ] 7 1 —/V RIZVRF &% AL, [52T (Finish) 127V v 27 LE9 (ff :
VRF1) ,

vl APIC (LAB3-S2)

System [t Fabric Virtual Networking Admin  Operations Apps Integrations

ALL TENANTS | A Searc! name or descr | common HCl_tenant1 | mgmt | infra

HCH_tenant1 Create VRF o
STEP 1> VRF
Name: | VRF1 ;
Alias: £
Description: | optional
Annotations: )

Palicy Control Enforcement Preference:

nenforced
s N
Policy Control Enforcement Direction: | Egress Ingress Mixed palicy

BD Enforcement Status: []

Endpoint Retention Palicy:

Monitaring Palicy:

DNS Labels:

Transit Route Tag Policy:

Create A Bridge Domain: []

Configure BGP Policies: []
Configure OSPF Policies: []
Configure EIGRP Policies: []

4. KEloFesr—rar v 4 RuT, [Ry hU—2 (Networking) ]>[L30uts (L3Outs) ] DJiHIC
BINLET,
5. £7 VU >7 L, [L30ut D{ERk (Create L30ut) ] Zi&R L £7,

6. [4#T (Name) 1 7 1 —/L R T, 4#7 (ffl : VNETO1_L30ut) ##5# L. VRF 4 (Z O Tix VRF1)
FBENL, Faoy7Z o U A RS UBNCHER L= L3 FAAL Y (ZOH) Tk HCI_LEXT_L3DOM)
PR L FET,

7. [BGP] F = v/ Ry 7 2% AL, [Tk~ (Next) 15227V v 7 LET,
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dleillle APIC (LAB3-S2) pratnika
System Fabric v Create L30ut e

ALL TENAN a Se 1. Identity 2. Nodes And Interfaces 3. Protocols 4, External EPG

HCH_tenant1

Leaf Router

Identity
A Layer 3 Outside (L30ut) network configuration defines how the ACI fabric connects to external layer 3 networks. The L30ut supports connecting to external

networks using static routing and dynamic routing protocols (BGP, OSPF, and EIGRP).

Prerequisites:
+ Configure an L3 Domain and Fabric Access Policies for interfaces used in the L30ut (AAEP, VLAN pool, Interface selectors).
+ Canfigure a BGP Route Reflector Policy for the fabric infra MP-BGP.

Name: VNETO1_L30ut [ 8GP [Jospr

VRF: VRF1

L3 Domain: HCI_EXT_L3DOM

Use for GOLF: []

8. [F7+Nbh&MEMH (UseiEH Defaults) | 7= v /Ry 7 A4 7IZLTC, [/J—K7e7rA4 14
(Node Profile Name) ] 7 +—/V KiZ4 iz FEICHRELET (ZDOFIT X VNETO1_NP) ,

abal. APIC (LAB3-S2) =~
System Fabric y Create L30ut -

ALL TEN | enant Tenant Sez 1. Identity 2. Nodes And Interfaces 3. Protocols 4. External EPG |

HCH_tenant1

Use Defaults: []

Node Profile Name: | VNET0O1101_NP

Interface Types

Layer 3: (
ayer 3:

)

Interface l Sub-Interface svi Floating SVI )

Nodes
Node ID Router ID Loopback Address
LEAF1 (Node-101) 1113 10101010 + Hide Interfaces
r Py 0 not configur
Interface Interface Profile Name Encap MTU (bytes)  IP Address

eth1/1 VNETO1101IFP VLAN 501 9216 10.10.1.2/29 w +

Security

Interface Interface Profile Name Encap MTU (bytes) IP Address
eth1/12 VNETO1101IFP VLAN [501 9216 10101.2/29 w +

Interface Interface Profile Name Encap MTU (bytes) IP Address

eth1/13 VNETO1101IFP VLAN 501 1l 9216 1010.1.2/29 ® +
o 3 teger Vai ddress/mask

9. [fv&Z—7=4 X A7 (Interface Types) |7 a T, LA ¥3IDEAIL[SVI]. L1¥ 2
OHFAIF[FA—F (Port) ] Z#=IRL 9,

10.[/—F (Nodes) 17 =T, BHDOI—7 AL v FICEHET 5T _RCOFEMEANLET (2
OFITIE, /— FE&RIF 1 Node-101. L —Z#%F1% 1.1.1.1. A—F Ry 77 FLR &
10.10.10.10) .,
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M2FBBDITO+ %27 )y 27 LT, AL/ —RZA L EZ—T =24 AZBNMLET (ZopTIE, 125D
— 724 vF . ethl/11, 112, BLXRMM3 D I3 oD A L Z—T = A AT L TDH 3 DO —
N=NHV E¥) .

12. Fay 7 X JRA ML, = R_—Z¥HiT DA X —T 2 AA AR, [A V¥ —T =R 71
7 74 V4 (Interface Profile Name) ]. [Encap]. [Encap f& (Encap value) ]. [MTU (MTU) 1.
BLONP 7 FLA (IPaddress) ]| #5& L7, Azure Stack HCI —/\— (3K MTU A1 X%
9174 L LTHEMT A7, TOR AA v FTHREINS MTU 1 9174 LRI UZFNLLETH D VE)N
HYET (ZoBTiX, fEIX VNETO1_101_IFP. VLAN. 501. 9216. X0 10.10.1.2/29 CT7) .

13. &AID ) — RIZETHTRTDOA v H—T oA AR UEE AT LET,

14. IHIDOATO [+]1 227 Vw7 LT/ —RZBML, 2FBDOY —T7 24 v F T DT XTOFEME AT
LET (ZoflTlid, /7— F#EBF 12102, V—F#/BBF 1 2.2.2.2, L—F RNy 77 FLR I
10.10.10.20) .

15.+ %227 Vw7 LT, 2FHD ) —FOFICA v Z—T = ZZBMLET (ZOHITIL, Azure Stack
HCI — 28T 2 2 ZBHDO Y —7I123 2D A ¥ —7 =4 A eth1/11, eth1/12, BI W
eth1/13 "H 0 £9) .

16. Ry FH U A RnD, = "=l T o4 v X —T = ZA&B®RL, [ F—T =R Fn

7 7 A4 /V4 (Interface Profile Name) ]. [Encap]. [Encap fE]. [MTU]. BXU'[IP 7 RV X ] %45
ELET (ZoflTik, fElX VNETO1_102_IFP. VLAN, 501, 9216. 3 X1710.10.1.3/29) .

Node ID Router ID Loopback Address
LEAF2 (Node-102) 2222 1010.10.20 @ + Hide Interfaces
Leave e mpty to not configure
any Loopback
Interface Interface Profile Name Encap MTU (bytes) IP Address
eth1/1 VNETO1.102_IFP VLAN 9216 10.10.1.3/29 o +
Ex: eth1/1 or topolog: Integer Value addre: ask
1/paths-101/; par D [ M 25]
Interface Interface Profile Name Encap MTU (bytes) IP Address
eth1/12 | [vNETO1I102IFP VLAN 9216 1010.1.3/29 o +
Ex: sth1/1 or topology/p Integer Value address/mask
1/paths-101/pathep-[e! H?'i]
Interface Interface Profile Name Encap MTU (bytes) IP Address
eth1/13 VNETO1102_IFP VLAN 9216 10.10.1.3/29 @ +

Ex: eth/1 or topolog Integer Value address/mask
1ipaths-101/; pareo [ M 73]

17. [k~ (Next) 1227V v 27 LET,

18. [v—F"v 27 R — (Loopback Policies) 1 =7 3 3 .1Z BGP [H#ifEHa AL, [AvF—T =
4 A RY — (Interface Policies) | © 7 a V222D E LI L £ T,

19. 7 7 FVREZASDLET, Zhix. VNETHOF—F T =A TRy bNBHF—F 72 VM ITT
KL A T3 (ZofTik, 192.168.1.2) .

20. EBGP =V F &R v 7 TIL Z# AN LF9, eBGP BT X EEEFE SN TWWARWED, ZOfEIE 1 LK
LT HMENHY T (V7 ) U FEERERE SR IP 7 FLABTIERWE=D, 1 LY k&<T5
VERNHY E4, ZoflTIE, 4 LTREENTHVET, )

21.Remote ASN = A JJ L ¥4, Zi+ix. Azure Stack HCI VNET T & & 7- BGP ASN {2720 £
(Z oI TIE, 65201 & LTHRESHhEY) ,

22. [k~ (Next) | &7 U7 L%,
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el APIC (LAB3-52) .
System caoric | Create L30ut °

HCH_tenant1

Protocol Associations
a3 a BGP

Loopback Policies

Node Profile: VNETO1_NP

Hide Policy []
Nodes Peer Address EBGP Multihop TTL Remote ASN
101,102 192.168.1.2 4 65200 -

Interface Policies

Node ID: 101

Hide Policy []
Interface Peer Address EBGP Multihop TTL Remote ASN
m ~ -
11z A~ =
113 ~ =
Node ID: 102

Hide Policy []
Interface Peer Address EBGP Multihop TTL Remote ASN

~ ~

m

Previous

23. [4®T (Name) 1 7 4 —/L R, AN EPG D401 (Z OfI Tk VNETO1_EXT_EPG) # AL %7,

2. + 7 Vw7 LT, ZOL0UWM EET TT RRZAXELIIZETHY7 3y hE2BIMLET, VNET
DeBGP N by T AT T v I AL v F LTIV I LEHE, F—bh 7 A VMIZVNET 7 % v F 2K
RNy T AT T oI AL v FITT RARFAXFTHLET (ZOFITiE. 192.168.1.0/24 |Z ACI UV —~7
AL v FILELSoTZEEND VNET 73y FTHDHZD, AEEPG DAY T Xy e LTw—2
EhTWE9, AClI UV —7 A A v F %, Azure Stack HCI VNET 7% Azure Stack HCI A DANBF »
T — 7 CRET L0~ O XATHSH7-%, 0.0.0.0/0 53 Azure Stack HCI VNET (27 K 3%
A RXEN, =7 AKR— M V— M7y hE L Tv—7 INnET,

dud APIC (LAB3-52) pra
Create L30ut [ ]

terfaces 3. Protocols 4. External EPG

The L30ut Network or External EPG is used for traffic classification, contract associations, and route control policies. Classification is matching external networks to this
EPG for applying contracts. Route control policies are used for filtering dynamic routes exchanged between the ACI fabric and external devices, and leaked into other VRFs
in the fabric.

System Fabric

1. Identity

External EPG

Name: VNETO1_EXT_EPG
Provided Contract: |select a valua
Consumed Contract: | select a value
Default EPG for all external networks: [|
Subnets
mw +

IP Address Scope Name Aggregate Route Control Profile Route Summarization
Policy

192168.1.0/24 External Subnets for the Exter...

| 0.0.0.0/0 Export Route Contral Subnet
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25. [#% 7T (Finish) |Z#27 Uy 27 LEd, a2 I 7 ME, T 74y 7 7 —(lHEINTHOERETIEM
TEFET,

26. [T+~ b (Tenants) ]>[HCI1_tenant1] > [y FU—F% 7 (Networking) ] > [L3Outs] > [L30ut
Name] (Z ®#]<TiX VNETO1_L30ut) > [Logical Node Profiles] (Z @ TiX VNETO1_NP) >
[Logical Interface Profiles] > [Interface Profile Name] (Z @</ VNETO1_101_IFP) >
[Policy] > [ SVI] DJEIZZEIR U E 5,

HCH_tenant1 ) '
Bl Logical Interface Profile - VNETO1_101_IFP 0
Policy Faults History
General Routed Sub-Interfaces Routed Interfaces sV Floating SV1
O
o +
= Path Side A IP Side B IP Secondary IP P Address MAC Address MTU (bytes) Encap Encap Scope
Address
I Pod-1/{Noda-101/eth1/11 10.10..2/29 D0:22:BD:F8ISFF 8218 vian-501 Local
10.10.0.2/29 00:22:BD:-F81FFF 9216 vian-50° Local
101012129 DD22BIFEIGEE 9218 Local
ESr

27. DA v B —T A A (ZOBEFIFA L Z—T =4 A ethl/11) XTI Y v

L
28. FlcAxZua— L LT+ 227Uy 27 L, IPVAEI X U[IPv6 B 7 FL X2 (ZOEAEIE
10.10.1.1/29) %#EML 7,
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SV 00

Policy Faults History

o + K.

Properties
Path: topology/pod-1/paths-101/pathep-|eth1/11]
Path Description:
Description: | optional
Encap: | VLAN 501
Integer Value

Encap Scope: [ VRF Local

Auto State: (gEIEEDIEL]
Made:( Trunk (Native) Access (Untagged) )

IPv4 Primary / IPv6 Preferred Address: 10.10.1.2/29

address/mask

IPvE DAD: enabled
IPv4 Secondary / IPv6 Additional Addresses: +
« Address IPvé DAD Enable for
DHCP Relay
10.10.1.1/29 enabled Disabled

Link-Local Address: :

29. =V DO —FFIZHH[ALBI 227V v7 LET,

30. oA 2 —T =2 A4 A2 (ZOFITIEL, eth1/12 L eth1/13) ([ZXf L TRAT v 7 27 ~ 29 ik L %
R

=}

System  JRESED Fabric Virtual Networking Admin  Operatio Apps  Integrations
ALL TENANTS en: n | HC enant] userl tn-hshahane tastBRO1Z
HCIL tanantt Logical Interface Profile - VNETO1_101_IFP n)
Poicy  Faults  History
General  Routed Sub-interfaces  Routed Interfaces  5VI  Floating VI
o 4
W o+
= Path Side A IP Side BIP Secondary IP IP Address MAC Address MTU (bytes) Encap Encap Scope
Address
Pod-1/Node-101/eth 1 101017720 101012128 ovzzEDFEIRFE 6216 vian-501 Local
1011729 01012128 o0 sa16 van-sm Local
1010.41/28 101012128 o0zzaDFEISEE 9216 van-501 Lacal

Show Usage

31.[77F >~} (Tenants) ]>[HCI1_tenant1] > [* v VU —F% >~ (Networking) ] > [L3Outs] > [L30ut
Name] (Z %Il VNETO1_L30ut) > [f¥/— F7r 7 71/ (Logical Node Profiles) ] (Z®
#TiX VNETO1_NP) > [f@EA ¥ —7==A R 717 7 A/ (Logical Interface Profiles) ]>[-1 >
H—T xR a7y AV4 (Interface Profile Name) ] (Z @] Tlx VNETO1_102_IFP) > [KVU >
— (Policy) ]>[ SVI] ®JEIZEIR L £,
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32.Node-102 It L CAT v 727 ~ 30 ## 0K LE£T, (ZoFITiL. eth1/11, eth1/12. eth1/
13, 10.10.1.3 73 V—F-102 D754~V IP 7 KL ATY) .

System Fabric Virtual Networking

Admin  Operations  Apps  Integrations

ALLTENANTS ¢ | Tenan DRSS | corwen | HCMtenantl | userl | tn-hshahane | testBROT2
Ol Logical Interface Profile - VNET01_102_IFP 0
Palicy It History
General Routed Sub-Interfaces Routed Interfaces svi Floating SV
(a] L2
T +
« Path Side A IP Side B IP Secondary P IP Address MAC Address  MTU [bytes)  Encap Encap Scope
Address
101014728 101013728 0022BDFEISFF 9216 wan-501 Loca
101013128 101013128 00:22BDFEISFF 9216 wan-501 Loca
Pod-1/Node-102/ethi/13 101010128 1010.1.3/28 00:22:BDF819:FF 9216 wian-501 Local
Show Usage

33.[77 > b (Tenants) ]. [HCI1_tenant1], [*> FU—% 7 (Networking) ]. [L30uts], [L30Out
Name] (Z ®Ofl<Tlx, VNETO1_L3Out) >[f¥E /— F v~ 71/ (Logical Node Profiles) ]
(Zof#ITiX, VNETOI_NP) . [#58k/ — F (Configured Nodes) ]>[/ —F /%X (Node path) ]
(Z OfITlX, topology/pod-1/node-101) (ZBEIL £9,

34.+ #7Y v/ LT, [ — b (StaticRoute) ] Z BN £,

Policy 1 History
O i %K.
o101
+
B e e

B e
B c

+

Description Track Policy Next Hop IP
Show Usage

3B.[FvT7 v 7R (Prefix) | 74—V RIZF—F =z 37Xy bzBEMLET (ZOHFITIE,
192.168.1.0/29 /i — k7 = A ¥ 7 Xk v b TH, #— k¥ =A F7 %y MEVNET %7 % v bO—
ThHZEITEELTIEEY) &

36.+ #7Y v 7 LT, Azure Stack HCIVNET ® EIP 7 KL R % [(RDOF v DT KL 2 (Next Hop
Addresses) |1 7 +—/L RIZIBMLET (ZDFITiX 10.10.1.6) ,
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Create Static Route S

Prefix: 1 192.168.1.0/29

Description:  optional

Fallback Preference: 1 -
Nexthop Type: Static Route
Route Control: [] BFD
Track Policy: | select an option
Next Hop Addresses: ]ﬁ e

Next Hop IP Preference

| 101016 0

If there is no next hop address added, a NULL interface

will be automatically created.

37.[%F (Submit) 127V v/ LET,

38.[77 > b (Tenants) ]. [HCI1_tenant1], [X> U —% 7 (Networking) ]. [L30uts]. [L3Out
Name] (Z®f#ITix, VNET01_L3Out) > [#¥ /— K v 7 71/ (Logical Node Profiles) ]
(ZOfFITiX, VNETO1_NP) . [#Rk~/ — F (Configured Nodes) ]>[/— F /%2 (Node path) ]
(Z DT, topology/pod-1/node-102) [ZH&EIL £,

39. FIH 34 ~37 %YKL T, 2FHD /) —NIZAZT 4 v 7 —baBIMLET,

40. AMBEPG (%, FIE 23 1T/R"T L O, U4 P—FRE2EHAL THERET £9, RO/NANBIER TS Z &
HTxEd -7F 2 b >HCI _tenant1 > X v U —F 7 >L30uts > L30ut & (Z OfFITiE,
VNETO1_L30ut (> 4% EPG > A EPG 4  (Z O Tix. VNETO1_EXT_EPG) .

it © External EPG - VNETO1_EXT_EPG 0

o o

Policy ~ Operational ~ Health  Faults  History

Gener Contracts Inherited Contracts Subject Labels EPG Labels

O & K.
Properties

ne: VRF1
uniftn-HCIN_tenantl/etx-VRF1

Subnets: +
« IP Address Scope Name Aggregate Route Control Profile Route Summarization

Show Usage
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IO Z7 va T LZE 22 b7 7 bk LET, 22 T 27 ME. L30ut 445 EPG & o
L30ut A& EPG £7-1Z ACl 77 7V v 7 D—E T 5 EPG D N T 7 4 v 7 AT 5= DI MNE T,

oy b7 7 ME, ROBRENS AEREPG IZEMTEXEJ, [77 > & (Tenants) ]>[HCI1_tenant1] > [} v
FU—%>7 (Networking) ]>[L30uts (L3Outs) ] > [L30ut Name (L30ut Name) ] (Z O#ITHE,
VNET01_L30ut) . [4M5 EPG (External EPGs) ]. [4Mif EPG 4 (External EPG Name) ] (Z ®Of Tl
VNETO1_EXT_EPG) > [®&Y I — (Policy) ]. [z FZ 2 } (Contracts) ]> [{Rftsh7z= 77 boiB
Jin (Add Provided Contract) ] ¥ 7213 [{HE S 722 DEM (Add Consumed Contract) ] DJIAEIZER L
*9,

HCI1_tenant1

¥ External EPG - VNETO1_EXT_EPG 0
Policy Operational Health Faults History

General Contracts Inherited Contracts Subject Labels EPG Labels

Name « Tenant Tenant Alias Contract Type Provided /
Consumed

A

http://www.cisco.com/jp/go/aci
R R R

IR e Microsoft Azure Stack HCI 22H2 12/19/2023
o Cisco ACI Release 6.0(3e)
e Cisco NX-OS Release 12.1.3b

Azure Stack HCI T Microsoft ¥ 7 o Microsoft Azure Stack HCI 22H2 07/12/2024
=T EFMR Y hT =% T o Cisco ACI Release 6.0(3e)
(SDN) % U 7-3% 5B ok %
BN
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



