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o HH Xy hU—27 (FAT 47 VLAN BB SNETA, ¥ 7 f+& VLAN b R—hrEhEd) &
Xy hT—=21%, BARA—=T 4 a kY NU—2 T T 4 v 7 Zmkd 5 VLAN T, ZOEH R >
FT—21%, RA ARV —FT 4 V7 VAT AT VB AT HEOIEHENET, Ry hU—72
~OERIL, BlS—TF a3 OB (Mgmt) VNIC 12X » TS E4, BFE yNIC OFFEA R
1T, SET XA vz Lo TRt &SN F 3, HEITL LT, HIERIREZEIICEH D B THZ LN TEE
7

e« AL —Y Xy hT—2 : A ML=V Ry NT—=7L, BEHAR—ZE AL LT F, A=V LT
rF—vary, BXOIATBITRYy NU—2 v T 7 4w 7 &N % ROCEV2 % v hU—27 N7 ¢
o EELET, AL —Y Xy hU—Z2FE, APL—YALRARNL—UBORIT AV ERHD,
ENEHAEDIP 7Ry ERH Y £, ZOFKFICL Y, East-West RDMA 78 ToR A4 v F 1257
BESuET,
CORF2AVRTIE, ARL—Y 2y NT—2 37 TAXBEOELRKE L CHLHHINE T,
(ARL—=YAELEARNL—YBOWGTOET A SRIFEHATER2VGEAIL, BHEX Y U= BT TR
ZBEICHERINET) .
WO, 7Fr heEHAYy bU—2 (K6) EAML—YXy b U—2 (K7) ZrLTWET, 7F2 b
BLOEHEY hU—2 DBEA, TORIZZF— MY = A HEREAREE L £,

Azure Local TEITEINTWA YT —RDTFT 74/~ F— U =A1F, TORIZE»THRRt&ENIo=—F ¥ X} 7¥—
7= ATT,
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A Anycast gateway A
L 8 162 168.100.254 F §

VLANTO0 (L3)

Azure Stack HCI Server1

pNIC1 !

Azure Stack HCI Server2

pNIC1

Note: vPC peer-link doesn't exist for ACI fabric.

X 6.
Azure Local i#7 —*%7 7 F v (T bBLIOE Ry hU—7)

TFU b Ry = REH Ry hU— 7 LFERRY AR L—Y %y U7 21X TOR OXT 8+ 5720
5> VLAN 284883, 728 21E. VLAN 102V —7 1 (A L —Y AR A ) ORI S, VLAN
200FV—72 (AFL—YBEIAV ) OFERICHEHSHLET,

YLAN1O VLAN20

L. L2
L2 Azure Stack HCI Server1 (2

Note: vPC peer-link doesn't exist for ACI fabric.

X 7.
Azure Local iF 7 —F% 727 F ¥ (A hL—Y %y hU—7)
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AR —Y Ry NU—2 OFEFHCETAEEFEIIKO L BY T,

e AL =Y Ry FU—=7IE, TOR AA v TF DT — T = A PHLERNLA Y 2 BEICOREN SN E
j_o

e AL —Y Ry hU—JF, AL —Y A=A KA LI v AbL =Y LTV r—var, BIO
—747“%@%%*, FO—2 T 7 4 7IHEHENSDROCEV2 N T 7 4 v 7 HEELET, 2D RF o A
Y RT, 77 AXBEOBLREE LTCHEEHINET,

e ROCE TlX, *v hU—27 %20 AL A2 572 Data Center 7 U v 7 (DCB) 2 WLEE 1
(DCB IX iIWARP 4~ 3 C9) , DCB 7&’@5%?‘5%9&1\ PFC B L OVETS ke % v hU—7
WCHREFTAHVENDY 77,

e AL —Y Ry hU—ZE, ZTORF2 AL MTIEI TAXBEOEILRKE LTCHEHAIND =D,
ANVb—Y NI T 4w P ETTARBIENT 7 4 v 7 ITIT /25 QoS REBMETY, =& x1E, Cos
4IIAFL—Y T T7 47T, Cos7 37 JAXBENT 7 4 v 7 HTY,

WRDFIZ, Microsoft 23R4 % QoS OHEREFIRAZ R L £,

Azure Local v F 7 —7 QoS DH#EIREIE

PIRFBREIN T 74970 ARVL—Y T T 4w Y FI7FNVE TFYFBIR
EFHRXY hU—7)

H JTAH b—hE—bOHE ARL—Y A=A XA LI~ TFUR Ry NU—TRED

T W EN 22 AL 2 RDMA#E MOTXTONT 74w 7
13 O E T4 H.

7 r—iilf#l (PFC %} FEXF I ELA et

Jit~)

N G A A 7 3T 4 0 (F7#+1 1)

TR 25GbE UL - RDMA %~ 7 50 % T 7 v b (R A MERRITAR
— 7 DEHBEX 1% 7)

10GbE LA Fd RDMA * v h U
’*/J@Jﬁllli 2%

bEg CORX2 AV PFTIE, AMNL—Y Xy MU= BT T AKX BEOELREE L THEAINTWET
M. T T AABEEI, fﬁﬁ‘ﬁfﬁﬂ&ﬂ?ih HEMAREZR Ry N —7 2FEHTEET, ZOREKIL, Microsoft ¢
v hU—=7 ATC N L THESINTZI TAX 2y NU—I TEHRSINTNDHA R v 7 o— )Ll T
WEnET, (Microsoft F v hU—2 ATC %, Azure Local —/"Txv NU—VREEZFANTBHZDD
AT R R=2ADT7 T u—F (B, ara—T7 407, FREFAM—) ZRELET, FEMIZON
TiX., Microsoft *v b —7 ATC O RF¥a Ak L TLLESW) , ZOFITIE, ARL—Y A A b
L—V B, BEOEHD 3 DDV TAX Xy U= BIEFELET,

GUCH> Get-ClusterNetwork
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https://learn.microsoft.com/en-us/azure-stack/hci/concepts/host-network-requirements
https://learn.microsoft.com/en-us/azure-stack/hci/concepts/network-atc-overview

X 8.

Azure Local 7 7 A% v NU—7 . Azure Local — SONEIZIL, ROFy NT—7 a s R—32 MR HD F
—a—o

o SET AA v F : Ziux, 77— I U THEREDHAAENTAAEA AL v F T, SET A4 »F I, SMB v /v
FF¥xNVEHEHA LRy NU—2 877 4w 7 IlF—I 7 aiftLES, SMB XA L7 |
(RDMA) +F 7 4 w7 1%, SET AL v FDF— I U VHERETIZ/2 <, SMB ~/VFF v 3 )L* 2 L
T, HHIRIE & TURMEDO T DI ARy N — 7 E AT H L E T,

o FARNN—=TFTg4varv .7k VE—HL~T X, Hyper-VAA NDZF AR /N—F 13 3T
FITENET, SEE~ T ANIMMOERBE~ T UNEREEL THEITSN, A NOYEN— NT = 7 IZEE#
BOTHZIEIITEERA, HBEEE~ OAENIC ZHRA ND SET A4 v FICHRTHZ LT, 7
T M~ rxy N — T RN S E T,

o BIN—TFT4ar BN—T o aid, REURERRY v 72 FT L, WY — A =R =TI
JERABRAN FAXL—F 47 VAT LT, ROFITRT LT ﬁfﬁﬁwm/aﬂai1o®£@
VNIC L 2 5DA L —Y WNIC 3H Y £9, HEILLT, Ny Z 7 v TEEROHM wNIC 247
3 CiEMTEET,

*SMB RILFF v RILIE + SMA 3.0 FO R IND—ETHD + Xy hT—9 KTA—IVRETPAN Y—N—OFREEE LS EET - SMBILFF v RIL%E
FERTRE S T7II Y—N—IEEDR Y M T — Vi ARICERTEET -

WDXIE, Azure Local h— "NOFE2 Ry NTV—7KEZRLTWET, ZOBTIE, ARL—YA LA NL
—YV BIIENR—T v a v EATTRN, BHEXY NT—2 38— T 4 a AN =T 3D VM O
FHFCHATEET, TN TIE, [BHARL—T 4 T VAT ANZIDOXy NI—0 TR A BG4 b

BT D] AT v a i SET A4 v F D YNIC THEMZ 2> TWET, ZOfITIEL, EE vNIC (Ff) THIC
o TWETHR, AFL—UUNIC (BkE¥R) TIEERNZZR>TWVET,

TOR Switchl TOR Switch?

— e

D

C

[ eMc1 (100G por) [ eracz (100G pory

Pl =
q Lik)
= E
& &
a2 2
= -

Farent SET Switch

Partition

Guest @ @

Partition

Azure Stack HC| Server -_ SRR

Mate: vPC peardink dossnt exist for AC| fabric.
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X 9.
Azure Local i# 7 —%7 7 F v (SET AA vF, YA, BIOBAA—T 13 )

VM VU E— Fxfits NIC @ MAC 7 R L A XEIAGICEID 24T B, %Tx4/?igﬂﬁwm07bvx ZHASNTE
%T%ﬁ7/7j/7(ﬁ%AL@%ﬁNm)@1O%@RLi? Z OEMEIC ARG L T L IR
%@ﬁﬁﬁéﬂi?o&®Mﬁ\U%whﬂﬁNDMMﬁA%ﬁitﬁﬁv//AﬁB@F774/7#7/7)
Y7L LTHENICT 2 L. U E— F&Hi NIC MAC -B 2 i 2 72RAE~ 2 > B bD N 7 1 v 7 233 NIC2
T o7V E LTHRTAHIZ2RLTWET, WHE NICT 2+ 2R EMEATERWES, T _THO T 7
A Z I ORI A i L E T,

Leaf1 Leaf2 Leaf?

Anyeast gateway
192.168. 100254

WLANADO (L5)

Anyecast gateway
192_168.100.254

WILARNIOD (L3)

Azure Stack HCI Server1

Azure Stack HCI Serverl

YLAN 100 WLAM 100 YLAN100 WILAN 100

MAC- A (path- A) MAC-B (path- B) MAC- A (path-A) A B {path- 3}
Note: vPC peer-link doesn't exist for ACI fabric.

= 10.
MAC 7 R L A (23 m— R RNT v ZEifE,

COEWEDORER, A ML —Y FT T 4w 7 TIERW—HD East-West * T —72 bT 7 4w T iE, AL
(ACl HA) E£7-1ZvPC 7 U 27 (NX-0S Of8) Zmm L £,
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ACl fabric NX-OS fabric

Leaf1

WLANTOO MAC- A (path— A)
Azure Stack HCI Server1

WVILANTOD MAC- A (path- A)

S pEea SRR [ Azure Stack HCI Server1
U-'-‘-J' i 3 pNic2 JI;T.ZJ E]].L
°k Hel VLAN1DD Azure Stack HCI Server2 VLANTO0
FFr AR FF FERNR T R E e
L — i i ——
]
MAC- B (path-13) 2]

AT 13 (psthe 13

X 11.
NZT7 4w Ta—0Df]

Py NT—T1%, MERNT T 4w 7 BT 50 NH Y £9, Azure Local D7 7 A T 7 4 — LEHIZON
ClX. https://learn.microsoft.com/en-us/azure/azure-local/concepts/firewall-requirements z ZH L T< 72 &0,

777V RAXYy MZESW= Cisco Nexus 9000 >V — X 2 A v F
WDFIZ, Nexus 9000 > —A AL v FR—ADT—H B Z—T7 7V w7 OFELERELFINEEZ-LE
K

= 2. HERE & Al
1 AT CEEL ar hr—7 (APIC £7213 NDFC) %ffi/f] ACI: APIC

THE REFHERY —EROHE -  NX-0S : NDFC
A I, 777 v 7 OEME
BFE LS ET,

T=—F ¥ AN —bhU=A 777V v 7%, Azure Local V— Bk WA
WZDOYER) Y T — MG — N LD
VM OT=—F%¥ A K F—FrUxAfLLT
EiEL £,

LA ¥ 37— by, a7 £1T
EHKIAAL v TFTiFHRL, ToR 214 v FIT L
S TR ET,

VXLAN VXLAN 325 &, WY — 7 O%FTc il
BfR7e <, r—rn"—fllOov—AL AL A
Y2 BLOLA Y IFmSRIESLET,
F7m. ~AFT L MERE LR L E9,

~ TRy R~/ TFHA bk ~NVFRy K[~V FHV A~ 77707 ACl: vV F Ry K, v LvFHA b, BLO
X, T—F e X —2ROWEGENCEE VE—F)—7
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https://learn.microsoft.com/en-us/azure/azure-local/concepts/firewall-requirements

., = RABRA Y MDY —AL R NX-0S: < /LFHA k
A XY 2BLUNLA Y 3EHaRMAELET,

P—tERA Fo—= =R Fo—REEEHTSE, 77 AClI: —E X 777 PBR
AT T F—)VRAMNT R ED L4 — NX-0S : ePBR
L7 —E R TNA A~DEEETARE b T
T4 UVEAL VLY a UNAREICZR D F
T,

12

Cisco ACI DA 7 a L LR Y — R A A DOk

NX-0OS VXLAN Single Fabric

NX-0OS VXLAN Multi-Site

- __X
NS f , _
%%%% (T.’E:'.’x:x:x = < BT % BT
[ VXLAN Site 1 VXLAN Site 1 | [ VXLAN Site 2 |

VXLAN Multi-Site )

Multiple Fabrics with Integrated DCI
Integrated DCI — Scaling within and between
Fabrics

Multiple Overlay domains

End-to-End automation support by NDFC

= Single Fabric with End-to-End Encapsulation

= Single Overlay domain

X 13.
Ty 7 Ul AT v MMZFEESW = Cisco Nexus 9000 vV — & A A v T

Azure Local ##t/A1} Cisco ACI &% &t
ZDt s a TR, Azure Local 2N EPG &7V » ¥ R A A &l L T Cisco ACIH IZ#kid % J71EIZ DWWV T
A LET,

ZOERFHE, A v AL v T L APIC BREBISIL. UV —7 AA v T DT 2N LT S 7= Cisco ACI 7
77U I IMBEFRIZT CTICEAIN TWD I EZFifEs LTWET,

Azure Local £#%¢ v 7 Cisco ACI 3%&t

WD, CiscoACl 77 7'V v 7 Zi@itid 5 Azure Local b7 7 4 v 7 DA v T 7 4 v 7 7o —%&IR

LCWET, ZOFFTIiL, CiscoACl 777V v 7iZi&, APIC 7 FAX | Lo Tl Ens ) —7 /) —FK&
2O0DANAL L )= ROXRTIN2OH0DET, A—F— U —7 AL v FOXT 2L, L30ut BRI TNE
T ZHUCKY, AEINL—FDOXT | DFENA U F—Fy hBLORER Y NU—7 ~Owmn it ET,

U—7 J— ROHDO~T X, Azure Local H— X Efhd— N8 ST ET,
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Cisco ACI fabric

Cisco APIC Cluster

Cisco Nexus 9300/9500
Spine Switches

|
|
|
|
|
|
|
|
Cisco Nexus 9300 }
eaf Switches Anycast gateway }
192 168 200254 |
I
|
|
|

Anycast gateway

_____ ______________ T o

1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
[

-

] e e iy

External Network
(L30Out)

T p—————

— Switch-to- Switch Ink (40/100/400G)

—— External connectivity (10/25/40/100G)

UL
____ AzureStack HCI connectivity (25/40/100G) Azure Stac k HCI Servers

X 14.
CiscoACl 777 U w7 % ¥ 7 7= Azure Local kT 7 v/ 7 a—

ZOFEFHTIEH, &Y —7AA v FIL 100GbE V > 7 ZfEH LT Azure Local — NZHe <ivE 7, AClI U —
7 AA v F &4 Azure Local — D 2 oDV V1%, A— Ty R E2IE vPC TR < ERIOH
‘/Gj‘o

WODOKIE, ACl A v Z—T = A ZERBI E . RAA VEBILOVLAN 7 — /L Ok Z R L TWEJ, ToR A1 v
FDOXRXT THRRDA L Z =T oA AT L LITARTTN, ZORF2 A FTIEFRECA Z—T oA X
A LET, node-101 (ethernet1/11 33X 111/12) & node-102 (ethernet1/11 BX W 1/12) , KD
XC, ACl A > % —7 = A AERBNZ OV T L £97,

Port configuration \

node- 101 1/11
Leaft Leaf? -
(node-101) _ (node— 102) Interface policy group \
: e Port configuration = LLDP Interface policy
node- 101 1/12 - LLDP enabled
E1/12 E1/12 « DCBXP version: IBEEE 802 _1
L « Interface Priority Flow Control Policy
= PFC Auto
Port configuration - AAEP /
node- 102 1/11 L
pNIC1 \l/
Azure StacleCI Server2 Port configuration
node- 102 1/12

15.
Azure Local — "D ACI V —7 A v ¥ —7 = A ARERK
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Azure Local ACl 7} N ET VOBE

16 1L, Azure Local 77> N &EF /R 52 & T, HAHBH SN EIE 7 AClI 7 FEZREO
B L ULOBMR OB 2R L CWET, 2B T, Azure Local 77> (HCI_tenant1) (Zi%. A8 /L—TF ¢
VIBLGEEE (VRF) . 77U vyY ALY BD) . BEIOT T b Xy hI—=T D RAKRA U Z—
7 (EPG) BEENTEY, @7 v Mg #Ese (L30ut) L XA ML —YBXOE#H Ry NV —27 H EPG
MEENTNET,

Azure Local 7> b Xy NI = WMiDT—F o X — Fv hU—7 LEBEL, MBEF Y NU—2 2T 7 &
ATEDLI T DX, 77 F HCM_tenant1 @ EPG LA U7 > hoo EPG & 3@ > kD 4ES
EPG (L30ut EPG) OICHKIMNTFHET HMLENRHV 9, APL—Y Xy hU—7 A L B ®EPG D5,

ANL—Y NI T 4w 713F0R7 AN (BD) WIZHD72H, BIOEPG E D=z vT 7 NERKT 5 M3
TH 0 FHE A,

Tenant: common Tenant: HCIT_tenant1

VRF: common_VRF VRF: VRF1

Active Directory

DNS BD: Web
NTP 172.16.1.254/24
Existing Services etc
provider / consumer
L3out EPG:
Shared-L30ut —_— Contract </ consumer Contract
to-external N web-to-app

/J'rovider
BD: Storage-A BD: Storage-B BD: App
No subnet No subnet 172.16.2.254/24

EPG BD: Mgmt
Mgmt 10.1.1.254/24

16.
Azure Local ® ACI 75> ~ OHEEE

—i% 72 ACI FE 2Nz T, Azure Local % v N U — 7 IZIIROFERL S L BL T,

o Azure Local — TSN TNWAA o H—T = A ATHE LLDP TLV 2832 LE£7,
e ARML—UBIWY T AHXEED QoS ik

CiscoO ACI BXUXNDFC 7 7 7V v 7 OISR OZEMZHONTIE, V) a—TarDER] 22 LT ES
Uy,

Azure Local #5072 % D Cisco NX-0S X—2 D7 7 7V v 7 #&&t

ZDE 7 a T, Azure Local 73 NX-OS “&— K C Cisco Nexus 9000 > U —X A A v F |28k 5 ik
WCOWTHHALET,
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Cisco Nexus 9000 NX-0S ~<—Z @ VXLAN F 72130k DUEHRD LAN 77 7'V v 7 %] LT, Azure Local
BRERICEH CEET, VXLAN (Z, A4 v AL v T LV —7 A4 v TMD L3 V7 %4 L7z ECMP ~X— A
DNV FNRAEIRH L, HEROUERDO LAN 77 7V v 7%, STP#FIT7T25 12 V07 (TI7®A T/NA AL
LTS AR ZHEALET, VXLAN (X, fEROUERD LAN LD HENTNWDTD, T—F B & — 77
TV w7 OREETARIDEE Y, AP ELTHET,

VXLAN /%, U—> (VTEP & &I D) ZEH L T RAR A M &8k L. VXLAN k2 L D3IE LT %
FTTHCLOS 7 —XT7 7 F v 2 LES, AA 2 A vFiE, V=7 A v FHDO LA Y 3 iz ie
L £,

N7 77Uy 735 e, Cisco NDFC THEB L OVEHTE £4, Zhick v, BEiCEH S TH
72 CL R—=2D7 Fu—F L3580, LViHETTT —DRWEMAEEIZ/ Y £9, Cisco NDFC X, &

LWLFHEOT — 22— 777V oV REREICHIETASESER Ty T v TUT L — R EYAR—FL
TWE7, Azure Local ®7-8!Z, Data Center VLXAN EVPN 3 X O! Enhanced Classic LAN 7 7 7'V v 7 &
VL— b EHRATALERHY T, TDO KXo AL M TiX. Azure Local 2 VXLAN 7 7 7'V v 7 28569
HFIBEET—7 7o —IZ oW Tt L E7,

Azure Local #5: D 7= D Cisco NX-0S X— 2D 7 7 7' U v 7 &E

WDKEL, NX-0S X—2ZD VXLAN 7 7 7'V v 7 Zi@i 35 Azure Local N7 7 4 v 7 ODERNIR ST 7 4 >
7 7a—%Zpx L TWET,

Cisco NX-0S based VXLAN fabric

Anycast gateway
192.168.100.254

External Network

— Switch-to-Switch link (40/100/400G)

—— External connectivity (10/25/40/100G)

___ AzureStack HCI connectivity (25/40/100G) Azure Stack HCI Servers

X 17.
Cisco NX-OS _—2® VXLAN 7 7 7' U v 7 %4 L7= Azure Local 77 4 v 71—

DOREFTIE, VPC DY —7 ZA v FDOLT L, 100 ¥y A —V 3w b 7 ZH LT Azure Local
47L~/\ CHEr SN ET, ACI U —7 AA v F L4 Azure Local — XD 2 2D ) 7%, R— b F ¥ RL=E
7213 vPC Tl <, ER DR TT,
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VY a—g DOEAN
ZDv s a Tk, BECH AT S Cisco AClI 33 LN Cisco NDFC 7 7 7' U v 7 iR E+ 2 il 22 FNEIC >

WA L Ed, £7-. BEfED Cisco ACI £721% Cisco NDFC 7 7 7'V v 72 L\a v iR—x > k&84
DB HONT HEH L E7,

e DO RX= A FOTFNEIZHE- T Cisco ACI F 7213 Cisco NDFC D% ENE T L7= 5., Azure Local
VT ABS A A N—/LTEXET, Azure Local # Xk 5 AiIZ, Azure Local / — NE 7213 Azure Local 7 7
2AZEBT AR Ry NT—2NOMd 2 v a—& T #EFREEY —/L (Invoke-
AzStackHciConnectivityValidation) #ZfEMHTXET, ZOMGEY —/VIE, Azure Local 7 7 A% %
AWS /A DPLFENZBERT Do DI B e ry MU —J ki B L £ 7,

¥ O R¥= A T, Cisco ACI £721% Cisco NDFC 7 7 7'V v 7 ®EBA L. Azure Local @ H &A1
VA =L ZOWTIEIIA L £ A,

WOFRIZ, BEFEOE Y F T v 7 THASINTHWAIN—R T 2T Y7 =T ONR—=V g aprm LET,

# 3. N=FRY=TLYT7 V2T ONR=Va v
A G R e
Cisco ACI Cisco APIC 6.0 (3e) ACl = fr—7
Cisco Nexus A1 v (AClI E— 16.0(3e) AClI 23 A v 2 v FBLWT
) V=7 2A vF
Cisco NX-0S Cisco NDFC 12.1.3b NDFC
Cisco Nexus A v F (NX-OS  10.2(3F) ToR A A v F
E—F)

2022H2 Azure Local V U — &
( Azure Local ®—{Tdh 5
TRTCOTNRALADY T by
2T O DY) ) —REE
ie)

Cisco Azure = —J )V

Azure Local ® Cisco ACI #5%,

ZOkBZarTiE, ACI 777U w7 & APIC BNBEEDREEIZT CICHMAET HZ L 2Rt L LT, Azure
Local #—/ ~H? Cisco ACI %5 &3 2 HFEIZ DWW TEA Liﬁ‘o ;0) RK¥ =2 A2 hTlE, &0 AClI 7 77
Vo0 et T4 0T DD BERERTEIZOWCIEMA LA,

Azure Local — 3T Cisco ACI ZiRET D 72O DR EFIAITIRD LB D TT,
o Azure Local — NICHHRE SN Y — 7 A 2 H—T = A ADHERK
e QoS DEIE
o EPG O%E

Azure Local 4 —RiZEG N —T AV F—T = ADIER
D7 v a T TOFIEIZDOWTHIA L F9,
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https://learn.microsoft.com/en-us/azure-stack/hci/manage/use-environment-checker?tabs=connectivity

o Azure Local ## K A A > D VLAN 7' — /L DAERK

o Azure Local DWJHE R A A v DRk

o Azure Local M3 R A A » DEEEAIREIR T V¥ A =0T 47 4 707 7 A JLOIERL
o Azure Local (2272 TLV 2 H%Z3 % LLDP & Y & — O fER

o Azure Local [ZX B2 TLV ZHNITH7-20DA X —T =24 A TI7A4F VT 4 Za—{lflR) o—on
YERL

e Azure Local h— RSN A v X —T 2 A ADA U H—T 2 A AR — T )—TDIERKL
(285

o Azure Local —° sV —T A B =Tz A A~DA L H—T =2 AR — T )L—TDEY

AT

18LtF£ A, o7 varTHATDHIMRRY, AV F—Tx2A A, BLOWE R A A UK/ NT A —X
OWEZRLUET, 2O TIE. ACl Y —7 A vF & Azure Local — 3T 4 >® 100 GbE 1 > % —
7:1:«/])2%‘}{%)% L/jij‘o

Port configuration \
node- 101 1/11

Leaf2

_(node-102) Interface policy group: Individual- HCI

+ LLDPInterface policy: HCL LLDP
+ LLDP enabled
+ DCBXP version: IEEE802.1

+ Interface Priority Flow Control Policy: PFC- Auto
+ PFC Auto

Port configuration + AEP. HCI_AAEP

node- 102 1/11

. VLAN pool
Port configuration H[éoﬂ‘:,;}']s )—)(ch_ VLAN J}OOD
node- 102 1/12 (1600- 1699)

2%

Port configuration

node- 101 1/12
E1/12

18.
Azure Local — DA v Z —T7 = A A LWL R A A O

# 4. Azure Local y—_X—DA LV F —T =24 AL PR R A A L DR

4
vE—T=x |[fvH—T = |[LLDPA > Z— |AvZ—T = |AAEP % KAAL >4 | KAALY |VLAN Pool
b3 ARV —F | Tz ARYY |[LfAPFCRY DEAS

= - D

A
A

Leafl 351 0% fER1-HCI HCI_LLDP PFC ) HCI_AAEP  HCl_phys  ##i HCI_VLAN_pool
Leaf2 A —¥ (DCBXP : IEEE (VLAN 1600
?’;y ~1/11- 802.1) ~ 1699)

£5BXU61C, 20k var I BRSO~V — FTF 2 MERAT A =X OMEEZ R L E
T, ACl U —7 A4 v T, L2FHFHOA ML —Y Ry NU—27 ZFR& . Azure Local Xy NU—27 ~D 57—
7z L LTHRELE T, B EDHIZay b7 7 MADBRREE S TWETR, @7 o4 L30ut
Wk E a2 N7 7 FORERFIEICOW TR, 2O RFa A2 hTIREHLEREA,
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Tenant: common Tenant: HCIT_tenant1

VRF: common_VRF VRF: VRF1

Active Directory
DNS BD: Web
NTP 172.16.1.254/24
Existing Services etc
provider N)nsumer
L3out EPG:
Shared-L30Ut e Contract </ consumer Contract
to-external N web-to-app
/)'rovider
BD: Storage-A BD: Storage-B BD: App
No subnet No subnet 172.16.2.254/24
EPG BD: Mgmt
Mgmt 10.1.1.254/24
19.
T MER
# 5. Azure Local common 5 7 k D&M
Tk BT
7J > K VRF common_VRF

TV RAA common_VRF O & hL—Y A (7% R L)
common_VRF DA L —Y B (73w ML)

common_VRF TO4#L (10.1.1.254/24)

V=0 J=F&A L F—=T=AA J—=F101 BELVG102 A —Hx> bk 1/11 BLO1/12

EPG BD EHICT» EPG & #E (VLAN 1600)
BD 2 hL— A @ EPG 2k L— A (VLAN 1601)
BD 2 L —< BN® EPG 2 hL—< B (VLAN 1602)

S5 EPG (L3 Out)

a7 7 K

common 7 7} > s ® Shared_L30ut

common 7} MZ X > Tt 25 Allow-Shared-L30ut

# 6. Azure Local common 5 7 k D&M

T b HCI_tenant1
77> K~ VRF VRF1
© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 23 /92 ~—
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TV oY RAAL VRF1 @ BD1 (192.168.1.254/24)
V—T J— Rt A X —T xR J—FK101 BLR102 A —HFv k 1/11 BLN1/12
EPG BD1 & Web EPG (VLAN 1611)

BD1 ®7 7V #—3 =2 EPG (VLAN 1612)
= N/ common 7} MZ X - Tt =i 5 Allow-Shared-L30ut
T FCEZSNZWeb 77V 277 b
Azure Local 3 K X 4 > ® VLAN 77— )V DVERR
ZDO& 7 a Tk, Azure Local ~DOHi = AN T 572D VLAN 7 — V&2 ER L £ 97,

Azure Local — 3% ACI UV —7 AA v FITHHKET D & 912 VLAN 7 — /L 2T 51213, IROFIEZEITL
£

1. &% tLoOJErF—yvary A=ma—nb, [Z777 VU v (Fabric)] > [T 7 A& R >— (Access
Policies)] # &N L ¥ 9,

2. EfloFer— gy vy RuT, [F— (Pools) ]. [VLAN (VLAN) ] DJEICEIN L E 7,
3. 57 Vv r L, [IPF—/DERL (Create IP Pool) ] A3 L £,

4. [F—NDERL (Create Pool) 17Ky 77 v 77 ¢ KT, 4Hi (HCI_VLAN_pool 72 &) Zi57E
L. [#Iv Y4 TE— R (Allocation Mode) ] C [EHyE| Y 24T (Static Allocation) ] Zi&{R L 7,

5. A7k T v v OAIE. ARIO [+] R¥ o &2#H L TVLAN 2 VLAN 7 — VB L £3, [#
BHDERL (CreateRanges) | Ry 77 v 7 v KU, U—7 AA v F )5 Azure Local —
WG T 2 BN H D VLAN 2R LET, RO DN T A= FZDEEICLET,
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ees APIC

Pelicies

Create VLAN Poaol <)

EFTEPDT D mm?

i

Create Ranges L I

“n L e

6. [OK]Z27 VU7 L%,
7. [%f5 (Submit) 127V v 7 LE1,

Azure Local D K A A > DRk
WL R A A XA T EERT 5121, Azure Local F— ok L. O FIEE 34T L £,

1. &K toFrer—r gy A=a—h6, [Z77 U v 2 (Fabric)] > [T 27 &R R 2 — (Access
Policies)] # &N L ¥ 9,

2. ~FKEoFEsr—var A=ma—0b, [Z777 U v (Fabric)] > [T 27 & &R R U I — (Access
Policies)] ##R L 77,

3. EOF ¥ —ar 71 KU T, [Physical and External Domains (ME LN RA AL V) 12 EBH
L. [Physical Domains (B KA A V) 1 %227V v LET,

4. [ KA A > (PhysicalDomains) 1 %47 VU v 7 L., #HZR[HE KX A > DER (Create
Physical Domain) ] Z &R L 97,

5. [E K XA > DOIEEK (Create Physical Domain) | Ry 77 v 7 7 4 RUT, AL OL4HI
(HCI_phys 72 &) ##ELET, VLAN 7= L DOLEIE, Rry X0 UR R LURNIS/ER L
72 VLAN 7" —/L (HCI_VLAN_pool 72 &) %R L F 7,
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i) APIC

Clsco

System  Tenants Fabric Virtual Networking Admin Operations Apps Integrations

nventory Fabric Policies | Access Policies

Select Mame Description

Policies . .
Physical Domains

O . .
- Create Physical Domain Q
E Mame: |HCI_phys
[—] Associated Attachable [ 04 0 yajue

Entity Profile: avan
= VLAN Pool: |HCI_VLAN_pool{static) @
= Security Domains: (] +
—

Cancel Submit

6. [1%1

i

(Submit) 1227V v 27 L7,

Azure Local M N A A V OEEREFIRERT 7 ¥R 0T 4T 4 707 74 VOVERR
PG AIRE/R T V¥ A =T 4T 4 77 7 AL (Attachable Access Entity Profile (AAEP) ) % {ERd 5iC
X, MOFIEEFEITLET,

1. = &ZtLOFEF—vary A=a—nb, [Z777 Y v (Fabric)] > [7 7 &% R U 2 — (Access
Policies)] ##N L ¥ 9,

2. T —var (T, [RY— (Policies) 1> [ m—-L (Global) 1> [#FIRERT 72 =
T 4T 4 7r7 74/ (Attachable Access Entity Profile) ] DOJIEIZEIN L £,

3. 57V w7 LT, [ERAERT 78R =57 45 4 a7 714/ (Create Attachable Access
Entity Profile) 1% {Epk L 9,

4. [BEERIRERT 7B A =T 4T 4 717 7 A/ (Create Attachable Access Entity Profile) ] 7~
TT w7 U4 RUT, 4Hi (HCILAAEP 72 &) ZIEE L, [A 77 A 77 F % VLAN OFZhL
(Enable Infrastructure VLAN) ] & [f v ¥ —7 =4 ZA~D BT (Association to Interfaces) |
A 7ICLET,

5. [FAA4 ¥ (Domains) 1 IZoW\W T, V4 v RUOHMIZHL [+]1%2 27V v L, [FASLY TuTy
A v (DomainProfile) ] D T Fu v 7 H 7 UASNLLURNCIER LI FA AL VAR L ET,

6. [Update] #27 VU v 7 LFT,
7. WIRT X912, BIRL7E KA LEHT 25 VLAN 7 — i3 FERrShvE T,

8. [Tk~ (Next) |27 Vv 7 LET, LOFIE4 T[4 ¥ —7 A A~DOBENT (Association to
Interfaces) | WA 727> TWWATD, ZO7 a7 7 A VEFBRERTIEEDA 2 —7 = A A H B
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BT ONTVETAL, ROEIZ > ar TA U F—T oA AZRET DL, TNUOEHE TS Z &R
TEET,

mm APIC

cisco

System Tenants F: Virtual Networking Admin Operations Apps Integrations

ny Fabric -ess Policies

Policies | Create Attachable Access Entity Profile (>

STEP 1= Profile

Name: | HCI_AAEP

(=]
v

Description: | optional

Enable Infrastructure VLAN: []

Association to Interfaces: []

Domains (WVMM, Physical or
External) To Be Associated T+
Tolnterfaces: Domain Profile Encapsulation

I Physical Domain - HCl_phys from:vlan-1600 to:vlan-1699

EPG DEPLOYMENT (all Selected EPGs will be deployed on all the interfaces associated )

Application EPGs Encap Primary Encap Mode

9. [5%2 7 (Finish) 122V v 27 L7,

Azure Local 2B TLV 28 #0233 LLDP R U > —DERR
Azure Local |2/ F 72 TLV #6235 LLDP R Y v —%1ERkT 51213, RO TFNEEEIT L E T,

1. —FLoFrer—vary A=a—nb, [Z77V w7 (Fabric)] >[7 77V v 7 RV v— (Fabric
Policies)] # &R L ¥ 7,

2. EfloFesrF—var v RuT, [RYT— (Policies) 1>[7'r— 3L (Global) 1>[F7#/V b
T® LLDP Y +— (LLDP policy by default) ] % 5#R L£7,

3. ROA T a o TLV 2R LET,
i. DCBX (R hL—% %y hU—2 )
i. ®—b UV rERN
iii. ®—bMRRKOTZLV—A2HPAX
iv. — b VLAN %
#:  Azure Local |2 H 48 72K — K VLAN (%, LLDP KRV > — D% EIZBR2 < EITHNZ 2> T ET,
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el APIC (MinakosSite)

System Tenants Fabric Virtual Networking Admin Operations Apps

Inventory | Fabric Policies | Access Policies

slileis LLDP Policy - default

C» Quick Start

= Pods
= Switches
B Modules Properties
B Interfaces Hold Time (sec): 120
= Policies Initial Delay Time (sec): 2
= Pod Transmit Frequency (sec): 30 -~
= Switch Optional TLV Selector:
B Interface DCBX
Port Link Aggregation
= Giopal Port Maximum Frame Size

[ DNS Profiles Port Vlan Name

& Fabric L2 MTU

E Multicast Tree Policy default

Bl LLDP Policy default
E Fabric Wildcard Rogue Exception

4. [=F (Submit) 1227V v 27 LET,

LLDP A v % —7 = A A R I —DERR
Azure Local |Z43i72 TLV 240235 LLDP R U > —ZEkT 51213, ROFINEEZEITL £,

1. —ZLoFresr—rvary A=a—nhb, [Z777V 7 (Fabric)] > [7 7 & &X R Y — (Access
Policies)] # %N L £,

2. FfloFresr—rar v Ko, [RY— (Policies) 1>[f % —7 =4 A (Interfaces) ]>
[LLDP 4 % —7 = A A (LLDP Interfaces) % &R L £,

3. i7 Vv Z LTCILLDP f v & —7 =4 XA R Y I —%{ER (Create CDP Interface Policy) ] %#i%&iR L
iﬁ‘o

. [[LLDP A > % —7 = A R U > —%{ERR (Create CDP Interface Policy) | K> 77 v 77 4 Ky
T, 4uaiEfRELET B . HCI_LLDP) .

. [#(34k%E (Transmit State) ] © [£%) (Enable) ] Z#R L £,
. [DCBXP /x— =~ (DCBXP Version) ] (Z [IEEE 802.1] %3#K L £,

N

o O
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Rmm APIC

cisco

System  Tenants Fabric Virtual Metworking Admin Operations Apps Integrations

nventory

Policies

Interface - LLDP Interface

+ Name label Receive State

Create LLDP Interface Policy (]

Name: [HCI_LLDH

Description: | optional

Alias:

Warning: Changing the DCBX version may prevent the port parameters from
converging. The link may need to be reset for the change to take effect.

7. [2%§ (Submit) 1227 U v 27 LET,

AV H—T = A RERIENL 7 o — IR Y S — DRk
V=7 B I TPFC 2ANCTHA v 2 —T 2 AR = N—T2 BT 5121, RO FIEE F4T
L%,

1. &K toFresr—rary A=ma—h6, [Z77 VU v (Fabric)] > [T 27 X R — (Access
Policies)] % &N L £,

2. FfiloFrer—rar v Ru<T, [RU— (Policies) 1>[1 % —7 =A% (Interface) ]>
[E% 7 v —il# (Priority Flow Control) ]2 88 L 97,

3. A7V w7 LT, [BE7a—HEERY > —0fERK (Create Priority Flow Control Policy) ] %541 L
7,

4. [#EYe7 o —HlfR U > —D1ERL (Create Priority Flow Control Policy) | Ry 77 v 7w 4 o KT,
4 i ( PFC-Auto fcﬁ J:“) ZREL. [E8 (Auto) ] #ER L £3, (DCBX v haa/Lz v PFC
ke S 5121E, [HE) (Auto) 1 ICRETHLERH Y £9) .

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 29/ 92 [ A
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dk AP

System Tenants bric Virtual Networking Admin Operations Apps Integrations

In s | Access Policies

Policies Priority Flow Control
o —
Name
Create Interface Priority Flow Control Policy (<]

Name: [PFC-Autd] |

Description: | optional

State: Auto off n

Cancel Submit

|
B
—]
—]
=1
—]
—]
—]
—|
—|
>
> [ L
—]
—]
—]
—]
—]
—]
—]
—]
=1
=
5.

[%1F (Submit) 1227V v 27 LET,

Azure Local & — 2B ANt v 2 —T 2 A ADAL v EZ—T 24 A RY r— T A—TDVERR
ACI 77 70 v 7 DAESDNES Y — N T = AT 272000 A v X —T =2 AR — T —T%EkT 5
Wi, ROFNEEZFEITLET,

1. &% tLOFEF—vary A=ma—nb, [Z777 Y v (Fabric)] > [7 7 &% R U 2 — (Access
Policies)] ##N L ¥ 9,

2. EfloFresr—vary o4 RuT, [f v —T7 x4 A (Interfaces) |>[V—T7 f v F—T A R
(Leaf Interfaces) ]>[R YU I — ZA—7 (Policy Groups) ]1>[V—7 727X KR —b (Leaf
Access Port) %8R L7,

3. A7 U w7 LT, [V—= T 7R AKR—b R — IZA—7DER (Create Leaf Access Port
Policy Group) ] #i®R L £,

4. [V—7 778 A AK— b HRY— Z1—TDIERK (Create Leaf Access Port Policy Group) ] &~ v 7
7y U4 RUT, 41 (Individual-HCl 72 &) & &7 4 — LV RO Rry 77Xy JRA MNP BE
WAL B —T 2 A AR —5ELET,

5. [ 5 1«5 1« 7771/ (Attached Entity Profile) ]. [LLDP 78U 2 — (LLDP Policy) ]. ¥ X
WN[FZ7A44 V7« 7ua—i#li# (Priority Flow Control) ] 7« —/ K, LAETIZHER L7= AAEP,
LLDP RV v—, BXORT T4 A4V T 4 7a—Hl{HiA" Y > — (HCI_AAEP, HCI_LLDP ., PFC-auto
L) EERLET,
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| '::luls'élc;' APIC Create Leaf Access Port Policy Group (<]
Mame: | Individual-HCI

System bric Virtual Description: | optional
| y Access Pol

Attached Entity Profile: | HCI_AAEP @ Link Level Policy: | select a value

Policies

CDP Policy: | select a value LLDP Policy: |HCI_LLDP i}

View Advanced Settings ~

802.1x Port Authentication: | select a value MCP: | select a value

Transceiver policy: | select a value Monitoring Pelicy: | select a value

CoPP Palicy: | select a value PoE Interface: |select a value

= DWDM: |select a value Port Security: | select a value
Egress Data Plane Policing: | select a value Pricrity Flow Control: | PFC-Aute @

Fibre Channel Interface: | select a value Slow Drain: | select a value

Ingress Data Plane Policing: | select a value Storm Control Interface: | select a value

L2 Interface: |select a value STP Interface Policy: |select a value

Link Flap Pelicy: | select a value SyneE Interface Policy: |select a value

Link Level Flow Control Policy: | select a value

MACsec: | select a value

> [ FC Interface MetFlow Monitor Policies: +

[ FC PC Interface MetFlow IP Filter Type NetFlow Monitor Policy

and External

Cancel Submit

6. [ (Submit) 1227 U v 7 LET,

Azure Local — Rz i Nz — T A VB —T 2 ZA~DA VE—T =2 A RY — T —F
DEEELR} T
Azure Local r— |2 SN2 — 7 A v A —T =2 A AEFRTETHITIE. ROFIEEZFEITLE T,

1. & LoFerF—rar A=a—nb, [Z777 VU o2 (Fabric)] > [T 27 R R U 3 — (Access
Policies)] # &N L £,

2. EMOFEF— gy X onb [f v —7 =4 A#ERR (Interface Configuration)] 2 3# R L £9°, .

3. FMlo_A T, [T27vav (Actions) 124627V v 7 L, [AvF—7 =4 A0 (Configure
Interfaces) ] Z3N L £,

dsco APIC QP QRO OO

Virtual Networking Admin Operations Apps Integrations

System  Tenants

Access Policies

Interface Configuration

fi, Some of the interfaces are still configured using Selectors and Profiles. We can help you migrate them

Fiter by atutes 2

a a " . . Configure Interfaces
P.. Node Interface Port Type Admin State Port Mode Palicy Group Interface Desc

Convert Interfaces

4. [ v 2—7 A ZADERL (Configure interfaces) 17V 4> RUT, kDA 7> a @R L £,
i. /J—FK AT V=T
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ii. R—hK&A47: T77ER
jiil. (V¥ —Tx2AALAT  f—PFRy b
iv. 1 F—7x42EHNZ A7 (Interface Aggregation Type) : {E5] (Individual)

5. [/ — FDiER (SelectNodes)] #7 UV v 7 LET, [/ — KD (Select Nodes) | Ky 77 v 7 o
4> R T, Azure Local — 292V —7 /—FK (& ziE. 7 —F101-102) Zi&ERN L,
[OK] %2V > 27 LET,

6. Azure Local V—NIZEHiT D) —7 A X —T x4 AERELET (2& 21E, 1/11-12)

@ Configure Interfaces

General

Node Type
Spine |

Port Type

Interface Type

[Elhsrnel | Fibre Channel |

Interface Aggregation Type

[Inclwudual | PC

vPC |

Node* ©

101-102 Select Node

Interfaces For All Switches = ©

1/41-12|

Leaf Access Port Policy Group *

Select Leaf Access Port Policy Group }Required

7. [V—o7727%RF—bF RY — ZV—FDERK (Create Leaf Access Port Policy Group) ] % 7
Vo7 LET, [V—7 7 7FAR—=F K — 7 L—7DiEIR ( Select Leaf Access Port Policy
Group) | Ry 77T v T U4 RUT, URAMPLURNHER LIZY —7 T7EA R—hK K v— 7
/L—7" (Individual-HCI 72 &) %3 L, [BR (Select) 1547V v 7 LET,
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@ Configure Interfaces

General

Node Type

Port Type

Interface Type

P Ghamas

Interface Aggregation Type

=
Node= @
101-102 Select Node

Interfaces For All Switches* ©
1411-12|

Leaf Access Port Policy Group *
Indlividual-HCIx

Configuration Status

iD* Name Interfaces Configuration Status
101 Pod1-Leafl 11112 (D Configuration will be updated /s '@'
102 Pod1-Leaf2 M-z (D Configuration will be updated Ve

Cancel Save And Continue

8. [tR7F (Save) 127V v 7 LZET,

QoS DHERY

DRI, Microsoft IZLDBHFA R 2y hU—27 QoS OHERFEIEA F LD FJ, N>V TIL, Microsoft
D K¥F = A2 b (https://learn.microsoft.com/en-us/azure/azure-local/concepts/host-network-
requirements) &ML T 7EE0,

#7. Azure Local % v U —7 QoS DOHEIREIF

JIRAFBIRENT T 47 AML—Y v TFTT 4w Y TI7FLE (TFUEBIV
BFHEXY hTU—7)

HEY 75 AL b— b E— FO#EHIETY ARL—Y AR—ZA XA LT TFUN Ry NT—IRED

) Fora AL A RDMA #EDH MOTXTONT 7 47
S 7K H,

7o —HfE (PFC %tis)  FExbs A XIS

HrIk TR 25GbE UL o> RDMA %~ FU—7 50 % T 74N~ (GRA MERIEAR
DO 1% )

10GbE UL F®d RDMA %~ U —7

DAL 2%
HERRIEICH SN T, 2O RF 2 A2 FTRplE LTHKRO ACI QoS #EAMHH L9, Tk, Microsoft
Azure Local Jfl Cisco UCS C240 M6 VU = —=3 = o T & 41 5 HHE #03 L O EEA % & & [6 U T,

e RDMA (AhL—¥) +TF7 747D 1 (77 4 v 7121 Azure Local IZL > T~—7 Zi7-
Cos 4 3 f1E)

o PFC M- TND
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https://learn.microsoft.com/en-us/azure/azure-local/concepts/host-network-requirements
https://learn.microsoft.com/en-us/azure/azure-local/concepts/host-network-requirements
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/ucs_mas_hci_m6.html#QoS%20%E3%81%AE%E6%A7%8B%E6%88%90
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/ucs_mas_hci_m6.html#QoS%20%E3%81%AE%E6%A7%8B%E6%88%90

o HIEIETH 1 50%
o ETS (ACIDEAfITFTI T K rEY)

o U ITAHBEMDOL~L2 (FF7 4w 7121% Azure Local IZ L > T~—27 &17= Cos 5 M@ L Ty
F9)

o PFC NI >TVEHA

o HIIETK 1 1%

o ETS (ACIDEAMIFT TV K nEy)

e WM GII 74w 7 BT T w7 (XOMD LT T 4 v7) OREIT Leveld (77 41 b)

o PFC DI >TVEHA

o HHIEIE TR : 49%

o ETS (ACIDEAfITT T FrEY)

RO T, QoS WEBNZ DSV TEHA L £77,

Leaf Swilch1 LeafSwilch2 QoS config on ACI fabrics
= Level1: For Storage BPGs Cos 4. 50%. PRC is enabled for Cos 4.
* Level2: For Storage BPGs Cos 5. 1%.
* Level3(default) default configuration for other EPGs. 49%
PNIC2 (100G port) | QoS config on AzureStack HCI
= Storage: 50% (Priority 4 = Cos 4)
‘ur:‘J » Cluster: 1% (Priority 5 = Cos 5)
= = Others: 49%
= (Cluster traffic is also camied over Storage networks: Storage A and Storage B)
e
[0
=
Parent SET Switch
Partition
Guest é;l I:é_j
Partition

Azure Stack HCI Server I ATk
I

= 20.
Azure Local ® ACI QoS &5k

Cisco ACI 7 7 7'V w7 1%, =—H—#kr[§E72 6 2D QoS L~/b (L~yL1~6) &, 777U v 7l h
77 4v7. SPAN, BELO b —Ab—hk FT77 4 v 7 HICTFREANTZ 2 OO L~ )b EHR—FLET,

7 8. Cisco ACI QoS L)1
P—ERT TR DCBX Cfifis52 QoS Y |hF 7497 247 VXLAN ~ 3 #—T®D DEl vy L **
—7 (ETS #EB L O ETS Doclp (CoS) ~—%
HeR) - 24
0 0 LUL3 (F740R) 0 0
1 1 LL 2 1 0
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DCBX CEFHENn5 QoS 7 | b o9 74097 A4S VXLAN ~> & —T® DEI £ > [**
—7 (ETS #EB LT ETS Doclp (CoS) v —%
HedE) * >7

2 2 L~L 1 2 0
4 7 LUL 6 2 1
5 6 LL 5 3 1
6 5 LUL 4 5 1
3 3 APIC == fn—F 3 0
9 T RANZA R SPAN 4 0
8 (SuP) 4 il 5 0
8 (SUP) 4 FL—2—k 6 0
7 T RNE A XL a— $—E2R 7 0

* |EEE DCBX PFC #£E% LLDP TLV Tl&  BEIERLEIE ~ ED PFC LARIL (1 ~ 6) AEMICE > TLWBMICEEREL ~ BERITShi

CoSfHTTY o ST THIBHMIE - RDEEDTT o

ROy Ji@Eks I —4 (DEI) EvblEs b7y VEERICROY TAERTIL—LETRT 1EYN 714—ILKRTY ° CoS f
(3EwHR) +DEIE (1EYHN) - QoS V5 R%ERLET

QoS 7 7 A DIERK
Cisco ACI QoS 7 7 A& T 512iE, ROFNEEFEITLET,

1. = &ZLoOFErF—var A=ma—mb, [Z777 Y v (Fabric)] > [7 7 &% R U > — (Access
Policies)] # R L 77,

2. FfloFesr—rar v Fuc, [RY— (Policies) ]1>[Z7 m2— 3V (Global) ]>[QoS 7 &
2 (QoSClass) ] DIEIZEE L., WTFhhrDL~LERRLET, (mLziF, AhL—Y 57
74 v 7 OEAIT levell )

3. [RF V=07 T7aaY XA (Scheduling algorithm) ] 7 +—/L T, ey 7 XU Xk
L [ERMHTFTI U K rEY (Weighted round robin) ] Z258#IR L 9, ZHIT 740 FOERET
7

4. [HHSIEE Y YT (% B{7) (Bandwidth allocation (in %)) ] 7« —/V R T, iz E L £4., (=
L2 ARNL—Y NI T 4 v 7 DEAIE50)

5. 7 7 AT PFC BNHE 72\ i51%, [PFC EELKEE (PFC Admin State) ] 7 +—/V K& 47D FE FIZL
F7,

6. 7 7 AT PFC BN EEREE,
a. [PFC EHR#E (PFC Admin State) ] 7 1 —/L' K

b. [No Drop-Cos] 7 +—/L R, [Cos] HZBIRLET (7 xiEX, ARL—Y vT T4 v I D
541 Cos 4)

c. [#iPH (Scope) 147 a T, [Z777V v 72K PFC (Fabric-wide PFC) ] Z3#{R L %
T (FT774v70BRLCY—T7RNIZHHEA . IntraTor PFC HRESH D £HA)
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System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Access Policies

QOS Class Policy - Levell O

Policy History

O *
Properties
QoS Class: Levell
Admin State: | Enabled
MTU: | 9216 o

Minimurm buffers: | 0 o

~
Congestion Algorithm: Tail drop Weighted random early detection /.l

Queue control method: Dynamic

Scheduling algorithm: | Weighted round robin
Bandwidth allocated (in %): |50 &
PFC Admin State:
Mo-Drop-CoS: |cos 4

When PFC Admin State is unchecked, this field value will be set to emp

R
Scope: IntraTar PFC /,I

7. [%

(Submit) 1227V v 7 LET,
Z ® QoS #ak & LLDP IEEE DCBX #% CTlk, RDfEAS LLDP IZRRE S E T,
e |EEE ETS ##/k3 L OV IEEE ETS #£4%

EHU

o Prio4 ®PGID: 2 (Cos 4 MERE4, LU 1723 QoS /' Vv—7 2 ThHhoHIw)
o PGID 2 o#giE : 50 (L~ 1 (X QoS 7/ /v—7 2)
o FIT74vr 7T7A2DTSA : HLRREER (L~ 113 QoS 7/ /v—7 2)

o |EEE I A4 AV 7 4 7 u—HlEDORER

o FIAFVT 4 4DPFC: fi%h (Cos 4 BN 4L, PFC BNEMI/2>TWDHT20)
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Efd fonflguratien

-------- # TLW Type: Orgenicetion Specific (137)
= TLY¥ Legth: 1%

organdiwtlen Undqus Code: $:B:ck (TITE)

IEEE Bd.1 debbyse: ITS Cpaflperatlion [lste)

= Willing: Mo

B scie w Erediv-Baded Shaper: et suppected

seme (18 = Fasimss Busber of Trafflc Claspeer: & (Bul)
= PMIED Tor Peds & @

s BOLO for Pric 1: &

sams amias = PMIED Tor Prds 31 @
............ B2 = POLD for Pric 3: @

w IBEE «
HEHE T

vera BB ... o= FEED Tor Prla 61
............ DR = BOULO for Prio 7: @
Ewsdwldth for PGED @0 &
fandwldth for POID 1: &

(Ceasdeions 7or in 31 50 )
or B0 3: @
Bandeldth for PGID & @

Bandwldth for BGED %= @

Bundwldth for PGED 60 @

Basdwldth for PGED 7@ @

TRl for Traffilc Cless &1 [nhenced Transelssion Selection (1)
Tis For Traffle Cliss 1: Pnhanied Transslidiss falectins (2
Traffilc Class 1; Unhenged Tranpmipplon Belectios (1)
X [ i 3 [ rie~ity (0]

TRA for 'l'r'l'Hl: Claze 4 Ferict Priocity (@)

fia for Traffle Cliss §: Enhanded Tromumlssion Selectios (2)
T5& for Traffic Cless &; Dnhanced Trancmblpcion Selectios (1)
T8 for Traffle Class i Enhanded Tromsmlisios Selection (1)

= LEEE - briorivy Flow Comtral denflguratien
3R BXL. -ie rasa & TLV Typs: Orgenlzstion specific (137
ool BlE Bih = TUV Lemgtha &
Organdzation Unigue Code: D:E0:cd [IEEE)
TEEE B, 0 Subtypel Priscity Fles Centrol Cosfigersrics o)
S = Willing: Mo
L aae, w HACESD Bypasy Capablliny Won capable
oo 1D = Ham PPC Enabled Traffic Clesasd: 8
v« = PRC for Priecity & Dissbied
va o, m PRE for Priecivy 1: Dlasbled
vere e, = PRL for Priacity 11 Dissbied
sois oo w BRAE far Prlecity 3: Dlsabled

F 7 4L T

=2

Priority 0] ~ [PFC for Priority 7] X855 E

JIERL OfE (Cos ) MHEH SN ET,
4)) .

8. /I x&@mEk

1% DV T AXBERNT 7 4 v 27 D level2 [ZkD L 5

e« QOS 7 7 X : Level2

. 7XTo» TPGID for Pri 0] ~ [PGID for Pri 7 1% 0 IZF%E &4,
INET, PFC AR > TWDEGHE. FrE OB
(EFCofIcix TPGID for Pri 4: 2] 3 O TPFC for Priority

T4 T DLYUH L TAT v 7 2~ 7 &K

;: :: = PPL for Pr‘l.n:-rlw [ H I:|I.I|.l-h|.l-d
Bain wana = PR dar Pelaclvy T Dlssbled
Levell -> PGID 2: 50% (Storage traffic)

Cos 4 -> PFC enabled

+T~_Ch [PFC for

LET, 7oL xiE HlE PRI
\—fci D i‘a‘o

o« AT Va— ) FTAITY XA EHHEFITT TR Y (5740 VEE)

o HEBREEIV M T (% D) 1
o PFC &HLIRAE 4~

Z ® QoS k& LLDP IEEE DCBX #pk Tld, DAY LLDP 2R E

NFET, 7944V T4 0~3

BLUYS5~7DPGID & PFC IZERE IZH Y £H A,

o |EEE ETS ##5k4 L OV IEEE ETS #£1%
a. PGID 1 &g -

1 (level2 13# 8 12H5< QoS /' /v —7 1 THH =)

b. "T 74w 7 7T A1 O TSA : fLiRmIEER

DO RT T4 T DL UKL TAT Y 2 ~ 7 ZR0IRLUET, & 21T EIRIET 49% O

VM s 7 4 v 7D level3 (57 %)V 1K)

e QS 7 T % :leveld (F7 4/ 1)

=/ <R

\—7L£ D i—a—o

o« AV a— 7 TN XL BAHTFT U R vy (T 7 40 MER)

o HHEEID 4T (% HAD) - 49
 PFC wHLRRE £~
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Z @ QoS ##%kk & LLDP IEEE DCBX ##k Clx, K DfEA LLDP 238 E
CEE I EH A,

BEO5~7 D PGID & PFC

o |EEE ETS ##£k45 X OV IEEE ETS H#£1%
a. PGID 0 ®#5hg

:10 (level3 133 8 12H25< QoS /' /v—7" 0 THDHT=9)

b. N9 7 4v27 75 Z0®TSA : JEIEEEREIR

v IBEE « ETS Conflguratlen
LS O = TL¥ Type: Ompendastlon Speciflc (117)
....... B o0l 1001 = TLY Lesgth: 19
orpanlzatien Usdque Code: Mol (JTID)

IEEE B82.1 Sebtyps: ETE Loafigeratios {@ers)

| gty & Willing: W

altai sass = Eredit-Badind Shapar: NOT dwpsorted

cree o3LB = Maxcles Msaber of Tradflc Clevess: & [@wi)

aua an s o= MIID feF Prle & @

L T = FGID for Pris 31 @

va o= LD for Prle 2: @

B8 s PGID for Pric B @

+= = MiED e Prls B @
............ for Prig 7: @
Sasduildth for PEID B2 44

Parchaldth for FOID L= 1

Easduldth for MIID 2: S0

Panchurldith for FGID J:
Basdilgnh For MEID Az
BardulSth for PGID 5
Bandhwlaty for MIID 82
# Iz
Tia For Tenffle dlads & Eshanced Transsiislen Selevelsa (3}
Tsk for Trafflc Clevg 1r Oshenced Trenmdvpion Selection (2}
T4a for Teaffle £lass 3t EMH !-mu-!ulm Leleculen (3}

3 ¥
Tie for Teaffle {leds & 5!-'!1! 'H'!ﬁr-l!y {2

Thi for Trafflc {lsee §: Eshanced Trempmivplon Selecticn (2}
fia for TeafPle fleds & Eshanced Tranimidislen Lelecelen (1)
TsA for Traffic Clews 7: Eshanced Transminplon Selection (2}

jaxéw QoS R Y T — DAL
. ORI THEED QoS %)

ACI {

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

v IEEE - Priarley Flow fostral Coafige=stios
1313 3L, ... e = TV Type: Qrgsnizstios Specific (127)
sns acal DB ELIG = TLY Lengusr 4
Dr.ml:ltinn Unigese Code: B9:E:zcl (TEEE)
LEEE #ad, 1 Subtype! Prierity Flew Centrel Cenflparatien [iwb)
| TR = Willing: Mo

s weer w HaCser Bypass Capsbility Wet cepabls

oo 10 = Haw PPC Esabled Traffic Classes: &
+ arall ® PFC Tor Prigcity @ Dizsbled
- <, = PEC for Prlecity 1: Disshled

vars s, ® PRC for Prl.-l-:r.' I Dieshled

M. .., = PRC dgr n-p:rmrq. uh-b:lrd
| = PEC fer Prlscity Ti Disabled

ShEd, 7794471 0~3

Levell -> PGID 2: 50% (Storage traffic)
Cos 4 -> PFC enabled
PGID 1:

PGID 0: 49% (VM traffic)

Level2 ->
Level3 ->

1% (Cluster communication traffic)

YA T a v nh F9,
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oxa HJHIM



X 21.
ACI QoS ## ik D S NENT

CORFa2 AT, 7TV FBIOEH XYy hU—27 D EPG TQ0S 7 7 AREZMWHL (F7+/L D
L3 . AL —UBIONI IAXBERY NU—VDEPG THAX L QoS R —REXHEHL £
(Cos 4 DA b L—U DAL levell, Cos b D7 T AZ@IEDHET level2)

QoS5 config on ACI fabrics

= Levell: For Storage B?Gs. 50%. PRC is enabled for Cos 4.
= Level2: For Storage B?Gs. 1%.

= Level3({default): default configuration for other BPGs. 49%.

Storage- A BPG \
nade- 107 1/11- 12 VLANTG60T Custom QoS policy: Slorage and Clusler

= Cos4 ->» Level {for storage)
St B k- Cos 5 -> Level?2 {for cluslter communica‘lion)/
nade- 102 1/11- 12 VLANTG602

Tenant EPG
node- 101 1/11-12 VLANTG611
node- 102 1/11- 12 VLANTG611

Level3 {Default)

Tenant EPG
naode- 101 1/11-12 VLANTG11
node- 102 1/11- 12 VLANTG611

X 22.
ACI QoS 5 L U EPG DA A5l

RNY =2 51213, ROFIHEZFATLET,

1. APIC ® L e —ra v A=a—nn, [TFHY b (Tenants) ]. [#£:@ (common) ] DJEIZIER
LET (72, EPG X ET HBEFOT T MEBIRLET)

N

L EfloFeSsr—rvary vy RunGEBELT, [RY— (Policies) 1>[7= k= (Protocol) ]
>[# 2% A QoS (Custom QoS) ]%&EIN L £,

3. 57V w27 LTC[HARZ L QoS R —DERL (Create Custom QoS) ] ##R L. [ 2 # A QoS
AU —DERK (Create Custom QoS Policy) 1 Ry 77 v 7 v v Ruzfix$d,

IS

. [&%F7 (Name) ] 7 ¢ — /L RC, AHiz$EE LET (ffl . Storage_and_Cluster) .
. [Dot1P Classifiers] 7 + —/V KT, [+]1 %27 Vv s L, LFEMHERLET,

o1

a. BRIENL (ZofTIE, AML—Y NI 740w RKay 7 Xy JARNS level2 23R
LET)

b. Dot1P #il/l (Dot1P Range Fromand To) (Z®fITIZ, AL — FT77 4 w712 4 45
ELET)

. [Update] #27 U v 7 L ¥,

N o

JIABBE RN T 74 v JICH L TCAT T 5~6 20K LET, (ZOFITIEH, 77 AXEENT
74 v 7 OEAIT levell, 5 TY) .
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aueilne ey o s Create Custom Q0S5 Policy
I EI5CH APIC O " °

8. [%fF (Submit) 127V v/ L&,
ZOHALZ L QOS RY —iF, RDAT v (EPG DOffRK) TERINLET,
EPG DK
ZDkT v a TR, RO EPG BMERSIVET,

e VM D7 7F > | EPG

o HHFX Y NU—27 OEH EPG

e AL —Y Xy NU—T7 DAL — EPG

o AL RNT U NOEE

o ALV a—v—BIOTu NS F—EPG DAL T F DB
7> bk EPG OB E
Azure Local VM ©7 F > | EPG Z AR T 511X, IROFIEEFATLET,

1. APIC O LD F =gy A=a—hb, [TF v+ (Tenants) 1> [77F > FoiEin (Add
Tenant) ] Z#&R L £7,

2. [7F > FDfERR (Create Tenant) ] %1 71 /Ry 7 AT, 4751 (HCI_tenantl 72 &) Zi5E L%
bé‘o

3. [VRF4& (VRFName) ] 7 1+ —/L FIZ, VRE4Z A/ LET (VRF1 72 L)

4. [ 7Y oY FAA 2 DIER (Create A Bridge Domain) ] Z4>1ZL, [IR~ (Next) 127V v/ L
£7,
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Create VRF
il APIC (172.31184. 5

STEP 1= VRF
System Tenants Fabric Masras: pimed

ALL TEMAMTS | AddTenant | Tenant|

HCI_tenanti

(C» Quick Start J T m i

B Hel_tenant Pelicy Conirol Entorsemam Diract Egais m My
B Application Profiles bRk T
= Metworking

[—] Bridge Domains

. Create VRF

5. [4#T (Name) ] 7 +—/L R, A1 (BD1 72 &) Zi5&E L. [58T (Finish) 127V v 7 L%,

Create VRF S

Alias:

Description:  optional

Type: regular

Forwarding: ' Optimize

IP Data-plane Learning: {  Yes No

Info: This option is not available when "Enforce Subnet Check" is enabled from "System Settings" - "Fabric-Wide Settings Policy".

Config BD MAC Address:
MAC Address: | 00:22:BD:F8:19:FF

6. 7V vY FASfIZm=—F ¥ AN F— T =A IP 7 RLAZERT HIZ1X, [Navigation] =1 >
T, [®*y PU—F% 7 (Networking) ]>[7V v FAA > (Bridge Domains) JC{Ek L7277V
v KAAY (BD1) #EBLET,

7. [7 %> b (Subnets) 12427V 7 L, [V7Fv bDOERL (Create Subnet) ] 28R L 9,
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8. [—Fw=AIP (GatewayIP) ] 7 (—/L R C, Z=—F ¥ A [

— 724 DIPT LA (ZD

#Tlx 192.168.1.254/24) ##HEL. EE @E) 1227V v 27 LE1,

alran Create Subnet

Cisco

APIC (172.31184.201)

Gateway IP: [192.168.1.254/24)

ddress/mask

Tenants Fabric Virtu

Treat as virtual IP address: [ |

ALL TENANTS Add Tenant | Tenant Search: Make this IP address primary: []

Scope: [] Advertised Externally
[] shared between VRFs

HCI_tenant1

Description: | optional

Subnet Control: |:| No Default SVI Gateway
[ Querier IP

IP Data-plane Learning: Disabled Enabled

L3 Qut for Route Profile:

select a value

Policy Tags: e (

Cancel Submit

9. 7V r—ay a7 A NEERT LI, ElloFe sy —ary 94 RuT[7F ) yr—va

v 7u7 74/ (Application Profiles) 1 247 VU v 7 L.
(Create Application Profile) ] #3#iR L £,

10.[477 (Name) ] 7 +—/L KT, 4ui (AP1 72 L) Z#fEL., [XE

11.EPG ZAErk 7 %12
vz JRBH L.
EPG DO1ER% (Create Application EPG) ] %% L £,

12.[4%87 (Name) ] 7+ —/L R T, 401 (Web 72 L) Z4EEL £,

13.[QoS 7 7 X (QoSclass) ] 7 4 —/L KT,
T, (Ez2E. VM T 7 4 v 7 DA Level3 (F7 /v 1)

14.[7) v KAA > (Bridge Domain) ] 7 1 —/\ K C,
T BD1) ZER L FE 9,

Fow7Zor ARG [LL (Level)

[TV —vay a7y A VOER

@&EfE) 1227V v 7 L%,

X, oS —rary v Rubhb fERLEET AV r—var Iarr A
[77Y #r—< a2 EPG (ApplicationEPGs) | #4727V v~ LT,

[77V r—vav

| 23R L%

o ZAUET 7 IV MERR)
Kay7Z g JARNLERLIZBD (Z0

15.[V =7 [’XRX CT#RIZY » 7 (Statically Link with Leaves/Paths) ] = v 7Ry 7 A% 41T L

T. [k~ (Next) 127V v 7 LE7,
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Create Application EPG =]

wlel APIC (172.31184.201)
STEP 1~ Identity m

System Tenants Fabric

ALL TENANTS Add Tenant | Tenant$
HCI_tenant1
- @
C» Quick Start Tag
s ]

77+ N EPG ® QoS 7 7 AL Level3 (F 74/ k) THY, 774/ N TIXPFCITAMTRY £H

> R

16.[%¥E K A A > (Physical Domain) ] 7 1 —/V KO Ko v 727U X b, fERRLTEMELR A A
(Z OFITIZ HCI_phys) %R L £,

17.[%% (Paths) 1 74—V FTC, [+]1 %7V v 7 L, XRAZERL K= B 7w fbztEmk L £9,
(Z oI TlX. Web 033413 Pod-1/Node-101/eth1/11 35 X O vlan-1611) .

18.FIE 17 Z#: 0K LT, 77 AH D Azure Local B — N ZHHFG SN TWVWDETRTDOA v H—T =2 A A%
BALEST, (ZofITiX, Web ®3F4. Node-101/eth1/11-12 35 X U Node-102/eth1/11-12
L vlan-1611) .

194> F >~ EPG (/=& 21, vlan-1612 ® EPG 77V) 12X L TFIE 11 ~ 18 ZH ViR L F 7,

BH EPG 2R LET,
Azure Local A hL—Y Ry NU—F U F BT A0, ROFIEEZEITLET,

1. APIC O EiffoF v —vay A=a—Mnb, [TF2 + (Tenants) 1> [#£iE (common) ] DJIEIZ %
WLUET (F72ix, B EPG 2% ET HMAFDOT T FE2EBRLET)

L EfloFe S —vary vy RUT, [Ry U —2 (Networking) 1>[7Y v RA A (Bridge
Domains) ] Z3&R L £7,

L EZ7Y 7 LT [FY v Y AL DIER (Create Bridge Domain) ] 3%k L £,

. [4%7 (Name) ] 7 + —/V R T, 4#1 (Mgmt 72 &) Z#fEEL. VRF4 (ZOHF Tk common-VRF)
IR £,

[k~ (Next) 127U v 27 LET,
. [Subnets] 7 4+ —/L R T, [+] %227 VU v 27 LET,

N

W

o o
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7. [/—FrT =4 IP (GatewayIP) ] 7 1 —/L F T, IP (7z& 21X, 10.1.1.254/24) %&£,
8. [OK] &2V v2r/ LET,

9. EPG #{Ed 5i2lZ, EloFrsr—ary 94 Runh [TV r—YaryFarzZrfL
(Application Profiles) ] Z L. BEFOT7 7V r—y gy a7y A VAR LET (F72035
LW 7Y r—vay a7 7 A VEERLET) |

10.[7 7V r— 3 > EPG (ApplicationEPGs) 1 %427V v 27 L, [TV r— a v EPG DYERL
(Create Application EPG) ] Z# &R L £,

11.[%4%T (Name) 1 7 ¢+ —/L KT, 45 (Mgmt 72 &) 2 ELET,

12[QoS 772 (QoSclass) ] 7 1 —/V R T, Koy 7&Z 7y UR 15 [LUL (Level) | ZiEIR L £
T, (X HENT 7 4 v 7 DA Level3 (Default) ) |

13.[7V v KAAL v (BridgeDomain) 1 7 1 —/L RO Ry 7&Z w2 U X kv, B L= BD (20D
B TlX Mgmt) IR L E7,

14.[V —T7 XA TEBIZY » 7 (Statically Link with Leaves/Paths) | 7= v 7R v 7 A& 4 (2L
T, [R~ (Next) 122U >v27 LET,

15.[%# K 2 A > (PhysicalDomain) ] 7 1 —/V KO R v 727 ) X b, ERLTEWEER A A v
(Z DFITiX HCI_phys) #ERL £7,

16.[%%2 (Paths) ] 7 4 —/V KT, [+]1%27 Vv 7 LT/NAZER L, Port Encap #fik L £3 (Z o
TiX., Mgmt ® Pod-1/Node-101/eth1/11 35 X (' vlan-1600) . 17 1 7 VLAN (¥ 772L) M
BERy PU—Z I EN TV DAL, [F—F (Mode) ] 74—V KT TV 7 (RA4T 4
7) (Trunk (Native)) ] Z®&RK L F7,

17.27 7 ZAZ OAtd Azure Local r—/3 £ Z—T = A4 ZIZX L TCFIA 16 2V IKLET, (ZOHIT
iZ. Node-101/eth1/11-12 33 . (" Node-102/eth1/11-12 . vlan-1600 for Mgmt) .

2 FL— EPG DOHERR
Azure Local 2 L — Ry NU—F U V2R 51212, ROFIEAZFEITLET,

1. APIC ® B e/ —vay A=a—nb, [FF b (Tenants) ], [#£#E (common) ] DJIEIZER
LET (721X, A Mv—Y EPG 2T 2BEFOT T FEBIRLET) o

2. EfloFesr—var v R, [Fy hU—2 (Networking) 1>[7V v KX (Bridge
Domains) ] Z#ERL 7,

3. 7 Vw7 LT, [7UvY FAALDVER (Create Bridge Domain) ] #3R L 97,

4. [4%7 (Name) ] 7 +—/L KT, 4Hi (Storage-A 72 F) ##5&E L. VRF 4 (Z OH#ITlZ common-
VRF) %Zi®iRL £,

5. [ (Forwarding) ] Ky 7% U2 g [HAZ L (Custom) ] 23N L £,

6. [L2RHD=2=%+% &2 b (L2UnknownUnicast) ] kuvy 7% 7> U AT, [Z7F > F (Flood) ]
FERLET,

7. [k~ (Next) 127U v 27 LET,

8. [t=F%%¥ A M V—FT 17 (UnicastRouting) ] = /7Ry 7 A&F 7L Cax=F%%¥ A L—T
g T EmEHIiz L, [IR~ (Next) 1227V v 7 LET,
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9. [T (Finish) 1227V vZ7 L%7,

10.EPG Z1EkT 22X, BT EFr—rvar vy Runb [TV r—vavrazZrAn
(Application Profiles) 1 Z# /B L. BFEOT 7V r—vay Ju 77 A VEER L ET (X723
LW AU r—v gy a7 r A NVEERLET) |

M.[77FV r—3 a > EPG (ApplicationEPGs) 1 %427V v 27 L, [TV r— a EPG OERL
(Create Application EPG) ] Z#iR L £,

12.[4#7 (Name) ] 7 ¢ —/V R T, 4HizfEELET (] : Storage-A) .

13.[h 2% 2 QoS (CustomQoS) 1 7 s+— /L KD Ry 7 Z oy UR KNS, Bk L7ZH A% 2 QoS R
U — (Zofcix, Storage_and_Cluster) #EeiR L5,

14.[7V ¥ FAAL > (BridgeDomain) ] 7 4 — /L RO Ry 727 UZX b, fEKLZ BD (Z0
] Cix Storage-A) ZHEER L £,

15.[V —Z[7RRACEMIC Y 7 (Statically Link with Leaves/Paths) 1 5= v 7Ry 7 XA &4 L
T, [k~ (Next) 1227V v 7 LET,

Create Application EPG (]

STEP 1> Identity 2. Leaves/Paths

Name: | Storage-A
Alias:

Description: | optional

Annotations: e Click to add a new annotation
Contract Exception Tag:
QoS class: | Level3 (Default) v
Custom QoS: | Storage_and_Cluster || (3

Data-Plane Policer: | select a value

Intra EPG Isolation: Unenforced

Preferred Group Member: Exclude
Flood in Encapsulation: Disabled Enabled

Bridge Domain: | Storage-A v @
Monitoring Policy: | select a value v
v

FHS Trust Control Policy: | select a value

EPG Admin State: Admin Up Admin Shut

Associate to VM Domain Profiles: []
Statically Link with Leaves/Paths:
EPG Contract Master: +

Application EPGs

16.[#H K21 > (PhysicalDomain) ] 7 1 —/V KO R v 7 X7 ) X b, ERRLTEWEE R A A
(Z OFTHE HCI_phys) #EER L F7°,

17.[7%% (Paths) ] 7+ — /R T, [+] %227V v 27 LT/RZAEZEIR L., Port Encap ZHipk L £ (Z D
Tl%. Storage-A ® Pod-1/Node-101/eth1/11 5 L O vlan-107) .

18.7 7 A Z Ohd Azure Local —/% (ZofH|TlE, R L — A @ Pod-1/Node-102/eth1/11 5 L
P vlan-107) ([ZxXF L CFNE17 240 L £,
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19.2FHD A ML —Y EPG (2 & 21E, 1B L7 A % 2 QoS Storage_and_Cluster, i N A1 >
HCI_phys 3 & T* /<% Pod-1/Node-101/eth1/12 i & U* Pod-1/ Node-102/eth1/12 ( vlan-207)
A LEZRA ML —U-BBLUWEPG R FL—T-B)

av T 7 FOWERR
Y NI A NEERT D FIEL, RO LB TT,

1. APIC O L F e —rar A=a—nn, [TFv b (Tenants) | #E8R L, 7o 3o ¥ —EPG N 1F
ETH57F 0 FERIRLET, 7mE 201X, WebEPG &7 7V r—va EPGRIO= M7 MIIX
7> ~ HCI_tenant1 Z &K L £,

o> sr—rary v RuT, BEELT[z2v 527 + (Contracts) ] #3#IRL £,
27Uy LT, [~ 527 boERE (Create Contract) ] # %R L £,
[4%7 (Name) ] 7 1+ —/V KT, %A (Web-to-App 72 &) ZfRELET,

[#F (Scope) |1 # 7 T. Fuvy7F& v U ob [#B (Scope) | # IR LEd, 7 =
v I NOEAIE. [Fa— 0 (Global) 1 ABIRLET) .

a >~ W BN

6. [EHRAT YU (Subjects) ] 74—V RT, + 27 Uwv 7L, 277 NOIERIT IV LT
L%d, (=& ziE. Subjectl EAHLET, )

7. [Z74v#% (Filter) 1 74—/ KT, [+]1 %27 Vv 7 L, BEFEOT7 4 VAUHARIRLET (F2F R
O TET L UARMDLE LT 4 VXA ER LET)

8. WIDT 4 NEWIEN G LYAE. [EF (Update) 127V v 27 L, FIE7 ##viRLET,
9. [OK]Z7 VU w7 LET,

Create Contract (%]

Name: | Web-to-App

N
Cisco APIC (172.31184

Alias:

System Tenants Fabric
Scope: | VRF

ALL TENANTS | Add Tenant | Tenant QoS Class: | Unspecified

Target DSCP: | Unspecified

HCI_tenanti

Description: | optional

Annotations: ° Click to add a new annotatio
Subjects: m NS
MName Description

I Subjectl

Create Co

C
: 2 Create Taboo Contract
5 Create Filter

Cancel Submit

10.[2%f (Submit) 1% 7 VU v 7 LET,
Mloar b7 7 bR3H55681E. A7 v 71 ~10 280 iRLFET,
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Ay I 7 haDayya—=]Fu g Z— EPG DB
a2 b T2 MZEPG #8351, RO FNEIZHEVFE T,

1. APIC O T4 — a3y A=a—nhb, [FFv + (Tenants) | Z&IR L, EPG NIEETHT T
hME@EIRLET, & 21E, WebEPG 77V o —1a » EPG R0 77 MZixT o b
HCI_tenant1 Z & L £,

. EfloFe s —rvary v KT, [TV~ a vy e 7740 (Application Profiles) ] % /&
BAL. EPG 2 EFT 2% [7 7Y r—3 g Fu7 74/ (Application Profile) | # & L £,

[77V/— a3 EPG (ApplicationEPGs) |1 #®EEI L. EPG #EELE7., (Web72Y) ,

.[2>FF 27k (Contracts) 127D v 7 L, EPGRT AL X —=THHNA LY 2—<THDHMNZ
U T, [BttEhi-ar +5 27 boiEI (Add Provided Contract) | £/ [[HEEhDHa 52
k®iEfl (Add Consumed Contract) ] #3 R L ¥9, (ZDOFITiX, WebEPG Iz +7 7 bd
a3y a—<T1T) .

N

W

5. [z FF 27 b (Contract) ] 74—/ KD Ry 7 XU RS, fERLIZa T 7 F (Zof
Tl [Web-to-App]) ##iRL %7,
alialn Add Consumed Contract
duile APIC (172.31184.201) e
Cantract: |\'\eb to- App |V @
System Tenants Fabric Virtual Networkir| Type at least 4 characters to select contracts
ALL TENANTS | Add Tenant | Tenant Search: [IEIMISReIaelere QoS |Unspecified

HCI_tenant1 Contract Label:

Subject Label:

Cancel Submit

and Bare-Metals)

6. [15F (Submit) |27 VU v 27 LET,
7. DO EPGIZHI L TAT 7 1 ~6 20K LET,

Azure Local Fi® Cisco NX-0S XR—XX D7 77 U v 7 #ER%

ZDE 73 TliE, CiscoNDFC IZL > TEELEND VXLAN 7 7 7 U v 7 INBREOEREIZT CICFEET D
Z L&A E LT, Azure Local — 3D Cisco NX-0OS _— 2D VXLAN 7 7 7 U v 7 Z iR ES 5 IFEICD
WCRBILET, 20 R¥a Ay FTHE, B0 VXLAN 77 7 ) v 27 2T 5 7200 BB R EIZ 2V T
S LER A, IGP RXR—20DT7 X —1 A & iIBGP X—2D 4 — X—1 1 (BGP EVPN) ZfE45121%

Data CenterVXLANEVPN 7 7 7' v /5 7L — 2T 20ERH Y £97,
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DO RF 2 AL R T, NX-0S R—=Z2DUEKRDOHERD LAN 7 7 7 U » ZIZOW T L EHAN, WERD
77y LAN 777V v 7 CHRILT—7 77— Z ERTXE7, NDFC (21X, NX-0S _X—A D
PERDUERD LAN 7 7 7V v 7 245584 572D Enhanced Classic LAN (ECL) 777V v/ 77 L —
MR L CnET,

PIRB 7R ERIE, RO KX DI TEET,
e QoS DEIE
o LLDP ik
o Azure Local r—"—{Z#fi s i) —7 A U F—T = A ADHERK
o Xv hU—7 L VRF O
SR EREERE DHERK,

QoS DRIE
Azure Local R A2 F® QoS /L, ACI R_R—Z2D7 77 Y v 7 L NX-OS R—2D 7 77V w7 O TRHRU
T9, FEMCHOWTCIX, £ 7 Azure Local KA b v b U —7 QoS OHEFFIEA B L T 72 &0,

WIZRT L 912, Azure Local — TR SN TWAD A A v FITDIx, MBI QoS HER ML EE T,

Azure Local — N2 Lo THE I CoS = —F U FZHESNWT, AJJAf ¥ —7 = A ATRDMA BL OV
TARBIENT T 4 v VBN HT DI TASy T EERLET,

class-map type gos match-all RDMA
match cos 4

class-map type gos match-all CLUSTER-COMM
match cos 5

N7 4970 (==l Lo THEINT- CoS HIZHEDSNWT) HFEINT-H, TFND QoS 7/ Lv—7
W~ B 7T H0ENRH Y 9,

policy-map type gos AzS HCI QoS
class RDMA
set gos-group 4
class CLUSTER-COMM
set gos—-group 5

Xy hU—27 QoS 7 7 A% EF L, QS /I N—TIZHESNWT I 7 4 v 7 ZHRELET,

class-map type network-gos RDMA CL Map NetQos
match gos-group 4
class-map type network-qgos Cluster-Comm CL Map NetQos
match gos-group 5

RDMA 77 4 w27 ® PFC AL, Yv A MTU Z&ET 51y NV —27 QoS KU > —%Eik L £
—d—o

policy-map type network-gos QOS NETWORK

class type network-gos RDMA CL Map NetQos
pause pfc-cos 4
mtu 9216

class type network-gos Cluster-Comm CL Map NetQos
mtu 9216

class type network-gos class-default
mtu 9216

RDMA k57 4 v 27 @ ECN LD 7 T ADFFIEE D B CTEFINZT DHDODF 2 —A TR U —DORERKL :
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policy-map type queuing QOS EGRESS PORT
class type queuing c-out-8g-g-default
bandwidth remaining percent 49
class type queuing c-out-8g-gl
bandwidth remaining percent 0
class type queuing c-out-8g-g2
bandwidth remaining percent 0
class type queuing c-out-8g-g3
bandwidth remaining percent 0
class type queuing c-out-8g-g4
bandwidth remaining percent 50
random-detect minimum-threshold 300 kbytes maximum-threshold 300 kbytes drop-probability 100
weight 0 ecn
class type queuing c-out-8g-gb5
bandwidth percent 1
class type queuing c-out-8g-g6
bandwidth remaining percent 0
class type queuing c-out-8g-g7
bandwidth remaining percent 0

Fa—A U TBLIOXY FTU—27 QoS KU v —% A7 A QoS Iz L E1,

system gos
service-policy type queuing output QOS EGRESS PORT
service-policy type network-gos QOS NETWORK

EFED QoS #ki%. Azure Local H— OEERHIHH &5
3T Azure Local H— 33[F U Y — 7 D vPC 7 |2 Hf5¢
DEMHITH Y A,

NDFC zffi/] L T QoS RNV ¥ —ZET L FIRITRD LB TT,

V=7 A v FTOLMIETT, RLTTAXD
SNTWAIRY . 777U v 7 2KD QoS Rk

AFwF1: WMHFDOV—7 AA vF (Azure Local [Z#ki) =N L. switch_freefrom RU o —F 7 1L —
A LTI NA—TF R —2ERE L, T3TD QoS B RERE (Lit) % [AA v F 7 U —7 +— LRk
(Switch Freeform Config) | & w7 AIZRED T 9,

RV —Z2ERT HI121E, [77 7V v 7 D ##E =— (Fabric Details View) ]>[R Y > — (Policies) ] #
TICBE LT,

Create Policy ?

Switch List

Leaf-1 Leaf-2

Priority*

@ 12000

Description
QoS configuration for Azure HCI Cluster

Select Template*

switch_freeform >

class-map type qog match-all CLUSTER-COMM
match cos 5
policy-map type

qos Cluster-Comm_CL_Map_NetQos

lass-default

e ..
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[RfE (Save) 127V v r325L [RY— (Policy) ] #7I2EY £, [KU— (Policy) | %7 ~—¥
Mo, VB LR —23 IR L, [TZ7¥ 3> (Actions) ] ke v 77X oo mns [Fyiya (Push) [ RZ
710w LT, ERESNEREEZY —7 A4 v TFICERATHLET,

AFvF2: V—7 AL v FDOET Y 7 (Azure Local IZHE) 12 QoS RV > —amHAL £,
X, BTV @it AAREEOH AT RTORNT T 4 v 712 QoS HiEAT AT DI VNE T,

777V w7 OME (Overview) ]>[f ¥ —7 x4 A (Interfaces) | ¥ 7T, V—7 1,V —720E7
Vo7 F—h FxprN A X =T AR, [TZ7v 3y (Actions) | Ku v 7 X o2 inG [RE
(Edit) 1227V v7 LET,

Fabric Overview - Azure-HCI &m0 ? — X

Overview Switches Links Interfaces Interface Groups Policies Networks VRFs Services EventAnalytics History Resources Virtual Infrastructure

Inteface contains 500 cat Cloar Al

" Admin Oper. . Interface  Por| Create Interface
Device Name Interface it ficr Reason Policies Overlay Network  Sync Status. Broth i

Leaf-1 Port-channels00 e 1 ok int.vpo._peer_link_po NA @ in-syne

Leaf-2 Port-channel500 o T up ok int_vpe_peer_link_po NA @ in-sync

Multi-Attach

Edit interface(s)

1 of 2 Selected Interface(s) :
Interface

[ Leaf-1: Port-channel500 ]

Policy*

intvpe_peer_link_po >

Policy Options

VPC Peer-Link Port-Channel Member Interfaces

| Ethernety/ag ethemettjao | istot memberntertaces e, evs emr-s1

VPC Peer-link Trunk Allowed Vians

Native Vian

Port Channel Description

Members Description

] Add description, if members don't have any (same for all members, Max
size 254)

Port Channel Admin State*
v ‘Admin state of the port-channel

Freeform Config

Additional CLI for the interface

Leaf-1 @ [fffF (Save) | R"&# %227V v LET,
[Tk~ (Next) 1R %> %2272 L, V—72DOVvPCET I L ZICxtLTCRICFNEZMEY KL ET,
R TPOREELMR L., EBHTHLET,
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Pending config Pending config
Azure-HCI > Leaf-1 > Port-channel500 Azure-HCI > Leaf-2 > Port-channel500
1 interface port-channel5eQ 1 interface port-channel500
2 switchport 2 switchport
3 switchport mode trunk 3 switchport mode trunk
4 spanning-tree port type network 4 spanning-tree port type network
5 description "vpc-peer-link Leaf-1--Leaf-2" 5 description "vpc-peer-link Leaf-2--Leaf-1"
6 no shutdown 6 no shutdown
7 [service-pclicy type qos input AzS_HCI_QoS ] 7 [service—policy type qos input AzS_HCI_QoS ]
8 configure terminal 8 configure terminal
9 9

AT w73 Azure Local ~DOEFGFIHEHINDY —T AL v TF A X —T A4 A2 QoS RV —%@H L E
TO

Cisco NDFC Tl&, /1 v X —T =2 A A I N—TmEH LA X —T oA AT NV—TT&ET, Fl—D%

EEVBETDHTRXRTOA X —T A A i AEBE—Tx2ARXITN—T%FHL T NV—TLTE, LER

TRTCOBEFA v F—T oA A TN —FIZOLmEAEINET,

Azure Local V—NZHHET AV — T 1 A ¥ —T oA ALV —T7 2 f L F—T = A RTIEFE T QoS & EN M

TN, RDMA v 7 4 v 7 HICESR D VLAN (ARL—VADY—T7 1AL —YBDY—7 2) %5

PTAED. 2O DA B —T = A AT N—TITMEATT,

Fabric Overview - Azure-HCI G? — X

Overview Switches Links Interfaces Interface Groups Policies Networks VRFs Services EventAnalytics History Resources Virtual Infrastructure

i o i X
Admin Oper. Interface  Port Create Interfoce
& DoviceName Interface damn e Reason Policies Overlay Network  Syne Status e Pl
Leat-1 Etnerneti/in o Lowm KR int_trunk_host N @ nsyme
Leat-1 Ethemerfi2 o Lbon  MOVERY int_trunk_hast NA @ in-sync
O vz P— R L O - " .
O Lear2 Ethernet1/12 Tue L inLtrunk_host NA @ insyne Deploy
No Shutdown
o
| Remove from Interface Group
N R DEXTE H—" A BhsnE
A—F Eth1/11-12 1%, RO E T Leaf-1_Azure_HCI_Server_ports { > AR ) =i

o

o AUH—Tx2A R XA TOHRE : A —HF> b

o 7NV ¥ — :int_ethernet_trunk_host

e BPDU 4/ — RDOHZHME : True

o W— I ZATEREOHME 1T

e MTU Jumbo (9216 /31 k)

o XA 7 47 VLAN : Mgmt VLAN IZEEEFHE (A7 a V)

o Freefrom Config : QoS B L VFa—A 7 KRV —%wHT 5 service-policy CLI =< K&, A
=T xAA~DRY — T —filif{llEzHT 5 CLl 2~y RERELET,
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Create Interface Group

abric Name®

Azure-HC|

ntarface Graup Mama®

Lesal-1_Azure_HEI_Server_ports |

Pulicy Options.

Enable BPDU Guard*

l Liue st vpenrig=tome S pa e ums s bie, Lawec'Slustio, (0= setuam 1o defatl weitingn’
G for Fax Ports®
E| Shoresd gpoup For fes pasrs
Enabie Poet Type Fastt
[ Fasbin epaariag-siaadg pert Eotender
ML
[ jumbo ] [T ——
SPEED™
[ Auta W ] It Speea
AUTO NEGOTIATE*
[[en ] [PSTI—
T vad Via
[ nans ] Abgwed volves T, U, oF wen renges e 1-200. 60020090000
lative Via
( [T
FC Qrphan F
if @295, coaigurs o iaracd o5 3 v archan port 16 be sesaended bi i secondeny ow 1 vPE faluros
seform Config
-
priority-ficw -contral mede on
service-policy type gos input AzE HE| DoS
service-policy type queing culput G03_EGRESS_PORT

EFROFIEEZMY KL T, Leaf-2 K— k Eth1/11-12 % Leaf-2_Azure_HCI_Server_ports 1 . % —

TNn—12BML £,

T A A

Fabric Overview - Azure-HCI

Overview Switches Links Interfaces Interface Groups Policies Metworks WRFs Services Event Analytics History Resources Virtual Infrastructure

Dascription contains AZS

Admin Opor. Port

oo - x

| Dewice Name Interface Stutos Staws Reason Palicies Overlay Network ‘Syne Status Interface Group onetin PCH Speed MTU Mode
XCUR not

[ reat Elhernetlf11 T up 4 Down Inserted inl_shared_trunk_host A @ -y Leal-1_Azure_HCI_Server_ports 256b 8718 k.
ins:
XCVR ot

O Lear Etharnerlf12 Tun boown L ed int_shared_trunk_host Y @ s Leal-1_Azure HCI_Server_pars 560 8216 Hunk
XCVA not

[ teatz Ethernetif T up boown int_shared_trunk_hast HA @ sy Leal-2_Azure_HCI_Server_ports 2560 216 trunkc
XV ot

[ Leat-z Ethernetifz T up & Down erted int_shared_trunk_host HA [ e Leal-Z_Azure_HCI Server_parts 250h 9216 tiunk

INT, PECOAEINZRD ., V=71, ) —=720FNFNDOA X —T 2 A2 QoS BLOF2—A
R —NEAESNE LR, ROEZ S 9Tk, Azure Local IC 482 7 —27 (VLAN) Z1ERkL L %

‘j_‘O

LLDP DO E

Cisco NDFC 1%, VXLAN 77 7 U v ZINOTRTDOF/SA AT LLDP #fe2 B L. TR TOF A ZADT
RCDOA v H—T =2 ATLLDP AN LEd, 7272 L. LLDP %, TRDOUEHRD LAN 777V w7 D
Cisco NDFC TIZANCR D £/ Ay TERDOHERD LAN 777U v 7 DA, LLDP ¥R — F 45121,

_Ndp R Y > —#aEE ) —7 AL v FITEEMNT D2BERH D £,
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Azure Local D% v U — 7 OFERL
Azure Local D% v U — 27 BEEIIHR D LB Y T,

o =TIl =—F% ¥y AN ="V ARBREENTZ2O0DL AV I Xy hU—7F
e ANL—VHD2ODLAY2Fy NI —7 (J—=7ZLI21)

Spine Spine2

Leaf2
Vlan 2300
—e Azure_Mgmt_Vian
Eth1/11 Eth1/12 Eth1/11 Eth1/12 172.16.10.1/24
Vlan 2400 Vlan 2401 Vian 2301
Storage A Storage B Tenant_Vlan

172.16.20.1/24
Azure Stack HCI Server1

Azure Stack HCI Server2

X 23.
Azure Local [f]i} Cisco NX-OS X—ZAD x> kU —7

VXLAN 7 7 7' U v 7 Tlid, T XTCOLA ¥ 3Ry hU—2%VRFIZCw v E L7 LT, 2507 F > MNElasy
BT 20N HY £4, T MIB#ET TR TCoOxRy b2, FTRENOT ST FVRFICw v BT
SNFET, LAY 2Ry NI —2 % VRFIZw v L 7T A0 TH Y T8 A,

VRF Z1ERkT 2121%. [Z7 7Y v 7 0#FM#E= (Fabric Details View) ]>[VRF]>[7 27 2 (Actions) ]
IBE L, [VRF OfEEK (Create VRF) ]| Z#3&IR L, kDT A—2ZfRELET,

e VRF 4, : Azure_Tenant_VRF_50000

o VRF #57 : VRF @ VNI 242t L £,

o VLAN #5/7 : VRF (Z VLAN % #2{it

VRF VLAN 4, : VLAN O4RTZEELET (7T a ) .
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Create VRF

VRF Mame*

[ Azure_Tenant_VRF_S0000 ] ]
VRF ID*

( 50000 | = ]
WLAN ID

VRF Template*
Default_ VRF_Universal

VRF Extension Template*

Default_ VRF_Extension_Universal >

General Paramaters Advanced Route Target

WRE VLAN MName

(oo ] )

[ Azure_Tenant VRF_Vlan

] If = 32 chars, enacls ‘system vian long-name’ for NE-C3

WRF Interface Description

[

WRF Description

[

VRF 2MERL S LD & KXy FU—27 2B TE£d, Xy MU —27 &R 512i3,

[Z777 Vv DFME =

— (Fabric Details View) ]>>[*y hU—7 (R hU—7 ) 1>>[7 7 3 (Actions) ] #i&#IR L, [x
v hU—2 DR (Create Network) ] #34R L £,

WDNT A —H2ZHEH LT, Azure Local UV VYV —2ADEHIEHINALAVYI3 %y hT—72/FERKLEL &

50

% v hU—274%4 : Azure_Mgmt_Network_30000

e VRF 4 : Azure_Tenant_VRF_50000 ##5& L ¥t

o X hU—7 %A+ : 30000
« VLAN s+ : 2300

e IPV4 75— FU=A[/Ry P~ A2 :172.16.10.1/24

e VLAN % : Azure_Mgmt Vlan
e L3I A H—=T A AD MTU : 9216 /31 |k

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

54 /92 ~2—
A

E



Create Network

MNetwork Name*

[ Azura_Mgrmt_Natwaork_20000 ]

Layer 2 Only

VRF Nama*

[Mure_Tenant_VRF_SODW ] J m

Matwark 1D*

[ 10000 ] < ]

VLAN ID
G ] 7)o

Metwork Templata®

Defaull_Network_Universal »

Metwork Extension Template®
Default_Network_Extension_Universal 3

EIETSIE MLl Ploase click only to gererate a New Multicast Group address and override the defaull valus!

General Parameters  Advanced

Pud GatewaylNetMask

[1?2.18_10.1,'24 ] ] asample 1920.27/24

Py Gateway/Prafix List

] axample 2007 ab8=1/64, 20071 db0: B4

VLAN MNams

Azure_Mgmt_Vlan ] If & 53 shivs, EnEDe 'Syatem v an lang-neme be MX-09, dissie VTP snd VTRe2 ar saileh 1 VTP fef

nterface Description

MTU for L3 interface

[ 9216 ] ] BRI, P08 Sgeci

Azure Local 77> MIEHEIND 2FEHDO LA VY3 Xy FU—7 H/ERLEL X 9,
e v NU—74%4 : Tenant_Network_30001
e VRF 4, : Azure_Tenant_VRF_50000
o Xv MU—ZFHIF : 30001
o VLAN il : 2301
o« IPVA S — U =A%y h¥AZ :172.16.20.1/24
o VLAN % : Tenant_Network_Vlan
o L3 A H—T A AD MTU: 9216 /X1 |

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

55/ 92 ~2—
A

E



Create Network

MNetwork Nama®*

[ Tenanl Network 30001 ]

Layer 2 Only

VRF Nama*

[A:ure_Tenant_\fRF_SODUO ] ]
Netweork ID*

| 3000 ] E ]

VLAN IO

o] -) cmmm

Network Template®*

Default_Network_Universal >

Metwork Extension Template®

Defaull_Network_Extansion_Univarsal

[Nl Flease click only to generate a Mew Multicast Group address and override the default value!

General Parameters  Advanced

Pvd Gateway/MetMask

[ 1721820124 J avamoia 192021724

PvE Gateway/Prefix List

[ ] wnamge J00T0BE G4 IO TEAVEL

VLAN Mame

[ Tenant_MNetwork_Vian ] Hf = 32 chars, enabla ‘systam vian long-nama’ far K-OF, disable YTFw] and VTPY2 or switch bo WTPYE for 105 ¥E
nterface Description

MTU for L3 interface

[ 9216 ] ] 88-5216. NX-05 Specific

WIZ, APL—YDL AV 23y NI—ZE2{ERLET, L3 Ry =7 L3R, L2 %y NU—2121E
SVI 372K, VRF ~D~= v B ZIINEH Y T, L2 xy NI —7 ZERT H12iE, [VA ¥ 2 DA (Layer
20nly) 1 F=v /Ry 7 A% AT LFET,

WDORTA—=FEHFRALT, ARL—YADL2 3y NT—7 ZERLET,
e *v hU—2Z4%4 : Storage-A_30100
o v MU—Z5HIF : 30100
o VLAN G#nll-f- : 2400

VLAN %, : Storage-A_Vlan
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Create Network

MNetwork Name*
[ Storage-A_Matwork 30100

VRF Mama*

(w

Metwork ID*
EZE &

VLAN ID
G= ] -

Metwork Templata®

Desfault_Network_Universal >

Metwork Extension Template®
Dafault_Network_Extension_LUiniversal »

[ LTl Flease click only to generate a New Multizast Group address and override the default value!

General Parameters  Advanced

IPvd Gateway/MNatMask

’ l Example 162.0.2124

|PvE Gateway/Prefix List

] Enample 3001 003104, 2001 403 184

VLAN Name

[ Storage-A_Vian J 113 32 ehants, anakie sy 18 elan Inag-same’ Ior M08, divatie VTPV ana WTPGE of Swlioh 16 VTR R

Interface Description

MTU for L3 interface

[ ] EREIE, NH-D5 Speeific

WDORTG A= EFHALT, ANL—YBOL2 32y hU—27 Z{ERLET,
e v hU—7% : Storage-B_30101
o Xy MU—ZRHIF 30101
o VLAN il : 2401
o VLAN %, : Storage-B_Vlan
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Create Network

MNatwork Name*®

[ Storage-B_Network_30101

VRF Nama®

@ )

Natwork ID*

| | 2 ]
VLAN ID
| 3

[ 24m
Matwork Template*

)

Default_Metwork_Universal »

MNatwork Extension Template®
Default_Network_Extension Unlversal »

Generate Multicast 1P

General Parameters  Advanced

IPv4 Gateway/MetMask

axample 192.0.2 24

IPvi Gateway/Prefix List

VLAN Name

[ Storage-B_Vlan ]
Interface Descripiion

MTU for L3 imerface

[ )

SRDI. NX-05 Sacc

Pleasa click only to generate a New Multicast Group address and override the default valuel

axample FO0TARE-VES F001009 164

W% 32 chars, snable ‘syeter vian kng-n e’ or MI-O8, divisle VTP and VTP or wwiteh 1o VTP fof

777V r® [y FT—2 (Networks) | % 77>

LT RTORy N —7 ZRERTEET,

Fabric Overview - Azure-HC|

Links fi Interface Grouwps Policies Networks VRFs Services

Foter by altributes

Ewvent Analytics History Resources Virtual Infrastructure

D HNatwork Name MNetwork ID % VRFMName 1Pva Gateway) Profix 1PwE CatewayPrefin Hetwork Status VLAN D
D Azure_Mgmt_Network_30000 30000 Azure_Terant VRF_ 50000 17238900724 L 7Y 2300
(] Tenani_Hetwork 30001 0001 Azure_Tenant YRF_S0000 17246200724 L 1Y 2301
[[] storage-A_Network_30100 3000 MA L1y 2400
[ storage-8_Network 30101 30 MA s 240

WIZ, Xy NT—T %A Z—T x4 R THRE L, #id Doy NT—2Z@RLC, [TV ar
(Actions) PP[Af v #—T A R FN—FIZ7 ¥ vF (Attach to Interface Group) 1 %7 U v 7 L %7,
Azure_Mgmt L7 b Xy =2 2B DOV =728 L TWETR, AL —Y Xy hT—=213FNZE

NDOAA wFITHHE L TWVET,

Fabric Overview - Azure-HCI

Overview Switches Links Intarfaces Interface Groups Policies Networks VAFs Services EventAnalytics History Resources Virtuallnfrastrueture

eEmo? — X

Fite by aroutes
() etwork Hame. Netwerki % VAF Name 1Pua GatewaylPrefis 1P GatewaylPrefi R N\

) Azure Mgmt_Natwor, 30000 30000 Azure_Tenam VRF_S0000 17216101424 2300 Last-1_Azurs_HC!_Seever_ports Laaf-2_Azurs_HC_Sarver_pots

[ Tensnt.Natwork, 30001 30001 Anure Tensm VRF_S0000 1721620124 230 Lash-1LAzure_HC!_Sarver_ports Laat-2_Azure HC_Sarver,ports

[ storaga-A Netusrk_30100 0100 a 2800 Leat-1Azure_HCI Server_parts.

[ storage-B_Ketwork 30101 30001 A 200 Lest 2 Azure_HCLServes_parts
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TRTCOR Yy hT—I NSNS, Xy MU= %8R L, [727 a3~ (Actions) ] > [NDFC @ ERH
(Deploy forNDFC) 1 #7 V v 7 L THELXEMR L, TXA AT vy v=aLET,

Azure Local — DB DHESE

VXLAN 7 7 7 U w7 OHNEIZH D BT —Z 1IN E MR, DX D7ty N — 7 ~DE w2t 2
7212 VRF_Lite (MPLS 7> 2> A) WMEH S E 3, Cisco NDFC (L. VXLAN F 72136tk itk LAN
T 7V I mBNE TRy MU =T ~OREG A ILRT Db 0Bk A YR — N L ET,

IPv4/IPv6 /~> K47 % 94479 5 VXLAN 7 /34 R IR =X —F /34 2 LIEEh, Z D r—/ Cisco NDFC C
bYR—bFSNTWET, 7F 2 b VRF BEERT A RTEM SN D & SMExR Yy U =221 TS bIgik
RTEET,

VXLAN 7 7 7'V v 7 O A ik ET DL, 777V v 571 — D [V Y—Z (Resources) | %
7 C. RO NDFC RENNIETT,

VRF Lite Deployment*

VRF Lite Inter-Fabric Connection Options. If \ToExternal is selected, VRF Lite IFCs are auto
[ Back2Back&ToExternal ] v ] "~ |
created between border devices of two Easy Fabrics, and between order devices in Easy Fabric and edge routers in

External Fabric. The I address is taken from the VRF Lite Subnet iP Range’ pooi.

Auto Deploy for Peer
Whether to auto generate VRF LITE sub-interface and BGP peering configuration on managed neighbor devices. If

51, auto created VRF Lite IFC links Wil have ‘Auto Deploy for Peer’ enabled.

Auto Deploy Default VRF
Whether to auto generate Default VRF interface and BGP peering configuration on VRF LITE IFC auto deployment. If
set, auto created VRF Lite IFC links wil have Auto Deploy Default VRF* enabled

Auto Deploy Default VRF for Peer
Whether to auto generate Default VRF interface and BGP peering configuration on managed neighbor devices. If set,

auto created VRF Lite IFC links will have "Auto Deploy Default YRF for Peer’ enabled.

Redistribute BGP Route-map Name

| Route Map used to redistribute BGP routes to IGP in defauit vrf in auto created VRF Lite IFC links

VRF Lite Subnet IP Range*

[ 10.33.0.0/16 ] ] Address range to assign P2P Interfabric Connections

VREF Lite Subnet Mask*
[ 30 ] ] (in:e, Wax:31)

VBN U T, VRFLite IP 97 % v b E S Ty b v A7 (MEREE) #2THELET,
BIAT DR, BERT A ZIZVRF BEFEN TWA Z 2R LET, + 9 THRWEAIX., VRF 2855 {5
A RTHHE L ET,

VRF_Lite JLIRFERE A FR T T HITIE, MFEZ VRF 238 IR L, VXLAN 7 7 7V v 7 )6 VRF FEfll B = —1C B8 L
F9, [VRF 7% vF Ak (VRF Attachments) | ¥ 7' C, R—X—FT A ZAZ@RIRNL, [T7vav
(Actions) ] kv 7 X o uns [RE WE) 127V 7 LET,

VR Overviw - AzireTenant_VRE 50000 o e — X

Overview VRF Attachments Networks

uan Swen  sews Ao Swichfole  FabiioName  Loopoac ook PV Adaress
2000 e u : -

oo e Atacrma -

2000 i D Maced | bose | Amerel

2000 oo D e t boder  Amesc

HR— B —F IS ZZHNWT, [E8E (Extend) | O FD Ko w7 & %2735 VRF_LITE %380 L, [F_THRAt
(Attach-All) | R% %27 Vv 7 LET, [7Z73 3> (Action) ] D FIZH2 [T (Exit) ]V 24527V v
755 L BMONRT A—2EIEETEXET,
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Edit VR Attachment - Azure_Tenant VRE_50000 7 — X

1 0f 2 : Azure_Tenant VRF_50000 - Leaf-5(FDO27280TNL)

Leal-5(FDO27280THL) )

oesen @D Attach

ez
[f CFNEEBMDAR = — TS 2% ik, R (Save) 127V v/ LET,

[VRF 7 % v F A b (VRF Attachment) | Z 712D . REEZT A XCBETHICL, [T27¥a v
(Actions) 1 (E#) Ko7 &2 oo [EE (Deploy) 142270 v 7 L%,

Cisco NDFC 1, VXLAN 7 7 7' U v 7 OBRT NS, A MBERREET v a2 LET,

ARy BT —27 % NDFC IZ X » TEIL STV A4 1E, Cisco NDFC 7% VRF_Lite #E3EDOF T & L Cff
AENTWDET AL RACREE T v aT D0, M7 77V v 7 Tt BHELERE 22T LET,
Tk AEREIE AT O 7202, VXLAN Ry U —7 ZARICT RAAH A X TE, ZOH L A[fETT,

gk

Azure Local T® Microsoft V7 U = 7T EZEE XY hU—F 27 (SDN) D&EH

VLAN X"—2DTF7F v b % hU—2712Mx T, Azure Local (21, V— YMAld VXLAN #&ufit 2 & ¢ Microsoft
SDN Z{iH L7y NU—2V &4 T avrndbvEd, 2ot a3 Tld., Azure Local T? Microsoft
SDN [1]iF @ Cisco ACI ¥ & O* Nexus 9000 D&tz r LEd, Z D& 7 3 TiL, Azure Local il T8
TRAE RIS DWW TIEREBI L £ ¥ A, Cisco Nexus A1 v F~® Microsoft Azue Local | #& O T —X%7 7 F
Y, M7 —%77F %] 7 ar TR LEZbDEFRLETYT,

Microsoft Azure SDN =2/ R—x% v k

Microsoft Azure SDN TiZ, Y7 bv =7 a— R XZ % 7747 74—, %A ~#H IPsec-VPN, %A1 k
il GRE k72 EOBMERPEASNTWET, Y7 h =T v—RFRXT 0% LT 747 U+ —/VE,
Azure Local 7 7 AZ THRA RSN TNDH Y E— FIGV Y AARBMNAT VT BIOT7 74 7 74— B
—ERAEEMELET, YA M IPsec VPN B LA i GRE F o x/ui2 kv, Azure Local 7 7 A% Tk
A RENTND Y E— hxtiti~ v & Azure Local DAV DO v U — 7 B OBEG NS ATREIZ /2 0 77,

WD VM X, Azure Local ® Microsoft Azure SDN O FZE i R—F% 2 KT,

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 60 /92 ~X—v N
9 ¥R AL



e Xy bhU—Zr arvbu—FVM: Xy hU—27 a2 bua—7 VML, Azure Local N THAER » U
—7 AT TANI I F v BB L OERT 700 —mlbsivizARA v et LET, xv Y
—27 ayvbhr—7 VML, Azurelocal SDN = pa—/L 7L —r b U THEREL . EBEDOFT—Z |k
77 4 vV ek LER A, Microsoft Tik, JLEMHEDOZHIZD72< L 32Oy NU—2 av br
—Z VM 2T 52 LR L TWhET,

o V7T u—KARIFUHVM: V7 b7 n— K "Z 4% (SLB) VM IZ. North-South 35 &
N East-West TCP/UDP N7 7 4 w7l A ¥4 u— R RT3 v/ —b &2 LET, Y7 b
=7 B— K NNZ % VM, Azure Local 7 7 A% THREMNT 7 —ERAERMT L7290
12, Azure Local —/ 324 A h—/L S E T, Microsoft Tid, SLBVM Ofbviz, Y7 hU =
7 B—RKNFUH v AF T L7 VM £721E SLBMUX VM &) HREEMSH L CunEd, B, 2
DRF2 A FTIESIBMUXVM ZEHLCY 7 by =7 B—RK AXT7 0 VM IZOW TR L E
9, Azure Local 7 7 A X ZL1zA7< B 1250 SLBMUX VM BLIETH Y . A — LT HESNWT
AT ZENTEET, Y7 b7 2= K AXT VOOV TE, 2O RFa A2 hDtk
FCHBLET,

e F—hFUxAVM:—h7xA VML, Azure Local N® Microsoft Azure SDN U &— Fxffint v b
7 —2 (UNET) & Azure Stack Azure Local 4 O4NE A > b — 27 BIZ LA ¥ 3 A {ERk L £37,
IPsec VPN <> GRE kR /L7 EOKEEIX, 7 — U = A VM IZ X > TAEEE L E T, Microsoft T
IZ. Azure Local 7 7 AX Z L1l EH 200~ oA VM 2T 52 L2 HEL Q0 E
To ZOBUIAT —VITEDSNOTHERT Z ENTEET,

e Fv hU—=rar ha—F VM, SLBMUX VM, BLO7— b= A VM OEBNZET A0 LEM
HA BT A 220 TiE. Microsoft IZBWEbE L 72 &0,
RET—%T7F %

ZORF2 A MCHIR LI BHA Y U= L AL —Y Xy bU—7 LFBIZ, Azure Local N®D
Microsoft Azure SDN Tix, RO %> MU —7 NMEHINET,

e HNVPA xv h7—7 (Hyper-V *v NV —J (L7 B XM X — T RL A Ry hU—7)
o mElTY hU—7

HNVPA Xy NU—7

Hyper-V % v b U— 7 {484k, (HNV) 7r 34 Z— 7 KL & (PA) *v hU—2Z71%. Azure Local WD
Microsoft Azure T~ /LT 7 F > hBRRLERIGAICERINET, PA Xy U —2713, VXLAN 51 7/ b &k
ALC~ALFTF o bE2FEHLET, PARy hU—27 7 KL AL, Nexus AA v F D VTEP IP 7 KL A |{Z{
TWEJ, ZhiE. Azure Local 7 7 A ZND East-West VM BE DT X —L A Filx v hU—27 & LTHE
FELET, PAXy NU—27 Tlk, WXy U —72 BICVLAN Z2EI 04 CHMERHD £9, Zhid, 77 A
DT RCOYV—=N—=DFT —H A X =T 2 A ATKrT7 7L LTEINET,

Azure Local 7 7 A X DEY— ZE 2 OO PA Ry hT—Z7 IPT7 RLVARH D, %4 SLBMUX VM & 57—k
T2 A VMIZIZPA Xy NT—2 5 1ODIP 7 RLARBYET, LER-T, 16 /— K7 FAX DO
B A= ZESWTHEE D SLBMUX VM & 7 — F 7 = VM BREZR 5720, [26 LLEDOT T R R
VBIZRDEERH Y £,

WmERY FU—7

PR >~ RU—2 %, Azure Local #+—/3t Cisco ACI U —7 A A v F 72 D top-of-rack (ToR; kv 747
TwI) AT T AL v FEOFRy NI =7 T AL T, FKimPEry hU—271%, VLAN iR+ &7 R
VA TV T 4y A bBEET HmBY 7 Xy NCHEBSLE T, VLAN #5f1X, Azure Local 7 7 A% T

—BTHOIMERHY ET, 7 KLVR 7 ¢ w7 AZi1%, Azure Local 7 7 A Z HIZ 1 D, 4 top-of-rack
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(ToR; by T H T T v 7)) T T 97 AL v FDHEVLAN A L X —T oA ZAFIZ 1D, by TETTv0 A
A v FOXTTHEEND Y T— b6 IP 7 FL A2 1 o top-of-rack (ToR; F vy 747 T v 7)) AA vF
e A ELA4ODIP T RUARKETT, x>y MV —271%, Azure Local VNET & top-of-rack

(ToR; "o T A T T v V) ATT7v 7 AL vTFOMTRT 7 47 BRETHWPREEE U THEEL 97,
VNET X Azure Local DA x>~ N U —27 TH ., NX-0OS £— R Cisco ACI 3 1 O Nexus 9000 @ VRF |
HELET,

PA Xy FU—7Z & SLB MUX VM D#fs

ZokZ7varTiE, PAxy hU—27 & SLBMUXVM #% Cisco ACI 35 . Of Cisco NX-OS X—Z2D 7 7 7Y
v ZAZHE T 2 B HOW TR L E 7,

7 =7 v— R NZ % (SLB)

Cisco ACI 353 X (8 Cisco NX-0S _X—2D 7 7 7' v 7 CTPA % v b U — 7§t & ikt 3 2 Bl EE 2 5 8 HIH
X, Y7 hu=7 vu— K ANZ U OBKEE & E OB A RET 5 Z L T9, 2k, SLB MUX VM 73
Microsoft Azure SDN DA > A b —/VIZHMETH D729 TT, SLB MUX VM (%, Azure Local ® VNET ND =
— KRR FG U ZENTENM D= ~DNNT Y 7 T2 E  NNETHNDOZR Yy KT —27 NF 7 (v 7 DALY
HICEHTEET,

DO RF= A FTiE, Azure Local 7 7 A ZIZEBI S 7= 3 5D SLB MUX VM o fz=fEH L ¥ 9, 4 SLB
MUXVM (ZIZ, PARY NRU—=IMWHD0—BDOIPT RLAN12HD FJ, SLBMUX VM L. Azure Local
7T AR D—ETH D Azure Local —"OWT N THRA N TEET,

SLB MUX VM TiX, MR > U — 27 OFEGER[REMED T2 DIZ, SML—% (Z0461% Cisco ACI Y —7 A
vF) ODIPEEMLTeBGP 7 UV HRET HMHENRH Y £7,

SLB MUX VM D ERIIZIE, 2 2OBMD IP 77— (X7 Y v 7 VIP 7= b 7T 4 X— K VIP 7'—)L) 234
ECd, NTU I VIP 7=t 7T A=k VIP 7—/uid, (AR IP 2% 4T57= %2 SLB MUX VM (2]
DUTHENET, ZHOHDERMEIP X, BTy FHEER LBE S 9% Azure Local 7 9 A ZNTHRA R &
NTCWL 77 r—yva i I—rvR Lo TEHSNET, 26D IP 77—k, SLBMUX VM @ EiZ
A= I =/ A ¥ g 1= e

pa g SLBMUXVM X, 26D IP =6 BAHICHD Y THND IPT FLAZEH L EH A, SLB
MUXVM (X, PA x> b= nbE0 S THENTZIP 7 FLAZEH L ET,

e T VU w7 VIP7—)b: Azure Local 7 7 A X DI CTIV—TF 4 VT HRERIP VT Ry TV T 4 v
I AT HZMERSODET WMT LA X —Fy N—TFT 4 U TR[EERNRT Y v 7 IP ThHDHY
HIIHY FHAL) . ThHE. A FEVPNO 72y b= RVIP 25, VNET RO VM 12T 7 &
AT HT=DIWIHE 7 FA T FWMERAT A7 b= RIPT7T RLATY, N7 U w7 VIP L,
Azure Local 7 7 A X OANEMNBAM SNT2T 7V r— a VEIF—EAZBET D700l S
nEd,

o TIANR—FVIPT—/L:ZDOIPHTxy s TVL7 w7 AL, Azure Local 7 T A X DIERTIL—
T AT HRETHAIMNEIH Y FHA, ZNEDVIP X, Azure Local 7 7 A% D VNET ®—5TH 5
W7 AT MZEoTT 7 8ASNDZ EEZHMELTWET, 74— K VIP X, AfWoHS
N7 70 r—va o EIEY—E A Azure Local 7 T A X DA D OBFERREME 2 LB L L2
BEIERESET,

PA Xy FTU—27 B X SLB E##iD 7= D Cisco ACI %5t

SLBMUXVM X PA %> FU—27DO—ETHY, MOFRy U —7 Li@ETH=DIL)—T7 A4 vF LD
eBGP v 7 U VI RNHE T, L7z -> T, L30ut (%, Azure Local N TRE I/ PA %~ 7 —7 VLAN
ikl & F T encap VLAN Z{EH L CET HLE R H D £,
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WOMIE, Cisco AClI V —7 A v FZfEH L7z SLBMUX @ eBGP v 7 U o 7 OBy e s iHol 2 7s LT
£7

Tenant: common

VRF: common_VRF < — —> eBGP peering

Physical
BGP ASN:65001 Connectivity

EPG
Mamt
Cluster_01_PA_L30ut

¥ Leafn Leaf02 < -~
-
- i Secondary IP - h ~
,,/,f: IP:10.2.1.2/24 s IP:10.2.1.3/24 ~o L
- RO Encap: 401 Encap: 401
f I ! \ A\
d T\ \v/ \ ‘

Sy
—
4~ = -
@ SLB MUX 1 @ SLB MUX 2 @ SLB MUX 3
P:10.2.1.4/24 P10.2.1.5/24 IP:10.2.1.6/24

Server 1 Server 2 Server 3

BGP ASN:65002

Azure Stack HCI cluster 01

X 24.
PA x> hU—27ThD SLBMUX 353 L WNACI @ eBGP 7Y v 7

FDORIL, Azure Local 7 > % — L A 8t D% CRER S 47z Cisco ACI 77> FMEEMOE L~V DR D
Bl R LU TWET, ZOHITiE, Cisco AClcommon 77 FMald, AL —YVBIOEHE Xy NU—Z7 D
Common_VRF EPG & &iﬂé VRF " & EFNTWET,

ZOTFr MIE BEDY T AZD PA %y U — 7 B EH O Cluster_01_PA_L30ut &9 & RiD
L30ut bEFEFNTWET, eBGP % L30ut THER SNz —F 4 7 v ha il £9755, L30ut CTfE
&% encap vlan |, Azure Local 7 7 A% D PA %~ hU—2 VLAN & L CTH S L7z1A U VLAN (272
nET,

ZOHITIH, 77 AXZZTEIZ3 25D SLBMUX VM BE SN TnD 72, 4 Cisco AClI U —7121X 3 >D
eBGP v’ 7 3H Y £9, L7=A-> T, Azure Local 7 7 2% L Cisco ACl V) —7 AA v FOXT ORI, AFF
6 2D eBGP v 7 U U I RHESLINET, ZoOFITIE, 10.2.1.0/24 X IP %7 x> b, 401 1T PA Xy hU—
JIZE Y HC o7z VLAN G5 C9, CiscoAClI UV —7 A v FTHRESNIZSVIA X —T7 A AF, U
— 701 £ VU—7 022X LTFNEI 10.2.1.2/24 £ 10.2.1.3/24 12720 ¥9, 320 SLBMUXVM D IP 7
FL X, #F1 10.2.1.4/24, 10.2.1.5/24, 5111 10.2.1.6/24 TT, V—T v 7 IP7 KL AF-ITE
B S TCWWIP 7 KL A2 L7 eBGP E7 U U ZiZh AR — SN TnEHA, L7203 ->T, eBGP
E7 U 7%, CiscoACI V—7 AA v F D L30utSVI A > ¥ —7 = A4 AT NET,

i % Azure Local 7 7 A X |ZiE, A ML —VHOHEM EPG, FEHAOHA EPG, BLI O PA Ry FU—
7 HOHEAH L30ut & ZF DAL EPG 23 1 D 3Td,
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Azure Local VNET # GREEXy U —27 B IO — b =4 VM £55%)

VNET L. Azure Local D%y FU—27 T3, TRV A FL7 4 v 7 ATEKRENET, V—2a—FR
VM ~D IPEIY Y TD7DIZ, VWNET 7 RL A L7 4 v 7 ANLEEO/NE Y 7%y hEERRTE £9,

BT xy b1 2FF— b T7:/( 7 xy e LTHERASNES, F'— U =A 7 x> ME, Azure Local
VNET O EBET D 72DICMETT, ZOVT Xy O IPT RLRE, F— 7 =A VM IZHBIIZ
Va7 ENET, O TRy ME, /28, /29, F720E /30 ST 4 v 7 AL TR Efé%iﬂ"o
[28 £721X /29 Ty v TV T 4 7 AL, IPsec £721L GRE bV RV MERIGEITTICT 7T Ry v b
DEMDIPT RUARTF—=r T2 VM IZTrEYa=r 7 E&nN5720, F—bU=A% 73> hTIPsec %
7213 GRE b o RV DMLBERGAICMLBE T, 2D K% 2 A2 FTlE, IPsec £721% GRE b v /LI DWW TIEREL
L EHEA,

Azure Local #i[7J Cisco ACI 3&Et

JF—h7xzA VM X, AClU—7 ZA /%®N7Taﬁﬁéﬁmtﬂ/»~7"/w7 P7 RLAZEHLT2 20D
eBGP v 7V 7 &N LET, —T Ny 7 IP T FURIZEERREMEIC T A 72912, Azure Local VNET (2
ABT 47 = EPUETT, AXT 47 V= sDODXT AN Ky 7T IPT7 RLRE, f@flxry NU—7 D
CiscoACI V —7 ZAA v FOXT THEINTYE— XL IP T RLUATT,

e eBGP v’ 7V U VfFEHENDAXT 4 v 7 — b DR TZ AN Ry 7 IP T KL AL Azure Local @
L3 v°7 IP LI, Azure Local THEpk SN2 {RAE IP 7 KL A%, Cisco ACl k& h &V IPvd 7 KL A&
IV E T,

L30ut (%, Azure Local 7 7 2% & VNET ~D##iHIZ Cisco ACl 7 7 7'V w7 THEpk S 41 £ 7, Cisco ACI
V=T AL v F X, F'—FU A VMIZEDHBTOHNTZIPT RLAT2 20 eBGP 7 U 7 (% ACI U —
TAAL wF B 10) HEHESLET, 2O IP 7 KL AL, Azure Local @ [7F— 7 = A #ft (Gateway
connections) ]“E?/a/ODBGP/I/—ﬁ IP7 RLATHERTEET, Y¥—FU=zA VM D IP 7 R L RIZEE
AREMEIC T A 72012, CiscOAClI V—7 A, v FTAET 4 v 7 —FRRESNTWET, TOAXT 1 v
7 J— M)X&x % v 7%, Azure Local 7 7 A Z TR S Iziwir Yy NU—Z7 B DIP 7 RLAT

R

WD L, Azure Local VNET #f5t 2 f F L 7= Cisco ACI L30ut D4l %7~ LT\ E T,

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 64 /92~

oxa *iﬂ»f%



Tenant: HCI1_tenant1

) = = = oBGP peering
VNETO1_L30ut BGP ASN:65001
Physical
Connectivity
. Leaf 01 VIP (secondary IP) Leaf 02 . )
EXT_L3OUT < LO: 10.10.10.10/32 10.10.1.1/29 LO: 10.10.10.20/32 “—— Static Routing
o A v
s IP:10.10.1.2/29 IP:10.10.1.3/29, ~ )
- Encap: 501 Encap: 501 ~ S LELEREEEELE VM Traffic Flow
i’ N
= N
Y ;
~ . L3 Logical Network BGP ASN:65201
S o *, 10.10.1.6/29 -
. ", VLAN: 501 _
S~ - -
el & -
o ‘- . -
o -
k2 -® -
---------------- Gatﬂwavw
Senver 1 Server2  IP:192.168.1.2/29 Server 3
VNETO1 VNET1 Subnet: 192.168.1.0/24
Azure Stack HCI cluster 01

X 25.
Cisco ACI V —7 AA v F %A L7 Azura 7 — b+ 7 =4 VM ® EBGP &7 U > 7

OREHHNCIE, ACI U —7 AL v FORXTIZHH R S/ 3 7 — KD Azure Local 7 7 A X 3& 1 . Azure
Local WCIRDOF Y MU — IR EENTWET,

e VNETO1 EWHARTO VNET 3, 7 KL A F L7 47 A 192.168.1.0/24 T Azure Local |Z/ERK
nNEI4, Y— b= A 7 x> L 192.168.1.0/29 T7,

e Azure Local OBl x>y hU—271%, IPH% 7 x> b 10.10.1.0/29 & VLAN %51+ 501 Z M L F9,
10.10.1.6/29 /%, Cisco ACI U — 7 AL F~DT— N7 oA FERIERSINEST, ZofITiE
eBGP <~ /VF &k v 7'M &, 65201 17— 7 =4 VM @ BGP ASN T,

o AXT (w7 /b—F (10.10.10.10/32 B L1 10.10.1.1 Z 7 7= 10.10.10.20/32) i%. AClI U —7
AL FORXT ON—T Ny 7 IPT RLAIZEETHLOICRESNET, IPT7 KL A 10.10.1.1
iE. WHDOACI Y —7 AL v FDVLAN A v Z—T 2 A ZATYE—FHSIP 7 KL R (Bh &V
IPvd 7 RLR) L LTHESNET,

e VNETO1 ®O—#ThHdH D Web BLOT 7Y VM IZ, %655 IP 7 R A3 VNET_01 OAERIZ B D84
W= T2 A NMIZ T 7 4 v 7 BEELET,

Azure Local & O A ENr9 572912, Cisco AClI 7 7 7'V » 7 ITITIROMER NG ENTWET,

e Azure Local ® VNET_01 {Zx/itsd % . HCI1_tenantl &\ 945D ACI ) & VRF1T &9 4R
D VRF MERC S L E T,

e VNETO1_L3Out &5 4HiD L30ut 1L, VNETO1 D5 — k7 =+ VM & ®D eBGP v 7V o 7 FHIZAERL
SNET,
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o Leaf01 (ZiZ/b—7,3> 7 IP 10.10.10.10/32 78% ¥ | Leaf02 (ZiF/v—7"/"> 7 IP
10.10.10.20/32 3% v £,

o L30utNOFEEA v X —T =24 A 777 AL, VLAN A > X —7 =4 ATHRINET,
VLAN A > Z—7 = A4 227 %> F 10.10.1.0/29 7> 5 IP 7 RLARE DY TH, BT
T4k VLAN #%5+1% 501 (Azure Local #Flr >y hU—27 TEZEINTWAE LD EEL) T
—a—o

o AHXT w7 /—1 (192.168.1.0/29) %, L3Out NG/ — K 7 vn 7 7 A L TH— ¥
=4 VM (192.168.1.2) IZRIFETHLHICHEESINTEY, *7 A &> 715 10.10.1.6 T
ﬁ—o

o eBGP BTV 7 EMET HIZIX, BN 2 L ED eBGP ~ /LT 7Ky TN EE T,
e EXT_L30ut &9 4RETDRIMD L30ut 1%, Cisco AClI 7 7 7V v 7 AN OWE Il S E1,

VY a—ra  DEA

DV 3 TiE, SDN ZH%hC L7z Cisco ACI 38 L T Azure Local Z % E 4 5672 FIEIZ W THA L
£, ACl 777U v 7 & APIC NBEEDBREICT TICIFETH Z L 2RMHELE LTWET, ZORF=2 A2k
T, PO ACI 777V v 7 Fd o T4 N2 T B DIHERERETEICOWTIIHH L EE A,

£31FE, 20V a—varMEHENENN—FY =T VT =T 2V A LET,

WD EFIIWZ, 2OV varTHHATAMRRY, A X —T 24 A, BEOWL3 FAAL VRENT A—H
OMEZRLET, 2O T, AClI UV —7 A A v & Azure Local — 3¢ T 6 5® 100 GbE A > ¥ —
T oA AEHLET,

Port configuration \
node-101 1/11

Leaf1 Port configuration Interface policy group: /Individual-HCI
(node-101) (node-102) « LLDP Interface policy: HCI_LLDP
* LLDP enabled
Port configuration + DCBXP version: IEEE 802.1
node-101 1/13 + Interface Priority Flow Control Policy: PFC-
— Auto
Port configuration « PFC Auto
Azure Stack HCI Server1 node-102 1/11 « AEP: HCI_AAEP
FRad AT RRR R |
o | SRR, l
L3 Domain VLAN pool
Azure Stack HCI Server2 node-102 1/12 CHC/_EXT_}CHCL VLAN. DOOD
I | mm‘ — - - L3DOM (400-600)

Azure Stack HCI Server3 node-102 1/13

L

L e

26.
SDN Z{#ifl L7z Azure Local $— DA o H—T = A A& L3 RAA VDFRE
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#0. Azure Local F— 3D A X —T =4 AL L3 KAA L DOHRIE

AV F—Tx |fvBZ—T= |[LLDPA L Z— |[f%—T7 = |AAEP 4% R A > |VLAN Pool
AR AAR)Y— | T2 AR | APFCARY &~ DEAT

IN—F — —
Leafl X Ot f#E%1-HCI HCI_LLDP PFC H#) HCI_AAEP HCI_EXT_L3DOM L3 HCI_VLAN_pool
Leaf2 1 —¥ (DCBXP : (VLAN 400 ~
*v 111~ IEEE 802.1) 600)

13

Azure Local — DA v 2 —T 2 AL L3 KA AL VO

FI10BIC111IC, 2ok 7 v a TS ACIcommon B X2 —V— FF o hOREK/ T A —F &R
LEd, ACl U —7 ZAA v FE, L2 HEHADOA FL—Y %y hU—7 Zf& ., Azure Local % v U —27 ~D
F—h U2 L LTHRERLET, 2FDOEDIZa L b T 7 MANRTEEHINTWHWETR, 20O R A2 FTIL
@7 F v bOA L30ut #ipk L =22 b7 7 MO FIRICOW TR L8 A,

Tenant: common Tenant: HCI1_tenant1

VRF: common_VRE VRF: VRF1

Active Directory

DNS
NTP
Existing Services gtc L3out EPG:
Shared-L30ut EXT_L30OUT
provider provider
EPG BD: Mgmt
Mgmt 10.1.1.254/24
Contract_1 Contract_2

BD: Storage-A to-external to-external
No subnet
BD: Storage-B consumer consumer
No subnet Cluster_01
PA_L30ut VNETO1_L30Out

10.2.1.0/24 Encap:401 10.10.1.0/29 Encap:501

27.
Microsoft SDN % {# i L 7= Azure Local ® ACI 77> ~ DA%

# 10. SLB MUX #f5t > ACI 35587 7> MR EH

i

T b Hmo
75 ~ VRF common_VRF
TV RAAL common_VRF DA FL— A (7% h72L)

common_VRF DA ~L— B (7 %y L)
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V=" ) —=FRé&A P =T xR
EPG

ar k77 b
L30ut
WP ) — R Fa 77 AL

A A —T A A TR T 7 AL

S48 EPG

x11.

common_VRF TO&EH (10.1.1.254/24)

/— K101 BLT 102 ethernet1/11, 1/12 B LT 1/13

BD EHHTD EPG & #E
BD A hL—Y AND EPG A FL—Y A
BD A L —Y BWN®DEPG A ML — B

Contract_1_to-external
common 77} > k@ Cluster_01_PA_L30ut (BGP)

Cluster_01_PA_101_NP (/— K-101)
- =R 1110
Cluster_01_PA_102_NP (/ — F 102)
Jb— SRR 2.2.2.2
Cluster_01_PA_101_IFP (eth1/11, eth1/12, L
eth1/13)
- AVHE—T AR XAT SV
- 7IA4<VUIP:10.2.1.2/24
- A ZVUIP:10.2.1.1/24
- Encap : 401
- BGP v :10.2.1.4, 10.2.1.5, 10.2.1.6
- Remote AS: 65002

Cluster_O1_PA_102_IFP (eth1/11. eth1/12, BL WV
eth1/13)

- AV H—T AR XAT SV

- 774~V IP:10.2.1.2/24

- BHFVIP:10.2.1.1/24

- Encap : 401

- BGP tv'7 :10.2.1.4, 10.2.1.5, 10.2.1.6
Remote AS: 65002

Cluster_01_PA_EXT_EPG
T AR—F )—h v br—L ¥ 7%y b (0.0.0.0)

HF— R~ xA VM #ERED ACl =—H%— 5> NREH]

TF b

75> k VRF

V=" J=FRéA P =T =R
I b7 7 kb

L30ut

LA N = S o
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HCI1_tenant

VRF1

/— KR 101 8L 102 ethernet1/11, 1/12 XX 1/13
Contract_2_to-external

HCI1_tenant1 ® VNETO1_L30ut (BGP)
VNETO1_101_NP (~/— K 101)
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Ml H—T oA A TR T AL

SR EPG

Azure Local L3 KA A > ® VLAN 7—/VDERR

- A—72v 7 IP:10.10.10.10
- S— AT 0 1.1.1.1

- AET 4w 7 — b :192.168.1.0/29, 7 A b IR
v 7 :10.10.1.6

- BGP E7 :192.168.1.2, ¥(fFiA/ v ¥ —7 = A A :
V=TI g
- Remote AS: 65201
VNET02_102_NP (/ — K 102)
- J—7"y 7 IP:10.10.10.20
- = ZalA  2.2.2.2

- RET 4 w7 b— b :192.168.1.0/29, 7 A K 7K
> 7" :10.10.1.6

- BGP E7 :192.168.1.2, ¥EFEiLA ¥ —T = A A :
JL—"T IR g
Remote AS: 65201
VNETO1_101_IFP (eth1/11, 1/12, X 1/13)
- AVHE—T AR XAT SV
- 774<VU1IP:10.10.1.2/29
- BB XVUIP:10.10.1.1/29
- VLAN % 71t : 501
VNETO1_102_IFP (eth1/11, 1/12, X 1/13)
- AVHE—T AR XAT SV
- 774~V IP:10.10.1.3/29
- BB XVIP:10.10.1.1/29
VLAN 7% 714k : 501

VNETO1_EXT_EPG
- TJAFR—FA—k arbr—LHFT Ry b
(0.0.0.0)
SN EPG OANTY7 %~ b (192.168.1.0/24)

ZDO& 7 v a Tk, Azure Local ~DOHi = AN T 572D VLAN 7 — V&2 ER L £ 97,
Azure Local H— 3% ACI U —7 A A v FIZHRET 5 L 512 VLAN F— L5 ERT 5101%. IROFIAEE ET L F

o

1. = HtLoOFErF—yvar A=a—0n6, [Z777 VU v (Fabric)] > [T 27 A& R — (Access

Policies)] # & L £7°,

2. EfloFesr—ar v RuT, [F—2A (Pools) ]. [VLAN (VLAN) ] ®OJEIZEIN L E 7,
3. fizvVvZr L, [IPF—LDER (CreateIP Pool) ] Zi&R L 7,

4. [F—DERk (Create Pool) 1 K> 77 v 77 4 R, 401 (HCI_VLAN_pool 72 ¥) %¥5E
L. [#1vY4<CTE—F (Allocation Mode) ] T [#H##EY X4 T (Static Allocation) ] Z R L £,

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

69792 Sty



5. B eMbETwy 72 OEAIE. ARO [+] RE &M LT VLAN % VLAN 7—/LBEML 3, [4
FDERL (CreateRanges) |1 K> 77 v 7 v RuT, U—7 AA v F )5 Azure Local $—3
ICHERR T D BN & H VLAN AR L £ 37, R0 O NRT A =X ZZDFEFICLET,

6. [OK]#27 VU v LET,
7. [ (Submit) 127V v 7 LE1,
e APIC

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies

Policies

Pools - VLAN

Create VLAN Pool 09

Name: | HCI_VLAN_POOL

Description: |optional

Allocation Mode Dynamic Allocation Static Allocation

Encap Blocks: dL
Create Ranges Q0 caion o Role

Type: VLAM
Description:  optional

Range: VLAN - [vian
—

nteger valie

_ inher ali

External or On the wire

Allocation Mode

Role:! Internal

L TG AL ATy
T4n141 iStatie Allneatinn!

Azure Local ® L3 R A A v DHER
L3 KAA o Z A 7HVEK L., Azure Local V— \ICEH T 5121, ROFNEEZFEITL £,

1. —&FLorer—vary A=a—nb, [Z77V v 7 (Fabric)] > [7 7 & X R Y ~— (Access
Policies)] # 2R L £7°,

2. EOF ¥ F—ar 74 KU T, [Physical and External Domains (/B LAE KA A ) ]1>[L3
RAALY (L3 RAAY) 1 2R L £,

3. [L3 FAA > (L3Domains) ] #4727V v 2 L. [L3 FAA »DERL (Create L3 Domain) ] % %R L
F9,

4. [CreateL3Domain] x> 77 v 77 4 RUT, ALV OLETEZFEELET (B :
HCI_EXT_L3DOM) ., VLAN 7V—/LOE&1%. Favy XX oy U A b LENC/ER L= VLAN 7' —
/L (HCI_VLAN_pool 72 &) ZiER L £,
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dscs’  APIC

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

Inventory | Fabric Policies | Access Policies

Policies L3 Domains

Create L3 Domain <]

Name: [HCI_EXT_L3DOM ]

Associated Attachable [ .ot 4 value

Entity Profile:
VLAN Fool: | HCI_VLAN_POOL(static) =
Security Domains o+
Selact Mame Description ]

5. [2%E (Submit) 127 Vv 7 LET,
Azure Local L3 FAA LV DEEGRRERT VA T 4T 4 774 )VOVERR

P v RE/R T /8 A =T 4T 4 717 7 A /L (Attachable Access Entity Profile (AAEP) ) Z{Epkd 5T
X, ROFIEEFATLET,

1. —&EoFer—rar A==, [Z777V v 7 (Fabric)] > [7 7 X RY 2 — (Access
Policies)] Z# &R L £9°,

2. FrHr—var 2q T, [RY— (Policies) ]>[Z m—3L (Global) 1> [#FIERT 7 ERX =
T 4T 4 a7y A/ (Attachable Access Entity Profile) ] DJIEIZEIR L £,

3. HZ7 Vw7 LT, [BERERT /7R T 4T 4 71774/ (Create Attachable Access
Entity Profile) ]%{Epk L £

4. [BGFIREIRT 78 A =T 4T 4 717 74/ (Create Attachable Access Entity Profile) ] 7~
TT v 7 U4 RUT, 4Hi (HCILAAEP 2 8) %48 L. [ 7 F R NF 7 F % VLAN OFEZHL
(Enable Infrastructure VLAN) ] & [ v % —7 = A4 A~DEESTIT (Association to Interfaces) ]
A7 LET,

5. [FA A4 (Domains) JiZ2oWTik, V4 FUDERIZH B [+]1 22 Vv I L, [FAAY TrTy
A v (Domain Profile) 1O TFD Ry XX 7 URASNLURNIIER LI FAAL VEBIRLET,

6. [Update] =7 U v 27 LET,
7. WITRT LT, BIRLZ RAA LTS VLAN 7 — LR FERENE T,

8. [k~ (Next) 127V v LET, LilOAT 7 4 T4 ¥—7 A A~DOHESHT (Association
to Interfaces) | A 72> TWAHT=H, ZO7 a7 7 A VTN TIXEDA v X2 —T =4 AT H
BEfM TN TOWEFAL, ROEZ v arTA U —T oA RAERETDHE, TROEMEEMTDH &
MTEET,
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& APC
A Create Attachable Access Entity Profile

System Tenants Virtual Networking

Inventory | Fabric Policies | Access Policies

©0o

STEP 1 > Profile

Policies Name: | HCI_AAEP

C» Quic Description: | optional

Enable Infrastructure VLAN: []

1. Profile 2. Association To Interfaces |

Domains (VMM, Physical or T +
External) To Be Associated Ik
To Interfaces:  Domain Profile Encapsulation
Physical Domain - HCI_phys from:vlan-1600 to:vlan-1699
I L3 External Domain - HCI_EXT_L3DOM from:vlan-400 to:vlan-600
EPG DEPLOYMENT (Al Selected EPGs will be deployed on all the interfaces associated.)
e

Application EPGs Encap Primary Encap Mode

al Domains

9. [¥%71 (Finish) 127U v27 L%,

Azure Local ® VLAN _X—ADFF > Fx v U —7 L Microsoft SDN X—ZADx v hU—7 |
WREHRIATLET,

e LLDP RV > —D1ERk

WY HIWD

e LLDP A Z—T x4 AR —DER
o AUHF—T = A AMEFRNANL T v —HIEA VU > — DIERK

e Azure Local &— N ZHi AN A L E—T 2 A ADA L EZ—T = A A R — T A—TOMERK

IR ENT AV HE—T 2 A ADA LV FE—T =2 A AR T — TL—TOVERK

e Azure Local —23
e QoS DFHIE

PR VLAN, A kL —3 VLAN, 3 X PA VLAN (%, SDN %f#i/f] L7 Azure Local ® VLAN ~_X—Z D% v k
J—7 T4, ROV T 7 aTiE, PAXy hU—27 EBHO L30ut HHINZ DWW T L £9, FFL
VLAN (%9 B H EPG & A b L— VLAN (25T 5 A F L— EPG OERIZOWTIE, 20 F¥a A
v hD TEPG DKL B2 v a v E2BRLTLIE S,

PA Xy hU—7 3 KT SLB £t/ Cisco ACI 5k
Z Dk s a T, Cisco ACI T L30ut Z i LT PA % v h7—2 & SLB MUX VM Ok 2 A9 5 7
HEICHOW TR L9, L30ut Z1FEpkd 21213, ROFIAZFEITLET,

1. APIC O ¥ F e —rar A=a—nb, [T b (Tenants) ]>[common] DJEIC
(£721%. PAL3Out KT 2BEFEDT 7 @R LET) .

2. EMloFEHr— g0 vy KT,
IR L E7,

HIRL £

[y hU—2 (Networking) ]>[L30uts (L3Outs) ] DJIEIC
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3. 57U w27 L, [L30ut DYERL (Create L30ut) ] Zi&R L £,

4. [4¥H7 (Name) ] 7 1 —/V R T, 4ni&¥EEL (il : Cluster_01_PA_L30ut) . VRF % (Z Ol
Common_VRF) #&ER L., Favy 7 Z o7 JRANMSLURNCIERL7ZL3 RAL v @R LET (2
oOfTiE. HCI_EXT_L3DOM) .

5 [BGP] F = v 7Ry 7 2% AL, [k~ (Next) 1% 27V v 7 LET,

db ApIC <

) ~ Create L30ut (<)
System Tenants Fabric Virt

ALL TENANTS Add Tenant | Tenant Sed 1. Identity 2. Nodes And Interfaces 3. Protocols 4. External EPG

common

C» Quick Start - —_———

B common - -

B Application Profiles - =~

- Route -
B Networking ° © o G

& Bridge Domains
B VRFs

Router

Identity

A Layer 3 Outside (L30ut) network configuration defines how the ACI fabric connects to external layer 3 networks. The L30ut supports connecting to external
B SR-MPLS VRF L30uts networks using static routing and dynamic routing protocols (BGP, OSPF, and EIGRP).
& Dot1Q Tunnels
B Contracts Prerequisites:
« Configure an L3 Domain and Fabric Access Policies for interfaces used in the L30ut (AAEP, VLAN pool, Interface selectors).
* Configure a BGP Route Reflector Policy for the fabric infra MP-BGP.

B 1P Address Pools Name: | Cluster_01_PA_L30ut BGP [ ospF
VRF: | COMMON_VRF
L3 Domain: |HCI_EXT_L3DOM &

Use for GOLF: []

6. [F74/ F&EMA (UseDefaults) 15 =7 Ky 7 224712 L T, [/ —F Fr7 744 (Node
Profile Name) ] 7 1 —/V' K (Z ®#]TiL Cluster_01_PA_101_NP) ¢ [f v F—T =R Ty
4 V4 (Interface Profile Name) ] 7+ —/v N (Z ®#ITix Cluster_01_PA_101_IFP) (24 Fi%& F
BCTRELET,
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Create L30ut

1. Identity 2. Nodes And Interfaces 3. Protocols

Use Defaults: []
Node Profile Name: | Cluster_01_PA_101_NP

Interface Types

Interface Sub-Interface SvI

Floating SVI )
Layer 2: Virtual Port Channel | Direct Port Channel >

Layer 3: C

Nodes
Node ID Router ID Loopback Address
LEAF1 (Node-101) ~o11a -+ Hide Interfaces
Leave empty to not configure
any Loopback
Interface Interface Profile Name Encap MTU (bytes) IP Address
eth1/M +| | Cluster_01_PA_101_IFP VLAN v 9216 10.21.2/24 @ +
Ex: eth1/1 or topology/pod- Integer Value address/mask
1/paths-101/pathep-[eth1/23]
Interface Interface Profile Name Encap MTU (bytes) IP Address
eth1/12 v| |Cluster_01_PA101_IFP VLAN v 9216 10.21.2/24 @ +
Ex: eth1/1 or topology/pod- Integer Value address/mask
1/paths-101/pathep-[eth1/23]
Interface Interface Profile Name Encap MTU (bytes) IP Address
eth1/13 | |Cluster_01_PA_101_IFP VLAN v 9216 10.21.2/24 @ +

Ex: eth1/1 or topology/pod-
1/paths-101/pathep-[eth1/23]

Integer Value address/mask

4. External EPG

Previous Cancel Next

7. M3 —7=x4 R %A (Interface Types) | 7 > a3 T,
DAL [F—TF (Port) ] Z3IR L £7°,

VA ¥ 3 D5EIE[SVI .

VALY 2

8. [—F (Nodes) 1't7 > a T, DIV —T AL v FICHET LT XTOFEMEANLEST (2D

HlTix, /— F#B+ X Node-101 . A— &P+ 1 1.1.1.1,
(Loopback Address) 1 7 ¢ —/L FIZZEFADE £ICLET)

9. 2FADFTTDO[+] 227V v 7 LT, ML/ —KRICA v Z—T7 oA ZA&BMLET (2
V—7 24 vF, eth1/11,
HET) .

10. Fey 7 Xy URA MG, b= _"—CHT 51 0 F—T o4 ZAZIERNL,
7 74 4 (Interface Profile Name) 1.
[IP7 KL R] Z#ELET, Azure Local — NFfic kK MTU 1 X% 9174 L LCHERAT 57290
TOR A A v FTHE S D MTU X 9174 DL ETHHAZXLERH D £ (ZOHIT
7'a 7 7 A W4 1% Cluster_01_PA_101_IFP. Encap /% VLAN, Encap {EiZ 401,
¥, IP7 KL 21210.2.1.2/24 CT7) ,

M. TR_RCDOA X —T = A AR CMEEZATIL, [Tk~ (Next) 1227 U v 27 LET,
EORIIHCEBEMENETN, 2oV —KeEHALGENT b TEFET,

Rz AEFTIT R~ (Next) 122U v 7 LET,

[V—FRNy 7 TRVR

DBITIE,

—X—7N

12. ZDO~<—C BGP B
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125D
112, BXOX1M13 D3 DDA X —T = A AT @%Lﬂ\é 3OO0

[fvZ—T=2f R T
[Encap]. [Encap fE (Encap value) ]. [MTU]. B L

L, A F— 7I4x
MTU 1% 9216 T
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€
1
1
1

t

Create L30ut

Protocol Associations

BGP

Loopback Policies

Node Profile: Cluster_01_PA_101_NP

Nodes Peer Address

101

Interface Policies

Node ID: 101

Interface Peer Address

m

11712

113

EBGP Multihop TTL

EBGP Multihop TTL

~
v

<> <>

<>

1. Identity

Remote ASN

Remote ASN

2. Nodes And Interfaces 3. Protocols 4. External EPG

<>

Hide Policy []

Hide Policy []

Previous Cancel

13. ZORETIILE A M2 T2, [FMB EPG (External EPG) | ~—< T [58T (Finish) 1427V v 27 L
*9, 48 EPG X% OB TIER S N E T,

Create L30ut

External EPG

1. Identity

2. Nodes And Interfaces

The L30ut Network or External EPG is used for traffic classification, contract associations, and route control policies. Classification is matching external networks to this
EPG for applying contracts. Route control policies are used for filtering dynamic routes exchanged between the ACI fabric and external devices, and leaked into other VRFs

in the fabric.

Name:
Provided Contract:
Consumed Contract:

Default EPG for all external networks:

select a value
select a value

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential
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14. APIC O F#F v/ —v g A=a—hb, [TF 2 b (Tenants) 1> [common] > [%y hU—F 7
(Networking) ]> [L3Outs] > [L30ut Name] (Z ®#Tik, Cluster_01_PA_L30ut) > [Logical
Node Profiles] (= O] Ti%. Cluster_01_PA_101_NP) . [ A v F—T A R Fa 757 L)V
(Logical Interface Profiles) ] (Z ®#]TiX. Cluster_01_PA_101_IFP) > [SVI] DJEIZEIR L F

common : .
Logical Interface Profile - Cluster_01_PA_101_IFP 'R}
Policy Faults History
General Routed Sub-Interfaces Routed Interfaces svi Floating SVI
oF 2
+
~ Path Side A IP Side B IP Secondary P IP Address MAC Address  MTU (bytes) Encap Encap Scope
Address

Pod-1/Node-101/eth1/11 10.21.2/24 00:22:BD:F8A9FF 9216 vian-401 Local

Pod-1/Node-101/eth1/12 10.21.2/24 00:22:BDIF8I9FF 9216 vian-401 Local

Pod-1/Node-101/eth1/13 10.21.2/24 00:22:BDF8A%FF 9216 vian-401 Local

and export route control
Show Usage

15. BWIDA B =T oA AT TNV w7 L, [+]1 %27 Vv 7 LTIPVAEADVFY 7T RURZEBML
F9, ZAUFVE—FRISIP 7 FL AL LTHEREL, DY —7 A4 v FTHBBTT (ZofT
X, eth1/ MM Z&X7 V7V v 27 L, BB FVIPT7 RFL2E1LT10.21.1/24 # A HLET) .

svI 00

Policy Faults History

—
o * K-
Properties
Path: topology/pod-1/paths-101/pathep-[eth1/11]
Path Description:

Description: |optional

Encap: |VLAN 401
Integer Value

Encap Scope: Local

Auto State: disabled
Mode: < Trunk (Native) Access (Untagged) )

IPv4 Primary / IPv6 Preferred Address: | 10.2.1.2/24

address/mask
IPv6 DAD: ( disabled enabled
IPv4 Secondary / IPv6 Additional Addresses: +
~ Address IPv6 DAD Enable for
DHCP Relay
10.2.1.1/24 enabled Disabled
Link-Local Address: |::
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16. FicAzn—L LT [+] %227 Vv 27 L, BGP ETHEIu 77 A L& BMLEd, BGP BT 7 FL %
X, SLBMUXVM @ IP 7 KL A272 0 £,

17. TXRTCOfEET 74/ bDOFEFICLT, [ET][7 FL X (Address) ] & [Remote AS (Remote
AS) 1ZAAL., [BE (Submit) 1227V v 27 LET (ZofTid, ©77 KL 2% 10.2.1.4 T,
Remote AS % 65002 T1°) .

i Create Peer Connectivity Profile () |

Peer Address:

Description:

Remote AS:

Admin State:

BGP Controls:

Capability:
Password:

Confirm Password:
Peer Controls:

Address Type Controls:

EBGP Multihop TTL:

Weight for routes from this neighbor:

[10.2:1.4

address

optional

65002 &

Disabled Enabled

[ Allow Self AS

[] As override

[] Disable Peer AS Check

O Next-hop Self

[J'send Community

[] send Extended Community
[[] send Domain Path

[ Receive Additional Paths

[ Bidirectional Forwarding Detection
[] bisable Connected Check

[ AF Mcast
AF Ucast

1

O

18. 27 v 716 L A7 v 7 17 Z# 0 R L THEHD BGP v'748ML., [BAL% (Close) 127V v/ L

9 (20Tl 10.2.1.5 &£ 10.2.1.6) .
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SVI 00

Policy Faults History

o + %
Properties

Link-Local Address: | ::
MAC Address: | 00:22:BD:F8:19:FF
MTU (bytes): 1 9216
Target DSCP: | Unspecified
External Bridge Group Profile: | select an option
BGP Peer Connectivity Profiles: W + !
Peer IP Address Peer Controls '
|1Q214 !
10.2.1.5
10.2.1.6
Rogue Exception MAC Group: | select an option

Exclude all MACs from Rogue EP Control: [_]

19. 50 DA F—T7 A4 A (ZOFITIL, eth1/12 & eth1/13) ITXLTAT v 715~ 18 VD IKL

£
Logical Interface Profile - Cluster_01_PA_101_IFP O
Policy Faults History
General Routed Sub-Interfaces Routed Interfaces SV Floating SVI
O
" +
~ Path Side A IP Side B IP Secondary P IP Address MAC Address  MTU (bytes) Encap Encap Scope
Address
Pod-1/Node-101/eth1/11 10.211/24 10.21.2/24 00:22BD:F819FF 9216 Vian-401 Local
Pod-1/Node-101/eth1/12 10.211/24 10.212/24 00:22:BD:F89FF 9216 Vian-401 Local
Pod-1/Node-101/eth1/13 10.211/24 10.21.2/24 00:22BDF819FF 9216 Vian-401 Local
Show Usage

20. TRXTOBGP 7" v 7 7 AV 3, [iaBA v #—T7 A A7Fa 77 A/ (Logical Interface
Profile) ] D TFTDO U —7HICEREND Z LICEBE LTI (ZOFITIEX, A1 ¥ —T =4 AT &
32O BGP BT H#EE L9 ODOBGP #i7a 7 v AR’ HY F£9)

21.[7F > b (Tenants) ]>[3@# (common) ]>[%y hU—%>7 (Networking) ]>[xy hU—7
(Networking) ]>[L30uts (L30uts) ]>[L30ut# (L30utName) 1 (Z®#ITIT,
Cluster_01_PA_L30ut) > [/ — F71r 77 { (Logical Node Profiles) ] DJEIZERL %7,

2. 57 Vv L, [J—FK a7y vDERR (Create Node Provile) ] Z&#R L E£9, Zhickbv. 2
FHDOV—T7 A, vFD/)—F 777 A MERSIET,

23.[487 (Name) ] Z# &L, [+] %227V v 27 LT /J—F OFEMABEMLET (Z0FITlE, 4T
Cluster_01_PA_102_NP (2720 £9°) .
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Create Node Profile

Name:

Description:

Target DSCP:
BGP Timers:

Nodes:

BGP Peer Connectivity
Profiles:

Cluster_01_PA_102_NP

optional

Unspecified

select a value

Node ID

Peer IP Address

Router ID

Peer Controls

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

Static Routes

24. ) — R#AI+ & A—FBAFEEELET, VW—F N s TRVRE LTA—F—@BBIF2EHT5
(Use Router ID as Loopback Address) ] = 7Ry 7 X%&4A7I2L T, [OK] %27V v 7 L%
I, ZOFITIE, /— R 102, v— 51T 2.2.2.2 TT,
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Select Node (%)

Node ID: | LEAF2 (Node-102) Vv
Router ID: | 2.2.2.2

Use Router ID as Loopback Address: []

Loopback Addresses: +
P v
Static Routes: L
IP Address Description Next Hop IP Track Policy

25.[/—F 7u 771/ (Node Profile) ] X— T [f§ (Submit) ]%7 YV v 7 L%d,

26.[77F > b (Tenants) ]1>[iLi#E (common) ]1>[®y hU—F 17 (Networking) ]> [L3Outs
(L30uts) ]>[L30ut4 (L30utName) ] (Z ®fITix, Cluster_01_PA_L3Out) . >[f#/ —F
7u 7 7 A ) (Logical Node Profiles) ] (Z ®#]TCiX, Cluster_01_PA_102_NP) | [f#¥ A > & —
Z7xA{ A 7u77A/l (Logical Interface Profiles) ] DJEIZRIR L £,

27. 57 Vv L, (M vF—T7xA4 R a7y A VOIERK (Create Interface Profile) ] &I L £,

28.[4¥H7 (Name) ] Z##5& L. [SVI] # 7 #RIN L £ (ZOfITIE, 4T Cluster_01_PA_102_IFP
T7) .
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Create Interface Profile (%]

STEP 1> Identity

Name: | Cluster_01_PA_102_IFP

Description: | optional

Routed Sub-Interfaces Routed Interfaces Svi Floating SVI

SVI Interfaces +
Path IP Address MAC Address MTU (bytes)

Config Protocol Profiles: []
Config Advance Protocol: []

29.+ %27 Vw7 LT, SVIA 2 —T=AA%FLET,
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Select SVI (%]

Path Type: Direct Port Channel Virtual Port Channel )
Node: | LEAF2 (Node-102) v
ex: topology/pod-1/node-1
Path: |eth1/1 v

ex: topology/pod-1/paths-101/pathep-[eth1/23]

Description: | optional

Encap: |VLAN |~ [401

Integer Value

Encap Scope: VRF Local

Auto State: disabled enabled

Mode: (  Trunk (Native) Trunk Access (Untagged) >

IPv4 Primary / IPv6 Preferred Address: |10.2.1.3/24

Link-Local Address:

IPv4 Secondary / IPv6 Additional Addresses: ﬁ SiE
Address IPv6é DAD Enable for
DHCP Relay
I 10.2.1.1/24 enabled Disabled

MAC Address: | 00:22:BD:F8:19:FF

MTU (bytes): | 9216

Target DSCP: | Unspecified v
External Bridge Group Profile: | select an option v
BGP Peer Connectivity Profiles: W 4+
Peer IP Address Peer Controls
10.2.1.4
10.21.5
| 10216
Rogue Exception MAC Group: | select an option v

30.[¥R #4147 (PathType) ] #= L ~7 + L. [Node]. [Path]. [Encap VLAN ID]. [IPV4 Primary
Address]. [IPV4 Secondary Addresses]. [MTU], KL O'[BGP v 7## "2~ » (/L (BGP Peer
Connectivity Profiles) ] 5 E L., X—YOTHIZHD [OK]l Z#27 VY v 7 LET (ZOFITIE, XA
%47 (Path type) IZ &A— b (Port) . /— KX 102, /X*|% eth1/11. Encap VLAN ID i% 401,
IPV4 75 4~V 7 KL A% 10.2.1.3/24, IPV4 &%) 7 KL A% 10.2.1.1/24, MTU /% 9216
4 k. BGP 7 IP (X 10.2.1.4 T7¥, .1.5388X110.2.1.6. BGP AS % 7=1% 65002) T,

B.BEOVDA L H—T 2 A AWK LTAT v 729 L2577 30 ##0ik L, [587 (Finish) 1227V v
7 LET (ZoflTik, A 2—7 =A% eth1/12 & eth1/13) .
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Logical Interface Profile - Cluster_01_PA_102_IFP Q

Policy Faults History
General Routed Sub-Interfaces Routed Interfaces svi Floating SVI
O
+
~ Path Side A IP Side BIP Secondary IP 1P Address MAC Address  MTU (bytes)  Encap Encap Scope
Address
E Pod-1/Node-102/eth1/11 10.211/24 10.21.3/24 00:22:BD:F8:19:FF 9216 vlan-401 Local
E Pod-1/Node-102/eth1/12 10.211/24 10.21.3/24 00:22:BD:F8:19:FF 9216 vian-401 Local
E Pod-1/Node-102/eth1/13 10.211/24 10.21.3/24 00:22:BD:F8:19:FF 9216 vlan-401 Local
Show Usage

32. APIC ® b#oF e —vay A=a—nhb, [T+ b (Tenants) ]>[#£@# (common) ]>[x > b
U—3%> 7 (Networking) ]>[L30uts (L3Outs) ]>[L30ut£ (Z OfITix,
Cluster_01_PA_L30ut) ] > [4}%8 EPG (External EPGs) ] DJEIZ®BIR L E 4,

33. 27U w7 L. [ EPG DERL (Create External EPG) ] Z#%®iR L E£4, £HT (ZOFITlX
Cluster_01_PA_EXT_EPG) #f5E L £,

34.[+] 227 Vv 2Z L, ACI ) —TICk>TT R A XEND ((73ZEEND) ¥ TXy b 220
L30ut % 7 T SLB MUX VM (2B L 4 (ZO#ITix, IP#~7 %> bk 0.0.0.0/0 28 ACl U —7IZ X
STT RREAL RENDH T2, T AR—F A— MY TRy b LT~—2&RE) ),

commen © External EPG - Cluster_01_PA_EXT_EPG n)
Policy Operational Health Faults History
General Contracts Inherited Contracts Subject Labels EPG Labels
@ H R

Properties
Jgen usr

e er include
p-
Intra Ext-EPG Isolation: Enforced
Subnets: & +
~ IP Address Scope Name Aggregate Route Control Profile Route Summarization
Policy

0000/0 Export Route Control Subnet

I 172161.0/23 External Subnets for the External EPG Public.VIP_Pool

External EPG - Cluster_01_PA_EXT_EPG

Show Usage

N7V w7 VIP F—=72 8D SLBMUX VM IZE > TT7 RARZ AL ZAENDH TR v M, 4N EPG © [ 7%
v b (Subnet) 17 v a U ZBIL, SMH EPG OAEY 7Ry & LTy —27 TxET (ZOfITIEK, IPH
7% v h172.16.1.0/23 (3X7 UV v 7 VIP & LTHEENET) , SLBMUXVM O 7 —)Lb, ZD7=, Cisco
ACI V=7 THEHEYTXxy e LTw—23nEd) .

Aokt arCHALEZL I ICar bT7 7 &M LE T, L30ut 44 EPG & o> L30ut #456 EPG % 72 1%
ACl 777Uy 27 DEPGEH D EDEID NT 7 4 v 7 ZFFATHI1I21E, 22 877 RBRETT,

a2 N7 ME, ROREND MR EPG IBMMTE £, [TF 2+ (Tenants) ]>[358 (common) ]>
[*#y hU—%> 7 (Networking) ]>[L30uts (L30uts) ]>[L30ut4 (L3Outs Name) ] (Z OfITiL,
Cluster_01_PA_L30ut) >[4 EPG (External EPGs) ] > [4if EPG 4 (External EPG Name) (Z Offi<T
IZ. Cluster_01_EXT_EPG) ]1>[X YV ¢— (Policy) 1. [z~ +F 27 b (Contracts) ]> [#fit&niz=a+J
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7 FOBM, ¥IXEEEIND 2 T2 boiEM)  (Add Provided Contract or Add Consumed
Contract) ] DJIEHIZEIRN L 7,

Azure Local VNET B LU/ — b7 = A VM #fc FH @ Cisco ACI &R

AiotE 7 v a o Tid, Azure Local 7o X — LA X NU—7 BT 572D EPG & L30ut DEFIZDOW
TitHLE LTz, 207 3T, Azure Local IZEBBIESNTZBEHRO Y —7 o—RFaVR—F43589
IZ Cisco ACI ZHfk+ 2 HFIEICOWTHA L E T, Z O TliE, Cisco ACl 77 h, VRF, LT AWS /1%
DOYLEFE HCI VNET (Z#2fke9 2 L30ut 23R STV k7, #RFIRIZRD L0 T,

1. APIC O o F e — g A=a—nb, [TF2 + (Tenants) 1> [FF >~ FdiEM (Add
Tenant) ] OJEIZERN L £,

2. [77Fv bOtER (Create Tenant) 141 7 r 7Ky AT, 471 (HC_tenantl 72 &) #45E L &
j‘o

3. [VRF4 (VRFName) ] 7 1+ —/V RICVRF 4 Z AL, [T (Finish) 1227V v 27 L%+ i :
VRF1) .

il APIC (LAB3-S2)

System Tenants Fabric Virtual Networking Admin Operations Apps Integrations

ALLTENANTS | AddTenant | Tenant Search: RIS | common | HCH_tenantl mgmt | infra
HCH_tenantt Create VRF )

C> Quick Start
STEP 1> VRF U
enan
n
o Name: | VRF1 A
Alias: €
Description: | optional
Annotations: @) Click to add a new annotation

Policy Control Enforcement Preference:

nforce
Policy Control Enforcement Direction: C Egress Mixed policy )

BD Enforcement Status: []

Endpoint Retention Policy: |select a value
eeeeeeeee
Monitoring Policy: | select a value

DNS Labels:
ccccccccccccc parated by
<

Transit Route Tag Policy: | select a value

IP Data-plane Learning: ( Disabled Enabled

Create A Bridge Domain: []

Configure BGP Policies: []
Configure OSPF Policies: []
Configure EIGRP Policies: []

4. FEloFEerF—rar 4 RuT, [Xy bU—2 (Networking) ]>[L30uts (L3Outs) ] DJiEIZ
IR L ET,
5. iz V> 27 L., [L30ut DfERk (Create L30ut) ] #i®R L £,

6. [4#T (Name) 1 7 1 —/L R T, 481 (ffl : VNETO1_L30ut) ##5# L. VRF 4 (Z O Tix VRF1)
PBIRL, Fay7Z o) 2 M 6URNCHER L2 L3 FAAL Y (ZOf1 Tk HCILEXT_L3DOM)
IR L ET,

7. [BGP] F =y /Ry 7 2%&A 1L, [k~ (Next) 127V v L1,
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el APIC (LAB3-52) pratnika

., Create L30ut S

System Tenants

ALL TENANTS | Add Tenant | Tenant Sed 1. Identity 2. Nodes And Interfaces 3. Protocols 4. External EPG

HCI1_tenant1

Identity

A Layer 3 Outside (L30ut) network configuration defines how the ACI fabric connects to external layer 3 networks. The L30ut supports connecting to external
networks using static routing and dynamic routing protocols (BGP, OSPF, and EIGRP).

Prerequisites:
» Configure an L3 Domain and Fabric Access Policies for interfaces used in the L30ut (AAEP, VLAN pool, Interface selectors).
* Configure a BGP Route Reflector Policy for the fabric infra MP-BGP.

Name: | VNETO1_L30ut Mecp [ ospr
VRF:  VRF1 )
L3 Domain: | HCI_EXT_L3DOM @

Use for GOLF: []

8. [F7#/1 +&EM (Use iEM Defaults) | F= v 7 Ry 7 2% A4 7ICL T, [/ =K Fu77 A 14
(Node Profile Name) ] 7 + —/L RiZ4& iz FHTHRE L E9 (ZOHIT X VNETO1_NP)

el APIC (LAB3-S2) pratnika (

System Fabric v Create L30ut ®

ALL TENANTS | AddTenant | TenantSed 1. Identity 2. Nodes And Interfaces 3. Protocols 4. External EPG ‘

HCI1_tenant1

C» Quick Start

Use Defaults: [ ]
[l Hen_tenantt

Node Profile Name: VNET01.101_NP
& Application Profiles

B Networking Interface Types
P T—— Layer 3 ( Interface ‘ Sub-Interface SV  Floating svw)
B VRFs Layer 2: Virtual Port Channel ‘ Direct Port Channel)
B L20uts Nodes
B L3outs
& SR-MPLS VRF L30uts Node ID Router ID Loopback Address
B Dot1Q Tunnels LEAF1 (Node-101) 1111 10101010 + Hide Interfaces
Leave empty o not configure
& Contracts any Loopback
Polici
B Policies Interface Interface Profile Name Encap MTU (bytes) I Address
s eth1/1 VNETO1_101_IFP VLAN , 9216 10.10.1.2/29 @ +
Ex: ethi/ or topology nteger Vare addressimask
1/paths-101/pathep-[eth’ MZ"]
Interface Interface Profile Name Encap MTU (bytes) I Address
eth1/12 VNETO1101_IFP VLAN 501 9216 1010.1.2/29 m +
Ex: ethi/1 or topology/pod- Integer Valve address/mask
1/paths-101/pathep-[eth1/23]
Interface Interface Profile Name Encap MTU (bytes) IP Address
eth1/13 VNETO1_101_IFP VLAN 9216 10.10.1.2/29 @ +
Ex: eth1/1 o topology/pod Integer Value

paths-101/pathep-[eth1/23]

9. [/(/57 TZxA A XA (Interface Types) =7 a T, VA ¥3DEAIT[SVII. L1¥2
DOLEF[F—F (Port) ] &N £7°,

10.[/—F (Nodes) 17 =T, DU —7 ZA v FICEHT 5T RTCOFEMEANLET (2
OFITIE. /— FBI+F X Node-101, /L —%#0+1% 1.1.1.1. V—F RNy 77 KL &
10.10.10.10)

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 85/ 92
P %‘té’%}l



MN2BHOITO+ %27V 7 LT, AL/ —RIA v H—T =2 A%BIMLET (ZOFITIE, 12DV
— 724 vF, ethl/11, 112, BLO1NI3 D 3 5D A Z—T = A AIZHF L TWD 3 DD —
N=NH ET) .

12. Fay 7 X0 JA ML, ==l T DA X —T 2 A AR, [ V¥ —T =R 1
7 74 /4 (Interface Profile Name) ]. [Encap]. [Encap f (Encap value) ]. [MTU (MTU) 1.
BIXOIP 7 FU 2 (IPaddress) ] #+5% L $£9, Azure Local V— NIk MTU 1 X% 9174 &
LCHEHT A, TOR AL v F TREIIND MTU (L9174 LRIUHZENUETHLIMENDH Y £

(ZofTik, fElX VNETO1_101_IFP, VLAN, 501, 9216, B K£1¥10.10.1.2/29 CT7) ,

13. D ) — RIZBT AT _RTOA v Z—T = A AZEUEEZ AT LET,

14. BAIOTO [+]1 227V w7 LT/ —FRZEBNML, 2FBDO) —7 A4 v FICHT LT XTOEME AL
LET (ZofTik, /— FBIF X102, V—F@BAF 13 2.222, TRy 7 RLVR &
10.10.10.20) .

15.+ 227 U7 LT, 28BHD ) —FROFICA L H—T A AZEBINMLET (ZOHTIX, Azure Local
P — IG5 2HBHD) —7123 201 % —7 =1 % eth1/11, eth1/12, BX Weth1/13 ¥
HHET) ,

16. Fuy 7 X7 JRA MM, ==l T A F—T=AA AR, [AVF—T AR T
774 V4 (Interface Profile Name) ]. [Encap]. [Encap fE]. [MTU]. BXO[IP7 KV X ] %45
FELET (ZofFITik, fEiZ VNETO1_102_IFP, VLAN, 501, 9216, 3X1110.10.1.3/29) ,

Node ID Router ID Loopback Address
LEAF2 (Node-102) v 2222 10.10.10.20 W -+ Hide Interfaces

Leave empty to not configure
any Loopback

Interface Interface Profile Name Encap MTU (bytes) IP Address

eth1/11 ~| [VNETO1102_IFP VLAN v 9216 10101.3/29 oW &
Ex: eth1/1 or topology/pod- Integer Value address/mask

1/paths-101/pathep-[eth1/23]

Interface Interface Profile Name Encap MTU (bytes) IP Address
eth1/12 «| [VNETO1102_IFP VLAN v 9216 10101.3/29 o +
Ex: eth1/1 or topology/pod- Integer Value address/mask

1/paths-101/pathep-[eth1/23]

Interface Interface Profile Name Encap MTU (bytes) IP Address
ethl/13 «| |VNETO1.102_IFP VLAN v 9216 10.101.3/29 @ +
Ex: eth1/1 or topology/pod- Integer Value address/mask

1/paths-101/pathep-[eth1/23]

Previous Cancel Next

17. [k~ (Next) 1227V 27 LET,

18. [V—F"v 7 RY I — (Loopback Policies) ] =7 + = 12 BGP [#EfE#HRAZ AL, [ v&Z—T7=
A &2 RY — (Interface Policies) ] 7 > a v ZZEADEEICLE T,

19. 7 7 RFLREZ AN LET, ZHud, WNETHOF — oA 7%y S AF— R 7= VM IZT
FL 2 T4 (ZoplTit, 192.168.1.2) ,

20. EBGP vV F Ry 7 TIL # A LE T, eBGP V7 I3 EEES SN TR W=H, ZOfET 1 Lok
ELLTDHDMENHY T (7 U U FEEREGE SN IP 7 RLABTIEZRWE=D, 1 LY k&E<T5
VERHD FI, ZOFITIE, 4 ELTREENTVES, )

21.Remote ASN # A JJ L ¥4, Z#iE. Azure Local VNET TiRE S 7- BGP ASN iz ¥4 (Z
OFITIE, 65201 & LTREEINET) o

22. [Tk~ (Next) |27 U7 L%,
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il APIC (LAB3-S2)
Create L30ut

System Tenants Fabric

ALLTENANTS | AddTenant | Te

HCH_tenant1 Protocol Associations

C» Quick Start BGP
ﬁ (e Ee L) Loopback Policies
&= Application Profiles
& Networking Node Profile: VNETO1_NP

[ Bridge Domains

B VRFs Nodes EBGP Multihop TTL
B L20uts 101,102 1921681.2 4

Peer Address

B L30uts
B SR-MPLS VRF L30uts Interface Policies

B Dot1Q Tunnels

Node ID: 101
= Contracts
= Policies
Interface Peer Address EBGP Multihop TTL
= services -
B Security
1712
mns
Node ID: 102
Interface Peer Address EBGP Multihop TTL

m

1. Identity

Remote ASN
65201

Remote ASN

Remote ASN

2. Nodes And Interfaces 3. Protocols 4. External EPG

Hide Policy []
~

Hide Policy []
~
~
~

Hide Policy []
~

Previous Cancel

(Z OfITiX VNETO1_EXT_EPG) # AJJL £,

2.+ #7277 LT, ZOL30ut 27 TT RANF A RXEIZET DI 732y h&BMLET, VNET
DeBGP N Ny T AT T v I AL v F LT V7 Lictk, ©—F U =A VM X VNET 7 % v b2k
BN TAT T AL v FINCT RARFAXTHLET (ZoFTIE, 192.168.1.0/24 |Z ACI UV —~7
AL v FILE S TZIEEND UNET 7 %> b THHT-H, S EPG DIMEY 7 Xy b LT~v—7
ENTWET, ACI V—7 AA v FIE, Azure Local VNET 7% Azure Local DANEEDOANEE R~ b U —2
\CRET D720 DOME—DH A /XATH S, 0.0.0.0/0 7% Azure Local VNET (27 RA3X A X &,

T AR—F A= MY TRy bELTw—7 SN ET,

el APIC (LAB3-S2)
Create L30ut

System Tenants Fabric

ALLTENANTS | Add Tenant

HCI1_tenant1 External EPG

C» Quick Start
B Hein_tenant
B Application Profiles in the fabric.
B Networking Name: | VNETO1_EXT_EPG
[ Bridge Domains
B VRFs

= L20uts

Provided Contract: | select a value
Consumed Contract: |select a value
Default EPG for all external networks: []
= L30uts Subnets
S SR-MPLS VRF L30uts
[ Dot1Q Tunnels IP Address Scope Name
B Contracts

192.168.1.0/24
&= Policies

| 000010

External Subnets for the Exter...
Export Route Control Subnet

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

1. Identity

Aggregate

2. Nodes And Interfaces

pra

3. Protocols 4. External EPG

The L30ut Network or External EPG is used for traffic classification, contract associations, and route control policies. Classification is matching external networks to this
EPG for applying contracts. Route control policies are used for filtering dynamic routes exchanged between the ACI fabric and external devices, and leaked into other VRFs

T +

Route Summarization
Policy

Route Control Profile

Previous Cancel Finish

87192 0 b



25.[# 7T (Finish) 1227 Vw7 LEd, av b7 7 M, VT 74 v 7 70— 23S0 THOEBETEN
TEET,

26.[7F > b (Tenants) ]>[HCI1_tenant1] > [X v U —F> 7 (Networking) ]> [L30uts] > [L30ut
Name] (Z @O <TiX VNETO1_L30ut) > [Logical Node Profiles] (Z @] Ci%x VNETO1_NP) >
[Logical Interface Profiles] > [Interface Profile Name] (Z @)X VNETO1_101_IFP) >
[Policy] > [ SVI] DJEIZZEIR L ET,

HCI1_tenant1

Logical Interface Profile - VNETO1_101_IFP

Policy  Faults  History
General Routed Sub-Interfaces Routed Interfaces svi Floating SVI
@) i
o +
~ Path Side AIP Side B IP Secondary IP IP Address MAC Address  MTU (bytes) Encap Encap Scope
Address
I Pod-1/Node-101/eth1/11 1010.1.2/29 00:22:BD:F8:19:FF 9216 vlan-501 Local
Pod-1/Node-101/eth1/12 10.10.1.2/29 00:22:BD:F8:19:FF 9216 vian-501 Local
Pod-1/Node-101/eth1/13 10.10.1.2/29 00:22:BD:F8:19:FF 9216 vlan-501 Local
Show Usage

27. BHIoA v B —T =2 A A2 (ZOBEHIFIA v Z—T =A% ethl/11) X T2V v o7 LET,

28. FIcAZm— L LT+ 227V v 7 L, IPVAEHZV/IPV6 BN 7 RLR (ZOREIE
10.10.1.1/29) #iEML £

© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Confidential 88 /92 *X—v .
9 ¥R AL



SvI

Properties
Path

00

Policy Faults History

o

Ly

b &

. topology/pod-1/paths-101/pathep-|eth1/11]

Path Description:

Description:

Encap:

Encap Scope:

Auto State

Mode

IPv6é DAD

IPv4 Secondary / IPv6 Additional Addresses:

optional
VLAN 501
Integer Value
VRF Local

;( Trunk (Native) Access (Untagged) )

IPv4 Primary / IPv6 Preferred Address:

10.10.1.2/29
address/mask

disabled enabled
d
~ Address IPv6 DAD Enable for
DHCP Relay
10.10.1.1/29 enabled Disabled

Link-Local Address: |::

MAAA Addeann.

29. X—TVDO—FTFIZH D
30. oA v H—T = A4 A2 (ZDOFITIE.

R

system [RCUCIROM  Fabric

Virtual Networking

ALL TENANTS Add Tenant | Te [

HCI1_tenant1

B Networking
[ Bridge Domains

31.[F7F > F (Tenants)
Name]
T VNETO1_NP)

Admin

common | HCH_tenantl | userl

Logical Interface Profile - VNETO1_101_IFP

- Path

I Pod-1/Node-101/eth1/13

[fACB] %227V v 7 LET,

eth1/12 L eth1/13) ([ZXf L CTAT v 7 27 ~ 29 Z# K L &

Operations ~ Apps Integrations

tn-hshahane | testBRO12

Policy ~ Faults History
General  Routed Sub-Interfaces  Routed Interfaces  SVI  Floating SVI
O
T +
Side A 1P Side B 1P Secondary IP IP Address MAC Address  MTU (bytes) Encap Encap Scope
Address

Pod-1/Node-101/eth1/11 1010.1.1/29 1010.1.2/29 00:22:BD:F8:19:FF 9216 vian-501 Local
Pod-1/Node-101/eth1/12 1010.11/29 1010.1.2/29 00:22:BD:F8:19:FF 9216 vian-501 Local

101011/29 10101.2/29 00:22:BD:FB1OFF 9216 vian-501 Local

Show Usage

1> [HCI1_tenant1] > [X v kU —3% % (Networking) ]> [L3Outs] > [L30ut

(Z DOF Tl VNETO1_L30ut) > [f@¥/— KF7r 771/ (Logical Node Profiles) ] (Z®

> [Ba#A v #—7 x4 & a7 74/ (Logical Interface Profiles) ]> [

A —T AR TaT7 7,4 (Interface Profile Name) ] (Z O] Tlx VNETO1_102_IFP) > [KVU >

— (Policy) 1>[SVI]
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32. Node-102 IZXf L TAT v 727 ~30 ##0 ik L x4, (Zof Tk, eth1/11, eth1/12. eth1/
13. 10.10.1.3 73 /—F-102 D754~V IP 7 KL ATY) .

System [RCUCHIEE  Fabric

Virtual Networking

Admin  Operations ~ Apps Integrations

ALLTENANTS | AddTenant | TenantSearcl | common | HCl_tenantl | userl | tn-hshahane | testBRO12

HEA. ansntl Logical Interface Profile - VNET01_102_IFP

> Quick Start

Policy ~ Faults  History
General  Routed Sub-Interfaces  Routed Interfaces  SVI  Floating SVI
O
w +
« Path Side AIP Side BIP Secondary P IP Address MAC Address ~ MTU (bytes)  Encap Encap Scope
Address.
& L3outs
T Pod-1/Node-102/ethl/11 101041/29 10101.3/29 00:22:8D:FB19FF 9216 vian-501 Local
VNETO1_L30ut
Pod-1/Node-102/eth1/12 101011/29 101013/29 00:22:8D:F819FF 9216 vian-501 Local
Pod-1/Node-102/eth/13 101011/29 10101.3/29 00:228D:FB1GFF 9216 vian-501 Local

Show Usage

33.[7 7+~ I (Tenants) ]. [HCI1_tenant1], [*> U —% 7 (Networking) ]. [L3Outs], [L3Out
Name] (Z ®Ofil<Tlx, VNETO1_L3Out) >[#¥E /— F v~ 71/ (Logical Node Profiles) ]

(Z OfITiX. VNETO1_NP) . [#rk~ — F (Configured Nodes) ]>[/ — F /32 (Node path) ]

(Z OB Tk, topology/pod-1/node-101) (ZB#EI L 9,

o

34.+ 27V v LT, [#8L—T (StaticRoute) ] #3BML £,

System [RCUCHSM  Fabric

Virtual Networking Admin  Operations ~ Apps Integrations

ALLTENANTS | AddTenant | Tenant Search: | common | HCHtenantl | userl | tn-hshahane | testBRO12

HCH_tenant1 8 Node Association

C> Quick Start
Policy Faults History
B8 Hen_tenantt it A,
O b K
Properties
Node ID: topology/pod-1/node-101
Router ID: (1111
Use Router ID as Loopback Address: []
This setting wil be ignorad i oopback addressas are defined in the table below
Loopback Addresses: +
~ 1P
10101010
Static Routes: i
“ IP Address Description Track Policy Next Hop IP
3 ofn Ohiacte Bar b “ Ne Ohiacts Fand
Show Usage

3B.[Fv7 47 R (Prefix) | 74—V RIZF— b= TRy bEBIMLET (ZOHITIL,
192.168.1.0/29 X7 — bV =AYV TRy b T, F'— b T x=A 7% MIVNET 7% FO—H
ThDHIEITHEELTLLEEY) |

36.+ %#7 Y v 27 LT, Azurelocal VNET D #@HEIP 7 FL R % [(RDF v FDT FL & (Next Hop
Addresses) ] 7 ¢+ —/L FIZBIMLET (ZDHITiE 10.10.1.6) .
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Create Static Route S

Prefix: 1 192.168.1.0/29

Description: optional

Fallback Preference: 1 -
Nexthop Type: Static Route
Route Control: [_] BFD
Track Policy: | select an option
Next Hop Addresses: ]ﬁ e
Next Hop IP Preference
| 101018 0

If there is no next hop address added, a NULL interface

will be automatically created.

37. %5 (Submit) 127V v/ L%,

38.[77 I (Tenants) ]. [HCI1_tenant1], [*> U —% 7 (Networking) ]. [L3Outs], [L3Out
Name] (Z®f#]Tix, VNET01_L3Out) > [#¥ /— F 727 74/ (Logical Node Profiles) ]
(ZofFITiX, VNETO1_NP) . [#5k/ — F (Configured Nodes) ]1>[/— K 73X (Node path) ]
(Z OB T, topology/pod-1/node-102) (ZB#E L 9,

39. FIE 34 ~37 2k ViR LT, 2FHBD /) —NIZAZT 4 v 70— baBIMLET,

40. AP EPG 1X. FIH 23 1”7 L9110, U4V —FREEH L TERE T £9, RORSZALLERTSHZ L
HT&xET - F7F 2 b >HCl_tenantl > Xy hU—F 27 > L30uts > L30ut % (Z OHFITIL,
VNETO01_L3Out (> 28 EPG > A EPG 4 (Z D TlZ, VNETO1_EXT_EPG) ,

HCI_tenant1

© External EPG - VNETO1_EXT_EPG 0
O Quic
Policy Operational Health Faults History
B Hen_tenantt —
General Contracts Inherited Contracts Subject Labels EPG Labels
O £ %
Properties
pelag: 32770

Contract Exception Tag
Configured VRF Name: VRF1
Resolved VRF: uni/tn-HCI1_tenant1/ctx-VRF1
QoS Class: | Unspecified
Target DSCP: | Unspecified
Configuration Status: applied

Configuration Issues:

Subnets: +
~ IP Address Scope Name Aggregate Route Control Profile Route Summarization
0.000/0 Export Route Control Subnet
1921168..0/24 External Subnets for the External EPG

Show Usage
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IO Z7 va T LZL2icar b 77 bk LET, 2 T 27 ME, L30ut 4 EPG & o
L30ut A EPG £7-1Z ACl 77 7V v 7 D—E T 5 EPG D N T 7 4 v 7 AT 5= DI NE T,

oy b7 7 NI, ROBENS MR EPG ([ZBMTE 4, [7F >+ (Tenants) ]>[HCI1_tenant1] > [% v
FU—%27 (Networking) ]>[L30uts (L3Outs) ]>[L30ut Name (L30ut Name) ] (Z O#ITH,
VNET01_L30ut) . [4M EPG (External EPGs) ]. [/} EPG 4 (External EPG Name) ] (Z OfiTi
VNETO1_EXT_EPG) > [V — (Policy) ]. [Z> 52 b (Contracts) ]| > [#BfitEhiz=2v + 57 bDiB
fin (Add Provided Contract) ] %7i% [{HE S 7224 DEM (Add Consumed Contract) ] DJIEIZER L
S

HCH_tenant1

© External EPG - VNETO1_EXT_EPG 0
Policy ~ Operational  Health Faults  History

General 1l Contracts Inherited Contracts Subject Labels EPG Labels

© Healthy ©L 25 wE

Name ~ Tenant Tenant Alias Contract Type Provided / QoS Class State Label
Consume: d

= G ek
FEAE T
https://www.cisco.com/go/aci
W IR
—
HIK e Microsoft Azure = —71/L 22H2 12/19/2023
e Cisco ACI Release 6.0(3e)
e Cisco NX-OS Release 12.1.3b
Azure Local T Microsoft ¥ 7 ~ 7 e Microsoft Azure Local 22H2 07/12/2024
=T EFMA Yy hT—F T e Cisco ACI Release 6.0(3¢)
(SDN) % L 7-3% a6l Ok %
BN
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