Python API

* Python DfEAH (1 =—2)

Python O { FH

Z 2T, Python A7 U7 R OIERK & FATD HFIEIZDNT

Cisco Python /Ny o —o

A L £

CiscoNX-OS [%, A > #—7 =+ A VLAN, VRF, ACL, /L— 7L, <037 v K
T—0 TNRARAEY 2—)b~DT 7 &A% A[HEIZT 5 CiscoPython /N v 77— U 42 L £ 97,
help() =~ F& A9 % & Cisco Python /3 v 7 =V DFEfla R TE £9, TV 2—/LW
DY T ALAY y FIZBETLBIEREZIIGT 21213, FFEDEY 2 —/LZx L Thelp 2 <>

NE2FITLET, =& 21X, hep (cisco.interface) 1.

ZFIRLET,

cisco.interface & = —/L D7 @ /NT ¢
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>>> import cisco
>>> help(cisco)
Help on package cisco:

NAME
cisco

FILE
/isan/python/scripts/cisco/ _init .py

PACKAGE CONTENTS
acl
bgp
cisco_secret
cisco_socket
feature
interface
key
line parser
md5sum
nxcli
ospf
routemap
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routes

section parser
ssh

system

tacacs

vrf

CLASSES
__builtin .object

cisco.cisco_secret.CiscoSecret

cisco.interface.Interface
cisco.key.Key
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RIZ, Python 3 H1® Cisco Python /X 7 —VIZB T 2 1M A R AT 2 HIEOHIZ R L ET,

switch# python3

Python 3.7.3 (default, Nov 20 2019,
[GCC 5.2.0] on linux

Type "help", "copyright", "credits"
>>> import cisco

>>> help (cisco)

Help on package cisco:

NAME
cisco

PACKAGE CONTENTS
acl

bgp

buffer depth monitor
check port discards
cisco_secret
feature

historys
interface
ipaddress

key

line parser
mac_address_table
md5sum

nxcli

nxos_cli

ospf

routemap

routes

section parser
ssh

system

tacacs

transfer

vlan

vrf

CLASSES

builtins.dict (builtins.object)
cisco.history.History
builtins.object
cisco.cisco_secret.CiscoSecret
cisco.interface.Interface
cisco.key.Key
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json_string = clid (“cli-command”)
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string = cli (“cli-command”) OI)
A BT 7T 477 Python A X —T U X
W, RSO E R RS T . [ A —
71 LTHALET, 7L Ia) & LTH
TEI, FERPBAICS WEGEERH Y 7,
cip() APT 1L, HIFEMERSEWAEREZH I L E
7

clid() a2 RIZXML R — F BFEET D 85A0E.

i - cli-command @ JSON H 12 L E3, FHLh

SOGEIE, BB A —SET,

GE)
Z D APLIZ. show 2~ RO ORI
ERT 2 EFERIZ2EERH D F7°,

clip()
1

clip (“cli-command”)

CLI =2~ RO )% E#E stdout [ZH ) L,
Python [Z 13/l IR S AV EH A,

G
clip (“cli-command”)

LR TF (is equivalent to)

r=cli (“cli-command”)
print r

2oLl kDA~ sy REERIZIATT S L, ZOREIZ 1 SOa~y RhbEkdo=a~r FET

Fifi LEHE A,

WOFITIE, IO T~ ROREN 2FBOa~ FTHE LARWE=D, 2&BDa<w K

MR ET,
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>>> cli("conf t")
>>> cli("interface eth4/1")

20O EDa<wy REREHIFETTDE, ZOREIZ 1 >Oa<wy RO a~y RET

Frfge L £,
WOHFITIE, 2FB L 3IFBDa~ FOWRENEHE T 720, 2&ZBDOa~» Rz LT
I/\ivé—o

>>> cli("conf t ; interface eth4/1 ; shut")

\}

GE)  floRT Loz, a~voRE ) TRELRET, EIarr G)iE, B—07 77 XF
THDMLERH Y 7,

CLINS® Python f 32— 1) ZDMEUH L
RIZ, CLI 75 Python 2 ZFFONHT HiEZa R LET .

)

GE)  Python A »Z—FVEZDOT 7 ME [>>>) £720% [...] TERRENET,

| o

BEE  Python2.7 OHAR— MIKT L, FFERONX-0S V7 8T =7 X Python2.7 DY R— & FEIE L
¥4, HLWZZ U FTiE, b0 iZpython3 #4252 L4 BEId LET, LV =
NVEEHAS S X 912 python3 2 A1 L £,

RIZ, CLI 75 Python 3 ZFFONHT HiEZ RS LET .

switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)

[GCC 5.2.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>>

>>> from cli import *

>>> import json

>>> cli('configure terminal ; interface loopback 1 ; no shut')

>>> intflist=json.loads(clid('show interface brief'))

>>> 1=0

>>> while i < len(intflist['TABLE interface']['ROW interface']):
intf=intflist['TABLE interface']['ROW_interface'][i]
i=i+1
if intf['state'] == 'up':

print (intf['interface'])

mgmt 0

loopbackl

>>>
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IR

>>> from cli import *
>>> cli("conf ; interface loopback 1")

>>> clip ('where detail')

mode:
username: admin
vdc: switch

routing-context vrf: default

2 -

>>> from cli import *

>>> cli("conf ; interface loopback 1")

L

>>> cli('where detail')

' mode: \n username: admin\n vdc:
switch\n routing-context vrf: default\n'

>>>

3

>>> r = cli('where detail')
>>> print(r)

mode:

username: admin

vdc: switch

routing-context vrf: default

>>>

5 4 :

>>> from cli import *
>>> import json
>>> out=json.loads (clid('show version'))
>>> for k in out.keys():
print ("%30s - %s" % (k,out[k]))

header str - Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
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http://www.opensource.org/licenses/lgpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
bios_ver str - 07.67

kickstart ver str - 9.3(5) [build 9.3(4)IILS9(0.879)]
nxos ver str - 9.3(5) [build 9.3(4)IIL9(0.879)]

bios _cmpl time - 01/29/2020

kick file name - bootflash:///nx0s.9.3.4.I1L9.0.879.bin
nxos_file name - bootflash:///nxo0s.9.3.4.IT1L9.0.879.bin
kick cmpl time - 5/10/2020 21:00:00

nxos_cmpl time - 5/10/2020 21:00:00

kick tmstmp - 05/12/2020 07:08:44

nxos_tmstmp - 05/12/2020 07:08:44

chassis_id - Nexus9000 93180YC-EX chassis

cpu_name - Intel(R) Xeon(R) CPU @ 1.80GHz

memory - 24632252

mem_type - kB

proc_board id - FDO22280FFK

host name - switch

bootflash size - 53298520

kern _uptm days - 0

kern_uptm hrs - 0
kern_uptm mins - 19
kern_uptm secs - 34

rr usecs - 641967

rr ctime - Tue May 12 09:52:28 2020

rr_reason - Reset Requested by CLI command reload
rr_sys _ver - 9.4(1)

rr_service - None

plugins - Core Plugin, Ethernet Plugin
manufacturer - Cisco Systems, Inc.

>>>

JEA > 259 T« 7 Python

Python 27 U 7 N4 % 5#& LT Python CLI =2~ > RCEMH$ 5 Z & T, Python A7 U 7' |
BIA LTI T 4T F— RCTETTEET, Python A7 U7 MI, 7—F 7T v v aFe
TR X — LD FNICELET D H4EENH Y £9, PythonCLI =~ R TIE, Python 227 U 7
FORKREO A~ N T4 UG EFEHTEET,

AA v FIE, Python 227 U7 N2 EITT 570D Y —ACLIa~y R AR—FLTWET,
bootflash:scripts T4 L7 hVIiE, Y—ACLIZ~ FDT 7NV DAT VT T 4
L7 MU TY,

ZOBITIE, NCAZ VT P EFRRLTHLETLET, RFZX EEO7 7 A V&7 — |
77y alliio T 5L bDTY,

switch# show file bootflash:scripts/deltaCounters.py
#!/isan/bin/python3

from cli import *

import sys, time

ifName = sys.argv[1l]

delay = float(sys.argv[2])

count = int(sys.argv[3])

cmd = 'show interface ' + ifName + ' counters'

out = json.loads(clid(cmd))

rxuc = int (out['TABLE rx counters']['ROW_rx counters'][0]['eth inucast'])

rxmc = int (out['TABLE rx counters']['ROW_rx counters'][1l]['eth inmcast'])

rxbc = int( J['ROW_rx counters'][1]['eth inbcast'])
( 10 [0]T ']

[ ]
out['TABLE rx counters' ]
txuc = int (out['TABLE tx counters' ROW_tx counters'] 'eth outucast'])
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Embedded Event Manager TD X4 ') 7 FDET .

txmc = int (out['TABLE_ tx counters']['ROW_tx counters'][l]['eth outmcast'])
txbc = int (out['TABLE tx counters']['ROW_tx counters'][l]['eth outbcast'])
print ('row rx ucast rx mcast rx bcast tx ucast tx mcast tx bcast')

print (' ")

print (' %8d %8d %8d %8d %8d %8d' % (rxuc, rxmc, rxbc, txuc, txmc, txbc))
print (' ")

i=0

while (i < count):
time.sleep (delay)
out = json.loads (clid(cmd))
rxucNew = int (out['TABLE rx counters']['ROW_rx counters'
rxmcNew = int (out['TABLE rx counters']
rxbcNew = int (out['TABLE rx counters']
txucNew = int (out['TABLE tx counters']
txmcNew = int (out['TABLE tx counters']
txbcNew = int (out['TABLE tx counters']
i+=1

'ROW_rx_counters'
'ROW_rx_counters'
'ROW_tx_ counters'
'ROW_tx_ counters'
'ROW_tx_ counters'

][0l ['eth_inucast']
J[1]['eth_inmcast']
J[1]['eth_inbcast']
] [0]['eth outucast'
10111 )
10111 )

'eth outmcast'

)
)
)
1)
]
'eth outbcast']

print ('%-3d %8d %8d %8d %8d %8d %8d' % (i, rxucNew - rxuc, rxmcNew - rxmc, rxbcNew

- rxbc, txucNew - txuc, txmcNew - txmc, txbcNew - txbc))

switch# python bootflash:scripts/deltaCounters.py mgmt0O 1 5
row rx_ ucast rx mcast rx bcast tx ucast tx mcast tx bcast

291 8233 1767 185 57 2
1 1 4 1 1 0 0
2 2 5 1 2 0 0
3 3 9 1 3 0 0
4 4 12 1 4 0 0
5 5 17 1 5 0 0
switch#

OB, EETLa~y FTa~wy RIA UGIBERET 5 5ikeFnR L T0ET, ZofIT
1%, policy-map |¥ cgrep python A7 U T RA~OBIETT, ZoplX, HFMEILIT KRBT

R () )% 2R LTHVET,

switch# show running-config | source sys/cgrep policy-map

policy-map
policy-map
policy-map
policy-map

type
type
type
type

network-gos
network-gos
network-gos
network-gos

nw-pfc
no-drop-2
wred-policy
pause-policy

policy-map type gos foo
policy-map type gos classify
policy-map type gos cos-based
policy-map type gos no-drop-2
policy-map type gos pfc-tor-port

Embedded Event Manager TM XY ') 7 FDET

Embedded Event Manager (EEM) ®7R YU > —|%, Python A7 U 7 &% KR—FLET,
WOFNE, EEM 7 27 2 a2 & LT Python 227 V7 M &2FETT 5 HiEARLTWET,
T vayavry REMHATHIET, EEMT7 7Ly MMZPython 227 ) S ha2E&HH 2

ENTEET,
switch# show running-config eem

!Command: show running-config eem

Python API .
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'Running configuration last done at: Thu Jun 25 15:29:38 2020
!Time: Thu Jun 25 15:33:19 2020

version 9.3(5) Bios:version 07.67
event manager applet al
event cli match "show clock"
action 1 cli python bootflash:pydate.py

| last 33

switch# show file logflash:vdc 1/event archive 1

eem event time:06/25/2020,15:34:24 event type:cli event id:24 slot:active(l) vdc
:1 severity:minor applets:al
eem _param_info:command = "exshow clock"
Starting with policy al
stty: standard input: Inappropriate ioctl for device
Executing the following commands succeeded:
python bootflash:pydate.py
Completed executing policy al
Event Id:24 event type:10241 handling completed

« show filelogflash:event_archive 1 =~ FZ54TL T, B 77 A VHADA X MI Lo
ThIA—ENET 7 a v ERBETEET,
switch# show file logflash:event_archive 1 | last 33

eem event time:05/01/2011,19:40:28 event type:cli event id:8 slot:active(l)
vdc:1 severity:minor applets:al

eem param info:command = "exshow clock"
Starting with policy al
Python

2011-05-01 19:40:28.644891
Executing the following commands succeeded:
python bootflash:pydate.py

PC_VSH CMD TLV(7679) with g

Cisco NX-0S vy b T—9 4 >3 —T 4 X & Python $£i &

Cisco Nexus A A v F TlE, Python 23 & 72 % CiscoNX-OS X v hT—2 f X —T = A A
EHAEINTUWET, ciscovrfset global vif () APIZ/ L TCaryTHF A MERETDHI LI
L0, HOEEN—T 47 arTHFANNPLROERENLN—T 47 2 TH X MNMIED
ADHTENTEET,

WOBNE, TSA ADEFHEA L H—T 2 A A% N L THIML R¥ 2 2> NERfSGT 2 Hikx
ALTWET, BOFEEL—T 47 ar T2 MUV EZX L2 LIk, #ilRmA v
B —T 2 A R LU THNBE T 4T 4 ~DOER LT HZ b TEET,

switch# python

Warning: Python 2.7 is End of Support, and future NXOS software will deprecate
python 2.7 support. It is recommended for new scripts to use 'python3' instead.
Type "python3" to use the new shell.

Python 2.7.11 (default, Jun 4 2020, 09:48:24)
[GCC 4.6.3] on linux?2
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Python [Z & % Cisco NX-08S ¥ 1) 7« .

Type "help", "copyright", "credits" or "license" for more information.
>>> import urllib2

>>> from cisco.vrf import *

>>> set _global_ vrf ('management')

>>> page=urllib2.urlopen('http://172.23.40.211:8000/welcome.html")

>>> print page.read()

Hello Cisco Nexus 9000

>>>

>>> import cisco

>>> help(cisco.vrf.set global vrf)

Help on function set global vrf in module cisco.vrf:

set global vrf (vrf)

Sets the global vrf. Any new sockets that are created (using socket.socket)
will automatically get set to this vrf (including sockets used by other
python libraries).

Arguments:

vrf: VRF name (string) or the VRF ID (int).

Returns: Nothing

>>>

Python [Z & % CiscoNX-0S X1 7«

Cisco NX-OS [E#EfIZ. Y7 F 7 =7 D CiscoNX-OSH > RAR v 7 2 LA ¥vELCLI 2 —
NR—=Z T 7R arba—y (RBAC) IZX-THR#ESINET,

Cisco NX-OS network-admin % 72 1% dev-ops 2 —/WZBEAFIT L TWAH TR TO—H X, F
Mg — T4, HAX L o—/)LTPython ~DT 7 ¥ ANHFI SN TWDH2—W—%, FEFAHE
a—PF—r BRI NET, FEHHEL—FIE, 77 ANV VAT A FA R )b, Bash 2w
R 72 & D CiscoNX-OS 1E LM ~DT 7 ANRHIR I TWET, FetE—PIL, CiscoNX-0S
DT TOFRPAT~DOT 7 20500 ELET,

tXxal) T4 E—F—IERDH

WOBNL, Figr—F —DNa~vr REETTHHEEZRLTHNET
Python 3 D,

switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)
[GCC 5.2.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import os

>>> os.system('whoami')

admin

0

>>> f=open('/tmp/test','w')

>>> f.write('hello from python')

17

>>> f.close ()

>>> r=open ('/tmp/test','r")

>>> print (r.read())

hello from python

>>> r.close ()

>>>

ROFNL, 77 BAZER SN TV DIFEL—F—Z R L TWET
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switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)

[GCC 5.2.0] on linux

Type "help", "copyright", "credits" or "license" for more information.
>>> import os

>>> os.system('whoami')

system (whoami) : rejected!

-1

>>> f=open('/tmp/test','w")

Traceback (most recent call last):

File "<stdin>", line 1, in <module>
PermissionError: [Errno 13] Permission denied: '/tmp/test'
>>>

RBAC L, v/ Ay a—P—HERICESWTCCLI 77 AZHIELET, v aqy a—F—
D ID %, CLI ¥ =/LE 7213 Bash 2 HFFON S 415 Python (252 540 E 97, Python |&, Python
ML EN-Y T FakRica sy 2a—F—D D #EL £,

LITE, Ftr—¥ — T

>>> from cli import *

>>> cli('show clock')

'Warning: No NTP peer/server configured. Time may be out of sync.\n15:39:39.513 UTC Thu
Jun 25 2020\nTime source is NTP\n'

>>> cli('configure terminal ; vrf context myvrf')

>>> clip ('show running-config 13vm')

!Command: show running-config 13vm
'Running configuration last done at: Thu Jun 25 15:39:49 2020
!Time: Thu Jun 25 15:39:55 2020

version 9.3(5) Bios:version 07.67

interface mgmtO

vrf member management
vrf context blue
vrf context management
vrf context myvrf

LITFIE, JEfie 2 — Y —oflTd

>>> from cli import *
>>> cli('show clock"')
'11:18:47.482 AM UTC Sun May 08 2011\n'
>>> cli('configure terminal ; vrf context myvrf2')
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

File "/isan/python/scripts/cli.py", line 20, in cli

raise cmd exec error (msg)

errors.cmd exec error: '$ Permission denied for the role\n\nCmd exec error.\n'

WOFNEL, RBACHf 2 R L TCWET

switch# show user-account

user:admin
this user account has no expiry date
roles:network-admin

user:pyuser
this user account has no expiry date
roles:network-operator python-role
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switch# show role name python-role

RFO1—FTRY )T +EERTT 56
ROBNE, A7 Y a2—FHREEZHEMN L TAZ U7 F&34T$ 5 Python 227 U7 F &R LT
32_;«0

#!/bin/env python
from cli import *
from nxos import *
import os

switchname = cli("show switchname™)
try:

user = os.environ['USER']
except:

user = "No user"

pass

" "

msg = user + + switchname
print msg

py_syslog(l, msg)

# Save this script in bootflash:///scripts

ran " + file + " on

Python 3 D,

#!/bin/env python3
from cli import *

from nxos import *
import os

switchname = cli("show switchname")
try:

user = os.environ['USER']
except:

user = "No user"

pass

" "

msg = user + + switchname
print (msg)

py_syslog(l, msq)

ran " + file + " on

# Save this script in bootflash:///scripts

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch (config)# feature scheduler

switch (config)# scheduler job name testplan

switch (config-job)# python bootflash:///scripts/test.py
switch (config-job)# exit

switch (config)# scheduler schedule name testplan

switch (config-schedule)# job name testplan

switch (config-schedule)# time start now repeat 0:0:4
Schedule starts from Sat Jun 13 04:29:38 2020

switch# 2020 Jun 13 04:29:41 switch $USER-1-SYSTEM MSG: No user ran
/bootflash/scripts/test.py on : switch - nxpython

switch# show scheduler schedule

Schedule Name : testplan

User Name : admin

Schedule Type : Run every 0 Days O Hrs 4 Mins

Start Time : Sat Jun 13 04:29:38 2020

Python API
I .-
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Last Execution Time : Sat Jun 13 04:29:38 2020
Last Completion Time: Sat Jun 13 04:29:41 2020
Execution count : 1

testplan Success (0)

switch#

. Python API
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