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s O ADEBILE) : RALPOHEHATT LA M) 2N 7 V) —F 23 FHEE L2
A, HEBRC, MBI OA N —I v —E2E2E T LET,

TLAMIDZA L RAEH

R1L:FTLAMIDSA U REH

0P SA U REHR

Cisco NX-OS TLARNIIZIETIA BV RABSLELY FHAL, TABVRA Ny r—
ICEEN TOARUVEREIL CiscoNX-0S f XA —IC X RLERTEY .,
HERLCHEMIL XL E T, NX-OS T 1 & ZAFROFEMZHOVWTIE, [Ciso
NX-OSLicensing Guide] #& ML T 7Z&0y,

TLAMJDOIFEFHELFRSEIA

T LA MY RO FEEL LW FEEIL, RO LB T,

e R—FENABT T v N T —ADZEHNIZ SOV TIE. Nexus Switch Platform Matrix % 2R
LTL &N,

o T —HEH T (DME) XA T 47 T )N EYIR— ;35 CiscoNX-0S U U —R%,
TLARN)EYR—FLET,

cLUUTOVR—FRERmENTNOET,
« DME & — Z Il
¢ NX-API 57— % J— A

*Google VE— k Fm i —T¥% a—/ (gRPC) k7 AR — F%4 L7 Google 7' 1
k= Ny 75 (GPB) = a—7F 47

cHTTP HH D JSON = o —F ¢ 7
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«NX-0S U U —2R 104(1)F LV ETD YU U —ZTix, DME AL MO O] 7 1 /87 ¢ |33
BRI CHIRI SN E T, 24 LY —rDOF 7y MEIFIZ00.00 T, 7= & 21T, BT
2024-05-21T14:01:03.012+00:00 O L H IZERENFE T,

NX-0S U U — 2 10.5(1)F LAK%. currentTime, modTs 72 & DME # MO DX A LA K
71X, localtime-timezone_offset F TE RSN ET, 72 & 2IE, KAl
2024-05-21T14:01:03.012-04:00 D X H ITF RSN E T,

* CiscoNX-OS U U —2Z 104(2)F LAFE, 7 L A b V% CiscoNexus 93400LD-H1 777 v 7 —
DALy FTHR—FENET,

« Cisco NX-OS U U —Z 104(3)F LAK:, T L A b V1% 92348GC-X THR— & ET,

* Cisco NX-OS U U —R 10.4(Q2)F LA, 7 L A b UL Cisco Nexus N9KC9364C-H1 77 » k
T A —LAAL v FTHR—bFENET,

* CiscoNX-OS U U —Z 10.6(1)F LIF&, 7 L A b U d CiscoNexus N9336C-SE1 77 » k7 4 —
b AA yFTHR—FSINET,

« Cisco NX-0S U U — 2 10.6(1)F LAF%. Cisco Live Protect BEAEIZ L5 NX-OSDOEF =27V
7 CiE. nxsecure DF LW — 2AZHEHLCT LA MURERZFEHAL Ty AR—
FTCELAXRV N a2l BYR— SN THET,

HWYY—RIZEHYUGT L—RLEZOERaT VKR

TWD =R HF T T —RL#H, WD U —ATEHR— b ERTWRWAREMER S D
7%, —Eofa~y REFRITa~y RA 7Y a UBBEREER SIS AAEERH Y £, &
WU Y — X T T — R8T, LA A—URNEE) L-RICT LA N UBREA
MR L CHEMR LET, 20— ALY, Y R—hrEnTWinwa~wy RERiZa~
VRA T a DR ERRETE 9,

WOHIE, ZOFEEZFERL TWET,

TLANIERE 7 7 A NMZa—LET,

switch# show running-config | section telemetry

feature telemetry

telemetry

destination-group 100

ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB use-chunking size 4096
sensor-group 100 path sys/bgp/inst/dom-default depth 0

subscription 600

dst-grp 100

snsr-grp 100 sample-interval 7000

switch# show running-config | section telemetry > telemetry running config switch#
show file bootflash:telemetry running config

feature telemetry

telemetry

destination-group 100

ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB use-chunking size 4096
sensor-group 100 path sys/bgp/inst/dom-default depth 0

subscription 600

dst-grp 100

snsr-grp 100 sample-interval 7000

switch#
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BT REEEFATLE T, A A—URRRIN, A v TFOERNTEIL, T
LA FUMERAE A vy FICae—LTRELET,
switch# copy telemetry running config running-config echo-commands
‘switch# config terminal"
‘switch(config)# feature telemetry’
‘switch(config)# telemetry’
‘switch(config-telemetry)# destination-group 100°
‘switch (conf-tm-dest)# ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB °
‘switch (conf-tm-dest) # sensor-group 100°
‘switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0°
‘switch (conf-tm-sensor)# subscription 600°
‘switch (conf-tm-sub)# dst-grp 100°
‘switch (conf-tm-sub)# snsr-grp 100 sample-interval 7000°
‘switch (conf-tm-sub) # end’
Copy complete, now saving to disk (please wait)...
Copy complete. switch#

gRPC T 5 —DENE

gRPC ZEHFH N 20 DT —%FE LTt AA v TF 7 T4 7 » M gRPC ZAZH ~ D
EIENME L ET, eRPCEZIEHZANCT DX, HFL I/ N—T DO FOBHELIP T KL 2D
HERL A fiRBR U CHRERL T 2 LB D D £,

—HOTT —DORFIE, KOLBY TT,
*gRPC 7 7 A 7 b3t 27 il xt L Gt 7ot E 2 45 175,

«gRPC LY —RTDI TAT Vv b A=Y OMBUCHFIN N $E T, XA LT Uk
DHET D, BOAvE—VWBEA Ly REFHLTAvyE—V20B 452 LT, 44
LT NEEREL TV D,

gRPC F v L ¥ L 5 DY H— b+

Cisco NX-OSi%, gRPC F ¥ > 27 ZHHR—brLET, AN —I U7 ZIEFITITHITIE, gRPC
MDI2MB 2B 2 57 — 4 BEZEHICERTHULERNL LGS, Ty¥ v 7 2T HME
B FET,

gRPC = —H —|%, gRPCTF ¥ > 7 ZITHMERH D £, gRPCZ T A 7 > MUIIW b Z21T
W, gRPC H—MANZY TE T AE2TFVET, TLARIFEI&EEEAEVICAS U FER
TEY, AEY FAZXBRTF LA NS TOSHIRTHS 2MB 22D L, T—X
DHIBRESNDAREMERH Y £, Fv o7 2R — b 212F, RTHHAIATWD L 51T,
gRPC F ¥ 7 FICH# Sz, Cisco ® GibLab TAFA[AE/RLT L' A MU proto 7 7 A /L& fH
ALET,

F ¥ 7 YA XL 64 ~ 4096 /XA b T,
RIZ. NX-APICLI IZ & ARkl 2 F s LET,

feature telemetry !

telemetry

destination-group 1

ip address 171.68.197.40 port 50051 protocol gRPC encoding GPB use-chunking size 4096
destination-group 2

ip address 10.155.0.15 port 50001 protocol gRPC encoding GPB use-chunking size 64
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sensor-group 1 path sys/intf depth unbounded
sensor-group 2 path sys/intf depth unbounded
subscription 1

dst-grp 1

snsr-grp 1 sample-interval 10000
subscription 2

dst-grp 2 snsr-grp 2 sample-interval 15000

WIZ . NX-APIREST |2 L A Hspkp 2 2= L ¥,

{
"telemetryDestGrpOptChunking™: {

"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"

}

CiscoMDS ¥ —X ZA v F/2 L gRPCF ¥ 7 YR —F L TRV AT LATIEL, RO
TT— Avb—UNERINET,

switch# use-chunking size 200
ERROR: Operation failed: [chunking support not available]

NX-API £ >4 — /R X DHIRE

NX-API (%, show 2~ R&fEHA L T, DMEICEFSEE LR WAL v FERAINEL TA b
V=37 CT&FET, 7272, DMENOLT—X %2 A M) —3 745DV IZNX-API 1%
AT 2L, WIIRTEHZ, BEEOIERRIH Y F9,

« A wF Ny RiL, show 2= K72 ED NX-API FEOVH L 2 BB L £ 9,
* NX-API /X, CPU D K20% 2 HET HHHEEOH DN OO at A& Lk L E9,
* NX-API 5 —# . CLI»»5 XML, JSON [ZE#H X E 4,
VLTI, 8 0 NX-APL & > W — /S ZHEIRIE N 2 2 IR 3 2 OIc L ot —F — 7 o —
<7,

1. show =~y RBNX-APIZHR—FLTWEINEINEHERLET, A AT ar %
LT, NX-API R VSH b D a~ > REVER—FLTWAENE I a2 R L E T,

show
<command> | json

’Di D show <command> | Jjson pretty DX 5 Iz Liﬁ_o

N

GE)  ZAA v FNISON HAZIRTETICI0 WL b a~y RIZEIT T &0,

2. show 2~ RZFHHEEL T, 74NV EZ EIFZA TV a v 250FET,

fll 2 DI LTRICa~y REFIZEETH 2 & 13T T 7 &V, showvlanid 100, show
vlanid 101 72 ETH, N7 4 —<v U A EWETH72H, AETHIUR, RV IZ CLI i
F7F g rEFEHLTLEEV, show vlan id 100-110,204 72 & T,

P U —F703TN T OBRDBMERIGENX, show a2~y N EKE X 7572 L1
BT, T AINETHIEREEEE T —2 A ML=V EHIBLARNE ST LET,
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3. NX-APIZTF—Z%EETE LTHEAT A EL Y — A —FTF LA N 2 LE$, show
a<wy REerH— 2L LTEMNTS

4. CPIOAEMZHIRT 572012, ZNEILD show 2~ > FOMFRFH O SEOJEM T, 71
AU R LET,

5, AN =7 ENTNX-APIEANZBEFODME 2L 7 v g v DO—fEE LT LT
FLET,

T LA MY ®DVRFHHR—+

FLARYVREOYR—FZEY, "I AR—FVRFEZIEETEXET, ZhiE. LA B
YU 5F—% A Y —bn7ar b 3L R— b2 LTHA S, SSH £ 7213 NGINX 4
Yoy a UEOBEEOTRENZEETE A EEERLET,

use-vrfurf-name =~ F&2FEH LT, P72 AKR—F VRF 2 EETEFET,
WOFITIX, FT7 2 AKR— K VRF ZfELTHET,

PATiX, POST A m— K& L TD use-vif D TT,

{

"telemetryDestProfile": ({

"attributes": {

"adminSt": "enabled"

}I

"children": [

{

"telemetryDestOptVrf": { "attributes": ({
"name": "default"

52 bNTI-HERT. BEDIPT RLAER—FOMBAEDLETCT—2DON—T 4 T %1772
DI TE D VREF T 1 27217 T, A& S VRF 1T, ®&EIIiTbz vif ki X » T
FEINET,

I &R L ET,

telemetry
destination-group 1
ip address 91.1.1.1 port 50007
use-vrf default
destination-group 2
ip address 91.1.1.1 port 50007
use-vrf test
sensor—-group 1
data-source DME
path sys/fm
subscription 1
dst-grp 1
dst-grp 2
snsr-grp 1 sample-interval 1000
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LREDO#ER Cl. destination-group 1 & destination-group 2 O 5 IZF USEHEIP 7 KL A &R —
K (91.1.1.150007) AEEESALTWET A, H72 2D VRE DR STV ET (default & test)
Z O F Y A TIE, destination-group 2 234 2> HAEAK LTV AL 91.1.1.1 50007 1Z36(F &
NBHTF—Hi%, test VRF L TV—7 4 > 7 SHLE T, destination-group (2 VRF 23R X
NTWRWIEAIT, REBRAYICER VREF MEA S E T,

FEBAE F SR biRA > b HR—
7 L A M Ui trustpoint ¥ —7— K& ¥R — h LET,
RIZHDHDIX, a~v>r R ¥ w7 AT,

switch(config-telemetry)# certificate ?

trustpoint specify trustpoint label

WORD .pem certificate filename (Max Size 256)
switch (config-telemetry)# certificate trustpoint

WORD trustpoint label name (Max Size 256)

switch (config-telemetry)# certificate trustpoint trustpointl ?
WORD Hostname associated with certificate (Max Size 256)
switch (config-telemetry) #certificate trustpoint trustpointl foo.test.google.fr

BEHERA PR YR—F
F L A KU, destination-group =~ > KT hogt % — 17— RZ&HHK— K LTWET,
WIT, R A MDY R— hOflZ R LET,

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# 2

certificate Specify certificate

host Specify destination host

ip Set destination IPv4 address

ipv6 Set destination IPv6 address

switch (conf-tm-dest)# host ?

A.B.C.D|A:B::C:D|WORD IPv4 or IPv6 address or DNS name of destination
switch (conf-tm-dest) #

switch (conf-tm-dest)# host abc port 11111 2

protocol Set transport protocol

switch (conf-tm-dest)# host abc port 11111 protocol ?

HTTP

UDP

gRPC

switch (conf-tm-dest)# host abc port 11111 protocol gRPC ?

encoding Set encoding format

switch (conf-tm-dest)# host abc port 11111 protocol gRPC encoding ?

Form-data Set encoding to Form-data only

GPB Set encoding to GPB only

GPB-compact Set encoding to Compact-GPB only

JSON Set encoding to JSON

XML Set encoding to XML

switch (conf-tm-dest)# host ip address 1.1.1.1 port 2222 protocol HTTP encoding JSON
<CR>

/ — F#EBIFDHYR— b

T LA MUIE, usenodeid =2~ REFEHLT, 7LV A NISZEFEDH AKX L NodeID LT
EYAR—MLET, 774/ MTIEFANPMEASNETI, /—RFIDOVFR— LD,
TULUARNY %1%%"7“—50) node id str %&%'J%%%&Ei fifigjég“@% i‘g‘o
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usenode-id =~ RZEH LT, 7LV A MNIERHET a7 7 A L& LT/ —RID ZHID Y
THZENTEET, Zoavwy NE4+ 7y a T1,
WOBNE, / — RGO A RR L TWET,
switch (config)# telemetry
switch (config-telemetry)# destination-profile
(
(

switch (conf-tm-dest-profile)# use-nodeid test-srvr-10
switch (conf-tm-dest-profile) #

WOHNL, /— R SN2 OZEMTOT LA MY BEEZRL TWET,

Telemetry receiver:

node_id str: "test-srvr-10"
subscription_id str: "1" encoding path:
"sys/ch/psuslot-1/psu" collection_ id:
3896 msg_timestamp: 1559669946501

host =~ RO F?D use-nodeid %7 22~ R&EERH L E 9, B L~ O use-nodeid 1%
WX, 77— bbb DR L D BB SN ET, ROBliTa~r Ry v X v 7 AEFRLE
—é—o

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc Jjson
switch (conf-tm-dest-host)# use-nodeid ?

WORD Node ID (Max Size 128)

switch (conf-tm-dest-host)# use-nodeid session 1:18112

TUA N ZEHEOHN OB EFR L ET

>> Message size 923

Telemetry msg received @ 23:41:38 UTC Msg Size: 11
node id str : session 1:18112 collection id : 3118
data source : DME

encoding path : sys/ch/psuslot-1/psu collection
start time : 1598485314721

collection end time : 1598485314721

data :

YANG ETILDR R —Z VT DHYR—F

T 1L A M UL YANG ( [Yet Another Next Generation] ) & —4# &5 U /S AR— ML %
4, T LA RMUIE, T30 A YANG & OpenConfig YANG Ofti 5 DT —4% A R —3 7 %
A—FLFET,

FaFLOFHR— b

TLARYIE, AARawr RTproxy¥—7—RKZH%R—FrLET, RIZHDDIT, a~vr
Ky o&y 7 AT,

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc json

switch (conf-tm-dest-host) # proxy ?

A.B.C.D|A:B::C:D|WORD IPv4 or IPv6 address or DNS name of proxy server

<1-65535> Proxy port number, Default value is 8080 username Set proxy authentication
username

password Set proxy authentication password
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gRPC EEHIE—

gRPC JE[RIHHE— RiE, host 2~ RCTOAFEHATEET, BHEOA MY —2RETIE, 2D
E— RIZBWT, Z(F#F 1L WriteDone() FENH LA T L7720, ZIEL7=0 LR ThH,
mdtDialout FFONM L TF — 4% &2 A MY —I 7/ T&x F9,
RiIcHDHDIZ, a~vr R v By 7 ZATT,

nxosv-1(config-telemetry)# destination-group 1
nxosv-1(conf-tm-dest)# host 172.22.244.130 port 50007 ?
nxosv-1(conf-tm-dest-host) # grpc-async ?

oY TIL—TOE—T LA MJIE

Cisco NX-0S 10.5(2)F LA, =——|% telemetry CLI TH L\ CLI A7 3
merge-subscriptionsZfEfH L C, oV — N —TNEEOH T A7) T a Al EENTE
0., BRI N—T TR T 7 A VB ST R WSS, B — A —T OE—OT
LARY abria r2ERTEET,

s TOREFAXR N Y TRAZ YT a NI TEEE A

R N — T — Y TR U g DT 4R T 7 AIVEREIT. FHEIC AN
HVFEFA, NXOSTIE7 v SNFHA, TOEE, WETTXTOEV Y —FL—
TN L TCEBNCA T E T, ZAUILEIO Y U —Z L [E L T9,

s U TNHMRERRE NG T A7 ) T a DT —ZEEOY T VR,
min_sample_interval*floor(cur_sample_interval /min_sample_interval) D=\% i L TIRE S
e

e min_sample interval [, T_XTOHVT A7 VT a o — T —TDk/N
7R TT,

s cur_sample ffif@IL, DY — TNV —TDREDOY T A7 VT a7V
fmTd,

s ZDOF T aAILEION ) —ATIIMHATE S AL, BT = v 7 TORMZ BT
52t XU L — R AR ZOREZHIFRL T ZE,

CLIZ{ERHELE=TLA R DER
CLI [C Kk S8R

WKOFNETIEH, ARV =07 TLARNIEZADCL, T—% A MU —ADOEEIC &R
FHER L £,

FIRDHE

1. configure terminal
2. featuretelemetry
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3. feature nxapi
4. nxapi use-vrf management
5. telemetry
6. [no] merge-subscriptions
7 (f£&) certificate certificate_path host URL
8. sensor-group sgrp_id
9. path sensor_path depth unbounded [filter-condition filter] [alias path_alias]
10. ({£E) data-source native
1. (f£%&) path event-nxsecure
12. destination-group dgrp_id
13. ({£&) ipaddressip_addressport port protocol procedural-protocol encoding encoding-protocol
14. (L&) ipv6 addressipv6_address port port protocol procedural-protocol encoding
encoding-protocol
15. (&) source-interfaceinterface
16. ip_versionaddressip_addressport portnum
17. (f£5) use-chunking size chunking_size
18. subscription sub_id
19. snsr-grp sgrp_id sample-interval interval
20. dst-grpdgrp_id
FIIE D
FIE
OV RFERIETOVa Y B#
RFw 71 |configureterminal 7 a— R T — RAEBE L E T,
151
switch# configure terminal
A7y 72 |featuretelemetry AR =07 FTLUA NIRRT LET,
RTwv 73 |featurenxapi NX-APl ZH N LET,
R T w74 |nxapi use-vrf management NX-APL#(E T2 VRFEE A G L £,
£ GE)
switch (config) # ACLIZR Y NAZ IRy NDIHRET 4 VH Y
switch (config)# nxapi use-vrf management Vﬁfé’r 2 7":&’) 10 2(3)1_—; i) ﬁﬁ@ U U — 2L
switch (configqg) . 4\ )
WOELENFTRINET,
e
A BERL S VR ACL 1X, HTTP —E &I
XA £H A, iptableszZfEH L CTT7 7 & A
ZHIR L T 720,
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ARV FFEREETIVa Yy

S

GX)

10.2(3)F LARE, ACL L, EHRvrflZH(57 5 netstack
Ny N & kstack N7y RO FET 4 H Y v
JTCEET, ROBROEBENFIRENET

T

H
=
y

L JEEEE VRE TR S U7 ACL 1L, D VRF
® HTTP —E AIZITFELTIEH Y T8 A,

]

i

ATy 5 |telemetry ARV =07 T LA RN OBEE—RIZAD F
i kK
switch# telemetry
switch (config-telemetry) #

ATw 76 |[no] merge-subscriptions HEOYT A7 )T a ATEENDITITOR Y
i - P I N—TZH LTI ODa Ly v a raERR
switch# merge-subscriptions L/j£7f°

ATvT1 (fE#&) certificate certificate_path host URL BEAF 0 SSL/TLS GEIEZEH L 9,

Bl : EOR 7 /3A ZAD6, GEFIE S A Z 2731 SUP IZ
switch# certificate /bootflash/server.key =T HMENRLD 77,
localhost

A5 w78 |sensor-group sgrp_id IDsrgp_id ZHow L — Z—THER L, £
Bl - Y S A= T HRE— REBILET,
switch# sensor-group 100 PO TR R— & TWEST, BoHP—
switch (config-telemetry) # 7/1/‘—70’C“fi\ FLARNY LR—FDOE=FY

TG — REERLET,
X w 79 |path sensor_path depth unbounded [filter-condition | = = CoOMHIR & 13, HINCTFEHMRA T o=y

filter] [alias path_alias]

&1

e D=~ KL, NX-API Ti372< . DME %
721X YANG I S hvEJ -

switch (conf-tm-sensor)# path
sys/bd/bd-[vlan-100] depth 0 filter-condition
eq (12BD.operSt, "down")
LIFOML MM L, RKEN—AD7 L4
Vo7 %M LT, operSt 2 up 2> 5 down T
LI ZIZOR NI HT—FTHEIICLE
T, MO AZELTHlmM L EH A,

switch (conf-tm-sensor) # path
sys/bd/bd-[v1lan-100] depth 0 filter-condition

. TLARY

F (MO) 289252 LEEKRLET, Lo
T, POLLT LA N U A NU—ADEE, ZD/A
& EVENT D¢ TDOF MO N1 MO Tirbh -2
HAEISLET,

(%)

I, T—4% Y—ADME RRICOALTEHAEH
7,

oY — S —Flck o — 2 EBMLET,

* Cisco NX-089.3(5) U U —RLIFETIL, alias
F—U— RBEAINTHET,
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E:)

and (updated (12BD.operSt) , eq (12BD.operSt, "down") )

UTR D A Z KRI4 H121E, RO 2 fifi
MLET,

switch (conf-tm-sensor)# path
sys/ch/ftslot-1/ft alias ft 1

WD < R, DME Tlt7a <. NX-API %
721X YANG IZEH EnE4 -

switch (conf-tm-sensor) # path
depth 0

"show interface"

WwDa<r Rix, T84 2 YANG ICEH & h

£7,

switch (conf-tm-sensor)# path
Cisco-NX-0S-device:System/bgp-items/inst-items

W S

KD =z~ RiE, OpenConfig YANG (T
nEJ,

switch (conf-tm-sensor) # path
openconfig-bgp:bgp

switch (conf-tm-sensor) # path
Cisco-NX-0S-device:System/bgp-items/inst-items
alias bgp_alias

ZHEMSNET

switch (conf-tm-sensor) # path "show interface"
depth 0 alias sh_int alias

e RD < Rid, NX-API IZ

« RO~ RiL, OpenConfig (2 & v E 7,

switch (conf-tm-sensor)# path
openconfig-bgp:bgp alias oc_bgp alias

s [(EX (depth) |&ETIX, BV —/"Z2DH
B~V ERELET, 0~32, BLOERIR
DEEZBRENYR— IR TWET,

GE)
WBEONT 74V FOEEITT, NX-APIX—AD
TP — R, BEODOREFEHATEET,

AR MUEDRANY T A7 T4 TENTWD
WA, BEIZ0ERT U R LOLEYR—FL
9, TOMOEITO & LTHRbNET,

o« I 73 D filter-condition /X T A — X ZFRIE
LT, AR R—ADHYT AT YT aH
\ZHFED T 4 VX BB TE £9,

WHEAR—Z2D 7 4 VE IO 7 4 LS AL
BT, RENE L LT & & FRESINREE

TANRY IDPFEAELTCEEOMmM G EIRLET,
>F V.| eq(12Bd.operSt, "down") © DN
sys/bd/bd-[vlan] 7 ¢ /L% §:F:1%, operSt 328 5T
SNz EE, BELWoperSt BN down DEFETH
LEICDN OF m T 4 REL IS & &

(VLAN 2381{E_E down T & 5 ff1Z no shutdown
vy FRFTSNIEERE) IR =&
nET,

* YANG ETVOHE, Erh— 20T
module name : YANG path T3, module name
X YANG 7V 7 7 A LV OARTTY, IRIH]
R LET,

« 7734 AYANG D4
Cisco-NX-0OS-device:System/bgp-items/inst-items

* OpenConfig YANG D55 :
openconfig-bgp:bgp

GE)
depth, filter-condition, I3 T\ and
query-condition /X7 A — & [%, BIfE YANG T
T R—bF SN THEEA,

openconfig YANG & 7 VD513,
https://github.com/YangModels/yang/tree/master/vendor/cisco/nx
WCBENL T, &Y U — 2O R 7 4 L2 I BE)
L/ i -a‘o

TLARY .
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S

FEDETNEA VA N—LTHRDOVIZ, T
@ OpenConfig &7 /L % 7 ¢ openconfig-all RPM %
AVAR—LTEET,

Wiz~ LET,

install add
mtx-openconfig-bgp-1.0.0.0.0-7.0.3.IHD8.1.1ib32_n9000.rpm
activate

ATv 710 | (&) data-sourcenative BEDETNRT —H RXR— RN LTI, A
1 - TAT T TV r—valrBARN)—N T —H %l
N , RATEDL5C, T—HHELEIAT 4 TITHE
switch (conf-tm-sensor)# data-source native
L\iﬁ—o
ATy 71N | (f£&) path event-nxsecure TLARN) X2 —F A S IZED, vl Ty
Bl - ANVEINBOZAZEICT I AR—FTEET, 2D
.'th( . 4 batn . avy NE, TVA N RRBUS—F AT %,
switch (conf-tm-sensor)# path event-nxsecure . “ . . .
switch (conf-tm-sensor)# path event-history /}/—(0) 3 00)/])/\/ k A*‘X@/\X@U\Tﬂﬁ)& L
switch (conf-tm-sensor) # path event-monitor THRELET,
* event-nxsecure : nxsecure 27 77 A /L&)
E— M https — NIHEETEH L HICLET,
7 7 A /Wi https Z I L CHEERE S ALE T,
* event-history : JEMEA X b v VAR HEFRR &
ORRELET
* event-monitor : U T ILH A DDA B 7**‘
2 AN —AEHTELET,
A7 712 |destination-group dgrp_id Peigede 7 NV— T BAERR LT, B 7V — TR
1§| : Tt F‘%‘fﬁﬁﬁébi‘a—o
switch (conf-tm-sensor)# destination-group 100 P FE OB TN R— ST ET,
ATv 713 | (i) ipaddressip_address port port protocol Tra— RSN T VAN F—=2%%ET 5 1Pv4
procedural -protocol encoding encoding-protocol IP7 RLAREFR—FERELET,
151 G¥)
switch (conf-tm-sensor)# ip address 171.70.55.69|gRPCIZT 74 /V FD T AR —F v bz
port 50001 protocol gRPC encoding GPB -6_9)—0 GPBi)§7:‘77J‘/1/ }\0):11‘/:1»«7“4 \/7—(—9)—0
switch (conf-tm-sensor)# ip address 171.70.55.69
port 50007 protocol HTTP encoding JSON
ATy 714 | ({EE) ipvb6addressipvé addressportportprotocol | =2 = — RENZT L A R 5 —F 2 %54 5 IPv6

procedural -protocol encoding encoding-protocol

% -

. TLARY
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switch (conf-tm-sensor)# ipv6 address 10:10::1
port 8000 protocol gRPC encoding GPB

switch (conf-tm-sensor) #
port 8001 protocol HTTP

ipv6 address 10:10::1
encoding JSON

switch (conf-tm-sensor)# ipv6 address 10:10::1
port 8002 protocol UDP encoding JSON

gRPCIZT 74/ D NTF U AR—F 7 hajn
T4, GPBNT 74 /L DO a—F 4 T TT,

ATv 715 | (L&) sourceinterfaceinterface BEGEEIPT FLADT LA MU RETA v 4 —7 =
- A AEHRELET,
switch (conf-tm-sensor)# source-interface vlanl500 ° %ﬁf‘ﬁ 1P : 7J<0_‘ }‘ :& W—\ 1 00)%1%?54’ Ve
B—T oA ADIHPYFR—INET, TOX
RS Tarivl | R el N o D S Y N
RENTRETEA 5 —7 = A AR SN E
ﬁ—o
« BMETCA U H — T = A ARERRITIT, B
N—7"Tuse-vif CLIZfEHI L T, £DA & —
T2 A AT ED it ZIRETHHLERH D F
T, use-vrf DFFE STV RWIGA L, EHL
vif MEH SN E T,
AT w716 |ip_versionaddressip_addressport portnum FIET—H DT a7 7 A VEERR L F9,
B - ip version I%, ip (IPv4 OIFE) F7=iXipve (IPv6
DHE) T,
IPvd DY - ) T
switch (conf-tm-dest)# ip address 1.2.3.4 port Fﬁ‘ff\mﬁlﬁﬁll/*‘7iﬂ’fj‘7 A7 U Zvavicy ‘{7 éﬂ
50003 TWaAEAE, 7VA N T—XE, Zo7Ta7y
ANVTHREENTHWDIP T FL A ER— MMIXEE
IPv6 DA -
o snET,
switch (conf-tm-dest)# ipvé6 address 10:10::1 port
8000
AT 711 | (f£&) use-chunking size chunking size gRPC F¥ > 7 ZHMILT, F¥ o7 YA X%
B 64~4096 /A MIFRE L ET, s OV T,
’ , , [eRPCTF v > 7 DY AR—r) 7 a 25U
switch (conf-tm-dest) # use-chunking size 64 N
T,
AT 718 |subscription sub_id ID oY T 2A7 U Foar J—ReERL, W

1 :

switch (conf-tm-dest)# subscription 100
switch (conf-tm-sub) #

TA7 N Ty a UHECE— R L ET,

BAE, sub id1E, EHFOIDEOHLESR—F LT
WET,

GE)
DNIZH T AT TA4 TFH5E1F, A X bR
AR =735 k912, ZDODNAREST
ZHH L TDME THAR—FERTWHENE I )
TR L ET,

TLARY .
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AT 719 |snsr-grp sgrp_id sample-interval interval IDsgrp id D& — N —TFEBIEOHT AT
i - Trazl 7 LT, T—20% 7Y U
switch (conf-tm-sub)# snsr-grp 100 sample-interval] (i Uﬁ@\qﬁ{j) %Eﬁfﬁﬂbijﬂo
15000 RIRGOIEDS 0 DL, A X2 b R—ADH T A2
Vv a URNMERES, TLARNY T—X1X, f5
EENT-MO TOLEERICOLEEESNET, 0k
DRKREWVWHERBEDSRE, TV AN T—2B3EE
SNT-MME CTEARINEE SN D HE IS W=7
27V FvaryMERISNET, 28 x0E, kR
15000 DFE. TLA MY FT—=HIT15HT LI
EEINET,
AT w720 |dst-grpdgrp_id IDdgrp_id Z okt e /N —T " OV TR Y
i - a7 LET,
switch (conf-tm-sub)# dst-grp 100

YANG /N X DFEEDERTE

YANG /X ZADHEEX, 65 A M —I V7MLV RS THHENRH Y F9, GFFA I —
U EHENE LS EBREINTWHWARWEES, TLA N T—XDOIEIZA M) —I 7
MREV LR DPNEZENHVET, ZOWRWTIE, ROZENDLNHY ET,
e T L AN FT—ENZEMA~ADAR)—=I 7 L0 L BEINDEO, Ra Tz &
NHF2—,

c BEOKE D TIEARVEWT LA M) F—4,
BFA M) = 7RERIL D B REWVEICHEZ R L £

FIEDEE

show telemetry control database sensor-groups
sensor group nhumber

subscription number

snsr-grp number sample-interval milliseconds
show system resour ces

apwbdR

. TLARY
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FIED
FIE
AU RFEREET7TIVa Y ]3]
R T 71 |show telemetry control database sensor-groups ARFA N = UV EHAE L E T,

fi
switch# show telemetry control database

sensor-groups
Sensor Group Database size = 2

Row ID
Sampling interval (ms)

Sensor Group ID
Linked subscriptions

Sensor Group type
SubID|

1 2 Timer /YANG
5000 /Running 1 1
Collection Time in ms (Cur/Min/Max) :
2444/2294/2460
Encoding Time in ms (Cur/Min/Max): 56/55/57
Transport Time in ms (Cur/Min/Max): 0/0/1
Streaming Time in ms (Cur/Min/Max) :
2515/2356/28403
Collection Statistics:

collection_id dropped =0

last _collection id dropped = 0

drop_count =0
2 1 Timer /YANG
5000 /Running 1 1
Collection Time in ms (Cur/Min/Max): 144/142/1471
Encoding Time in ms (Cur/Min/Max): 0/0/1
Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 149/147/23548
Collection Statistics:

collection_id dropped =0

last _collection id dropped = 0

drop_count =0
switch#
telemetry

destination-group 1
ip address 192.0.2.1 port 9000 protocol HTTP
encoding JSON
sensor-group 1
data-source YANG
path /Cisco-NX-0S-device:System/procsys—-items
depth unbounded
sensor-group 2
data-source YANG
path
/Cisco-NX-OS-device:System/intf-items/phys-items
depth unbounded
subscription 1
dst-grp 1

A AN = U TENIE, SRV P— I —T D
il # DHAED A NV — I v IR OAFH T, fHx
DAY —I 7RI, S UPREMNOARNY —3
V7R (Cur) ICERESNET, ZOHITE, A
AR Y =3 VI 2,664 7 (2515 X U R +149
RUH) T

R ENn-HE2> Y — I N—TDEFFA MY —
NI/ i PN el o U=

BRI VR CTE R EINE T, T OFITIE,
BEFFA MY — I (2,664 B) B A T VA
(T 74/ 5D 5000 F) Ko bE\ =0, EET
ELSHRENTHET,

TLARY .
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snsr-grp 1 sample-interval 5000
snsr-grp 2 sample-interval 5000

R T 72| sensor group number BEIA MU — I TR E OBEL EOSGE . [H
Bl - RazRELWE =T —TE2 AN LET,
switch (config-telemetry)# sensor groupl

AT 7 3| subscription number Yo IN—T DY T AT ) T arEREELE
i 7
switch (conf-tm-sensor)# subscription 100

R T 7 4 | snsr-grp number sample-interval milliseconds WY oY — 7 N—TIZonT, BT VRREE
Bl BFA R = /RIE D bAE DEICRIE L E

—é—O

switch (conf-tm-sub) # snsr-grp number
sempleTintenval 5000 ZOBITIE, Y 7R 5.000 BICEE ST
WET, UL, 2.664 BOEFEA U — T
MLV bEWED, A2TT,

A v 75 | show system resour ces CPUDE R IR 2R L TL 2 &V, ZOFlRT
i - L9, CPUL—F —REBRmOMEHRZRL TN

. D%6. BEEA MY —I U ENTEL RS
switch# show system resources , .
Load average: 1 minute: 0.38 5 minutes: 0.43 Tb‘iﬁ/uo :0)%’”/5%7!'@@@1/(‘\ ﬁfg%ﬂzb<

15 minutes: 0.43 . g&ig[Jziﬁfo
Processes: 555 total, 3 running
CPU states : 24.17% user, 4.32% kernel,
71.50% idle
CPUO states: 0.00% user, 2.12% kernel,
97.87% idle
CPUl states: 86.00% user, 11.00%
kernel, 3.00% idle
CPU2 states: 8.08% user, 3.03% kernel,
88.88% idle
CPU3 states: 0.00% user, 1.02% kernel,
98.97% idle
Memory usage: 16400084K total, 5861652K used,

10538432K free
Current memory status: OK

CLIZERLE=T LAY DOERBH

B—@DTLARM)DMER M) — LD
HAF AN TGPB= Yy a—F 4 VI 5FHLET,

switch# configure terminal

switch(config)# feature telemetry

switch (config)# telemetry

switch (config-telemetry)# destination-group 1

switch (config-tm-dest)# ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB
switch (config-tm-dest)# source-interface vl1anl500

switch (config-tm-dest) # exit

. TLARY
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switch
switch
switch
switch
switch
switch

config-telemetry)# sensor group sgl
config-tm-sensor)# data-source DME

config-tm-dest) # subscription 1
config-tm-dest)# dst-grp 1
config-tm-dest) #

EITHERDORT
switch# show running-config telemetry

telemetry
destination-group 1

snsr grp 1 sample interval 10000

cusgmLETLA ~yone |

config-tm-dest)# path interface depth unbounded query-condition keep-data-type

ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB

source-interface V1anl500
sensor-group sgl

data-source DME

subscription 1

dst-grp 1

snsr-grp sgl sample-interval 10000

sys/bgp JL— ~ MO &%
5T L ITHESE TP 1.2.3.4, AR— 50003 (235 L £,

switch
switch
switch
switch
switch
switch
switch
switch

config)# telemetry

config-telemetry)# sensor-group 100
conf-tm-sensor)# path sys/bgp depth 0
conf-tm-sensor) # destination-group 100
conf-tm-dest)# ip address 1.2.3.4 port 50003
conf-tm-dest) # subscription 100

conf-tm-sub) # snsr-grp 100 sample-interval 5000
conf-tm-sub) # dst-grp 100

sys/intf MO O & £%

ST LITEEE TP 1.2.3.4, AR— 150003 (25 LET,

e testpem ZfEfH L CHMGESN/ZGPBT a—F 4 U 7 &AL T, A MU —LZBEE(LL

e

switch (config) # telemetry

switch (config-telemetry)# certificate /bootflash/test.pem foo.test.google.fr

switch (conf-tm-telemetry)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB

switch (conf-tm-sensor)# path sys/bgp depth 0
switch (conf-tm-sensor)# subscription 100
switch (conf-tm-sub)# snsr-grp 100 sample-interval 5000

(
(
(
(
switch (config-dest)# sensor-group 100
(
(
(
switch (conf-tm-sub)# dst-grp 100

sys/cdp MO & £%
1570 Z L AT SE TP 1.2.3.4, 7R— 50004 ~

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor) # path sys/cdp depth 0

switch (conf-tm-sensor) # destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# subscription 100

TLARY .
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switch (conf-tm-sub)# snsr-grp 100 sample-interval 15000

switch (conf-tm-sub)# dst-grp

show AT KDY A TUAR—

750 2L

switch (config) # telemetry

100

A DYRE D F %

switch (config-telemetry)# destination-group 1
switch(conf-tm-dest)# ip address 172.27.247.72 port 60001 protocol gRPC encoding GPB
switch (conf-tm-dest)# sensor-group

"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show
"show

1

NX-API

system resources" depth 0
version" depth 0

environment power" depth 0
environment fan" depth 0
environment temperature" depth 0
process cpu" depth 0

nve peers" depth 0

nve vni" depth 0

nve vni 4002 counters" depth 0
int nve 1 counters" depth 0
policy-map vlan" depth 0O

ip access-1list test" depth O
system internal access-list resource utilization"

switch (conf-tm-sensor)# subscription 1

switch (conf-tm-sub)# dst-grp

1

(

(

(

(
switch (conf-tm-sensor# data-source
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
switch (conf-tm-sensor) # path
depth 0

(

(

(

switch (conf-tm-dest)# snsr-grp 1 sample-interval 750000

sysfim ~ADA R fR—

sys/fm MO |

switch
switch
switch
switch
switch
switch
switch
switch

config)# telemetry

conf-tm-sub) # dst-grp

100

AY TR )T avngi
WCEENHDHGEZDHRA M) =7

config-telemetry)# sensor-group 100
conf-tm-sensor)# path sys/fm depth 0
conf-tm-sensor) # destination-group 100
conf-tm-dest)# ip address 1.2.3.4 port 50005
conf-tm-dest) # subscription 100
conf-tm-sub) # snsr-grp 100 sample-interval 0

BEPIC, VUV EREEFE TR LT, B — A —TEEEEAN— AN A B

NR=ZIEFLTZD . AR b _R=20 5 A — R
YUt — TNA—T EFI ORI B — R
\Z sys/fm T — X DR ~DA MY — I U T &ML ET,

IV =g AT TR E

switch (config)# telemetry

WCEBELEY TEEY, ZoFITIE

IERLET, ROa~v U Ro%, VAR T

switch (config-telemetry)# subscription 100
switch (conf-tm-sub)# snsr-grp 100 sample-interval 7000

BREOt Y —BLUVERETIL—T~DERF

B DB — TN —TF LR B 1 OO T A7 ) F a2l v 7 TxE9,
T2V Tvavii, A=V Ry b AR—=b1/1 DT —Z % 4ODEDHEH0

AR =T LET,

switch (config)# telemetry

Z OB DY
\_.10*,\’- 7

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/intf/phys-

. TLARY
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switch
switch
switch
switch
switch
switch
switch
switch
switch
switch

WIZ, B — T N—TIEEDO AR EED, Ehtle /7 V— 7 1EB R oOER e 7 v A v E
S, FTRI VT g v EEREOE Y — T N—T eI N—TIZ ) Y TX Bl EFRR
Li‘é—o

switch (config) # telemetry

switch (config-telemetry)# sensor—-group 100

switch (conf-tm-sensor) # path sys/intf/phys-[ethl/1] depth 0
(
(

conf-tm-sensor) # destination-group 100

conf-tm-dest)# ip address 1.2.3.4 port 50004

conf-tm-dest)# ip address 1.2.3.4 port 50005

conf-tm-sensor) # destination-group 200

conf-tm-dest)# ip address 5.6.7.8 port 50001 protocol HTTP encoding JSON
conf-tm-dest)# ip address 1.4.8.2 port 60003

conf-tm-dest) # subscription 100

conf-tm-sub) # snsr-grp 100 sample-interval 10000

conf-tm-sub) # dst-grp 100

conf-tm-sub) # dst-grp 200

switch (conf-tm-sensor) # path sys/epId-1 depth 0
switch (conf-tm-sensor) # path sys/bgp/inst/dom-default depth 0

switch (config-telemetry)# sensor—-group 200
switch (conf-tm-sensor) # path sys/cdp depth 0
switch (conf-tm-sensor) # path sys/ipv4 depth 0

switch (config-telemetry)# sensor—-group 300
switch (conf-tm-sensor) # path sys/fm depth 0
switch (conf-tm-sensor) # path sys/bgp depth 0

switch (conf-tm-sensor) # destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# ip address 4.3.2.5 port 50005

switch (conf-tm-dest)# destination-group 200
switch (conf-tm-dest)# ip address 5.6.7.8 port 50001

switch (conf-tm-dest)# destination-group 300
switch (conf-tm-dest)# ip address 1.2.3.4 port 60003

switch (conf-tm-dest)# subscription 600

switch (conf-tm-sub) # snsr-grp 100 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 200 sample-interval 20000
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 200

switch (conf-tm-dest)# subscription 900

switch (conf-tm-sub) # snsr-grp 200 sample-interval 7000
switch (conf-tm-sub)# snsr-grp 300 sample-interval 0
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 300

UDP k35 Y RR— bADEER

WDa<y REMALT, JSON £721XGPBDOT —H 7T L iy "L TT—4 % A
)= 795152 UDP b T v AKR— b &R LET,

destination-group num

ip address xxx.xxx.xXx.xXx port xxxx protocol UDP encoding {JSON | GPB }
Example for an IPv6 destination:
destination-group 100 ipvé6 address 10:10::1 port 8000 protocol gRPC encoding GPB

UDP 7 L A M VIZIZIRD~y =0 17,

TLARY .
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typedef enum tm encode_ {

TM_ENCODE_DUMMY,

TM_ENCODE_GPB,

TM_ENCODE_JSON,

TM_ENCODE_XML,

TM_ENCODE_MAX, } tm encode type t;

typedef struct tm pak hdr_ {

uint8 t version; /* 1 */ uint8 t encoding; uintl6 t msg size; uint8 t secure; uint8 t

padding;

}__attribute  ((packed, aligned (1))) tm pak hdr t;

WONTNNDOFIET, XM a— ROEHND6/ 31 MafEH LT, UDPEZMHLTT LA Y
T BB L ET,

s ZEMNRNEE DT RRA V "B BRI A TDT — X 52ZIE3THZ Lo TW\WAHE
BlE, ~v A —DEREFTAT, T—FDOT a— RMEHT57T 2—4%— (JSON £721%
GPB) #RELET,

s 1 OOFT a—%— (JSON £721Z GPB) WMET, $ 9 1 DDT a—F —|[THE L WIGE
X, ~v X —%HIRLET,

T LA RUBRORER

ZOBENZRY XL 912, show running-config telemetry =~ > KA L TT L A b UL 2 R
T&EET,

switch (config) # telemetry

switch (config-telemetry)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest) # end

switch# show run telemetry

!Command: show running-config telemetry
!Time: Thu Oct 13 21:10:12 2016

version 7.0(3)I5(1)
feature telemetry

telemetry

destination-group 100

ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

Telemetry Merge 4 J X5 1) 7S 3 > DRI

RIZ., merge-subscription Z &K T 2 H1 %~ LE T,

Telemetry
merge-subscriptions
destination-group 1
ip address 192.186.1.2 port 1 protocol HTTP encoding JSON
Destination-group 2
ip address 192.168.1.3 port 2 protocol gRPC encoding GPB
sensor—-group 1
path sys/fm
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 10000
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subscription 2
dst-grp 2
snsr-grp 1 sample-interval 25000

oY== 1 OTFT—ZF 0BT LICESNET, WEINET—FIX, 102
YT 27 T gl OFEFREICEESN, 200281 TR 7 U 7 g 02 OBEHRREICEE
INET,

BT A7 YT a2 @ snsr-grp 1 OFITIX, min_sample [Ef@IE 10 #>, cur_sample interval %
B5HTY, LEER->T, TOT =23 20 T LITHEESNET,

Sample interval = 10*floor (25/10)
= 10*2
= 20s

BROMEDR
WDa<y REHHAL T, IOA EREHERLET,

show telemetry control database sensor-groups

Sensor Group Database size = 1

Row ID Sensor Group ID Sensor Group type Sampling interval (ms) Linked subscriptions
SubID

1 1 Timer /DME 10000/Running 2

1

Collection Time in ms (Cur/Min/Max): 1/1/2

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 10003/10003/10003

Streaming Time in ms (Cur/Min/Max): 10004/10004/10006

Collection Statistics:

collection id dropped =0

last collection id dropped = 0

drop_count =0

Configuration method: CONFIG_DME-ADMIN

2 1 Timer /DME 20000* /Running 2
2

Collection Time in ms (Cur/Min/Max): 1/1/1
Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 4004/4004/4004
Streaming Time in ms (Cur/Min/Max): 4005/4005/4005
Collection Statistics:

collection id dropped =0
last collection id dropped = 0
drop_count =0

Configuration method: CONFIG_DME-ADMIN
*Calculated sample interval for merge-subscriptions

T LA M) DB ERETFHRORTR

WD NX-OS CLIshow =2~ REEA LT, 7L A MU O, HiHER, =7 —, BIW
tyvarERERRLET,

show telemetry yang direct-path cisco-nxos-device

Zoawy NI, o2 LD H 8T p—v AN E ET A LY ICEFET 23— N X2 YANG
INAERRFILET,

switch# show telemetry yang direct-path cisco-nxos-device
) Cisco-NX-OS-device:System/lldp-items
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Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device

H P P P OO Jdo U Wi
W N R O — — — — — — — —

Jy

FLALY |

:System/acl-items

:System/mac-items

:System/intf-items

:System/procsys-items/sysload-items

:System/ospf-items

:System/procsys-items
:System/ipgos-items/queuing-items/policy-items/out-items
:System/mac-items/static-items

System/ch-items
:System/cdp-items
:System/bd-items
:System/eps-items
:System/ipv6-items

show telemetry control database

Zoawy RiE, oA T p—w o ARE LT A XS ICEHET Y 2— FENTE YANG
NRAEFRLET,

switch# show telemetry control database ?

<CR>

> Redirect it to a file

>> Redirect it to a file in append mode
destination-groups Show destination-groups

destinations Show destinations

sensor-groups Show sensor-groups

sensor-paths Show sensor-paths

subscriptions Show subscriptions

| Pipe command output to filter

switch# show telemetry control database

Database size 1

Subscription

DME NX-API

Database size = 1

Sensor Group type Sampling interval (ms) Linked subscriptions

10000 (Running)

Sensor Path Database size 1

Subscribed Query Filter Linked Groups Sec Groups Retrieve level Sensor Path

Destination Database size = 2
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Dst IP Addr Dst Port Encoding Transport Count
192.168.20.111 12345 JSON HTTP 1
192.168.20.123 50001 GPB gRPC 1

show telemetry control database sensor-paths

Zoawy R TLANIRBREDE Y —ADFMERRLET, ZNIZEFE, = a—
FAvT WE, FTUAR—, BEORRA RN =70 AREENET,

switch (conf-tm-sub)# show telemetry control database sensor-paths

Sensor Path Database size = 4

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path (GroupId) : Query
Filter

1 No 1 0 Full sys/cdp(l) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 65785/65785/65785
Collection Time in ms (Cur/Min/Max): 10/10/55

Encoding Time in ms (Cur/Min/Max): 8/8/9

Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 18/18/65
2 No 1 0 Self show module(2) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
JSON Encoded Data size in bytes (Cur/Min/Max): 1107/1106/1107
Collection Time in ms (Cur/Min/Max): 603/603/802
Encoding Time in ms (Cur/Min/Max): 0/0/0
Transport Time in ms (Cur/Min/Max): 0/0/1
Streaming Time in ms (Cur/Min/Max): 605/605/803
3 No 1 0 Full
GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 0/0/44
Encoding Time in ms (Cur/Min/Max): 0/0/0
Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 1/1/44 sys/bgp(l) : NA : NA
4 No 1 0 Self
GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
JSON Encoded Data size in bytes (Cur/Min/Max): 2442/2441/2442
Collection Time in ms (Cur/Min/Max): 1703/1703/1903
Encoding Time in ms (Cur/Min/Max): 0/0/0
Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 1703/1703/1904
switch (conf-tm-sub) #
show version(2) : NA : NA

show telemetry control stats

Zoawr R, TV A M) OHKIZOWTORNRT — X X— 2D EFR R LET,

switch# show telemetry control stats
show telemetry control stats entered

Chunk allocation failures

Sensor path Database chunk creation failures
Sensor Group Database chunk creation failures
Destination Database chunk creation failures
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Destination Group Database chunk creation failures
Subscription Database chunk creation failures

Sensor path Database creation failures

Sensor Group Database creation failures

Destination Database creation failures

Destination Group Database creation failures
Subscription Database creation failures

Sensor path Database insert failures

Sensor Group Database insert failures

Destination Database insert failures

Destination Group Database insert failures
Subscription insert to Subscription Database failures
Sensor path Database delete failures

Sensor Group Database delete failures

Destination Database delete failures

Destination Group Database delete failures

Delete Subscription from Subscription Database failures
Sensor path delete in use

Sensor Group delete in use

Destination delete in use

Destination Group delete in use

Delete destination(in use) failure count

Failed to get encode callback

Sensor path Sensor Group list creation failures
Sensor path prop list creation failures

Sensor path sec Sensor path list creation failures
Sensor path sec Sensor Group list creation failures
Sensor Group Sensor path list creation failures
Sensor Group Sensor subs list creation failures
Destination Group subs list creation failures
Destination Group Destinations list creation failures
Destination Destination Groups list creation failures
Subscription Sensor Group list creation failures
Subscription Destination Groups list creation failures
Sensor Group Sensor path list delete failures

Sensor Group Subscriptions list delete failures
Destination Group Subscriptions list delete failures
Destination Group Destinations list delete failures
Subscription Sensor Groups list delete failures
Subscription Destination Groups list delete failures
Destination Destination Groups list delete failures
Failed to delete Destination from Destination Group
Failed to delete Destination Group from Subscription
Failed to delete Sensor Group from Subscription
Failed to delete Sensor path from Sensor Group

Failed to get encode callback

Failed to get transport callback

O O O O O OO OO OO0 O0O0O0OO0O0O0O00OO0OO0O0OOO0OOOOOOOOOOOOOOOOOOOLOOOO OO

switch# Destination Database size = 1
Dst IP Addr Dst Port Encoding Transport Count
192.168.20.123 50001 GPB gRPC 1

show telemetry data collector brief

Zoawy NI, T PRI SR EHERE R L E T,

switch# show telemetry data collector brief

DME 143 0
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show telemetry data collector details

Zoawr KX, IRTOR U — A0 EMEETe, T — X IUEICBET 2R e ktit i 2
ForLET,
« [BKZh (Successful) | : €T LI2IUEOR A KM L £3, U, kP L2 IUE DD
ABEENET, BITEET G ENEEA, WEXKILTH, LT LLET—FBIEIN
LD TIEH Y FH A, YRR A, OCETANA VA F—LEN TR, T—HFIL
LT -7 EORE, RIRESNET, TN EiE, RIEFRARSER
Mo

«[R4B—F (Payload) |: [UEEZ L DA 10— FOHAE KL £,
o [kBR (Failed) | : RERL7ZINEFHIZAM v — FOBE KL ET,

c[RF¥ v T (Skipped) |: AF v T EINTWEOEEZ ML ET, WEIX, 77 Ly Tk
P TNUERRCT AT ALY Y —ADOREBRFRETAX y T INAEERHY 7,

c[FOwTiE#H (Dropped) |: RevrEnifa— RO¥EKMLET, M a—FK
X, VAT AV V—RAFEZIZ R T AR — FORENFRRTRe v X ENAREEMENRH Y
£7,

s [22HY—/ R (Sensor Path) ]: ¥ — " 2A&2ERKRLET,

switch# show telemetry data collector details

Row ID Successful Payloads Failed Skipped Dropped Sensor
Path (GroupId)

1 3 6120 0 0 0
Cisco-NX-0OS-device:System/intf-items (1)

show telemetry event collector errors

Zoavwr RE, AXNVE a7 vallT o —HEHERE R R LET,

switch# show telemetry event collector errors

APIC-Cookie Generation Failures - 0
Authentication Failures - 0

Authentication Refresh Failures - 0
Authentication Refresh Timer Start Failures - 0
Connection Timer Start Failures - 0
Connection Attempts - 3

Dme Event Subscription Init Failures - 0
Event Data Enqueue Failures - 0

Event Subscription Failures - 0

Event Subscription Refresh Failures - 0
Pending Subscription List Create Failures - 0
Subscription Hash Table Create Failures - 0
Subscription Hash Table Destroy Failures - 0
Subscription Hash Table Insert Failures - 0
Subscription Hash Table Remove Failures - 0
Subscription Refresh Timer Start Failures - 0
Websocket Connect Failures - 0

TLARY
I



sz
FLA LY QMR EHEHERORT

show telemetry event collector stats

Zoavwy RiE, TRTOBU— RZAONREEGTeA N b a2y g TS
HERRLET,

switch# show telemetry event collector stats

show telemetry control pipeline stats
Zoav s RiE, TVARN) RNAT T o OfEHEREFZRLET,

switch# show telemetry pipeline stats
Main Statistics:
Timers:
Errors:
Start Fail = 0

Data Collector:
Errors:

Node Create Fail = 0

Event Collector:

Errors:
Node Create Fail = 0 Node Add Fail = 0
Invalid Data = 0

Queue Statistics:
Request Queue:
High Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Low Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Data Queue:
High Priority Queue:

Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0

Low Priority Queue:
Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
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Errors:
Enqueue Error = 0 Dequeue Error = 0

show telemetry transport

WIZ, RSN TNDTRTOERRE Yy v a v Ofl R R LET,

switch# show telemetry transport

Session Id IP Address Port Encoding Transport Status

0 192.168.20.123 50001 GPB gRPC Connected

5 2: show telemetry transport (DX D 55t BA

B ZRBA (Description)

show FITH DL AT LMEREFTRLET
telemetry TUAMIERER TR LET

kv AR— b TLARN)ID T AR MEREFRL
session_id F7Fvay) ByrariID

stats (A7 ary) 3 XCOT VAN KEHE
errors (AFvay) §XTOTFTLARNY =T —
e HH] A7vav)

TABLE _transport_info (F7Fvar) P77 AR— ME#H
session_idx F7Fvay) ByvariID

ip_address (F7Fvay) FITUAKR—RIPT FL >~
port (A7 ay) FFZUAKR—FK—h
dest_info (FFa ) HEpleiam

encoding_type (A7vay) mva—F40 7 2A4T
transport_type (A7 ay) FFUAKR—KN AT
transport_status (AF7vay) FPITUAR—F AT —H
transport_security cert_fname A7vay) PTUAR—bF X2 T
transport_last_connected (F7vay) RIS 7%
transport_last_disconnected (A7 a ) Z OB &% IZHI
transport_errors_count (AFvary) "NTFUAR—F 7%
transport_last_tx_error (A7vary) NTUAR—FORED x
transport_statistics (A7 arv) N7 AR— MEiHE#
t_session_id (AF7vay) FIUAR—=F kY Tar
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connect_statistics (A7 a ) BEeratiEg

connect_count (A7 ay) Bk

last_connected (AT vav) BREEROZ A DAL T
Disconnect_count (A7 a) Uk

last_disconnected (A7 a ) ZOEGIREARD B IZHIBR S

trans_statistics

(F7vay)

k7 o AR — MG

compression

(F7vayv)

JEREA T — & A

source_interface_name

(F7vayv)

i

BETA LV H—T = A A4

source_interface ip (FFvav) EFEgfAr2—7=A A 1P
transmit_count (X7 av) EEHK

last_tx_time (FFvay) EEEERZ

min_tx_time (AT v a ) /hkER
max_tx_time (AT v a ) REERH

avg_tx_time (FFa ) WHEERH

cur_tx_time (FFvar) BIEDOEERM
transport_errors AF7Fvay) PIFTUAR—FZT—
connect_errors (A7 ay) BEpeo—
connect_errors_count (A7vay) o —

trans_errors

(F7vayv)

N7V AR—=F =T —

trans_errors_count

(F7vayv)

N7 UAR—F =T =K

last_tx_error

(F7vayv)

KEBEDRNT VAR—F =T —

last_tx_return_code

(F7vayv)

BHORNIFAR—RRED a-

transport_retry stats

(F7vayv)

FERT R

ts_event_retry bytes

(F7vayv)

AN NERT Sy 77 A

ts_timer_retry bytes

(F7vayv)

FA—FAITNNY 77 A

ts event_retry size

(F7vayv)

A= DA X FERITE

ts timer_retry size

(F7vayv)

A ~—HITA v =%

ts retries sent

(F7vayv)

HE S iRrTEEK

ts retries_dropped

(F7vayv)

[N AV aWiet:- X W RaE1 = ¢

event_retry bytes

(F7vayv)

AN NERT Sy 77 A
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timer_retry bytes

(AFvay) ZA~—FmRIT v 77 Y

retries_sent

(A7 ay) EESIh-EATEE

retries_dropped

(A7 var) Fry7EnlmaiTRE

retry buffer_size

(AFvay) FRITNNy 77 A4 X

show telemetry transport <session-id>

WOaA~ 2 BT, FEDHEEE Yy v a Y OFMetEy va UERPERINET,

switch# show telemetry transport O

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: gRPC

Status: Disconnected

Last Connected: Fri Sep 02 11:45:57.505 UTC
Tx Error Count: 224

Last Tx Error: Fri Sep 02 12:23:49.555 UTC

switch# show telemetry transport 1

Session Id: 1

IP Address:Port 10.30.218.56:51235
Encoding: JSON

Transport: HTTP

Status: Disconnected

Last Connected: Never

Tx Error Count: 3

Last Tx Error: Wed Apr 19 15:56:51.617 PDT

The following example shows output from an IPv6 entry.
switch# show telemetry transport O
Session Id: O

IP Address:Port [10:10::1]:8000
Transport: GRPC

Status: Idle

Last Connected: Never

Last Disconnected: Never

Tx Error Count: O

Last Tx Error: None

Event Retry Queue Bytes: 0

Event Retry Queue Size: 0

Timer Retry Queue Bytes: 0

Timer Retry Queue Size: 0

Sent Retry Messages: 0

Dropped Retry Messages: 0

show telemetry transport <session-id> stats
Wiz, FEDEEY Yy a OO~y RERLET,

switch# show telemetry transport 0 stats

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: GRPC
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Status: Connected

Last Connected: Mon May 01 11:29:46.912 PST
Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

show telemetry transport <session-id> errors
RO~y KT, FFEDHREE v a VO 7 —ORFHERNP R RSN E T,

switch# show telemetry transport 0O errors

Session Id: 0
Connection Stats
Connection Count 1
Last Connected: Mon May 01 11:29:46.912 PST
Disconnect Count 0
Last Disconnected: Never
Transmission Stats
Transmit Count: 1225
Last TX time: Tue May 02 11:40:03.531 PST
Min Tx Time: 7 ms
Max Tx Time: 1760 ms
Avg Tx Time: 500 ms

show telemetry control databases sensor-paths

D O TIES . show telemetry control databases sensor-paths =2~ > RO IZFER S

£
below. feature telemetry
telemetry

destination-group 1

ip address 172.25.238.13 port 50600 protocol gRPC encoding GPB

sensor-group 1

path sys/cdp depth unbounded path sys/intf depth unbounded path sys/mac depth 0
subscription 1

dst-grp 1 snsr-grp 1 sample-interval 1000 Command output. switch# show telemetry control
databases sensor-paths

Sensor Path Database size = 3

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path(GroupId) : Query : Filter
1 No 1 0 Full sys/cdp(l) : NA
NA

GPB Encoded Data size in bytes (Cur/Min/Max): 30489/30489/30489
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 6/5/54

Encoding Time in ms (Cur/Min/Max): 5/5/6

Transport Time in ms (Cur/Min/Max): 1027/55/1045

Streaming Time in ms (Cur/Min/Max): 48402/5/48402

2 No 1 0 Full sys/intf(l) : N

A : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 539466/539466/539466
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0

CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

Collection Time in ms (Cur/Min/Max): 66/64/114

Encoding Time in ms (Cur/Min/Max): 91/90/92

Transport Time in ms (Cur/Min/Max): 4065/4014/5334

Streaming Time in ms (Cur/Min/Max): 48365/64/48365
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3 No 1 0 Self sys/mac(l) : NA
: NA
GPB Encoded Data size in bytes (Cur/Min/Max): 247/247/247
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 1/1/47
Encoding Time in ms (Cur/Min/Max): 1/1/1
Transport Time in ms (Cur/Min/Max): 4/1/6
Streaming Time in ms (Cur/Min/Max): 47369/1/47369

show telemetry transport sessions

WKDa<wy N, TRXRTOR T AR— By arzL—71L, |o0a<vy RTIEREZH
HLET,

switch# show telemetry transport sessions

switch# show telemetry transport stats

switch# show telemetry transport errors

switch# show telemetry transport all

The following is an example for telemetry transport session:
switch# show telemetry transport sessions

Session Id: 0

IP Address:Port 172.27.254.13:50004
Transport: GRPC

Status: Transmit Error

SSL Certificate: trustpointl

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 2

Last Tx Error: Wed Aug 19 23:32:21.749 UTC
Session Id: 4

IP Address:Port 172.27.2

TLAN)ZTZAZILARY

T2 ATV AR NEYR— BRI, Lk — "X 72 FEEINEShE
Lize THOT 427 0T ONRAR N AN =2 U T EHEMNITDHIZIE, RO
SRR LET,

sensor-group 1 path sys/accounting/log query-condition
query-target=subtree&complete-mo=yes&notify-interval=1

The following are the other sensor paths that support ephemeral event:
sys/pim/inst/routedb-route, sys/pim/pimifdb-adj, sys/pim/pimifdb-prop
sys/igmp/igmpifdb-prop, sys/igmp/inst/routedb, sys/igmpsnoop/inst/dom/db-exptrack,
sys/igmpsnoop/inst/dom/db-group, sys/igmpsnoop/inst/dom/db-mrouter
sys/igmpsnoop/inst/dom/db-querier, sys/igmpsnoop/inst/dom/db-snoop

NX-API Z{ER LT L A ) DR

DME®DTL A FY ETIL

TLARNY TV r—vaid, ROEEZFF>DME TET /LS ET,

model
| ----package [name:telemetry]
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|  @name:telemetry
| -—--objects
|-—=--mo [name:Entity]

| @name:Entity
| @label:Telemetry System
| --property
| @name:adminSt
| Qtype:AdminState

|----mo [name:SensorGroup]
| | @name:SensorGroup
| @label:Sensor Group
| --property
| @name:id [key]
| @type:string:Basic
|
| -—=-mo [name:SensorPath]
| @name:SensorPath
| @label:Sensor Path
| --property
| @name:path [key]
| @type:string:Basic
| @name:filterCondition
| @type:string:Basic
| @name:excludeFilter
| @type:string:Basic
| @name:depth
| @type:RetrieveDepth

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

| -——-mo [name:DestGroup]
| | @name : DestGroup
| | @label:Destination Group
| | --property

| | @name:id

| | @type:string:Basic

| |

| | -——-mo [name:Dest]

| | @name:Dest

| | @label:Destination
| | -—property

| | @name:addr [key]

| | @type:address:Ip

| | @name:port [key]

| | @type:scalar:Uintlé
| | @name:proto

| | @type:Protocol

| | @name:enc

| | @type:Encoding

|

|

-—---mo [name:Subscription]
| @name:Subscription
| @label:Subscription
| --property
| @name:id
| Qtype:scalar:Uint64
|-—---reldef
| | @name:SensorGroupRel
| | @to:SensorGroup
| | @cardinality:ntom
| | @label:Link to sensorGroup entry
| | --property
| @name:sampleIntvl
| @type:scalar:Uint64
|
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----reldef
|  @name:DestGroupRel
| @to:DestGroup
| @cardinality:ntom
| @label:Link to destGroup entry

NX- APl Z{EA L 1=#8 Rk

AA v FDME DA T V=7 FETNATIE, DMEDOT LAY 5] Ok®YZ I 9 Til
HENTWD LI, T A MBSO AA TV 7 hOBBEBE TERINTWET,
HRTr2ERAT V=2 MIko LB T,

o fmEntity : NX-API 58 L O 7 L X b UBEREDIREEN B ENCVET,
« fmNxapi : NX-API DIREENAFENTWE T,

« fmTelemetry : 7 L A b UBKBEDIRIEN B EN TV E T,

- telemetryEntity : 7 L A N UBSREDREL N FENTVET,

- telemetrySensorGroup : 7 L' A F U O7=dICEREND 1 DL LD U — "2 E T iF
= ROERPGENTVES, TLA RN =T 47 412F, 1 DB EOESY— 7
N—THEZHDH I ENTEET,

- telemetryRtSensorGroupRe : Z o — 27— % T L A NUHT A7 Y T a AZBES
FET

- telemetrySensorPath : £ =% —x{R D/ R, B — TV —T12X, ZOXATDOFT
Vxl NEEBEDDH I ENTEET,

- telemetryDestGroup : 7 L' A MU F =X %575 1| DL EOEERIEOERD G EH T
F9, TUVARN) T 40T 4R, 1 DL RO N —T 2B T LN TEE
@—O

- telemetryRtDestGroupRe : Bt /v —7"% 7 L A N BT 27 ) 7 g ICBEAIT £
R

« telemetryDest : BT R LA, B/ V—121%, ZOXA TDOFT V=7 b a2
EHDHENTEET,

« telemetrySubscription : 1 DL LD =T N —T 0T LA MY F—2 % 1 DL ED
Bl 7 N—T IR ET D HEL A A I T ERELET,

- telemetryRsDestGroupRel : 7 L A N UHT 27 V) 7o 3 a7 v — 7 BT

7

- telemetryRsSensorGroupRel : 7L A MU BT AT U T v a vaEerY— 7 — 7 C B
DI EXR

- telemetryCertificate : 7L A MUV T A7 U 7L g v &FEHE LR A MBI £
j—O

TLARY
I
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NX-API ZfH L CTT L A P UBREEZRET DT, TV AR A7 V=7 MMEED JSON #
B2 L, HTTP £72/X HTTPS POST #/ECDME IZ 'y v 2T HMENRH Y 1,

\}

GE)  NX-API O FHIC B3 2 2EM 72 FIEIL. [ Cisco Nexus 3000 and 9000 Series NX-API REST SDK
User Guide and API Reference] #ZM 1L T 72 &0y,

1R AR
CLLI 725 NX-API #E1TT 5 L9 ICAA v F 2T H0ENH Y £7,
switch (config) # feature nxapi

nxapi use-vrf vrf name nxapi http port port number

FIEDHE

TUANUBEEZAICLET,

T LA NUREREFLR T H720IZ, JSON XA B— RD/b— bk LUV ZERR L £77,

EZINr— 22850 — 7L —7 2B L £7,

(fE&) SSL/TLSGEME & AR M Z&BIIL 7,

TLA N OB NV—TEERLET,

TULANYOERET a7 AV EERLET,

TUVAN) T—=FDOKREHLERDIPT RLALAR— MNEETHEREIND, 12 0T

VAN O#EREEERLET,

gRPC F v > 7 #HIMZ LT, T 7 B A X% 64~ 4096 /31 MIEELET,

9. TLARNIYTRI VT g EEHRLT, T7VA M) OEEZRERL £,

10. L— NEEHED T O telemetrySubscription HHEIZ 47 V=7 e L TRV — 71—
G 7TVl MBI UET (telemetryEntity)

M. VB T7R7VFvarOfA7V=7 hELTEIRA 7 V=2 FEERLT, 372271
FrarkET U A N Bt — I ICEMN T, T 7Y U TEERRE
LET,

12 7V AN ZE=ZD 73512 EOE Y — "RAET /- FEERLET,

13. oY — Rt AT V=7 N L TRV N—TFT V=T b
(telemetrySensorGroup) (ZiEAN L £ 7,

14. BERE 14777 e LTERILEZNV—7F 7 =7 | (telemetryDestGroup) (3B
mLE9,

15. B/ N—TF T2 b AF ATV b ELTL— FERITBMLET
(telemetryEntity) ,

16. LoV — TN —T%2YT 27U Ty a AT SIS, TLARNY) BuY—
N—TDFF T2 he LTERA TV =7 MEERAL £,

17. T LA RNIVEERIEIN—T DT AT o7 hELTERAT U7 FEEMRL T, 5
TN —T VT A7) Ty a ABEMT £,

18. V7 A7V T arDf AT V=l FELTEBEAT V=7 FEIERLT, 7227
Ta kT VAN B V— IS BEEA T £ T,

No oA BN

0

. TLARY
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19. T L XA RURERO7ZOIZ, FEF O JSON #i& % HTTP/HTTPS POST XA n— K& LT
NX-API = KR A > MZERE LET,

FlED
FE
ARV EFEREFT7TIVa Y B
ATFY Tl | FLARNIRBEEEDNCLET, Jb— FEFHE T fmTelemetry TH Y . Z DEHZDN—
%l - A NAlL sys/tmn TY, adminStIEMEZ enabled (T4
{' LET,
"fmEntity" : {
"children" : [{
"fmTelemetry" : {
"attributes" : {
"adminSt" : "enabled"
}
}
}
]
}
}
ATY T2 | TV AN EZRDRT 572012, JISONA 17— | /L— hEHE|T telemetryEntity T, Z DEHED— R
RO —F LUV ZERE L £7, XA sys/tm T¥, dn JBPEZ sys/tm & L CTHERL L
151 =75
{
"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
}I
}
}
ATYT3 | ExRSINEYY— R2E2EGHR =T =T | TLA NIRRT N—T1F, T A
2R L ET telemetrySensorGroup D47 ¥ = 7 N TEHR I E
15“ 3 ﬁ_o uT@j‘j\“/\‘I7 FE‘I‘%%*%E‘Z Liﬁ_o
"telemetrySensorGroup": { oid : BV — I N —T ORI, BIFEX. EF
rattributest: | O ID EOHHH— b SRTOET,
"rn": " n r_lO" N Ry o NI L.
| wenitdronts 1 em: BT N—TFT V=7 b ORI
}] (=X sensor-id)
}
« dataSrc : DEFAULT, DME. YANG., F£7zi%
NX-APIDOH BT —Z FE &R LE T,
YoV = N—TF Tl bOFIZIE, B —
NRAL 1 DU EORREA 7Y =7 b
(telemetryRtSensorGroupRel) 235 Fiv, B9 —

TLARY .
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ARV FFEREETIVa Yy

S

IN—T%T LA NS T A7 Y T g AT
TFET,

ATvT4 (&) SSL/TLS REFAE LA A RZEBEIMLE9, |telemetryCertificate I, 7L A MU DY TR U
1 o3 VG TC SSL/TLS REMIE DR 2 E#% L %
{ . j‘o
"telemetryCertificate": {
"attributes": {
"filename": "root.pem"
"hostname": "c.com"
}
}
}
ATFvTS | TULAN)OEREIN—T EERLET, 7 L A MU 7 v — 713 telemetryEntity CE 7%
- SNET, idBIEEHR LT,
{
"telemetryDestGroup": {
"attributes": {
"id": "20"
}
}
}
ATYT6 | TUARNIOEETn 7 7 AV EERLET, |7 VA M OERET v T 7 A VI,
B - telemetryDestProfile TEZE STV ET,
( * adminStE % enabled ITHER L 77,
"telemetryDestProfile": ({
att;;ﬁii:i ! enablod” telemetryDestOptSourcelnterface ® F C, A&k X7z
¥ AU H =T = AR, Y —ATPT KL
remarent AL LEBILT—HEA P =TT DDA
"telemetryDestOptSourceInterface": =T xA 7\% %1%)% L T name E'I\i%*%ﬁk LZF
{ j—O
"attributes": {
"name": "loO"
}
}
}
]
}
}
ATFYTT | TULAN) F=EDOEELLERDIPT FLRE | T LA M OFEREIL. 7 T A telemetryDest O A

R—FESTHEKEND, 12U EOT VAN O
ke EELET,

51

{
"telemetryDest": {
"attributes": {
"addr": "1.2.3.4",

. TLARY

TVl NTERSINET, UTOAT7 V=7 NE
PERRR L ET,

e addr : #EkC5ED IPT R LA,
e port : #EEE DR — R,

« mn : path-[path] JTE DR A4 72 =27 S OHE
PIE 2N
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ARV FFEREETIVa Yy

E:)

"rn": "addr-[1.2.3.4]-port-50001"

enct G?Soél cenc: KESINDHT LA N TF—FDTa—
port": , e . o N 0
"proto": "gRPC", TATHEAT, NXOSIZUL T2 AR—KFL

i‘a‘o
+ gRPC @ Google Protocol Buffer (GBP)
* C @ JSON,
sproto : EEINDBT VA NI T—HDNT

ZR— 7 harZ A7, NX-0S 7L T %
FR—hrLET,

* gRPC
« HTTP
cHR—hINLTWDZra— R XA TTRD
LB TT,
* HTTP/JSON 3\

« HTTP/Form-data {3\ Bin Logging T® Z&
A—hENET,

» GRPC/GPB-Compact [V %A T 4 7T —
B )= A D Fr,

* GRPC/GPB I\

« UDP/GPB [\

UDP/JSON {3\

ATvT8

}

gRPC F ¥ 7 LT, Fr o7 A4 X%
64 ~ 4096 /XA MIFERELET,

i -
{
"telemetryDestGrpOptChunking": {
"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"

FECOWTIE, TgRPCF ¥ 7] BV v avk
ZH L TL 7Z &V, https://www.cisco.com/c/en/us/td/
docs/den/nx-0s/nexus9000/103x/programmability/
cisco-nexus-9000-series-nx-os-programmability-guide-release-103x/
m-n9k-model-driven-telemetry-101x.html#Cisco
Reference.dita a97d6406-43b4-4c8d-bb24-f33bb187f126

ATvT9

1 -

"telemetrySubscription":

FLARNIYTZ2 Yo arBER LT, T L
A NV OEMEERER L E7,

{

TVLARNIY TR YT g i, 7T
telemetrySubscription D47 ¥ = 7 N CTER I E
T UTOF 7V NEthamLE7,

cid : BT R 7Y L5 ORI, BUEIZ, &
FOIDEDOHYR—FENTWET,

TLARY .
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https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/programmability/cisco-nexus-9000-series-nx-os-programmability-guide-release-103x/m-n9k-model-driven-telemetry-101x.html#Cisco_Reference.dita_a97d6406-43b4-4c8d-bb24-f33bb187f126
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/programmability/cisco-nexus-9000-series-nx-os-programmability-guide-release-103x/m-n9k-model-driven-telemetry-101x.html#Cisco_Reference.dita_a97d6406-43b4-4c8d-bb24-f33bb187f126
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ARV FFEREETIVa Yy
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"attributes": {
"idll: "30",
"rn": "subs-30"
"children": [{

}l
H

ern : subs-id EWHIERDOYT R 7 ) 7 g 9
7“{/\\:1:7 ]\@4:53(4{[‘%0

VTR VT a ATV FOFITIE, B
H— 71— (telemetryRsSensorGroupRel) 35 LT
B e 7 v —7" (telemetryRsDestGroupRel) @ B1%
FTV 7 NIREENET,

ATY T | )L— FEFED F O telemetrySubscription B3 (24
TV hELTRUY—IN—T FT =/ b
ZiBML £ (telemetryEntity) .

i -
{
"telemetrySubscription": {
"attributes": {
llidll: II3OII
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"
}
}
}
]
}
}
ATYIN | BTR7VTvarvorA7Y=r b LCER |BRA7 V=7 MEZ TR

FTV 7 NEEMLT, YT ATV T vaw
FLANY oY — T A—FICBEAT, T—X
Yo TEEERRE LE T,

"telemetryRsSensorGroupRel": {
"attributes": {
"rType™: "mo",

"rn":
"rssensorGroupRel-[sys/tm/sensor-10]",
"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo

"

. TLARY

telemetryRsSensorGroupRel (ZJ@& L T D |
telemetrySubscription D47 = 7 S T4, BfR
FT7V =l NOLUTOAT Y =7 MEttatk L&
R

* m : rssensorGroupRel-[sys/tm/sensor-group-id] 7

ROBRA 7TV =7 FOHx4,

e samplelntvl — X UV RPHLOFT — & 7Y o~

7 Wi, HIFROEDS 0 DG, A2 b X—
ADYT A7 YT a UHIMERESH, T LA b
U F—XX, fEEINTE MO TOEERFZO
HEFEEINET, 0L KREWVHEBEOSEE.
T LA NY T NEE SR TES
B SN DB IR T A7 U T g v
DERRSNE T, =& 20, FFRBHEA 15000 O
LA, TUA N T=RIT IS I EICEFES
ET,
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ARV FFEREETIVa Yy

E:)

tCl: ¥—7 vk (R V=T N—7) TV
7 ND7 T A, telemetrySensorGroup T,

ethn: #—% v b (BvH—IN—7) 7=
7 N OFRI4 ., sensor-group-id T,

s 1Type : BARZ A 7, HERNRAT =7 D
mo T,

tType: 4 —% > " Z A 7, BWHHHEAT V=7 + D
mo T,

ATvT12

TLARNBE=LY o TTH1IOUEOE Y —
WRAFEILT ) —REEELET,

&1
H—t P — X2

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFiltexr": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"
}

}

51
B ov o P— R

"telemetrySensorPath": ({
"attributes": {

"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

"telemetrySensorPath": ({
"attributes": {

Y — 3R L, 7 T A telemetrySensorPath D47
Y/ FTERINET, UTFTOAT V=2 Mtk
ZRERL L E 7,

epath : E=HX U T ENDH/NA,

e : path-[path] GO A A TV =7+ OFxt
£

edepth : B2 P —/S2DEIG L UL, depth f%E
W0 DEE, — b MO 7' HNT o DREIR
BLET,

filtlerCondition : (AL ay) A X h_X—Z2DH
TAI VT a VIICRED T 4 v F EER L E
o DME (37 4 W& =& L&, 7114
U > 7 OFEMIZOWTIE, 7= ) OFERIZET S
Cisco APIC REST API DA KT A4 v 22 L
TLIEE, KD Cisco APIC R¥F o A hDT v
TN TR TEET,
https://www.cisco.com/c/en/us/support/
cloud-systems-management/
application-policy-infrastructure-controller-apic/
tsd-products-support-series-home.html

TLARY .
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"excludeFilter":
"filterCondition": "",
"path": "sys/fm/dhcp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

W
’

}

1 -
BGP A N F O —E =R T 4 LY
PRVE/A

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition":

"eq (fmBgp.operSt.\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

}

ATy 713

oY= REFA T b L TRV
N—TF 7z b (telemetrySensorGroup) (ZiE
muEd,

ATV T 14

Pelie ke A7V 27 N LTIV —T A
7V =2 bk (telemetryDestGroup) (ZiBML FET,

ATv 15

BRI N—T AT =y N FAT V=T R L
L CT— FERITEMLET (telemetryEntity)

ATv 716

YoY— TN —T YT A7) Ty g A BE L)
JA-DIZ, TLARNY v — J—TDOFF
T2 NELTEHRA 7V =7 N2ERLET,

"telemetryRtSensorGroupRel": {
"attributes": {
"ents

"rtsensorGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

BifEA~7 Y = 7 MEZ 7 A telemetryRtSensorGroupRel
W2 L TEY ., telemetrySensorGroup D147 ¥ =
7 NTY, BRA T Y2V FOLLTFTOA TV =7 K
BYEZRER L £

* rn : rtsensorGroupRel-[sys/tm/subscription-id] &
KOBRA 7 V=7 N OMR4,

tCl: BT RZ VT va ATVl hDOHF—
7> N7 Z A, telemetrySubscription T,

tDn: V727V a7l "DOE—F
N4, sys/tm/subscription-id T3,

. TLARY



| sL2ky

nx- Az L=t ]

ARV FFEREETIVa Yy
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RTYTN | TVA RNV N—T D47V e L |BfRA 7Y =2 MEY T A telemetryRtDestGroupRel
TR A7V =7 FEER LT, #Efi7Nv—7 [IZBLTEY., telemetryDestGroup D147 Y = 7
YT ATy g SABEEMT ET, NCT, BfRA 7 V27 FOLUTOAT7 V=7 Mg
i - PEZAERL L £,

"telemetryRtDestGroupRel": { * rn : rtdestGroupRel-[sys/tm/subscription-id] &=
"attributes": { - s 2
"rn": "rtdestGroupRel-[sys/tm/subs-30]", 0)%5&ﬁ2f?7,/1:57}‘0)*BXT4§O
"tCl": "telemetrySubscription", * tQI : #72 7Y 7va ‘/Z]"7‘f/:: 7 rDOHK—
"tDn": "sys/tm/subs-30" 7w N2 7 A, telemetrySubscription T3,
}
} Dn: $ 722 VT arFTO=s hDI—
N4, sys/tm/subscription-id T3,

RTYFT8 | V727V TFva oA 7Yy e LTHR |BfRA 7Y 22 MMEZ 7 A telemetryRsDestGroupRel
FTV =l NEAER LT, 7 A7 VS ark |[ITELTEY, telemetrySubscription D747 ¥ =
T LA N YR V— I BEE T £ T, 7 hCYT, BRA T V=7 NOLUTOF T V=7
15“ . )%'l\i%*‘%ﬁi L/jz—g«o

* n : rsdestGroupRel-[sys/tm/destination-group-id]
"telemetryRsDestGroupRel": { ﬂ%ita)EQGEerfi;Jif7]‘0)$H§#450
"attributes": {
"rType": "mo", X =N e gk S S oS
"rn": "rsdestGroupRel-[sys/tm/dest-20]", “tCl: =7y b (T NV—T) AT V=
7 DY Z A, telemetryDestGroup T,
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20", etDn: #—4 v b (8 7/ N—7) 7V
) Fhypet: fmo 7~ DigR4, sys/tm/destination-group-id T,
} o o " Sas
«rType : BfRZ A 7, HEHARA TV =7 bD
mo T9,
tType: ¥ —7 > N AT, EER{GEF T =27 FD
mo T,
ATYT19 | T LA RNVERDTZDIZ, FEH D JISON Hit % TVANY 2T 4T 4 DR NAL sys/tm

HTTP/HTTPS POST ~A 11— & L T NX-API =
RAA » MCEELETS

51

T, NX-API = KR A > MIkD LY TT,

{{URL}}/api/node/mo/sys/tm.json

1

LI, 120 POST A 1— RIZNESINTZ, ZORIOTXTDAT v 7T OFITY
(—EDRENR - LRWEERH D Z LITEB LTS EEY) |

"telemetryEntity": {

TLARY .
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"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "10"
}

"children": [{

"telemetrySensorPath":

"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",

"telemetryDestGroup": {
"attributes": {
llidll: ll20ll

}

"children": [{

{ "attributes": {

"path": "sys/fm/bgp",

"depth": "O"

"telemetryDest":
"attributes": {
"addr": "10.30.217.80",
"port": "50051",
"enc": "GPB",
"proto": "gRPC"
}
}
}
]
}
s
{
"telemetrySubscription": {
"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",

"tDn": "sys/tm/sensor-10"

"telemetryRsDestGroupRel": {

"attributes": {

"tDn": "sys/tm/dest-20"

FLALY |



| sL2ky
NX-API & L1=7 L A kU owss []

NX-APl Z{ER L1=7 L A 1) ORI
FEADR L)—I 2 XX
ZOBITIZ, 73R sys/edp 3 KW sys/ipvd Z it 1.2.3.4 78— |k 50001 (IZ5 P Z&IZA R U —
RUTTBYT AT Y S a v EERLET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
}l
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "1i0",
"rn": "sensor-10"
}, "children": [{
"telemetryRtSensorGroupRel": {
"attributes": {
"rn": "rtsensorGroupRel-[sys/tm/subs-301",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"
}
}
boo A
"telemetrySensorPath": {
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFilter": "",
"filterCondition": "™,
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"
}
}
boo A
"telemetrySensorPath": {
"attributes": {
"path": "sys/ipv4",
"rn": "path-[sys/ipv4]l",
"excludeFilter": "",
"filterCondition": "™,
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"
}
}
H]
}
boo A
"telemetryDestGroup": {
"attributes": {
"id": "20",

TLARY .
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"

rn": "dest-20"
}I
"children": [{
"telemetryRtDestGroupRel": {
"attributes": {
"rn": "rtdestGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
b A

"telemetryDest": {

"attributes": {
"addr": "1.2.3.4",

enc": "GPB",
"port": "50001",
"proto": "gRPC",
rn": "addr-[1.2.3.4]-port-50001"

"

"

H
}
oo A

"telemetrySubscription": {
"attributes": {
"id": "30",
"rn": "subs-30"
}I
"children": [{
"telemetryRsDestGroupRel": {
"attributes": {
"rType": "mo
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",

"

" "

"tType": "mo
}
}
e A
"telemetryRsSensorGroupRel": {
"attributes": {
"rType": "mo"
"rn": "rssensorGroupRel-[sys/tm/sensor-10]1",
"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo"

"

BGP BAID 7 1 JL B &4

RO A 11— FOB T, telemetrySensorPath MO D filterCondition JEMEIZ Nt > T BFP #45E
DN TND EXIZ N Y =S NbEMEANCLET, T—#1L10.30.217.80 K—F

A

50055 [CA MU = 7 E&NFET,

POST https://192.168.20.123/api/node/mo/sys/tm.json
Payload:

. TLARY




| sL2ky
NX-API & L1=7 L A kU owss []

"telemetryEntity": {
"children": [{

"telemetrySensorGroup": {
"attributes": {
"id": "10"

}
"children": [{
"telemetrySensorPath": ({
"attributes": {

"excludeFilter":
"filterCondition": "eq(fmBgp.operSt, \"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

wn
’

"telemetryDestGroup": {
"attributes": {
"id": "20"
}

"children": [{
"telemetryDest": {
"attributes": {
"addr": "10.30.217.80",

"port": "50055",
"enc": "GPBR",
"proto": "gRPC"

"telemetrySubscription": {
"attributes": {
"id": "30"

}

"children": [{

"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "0",

"tDn": "sys/tm/sensor-10"

"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"

TLARY
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B < 7xvxt 70— zommn

TILFXv R

}
}

FLARYEREDE=HD Postmana LY > 3 > DFEA

T U A NUBSREORRZRMG L, H—D_XA/ m— FTHFXTOT LA MY CLICHET D H D
% FEATT HHIZ- DOV TIL, https:/github.com/CiscoDevNet/nx-telemetry-proto/tree/master/postman_
collections ZZM L T 72 &V, HFHADTHFA N =TF 4 X —%FEH L CREDY > 7 D7 7 A4
NEERL, X a— Re=—XZHbETEHL TG, Postman Ta L2 g U EHNT
ALy varEETLET,

70— /NXDOARE

Z DOBEREIX. Nexus3548-XL AA v F THEHARERMLBERTXTOYILTFY AR AT — %
T AR—FTHREARMELET, =7 AR—MILY, FET7 0 —REETIHORZEEE
T EDLNRNADFEETEEEOE W N L —VE U T ¢ BRI ET,

Z OR%BEIX., DME T R_RCO#YRIEREZABRTHIZLLEBEMELTEY, Ty y=aET L
(V7 Y275 LA RNY)) £V EF /L (DMERESTZ =) OWTFNhE LTy
Va—</artu—JIT7 7 EATELLOITLET,
ZOMEEOR|FIT R D L B Y T,

s 71— 20O AL

cEERHEOEHIZ 72— ERIEOT 7 AR— |k

2PN T RA DAL v FTHEYIRT NNy Va<vr REETTELEICTH L
(2 K DARAFUA D53 Hr

MFDM (&, EfZL~_vDa R R—3 b OEHREHEE L, £~V TF v X MERDA >
TV AEBEL TS, FlREay v a—<IBET H~ LT F ¥ A MFIBBEET
9, ZAUE, BEEEN DME & L HICEREINS a7 a R —% 2 T3, MRIBIZ L - T
SNDHHE#E MFIBIZ Lo TIE S N HEHERICE SN T, T XTOVALTFF ¥ A N AT —
F2 DME 287V w2 LET,

DME (%, ar¥a—</ay hu—=9/MEHTE L LT 20ENH DTN TOERERF
FTHEDIERSNES, Elo, A X MR—AD@EHEYR— M 27D T V=2 Fin
TER, HIBR, FREEINDIZONT, T LA MY ~O@EH @2 ER L ET,

FTLA M) v AL, DMEIRESN TWA TR TOT—H &2 v a—<{CA M) —3
Y7L, T EmENREAT T r—~y FLET,

TILFEXEYR P JO— NADAHEED=HD CL

WIZ, v LVFXF¥ A 78— NZOE MO EMHR SRR T A - DI E A XN CLL &
RLET,
e DME ~DIEHROT 7 AR — N2 FHZTHar7 1 Fal— gy avw R, 20 CLI
X, VAT AITHET DT RTO/L— MK LT OMREZ HNIC L £,

. TLARY
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switch(config)# multicast flow-path export

switch (config)# sh system internal dme run all dn sys/mca/config

« MFDM & DME (CTRAET BAREER OB AEMTF = v 7 # EIT T 5B EMETF = v I —D show
g~ R, Zoavwy REHERTDE, HICKHERE Y 87 v 7 TRESEZTIE0<HR
HTEFE9,

switch# show forwarding distribution internal multicast
consistency-checker flow-path route

Starting flow-path DME consistency-check for VREF:
default

(0.0.0.0/0, 230.0.0.1/32). Result:
PASS

(10.0.0.10/32, 230.0.0.1/32). Result:
PASS

(0.0.0.0/0, 232.0.0.0/8) #HH :<x

e /' —s3Lshow 2~ REEH LT, ZOMEENR T AT ATHMI /> TWNDENE D)
FHERLET,

switch (config)# show forwarding distribution internal
multicast global state

***x* MFDM Flow PATH VISIBILITY INFO
* ko

Multicast flow-path info export enabled:
Y

BE DME /. N7 : 0xl1l7c3e6c
PE DME N> K7 : 0x117b955¢c

switch (config)# show forwarding distribution internal
multicast fpv CC

PASS/FAIL (In case of fail, it will highlight the
inconsistencies)

D930 R7—ILYIT 27 TLARY

D30RRT=IL VI b0z 7 TLARIIZONT

CiscoNX-OS/%. Tahoe ASIC Zffi 3 % CiscoNexus 7 7V KA — )LV AA v F &P R—hKrLFE
T DT Ty N7 —ALT, ¥YR—FSNTWBHZ T KRR —LAA »F L, ASIC &5
BTHA SN TCPAP Y — "R AR LET, ZHUTED, AL TFNEDOT LAY F—
ZDOLUR—MeTEO LB TCEET, — =T TCP R—F 7891 ZEH L E3, 7L A K
U 27747 MEIZOR— R TH— =28 LT, RRKI0I VB TNN—Ru=7 hv ¥
TR ERGTEET,

T RAF—N YT 2T T LA RN, MEDI SA T Tl T BB LT
D, NX-OS VU —R93 1LV FLENTWDIT I NV IIDIT TAT o NIl T b
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B coudscale v rHz7 FLA MY Ay E—YDRR

R LEZYTAFRBMERHY £, 7 F4 7 bF a5 A, Python2.7 LIFE, C. PHP 72
Y. TCP/IP Y R— b T AHEBEOT0 T IV IEHETIERTEES, 7947 7y
FAE, ELWA =Y 73—~y NTERTLILERH Y 7,

NX-OS UV U—293() LIk, 75U R A7 —/L V7 v =T 5L 4 b UHREIT NX-OS Tff
HAT&Ed, ZOMEEIZT 74/ F TANT/R> TWAH =), NX-0S89.3(1) A& FEITL TV
LY R—FRBDOAAL v F TlE, ZOMREERHHATE £,

CloudScale V7 b x7 TLAKR) Avyvt—2DFK

CloudScale 7 L A b UIX, 7747 h&EARA »F ED TCPAP r—"—fE DN Rz A T
THEVET, TORICIZTIAT L MITCP V7w FaN L CEREZBRBLES, 7947
YhAyE—=UiF 28y MEETOO0TY, A vFiE BEDEROAI V¥ T—2 %
B AvE—UTIELET,

NX-0S U U—293(1) Tix, RO A vt—Y 74—~ hRPR—FEZTHET, MAD
TIAT N Tl T N ERT D551, 72747 0 MG T 5 A v =Y Z oI
HEPLL TWD Z xR LT EEn

RS BELET,
4 31 b A— h&. N
56 /3 k BER—=FrDOT—%, GF56* N/ A1 |,

F—BZ D56 34 b Fy 7%, WOLDO TR ESNET,
U4 NS "D H—T A AL
¢ 8 A FDOEE (TX) /X7 v b
¢ 8 /31 FDEE (TX) /XA b
81 FDZE(E (RX) T v b
8§ A FDEfE RX) 31 b

DD RRT—ILY T b7 TLAM)DFEEFRIELFIREIE
W, 79U R A=V V7 =7 TLAMYMREOITFEFHELHIRFHEEZ T LET,

*CiscoNX-0S U U —R93(x) LVAICHR—FSNDHTT v b7+ —LIZONTIE, £0D
H A R® https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html
D7 arEBBLTLEEY, CiscoNX-0S VU —Z93(x) KT R—- &5
T N7+ —AITOWTIX, https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/
platform/platform.html ZZH L T 72 &0y,

CHAFRIGAT Y RTF LA R 0I5 ATHE, HE— FSRTVDRA vb—P 74—

~y MI12TY, 79470 7arI08F, ZOBRITHERL TWDLUERH D F
—aAO

TLARY
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ity nizsan |

¢ CiscoNX-08 U U—2 10.3(1)F A&, ¥ 7 b7 =77 L A b U X Cisco Nexus 9800 7°7
N7+ =LAy FTHR—FSNTHET,

TLARY IR SR

TLARY INR SRJLIZDINT

NX-0S U U —293(1) LA, ETABERT L A NIRRT ER—RhLET, /R
TULEMRATEE, ROV —2ANET LA N F—2 e —EICEICETE LT, 20
BHETIX, ET DT LA N T2 DXL TEIRETDH L. T LA R USRI X > THEED
IRAINBZEDT —=ZPIE SN ET, KIT, WREIIE#REZ | DOFE SNHmiT (XA T
V) ITELET, ZOMIEICE Y. ROEENREIL/LDT-0, 7L A MY OEHANEHELS
NWET,

« Cisco DME 7 /WZ B 2R < @GR 2 Ak &2 R > TV E T,

A ENDA RN NOBEBEEDOART L AERY NS, B0 s ) 2B L, T2
VT g SN AEBINLET,

« AL v FNEHT LA NVIEROEROF Y o7 ENEL, AHAEEHEEILLET,

RAZE, BT ANDEICAT V27 b XA TOEEDA L AZ R T, hT v
HAENFIANR PERELTRLET, N2 T-UUE, ROT L AR T)—T %P R—F
L/iﬁ‘o

B Ty RE BN AML—U A=Y T U= R EDTr—
Hwmaet=2Y 27,

cAVB—=—D IR, TRCDA LV H =T 2 A AT R EAT—HADER 2=
7,

Z DT ULE, query-condition 2w REHEHA L TGREND T —F 2K D AT 12D D EFRF
X—U— K74 NBEHR—FLET,
e JY—R, CPUFEHERLAETVHEHAREREDI AT LAY Y —REE=X Y VT,

* VXLAN, VXLAN 7, VXLAN 7> % VLAN I % — BLOBGP V75 —#
ZETr VXLAN EVPN #E=% 1 7,

—_— JUL o5 > 37 |I—
T—3AD’REFRLITAR FDFIE
oY — TN —T OV TR L ST, TLA R F—=ZNR2 FULIIEESNDE T
eIV TRREDET, VYT AMRIE, TV AN T EEMOICRET D, A
N NRRELELEZT VAN T2 5INETDH LR TEET,
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B <xs5~uzesmEennss

e 7T LA NYDOH T ARERE e UANAOEICERESNTWAEGEE, TV A M7
NMRRRHNCEREE, A ¥ —7 = A A, FHEIN. BIL O vxlan 7v0F7 — % % EMHII
EELET,

s U T NHEIRERE IR EIN TGS, BRiE, A V¥ —7 oA A, HEHREI. vxlan
F L TEMEIRRE D BT, ki@MO@%&k%@ﬁ%@#é&Tbe)i4«/%
%D%ji‘{l:l Liﬁ—o

F 8 ORI T[T A S NI EICHHBI T, SR FUL D LRI A S b
BT LA R Y 2R T E £,

N SRIVEEZRIE L HIFIEIE

T LAY NRATAUVEEEICIE, ROEBEFHEHNFER DD 3,
Z OF%BEIL. Cisco DME 7 —4 %GO I &V R — s LET,
cFLEY— N —THNOEHEDDMENA L 2—H Y T 4 NAEBRLESET HSH
HZ <E ﬂif% i‘@.‘/uo 7LC <E Z)Jj:\ sys/intf <E interface ZL’IEJ L& ‘/"j’“‘ 7\‘/]/*‘7057—*%5}??«

HZ LI TEERHA, £, sys/intf L interface CRIL B VY —F L —T2HRT5 2
EHLTEERA, ZOWRWBIAE LTZHA . NX-OS I3l 2 G LET,

d oper—speed%’counters=[detailed] 73? t@l*“ﬁ‘*‘7 AV HE—F—T— RlL, interface’/™
AR L TCORYFR—FSNET,

o Z DWEREIX. depth R° filter-condition R EDMDOE LY — 2 F T g BV AR—FL
TWEHA,

e T LA RMY SRR FAULICIE, RNA TAULOERICET AROFIREH Y £97,

INLFEDOT VT 4y 7 A show THIIGT 2MENH Y £3, KICF L/NFTXH S
Non6TY,

7= L %1%, showversion XA &N ET, —JF. SHOW version F 7213 version 1T T& 4
Moo

KDL FHEEDDHZ LITTEEE A

°
E

.
o " uifcaivv
cROHFEEZFDLHZ LIXTTEE R A,

* telemetry

e conf't
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FoBEREARY FER—Y 25T o001 v 2—T 112 K20 [

T—2FEAREER—) D TTEHE=HDA 3 —T 4 X/RX
DIERL

A H =T 2 A ANRATYUT, TRTCDA A =T 2 A A NI R EAT—HADERE %
F=HV T LET, DAV H—T 2 A A XA TEYR—-FLET,

« e
YT E—T AR
« HH

o« JL—TF IR

* VLAN

e A— K F¥ L

A B =T 2 A ANR TV EFEHR LT, EMICT —Z2E2R—0 7350, AV
ZETAZILNTEXET, 452—0 [F—FDOR—V U TEIFAR FOZE] 2B L
TLTEEVY,

\}

GE) ZOETNME, W TIA B —T A A, N—T NNy 7 FIXVLAN OH 7 Z &P R—k
LTCWaWize, AR =LA77 hINEHA,

FIEDHE

configureterminal

telemetry

sensor-group sgrp_id

path interface

destination-group grp_id

ip addressip_addr port port

subscription sub_id

snsr-group sgrp_id sample-interval interval
dst-group dgrp_id

©ONDO RN A

F IR D

FIE

ATV RERET7TIV3 Y B
AT w 71 | configureterminal a7 4 X2l —Yary ET—RKEANLET,
fi

TLARY
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ARV RFERETIVa Y

B8

switch# configure terminal
switch (config) #

AT 72 |telemetry T LA N UBBEDRARE— NIZAD £77,
1 -
switch(config)# telemetry
switch (config-telemetry) #

AT 73 |sensor-group sgrp_id TLANY F—=FDrP— T A—TEER L&
fil EE
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

AT 74 |path interface AV B =Tz A AN TV EMKR LT, 5D
i - fHx DAL B2 =T AKX LTI DOOT LA RY
switch (conf-tm-sensor)# path interface 74»—{7 - U %%151% o & 7 = Lij—" 7
switch (conf-tm-sensor) # . BEOA =T oA AD T Y B 1 DITHES

LET, RIZ, TLAMNVIFET—H22EL, T
ML ET,

A=V THROREFEISLC T, A ¥4 —T =
ARAT—=HITEMNC, 72T F—T A AD
RENET DI-NCEFEEINET,

AT 75 | destination-group grp_id TLA NG V-7 T E— RICAY | Bkt
Bl U= T a R L E T
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port PTRAI YT arDT LA N TF—F ERER L
i - T, H/ESHEIPT FLAER—RMIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7LET,

50004
switch (conf-tm-dest) #

Ry 77 |subscription sub_id TLARNIYTRIY T g P TE—RIAD,
i - TVARNY T2 YT a ek LEd,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

Z 5w 78 |snsr-group sgrp_id sample-interval interval oY — T N—TFRBEOY T2 ) a0

1

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

Y LT, TH0V 7Y T (XU RE
) #RELET, Vo7V U TRRIE. AL v T
DT LA N T2 EEMRICEET D0, AV
HB—Txf AL NPFAE LT L EIZEET D0
ERELET,
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ARV RFERET7TIV3 Y B#Y
A7y 79| dst-group dgrp_id B I N—T R DY T AT VT v a ) vy
Bl - LET, faET D87 /L — 713, destination-group

switch (conf-tm-sub)# dst-grp 33 ? - V POk LR 7 v s R LTS
switch (conf-tm-sub) # Qﬁ%gﬁ)ib ) jiTro

EEO NI EDAE—T T4 R INADIERK

BrbADEEZRF O D Z—DHhERTFIIERINZF—T— R 74 V2 2H LT, A
VE—T 2 ANRA TYLEFERRTEE T, 7 4V H L counters=[detailed] TT,

ZOTANEEMHTLIEICED A v F—T oA A RRIMEHARERTXTOA & —
TxA AU —%mE L, WE LT — 2 %27 4 VAL LT D, fEREZERITEEE
LES, 74N Z21EFFTarThy, HHLARAVES, Pulih v 2—4280+XToh
BN B —T oA A NRRACFREINET,

N

GE) 74X OMAIL, show interface mgmt0 counters detailed DFEFT & AL TV E T,

FIEDHE
1. configureterminal
2. telemetry
3. sensor-groupsgrp_id
4. path interface query-condition counters=[detailed]
5. destination-group grp_id
6. ipaddressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp _id
FIED ¥
FIE
ARV RFEREET7TIVa Y ]3]
25 71 | configure terminal ST 4 Fal—tay B— REANLET,
fl

switch# configure terminal
switch (config) #

ATy 72 |telemetry T LA b UBSREDRERRE— RIZAY £97,
1 -

TLARY
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ARV RFERETIVa Y

B8

switch(config) # telemetry
switch (config-telemetry) #

ATvT3

sensor-groupsgrp_id

1

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLARN) F—2Dv P — T —TEER L F
7,

ATvT4

path interface query-condition counter s=[detailed]

1

switch (conf-tm-sensor)# path interface
query-condition counters=[detailed]
switch (conf-tm-sensor) #

A B =T 2 ANRNATYLERER L, TXTo
A B—T A ANLDOBaUSND T T B —D I
FRELFET,

ATvTh

destination-group grp_id
fi

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

FULANIERE V- T E— NICAY ., Bk
BT N—T 2R L £,

ATvT6

ip addressip_addr port port
{1

switch (conf-tm-dest)# ip address 1.2.3.4 port
50004
switch (conf-tm-dest) #

PT2R7 YT arDF LAY F—2 AR L
T, BESNFIPT RLAELAR—RMIARI—I >
7‘[./35#0

ATy T1

subscription sub_id

1

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

TVLAMN) Y TR T a P TE2—RIAD,
FTLARNY) TRV T g 2R LET,

ATvT8

snsr-group sgrp_id sample-interval interval

1

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

oY= I N—TEBIEOY T A7) T g il
YO LT, T—20% 7Y IR (R VB
) ZRELET, 37V o FHIRIE. A v F
DT VAN T—=HEEMHNCEET D0, A
B =Tz AL MPRFAE LT L ZITEET D0
ERELET,

ATvT9

dst-group dgrp_id
fil

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

Bt SN —TH Z DY TRy Y Ta ity vy
LET, f8ET D87 /v — 713, destination-group
A~y RCHRL LB i 7 v —7 L — B L TWnD
VERHY £,
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BrEEEDS v a—7 42 <20

BMEREDA V3 —T 14 X /INADFEK

BESNTFEEERED A v —T 2 A ADH T R ERTERBFLDX—T— R 7 4 )VE E{H
LT, A Z—T A AR T YULZER T ET, 7 4 IV H T oper-speed=1] T9, KD
BB SAR— F STV E T rauto, 10M, 100M, 1G, 10G, 40G, 200G, 3 & UF400G,

TDTANEEERT AL, A F—T 2 — AN ESN-HEOL X —T = —

ADT VA RNY) T—2EIEL, TOMBEZEMEBELET, 74 VXTI A T a T
T, A LRWEE, BIEEEICERRL, X TCOAS U H—T =2 ADH T U ENFRREN
F7,

PG AN @ﬁ@Lr%ﬂ/VE@@@)XFELT%Tlﬂé EMTEET, &k
X, oper-speed=[1G, 10G] I, 1ij:Ulonps TEMET AA v H—T =2 A ADH X EE05
LET, KUV XFELTEAZERALRNTLZE0,

\)

GE) AV B =T ARABANTHTA L E—T A A JN—T "y 7 BIOVLAN (@R E
TaINT 4 BN, TANZITINEDA o H—T oA A XL T2 R—FLERA,

FleD#HE
1. configureterminal
2. telemetry
3. snsr-group sgrp_id sample-interval interval
4. path interface query-condition oper-speed=[speed]
5. destination-group grp_id
6. ipaddressip addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp_id
FIE D
FIE
OV RFERET7TIVa Y B
R Fw 71 | configureterminal a7 4Falb—TaryE—REANLET,
i :

switch# configure terminal
switch (config) #

ATy T2

telemetry T LA N UBBEDOHERE— RICAD £7,
B -

switch(config) # telemetry
switch (config-telemetry) #

TLARY .
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ARV KRFERIETI Va3 B#

R 5w 73 |snsr-group sgrp_id sample-interval interval oY= IN—TEBHIEOY T A Y S a
i - Y7 LT, TEZOY T 7R (2R
switch (conf-tm-sub)# snsr-grp 6 sample-interval {L) %E&hﬁiﬂbiﬁﬂ KR Vﬁﬁﬁﬂﬁ B X/I) /?:
5000 DT LA N F—22EMICEET D0
switch (conf-tm-sub) # B—T oA AL NNFEE LT L XI|T 3%:.'3‘5 D

ERELET,

R 7 4 |path interface query-condition oper-speed=[speed] AR —T 2 A ANAT YL ERER L, fBEINT
il - HEE (Z OFITIE 1 Gbps & 40 Gbps &) TEIEL
switch (conf-tm-sensor)# path interface Tb\é/f f/é7 -7 :1:/]) A D CD 0)73 ]7 ‘/& %R‘E% L/i
query-condition oper-speed=[1G, 40G] 7ro
switch (conf-tm-sensor) #

AT 75 | destination-group grp_id T LA NV N —T T = RIZAY | B
Bl U N—T B LET,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port PT2R7 YT arDF LAY F—2 R L
i - T, FBESNEIPT RLALR—FIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7LET,

50004
switch (conf-tm-dest) #

Ry 77 |subscription sub_id TLARNIYTRIY T a P TE—RIZAY,
i - TVARNY T2 YT a ek LEd,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 5w 7 8 |snsr-group sgrp_id sample-interval interval oY= I N—TEBIEOY T A7 Y S a
Bl LU, FAOY T Y IR (3B
switch (conf-tm-sub)# snsr-grp 6 sample-interval {L) % Hﬂiﬂbjf'é’* #/7 ) /7Fﬁ|§l"1 j: X/I) /7‘
5000 DT LA N F—8 2B EET D0,
switch (conf-tm-sub) # BT o A A2 RHR %@ L= & x|z 9‘\:1'3—;—675)

ERELET,
A7y 79 |dst-group dgrp_id B S N—T % OV T AT Y T a iy vy

1

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LET, f8ET D87 /L — 713, destination-group
vy NCHRR L 7 v—7 L —BLTnD
VBN H D E3,

BEOIIT)IZEBA3—T 4 R INADERK

A HF =T x A RANRRAFTYLDE L7 2 &0

XL TCHEEO 7 4 VY BT ET, &

DOBE . HHT AL D7 4L Z T AND TS INET,
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U DI T T ey T |

IV FMOFT 4 ZE, 3w LTXEY 9, query-condition (21X, EE DD
TANBEBETEETH, BINTL7 AV EREZVELE, FROEAPKOND Z LICER

path interface query-condition counter s=[detailed],oper-speed=[1G,40G]

LTL7ZE0,

FIEDHE
1. configureterminal
2. telemetry
3. sensor-group sgrp_id
4,
5. destination-group grp_id
6. ip addressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp _id

=3 k2 i

FlE

ARV KRFERERETYVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

a7 4 Fal—varyET—RK2ANLET,

ATvT2

telemetry
1 -

switch (config)# telemetry
switch (config-telemetry) #

7 LA N UBREOREE— FICAD £,

ATvT3

sensor-group sgrp_id

1 -

switch (config-telemetry) # sensor-group 6
switch (conf-tm-sensor) #

TLARNY F=2Dvrh— I —TEEk L%
—g—O

ATvT4

path interface query-condition
counter s=[detailed],oper-speed=[1G,40G]

1

switch (conf-tm-sensor)# path interface
query-condition

counters=[detailed], oper-speed=[1G, 40G]
switch (conf-tm-sensor) #

FL7 =) TEEOERMGEZHMELET, ZoflT
& 7 2 VRO T 2 AT LET,

*1Gbps TEITEINTWDLA LV H—T = A ATE
a SO B —EINE L TR LET,

40 Gbps THEITSNTWNWDHA X —T = A TER
SO B —HIEE L TRLUET,

TLARY .
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R T 75 | destination-group grp_id T LA NS V—T T E— RICAD | Bl
Bl - F T N—TE R L E T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

AT 76 |ipaddressip_addr port port PTRI VT arOF LA RN F—X 5L
i - T, HESHEIPT FLALER—=NMNIA MY =3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 L/giﬁko
50004
switch (conf-tm-dest) #

R 77 |subscription sub_id FLARNIYTRZY T g HTE—RIAD,
i - TUVARNY $TR7 YT va v alkLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 5w 7 8 |snsr-group sgrp_id sample-interval interval oY= N—TEBHEOY T A7) g i)Y
B - Y7 LT, F=20% 7Y o7 (2R
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i)w_ %ﬁﬁ‘ﬁiﬂbiﬁ—o —H-:j_? U V?Fﬁ?ﬁri‘ﬂi\ X/]) y?:
5000 MT VAN F—=2 2 EMRINTEET D0, A~
switch (conf-tm-sub) ¢ B—T 2 ARy MR LT X SEIET B

ERELET,
AT 79 |dst-group dgrp_id B N —T R OV T AT Y T a i) vy

1 -

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LET, fHET DHHE 7 /L — 71X, destination-group
vy NORER LIz e 7 v —7 & —8 L Tn5
W BH Y ET,

—

FIEDOEE

T—RAFEIFAREER—) 2 TF5-ODRE/NXDIERK

BRIEE/SA UL, 77 v, BE, &R, AR L—Y ZA—=RX—=_AH T4 H—FKRpED
Vy—UEHREE=X VT LET, TULA RN T=HEEHNIHR—D o TT B AN
FRFAELTZE LT —FZBET 5 L O IR SR Z R TE T, FEic 20T, 45
R=TD [F—=HDOKR—=V T EFA R FOZE] 2L TSN,

EHIR R = T EIFA R MZESW T AT A U Y — R EREZIRT IO V—2A
NABBRETEET, ZORXREI T4 NFZ ) T EYFR—FLTHERA,

configureterminal
telemetry

sensor-group sgrp_id
path environment
destination-group grp_id

appwDbdR

. TLARY



| sL2ky

F—8E kA Ry b ER—) V7 s ooBrE2omHE [

6. ipaddressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp_id
FIIE D
FE

ARV RFERERTI VA Y

=)

AT w 71 | configureterminal a7 4 FXal—aryEF—REANLET,
i)
switch# configure terminal
switch (config) #

ATy J 2 |telemetry T U A N UBREOMKE — FIZAD £7°,
fi
switch(config)# telemetry
switch (config-telemetry) #

R T 73| sensor-group sgrp_id TLARNY F=FDOvrh— T —TEAER L%
i o
switch (config-telemetry) # sensor-group 6
switch (conf-tm-sensor) #

A7 v 7 4| path environment RO % DBEAT V=7 hOT LA LY F—4
il - 7 SIUUSIEETED LD ICT HBRE A T~ V&

. L . ML ET, F0E, EEOT—F A& 15D
switch (conf-tm-sensor)# path environment .
switch (conf-tm-sensor) # Hjjja:ﬁﬁé§1/jiTro
P T ARG CC, BT —Z13AR—U 7T
fRICEDSNTA MY =7 ansdn, AV ER
AL ZITEEFEINET,

AT 75 | destination-group grp_id TLA NV V=T YT E— RICAY | Bkt
Bl BTN —T R LT
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port PTRI YT arDT VAN T2 EERL
i - T, BESNIZIPT FLAER—=MIARY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 L/EEﬁfo
50004
switch (conf-tm-dest) #

A 77 |subscription sub_id TVLARNI Y TR YT a B TE—RIZAD,

1

TLARN) B TRV T g w2/ LET,

TLARY .
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B8

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 5w 78 |snsr-group sgrp_id sample-interval interval o= I N—TEBHIEOY T A Y S a
B - YILT, T=2oY T Y o 7RE (R )
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁl) %ﬁ&“ﬁbi’g‘"o Y7y V?FE?BF%&&‘ AL YT
5000 BT LA N T =22 EHICEET D0, REA
switch (conf-tm-sub) # N NPRELTEEXICEETHINERELET,

AT 79 |dst-group dgrp_id B I N—T 2 OV TR Y T gl vy

1

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LET, f8ET D857 /L — 713, destination-group
A~y RCHRL LBt 7 v —7 L — B L TWnD
ﬂ‘g Zﬁ &) @ i‘j—o

BENERAEFS VXU THEDOEMEL

NX-0S U U — 2 10.4.1(F) L%, Cisco Nexus 9336C-FX2 35 1 (8 9332D-GX2B A1 » FTiL, &
114 & B 5 72912 power usage-history =2~ RO AR— SN THWET, T 744 b

TIE, ZOBEIZENIC /> TWET,

Cisco NX-OS U U — % 10.4(2)F LAF&, CiscoNexus 9000 >V —RX 7F v 74— AAf v F T
IX. power usage-history =2~ > K3 AR—F &I TWnET,

ZOBREZ AT DI, ROFIREZFEITLET,

FIEDHE
1. configureterminal
2. [no] power usage-history
FIED FHE
¥
ARV FERET7IVa Y By

R Fw 71 | configureterminal e — RIZAY 9,
f
switch# configure terminal
switch (config) #

R 7w 7 2|[no] power usage-history BAERAE N7 v X THRBEADCLET, 20
Bl - WA BET 2121, Zoavr RO no %
switch# power usage-history fﬁfﬁ ijfiro
switch (config) #
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HEBBEDRT

BENERAZERORTITU L

EEHEBYMEEE BT
EEIRL TSN, A%
X —75y NOEIEHEOHG

i, BHBHE ST v X IHEEOENE (62 =)
Lt show environment power history ZfEfH L CX £ &7
%%%%%Li?o

=l VN N e ONLES

show environment power history { peak |target | X & KF 72 % — 4 v h OESEHEER,
Imin | target 1hr | target 14 days|target 14days
day day no}

av Yy Rl
show environment power history peak =~ > FOF & RIZR L £,

switch# show environment power history peak

Power Output Power Peak Time Input
Power Peak Time
Supply Model Status (peak) (Output Power) (peak)

(Input Power)

1 N9K-PAC-3000W-B Ok 334.30 W 06/07/2023 10:54:29 362.45
W 06/07/2023 10:54:59

2 N9K-PAC-3000W-B Ok 362.45 W 06/07/2023 10:53:29 425.80
W 06/07/2023 10:51:44

switch#

Last lmin usage data would contain average usage in last 15secs, 30secs and 60 secs.

module-4# show environment power history target 1lmin

Power Output/Input Output/Input
Output/Input

Supply Model Status (15 sec) (30 sec)

(60 sec)

1 N9K-PAC-3000W-B Ok 330.78 W / 362.45 W 330.00 W / 362.00 W
330.00 W / 362.00 W

2 N9K-PAC-3000W-B Ok 358.94 w / 415.24 W 358.00 W / 415.00 W
358.00 W / 415.00 W

switch#

show environment power history target 1hr =~ > RO ZRIZRLE T,

switch# show environment power history target 1lhr
1 min avg data for 1 Hr for
slot: 1 Product Name: N9K-PAC-3000W-B status: Ok

Output Power Input Power Time
331.00 W 362.00 W 06/07/2023 11:34:44
330.00 W 362.00 W 06/07/2023 11:33:44
333.00 W 362.00 W 06/07/2023 11:32:44

TLARY
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333.00 W 362.00 W 06/07/2023 11:31:44
331.00 W 362.00 W 06/07/2023 11:30:44

1 min avg data for 1 Hr for
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Output Power Input Power Time
358.00 W 417.00 W 06/07/2023 11:34:44
358.00 W 417.00 W 06/07/2023 11:33:44
358.00 W 417.00 W 06/07/2023 11:32:44
358.00 W 417.00 W 06/07/2023 11:31:44
357.00 W 415.00 W 06/07/2023 11:30:44

show environment power history target 24hr =~ > ROFZRIR L E T,

switch# show environment power history target 24hr
1HR avg data for 24 Hr for
slot: 1 Product Name: NO9K-PAC-3000W-B status: Ok

Output Power Input Power Time
332.15 W 363.56 W 06/07/2023 12:50:44
332.13 W 363.66 W 06/07/2023 11:50:44

1HR avg data for 24 Hr for
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Output Power Input Power Time
358.23 W 416.68 W 06/07/2023 12:50:44
358.35 W 417.05 W 06/07/2023 11:50:44
switch#

show environment power history target 14days =~ > KO Z2 kIR LE T,

switch# show environment power history target l4days
1 Day avg data over a period of 14 days

slot: 1 Product Name: N9K-PAC-3000W-B status: Ok

Day Output Power Input Power Date

1 332.17 W 363.61 W 06/07/23

1 Day avg data over a period of 14 days
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Day Output Power Input Power Date
1 358.23 W 416.81 W 06/07/23
switch#

This CLI displays the average usage throughout the day for each day in last l4days. For
each PSU 14 days average usage 1s displayed. A detailed per hour usage for each day is
displayed when day number is given. Output for that is given in next slide.

show environment power history target 14daysday 1 =2~ > KO & KR LE T,

switch# show environment power history target l4days day 1
1 HR avg data for 1 Day
slot: 1 Product Name: N9K-PAC-3000W-B status: Ok

Day 1
Output Power Input Power Time
332.23 W 363.61 W 06/07/2023 13:50:44
332.15 W 363.56 W 06/07/2023 12:50:44
332.13 W 363.66 W 06/07/2023 11:50:44
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1 HR avg data for 1 Day
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Day 1
Output Power Input Power Time
358.11 W 416.71 W 06/07/2023 13:50:44
358.23 W 416.68 W 06/07/2023 12:50:44
358.35 W 417.05 W 06/07/2023 11:50:44
switch#
switch#

AR MNFERIFT—AR2ZR—1) 25536001 Y—RX INADHER

U —ZA X, CPURHRRCA TV FHRREDV AT LY V—AeT=H U T LET,
TONRZEBE LT, TLA N F—2E2EYHCIET D0, A X2 RIRELTZ & XTI
ELTEET, 453—2D [F—FOR=—V U ITEHIFAR FOZE] 2B LTLITEEN,

TONRRFTANEZ Y T R—FLTWERA,

FIRDEE

F IR D 48

©WONDAAWN=

configureterminal

telemetry

sensor-groupsgrp_id

path resources

destination-group grp_id

ip addressip_addr port port

subscription sub_id

snsr-group sgrp_id sample-interval interval
dst-group dgrp_id

FIE

A RKFERIEFIFT7II Y

E:)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

a7 4F¥al—varyE—RKEANLET,

ATy T2

telemetry
1 -

switch(config)# telemetry
switch(config-telemetry) #

7 LA MU BEREOHR T — FICAY £7°,

ATvT3

sensor-groupsgrp_id

1

FLARN) F—2pvoY— ITA—TFE2ER L E
K
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switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

AT 7 4| path resources BEOEA DL AT N )Y —=ADT LAY F—

il - BT IUCERETEDL LT DY V=R (R

. L TOVERER L ET, TR BEROT—2 AT

switch (conf-tm-sensor)# path resources .

switch (conf-tm-sensor) # %f 1 ’D@Hjj]@:ﬁ‘/iﬁ/ﬁ\ Liﬁﬂo
T ARMBISE T, VY =R F =2 FR—V
THIBIZEDNTA N = T ENb0, VAT
L AEYN INotOK] I[ZEE INZEXITEESN
£

R T 75 | destination-group grp_id T LA NS NV —T T E— RICAD | B
Bl - F T N—TE R L E T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port PTRA7YFarDF LAY F—2 AR L
i - T, HESHEZIPT FLAER—=NMIA Y =3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 L/giﬁko
50004
switch (conf-tm-dest) #

R 71 |subscription sub_id FLARNIHYTRZY T g FTE—RIAD,
i - TUVARNY T2 YT a v alkLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 5w 78 |snsr-group sgrp_id sample-interval interval oY= N—TEBHIEOY T A7) g i)Y
B - Y7 LT, F=20% 7Y o7 (2 RE
switch (conf-tm-sub)# snsr-grp 6 sample-interval {i)ﬁ %ﬁﬁﬁiﬂbiﬁ—o —]j-:/7 U V?Fﬁﬁﬁﬁi‘ X/]) y?:
5000 MT VAN F—=2EEMNTEET D0, VY —
suitch (conf-tm-sub) ¢ ALY PP LT & FICRET D DA YE L&

j‘o
AT 79 |dst-group dgrp_id B N —T OV T AT Y T a i) vy

1 -

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LET, fHET DHH 7 /L — 71X, destination-group
vy RTCHK Lz /v —7 L 8L TWnD
W BH Y ET,

AR MFERIFT—2%ZFR—1) 253 5160 VXLAN /XX DFERL

vxlan /XA Z~UL1L, VXLAN 7, VXLAN h 7o % — VLAN v %—_ BGP bV'7 5F—
gL, AL v FORIEYETE LAN EVPN [ZB T A EREAEBIELE T, ZDRR TV E R

LT, EMINC, EFREFARXIRBELLLZICT VA M FREINETEET,

. TLARY

A



| sL2ky

FIRDOHE

F IR D

ARy M EEET—8 ER— 25T 500 AN <ot [

T AT T=HEEINNAFICA N ) =T ENDHT LAY T—4% (12—=) | &5}

LTL7ZENY,

ZONRAFTTANZ ) TP R—F L TWHEREA,

configureterminal
telemetry

sensor-group sgrp_id

vxlan environment
destination-group grp_id

ip addressip_addr port port
subscription sub_id

©WeEeNDARAEWN=

dst-group dgrp_id

FIE

snsr-group sgrp_id sample-interval interval

ARV KRFERERETYVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

a7 4 Fal—aryE—RK2ANLET,

ATvT2

telemetry
1 -

switch (config)# telemetry
switch (config-telemetry) #

T L A N UBREORE T — FICAD £,

ATvT3

sensor-group sgrp_id

1 -

switch (config-telemetry) # sensor-group 6
switch (conf-tm-sensor) #

TLARNY F=2Dvrh— I —TEEk L%
—g—O

ATvT4

vxlan environment

1

switch (conf-tm-sensor) # vxlan environment
switch (conf-tm-sensor) #

BE DM a2 D VXLAN 72 =27 hDOFT LA R

TR T YLIZIEETE D L D129 D vxlan /N A
TPV EERLET, TV, BT —% AN
Z1OOMNITHAE LET, o7 A mRICIS T

T. VXLAN 7 —# 3R —V > 7RIz EESWN T A
M= 7 &NB0, AV IREAELZE X
EEINET,
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A7 75 | destination-group grp_id T LA NI V—T YT — RIZAY | Bk
Bl - F T N—TE R L E T,
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port PT2A7YFarDF LAY F—2 AR L
i - T, HESHEZIPT FLAER—=NMIA Y =3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 L/giﬁko
50004
switch (conf-tm-dest) #

R 77 |subscription sub_id FLARNIYTRZY T g HTE—RIAD,
i - TUVARNY $TR7 YT va v alkLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 5w 7 8 |snsr-group sgrp_id sample-interval interval oY= N—TEBHEOY T A7) g i)Y
B - Y7 LT, F=20% 7Y o7 (2R
switch (conf-tm-sub)# snsr-grp 6 sample-interval {il %ﬁﬁﬁiﬂbiﬁ—o #37 U :/? %ﬁﬁ%ﬁi‘ X/]) y?:
5000 WT LA N F =25 EMICHET 5. VXLAN
switch (conf-tm-sub) ¢ ARy RRRE LT b XSRS B EE L E

ﬁ‘o
AT 79 |dst-group dgrp_id B N —T R OV T AT Y T a i) vy

1 -

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

LET, fHET DHHE 7 /L — 71X, destination-group
vy RTCHEK Lz 7 v —7 L 8L TnD
W BH Y ET,

INR SR &Rk > HERR

FIRDEE

WD TH, WA TAULPERR SN TWD Z EA2MER L,

DIEZ R TE £7,

1. show running-config-telemetry
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FIED
FIg
AU RERET Sy B
Z 5 7 1| show running-config-telemetry HEDT LA L) OFF e R LET, = ofl

1 -
switch (conf-tm-sensor)# show running-config
telemetry

!Command: show running-config telemetry
'Running configuration last done at: Mon Jun 10
08:10:17 2019

!Time: Mon Jun 10 08:10:17 2019

version 9.3(1) Bios:version
feature telemetry

telemetry
destination-profile
use-nodeid tester
sensor-group 4
path interface query-condition
and (counters=[detailed], oper-speed=[1G,10G])
sensor-group 6
path interface query-condition
oper-speed=[1G, 40G]
subscription 6
snsr-grp 6 sample-interval 6000
nxosv2 (conf-tm-sensor) #

TIX, B =27 —741F, 1 BLU10Gbps T
HELTCNWADAL L E—T oA A, Tallsol
DUH—EIET DL OIS TV ET, By
P— T N—7 61, 1 & 40Gbps THEITSNTWND
A B =T A ANSTRTOH T H—EINET
DEDITHER SV TWET,

INR SRIVEHRD R

NR SRR RATUR

show telemetry usability =~ > FZ2iH$T 5 &, 72U ZRITLICE ZIWIANATUNRTED

il # DINAZFIRTE LT,

avy kR

RTAR

show telemetry usability {all | environment | interface | resources | vxlan} FTRTO/NNR FYLDFRC7

INA GAYL DT RTDT A |
ERIR 2R — U o T E T A A
HETAENEIDPPRRENET
A B =Tz A AN T~YL
X7 V&b EENRET,

show running-config telemetry

T LAY SRS TS
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avy Fopl

\}

() show telemetry usability all =~ > RiX, ZDOE7 g MNIRENTWDLHEADa~y REd
THfE Lz 0L LT £,

KIZ, show telemetry usability environment =< > ROF %2R L ET,

switch# show telemetry usability environment

1) label name : environment

path name : sys/ch query type : poll query condition

rsp-subtree=ful léquery-target=subtresstarget—suotree—class=egptPsuSlot, eqotFtSlot, eqptSucCSlot, egptPsu, egotEt, eqotSensor, egqotICSlot
2) label name : environment
path name sys/ch query type

event query condition
il S350 (01329 459 )@ %

iy

switch#

iz, show telemetry usability interface =~ > ROH &2~ L £9,

switch# show telemetry usability interface

1) label name : interface

path name : sys/intf query type : poll query condition

qery-tacs=di ldensg ery-tarostfiltereg (11RysTE.adur, "tY') o resdni Idensrpa e ¥Stats, monlfIn, monHfoLL, wonfHCn, monfHo L
2) label name : interface

path name : sys/mgmt-[mgmtO] query type : poll query condition

qeytaros=s e ery-taros=—fi ltereg oMyt If.adnir, ") S&egoa bree=flil lsro-s e -Classsmu BrerSats, manlfn, moilfost, monfHCh, moifiio L
3) label name : interface

path name : sys/intf query type

|47 ¢

event query condition

ethpmEncRtdIf.operSt, "down") ), and (updated (ethpmEncRtdIf.operSt) ,eq(ethpmEncRtdIf.operSt, "up"))))

4) label name : interface

path name : sys/mgmt-[mgmtO] query type : event query condition

qeytagEahetaeytasfilterar(rEael() aested|) oo mheltT.ges) et g, 't ) ao{ e ges) et s, 1))
switch#

IZ. show telemetry usability resources ==~ > ROF|ZR L £,

switch# show telemetry usability resources

1) label name : resources

path name : sys/proc

query type : poll

query condition : rsp-subtree=fullé&rsp-foreign-subtree=ephemeral
2) label name : resources

path name : sys/procsys

query type : poll

query condition

3) label name : resources
path name : sys/procsys/sysmem
query_ type : event

query condition
query-target-filter=and (updated (procSysMem.memstatus) ,h ne (procSysMem.memstatus, "OK") )

switch#

Iz, show telemetry usability vxlan =~ > FOHB &2 /R L E T,

TLARY
T I



| sL2ky
21747 7—5Ex 2 ||

switch# show telemetry usability vxlan

1) label name : vxlan

path name : sys/bd

query_type : poll

query condition : query-target=subtree&target-subtree-class=12VlanStats
2) label name : vxlan

path name : sys/eps

query_type : poll

query condition : rsp-subtree=full&rsp-foreign-subtree=ephemeral
3) label name : vxlan

path name : sys/eps

query_type : event

query condition : query-target=subtree&target-subtree-class=nvoDyPeer
4) label name : vxlan

path name : sys/bgp

query_type : event

query condition : query-target=subtree&query-target-filter=or (deleted(),created())
5) label name : vxlan

path name : sys/bgp

query_type : event

query condition

qEgftm;tsitﬁ&hmgifﬁt&etkﬁ;hp&mbgﬂirbgﬂﬁﬁfhgiu@fb;RE@ﬁhﬂyngEﬁtirHBb}QEEU?ngEﬂtﬂhﬁyngE@ﬂId

switch#

2T 4T T—HREET/ARX

2T 4T T—R2FEET/ARIZDNT

NX-OST L A MUIE, BEDA VT T AN T I F ¥ E21ET —F_X—R|IBEINRN=
NINTF—=HEETLTHEIAIAT 4T T—X V=AY R—brLET, bz, X147+«
T T EETEERTAE., avAR—3 L N ERRT AV r—Y g E2 T vy LT, B
BHRERET VA M) AN —AIHATEET, AT 47 T—F EETLONRRATA 7
FARNT T YIRS 72V, ZOMBEIIFHMEEZRME L, XM T4 7 TV r—a ik
NX-OS T LA LY kxﬁﬁf%it
FAT 4T T—=H BEXARABFEHT L L, BFEOE P — R LT, BV L
FTLAN) F—EEZETEET, ZOMEEIZINX-SDK FHEL T, RORZANEDT LA
F) F—=ZDAN) = T2 R—FLET,

s IPL—F+DT LA MY T—H%EEET 5D RIB /XA,

cEB IO MACZ Y FUDT LA RN F—F%2%ET 5 MAC /¥R,

«IPv4 L IPV6 BEEDT L A U F— X 2659 A BEERRS A,

TLARY




FLALY |
B A7 77 SR ERRACRA R —I T ERBTLA Y T—4

YT ATV TvarwBlkT 5 e, BRLEZARADTRTOT LA Y F—2RNEHERE L LT
ZEFICA NI —I 7 ENET, EEEOH, A X MBEHMOAPZEEICA N —I 7
IhET,

FAT AT FT—HEETLRNADA N = NE, kO a—F 4 07 ZA TP R— |
LET:

+ Google Protobuf (GPB)
« JavaScript Object Notation (JSON)
« 22737 | Google Protobuf (= 2737 | GPB)

T T4 T T—R2REETNRBICA M) —ZI205ENBTLARY
F—4

RORIL, %V —ANRAIONWT, BT R7 YT v a UPRIINHER SN & (X=X T A
V) AR MEMPBELTLEZICA RN I 7 INLERERLTWVET,

Path Type

HBIRGYToa3 0 R=XF54Y

. TLARY
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FAT4T FoARERARAIR kY —3v55neT LAY 7—4 |

i

RIB ETONL— b DE]

hlll

N
7,
\

o« L~

R R

TLARY
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FLALY |

MAC

B L OE AT v 7 MAC = KUkt
LT DME /5 cetars #FETLET,

AR KD
Ny EE
ADT LA
g

* MAC
* MAC
* VLAN
A X
o« 4R

FESVA S|
=)

[5ES

IPv4 35 L ONIPve [HEERAfR (7Y v kv —)
FIRELET,

AR RD
VAT
%R (TYy
CTx=7 X

<IP7 |
* MAC °
A H
« WERA
* VRF 4
« FY 7
« B
o [ B

77

BEEBER (
-

FEMIZ DUV TIE, Github @ https:/github.com/CiscoDevNet/nx-telemetry-proto ZZ M L T< 72 &

Wy,

FEEIHEFINEIER

RAT 4T T —F FETT AN AL, ROEEFHEGNFER S Y £7,

. TLARY


https://github.com/CiscoDevNet/nx-telemetry-proto

| sL2ky

N—T 4 VIR A T 4 T F—atER 2o ]

*RIB. MAC. BLUBEREGR (TVxv kI —) ORAT 4 T T —ZEETLNANDLD A

MU= T OHE, B — 27w RT 0 OFHL, depth, query-condition, %7z
i filter-condition 72 K DA A Z AEAEZ R — F LEH A,

* CiscoNX-OS VU U —Z 104(3)F LI TiX, RIBRA T 4 7 RADH LTIV R—=ZADH T A

VT a rELFERORETR— 5, LW U JEREASATVET,

W—T 4 VT ERORA T4 T—FEET/INADER

URIBIZEENDHTRTON— MNIETHEREEFET AL —T 4V ITEROXA T4 T T —
BB NAEERTEET, BT 5L, BEHEETTXITOLV— MEREERFLES, X—
AZTA D, AL v F NI R— b T HL—F 47 Fa haoi— sEHEHIBRERECS
WTHEHAEE SNET, RIBEMTEEFEINDT —HXIZOWTIE, 61X—=Y0D (x4 T7 47

§fh_

B —=ZNAHICA RN =T ENDT VAN TF—%] 2B L TIIEEN,

1R BHIIC
TLANUBREZ BN LT ARWEAIL, 22 TEMCLET BT LA RY) |

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path rib query-condition [data=ephemeral | updates only]
6. destination-group grp_id
7 ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB | GPB-compact
}
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
FIED %
FIE
ARV KRFERETIVaY B#)
25w F1 |configureterminal SLT 4 Fal—tay E— REANLET,

1 -

switch# configure terminal

switch (config) #

ATy T2 |telemetry T LAY HRRORKE— FICAY £7,
£l

TLARY .



B g0 R T 4 T F—stER AR OMR

FLALY |

ARV FFEREETIVa Yy

S

switch (config)# telemetry
switch (config-telemetry) #

AT 73 |sensor-group sgrp_id ot — IN—FEERLET,
1
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #
27w 74 |data-sourcenative B DT N ROT— 4 R A B T P, A
i - TAT T TV = a v BNARNY — LA T —H %ff
switch (conf-tm-sensor)# data-source native ﬁﬁf% é CI: g ﬂ:\ 7‘_&%4%]:%%4 747 ﬂ:?ﬁﬂé
switch (conf-tm-sensor) # L/EEjfo
RT7w 75 |pathrib query-condition [data=ephemeral | N—hEN— T v FTF—MEREA R —I
updates_only] 7% RIB /S A % flipk L £7,
i - query condition data=ephemeral (7> =2 )
nxosv2 (conf-tm-sensor) # path rib :/7"/1/'351[5'%0 i 7": ;j:o u% 72%&‘7]?'(% i@—o z O)-}j—
2 f- - # o — ks N
prosyE (contrinTeensor) NI Ko T, B SEl L — MEWA EHIRY
Ik ICEE SNABENRED £4 WERENHF T
nxosv2 (conf-tm-sensor) # path rib query condition| JL[H}ETC)
data=ephemeral
nxosv2 (conf-tm-sensor) # query condition updates-only (#~7> =z >) ¥
Bl - TR0 TOHFR—F&EnETd, 2075
nxosv2 (conf-tm-sensor) # path rib query condition ﬁif&i\ %?}]0)%‘}“ f 7oA :‘/J‘]\ ’7‘“‘&\01}%{5 éﬂ
updates_only T, b— MEWROEH O R DEREICEE S VE
nxosv2 (conf-tm-sensor) # 4
AFw 76 |destination-group grp_id TLARNVERE I V—T T E— RIZAY, B
Bl Wese s — T M LT
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
RFw 771 |ipaddressip_addr port port protocol { HTTP|gRPC | +7 22 J F> a DT L A M) F—X % ${iE
} encoding { JSON | GPB | GPB-compact ) KRR T R LR EA— MER b — 3 v 75
R Lo L, =% A b —ADTE bk
switch (conf-tm-dest)# ip address 192.0.2.11 port] 31)/21“—]5%E%Qﬁgl,jiifo
50001 protocol http encoding json
switch (conf-tm-dest) #
Example:
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
Example:
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
25w 8 |subscription sub_id TLANI B TR ) I a 72— RIIAD,

1 :

. TLARY
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MAC 5D+ 1 7« 7 F—2Em 20 [

ARV FFEREETIVa Yy

E:)

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

2T w79 |snsr-group sgrp_id sample-interval interval oY= IN—TEREOY T AT S a il
1 Urr LT, Foa0d 7Y R (LU
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁ?) %féiﬁzl/jéiro %f:/:71}>/%iﬁ§F%li‘ AL YT

5000 DT LA N T—2ZEMITIEET B0, rib A
switch (conf-tm-sub) # AU MR LT & S ICEET B0 ERE LET
GE)
YoYU TR LT, rib B =R R
A=V U THRRICESNTA N —I 7 LET,
AT w710 |dst-group dgrp_id B N —T e DY TR Y F gt vy

51

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, BET 28R V— 713,
destination-group =~ > N CHERk L 7 e e 7 v —
TEHLTWAMERHD £7,

MAC 1E$RD A T4 T T—RZEET/NADIER

MAC 7—7 VDT XTOT L VT HEREFEET D MACIERDOARA T 47 T —H &
BILRAEMER TEET, BT 5L, BEFEITTXTOMACTHEREZEEFLET, EEED
#%. MACT RL DB, BH, X OHIBRBAIEOBANDEE SV ET, MACHEITERE S
NET—HIZONWTNE, FAT 47 T—FEFELAAFICA N —I T InNDHT VAR

FIRDEE

Fes (12—

\}

ZZRLTIZEN,

=)
HEfFSNET,

BT E 2 I3HIBRA X FOA . MAC ilEIE, 1P BEBEBIMR 2 £F> MAC 7 KL A2k L TD

1R BRI

TLANIBREZBENZILTWARWEAIL, 22 TEMCLET BreTLARY) |

configureterminal
telemetry

sensor-group sgrp_id
data-source native

path mac
destination-group grp_id

NOOAWN

}

ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB | GPB-compact

TLARY .
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8. subscription sub_id

FLALY |

9. snsr-group sgrp_id sample-interval interval

10. dst-groupdgrp id

FE D
Fig
aAv U RFEREET7TIVaY B#)
X w1 |configureterminal a7 4Falb—aryE—FREATJLET,
11 -
switch# configure terminal
switch (config) #
RATwvT2 |telemetry T LA N UBREOMRE — FIZAD 7,
1
switch(config)# telemetry
switch (config-telemetry) #
RT3 |sensor-group sgrp_id oY — IN—TF R LET,
i -
switch (conf-tm-sub) # sensor-grp 6
switch (conf-tm-sub) #
25y 74 |data-sourcenative BFEDEF LT — N A E B LI, A
B - TAT TTV =2 a v PNA M) —b T —H %2ff
switch (conf-tm-sensor)# data-source native )EHT% & £ ? K\ '7‘*—533_?1%7578?\/]’714’ 7@\7—5&'@
switch (conf-tm-sensor) # L/EETfo
ATy 75 |pathmac MAC = > kU 5 KO MAC @B 51 H 4 A
Bl - NU—LF % MAC A 2K L £
nxosv2 (conf-tm-sensor) # path mac
nxosv2 (conf-tm-sensor) #
RTw 76 |destination-group grp_id T LA NI N—T T = RIZAD, B
Bl s A
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
RXFw 7 |ipaddressip_addr port port protocol { HTTP|gRPC |7 227 VU FL a0 dDF L A N F—F % BT
} encoding { JSON | GPB | GPB-compact } KPP T LA LA MEA b —2 v 7%
- Eowk L, 7% A MY —L0Tm bane
switch (conf-tm-dest)# ip address 192.0.2.11 port] j:;/:lh—}:%faQEEIJEEﬁfO
50001 protocol http encoding json
switch (conf-tm-dest) #
1 -

. TLARY
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T _THMACERD 1 7 1 77— kEx 20 |

AV RFERETI3 Y EL:Y
switch (conf-tm-dest)# ip address 192.0.2.11 port

50001 protocol grpc encoding gpb
switch (conf-tm-dest) #

1 :

switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #

AT w78 |subscription sub_id FLARNIHTRZ YT g HTE—RIZAD,
B - TVANY B TR7 YT a rm R LET,

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

AT w79 |snsr-group sgrp_id sample-interval interval oY — IN—TEBEOY T A7) P a0l
Vo7 LT, T—20W 7Y iR (YK

1::ji-tch(conf—tm—sub)# snsr-grp 6 sample-interval ﬁi) %%ﬁ;biﬁ—o V7Y :/&F'EEJKI%%:]:‘ ALY F
5000 MT VAN FT—=2ZEHRNTHET D0, A~
switch (conf-tn-sub) # B—T A A ARy PRRA LT L XSRS
MERELET,
A7 710 |dst-groupdgrp_id P S N—T e DY T AT Y T a ) vy
Bl - LET, HET 5% 7 — 71,

switch (conf-tm-sub)# dst-grp 33 de;stination—group = :’\7 < }\ bR L 7o e L —
switch (conf-tm-sub) # 7 k—ﬁ LTU\%M‘EZ)‘XDV) \iﬁ—o

> ‘i — S — - = — le) -
TARTOMACTEHRDRA T4 T T—2EET/NADERK

LAY 3IBLIRLAFY 205, MACT—7LOFTRTOY N ICHETAEREEETS
MAC IEH DO XA T 4 7 T—H FET RAEHERTEE T, BETDH &, BEEITTITO
MAC ffREXELET,
D%, MACT RLA0BEM, T, BLOHIBREREOBMMNIEE SN ET, MACHEH
TEEENDEZT—ZIZOWTUEL, AT 4 7 T—HZ RGN AHICA N )= v T &b T L
ARY F—=% (123=Y) ZBHRLTLEEN,

\)

CE)  EHETITHIRA N~ POBE, MACEAIL, 1P BEEMRZ RS MAC 7 FLAIZX LTO
HIEFESNET,

1R BHEIIZ
TLUAMIBREEZADNZLTWARWGEAIE, ZZCTHEMCLET BEETLARY) |

TLARY
I



B r<comactEmnr 15« TF— 5 RETROER

FLALY |

ip addressip_addr port port protocol { HTTP | gRPC } encoding{ JSON | GPB | GPB-compact

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path mac-all
6. destination-group grp_id
7

}

8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id

F gD

FIE

ARV RFERRTI Ay

S

R w 71 |configureterminal

51

switch# configure terminal
switch (config) #

a7 4F¥al—varE—REANLET,

ATy TJ2 |telemetry
1 -

switch(config)# telemetry
switch (config-telemetry) #

T LA N YBSREDOERRE— RIZAD 97,

AT v F3 |sensor-group sgrp_id
1 -

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

oY — I A—TFEERLET,

5w 74 |data-source native

1

switch (conf-tm-sensor) #

switch (conf-tm-sensor) # data-source native

FEDET NRT —HRN—A B LELHTIT, A
FAT T IV =g NARNY) —L F—F Zff
HT&DXHc, 7—FEETLERAT 4 TITRE
L9,

X w75 |path mac-all
51

nxosv2 (conf-tm-sensor) #

nxosv2 (conf-tm-sensor) # path mac-all

T_THOMAC = U BIBMAC @EIZEET 5
AR M) —AF 5 MAC SAZHER LET,

R 5w 76 |destination-group grp_id
E

. TLARY
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PiEoR1 747 7—4 2o [

ARV FFEREETIVa Yy

E:)

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

RFw 77 |ipaddressip_addr port port protocol { HTTP |gRPC | 7227 ) F> a v DF L A R F—F & $5E
} encoding { JSON | GPB | GPB-compact } ENFEIPT FLAER—RMIA MY — 0745
1l - EoTHE L, 7—F% AU —LaDFm hane
switch (conf-tm-dest)# ip address 192.0.2.11 port] j:J/:IhAIQ%E%%ﬁil’jiiro
50001 protocol http encoding json
switch (conf-tm-dest) #
i
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
1
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
AT 78 |subscription sub_id FLANI Y TR Foa 72— RNIAD,
i - TUVARNY $TR7 Y Fva el LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #
RTwv 79 |snsr-group sgrp_id sample-interval interval L — IN—TEBEOY T A7 ) T a L
i - V7 LT, T80V 7Y I (3 VRE
AN ==y ~ © N a = w
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁL)ﬂ %HX}E ]‘/i‘g—o ‘]j-/j U /7FEﬁEFﬁm:‘ X/]) /9:
5000 DT VAN FT—=FZEMICEEGET 0, A
switch (conf-tm-sub) # H—=Txf A AR IBRFEELZEXITHETD
MERELET,
A7 710 |dst-group dgrp_id BRI S N—T OV T AT Y T a ) vy

51

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, e 28k NV — 713,
destination-group =~ > N CHERk L 7= e e 7 v —
TEHLTWAHMERHD £7,

IPBRZEDRA T4 T T—32 INADIEK

AA v FOFTRTO IPv4 & 1Pv6 BFEICET 215 M A X5 T2 IP S HRO XA T 47 T —
HEEITE R AR TE E T, BikT 5 &, EEMFIT TR TOBBEEREZ LG LET, EEE

D%, BEEEREOBI, BHr. B L OHIER

(ZBE DA R S E T, BEEEBISRE A TR(E

INDT—HIZOWTH, 61—V D [ RAT 4 TTFT—=H I —ANRAFIZA NI =7 &N
DT LVANIT—H] BERLTITEEN,

48 HHEIIZ

7 LA M UBEREZAZNC L TW R WEEIE,

ZZTHMILET BeETLARY) .

TLARY .
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LAY |

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4, data-source native
5. path adjacency
6. destination-group grp_id
7 ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB | GPB-compact

}

8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id

FIED

FIE
ARV RFERETI3 Y B

R w 71 |configureterminal a7 4 F2lb—aryE—REANLET,
1 -
switch# configure terminal
switch (config) #

ATy F2 |telemetry T LA N UBREOMKE— FIZAD 7,
i
switch(config)# telemetry
switch (config-telemetry) #

AT 73 |sensor-group sgrp_id vt — I —TEER L ET,

1
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

RTw 74 |data-sourcenative AT AT TFVr—aBRARN)—LT—H
i - ZHEHTE L9, 7T—FEETEXAT 47T
switch (conf-tm-sensor)# data-source native %%ﬁ;[/EE7fO
switch (conf-tm-sensor) #

A7 75 |pathadjacency IPv4 & IPv6 BEFZICBIT D 1WA A Y — L7 5Bk
&l - AR AV
nxosv2 (conf-tm-sensor) # path adjacency
nxosv2 (conf-tm-sensor) #

RTFw 76 |destination-group grp_id TULA NV N—T T E— RICAD | B
Bl - Wi T B L E T

. TLARY
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w1747 7—4 v—2 K2 fEm0ET |

ARV FFEREETIVa Yy

E:)

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

RFw 1 |ipaddressip_addr portportprotocol {HTTP|gRPC | 7227 U 7L a v DT LA M) F—4 % §5E
} encoding { JSON | GPB | GPB-compact } SMEIP7 FLALH—MZA M) =227 %
1l - EoTHE L, 7—F% AU —LaDFm hane
switch (conf-tm-dest)# ip address 192.0.2.11 port] j:>/:IhA]€%Eﬁ%EEIJEE7rO
50001 protocol http encoding json
switch (conf-tm-dest) #
i
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
1
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
AT 78 |subscription sub_id FLANI Y TR Foa 72— RNIAD,
i - TUVARNY $TR7 Y Fva el LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #
RTwv 79 |snsr-group sgrp_id sample-interval interval L — IN—TEBEOY T A7 ) T a L
i - V7 LT, T80V 7Y I (3 VRE
AN ==y ~ © N a = w
switch (conf-tm-sub)# snsr-grp 6 sample-interval {%)ﬂ%pﬂﬂ&b%‘?—o ‘]j-/j U /7FEﬁEFﬁm:‘ X/]) /9:
5000 DT VAN FT—=FZEMICEEGET 0, A
switch (conf-tm-sub) # H—=Txf A AR IBRFEELZEXITHETD
MERELET,
A7 710 |dst-group dgrp_id BRI S N—T OV T AT Y T a ) vy

51

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, e 28k NV — 713,
destination-group =~ > N CHERk L 7= e e 7 v —
TEHLTWAHMERHD £7,

2 T4 T T—32 V=X NREROERT

NX-0S @ show telemetry event collector =~ > F&EEM LT, XA T 4 TF—& J—ZNZAD
MEHEWME D T & FTRIT=T —2RRTEET

RETDRT

show telemetry event collector stats =~ > RAFITL T, ERA T 4 T T —H Y —A/NZADHE

HIERED D X BFRTEET,
RIB /X A DIRFHEFWDOH) -

TLARY .
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. R k1J—3 2% Syslog

switch# show telemetry event collector stats

1 4 Mon Jul 01 13:53:42.384 PST rib (1) switch#
An example of the statistics for the MAC path:
switch# show telemetry event collector stats

1 3 Mon Jul 01 14:01:32.161 PST mac(l) switch#
An example of the statistics for the Adjacency path:
switch# show telemetry event collector stats

1 7 Mon Jul 01 14:47:32.260 PST adjacency(l)
switch#

IS—HAIUEDRT

show telemetry event collector stats =~ > REFEH LT, T XTOXRA T 4 T T —H Y — AN
ADTT—DHEFERRFRTEET,

switch# show telemetry event collector errors

Dme Event Subscription Init Failures - 0
Event Data Enqueue Failures - 0

Event Subscription Failures - 0

Pending Subscription List Create Failures - 0
Subscription Hash Table Create Failures - 0
Subscription Hash Table Destroy Failures - 0
Subscription Hash Table Insert Failures - 0
Subscription Hash Table Remove Failures - 0
switch#

A k1)—Z= > 7% Syslog

TLARJADR 1)—Z 2% Syslog [TDLNT

Cisco NX-OS U U —2 9.3(3) LAKE, ET ABEET L A U IX, YANG 27 —4% Y —A & LT
HHT SsyslogD A MY = 7 %Y R—bLET, Y TR7 U Foarafltse, T
TO syslog WIAE L L TZEHFICA M) —I 7 ENFET, ZOMAEIX NX-SDK & #f L

T, WD syslog NAPHDARNY —I 7 gyslog7 —H &= HR—FLET,

* Cisco-NX-OS-Syslog-oper:syslog

* Cisco-NX-OS-Syslog-oper:syslog/messages
FEMEE DI, syslog A X MEHIOABPZEEICA M) —I 7 SET, syslog 7XAD A
)= 7%, RO a—F 47 XA T2 R—MLET :

* Google Protobuf (GPB)

. TLARY
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syslog 1ERMD7=HD YANG T—7% VYV —R /SADIERK .

« JavaScript Object Notation (JSON)

syslog IHERD =D YANG T—4 V—R /INZADIERKR

FIRDHE

F IR D EFH

AA w FTHARR ST T syslog (ZBT 5 1F# %2 15215 T 5 syslog @D syslog /X A Z Rk T &
T, TR TATTDHE, R=RAT A I TR COBEF D sysloglF#M A EELET, N—
ATGA D%, BENEL, AA v F THARRIITZH LU syslog 125 L TOREE SNET,

IR BRI
T LA RNUBBEZBIIZ L T2 WEE X, featuretelemetry =~ RTHZNIC L E T,

configureterminal

telemetry

sensor-group sgrp_id

data sour ce data-source-type

path Cisco-NX-OS-Syslog-oper : syslog/messages
destination-group grp_id

ip addressip_addr port port protocol { HTTP | gRPC } encoding{ JSON | GPB | GPB-compact
}

subscription sub-id

9. snsr-group sgrp_id sample-interval interval

10. dst-group dgrp_id

NOOAWN

0

FIE

ARV RFEREFTIVaY =)

&

configure terminal Ay 7 4 Fal—iaryE—REANLET,
11

switch# configure terminal
switch (config) #

ATvT2

telemetry T LA N UBSBEDRERLE— RIZAY 97,
1 -

switch(config)# telemetry
switch (config-telemetry) #

ATvT3

sensor-group sgrp_id oY — TN —TEERLET,
il -

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

TLARY .



B s ixorLaby F—52ry—325

FLALY |

ARV RFERETI3Y EL:Y

A7 74 |datasourcedata-source-type T =2 Y =A% YANGIZRHE L., 17 4 7 YANG
B - ARV =7 T NVEMH L Tsyslogh A kU —
switch(config-tm-sensor)# data source YANG 7 T% & J: g i Lij‘o

2775 |path Cisco-NX-OS-Syslog-oper :isyog/messages | % v F C/ERk S i syslog &2 kU — 3 2 /'
i - % syslog 7S A EZHREL £,
switch (config-tm-sensor)# path
Cisco-NX-0S-Syslog-oper:syslog/messages

A7 76 |destination-group grp_id TLANIERE S L—T T 2= RICAY, #
Bl e AN
switch (config-tm-sensor)# destination-group 33

AFw 77 |ip addrgssip_addr port port protocol { HTTP|gRPC | 727 ) 7 g > DT L A b F—4 % 5E
} encoding { JSON | GPB | GPB-compact ) KRR T LA L H— Mo b —2 v 7%
- EOIHR L, 7—% AU —LOT v hajik
switch (config-tm-dest)# ip address 192.0.2.11 j:;/:lb_}§%BEQiE[/EE7fO
port 50001 protocol http encoding json
i -
switch(config-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb

ATy 78 |subscription sub-id FLARNYYTR7 YT ar$7TE—RIIAD,
B - TULARNY) $TR7 YT el LET,
switch (config-tm-dest)# subscription 33

AT 79 |snsr-group sgrp_id sample-interval interval = N—THBHEOV T AT ) T a
i - YU T YT T EOICERELT,
switch (config-tmesub)# snsr-group § syslogil’f\“‘/ }\‘\753%%%@ Lf:)}: FNWZAA v TF BT LA
sample-interval 0 N F—X %Jﬂéﬁﬁ"é IgioNte L\i‘é—o interval {Z-D

WU, 0 DHDZIT AFLATRERE T,
ATy 710 |dst-group dgrp_id Bt IN—TH Z DY TR VT v a ) vy

51

switch (config-tm-sub)# dst-grp 33

LET, EETLERLE 7 NV —7 13,
destination-group =2~ > K CHEpk L 7= & e 7 v —
TLE—HEHLTWAMERHY £7,

Syslog /SAADT LAY T—2 A MY—322F

BEETLRATLIC, WOT—T L, BT 227V Fa v BDEVICERENE LExD [~—2
FAV] T, TLTARY FOBAMPEAT DL EIZ, EPARBHRBA NI —I 7 &N

R LTWET,

INR

IR Y T3y R—XA54 Y
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Syslog SZ2DF LA Ly F—5 2 +by—3v5 [

Cisco-NX-OS-Syslog-oper:syslog/messages AL FNHEEFEDT T Dsyslogz A kU —
IV LET,

AA w3
KL
®* mes
* nod
* tim
* tim
o tim

* cate

® SEVI

* text

sysog /AR EHRD R T

Cisco NX-0S ™ show telemetry event collector =1~ > K& L C. syslog /S ADFEEHE#R &
T FREIT T —ERRTEET

RETDRT

show telemetry event collector stats =~ > K& AJ) L C, 45 syslog XA DFEEHEHR & 7 4
ERIRTEET,

WIZ, syslog 7S A DFEFHEROFI 2R LET,

Row ID Collection Count Latest Collection Time Sensor Path (GroupId)
1 138 Tue Dec 03 11:20:08.200 PST
Cisco-NX-0S-Syslog-oper:syslog(l)

2 138 Tue Dec 03 11:20:08.200 PST

Cisco-NX-0S-Syslog-oper:syslog/messages (1)
I53— NIV EDRE

show telemetry event collector errors =~ > RZfEH L T, §XTD syslog /XA DT T —DEE!
EFRIRTEET,

switch (config-if)# show telemetry event collector errors

Dme Event Subscription Init Failures -
Event Data Enqueue Failures -
Event Subscription Failures -
Pending Subscription List Create Failures -
Subscription Hash Table Create Failures -
Subscription Hash Table Destroy Failures -
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -

O O O O O o o o
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V

JSON H D4l
wIZ, JSON H oW v 7%z rmLET,

172.

19.216.13 - -

[03/Dec/2019 19:38:50] "POST

/network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages HTTP/1.0"™ 200 -

172.

19.216.13 - -

[03/Dec/2019 19:38:50] "POST

/network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages HTTP/1.0"™ 200 -

>>>
>>>
>>>
>>>
>>>

URL
TM-HTTP-VER

/network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages
1.0.0

TM-HTTP-CNT 1
Content-Type application/json
Content-Length 578
Path => Cisco-NX-0S-Syslog-oper:syslog/messages
node id str : task-n9k-1
collection id : 40
data source : YANG
data :

"message-id": 420
}I
{
"category": "ETHPORT",
"group": "ETHPORT",
"message-name": "IF UP",
"node-name": "task-n9k-1",
"severity": 5,
"text": "Interface loopbacklO is up ",

"time-of-day": "Dec 3 2019 11:38:51",

"time-stamp":

"time-zone":

KVGPB ot 1451

i

"1575401931000",

wn

ZKVGPB O /16 %~ LET,

-—--Telemetry msg received @ 18:22:04 UTC

All the fragments:1l read successfully total size read:339

node id str: "task-n9k-1"
subscription_id str: "1"
collection_id: 374
data gpbkv {
fields {
name: "keys"
fields {
name: "message-id"
uint32 value: 374

fields {
name: "content"
fields {
fields {
name: "node-name"
string value: "task-n9k-1"

TLARY
88
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}

fields {

name: "time-of-day"

string value: "Jun 26 2019 18:20:21"
}

fields {

name: "time-stamp"

uint64 value: 1574293838000
}

fields {
name: "time-zone"
string value: "UTC"

}

fields {
name: "process—-name"
string value: ""

}

fields {
name: "category"
string value: "VSHD"
}

fields {

name: "group"

string value: "VSHD"
}

fields {

name: "message-name"

string value: "VSHD SYSLOG CONFIG I"
}

fields {
name: "severity"
uint32 value: 5

}

fields {
name: "text"
string value: "Configured from vty by admin on consoleO"

}

TLANID SN 2a—T427T

TLA M) AT E FL—RIEHRORT

ns e NL—AERERRT DT, RONX-OSCLI 2~ REFHLET,
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FHOZAILBR—FFLARM)ERE

ZDONX-OSCLIZ= > R, 57=HL P R—Faln557L AN o ZVONEZNELE
T, ZOHITIX, a~r FHEIIN T =759 aDT77A NI AZA LT FENET,

switch# show tech-support telemetry > bootflash:tmst.log

TDMDSEEH

EpER=
ESPEREYS] Y=aTFILBAL L
VXLAN EVPN @7 L A U J&EBH DR, VXLANEVPN VU =2 —3 5 > OF

TLARY
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https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf

BERICDOWT

CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
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