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GET NETCONF: <get-config>, <get>

POST NETCONF: <edit-config> (operation="create")

PUT NETCONF: <edit-config> (operation="create/replace")
PATCH NETCONF: <edit-config> (operation="merge")
DELETE NETCONF: <edit-config> (operation="delete")
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RESTCONF =— ¥ = & MZIE, ROTEEFHEEFNFELH Y £7°,

* Cisco NX-OS ® RESTCONF i%. RESTCONF Protocol &9 % A kLD RFC KT 7 ~Zik
SWNWTWET, FEMIC-DWTIL, RESTCONF Protocol draft-ietf-netconf-restconf-10 Z &/ L
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1. configureterminal

2. (&) featurenxapi

3. (f£&) nxapi http port port-num
4. ({£&) nxapi httpsport port-num
5. featurerestconf
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X w 71 | configureterminal

1

switch# configure terminal

Jua—r R — K2R L E7,

ATv7T2| ({£E) featurenxapi
fi

switch (config)# feature nxapi

HTTP - — D nxapi ZHE0C L £,

ATv 73| (f£E) nxapi http port port-num
fA

switch (conf-tm-sub)# nxapi http port 80

AT A2R— b E2HEELET, T 74/ FDER—F
1 80 T,

ATw 74| ({£E) nxapihttpsport port-num
fi

switch (conf-tm-sub) # nxapi https port 443

https IZfEHT AR — b2 ELET, 7741 D
R— N 443 TT,

R w 75 |featurerestconf
1 -

switch (conf-tm-sensor)# feature restconf

restconf Z AN L £,

RESTCONF v 3 > DEHE

RESTCONF [ HTTP ETHEITINFE T, AA v T EDONX-API H— %, EEAR—FIPT K
VADR— b 80/443 (F-iTRESINTZAR—F) TU v AR LET, 7747 > MIHITP
P — & O A ST TX . RESTCONF #7225 AlX [/restconf] URL (27 v 27 LE7,
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I varEZRLTIESN,

RESTCONT Get / Set

WIZ, Linux ® curl 2= REFEH L7-EROMZ R LET,

<GET>

ZOBEICEY FBELET = A NT OWRT — 2 2B LET,
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WIZ, HTTP @ Get ZR LIGEA vEB—TOf 2R LET,

client-host % curl -X GET -H "Authorization: Basic YWRtaW46Y21zY28=" -H "Accept:

application/yang.data+xml"

"http://192.0.20.123/restconf/data/Cisco-NX-0S-device: System/bgp-items/inst-items/dom-1tems/Dom-1ist 2content=config"

-i

HTTP/1.1 200 OK

Server: nginx/1.7.10

Date: Tue, 27 Sep 2016 20:26:03 GMT

Content-Type: application/yang.data+xml

Content-Length: 395

Connection: keep-alive

Set-Cookie: nxapi_auth=admin:147500856185650327

Status: 200 OK

<Dom-list>
<name>default</name>
<always>enabled</always>
<bestPathIntv1>300</bestPathIntvl>
<holdIntv1>180</holdIntvl>
<kaIntvl>60</kaIntvl>
<maxAsLimit>0</maxAsLimit>
<pfxPeerTimeout>30</pfxPeerTimeout>
<pfxPeerWaitTime>90</pfxPeerWaitTime>
<reConnIntvl>60</reConnIntvl>
<rtrId>2.2.2.2</rtrId>
</Dom-list>

)

client-host %

<POST>
ZOBER, BESNTERTEEX—F v N T —H A NTICEEIALET,
WIZ, HTTP @ POST B3R LGB A ve—T Ol 2R LET,

client-host % curl -X POST -H "Authorization: Basic YWRtaW46Y21zY28=" -H "Content-Type:
application/yang.data+xml" -d '<always>enabled</always><rtrId>2.2.2.2</rtrId>"'
"http://192.0.20.123/restconf/data/Cisco-NX-0OS-device: System/bgp-items/inst-items/dom-1items/Dom-1list=default"
-i

HTTP/1.1 201 Created

Server: nginx/1.7.10

Date: Tue, 27 Sep 2016 20:25:31 GMT

Transfer-Encoding: chunked

Connection: keep-alive

Set-Cookie: nxapi_ auth=admin:14750085316974134

Status: 201 Created

Location: /System/bgp-items/inst-items/dom-items/Dom-list=default/always/rtrId/

ITJIASNT—E2DERE
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BRTREZR A RIZ D K oI2, T— 2 EZWMGT NNy F A=A L &L ES, Ny FoH)
A XE, WGT 2% MO O TY,

X7V w2 Tz Cisco-NX-OS-device.yang 7 7 /L@ [Ephemeraldata] &9 2 A2 R T,
EOT =N T 2 AT NV THLINIET HEREMRTEET,

FERPN O RESTCONF URI A T A E L CTWABEICDI, =7 = AT )LT—EZNn50OHTIN
EINET,

Tz ATGNT—=EDY—T
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T 2 ATGNT=EDOFEFOATFTERLITY AL
CEHEOTT 2 ATNT—HDF O A N T y T T Lol s DD a T

e VAT A LULDGET 7V E, =72 AT N T ERLERA,

151
I, =T 2 AT T —Z ERET AT,
74T ME, RO GET ERA v -2 RETIHENH 7,

GET
/restconf/data/Cisco-NX-0OS-device:System//urib-items/tabled-items/Tabled~-1ist=management/routed-items
HTTP/1.1

Host: example.com

Accept: application/yang.data+json

P—NIFRDO LD ITIEE L ET,

HTTP/1.1 200 OK

Date: Fri, 06 Mar 2020 11:10:30 GMT

Server: nginx/1.7.10

Content-Type: application/yang.data+json

{

"routed-items": {

"Routed-list": [{

"prefix": "172.23.167.255/32", "flags": "0",

RESTCONF 7 /34 X YANG RPC

RESTCONF DiRfEa~< > KIZDUL\T

ORI, AA v F TET NI Ea < REEITT L HiEEREEL £

WIZ, YAR—=FSNTVDIHTRPC DY A hZRLET, RPCIZET 2FHIT, AT
V% Cisco-NX-OS-device.yang 7 7 A /L CHER TE £ 77,

% 2:7/34 R YANG RPC

2303 T /34 X YANG RPC CLI
Frw IRk checkpoint checkpoint <name>

checkpoint <file>

02— LNy 7 a—/ LNy 7

rollback running-config checkpoi

rollback running-config checkpoi
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A VAR=ITEHHD

install_all nxos
install_add
install_activate
install_deactivate
install_commit

install_remove

T _XTDnxos A VA F—/L7
install {add |7 7 7 « AL |3ET 2

W B ALAEDI B 1 > A —
~

import ca certificate

crypto ca import <trustpoint> pkcs12

AA v FOYr— RKE7- |reload reload [ % A ~ —<seconds>]

TV a—DOYua— R . .
FEL2—NDY ) EY 2—/LD Y 7 — K<module nu
TrANDA— copy =1 B°—<destination><source>

57314 X YANG RPC 05

FryIRA U bDERK

T7I3A4T v MEI, WDOEH72POSTERA vE—VEEETIHAERHY 7,

POST /restconf/operations/Cisco-NX-0S-device:checkpoint

Accept: application/yang.operation+json,application/yang.errors+json

Content-type: application/yang.operation+json

Body: {

"input": {

"name": "checkpoint-1",

"description": "testing checkpoint through Restconf" }

}

P NIRD L DI LT,

HTTP/1.1 204 No content

aO—)L/N+v %2 (Rollback)

T7I3A4T v MEI, WDOEH72POSTERA v -V BB ETIHAERHY 7,

POST /restconf/operations/Cisco-NX-0S-device:rollback

Accept: application/yang.operation+json,application/yang.errors+json

Content-type: application/yang.operation+json

Body: {

"input": {

"name": "checkpoint-1",
"action": "create”

}
}

PR IRO L DITEE L E T,

HTTP/1.1 204 No content
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AR =ILTBED
TI3A4T v MEI, WDOEH72POSTERA vE—V B ETIHAERHY T,

POST /restconf/operations/Cisco-NX-OS-device:install all nxos
Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {

"input": {

"nxos": "bootflash:nxos.10.l.1l-jcco.bin"™ }

}

P IR D K D ITIRE L E T,

HTTP/1.1 204 No content

ca SEBAZ RPC D1 > iR— b
7747 2 ME RO K S POST ER A v b=V EEET 250D £,
POST /restconf/operations/Cisco-NX-OS-device:import ca certificate Accept:

application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {

"input": {

"trustpoint": "mytrustpoint",
"pkcsl2": "bootflash:server.pfx",
"passphrase": "mypassphrase"

}
}

PR IRO L DITEE L E T,

HTTP/1.1 204 No content

AAYyFOY)yA—FK
T4 T 2 ME, ROL IR POSTERA v —VERETHHEENHY 7,

POST /restconf/operations/Cisco-NX-0S-device:reload

Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {

"input": {

}

}

F—REFROLHTRELET,

HTTP/1.1 204 No content

EDa—)LO)ao—FK
TI3A4T v MEI, WDEH72POSTERA vE—V 2B ETLIHARDHY 7,

The client might send the following POST request message:

POST /restconf/operations/Cisco-NX-0S-device:reload

Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {

"input": {

"module™: "31"
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}
}

P—RFROLIITEELET,

HTTP/1.1 204 No content

J74JLRPCHOE—
TIAT Vv ME ROEL IR POSTERA v —CE2RETIHENHY 7,

POST /restconf/operations/Cisco-NX-0OS-device:reload

Accept: application/yang.operation+json,application/yang.errors+json
Content-type: application/yang.operation+json

Body: {

"input": {

"source": "tftp://10.1.1.1/users/myname/configl.txt",

"destination": "bootflash:",

"vrf": "management"

}

}

P—NIRO LS ITGE L ET,

HTTP/1.1 204 No content

RESTCONFT— o D ST a—TFT4 29

PEER T— 2 A DR
» Cisco NX-OS C. show feature | inc restconf 2= > K& A) L C—T = N DK% MR
LET,

* RESTCONF =— 3 = D AT —HF A% FK/RT HIZi%, showfeaturea~ > RafEHA L.
2 restconf 25 HF T,

switch-1# show feature | grep restconf
restconf 1 enabled
switch-1#

NX- APl $#E D FERR
- featurenxapi =~ R&FIT LT, Web ¥ —_—ZFEh L ET,

« HTTP FIZAR— R 2B < X 912 nxapi httpport 80 =2~ > R STV D Z & 2R L
EJ AN

« HTTPS A2 — h & BA< X 912 nxapi httpsport 443 =1~ KBRSV TV D 2 & Zhf
BLET,

« 2 v FOEBRR— MIpingZFITL T, A v FPRENEARTHD Z L@ L7,
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Restconf T 5 — DR
WIZ, — =T — Ayt —U b ZRNERRTD720OOTA T4 2R LET,
« BURA G LICESE FER%RE) DA vE—U2ZE LG EIE. ROREHER L
TLEE W
Error Message: Sorry, the page you are looking for is currently unavailable
s RO NI TNV a—T 4 7 TSN TV D K 91T, NXAPLEEREDS A NI
RoTWAT &,

* RESTCONF H§REDS A NIC 72 5 TV D Z & (showfeature|greprestconf) ., RESTCONF
DA > TWRWEEIL, A LET (featurerestconf)

o R— ME, NX-API (2L > CHTTP 721X HTTPS AICHERk AL E£d, show nxapi % fifi
LT, R— bR ENTWAZ L 2R LET,

switch-1# show nxapi

nxapi enabled

HTTP Listen on port 80

HTTPS Listen on port 443

AN— N3 HTTP F 721 HTTPS MITHERL S AL TV WA 1, nxapi http port 80 7=
I% nxapi https port 443% 517 L THERL L £ 77,

cFEROEBRIZZDA vE—V%E LGS B0k E) |\ A vTFOxEAL~L
N OEEI R R 7 =) —FR T AT APNBARICR > TWARWZ 2R LET, @
R AL L7 2V id, 200 Y —2AMEA U DREND Y F5,

WONWTNDIZE ST, AL v TFRIBARII /> TWRWNWT 2R T ET,
c IJITAT U IREETHEROEE AT Y ML Ny T LET,

o« 2 A w F T nofeaturerestconf = L T featurerestconf % %417 L C RESTCONF = —< =
VM ERERLET,

RESTCONFT—C o b7 A UT o245 Oy

POST, PUT., PATCH. %7-IXDELETE 7} & DEXIALEIEDLA . RESTCONF (3B#H 5 7
o TrralEHALET, I, ZELETOERE . AL v FITHEH Sz ik
R ERTOWHGTNEENET,

T T 47 a7 X, show accounting log 2~ > & L CHERTEET,
WOERGIZZ 2 THET,

curl -s -L --request POST --user admin: --header 'Content-Type: application/yang.data+json'
--url “restconf/data/Cisco-NX-0S-device:System/intf-items/lb-items/LbRtdIf-1ist=1010"
--data-raw @request.txt

Payload:

<descr>test</descr>

Or
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{"descr":"test"}

RESTCONF T—>z > + |

THOT 47 a i, ROHERBNEGENET,

RIRAVFISERASNDGER

IHH Bl
arTHFRALR tyvarID &a—H—
FRL—v g a3y Mk

TR R FAT F i

ConfigMO MO > U —D7 % A MERBL, fK 3,000 L7,
AT —H A )/ RBR

i

Wed Jun 29 13:53:37

2022 :type=update:1d=3180018864:user=admin:cmd= (COMMIT) ,database=[running], configMo=[

<topSystem childAction="" dn="sys" status="created,modified"><interfaceEntity
childAction=""

rn="intf" status="created,modified"><13LbRtdIf childAction="" descr="test" id="1lol0"
rn="1b-

[lo10]" status="created,modified"/></interfaceEntity></topSystem>] (SUCCESS)

K4:ZELETOER

IHH

Bl

e = 2

TyvarID &a—¥—

F_RL— g

RESTCONF:POST, RESTCONF:PUT, RESTCONF:PATCH, RES]

%276 IP (Source IP)

RESTCONF 7 Z A4 7 > k IP

URL HTTP URL

~Afr—FK ZA5 LIZXML/ISON U 7 =2 1, %K 3,000 3CF%,
AT —H A Fi ) / SR
il

Wed Jun 29 13:53:37

2022 :type=update:id=3180018864:user=admin:cmd=(RESTCONF:POST) , sourcelp=[192.168.1.217,
url=[/restconf/data/Cisco-NX-OS-device: Systen/intf-items/1b-items/IoRtdIf1ist=1010], payload=[<descr>test</descr>

(SUCCESS)

RKIGLTEROGE, RO LTV AL o> T, 22— —IW 5 On 7 2R CE R0WigGs

BHYET,
BENTEKR

W72 TR I, BWROEE 2 LIHEGEIND 72D, wOEROA N e itk I nE 7,

1)
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Wed Jun 29 20:16:26

2022 :type=update:id=3180018864:user=admin:cmd= (RESTCONF:POST) ,

sourcelo=[192.168.1.2] , url=[/restamf/data/CiscoNK-C5-device: Systan/int f~i tams/To-i tams /IR 11st=1010] , paylcad=[<descr>test</descr>]
(FAILED)

SESEHERFIRICKDERDELEN :
ZOBE . R UTAERRITE TOBEROB TN o SRk SN E T,
)

Wed Jun 29 20:32:01

2022 :type=update:id=3180018864:user=admin:cmd=(COMMIT) ,database=[running],

configMo=[<topSystem childAction="" dn="sys" status="created,modified"><telemetryEntity

childAction="" rn="tm" status="created,modified"><telemetryCertificate childAction=""

filename="foo" hostname="foo" rn="certificate" status="created,modified"

trustpoint="test"/></telemetryEntity></topSystem>] (FAILED)

Wed Jun 29 20:32:01

2022 :type=update:id=3180018864:user=admin:cmd= (RESTCONF:PATCH),

rElF1P.18.1.2] uwi=]/restannt/cita/CisoNeCB-davice:S gan/tm-itars/cr t ficateitars] ey lcacH] i A
foo</filename>] (FAILED)
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