afran]n
CISCO.

L]
z
2
g
e
=
g
"~
-]
i
|

Cisco Nexus 9000 NX-0S
10.6(x)
2026 2 3
107-6227 9-7-1
http://lwww.cisco.com/jp
0120-092-255 PHS

10:.00 12:00 13:.00 17:00
http://lwww.cisco.com/jp/go/contactcenter/



www.cisco.com/jp/go/safety_warning/

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS REFERENCED IN THIS DOCUMENTATION ARE SUBJECT TO CHANGE WITHOUT NOTICE.
EXCEPT AS MAY OTHERWISE BE AGREED BY CISCO IN WRITING, ALL STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS DOCUMENTATION ARE
PRESENTED WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED.

The Cisco End User License Agreement and any supplemental license terms govern your use of any Cisco software, including this product documentation, and are located at:
https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html. Cisco product warranty information is available at https://www.cisco.com/c/en/us/products/
warranty-listing.html. US Federal Communications Commission Notices are found here https://www.cisco.com/c/en/us/products/us-fcc-notice.html.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any products and features described herein as in development or available at a future date remain in varying stages of development and will be offered on a when-and if-available basis. Any
such product or feature roadmaps are subject to change at the sole discretion of Cisco and Cisco will have no liability for delay in the delivery or failure to deliver any products or feature
roadmap items that may be set forth in this document.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

The documentation set for this product strives to use bias-free language. For the purposes of this documentation set, bias-free is defined as language that does not imply discrimination based
on age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language
that is hardcoded in the user interfaces of the product software, language used based on RFP documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

© 2025 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/cloud-and-software/software-terms.html
https://www.cisco.com/c/en/us/products/warranty-listing.html
https://www.cisco.com/c/en/us/products/warranty-listing.html
https://www.cisco.com/c/en/us/products/us-fcc-notice.html
https://www.cisco.com/c/en/us/about/legal/trademarks.html

1
7
8
8
8
9
NX-API 9
Python 9
Tcl 9
Broadcom 9
bash 10
bash Linux
10
12
Perl 12
FPM 14
15
Cisco Nexus 9000 NX-0S

10

10.6(x) .



17

Bash 17
17
19
Bash 19
20
Bash 22
22
CLI Bash 23
RPM 23
RPM 23
Bash RPM 24
RPM 25
RPM 25
RPM 26
DME 27
DME RPM 27
RPM 30
RPM 31
DME RPM
RPM 33
RPM 36
RPM 36
Bash RPM 36
RPM 38
RPM 40
RPM 40
RPM 42
SDK ISO
Bash
NX-0S

. Cisco Nexus 9000

31

10.6(x)

44

43



45
Kstack 47
Bash 48
51
Guest Shell 51
Guestshell 52
Guest Shell 60
60
61
Guest Shell  NX-OSCLI 61
Guest Shell 62
65
Guest Shell ~ Python 65
Guestshell 2.11  Python 66
Guest Shell 2.10 Python 3 CentOS 7 66
Guestshell 4 Python 69
RPM 69
71
[ Kernel Vulnerability Patches ] 71
[ASLR X-Space ASLR and X-Space Support ] 71
71
73
74
74
74
Guest Shell 79
80
Guest Shell 81
82
rootfs 83

Cisco Nexus 9000 NX-0S 10.6(x) .



Guest Shell rootfs 83
YAML 85
show guestshell 88
Guest Shell 89
90
Guest Shell 91
91
Guest Shell 03
6 Broadcom 95
Broadcom 95
95
Broadcom bem-shell 95
CLI API bcm-shell 95
becm-shell
bcm-shell 99
Broadcom 99
L2 99
FM LC ASIC
100
xe0 T2 100
L3 101
7 Python APl 103
Python 103
Cisco Python 103
CLI API 105
CLI Python 106
107
Python 108
Embedded Event Manager 109
NX-0S 10.6(x)

. Cisco Nexus 9000

97

100



Cisco NX-0OS
Python Cisco NX-0OS
8 tel 115
Tcl 115
115
tclsh 115
tclsh 116
tclsh 116
tclsh ~ CLI 116
tclsh 117
tcl 117
telquit 117
Tclsh 118
Tclsh 118
Tclsh Cisco NX-0S
tel 120
9 iPXE 123
iIPXE 123
124
iPXE 124
125
126
10 127
127
127
128
Cisco Nexus 9000 NX-0S

111

111

113

Python

119

110

106 [



11

kstack

kstack

VXLAN
VXLAN

kstack VXLAN

133

Python2

VSH RPM

NX-OS 144

DevOps
VIK 145

collectd 145
Ganglia 145
Iperf 145
LLDP 146
Nagios 146

. Cisco Nexus 9000 NX-0S

135

139

141

142

129

130

135

RPM/

RPM 138

139

140

141

142

143

143

144

144

145

129

130

135

136

10.6(x)

136



12

13

14

15

OpenSSH 146
Quagga 146

146
tcollector 147

tcpdump 147

TShark 148
TPA 148
TPA 149
150
TPA 150
TPA 151
Cisco NX-OS Ansible 153
153
153
Cisco Ansible 154
Puppet Agent 155
Puppet 155
156
Puppet NX-OS 156
ciscopuppet 156
Cisco NX-OS 159
159
160
Chef NX-0S 160
cisco-cookbook 160
Nexus Yocto 163
Yocto 163
Yocto 163

Cisco Nexus 9000 NX-0S 10.6(x) .



16 Nexus

Cisco SDK 167
SDK 167
SDK
RPM
RPM 171

RPM

Curl

17 NX-SDK 177
NX-SDK 177
Go
Docker 179
NX-SDK
NX-SDK2.0 180
NX-SDK2.5 180
NX-SDK 181

NX SDK 2.0

18 Cisco NX-OS Docker 185

Cisco NX-0S Docker
Docker

Cisco NX-0OS Docker
Docker 187
Docker

Docker

NX-0S

. Cisco Nexus 9000

SDK 167

186

168
169
170
172

collectd RPM 173

collectd RPM 174

178

179
179
181
182
185
186
187
188
10.6(x)



19

Docker
Docker

ISSU

189

Docker

Cisco Nexus Platform Switches Switchover Docker

Docker
Docker 195

Docker

193

[ namespace ] Docker

cgroup
Docker

Docker

Docker Hub

Docker Hub
200

200
Docker
Docker

Docker

203

205

Cisco Nexus 9000

197

198

198

Docker 198
509

Docker

201

201

202

205
206
206
207
207
207

208

NX-0S

190
191
192

196

199

201

106 [



Docker

AppHosting

Docker

223

20 ThousandEyes Enterprise Agent 225
ThousandEyes Enterprise Agent
ThousandEyes Enterprise Agent
ThousandEyes Enterprise Agent
ThousandEyes Enterprise Agent
226
ThousandEyes Enterprise Agent
ThousandEyes Enterprise Agent
ThousandEyes Enterprise Agent

210

212

213

214

215

216

218

218

218

221

221

221

222

222

222

223

225

226

226

226

227

230

232

ThousandEyes Enterprise Agent 232

ThousandEyes Enterprise Agent

1V NX-API 235

. Cisco Nexus 9000 NX-0S

233

10.6(x)



21 NX-API CLI 237
NX-API CLI 237
237
238
239
239
NX-API CLI 240
NX-API root 242
NX-API 243
NX-API
NX-API 253
NX-API 253
NX-API 253
254
NX-API 256
NX-API 256
Python 257
cURL 258
259
NX-API 261
NX-API 268
NX-API 268
iptable 269
Iptable 270
ACL 2711
NX-API 273
JSON XML 276
JSON JavaScript 276
XML JSON 277
NX-API 285
Cisco Nexus 9000 NX-0S

253

106 [



22 NX-API REST 287

NX-API REST 287
REST DME 288
REST Put DME 288
288
REST POST 289
REST PUT 289
REST PUT 291
23 NX-API 293
NX-API 192 2 NX-0S 293
About the NX-API 293
294
296
299
CLI REST
299
REST CLlI
302
NX-API NX-0S 92 2 307
About the NX-API 307
308
310
315
CLI REST
315
REST CLI
318
RESTCONF json XML
324

. Cisco Nexus 9000 NX-0S 10.6(x)



24

25

26

329
331
NX-0S
NX-0S
333
YANG
OpenConfig YANG 334
YANG 334

YANG  OpenConfig YANG 335

YANG 335
Cisco YANG 336
336
DME YANG 337
OpenConfig YANG 338
338
OpenConfig 338
OpenConfig 364
YANG
YANG RBAC 365
365
YANG RBAC 366
YANG 367
NETCONF 369
NETCONF 369
Cisco Nexus 9000 NX-0S

331

332

333

333

334

362

364

106 [



370

NETCONF 371
NETCONF 373
SSH NETCONF 3713
TLS NETCONF 374
/ 375
NETCONF 376
377
378

NETCONF Get / Set 379

NETCONF 388
NETCONF 388
389
389
390
391
392
NETCONF YANG RPC 393
NETCONF RPC 393
RPC 394
Netconf 397
NETCONF 397
ncclient Cisco NX-OS 397
398
399
399
400
NETCONF 400
400
401
TLS 401

. Cisco Nexus 9000 NX-0S 10.6(x)



NETCONF
NETCONF

NETCONF
CLI

27 RESTCONF
RESTCONF

RESTCONF
RESTCONF

404
404
Get/Set 405

409

413
413
414
414

415

RESTCONT Get/ Set 415

RESTCONF YANG RPC 417
RESTCONF 417
YANG RPC 418
RESTCONF
28 gRPC 425
gRPC 425
gRPC
gRPC 427
gRPC 427
gRPC 430
gRPC 433
GRPC NGINX 434
436
436
436
29 gNMI 437
gNMI 437
Cisco Nexus 9000 NX-0S

402

420

425

106 [



gNMI 439

gNMI 442
gNMI 442
gNMIRPC 444
Get 445
Set 447
Set 447

Confirm-Commit 448
Confirm-Commit
449
450
Syslog

gNMI 458
gRPC 461

463

gNMI 463

30 gNolI 467
gNoOI 467
gNoOI 469
gNOI 469
System .Proto 469
SetPackage 471
SetPackage
RPC 472
OS .Proto 478
Cert .Proto 479
proto 479
Put 480
Factory Reset .Proto 481
FactoryReset 482

Containerz .Proto 482

. Cisco Nexus 9000 NX-0S

454

471

448

10.6(x)



gNoOl 499
gNolI 499
show 500
500
Bash 500

501

31 gRPC 503
gRPC 503
504
2.1 504
gRPC 504
gRPC 504
gRPC 506
VRF gRPC 508

513

32 515
515
516
516
517
517
CLI 524
CLI 524
YANG 530
CLI 532
Telemetry Merge 536
537
NX-API 547
DME 547

Cisco Nexus 9000 NX-0S 10.6(x) .



NX- API 549
NX-API 559
562
563
563
Cloud Scale 564
564
565
565
565
566
567
569
571
572
574
576
577
579
VXLAN 580
582
583
585
585
586
588
589
MAC 501
MAC 593
IP 595
597
NX-0S 10.6(x)

. Cisco Nexus 9000



Syslog 598
syslog YANG
Syslog
604
33 605
605
605
607
YANG 608
DME 608
CLI
610
612
Vi XML 613
34 XML 615
XML
XML
NETCONF 615

SSH xmlagent 616

XML
XML
XML
CLI SSH XML
SSHv2
Cisco Nexus 9000

Syslog

603

609

615

617

NX-0S

603

607

615

617

598

600

599

617

617

106 [



hello
XML
XML

619
XSD
XML

NETCONF XML

NETCONF

XML

. Cisco Nexus 9000

RPC 622

NETCONF 623
624
NETCONF

630
RPC 630
XML

632

NETCONF
NETCONF
NETCONF
NETCONF Edit Config
NETCONF  Get
NETCONF
NETCONF
NETCONF

NETCONF

NETCONF Rollback-On-Error

NETCONF

639

641

NX-0S

626

641

641

620
620
621
631
632
632
633
633
634
635
636
637
638
638
639
641
10.6(x)

637



Websocket 643
WebSocket 643
RFC 647
RFC 647

Cisco Nexus 9000 NX-0S 10.6(x) .



. Cisco Nexus 9000 NX-0S 10.6(x)



. 1
1
Cisco Live Protect 10.6(1)F
NX- OS 517
Cisco Live Protect
CLI 524
gRPC 10.6(1)F gRPC
ubDS
UNIX
ubDS
gRPC

Cisco Nexus 9000 NX-0S 10.6(x) .



. Cisco Nexus 9000

TPA TPA 10.6(1)F gNOI 467
gNOI gNOI GNO|
469
file.put System.Proto 469
system.setpackage
containerz
proto 479
Put 480
Containerz .Proto 482
Bash 500
501
N9336C-SE1 10.6(1)F
517
AuditD AuditD 10.6(1)F Guestshell
52
NX-0S 10.6(x)




Cisco Nexus

bash
Bash 17

bash Cisco Nexus 9000 Cisco NX-OS 10.3(2)F | Cisco Nexus 9808

DME Cisco Nexus 9800 Cisco NX-0OS 10.3(1)F

Chef
Cisco NX-0S 159

Cisco Nexus 9000 NX-0S 10.6(x) .



Chef

Cisco Nexus 9300

Cisco Nexus 9500

Cisco NX-0S 7.0(3)12(5)

N9K-C92348GC

Cisco Nexus 9200
9300-EX
9300-FX/FX2/FXP

EX/FX
Cisco Nexus
9500

Cisco NX-0S 9.3(5)

NIK-C92348GC

Cisco Nexus 9000

Cisco NX-0S 7.0(3)15(1)

N9K-92348GC

Cisco Nexus 9000

Cisco NX-0S 10.3(1)F

NETCONF
NETCONF

. Cisco Nexus 9000

NX-0S

10.6(x)




NETCONF Cisco Nexus 9800 Cisco NX-OS 10.3(1)F
NETCONF Cisco Nexus 9000 NIK-C92348GC
NX-AP| REST

NX-API REST 287

DME Cisco Nexus 9000 Cisco NX-0S 9.3(1) N9K-C92348GC

Python API
Python APl 103

Python 3 Cisco Nexus 9000 Cisco NX-0S 9.3(5)

Puppet Agent
Puppet Agent 155

Puppet Agent Cisco Nexus 9300 Cisco NX-0S 7.0(3)12(5) | N9K-C92348GC
9500

Cisco Nexus 9000 NX-0S 10.6(x) .



TCL

tel

115

TCL

Cisco Nexus 9000

. Cisco Nexus 9000

NX-0S

10.6(x)




. 8
. 8
. 8
. 9
Cisco Nexus 9000 Cisco NX-0S

API

Cisco Nexus 9000 NX-0S 10.6(x) .



Cisco NX-0S

Cisco NX-0S

NX-0S

Nexus

* NX- OS

*SNMP V1 V2
« Syslog

* RMON

* NETCONF

* CLI CLI

0SS

https://developer.cisco.com/site/nx-os/

Cisco Nexus 9000 3000

Nexus

V3

Cisco NX-0OS Power
On Auto Provisioning POAP

CiscoNX-0OS

. Cisco Nexus 9000 NX-0S

10.6(x)


https://developer.cisco.com/site/nx-os/
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html

Cisco NX-0S
NX-API
Cisco NX-API HTTP
Web
NX-API Web API
XML
APl
Python
Cisco NX-0S Python v2.7.5
Cisco NX-0OS 93 5 Python 3
Python
Power On Auto Provisioning POAP
Cisco NX-OS CLI
JSON
Python Cisco NX-0S
Tcl
Cisco Nexus Tcl
CLlI
show
EEM
Broadcom
Cisco Nexus 9000
Broadcom NFE
Broadcom bcm-shell
Cisco Nexus 9000 NX-0S

Embedded Event Manager

NX-API
Cisco NX-0OS CLI

EEM
Python

API
CLI
Tcl
Tcl
CiscoNX-0S
NFE

106 [



. bash

bash

Cisco Nexus Bourne-Again Shell Bash Bash
Linux
bash Linux
Cisco Nexus Linux Linux
Linux Linux
Linux
Cisco Nexus
Cobbler Cisco Nexus
VSEE NOS
onePK
CPU
VSEE
Cisco Secure Development Lifecycle SDLC
VSEE onePK SDLC
VSEE
onePK
VSEE onePK onePK SDK onePK API
VSEE onePK
VSEE
VSEE
NX-0S 10.6(x)

. Cisco Nexus 9000



VSEE
MD5 onePK
VSEE
onePK
onePK
Cisco Nexus 9000 Linux LXC
Cisco NX-0S

CPU

Cisco Secure Development Lifecycle SDLC

Cisco Nexus 9000
SDLC

API

MD5

Cisco Nexus 9000 NX-0S

106 [



Cisco Nexus 9000

Cisco Nexus 9000 NX-0OS

Linux Bash
API
IP
Linux LXC
CPU
Linux
Cisco NX-0S
Kubernetes API
Kubernetes API
« show containers kubernetes HTTP API kube-apiserver
» kubernetes watchresource
kube-api server
» watch action
Perl
N
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Perl
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* 10.pm

« |O/File.pm
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* Bash 17

* Bash 19

* Bash 22

. RPM 23

« DME 27

. RPM 36

* SDK 1ISO 43
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 Kstack 47
. Bash 48

Bash

Cisco NX-OS CLI Cisco Nexus 30009000 Bourne-Again SHell
Bash Bash
Bash
Linux
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164
bash ping Cisco NX-OS
ping
* [/isan
runbash
Bash
. Bash Linux
TMOUT
export TMOUT=300
« Cisco Python Bash Python
NX-0OS VSH Python
. show
Ctrl+C Ctrl+z
Ctrl+Z
SIGCONT
SIGCONT

show tech supportclear tech-support lock Ctrl+C

VSH
clear tech-support lock CLI
VSH clear tech-support
lockshow tech support
show tech-support Ctrl+C
VSH
clear tech-support lock
1. Bash
2. VSH ps -1 | moreshow tech support
3. VSH PID PID show
tech supportkill -9
« Cisco NX-0OS 10.3(2)F bash NX-0S

TAM
Cisco Nexus 9000
Cisco Nexus 9808
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. Write-Erase
* ISSD
. NX-API/Netconf/Restconf

« config-replace

. boot-variable running-config startup-config

« Cisco NX-0S 10.5(2)F

Cisco NX-0OS

Bash

system security consent-token shell-access [ <timeout> ] [force]
timeout 5
timeout 2880 2

<timeout>

force

no
write-erase-reload

show system security consent-token

Bash

Cisco NX-0OS Cisco NX-OS dev-ops Cisco NX-OS network-admin
Bash
dev-ops network-admin
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switch# show role name network-admin

Role: network-admin
Description: Predefined network admin role has access to all commands
on the switch

Rule Perm Type Scope Entity
: permit read-write
switch#
feature bash-shell Bash
run bash Bash
Bash Bash

switch# configure terminal
switch(config)# feature bash-shell

switch# run?
run Execute/run program
run-script Run shell scripts

switch# run bash?
bash Linux-bash

switch# run bash
bash-4.2% whoami
admin

bash-4.2% pwd
/bootflash/home/admin
bash-4.2%

\}

run bash command Bash

run bash whoami

run bash whoami

shelltype Bash
username foo shelltype bash
Bash
feature bash-shell
. network-admin/vdc-admin NX-0S Linux  root
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. root
*
. Bash
. root SSH root
Linux Bash NX-0OS
vsh
* Cisco NX-OS 9.2 3

system security sudo prompt-password

NX-0S root
NX-OS VSH
* NX-0OS Bash Bash
* Bash NX-0S Bash

sudo su 'vsh -¢ "'<configuration commands>
commands>""'

sudo bash -c 'vsh -c "'<configuration

Bash MyUser
sudo NX-0S

ssh -1 MyUser 1.2.3.4
-bash-4.2% sudo vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ;
show interface ethl/2 brief”

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 - eth routed down Administratively down auto(D) --

Bash MyUser
NX-0S NX-OS Bash

ssh -1 MyUser 1.2.3.4

-bash-4.2% vsh -h

Cisco NX-0S Software

Copyright (c) 2002-2016, Cisco Systems, Inc. All rights reserved.
Nexus 9000v software (*'Nexus 9000v Software') and related documentation,
files or other reference materials (‘'Documentation') are

the proprietary property and confidential information of Cisco
Systems, Inc. (“'Cisco') and are protected, without limitation,
pursuant to United States and International copyright and trademark
laws in the applicable jurisdiction which provide civil and criminal
penalties for copying or distribution without Cisco®s authorization.

Any use or disclosure, in whole or in part, of the Nexus 9000v Software

or Documentation to any third party for any purposes is expressly
prohibited except as otherwise authorized by Cisco in writing.
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. Bash

The copyrights to certain works contained herein are owned by other
third parties and are used and distributed under license. Some parts
of this software may be covered under the GNU Public License or the
GNU Lesser General Public License. A copy of each such license is
available at

http://www.gnu.org/licenses/gpl._html and
http://www._gnu.org/licenses/lIgpl._html

* Nexus 9000v is strictly limited to use for evaluation, demonstration *
* and NX-0S education. Any use or disclosure, in whole or in part of *
* the Nexus 9000v Software or Documentation to any third party for any *
* purposes is expressly prohibited except as otherwise authorized by *
* Cisco in writing. *

switch# run bash
bash-4.2% vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ; show
interface ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 - eth routed down Administratively down auto(D) --

\)

sudo su -

root

switch# run bash
bash-4.2% sudo su root
bash-4_2# whoami

root

bash-4.2# exit

exit

Bash

Bash

switch# run bash
bash-4.2% cat /proc/meminfo

<snip>

MemTotal : 16402560 kB
MemFree: 14098136 kB
Buffers: 11492 kB
Cached: 1287880 kB
SwapCached: 0 kB
Active: 1109448 kB
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Inactive:

Active(anon):
Inactive(anon):
Active(File):

Inactive(Fil
Unevictable:
MIocked:
SwapTotal:
SwapFree:
Dirty:
Writeback:
AnonPages:
Mapped:
<\snip>

CLI Bash

e):

run bash

717036
817856
702880
291592
14156
0

0

0

0

32

0
527088
97832

switch# run bash ps -el

uilbD

RPRRPRRPRRERRLDMT
DL unuumuunmumnmnmon
[eNeoNoNeoNoNeNoNe]

RPM

RPM

RPM

PID

QO OVWWO~NOOWNPE

PPID

NNNMNNMNNNOO
[cNeoNoNoNoNeoNoNaoNel

kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB
kB

PRI
80

80
-40
-40
-40

80

80

I 1 OO QO =

oo

Bash

ADDR Sz
- 528

I
[cNeoNoNeoNoNeNo)

ps

WCHAN

poll_s
kthrea
run_ks
cpu_st
watchd
cpu_st
worker
run_ks

1. switch# show logging logfile | grep -i "*System ready
2. switch# run bash sudo su

00:

00:
00:

00:
00:
00:

TIME

00:
:00
00:
00:

00:
00:
00:

03

56
00

00
00
00

cLl Bash B

CMD

init
kthreadd
ksoftirgd/0
migration/0
watchdog/0
migration/1
kworker/1:0
ksoftirqgd/1

Cisco Nexus 9000

1 | switch# show logging logfile | grep -i *System ready™

NX-0S

Bash

RPM
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2018 Mar 27 17:24:22 switch

%ASCII-CFG-2-CONF_CONTROL.: System ready

2 | switch# run bash sudo su

switch# run bash sudo su
bash-4._2#

Bash

Bash RPM

1 | sudo dnf installed | grep platform NX-0S RPM

2 | dnf list available RPM

3 | sudo dnf -y install rpm RPM

bfd RPM
bash-4.2% dnf list installed | grep n9000
base-files.n9000 3.0.14-r74.2 installed
bfd.1ib32_n9000 1.0.0-r0 installed
core.lib32_n9000 1.0.0-r0 installed
eigrp.l1ib32_n9000 1.0.0-r0 installed
eth.1ib32_n9000 1.0.0-r0 installed
isis.lib32_n9000 1.0.0-r0 installed
lacp.1ib32_n9000 1.0.0-r0 installed
linecard.1i1b32_n9000 1.0.0-r0 installed
11dp.1ib32_n9000 1.0.0-r0 installed
ntp.1ib32_n9000 1.0.0-r0 installed
nxos-ssh. 1ib32_n9000 1.0.0-r0 installed
ospf.1ib32_n9000 1.0.0-r0 installed
perf-cisco.n9000_gdb 3.12-r0 installed
platform.1ib32_n9000 1.0.0-r0 installed
shadow-securetty.n9000_gdb 4.1.4.3-r1 installed
snmp. 1ib32_n9000 1.0.0-r0 installed
svi.lib32_n9000 1.0.0-r0 installed
sysvinit-inittab.n9000_gdb 2.88dsf-ri14 installed
tacacs. 1ib32_n9000 1.0.0-r0 installed
task-nxos-base.n9000_gdb 1.0-r0 installed
tor.1ib32_n9000 1.0.0-r0 installed
vtp. 1ib32_n9000 1.0.0-r0 installed
10.6(x)

. Cisco Nexus 9000 NX-0S



RPM B

bash-4.2% dnf list available
bgp-1ib32_n9000 1.0.0-r0
bash-4.2% sudo dnf -y install bfd

\}

RPM
rpmdnf RPM
dnf
bashinstall cli
RPM
dnf RPM
1. sudo dnf -y upgraderpm
1 | sudo dnf -y upgraderpm RPM

bfd RPM
bash-4.2$% sudo dnf -y upgrade bfd

RPM

1. sudo dnf -y downgraderpm
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1 | sudo dnf -y downgraderpm dnf RPM
RPM

bfd RPM
bash-4.2$% sudo dnf -y downgrade bfd

RPM
S
SNMP RPM NTP RPM
RPM
RPM [etc/yum/protected.d/protected_pkgs.conf
[etc/dnf/protected.d/protected_pkgs.conf
1. sudo dnf -y eraserpm
1 | sudo dnf -y eraserpm RPM

bfd RPM
bash-4.2% sudo dnf -y erase bfd
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DME

NX-0S 9.3(1) Cisco NX-0OS DME
RPM DMERPM
RPM DME
DME
ISSU

)

DME RPM VSH MO
Cisco NX-0S 10.3(1)F DME Cisco Nexus 9808
Cisco NX-0S 10.4()F DME Cisco Nexus 9804
Cisco NX-0S 10.4(1)F DME Cisco Nexus 9332D-H2R
Cisco NX-0OS 10.4(1)F DME Cisco Nexus 9808 9804
N9KX98900CD-A N9KX9836DM-A
Cisco NX-0OS 10.4(2)F DME Cisco Nexus 93400LD-H1
Cisco NX-0OS 10.4(2)F DME  Cisco Nexus N9K-C9364C-H1
NX-0S 9.3(1)
RPM DME RPM DME
RPM RPM /rpms
DME RPM
install NX-OS RPM dnf
RPM dnf Bash
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1 copy path-to-dme-rpm bootflash: [//sup-#][ /path]

switch-1# copy scp://test@10.1.1.1/dme-2.0.1.0-9.3.1.1ib32_n9000.rpm bootflash://

switch-1#

SCP DME RPM
2 DME RPM

NX-OS install

* install add path-to-dme-rpm activate

switch-1#install add dme-2.0.1.
Adding the patch (/dme-2.0.1.0-
[t HAR] 100%

Install operation 90 completed successfully at Fri Jun 7 07:51:58 2019

0-9.3.1.1ib32_n9000.rpm activate
9.3.1.11b32_n9000. rpm)

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32_n9000.rpm)
[t HAR] 100%

Install operation 91 completed successfully at Fri Jun 7 07:52:35 2019
switch-1#

install add path-to-dme-rpm activate upgrade

switch-1#install add dme-2.0.1.
Adding the patch (/dme-2.0.1.0-
[HH#rHHHH ] 100%

Install operation 87 completed successfully at Fri Jun 7 07:18:55 2019

0-9.3.1.1ib32_n9000.rpm activate upgrade
9.3.1.11b32_n9000. rpm)

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32_n9000.rpm)

[HH R HAR] 100%

Install operation 88 completed successfully at Fri Jun 7 07:19:35 2019
switch-1#

install add path-to-dme-rpm install activate path-to-dme-rpm

switch-1#install add bootflash:dme-2.0.1.0-9.3.1.1ib32_n9000. rpm
[HHtHHHHH ] 100%

Install operation 92 completed successfully at Fri Jun 7 09:31:04 2019
switch-1#install activate dme-2.0.1.0-9.3.1.1ib32_n9000. rpm
[t ] 100%

Install operation 93 completed successfully at Fri Jun 7 09:31:55 2019
switch-1#

dnf install

« dnf install --add path-to-dme-rpm
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switch-1# dnf install --add bootflash:///dme-2.0.10.0-9.3.1.1ib32_n9000.rpm
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
[##HHH A ] 90%Install operation 96 completed successfully at Fri Jun
2019.

[ ] 100%
switch-1#

dnf install --no-persist --nocommitpath-to-dme-rpm

switch-1# dnf install --no-persist --nocommit dme-2.0.10.0-9.3.1.1ib32_n9000
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
localdb/primary | 6.2 kB 00:00 ...
localdb 2/2
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
wrl-repo | 951 B 00:00 ...

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package dme.l1ib32_n9000 0:2.0.1.0-9.3.1 will be updated
---> Package dme.l1ib32_n9000 0:2.0.10.0-9.3.1 will be an update
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Updating:
dme 1ib32_n9000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

Upgrade 1 Package

Total download size: 45 M
Is this ok [y/N]: vy
Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Updating : dme-2.0.10.0-9.3.1.1ib32_n9000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt/
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData

7 22:58:50
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mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstldMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.1.0-9.3.1.1ib32_n9000 2/2
Updated:
dme.lib32_n9000 0:2.0.10.0-9.3.1
Complete!
switch-1#
NX-OS show install dnf list DME RPM
*« NX-0S

show install active

switch-1# show install active
Boot Image:

NXOS Image: bootflash:///<boot_image.bin>
Active Packages:

dme-2.0.1.0-9.3.1.1ib32_n9000
switch-1#

o dnf list dnf Bash run bash

dnf list --patch-only installed | grep dme
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switch-1# dnf list --patch-only installed | grep dme
dme. 1ib32_n9000 2.0.1.0-9.3.1 @localdb

RPM

RPM

1 run bash

switch-1# run bash
bash-4.3%

Bash

2 s /bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32_n9000.rpm

bash-4.3% Is /bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32_n9000.rpm
inactive_feature_rpms.inf
repodata

bash-4.3%

DME RPM /rpms

DME RPM

NX-0S DME RPM
installdnf DME
DME RPM install deactivateinstall remove
NX-0S
« install add dme-rpm activate downgrade
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switch-1# install add bootflash:dme-2.0.1.0-9.3.1.1ib32_n9000.rpm activate downgrade
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32_n9000. rpm)

[HitHHHHHH ] 100%

Install operation 94 completed successfully at Fri Jun 7 22:48:34 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32_n9000.rpm)

[HitHHHHHH ] 100%

Install operation 95 completed successfully at Fri Jun 7 22:49:12 2019
switch-1#

show install active | include dme

switch-1# show install active | include dme
dme-2.0.1.0-9.3.1.1ib32_n9000

switch-1#
DME RPM 2.0.1.0 931
dnf root run bash sudo su Bash
« Bash dnf downgrade dme dme-rpm

DME RPM

bash-4.3# dnf downgrade dme 2.0.1.0-9.3.1

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

Setting up Downgrade Process

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
wrl-repo | 951 B 00:00 ...

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32_n9000 0:2.0.1.0-9.3.1 will be a downgrade
---> Package dme.lib32_n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Downgrading:
dme 1ib32_n9000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

Downgrade 1 Package

Total download size: 45 M

Is this ok [y/N]: vy

Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:

Running Transaction Check
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Running Transaction Test
Transaction Test Succeeded
Running Transaction
/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Installing : dme-2.0.1.0-9.3.1.1ib32_n9000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt/
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstldMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.10.0-9.3.1.1ib32_n9000 2/2

Removed:
dme.lib32_n9000 0:2.0.10.0-9.3.1

Installed:
dme.lib32_n9000 0:2.0.1.0-9.3.1

Complete!
DMERPM 1
2.0.10.0 931 2.0.10 931

dnf list --patch-only installed | grep dme

bash-4.3# dnf list --patch-only installed | grep dme
dme . 11b32_n9000 2.0.1.0-9.3.1 @groups-repo
bash-4_3#

DME RPM

RPM

NX-OS install DME RPM dnf
downgrade DME RPM DME RPM

Cisco Nexus 9000 NX-0S 10.6(x) .



RPM

NX-OS

« install activate dme-rpm

switch-1# install activate dme-2.0.0.0-9.2.1.1ib32_n9000. rpm
[ ####] 100%

Install operation 89 completed successfully at Fri Jun 7 07:21:45 2019

switch-1#

show install active | dme

switch-1# show install active | include dme
dme-2.0.0.0-9.2.1._1ib32_n9000

switch-1#
dnf root run bash sudo su Bash
« Bash dnf downgrade dme dme-rpm

DME RPM

bash-4.3# dnf downgrade dme-2.0.0.0-9.3.1.1ib32_n9000

Loaded plugins: downloadonly, importpubkey, localrpmbDB, patchaction, patching,

: protect-packages
Setting up Downgrade Process

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
wrl-repo | 951 B 00:00 ...
Resolving Dependencies

--> Running transaction check

---> Package dme.l1ib32_n9000 0:2.0.0.0-9.3.1 will be a downgrade

---> Package dme.l1ib32_n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Downgrading:

dme 11b32_n9000 2.0.0.0-9.3.1 groups-repo 44 M

Transaction Summary

Downgrade 1 Package
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Total download size: 44 M
Is this ok [y/N]: vy
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : dme-2.0.0.0-9.3.1.1ib32_n9000
starting pre-install package version mgmt for dme
pre-install for dme complete
mgmt/
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-ConstldMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData

Cleanup : dme-2.0.10.0-9.3.1.1ib32_n9000

Removed:
dme.1ib32_n9000 0:2.0.10.0-9.3.1

Installed:
dme.1ib32_n9000 0:2.0.0.0-9.3.1

Complete!
bash-4_3#

DME RPM

dnf list --patch-only installed | grep dme

bash-4._.3# dnf list --patch-only installed | grep dme
dme. 1ib32_n9000 2.0.0.0-9.3.1
bash-4_3#

DME RPM

Cisco Nexus 9000 NX-0S
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RPM

RPM
RPM
1. switch# show logging logfile | grep -i "*System ready"’
2. switch# run bash sudo su
1 | switch# show logging logfile | grep -i *'System ready™ | Bash RPM
2018 Mar 27 17:24:22 switch
%ASCII-CFG-2-CONF_CONTROL.: System ready
2 | switch# run bash sudo su Bash
switch# run bash sudo su
bash-4._2#
Bash RPM
1 | dnf list --patch-only RPM

2 | sudo dnf install --add URL_of patch

URL_of patch /bootflash/ patch
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Linux bootflash:/ patch

dnf list --patch-only available

RPM
nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000
bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo ] 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching |] 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
bash-4_2#

bash-4._.2# sudo dnf install --add

bootflash:/nxos.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000.rpm

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb |] 951 B 00:00 ...
patching |] 951 B 00:00 ...
thirdparty |] 951 B 00:00 ...
[ Attt 1 70%Install operation 135 completed successfully at Tue Mar 27

17:45:34 2018.
[ ] 100%
bash-4_2#

RPM

bash-4_.2# dnf list --patch-only available
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb |] 951 B 00:00 ...
patching |] 951 B 00:00 ...
thirdparty |] 951 B 00:00 ...
nxos .CSCab00001-n9k_ALL.1ib32_n9000 1.0.0-7.0.3.17.3 patching

bash-4_2#

RPM tar tar

nx0s.CSCab00002_CSCab00003-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 tar
2 RPM

bash-4.2# sudo dnf install --add
bootflash:/nxos.CSCab00002_CSCab00003-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000.tar
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Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
[ttt 1 70%Install operation 146 completed successfully at Tue Mar 27

21:17:39 2018.

[HH ] 100%

bash-4_2#

bash-4_2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb |] 951 B 00:00 ...
patching |] 951 B 00:00 ...
patching/primary | 942 B 00:00 ...
patching 2/2
thirdparty |] 951 B 00:00 ...
nxos .CSCab00003-n9k_ALL.1ib32_n9000 1.0.0-7.0.3.17.3 patching
nxos .CSCab00002-n9k_ALL . 1ib32_n9000 1.0.0-7.0.3.17.3 patching
bash-4_2#
#unique_64 RPM
1 | sudo dnf install patch_RPM --nocommit RPM
patch_RPM
--nocommit
RPM
RPM
RPM
40
nxo0s.CSCab00001-n9k_ALL -1.0.0-7.0.3.17.3.1ib32_n9000 RPM
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bash-4.2# sudo dnf install nxos.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.11b32_n9000 --nocommit
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb |] 951 B 00:00 ...
patching |] 951 B 00:00 ...
thirdparty |] 951 B 00:00 ...

Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package nxo0s.CSCab00001-n9k_ALL.01ib32_n9000 0:1.0.0-7.0.3.17.3 will be installed
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository  Size
Installing:
nxos .CSCab00001-n9k_ALL 1ib32_n9000 1.0.0-7.0.3.17.3 patching 28 k

Transaction Summary

Install 1 Package

Total download size: 28 k
Installed size: 82 k
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : nxos.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 171
[ At ] 90%error: reading
/var/sysmgr/tmp/patches/CSCab00001-n9k_ALL/isan/bin/sysinfo manifest, non-printable
characters found

Installed:
nxos.CSCab00001-n9k_ALL.1ib32_n9000 0:1.0.0-7.0.3.17.3

Complete!
Install operation 140 completed successfully at Tue Mar 27 18:07:40 2018.

[ A HE] 100%
bash-4_2#

RPM

bash-4_.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
nxos .CSCab00001-n9k_ALL.1ib32_n9000 1.0.0-7.0.3.17.3 installed

bash-4_2#
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RPM

1 | sudo dnf install patch_RPM --commit RPM RPM

RPM
nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000

bash-4.2# sudo dnf install nxos.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb |] 951 B 00:00 ...
patching |] 951 B 00:00 ...
thirdparty |] 951 B 00:00 ...

Install operation 142 completed successfully at Tue Mar 27 18:13:16 2018.

[HHH#HHHHHHH ] 100%
bash-4_2#

RPM

bash-4.2# dnf list --patch-only committed
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching |] 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
nxos .CSCab00001-n9k_ALL.1ib32_n9000 1.0.0-7.0.3.17.3 installed

bash-4_2#

RPM
1 | sudo dnf erase patch_RPM --nocommit RPM

--nocommit
RPM
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sudo dnf install patch_RPM --commit RPM RPM

nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 RPM

bash-4.2# sudo dnf erase nxos.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 --nocommit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages
Setting up Remove Process
Resolving Dependencies
--> Running transaction check
---> Package nxo0s.CSCab00001-n9k_ALL.01ib32_n9000 0:1.0.0-7.0.3.17.3 will be erased
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Removing:
nxos .CSCab00001-n9k_ALL 1i1b32_n9000 1.0.0-7.0.3.17.3 @patching 82 k

Transaction Summary

Remove 1 Package

Installed size: 82 k

Is this ok [y/N]: y

Downloading Packages:

Running Transaction Check

Running Transaction Test

Transaction Test Succeeded

Running Transaction

[ ] 30%error: reading
/var/sysmgr/tmp/patches/CSCab00001-n9k_ALL/isan/bin/sysinfo manifest, non-printable
characters found

Erasing : nxos.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3_.11b32_n9000 171
[t ] 90%
Removed:

nxos.CSCab00001-n9k_ALL.1ib32_n9000 0:1.0.0-7.0.3.17.3

Complete!
Install operation 143 completed successfully at Tue Mar 27 21:03:47 2018.

[HHHHHHHHHH ] 100%
bash-4_2#

RPM RPM
RPM 42
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RPM

RPM

bash-4_2# sudo dnf install nxos.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...

Install operation 144 completed successfully at Tue Mar 27 21:09:28 2018.

[ ] 100%
bash-4.2#

RPM

bash-4._.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo ] 1.1 kB 00:00 ...
localdb |] 951 B 00:00 ...
patching |] 951 B 00:00 ...
thirdparty |] 951 B 00:00 ...
nxos .CSCab00001-n9k_ALL.1ib32_n9000 1.0.0-7.0.3.17.3 patching

bash-4_2#

RPM
1 | sudo dnf install --remove patch_ RPM RPM

RPM
nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000

bash-4_2# sudo dnf install --remove nxos.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3_.11b32_n9000
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb |] 951 8B 00:00 ...
patching |] 951 8B 00:00 ...
thirdparty |] 951 8B 00:00 ...
| Attt A 1 50%Install operation 145 completed successfully at Tue Mar 27

21:11:05 2018.

[ ] 100%
bash-4._2#

. Cisco Nexus 9000 NX-0S 10.6(x)



SDK IS0 B

\)

RPM
Install operation 11 "failed because patch was not committed™. at Wed Mar 28 22:14:05
2018
RPM RPM
RPM
40
RPM

bash-4.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo ] 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching |] 951 B 00:00 ...
patching/primary | 197 B 00:00 ...
thirdparty ] 951 B 00:00 ...
bash-4_2#
/etc/init.d/application_name Bash
Bash
http://linux.die.net/man/8/chkconfig
#1/bin/bash
#
# <application_name> Short description of your application
#

# chkconfig: 2345 15 85

# description: Short description of your application
#

### BEGIN INIT INFO

# Provides: <application_name>

# Required-Start: $local_fs $remote_fs $network $named
# Required-Stop: $local_fs $remote_fs $network

# Description: Short description of your application
### END INIT INFO

# See how we were called.

case "$1" in

start)

# Put your startup commands here

# Set RETVAL to O for success, non-0 for failure
stop)

# Put your stop commands here

# Set RETVAL to O for success, non-0 for failure

Cisco Nexus 9000 NX-0S 10.6(x) .
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Bash

status)
# Put your status commands here
# Set RETVAL to O for success, non-0 for failure

restart|force-reload|reload)

# Put your restart commands here

# Set RETVAL to O for success, non-0 for failure

5

echo $'"Usage: $prog {start|stop|status|restart|force-reload}"

RETVAL=2
esac

exit $RETVAL

Bash

1 Bash [etc/init.d/application_name
2 /etc/init.d/application_name start
3 chkconfig --add application_name
4 chkconfig --level 3 application_name on
3
5 --application_name 3
3 on chkconfiglist
6 fetc/rc3.d S
tcollector .Jinit.d/application_name  Bash
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* Cisco NX-0OS 10.5(2)F
Cisco NX-0OS
» chkconfig --addapplication_name service application_name start
. Linuxkill
service application_name stop
. chkconfig --delapplication_name

bash-4.2# Is -1 /etc/rc3.d/tcollector
Irwxrwxrwx 1 root root 20 Sep 25 22:56 /etc/rc3.d/S15tcollector ->../init.d/tcollector
bash-4.2#

Cisco Nexus 9500 2

Cisco NX-0S 9.2(2)
Cisco
NX-0S9.2(2) up
/bootflash

/bootflash_sup-remote
Bash

/bootfFlash/bootflash_sync list
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switch# run bash

bash-4_.2# echo '"/bootflash/home/admin™ | sudo tee --append /bootflash/bootflash_sync_list
bash-4_2# echo "'/bootflash/nxo0s.7.0.3.17.3.5.bin" | sudo tee --append
/bootflash/bootflash_sync_list

bash-4.2# cat /bootflash/bootflash_sync_list

/bootflash/home/admin

/bootflash/nxo0s.7.0.3.17.3.5.bin

bash-4.2# echo /bootflash/home/admin >> /bootflash/bootflash_sync list

bash-4.2# echo /bootflash/nxo0s.7.0.3.17.3.5.bin >>
/bootfFlash/bootflash_sync list

up

/bootflash/bootflash_sync list

e /bootflash/bootflash_sync list

« /bootflash/bootflash_sync_list

°1 1
. Linux /bootflash/img.bin
. /bootflash

e /bootflash/bootflash_sync list
copy virtual shell VSH
/bootflash/bootflash_sync list

/bootflash/bootflash_sync list

run bash vi /bootflash/bootflash_sync_list

/var/tmp/bootflash_sync.log

run bash less /var/tmp/bootflash_sync.log
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run bash tail -f /var/tmp/bootflash_sync.log

run bash sudo rsync -a --delete /bootflash/ /bootflash_sup-remote/

run bash sudo /isan/etc/rc.d/rc.isan-start/S98bootflash_sync.sh start

Kstack

Cisco NX-0OS 9.3(1) use-kstack
use-kstack

use-kstack
scp  sftp.

FIPS use-kstack
FIPS

use-kstack NX-OS copy

switch-1# copy scp://test@10.1.1.1/image.bin . vrf management use-kstack

switch-1#

switch-1# copy scp://test@10.1.1.1/image.bin bootflash:// vrf management
use-kstack

switch-1#

switch-1# copy scp://test@10.1.1.1/image.bin . use-kstack

switch-1#

switch-1# copy scp://test@10.1.1.1/image.bin bootflash:// vrf default

use-kstack

switch-1#
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use-kstack NX-OS copy
OpenSSL

Bash

Bash

bash-4_.2# cat /etc/init.d/hello.sh
#1/bin/bash

PIDFILE=/tmp/hello.pid
OUTPUTFILE=/tmp/hello

echo $$ > $PIDFILE
rm - $OUTPUTFILE
while true
do
echo $(date) >> $OUTPUTFILE
echo "Hello World® >> $OUTPUTFILE
sleep 10
done
bash-4_2#
bash-4_2#
bash-4_.2# cat /etc/init.d/hello
#1/bin/bash
#
# hello Trivial "hello world" example Third Party App
#
# chkconfig: 2345 15 85
# description: Trivial example Third Party App
#
### BEGIN INIT INFO
# Provides: hello
# Required-Start: $local_fs $remote_fs $network $named
# Required-Stop: $local_fs $remote_fs $network
# Description: Trivial example Third Party App
### END INIT INFO

PIDFILE=/tmp/hello.pid

# See how we were called.
case "$1" in

start)
/etc/init.d/hello.sh &
RETVAL=$?

stop)
kill -9 “cat $PIDFILE"
RETVAL=$?

status)
ps -p “cat $PIDFILE™
RETVAL=$?

restart]|force-reload|reload)
kill -9 “cat $PIDFILE"
/etc/init.d/hello.sh &
RETVAL=$?

5
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echo $'"Usage: $prog {start|stop|status|restart|force-reload}"
RETVAL=2
esac

exit $RETVAL

bash-4_2#

bash-4._.2# chkconfig --add hello

bash-4.2# chkconfig --level 3 hello on

bash-4.2# chkconfig --list hello

hello O:off 1:off 2:on 3:on 4:on 5:on 6:0ff
bash-4.2# Is -al /etc/rc3.d/*hello*

Irwxrwxrwx 1 root root 15 Sep 27 18:00 /etc/rc3.d/S15hello -> __/init.d/hello
bash-4_2#

bash-4.2# reboot

bash-4._.2# ps -ef | grep hello

root 8790 1 0 18:03 ? 00:00:00 /bin/bash /etc/init.d/hello.sh
root 8973 8775 0 18:04 ttySO 00:00:00 grep hello
bash-4_2#

bash-4_.2# Is -al /tmp/hello*

-rw-rw-rw- 1 root root 205 Sep 27 18:04 /tmp/hello
-rw-rw-rw- 1 root root 5 Sep 27 18:03 /tmp/hello.pid
bash-4._.2# cat /tmp/hello.pid

8790

bash-4._.2# cat /tmp/hello

Sun Sep 27 18:03:49 UTC 2015

Hello World

Sun Sep 27 18:03:59 UTC 2015

Hello World

Sun Sep 27 18:04:09 UTC 2015

Hello World

Sun Sep 27 18:04:19 UTC 2015

Hello World

Sun Sep 27 18:04:29 UTC 2015

Hello World

Sun Sep 27 18:04:39 UTC 2015

Hello World

bash-4_2#
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* Guest Shell 51

* Guestshell 52

* Guest Shell 60

. 60

. 61

. 71
. 74

. 74

. Guest Shell 89

. 90
* Guest Shell 91
. 91

* Guest Shell 93

Guest Shell

Linux NX-OS CLI Bash
Linux LXC

network-admin

* Linux

. tmpfs
. CLlI

* Cisco NX-API REST
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. Guestshell

* Python
32 64 Linux
NX-0S Linux Containers
Guest Shell virtual-service show

\}

Linux
Linux

virtual-service

5SMB RAM 200 MB

Cisco NX-0S 70 3 12 1 Guest Shell 35MB RAM
Guest Shell guestshell destroy
S
Guest Shell 35MB RAM 350 MB
Guest Shell guestshell destroy
S
Cisco NX-0S 7.0(3)F3(1)NX-0S 7.0(3)17(1) Guest Shell  Cisco Nexus 95083500

Guestshell

Guestshell

guestshell upgrade

Guestshell
Guestshell

guestshell destroy guestshell enable

» Guest Shell 4GB

. Cisco Nexus 9000 NX-0S
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Guestshell .

 Guestshell SVI
* run guestshell CLI Guestshell run
guestshell run bash
Bash
Guestshell
SSH localhost
*+NXOS 2 VRF
VRF/
* sshd
SSH
sshd
 Guestshell Guestshell
root
* root Bash
Guestshell
Guestshell Guestshell  sshd
sshd
Guestshell
~
Guestshell 2.2 (0.2)
Guestshell
2.2(0.2) Guestshell
. Cisco NX-0S
Guestshell
Guestshell
Cisco Nexus 9000
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. Guestshell

 Guestshell
* NX-OS  Guestshell Linux
* NX-OS Guestshell NX-API Unix dohost
1. 9.3(8) NX-OS  Guestshell NX-API root/
2. 93 8 NX-OS  Guestshell NX-0OS
root/
* Guestshell CVE Guestshell
CentOS CVE
« dnf update CentOS
Cisco NX-0OS
guestshell update Guestshell rootfs
Guestshell
rootfs
* bash Nexus
AuditD
Cisco NX-0OS 10.6(1)F audit monitor guest-shell AuditD
no audit monitor guest-shell
Cent0S Guestshell
Guestshell  CentOS LXC
CentOS 8 2021 12 CentOS 7
2024 6 CentOS 7
Cisco NX-0S 10.2.x  Guestshell 2.11 CentOS 7
10.1.x Guestshell
3.0 CentOS 8
Guestshell 2.11
Cisco NX-0S 10.2(2) CentOS 7 Guestshell
CentOS
Guestshell 2.11 python2 python3.6 Guestshell 2.11

Guestshell 3.0
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Guestshell .

Guestshell 2.11  rootfs 200 MB
Guestshell 3.0
Guestshell 3.0 NX-0S 10.2.x Guestshell 2.11
10.2.x Guestshell 3.0 10.1.x
3.0 Guestshell
A\
Guestshell 3.0  rootfs Guestshell 2.0 170 MB 220 MB
Guestshell 4.0
Guestshell 2.x Centos 7 2024

RockyLinux 9.2 Ixc Guestshell 4.0 Guestshell 2.x
Guestshell 4.0 Cisco NX-0OS 104.1
Guestshell 2.x Guestshell
4.0
A\
Guestshell 4.0  rootfs 400 MB Guestshell 2.x 350 MB
Guestshell 4.x
Guestshell 2.x Centos 7 2024

Guestshell 4.x

RockyLinux 9

Guestshell 2.x

Guestshell 4.x NX-0S

NX-0OS Guestshell Guestshell
9.3(14) 41

10.2(6) 2.15 4.0
10.2(7) 2.15 41
10.2(8) 41

10.3(4) 2.15 4.0
10.3(5) 41

10.4(1) 10.4(2) 2.15 4.0
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NX-OS Guestshell Guestshell
10.4(3) 41
10.5(1) 41
A
Guestshell 4.x  rootfs 400 MB Guestshell 2.x 350 MB Guestshell 4.x
OVA Guestshell 2.x

Guestshell 1.0 Guestshell 2.x

Guestshell 2.x CentOS7
1.0 .conf
Guestshell 2.x CentOS 7
Jacksonville Guestshell 3.0 NX-0S
Cisco NX-0S 10.1(2) Guestshell 3.0
1.11 show virtual-service
Guestshell 3.0 OVA Install all
Guestshell 3.0
Guestshell 3.0 Guestshell 3.0
Guestshell 2.x
Cisco NX-0S Guestshell
Guestshell Cisco NX-0S
Guestshell
%VMAN-2-INVALID_PACKAGE
Guestshell 2.x Guestshell 4.x OVA
Guestshell 4.x Cisco
command guestshell upgrade
NX-0S 10.6(x)
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5.
NX-0S Python
2.X 104.1 Python 2.7 Python 3.6
3.0 10.1.x python 3.6
4.x OVA 10.4.1 Python 3.9
Guestshell 4.x
. guestshell enable package <downloaded
ova>
. guestshell upgrade package
<downloaded ova>
S
4GB RAM Guestshell
guestshell enable Guestshell
install all Cisco NX-0OS Cisco NX-0OS
switch#
Installer will perform compatibility check first. Please wait.
uri is: /

2014 Aug 29 20:08:51 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE:
Successfully activated virtual service "guestshell+*

Verifying image bootflash:/n9kpregs.bin for boot variable "nxos".
[Ht it HAH] 100% -- SUCCESS

Verifying image type.

[Ht it HA#] 100% -- SUCCESS

Preparing """ version info using image bootflash:/.

[HHt it HA#] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/.

[HHt it HA#] 100% -- SUCCESS

Preparing """ version info using image bootflash:/.

[HHt it HAH] 100% -- SUCCESS

Preparing """ version info using image bootflash:/.

[Ht it HA#] 100% -- SUCCESS

Preparing "nxos'" version info using image bootflash:/.

[Ht i HAH] 100% -- SUCCESS

Preparing """ version info using image bootflash:/.

[HHt it HA#] 100% -- SUCCESS

Preparing """ version info using image bootflash:/.

[HHt it HAH] 100% -- SUCCESS

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility).

Please run "show incompatibility-all nxos <image>" command to find out which feature
needs to be disabled.".

Performing module support checks.
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. Guestshell

[ At #] 100% -- SUCCESS

Notifying services about system upgrade.

[# 1 0% -- FAIL.

Return code 0x42DD0006 ((null)).

"Running-config contains configuration that is incompatible with the new image (strict
incompatibility).

Please run "show incompatibility-all nxos <image>" command to find out

which feature needs to be disabled."

Service "vman" in vdc 1: Guestshell not supported, do "guestshell destroy™ to remove
it and then retry ISSU

Pre-upgrade check failed. Return code 0x42DD0006 ((null)).

switch#

\)

Guestshell Cisco NX-0S
guestshell destroy Guestshell
SSHD
Guestshell OpenSSH localhost IP
127.0.0.1
guestshell NX-0S Guestshell
(
/etc/ssh/sshd_config-cisco ) NX-OS CLI Guestshell
Guestshell root OpenSSh
1. SSH VRF
2. OpenSSH
NX-0S show socket connection
S
Guestshell sshd 17680 49150
OpenSSH IP 10.122.84.34:2222
netns  OpenSSH
1. :/usr/lib/systemd/systm/sshd-mgmt.service

/etc/ssh/sshd-mgmt_config

-rw-r--r-- 1 root root 394 Apr 7 14:21 /usr/lib/systemd/system/sshd-mgmt.service
—rW-—————- 1 root root 4478 Apr 7 14:22 /etc/ssh/sshd-mgmt_config

2. Unit  Service /usr/lib/systemd/system/ssh.service
sshd-mgmt.service

3. sshd-mgmt.service
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11.

Guestshell .

[Unit]

Description=0penSSH server daemon
After=network. target sshd-keygen.service
Wants=sshd-keygen.service

[Service]
EnvironmentFile=/etc/sysconfig/sshd
ExecStartPre=/usr/sbin/sshd-keygen
ExecStart=/sbin/ip netns exec management /usr/sbin/sshd -f /etc/ssh/sshd-mgmt_config
-D $OPTIONS

ExecReload=/bin/kill -HUP $MAINPID
Ki I IMode=process

Restart=on-failure

RestartSec=42s

[Install]

WantedBy=multi-user.target

/etc/ssh/sshd-config /etc/ssh/sshd-mgmt_config
ListenAddress IP

Port 2222
ListenAddress 10.122.84.34

systemctl

sudo systemctl daemon-reload
sudo systemctl start sshd-mgmt.service
sudo systemctl status sshd-mgmt.service -1

ss -tnldp | grep 2222

Guestshell SSH:
ssh -p 2222 guestshell@10.122.84.34

Guestshell

sudo systemctl enable sshd-mgmt.service

SSH/SCP ssh-keygen -t dsa
SSH/SCP ID

/.ssh id rsa id _rsa.pub

[root@node01 ~]# cd ~/.ssh

[root@node02 .ssh]# Is -1

total 8

—-rW———=——- . 1 root root 1675 May 5 15:01 id_rsa
-rw-r--r--. 1 root root 406 May 5 15:01 id_rsa.pub

SSH

cat id_rsa.pub >> /root/.ssh/authorized_keys
chmod 700 /root/.ssh
chmod 600 /root/.ssh/*

SSH SCP

ssh -p <port#> userid@hostname [<remote command>]
scp -P <port#> userid@hostname/filepath /destination
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B uestshen

Localtime

Guestshell /etc/localtime

\)

localtime
/etc/localtime

Guestshell

switch(config)# clock timezone PDT -7 O
switch(config)# clock set 10:00:00 27 Jan 2017
Fri Jan 27 10:00:00 PDT 2017

switch(config)# show clock

10:00:07.554 PDT Fri Jan 27 2017
switch(config)# run guestshell

guestshell:~$ date

Fri Jan 27 10:00:12 PDT 2017

Guest Shell

Cisco NX-0OS network-admin
run guestshell

run bash NX-OS CLI
guestshell Guest Shell

\}

run

Guest Shell 4 GB RAM

switch# run guestshell Is -al /bootflash/*._ova
-rw-rw-rw- 1 2002 503 83814400 Aug 21 18:04 /bootflash/pup.ova
-rw-rw-rw- 1 2002 503 40724480 Apr 15 2012 /bootflash/red.ova

\}

2.2(0.2) Guest Shell

Guest Shell

Guest Shell

guestshell resize {cpu | memory | rootfs}
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/
CPU 1% 1/620%
400 MB 256/3840 MB
200 MB 200/2000 MB
CPU
CPU

)

guestshell
reboot
Guestshell
CentOS 7 Linux
yum Guestshell net-tools iproute tcpdump
OpenSSH
Guestshell 2.x python
PIP python 2.7.5 Guestshell 2.11
python 3.6
64 32
glibc.i686 yum
Guestshell Linux
ifconfig  ethtool Linux
NX-0S CLI
VRF Linux VRF
/var/run/netns ip netns
chvrf  vrfinfo Ivrf
systemd CentOS 8

Guest Shell NX-OS CLI

NX-0S
dohost
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B uestshen

Guest Shell

NX-0S exec

dohost NX-0S

dohost ""<NXOS CLI>"

NX-OS CLI

[guestshell@guestshell ~]$ dohost ''sh Ildp time | in Hold" *"show cdp global™
Holdtime in seconds: 120

Global CDP information:

CDP enabled globally

Refresh time is 21 seconds

Hold time is 180 seconds

CDPv2 advertisements is enabled

DevicelD TLV in System-Name(Default) Format

[guestshell@guestshell ~]$

NX-OS CLI NX-OS

[guestshell@guestshell ~]$ dohost "conf t ; cdp timer 13 ; show run | inc cdp”
Enter configuration commands, one per line. End with CNTL/Z.

cdp timer 13

[guestshell@guestshell ~]$

\}

Guest Shell 2.2 (0.2) 7.0(3)15(2) dohost
NX-API uDS dohost
NX-0S Guest Shell Linux
ifconfig ethtool /proc/net/dev Linux
Guest Shell
chvrf vrf command VRF

[guestshell@guestshell bootflash]$ ifconfig Ethl-47
Ethl1-47: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 13.0.0.47 netmask 255.255.255.0 broadcast 13.0.0.255
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ether 54:7f:ee:8e:27:bc txqueuelen 100 (Ethernet)

RX packets 311442 bytes 21703008 (20.6 MiB)

RX errors 0 dropped 185 overruns O frame O

TX packets 12967 bytes 3023575 (2.8 MiB)

TX errors O dropped O overruns O carrier 0 collisions O

Guest Shell
bash NX-OSCLI Linux
tcpdump Guest Shell
sudo ip netns exec management ping
Guest Shell

[guestshell@guestshell bootflash]$ sudo ip netns exec management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp_seq=1 ttl=48 time=76.5 ms

chvrf

guestshell@guestshell bootflash]$ chvrf management ping 10.28.38.48
PING 10.28.38.48 (10.28.38.48) 56(84) bytes of data.
64 bytes from 10.28.38.48: icmp_seq=1 ttl=48 time=76.5 ms

)

chvrf VRF/

VRF IP 10.0.0.1 ping chvrf management
ping 10.0.0.1 scp ssh

switch# guestshell

[guestshell@guestshell ~]$ cd /bootflash

[guestshell@guestshell bootflash]$ chvrf management scp foo@10.28.38.48:/foo/index.html
index._html

f00©®10.28.38.48"s password:

index.html 100% 1804 1.8KB/s 00:00

[guestshell@guestshell bootflash]$ Is -al index.html

-rw-r--r-- 1 guestshe users 1804 Sep 13 20:28 index.html

[guestshell@guestshell bootflash]$

[guestshell@guestshell bootflash]$ chvrf management curl cisco.com

<IDOCTYPE HTML PUBLIC "-//I1ETF//DTD HTML 2.0//EN">

<html><head>

<title>301 Moved Permanently</title>

</head><body>

<h1l>Moved Permanently</h1>

<p>The document has moved <a href="http://www.cisco.com/">here</a>.</p>

</body></html>

[guestshell@guestshell bootflash]$
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VRF NX-0S show vrf dohost
[guestshell@guestshell bootflash]$ dohost “"sh vrf-
VRF-Name VRF-ID State Reason
default 1 Up -
management 2 Up -
red 6 Up -
Guest Shell VRF
[guestshell@guestshell bootflash]$ Is /var/run/netns
default management red
[guestshell@guestshell bootflash]$
Guest Shell Guest
Shell  /etc/resolv.conf DNS
nameserver 10.1.1.1
domain cisco.com
NX-0S
switch(config)# ip domain-name cisco.com
switch(config)# ip name-server 10.1.1.1
switch(config)# vrf context management
switch(config-vrf)# ip domain-name cisco.com
switch(config-vrf)# ip name-server 10.1.1.1
HTTP http_proxy

https_proxy Guest Shell

export http_proxy=http://proxy.esl.cisco.com:8080
export https_proxy=http://proxy.esl.cisco.com:8080

.bashrc
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NX-0OS CLI Linux
/bootflash
network-admin  Linux

find . —name “foo.txt”
rm “/bootflash/junk/foo.txt”

)

uid

Guest Shell ~ Python

Python python

guestshell:~$ python

Python 2.7.5 (default, Jun 24 2015, 00:41:19)

[GCC 4.8.3 20140911 (Red Hat 4.8.3-9)] on linux2

Type "help', "copyright', "credits"™ or "license" for more information.
>>>

guestshell:~$

Python
pip python

[guestshell@guestshell ~]$ sudo su

[root@guestshell guestshell]# pip install Markdown
Collecting Markdown

Downloading Markdown 2 6 2 py2 py3 none any.whl (157kB)
100% |###H#HHHHH Ht| 159kB 1.8MB/s
Installing collected packages Markdown

Successfully installed Markdown-2.6.2

[root@guestshell guestshell]# pip list | grep Markdown
Markdown (2.6.2)

[root@guestshell guestshell]#
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\)

pip install sudo su

Guestshell 2.11  Python

Guestshell 2.11 Python2  Python 3.6 Python 2
3
[admin@guestshell ~]$ python
Python 2.7.5 (default, Nov 16 2020, 22:23:17)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux2
Type "help', "copyright", "credits" or "license" for more information.
>>>
[admin@guestshell ~]$ python3
Python 3.6.8 (default, Nov 16 2020, 16:55:22)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-44)] on linux
Type "help', "copyright", "credits" or "license" for more information.
>>>
Guest Shell 2.10 Python3 CentOS 7
2.X Python 3 Cent0S 7.1
CentOS7.1 Python3
Python Red Hat Software Collections
Red Hat Software Collections SCL
1. scl-utils
2. CentOS SCL Python 3 RPM
[admin@guestshell ~]$ sudo su
[root@guestshell admin]# dnf install -y scl-utils | tail
Running transaction test
Transaction test succeeded
Running transaction
Installing : scl-utils-20130529-19.el7.x86_64 171
Verifying : scl-utils-20130529-19.el7.x86_64 171
Installed:
scl-utils.x86_64 0:20130529-19.el7
Complete!
[root@guestshell admin]# dnf install -y centos-release-scl | tail
Verifying : centos-release-scl-2-3.el7.centos.noarch 1/2
Verifying : centos-release-scl-rh-2-3.el7.centos.noarch 2/2
Installed:

centos-release-scl.noarch 0:2-3.el7.centos
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Dependency Installed:
centos-release-scl-rh.noarch 0:2-3.el7.centos

Complete!

[root@guestshell admin]# dnf install -y rh-python36 | tail
warning: /var/cache/dnf/x86_64/7/centos-sclo-rh/packages/rh-python36-2.0-1.el7.x86_64.rpm:
Header V4 RSA/SHA1 Signature, key ID f2ee9d55: NOKEY
http://centos.sonn.com/7.7.1908/0s/x86_64/Packages/groff-base-1.22.2-8.el7.x86_64.rpm:
[Errno 12] Timeout on
http://centos.sonn.com/7.7.1908/0s/x86_64/Packages/groff-base-1.22.2-8.el7.x86_64.rpm:
(28, "Operation too slow. Less than 1000 bytes/sec transferred the last 30 seconds®)
Trying other mirror.
Importing GPG key OxF2EE9D55:
Userid : "CentOS SoftwareCollections SIG
(https://wiki .centos.org/Special InterestGroup/SCL0) <security@centos.org>"
Fingerprint: c4db d535 blfb bal4 f8ba 64a8 4eb8 4e71 f2ee 9d55
Package : centos-release-scl-rh-2-3._el7.centos.noarch (@extras)
From : /etc/pki/rpm-gpg/RPM-GPG-KEY-CentOS-SI1G-SCLo
rh-python36-python-libs.x86_64 0:3.6.9-2.el7
rh-python36-python-pip.noarch 0:9.0.1-2.el7
rh-python36-python-setuptools.noarch 0:36.5.0-1.el7
rh-python36-python-virtualenv.noarch 0:15.1.0-2.el7
rh-python36-runtime.x86_64 0:2.0-1.el7
scl-utils-build.x86_64 0:20130529-19.el7
xml-common.noarch 0:0.6.3-39.el7
zip.x86_64 0:3.0-11.el7

Complete!

SCL Python 3 bash

\}

SCL Python

[admin@guestshell ~]$ scl enable rh-python36 bash

[admin@guestshell ~]$ python3

Python 3.6.9 (default, Nov 11 2019, 11:24:16)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux

Type "help', "copyright", "credits" or "license" for more information.
>>>

Python SCL pip

[admin@guestshell ~]$ pip3 install requests --user
Collecting requests
Downloading

(57kB)
100% | HHtHHHHHHHHHHHHHHHH ] 61kB 211kB/s
Collecting idna<2.9,>=2.5 (from requests)
Downloading
hitps://files_pythorhosted . ory/fed<eges/14/2/aB10B]coe1 S el cfad 1383Refe /22678068 e6/fcliAc/ide-2.8-py2-p3-ore-any whi
(58kB)
100% | HHtHHHHHHHHHHHHHHHHHH ] 61kB 279kB/s
Collecting chardet<3.1.0,>=3.0.2 (from requests)
Downloading
hitps=//iles_ pythorrosted.ay/fedeges//s0/0H e PAGBIHlchc iceBhec S102:AS I FIABYR/dartet=3.0 4p2.pBroe-ayvhl
(133kB)
100% | #HtHHHHHHHHHHHHHHHH ] 143KB 441KkB/s
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2.10 Python3 CentOS 7

Collecting certifi>=2017.4.17 (from requests)
Downloading

(156kB)
100% | #HtHHHHHHHHHHHHHHHHH ] 163KB 447kB/s
Collecting urllib3!=1.25.0,1=1.25.1,<1.26,>=1.21.1 (from requests)
Downloading

brAAdliB-1.5.8p2.pB3roeaywnl
(125kB)
100% | #HttHHHHHHHHHHHHHH ] 133kB 656kB/s
Installing collected packages: idna, chardet, certifi, urllib3, requests
Successfully installed certifi-2019.11.28 chardet-3.0.4 idna-2.8 requests-2.22.0
urllib3-1.25.8
You are using pip version 9.0.1, however version 20.0.2 is available.
You should consider upgrading via the "pip install --upgrade pip" command.
[admin@guestshell ~]$ python3
Python 3.6.9 (default, Nov 11 2019, 11:24:16)
[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux
Type "help', "copyright", "credits" or "license" for more information.
>>> import requests
>>> requests.get("https://cisco.com™)
<Response [200]>

Python 2 SCL Python

[admin@guestshell ~]$ which python3
/opt/rh/rh-python36/root/usr/bin/python3

[admin@guestshell ~]$ which python2

/bin/python2

[admin@guestshell ~]$ python2

Python 2.7.5 (default, Aug 7 2019, 00:51:29)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-39)] on linux2

Type "help', "copyright", "credits" or "license" for more information.
>>> print "Hello world!*

Hello world!

Software Collections RPM
Python 3.6 Python 3.5

[admin@guestshell ~]$ sudo dnf install -y rh-python35 | tail

Dependency Installed:
rh-python35-python.x86_64 0:3.5.1-13.el7
rh-python35-python-devel .x86_64 0:3.5.1-13.el7
rh-python35-python-libs.x86_64 0:3.5.1-13.el7
rh-python35-python-pip.noarch 0:7.1.0-2.el7
rh-python35-python-setuptools.noarch 0:18.0.1-2.el7
rh-python35-python-virtualenv.noarch 0:13.1.2-2.el7
rh-python35-runtime.x86_64 0:2.0-2.el7

Complete!

[admin@guestshell ~]$ scl enable rh-python35 python3

Python 3.5.1 (default, May 29 2019, 15:41:33)

[GCC 4.8.5 20150623 (Red Hat 4.8.5-36)] on linux

Type "help', "copyright", "credits" or "license" for more information.
>>>
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Guestshell 4

Python SCL
bash libpython
source scl_source enable python-installation
bash
Guest Shell Python 3
guestshell resize rootfs size-in-MB
rootfs 550 MB

Python

Python2 Guestshell 4.0

Guestshell 4.x Python python3.9

[admin@guestshell ~]$ python

Python 3.9.16 (main, Dec 8 2022, 00:00:00)

[GCC 11.3.1 20221121 (Red Hat 11.3.1-4)] on linux

Type "help', "copyright", "credits" or "license" for more information.
>>>

>>>

RPM

/etc/dnf.repos.d/CentOS-Base.repo CentOS
dnf yumrepo_x86 64 .repo repos.d new.repo
1

2.X http://mirror.centos.org/
centos/7/0s/x86_64/Packages/ CentOS 7

4.x https://dl.rockylinux.org/
vault/rocky/9.2/BaseOS/x86_64/ RockyLinux 9
Dnf

[guestshell@guestshell ~]$ sudo chvrf management dnf -y install glibc.i686
Loaded plugins: fastestmirror

Loading mirror speeds from cached hostfile

* base: bay.uchicago.edu

* extras: pubmirrors.dal.corespace.com

* updates: mirrors.cmich.edu

Resolving Dependencies

""-->" Running transaction check

"'--->" Package glibc.i686 0:2.17-78.el7 will be installed

"-->" Processing Dependency: libfreebl3.so(NSSRAWHASH 3.12.3) for package:
glibc-2.17-78.el7.1686

"-->" Processing Dependency: libfreebl3.so for package: glibc-2.17-78.el7.i1686
""-->" Running transaction check
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RPM

"--->" Package nss-softokn-freebl.i686 0:3.16.2.3-9.el7 will be installed
"-->" Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size

Installing:

glibc 1686 2.17-78.el7 base 4.2 M

Installing for dependencies:

nss-softokn-freebl 1686 3.16.2.3-9.el7 base 187 k

Transaction Summary

Install 1 Package (+1 Dependent package)

Total download size: 4.4 M

Installed size: 15 M

Downloading packages:

Delta RPMs disabled because /usr/bin/applydeltarpm not installed.
(1/72): nss-softokn-freebl-3.16.2.3-9.el7.i686.rpm | 187 kB 00:00:25
(272): glibc-2.17-78.el7.1686.rpm | 4.2 MB 00:00:30

Total 145 kB/s | 4.4 MB 00:00:30

Running transaction check

Running transaction test

Transaction test succeeded

Running transaction

Installing : nss-softokn-freebl-3.16.2.3-9.el7.1686 1/2

Installing : glibc-2.17-78.el7.i686 2/2

error: lua script failed: [string "%triggerin(glibc-common-2.17-78.el7.x86_64)"]:1:
attempt to compare number with nil

Non-fatal "<"unknown'>" scriptlet failure in rpm package glibc-2.17-78.el7.i686
Verifying : glibc-2.17-78.el7.1686 1/2

Verifying : nss-softokn-freebl-3.16.2.3-9.el7.1686 2/2

Installed:
glibc.i1686 0:2.17-78.el7

Dependency Installed:
nss-softokn-freebl.i1686 0:3.16.2.3-9.el7

Complete!

\)

guestshell resize roofs size-in-MB
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1
[ Kernel Vulnerability Patches |
Common
Vulnerabilities and Exposures CVE
S
Guestshell 4.x Rocky Linux 9 Rocky
Linux
[ASLR X-Space ASLR and X-Space Support ]
Cisco 3000 9000 NX-OS Layout Randomization
ASLR Executable Space Protection  X-Space Cisco
0s
Guest Shell Guest Shell
Linux NX-0S9.2(1) Guest
Shell Guest Shell
uid Guest Shell uid 0

Cisco Nexus 9000 NX-0S 10.6(x) .



uid

POSIX
Guest Shell Guest Shell
Guest Shell uid uid

Guest Shell /bootflash /volatile

NX-OS gid network-admin network-operator Guest Shell
Guest Shell
bob bob uid gid

bash-4.3% id

uid=2004(bob) gid=503(network-admin) groups=503(network-admin),504(network-operator)

bob  Guest Shell Guest Shell

[bob@guestshell ~]$ id
uid=1002(bob) gid=503(network-admin)
groups=503(network-admin),504(network-operator),10(wheel)

Bash Guest Shell bob
Guest Shell
1002 12002 Bash
Guest Shell 11000
network-admin 503

bash-4.3% Is -In /bootflash/bob_*
-rw-rw-r-- 1 12002 503 4 Jun 22 15:47 /bootflash/bob_guestshell
-rw-rw-r-- 1 2004 503 4 Jun 22 15:47 /bootflash/bob_host

bash-4.3% Is -1 /bootflash/bob_*
-rw-rw-r-- 1 12002 network-admin 4 Jun 22 15:47 /bootflash/bob_guestshell
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob_host

network-admin bob Guest Shell
network-admin

Guest Shell bob
65534

[bob@guestshell ~]$ Is -In /bootflash/bob_*
-rw-rw-r-- 1 1002 503 4 Jun 22 15:47 /bootflash/bob_guestshell
-rw-rw-r-- 1 65534 503 4 Jun 22 15:47 /bootflash/bob_host

[bob@guestshell ~]$ Is -1 /bootflash/bob_*
-rw-rw-r-- 1 bob network-admin 4 Jun 22 15:47 /bootflash/bob_guestshell
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-rw-rw-r-- 1 65534 network-admin 4 Jun 22 15:47 /bootflash/bob_host

Guest Shell
Guest Shell  Linux
root
root root
Guest Shell Linux

CAP_SYS BOOT CAP_MKNOD CAP_SYS PACCT
CAP_SYS_MODULE CAP_MAC_OVERRIDE CAP_SYS_RESOURCE
CAP_SYS _TIME CAP_SYS_RAWIO CAP_AUDIT _WRITE
CAP_AUDIT_CONTROL CAP_SYS_NICE CAP_NET_ADMIN
CAP_MAC_ADMIN CAP_SYS PTRACE

« cap_audit_control

* cap_audit_write

e cap_mac_admin

e cap_mac_override
* cap_mknod

* cap_net_broadcast
* cap_sys_boot

« cap_syslog

e cap_sys_module

* cap_sys_nice

* cap_sys_pacct

e cap_sys_ptrace

* cap_sys_rawio

* cap_sys_resource

e cap_sys_time
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* cap_wake_alarm

tmpfs  ramfs

net_admin
Guest Shell Guest Shell
root tmpfs  ramfs
DDoS
DoS
NX-OSCLI
( yuminstall scp ftp )
NX-0OS CLI
L bootflash 1 [ 7/
/bootflash 7] NX-0S
CLI Linux
[ bootflash: 1 [ volatile: ] [
/ /bootflash 7] [ /7 /volatile ]
NX-OS exec
Linux
3: cL
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guestshell enable {package [guest shell OVA file
| rootfs-file-URIT}

o[ OVA
OVAfile ]

guest shell

OVA

OVA

guestshell disable

« rootfs-file-URI

rootfs

guestshell export rootfs package
destination-file-URI

rootfs
URI UsB1

[ 70 3 17 1

guestshell disable
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guestshell upgrade {package [guest shell OVAfile
| rootfs-file-URIT}

o[ OVA guest shell

OVAfile ]

OVA

rootfs
rootfs

guestshell destroy
guestshell enable

« rootfs-file-URI

rootfs

rootfs
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guestshell reboot

exec guestshell disable
guestshell enable

run guestshell

sshd

sshd
NX-0S
CLI
guestshell destroy
show virtual-service
global
destroy
guestshell
run guestshell
/
guestshell run command Linux/
run guestshell command UNIX

Cisco Nexus 9000
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guestshell resize[cpu |[memory |rootfs]

guestshell destroy

guestshell sync

network-admin

rootfs
rootfs

virtual-service reset force

reset
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Guest Shell

Guest Shell

Linux LXC
LXC virtual-service
virtual-service guestshel I+

NX-0S

92 1

exec

# virtual-service ?

connect Request a virtual service shell

install Add a virtual service to install database

uninstall Remove a virtual service from the install database
upgrade Upgrade a virtual service package to a different version

# show virtual-service ?
detail Detailed information config)

(config) virtual-service ?
WORD Virtual service name (Max Size 20)

(config-virt-serv)# ?
activate Activate configured virtual service
description Virtual service description

NX-OS

guestshell disable Guest Shell
Guest Shell Guest Shell

switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Activated guestshell.ova
switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want

to disable the guest shell? (y/n) [n) y

2014 Jul 30 19:47:23 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Deactivating virtual

service "guestshell+*

2014 Jul 30 18:47:29 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Successfully deactivated

virtual service "guestshell+*
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switch# show virtual-service list

Virtual Service List:

Name Status Package Name
guestshell+ Deactivated guestshell.ova

A\

guestshell enable Guest Shell

guestshell destroy

OVA
switch# show virtual-service list
Virtual Service List:
Name Status Package Name
guestshell+ Deactivated guestshell.ova

switch# guestshell destroy

You are about to destroy the guest shell and all of its contents. Be sure to save your
work. Are you sure you want to continue? (y/n) [n] vy
2014 Jul 30 18:49:10 switch %$ VDC-1 %$ %VMAN-2-INSTALL_STATE: Destroying virtual service

"guestshell+*
2014 Jul 30 18:49:10 switch %$ VDC-1 %$ %VMAN-2-INSTALL_STATE: Successfully destroyed
virtual service "guestshell +*

switch# show virtual-service list
Virtual Service List:

Y

guestshell enable

)

guestshell destroy
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Guest Shell

Guest Shell B

guestshell enable Guest Shell Guest Shell

Guest Shell Guest
Shell

Guest Shell Guest Shell

switch# show virtual-service list

Virtual Service List:

switch# guestshell enable

2014 Jul 30 18:50:27 switch %$ VDC-1 %$ %VMAN-2-INSTALL_STATE: Installing virtual service
"guestshell+*

2014 Jul 30 18;50;42 switch %$ VDC-1 %$ %VMAN-2-INSTALL_STATE: Install success virtual

service "guestshell+"; Activating

2014 Jul 30 18:50:42 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Activating virtual
service "guestshell+*

2014 Jul 30 18:51:16 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Successfully activated
virtual service "guestshell+*

switch# show virtual-service list
Virtual Service List:

Name Status Package Name
guestshell+ Activated guestshell.ova
Guest Shell
NX-0S 9.2(1) [ base boot mode ]
Guest Shell
Guest Shell
Guest Shell RPM Guest

Shell  virtual-service
RPM
1. install activate guestshell

2. install activate virtualization

Guest Shell

RPM
1. install activate virtualization

2. install activate guestshell
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[guestshell guestshell enable ] Guest Shell

Cisco Nexus 3000 Guest Shell

Guest Shell 1.6 GB 4GB RAM Cisco Nexus
3000 Cisco NX-OS
Guest Shell software.cisco.com Cisco NX-0S
Cisco Nexus 3000

Cisco Nexus 3000 Series NX-OS Software Upgrade and
Downgrade Guide, Release 9.2(1)

Guest Shell
guestshell.ova
volatile: Guest Shell
guestshell.ova Guest Shell

switch# copy scp://admin@l.2.3.4/guestshell_ova volatile: vrf management
guestshell._ova 100% 55MB 10.9MB/s 00:05

Copy complete, now saving to disk (please wait)...

Copy complete.

switch# dir volatile: | inc .ova
57251840 Jun 22 11:56:51 2018 guestshell.ova

switch# guestshell enable package volatile:guestshell._ova

2018 Jun 7 19:13:03 n3x-164 %$ VDC-1 %$ %VMAN-2-INSTALL_STATE: Installing virtual service
“guestshel 1+*

2018 Jun 7 19:13:56 n3x-164 %$ VDC-1 %$ %VMAN-2-INSTALL_STATE: Install success virtual

service "guestshell+"; Activating

2018 Jun 7 19:13:56 n3x-164 %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Activating virtual

service "guestshell+"

2018 Jun 7 19:15:34 n3x-164 %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Successfully activated
virtual service "guestshell+*

switch# del volatile:guestshell.ova
Do you want to delete "/guestshell.ova"™ ? (yes/no/abort) [y] y

switch# guestshell
[admin@guestshell ~]$

CiscoNX-0S 70 3 17 1 1
rootfs

rootfs
POAP rootfs
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rootfs

rootfs

destination-file-URI
URI

guestshell export rootfs package

. YAML

* rootfs ext4

Guest Shell rootfs
Guest Shell rootfs

» Guest Shell
Guest Shell rootfs
Guest Shell

* Guest Shell
rootfs-file-URI
Guest Shell

rootfs-file-URI
rootfs

rootfs .

guestshell export rootfs packagedestination-file-URI

rootfs
USB1

rootfs ext4 [cisco

URI

2

guestshell enable package rootfs-file-URI

guestshell upgrade package
Guest Shell rootfs

USB

guestshell upgrade package rootfs-file-URI

N\

mad5sum

guestshell upgrade package rootfs-file-URI Guest Shell
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. Guest Shell rootfs

rootfs

(config-virt-serv-global)# signing level unsigned
Note: Support for unsigned packages has been user-enabled. Unsigned packages are not
endorsed by Cisco. User assumes all responsibility.

rootfs

* Guest Shell guestshell upgrade

* Guest Shell guestshell enable

\}

Guest Shell NX-API
terminal dont-ask

guestshell enable package rootfs-file-URI

* rootfs

* rootfs

* rootfs [cisco YAML
* YAML VM

* Guest Shell

guestshell enable

switch# copy scp://user@10.1.1.1/my_storage/gs_rootfs.ext4 bootflash: vrf management

switch# guestshell resize cpu 8

Note: System CPU share will be resized on Guest shell enable

switch# guestshell enable package bootflash:gs_rootfs.ext4

Validating the provided rootfs

switch# 2017 Jul 31 14:58:01 switch %$ VDC-1 %$ %VMAN-2-INSTALL_STATE: Installing virtual
service "guestshell+*

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-INSTALL_STATE: Install success virtual
service "guestshell+"; Activating

2017 Jul 31 14:58:09 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Activating virtual
service "guestshell+*

2017 Jul 31 14:58:33 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Successfully activated
virtual service "guestshell+*

. Cisco Nexus 9000 NX-0S 10.6(x)



YAML B

\)

guestshell upgrade Guest Shell

)

guestshell upgrade

YAML

Guest Shell YAML

[cisco Guest Shell rootfs
Guest Shell

Guest Shell YAML

import-schema-version: "1.0"
info:
name: "GuestShell™
version: "2.2(0.3)"
description: "Exported GuestShell: 20170216T175137Z"
app:
apptype: "Ixc"
cpuarch: ""x86_64"
resources:
cpu: 3
memory: 307200
disk:
- target-dir: /"
capacity: 250

guestshell export rootfs package YAML
Guest Shell
Guest Shell show guestshell
detail
YAML UTC
RFC5545 iCal DTSTAMP
Guest Shell
target-dir / rootfs
S
Guest Shell guestshell enable package
YAML
cpuarch CPU
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YAML
Cisco JSON YAML
Python
Python [Guest Shell Guest Shell Import
Export ]https://github.com/datacenter/opennxos/tree/master/guestshell_import_export
JSON Guest Shell YAML 1.0
{

"$schema": "http://json-schema.org/draft-04/schema#",
"title": "Guest Shell import schema",

“"description’: "Schema for Guest Shell import descriptor file - ver 1.0",
"copyright': 2017 by Cisco systems, Inc. All rights reserved.",
mids o

"type'': "object",
"additionalProperties’: false,
“properties’: {
"import-schema-version™: {

"id": "/import-schema-version",

“type': "string",

“minLength”: 1,

"maxLength: 20,

“enum': [
"o
1
j
“info": {
“id": “/info",

"type'': "object",
"additionalProperties’: false,
“properties’: {
"name’: {
"id": "/info/name",
"type': "string",
“minLength”: 1,
"maxLength*: 29
}.
“description”: {
"id": "/info/description”,
"type': "string",
“minLength”: 1,
"maxLength™: 199
}.
"version": {
"id": "/info/version",
“type': "string",
“minLength”: 1,
"maxLength: 63
}.
“author-name™: {
"id": "/info/author-name",
"type': "string",
“minLength”: 1,
"maxLength™: 199
}.
“author-link™: {
"id": "/info/author-link",
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YAML

"type'': ''string",
“minLength™: 1,
“maxLength™: 199
T
T
3,
"app”: {
“id": ""/app",
“"type'': "object",
"additionalProperties': false,
“properties": {
"apptype”: {
"id": ""/app/apptype’,
"type'': ''string",
“minLength™: 1,
“maxLength": 63,

“enum': [
"Ixc"
1
3,
“cpuarch': {
"id": ""/app/cpuarch’,
"type'': ''string",
“minLength™: 1,
“maxLength": 63,
“enum': [
"'x86_64"
1
3,
"resources”: {
"id": "/app/resources",

“"type'': "object",
"additionalProperties': false,
“properties": {
“cpu': {
"id": "/app/resources/cpu',
“"type': "integer",
"multipleOf': 1,
“maximum': 100,
“minimum': 1
T,
“memory": {
"id": ""/app/resources/memory"’,
“"type': "integer",
“"multipleOf': 1024,
“minimum': 1024
T,
“disk™: {
"id": "/app/resources/disk",
"type': "array",
"minltems': 1,
"maxltems": 1,
"uniqueltems': true,
"items": {
"id": "/app/resources/disk/0",
“"type'': "object",
"additionalProperties': false,
“properties": {
"target-dir': {
"id": "/app/resources/disk/0/target-dir",
"type'': ''string",
“minLength™: 1,
"maxLength": 1,
“enum': [
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. show guestshell

iyt
1
3,
“fFile": {
"id": "/app/resources/disk/0/file",
“"type'': ''string",
“minLength™: 1,
"maxLength': 63
3,
"capacity": {
"id": "/app/resources/disk/0/capacity",
"type'': "integer",
"multipleOf': 1,
minimum™: 1
T
T
T
T
3,
“required”: [
"'memory"’,
"disk™
1
T
3,
“required”: [
"apptype”,
"‘cpuarch",
"resources

1

3
3
“required": [
“app"
1
3

show guestshell

show guestshell detail OVA

rootfs show guestshell detail

switch# show guestshell detail
Virtual service guestshell+ detail

State : Activated
Package information
Name > rootfs_puppet
Path : usb2:/rootfs_puppet
Application
Name : GuestShell
Installed version : 3.0(0.0)
Description : Exported GuestShell: 20170613T173648Z
Signing
Key type : Unsigned
Method > Unknown
Licensing
Name : None
Version : None

Cisco Nexus 9000 NX-0S 10.6(x)
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Guest Shell

Guest Shell B

show virtual-service global

switch# show virtual-service global

Virtual Service Global State and Virtualization Limits:

Infrastructure version
Total virtual services

Total virtual services activated

Machine types supported
Machine types disabled

s 1.11
installed : 1
o1
o LXC
- KVM

Maximum VCPUs per virtual service - 1

Resource virtualization

limits:

Name Quota Committed Available

system CPU (%) 20 1 19

memory (MB) 3840 256 3584

bootflash (MB) 8192 200
switch#

7992

show virtual-service list

switch# show virtual-service list *

Virtual Service List:

Name Status Package Name
guestshell+ Activated guestshell.ova
chef Installed

chef-0.8.1-n9000-spa-k9.ova

Cisco Nexus

9000 NX-0S
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show guestshell detail guestshell

switch# show guestshell detail
Virtual service guestshell+ detail

State : Activated
Package information
Name . guestshell.ova
Path : /isan/bin/guestshell._ova
Application
Name . GuestShell
Installed version : 3.0(0.0)
Description : Cisco Systems Guest Shell
Signing
Key type : Cisco key
Method : SHA-1
Licensing
Name : None
Version = None
Resource reservation
Disk : 400 MB
Memory : 256 MB
CPU 1% system CPU
Attached devices
Type Name Alias
Disk _rootfs
Disk /cisco/core
Serial/shell
Serial/aux
Serial/Syslog serial2
Serial/Trace serial3

/usr/lib/systemd/system/application_name.service
systemd / systemctl

[Unit]
Description=Put a short description of your application here

[Service]

ExecStart=Put the command to start your application here
Restart=always

RestartSec=10s

[Install]
WantedBy=multi-user.target
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systemd [ Service ]
User=<username>
1 /usr/lib/systemd/system/application_name
2 systemctl start application_name
3 systemctl status -1 application_name
4 systemctl enable application_name
5 systemctl status -1 application_name

root@guestshell guestshell]# cat /etc/init.d/hello.sh
#1/bin/bash

OUTPUTFILE=/tmp/hello

rm - $OUTPUTFILE
while true
do
echo $(date) >> $OUTPUTFILE
echo "Hello World®™ >> $OUTPUTFILE
sleep 10
done
[root@guestshell guestshell]#
[root@guestshell guestshell]#
[root@guestshell system]# cat Zusr/lib/systemd/system/hello.service
[Unit]
Description=Trivial "hello world" example daemon

[Service]
ExecStart=/etc/init.d/hello.sh &
Restart=always

RestartSec=10s
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[Install]
WantedBy=multi-user.target
[root@guestshell system]#
[root@guestshell system]# systemctl start hello
[root@guestshell system]# systemctl enable hello
[root@guestshell system]# systemctl status -1 hello
hello.service - Trivial "hello world"™ example daemon
Loaded: loaded (Zusr/lib/systemd/system/hello.service; enabled)
Active: active (running) since Sun 2015-09-27 18:31:51 UTC; 10s ago
Main PID: 355 (hello.sh)
CGroup: /system.slice/hello.service
##355 /bin/bash /etc/init.d/hello.sh &
##367 sleep 10

Sep 27 18:31:51 guestshell hello.sh[355]: Executing: /etc/init.d/hello.sh &
[root@guestshell system]#

[root@guestshell guestshell]# exit

exit

[guestshell@guestshell ~]$ exit

logout

switch# reload

This command will reboot the system. (y/n)? [n] y

[root@guestshell guestshell]# ps -ef | grep hello

root 20 1 0 18:37 ? 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 123 108 0 18:38 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshell]#

[root@guestshell guestshell]# cat /tmp/hello

Sun Sep 27 18:38:03 UTC 2015

Hello World

Sun Sep 27 18:38:13 UTC 2015

Hello World

Sun Sep 27 18:38:23 UTC 2015

Hello World

Sun Sep 27 18:38:33 UTC 2015

Hello World

Sun Sep 27 18:38:43 UTC 2015

Hello World

[root@guestshell guestshell]#

systemd / systemctl

226

257
[root@guestshell guestshell]# ps -ef | grep hello
root 226 1 0 19:02 ? 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 254 116 0 19:03 pts/4 00:00:00 grep --color=auto hello
[root@guestshell guestshell]#
[root@guestshell guestshell]# kill -9 226
[root@guestshell guestshell]#
[root@guestshell guestshell]# ps -ef | grep hello
root 257 1 0 19:03 ? 00:00:00 /bin/bash /etc/init.d/hello.sh &
root 264 116 0 19:03 pts/4 00:00:00 grep --color=auto hello

[root@guestshell guestshell]#
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Guest Shell

70 3 17

NX-059.2 1
NX-0S70 3 7

NX-0S

switch# guestshell

Failed to mkdir .ssh for admin

admin RSA add failed

ERROR: Failed to connect with Virtual-service "guestshell+*
switch#

switch# sh virt list

Virtual Service List:
Name Status Package Name

guestshel 1+ Activated guestshell.ova

switch# run bash Is -al /isan/vdc_1/virtual-instance/guestshell+/rootfs/
drwxr-xr-x 24 11000 11000 1024 Apr 11 10:44

drwXrwxrwx 4 root root 80 Apr 27 20:08 ..
-rw-r—-r—- 1 11000 11000 0 Mar 21 16:24 _.autorelabel
I rwxXrwxrwx 1 11000 11000 7 Mar 21 16:24 bin -> usr/bin
NX-0S9.2 x NX-OS7.0 3 17
[ Activated ]
1 NX-0S9.2 x
70 3 17

root@switch# Is -al /bootflash/try.that
-rw-r--r-- 1 root root O Apr 27 20:55 /bootflash/try.that
root@switch#

[root@guestshellbootflash]# Is -al /bootflash/try.that
-rw-r--r-- 1 65534 host-root O Apr 27 20:55 /bootflash/try.that
[root@guestshel lbootflash]# echo ''some text' >> /bootflash/try.that
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-bash: /bootflash/try.that: Permission denied
[root@guestshel Ibootflash]#

Bash
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Broadcom

Broadcom

CLI API

Broadcom

* Broadcom 95

. 95

* Broadcom bcm-shell 95

* Broadcom 99
Forwarding Engine NFE NFE

FM
T2 ASIC
Broadcom
bcm-shell
Broadcom bcm-shell
bcm-shell

bcm-shell Cisco NX-OS CLI T2 ASIC
T2 ASIC

module_number [ instance_number:command ] bcm-shell module

Cisco Nexus 9000 NX-0S

Broadcom Network
LC

Cisco T2
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B s bem-shell

module_number
instance_number T2
. T2
0
[ *
command Broadcom
S
pipe include redirect output to file Cisco NX-0S

)

CLIAPI
bcm-shell

T2

switch# bcm-shell module 26 "'ports™

Executing ports on bcm shell on module 26

ena/ speed/ link auto STP Irn inter max loop

port link duplex scan neg? state pause discrd ops face frame back
hgO lena 42G FD HW No Forward None FA XGMII 16360

hgl lena 42G FD HW No Forward None FA XGMII 16360

hg2 lena 42G FD HW No Forward None FA XGMII 16360

hg3 lena 42G FD HW No Forward None FA XGMII 16360

hg4 lena 42G FD HW No Forward None FA XGMII 16360

<snip>

26 T2 1  bcm-shell ports
up

switch# bcm-shell module 26 "1:ports™ | inc up

port link duplex scan neg? state pause discrd ops face frame back
hg9 up 42G FD HW No Forward None FA XGMIl 16360

hgl0 up 42G FD HW No Forward None FA XGMII 16360

hgll up 42G FD HW No Forward None FA XGMII 16360

T2 *
T2 0 2
1
switch# bcm-shell module 26 "*:ports"™ | inc up

port link duplex scan neg? state pause discrd ops face frame back
hg9 up 42G FD HW No Forward None FA XGMIl 16360
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hgl0 up 42G FD HW No Forward None FA XGMIl 16360
hgll up 42G FD HW No Forward None FA XGMIl 16360

port link duplex scan neg? state pause discrd ops face frame back
hg9 up 42G FD HW No Forward None FA XGMIl 16360
hgl0 up 42G FD HW No Forward None FA XGMIl 16360
hgll up 42G FD HW No Forward None FA XGMIl 16360

\)

LC FM bcm
bcm-shell
switch# bcm-shell module 3
Entering bcm shell on module 3
Available Unit Numbers: 0 1
bcm-shell.0>
bcm-shell
8 LC 6 FM
21 26 bcm-shell
FM
24  FM  bcm-shell
bcm-shell
» show module FM

switch# show module

Mod Ports Module-Type Model Status

3 36 36p 40G Ethernet Module N9k-X9636PQ ok
4 36 36p 40G Ethernet Module N9k-X9636PQ ok

21 0 Fabric Module Nexus-C9508-FM ok
22 0 Fabric Module Nexus-C9508-FM ok
23 0 Fabric Module Nexus-C9508-FM ok
24 0 Fabric Module Nexus-C9508-FM ok
25 0 Fabric Module Nexus-C9508-FM ok
26 0 Fabric Module Nexus-C9508-FM ok
27 0 Supervisor Module Nexus-SUP-A active *
29 0 System Controller Nexus-SC-A active
o 24 24 FM

switch# attach module 24
Attaching to module 24 _..
To exit type "exit", to abort type "$.~

. root

module-24# test hardware internal bcm-usd bcm-diag-shell
Available Unit Numbers: 0 1
bcm-shell.0> 1
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24 T2ASIC 1 Broadcom
ASIC

help: "??" or "help" for summary
Commands common to all modes:

? ?? ASSert BackGround BCM
BCMX break BroadSync CASE CcDh
cint CONFig CONSole CoPy CPUDB
CTEcho  CTInstall CTSetup DATE DBDump
DBParse DeBug DeBugMod DELAY DEVice
S
S
TAB Cisco CLI

bcm-shell.1> conf ?
Usage (CONFig): Parameters: show <substring> | refresh |
save [filename=<filename>] [pattern=<substring>] |
add [<var>=<value>] | delete <var>
IT no parameters are given, displays the current config vars.

show display current config vars.

Next parameter (optional) maybe a substring to match
refresh reload config vars from non-volatile storage
save save config vars to non-volatile storage.

it can optionally save current config to any given file
providing the optional <pattern> will only save variables
matching the pattern

<var>=<value> change the value of a config var
add <var>=<value> create a new config var

delete <var> deletes a config var

clear deletes all config vars

= prompt for new value for each config var
NOTE: changes are not retained permanently unless saved

* bcm-shell FM exit

bcm-shell.1> exit

module-24# exit
rlogin: connection closed.
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bcm-shell
LC T2 ASIC root
shell access exec ASIC
ASIC
2 LC ASIC 1 bcm 3 T2
LC bcm
. 2 2 LC

switch# attach module 2

Attaching to module 2 ...

To exit type "exit", to abort type "$.~

Last login: Wed Aug 7 14:13:15 UTC 2013 from sup27 on ttypO

. root

switch-2# test hardware internal bcm-usd bcm-diag-shell
Available Unit Numbers: 0 1 2

bcm-shell.0> 1

bcm-shell.1>

2 T2ASIC 1 Broadcom

e exit bcm-shell FM

bcm-shell.1> exit
module-2# exit
rlogin: connection closed.

Broadcom

Broadcom

L2

FM LC L2 T2 L2

. LC T2 show the I12_mem_entries

switch# bcm-shell module 2 “config show 12_mem_entries”
12_mem_entries=163840

. FM T2 show the 12_mem_entries

switch# bcm-shell module 24 “config show 12_mem_entries”
12_mem_entries=32768

T2 ASIC LC FM ASIC L2
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FM LCASIC
S
*FM ASIC LPM
«LC ASIC
. FM ASIC bcm 13 defip show
switch# bcm-shell module 22 “13 defip show”
Unit 0, Total Number of DEFIP entries: 16385
# VRF Net addr Next Hop Mac INTF  MODID PORT PRIO CLASS HIT VLAN
0 1 192.168.1.0/24 00:00:00:00:00:00 10000 4 0 0 0 n
0 1 192.168.2.0/24 00:00:00:00:00:00 10000 4 0 0 0 n
. LC ASIC bcm 13 defip show
switch# bcm-shell module 2 “13 defip show”
Unit 2, Total Number of DEFIP entries: 8193
# VRF Net addr Next Hop Mac INTF MODID PORT PRIO CLASS HIT VLAN
2048 Override 0.0.0.0/0 00:00:00:00:00:00 10000 4 0 0 0 0 n
STG

switch# bcm-shell module 2 “stg show”
STG 0: contains 7 VLANs (4032-4035,4042,4044,4095)
Forward: xe,hg

STG 1: contains 1 VLAN (4043)
Disable: xe

Forward: hg

STG 4: contains 1 VLAN (1)

Block: xe

Forward: hg

STG 5: contains 1 VLAN (100)

Block: xe

Forward: hg

xe0 T2
xe0

switch# bcm-shell module 2 “show counters xe0”
RDBGC1.xe0 : 38,169 +4
R127 .xe0 : 37,994 +4
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13 B

R511.xe0 : 16,562 +2
RPKT.xe0 : 55,046 +6
RMCA . xe0 : 54,731 +6
<snip>
S
+ show
T2 L3
switch# bcm-shell modulle 2 “I3 I3table show”
Unit 0, free L3 table entries: 147448
Entry VRF IP address Mac Address INTF MOD PORT CLASS HIT
1 1 10.100.100.2 00:00:00:00:00:00 100006 O 0 0 n
2 1 10.101.101.2 00:00:00:00:00:00 100006 O 0 0 y
3 1 10.101.101.1 00:00:00:00:00:00 149151 O 0 0 y (LOCAL ROUTE)
4 1 10.100.100.1 00:00:00:00:00:00 149151 O 0 0 n (LOCAL ROUTE)
5 1 10.101.101.0 00:00:00:00:00:00 100000 O 0 0 n (LOCAL ROUTE)
6 1 10.100.100.0 00:00:00:00:00:00 100000 O 0 0 n (LOCAL ROUTE)
7 1 10.101.101.255 00:00:00:00:00:00 149150 O 0 0 n
8 1 10.100.100.255 00:00:00:00:00:00 149150 O 0 0 n
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Python

Cisco Python

Python API

* Python 103
Python
Cisco NX-0OS VLAN VRF
help() Cisco Python

help cisco.interface

Cisco Python

>>> import cisco
>>> help(cisco)
Help on package cisco:

NAME
cisco

FILE
/isan/python/scripts/cisco/__init__.py

PACKAGE CONTENTS
acl
bgp
cisco_secret
cisco_socket
feature
interface
key
line_parser
md5sum
nxcli
ospf
routemap

Cisco Nexus 9000 NX-0S
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cisco.interface

help

106 [



. Cisco Python

routes
section_parser
ssh

system

tacacs

vrf

CLASSES
__builtin___.object
cisco.cisco_secret.CiscoSecret
cisco. interface. Interface
cisco.key.Key

Python 3 Cisco Python

switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)

[GCC 5.2.0] on linux

Type "help', "copyright", "credits" or "license" for more information.
>>> import cisco

>>> help(cisco)

Help on package cisco:

NAME
cisco

PACKAGE CONTENTS
acl

bgp
buffer_depth_monitor
check_port_discards
cisco_secret
feature

historys
interface
ipaddress

key

line_parser
mac_address_table
md5sum

nxcli

nxos_cli

ospf

routemap

routes
section_parser
ssh

system

tacacs

transfer

vlan

vrf

CLASSES
builtins.dict(builtins.object)
cisco.history._History
builtins.object
cisco.cisco_secret.CiscoSecret
cisco. interface. Interface
cisco.key.Key
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Python CLI 3 API API
Python CLI
API *from cli import API
API CLli Python
CLlI API CLI
4:CLI API
API
cli() CLI
string = cli (“cli-command™)
Python
\n
clip() API
clid() XML
cli-command JSON
json_string = clid (“cli-command™)
API show
clip() CLI stdout
Python
clip (“cli-command™)
clip (“cli-command’)
is equivalent to
r=cli(“cli-command™)
print r
2 1
2 2
Cisco Nexus 9000 NX-0S
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>>> cli("conf t")

>>> cli("interface eth4/1")

>>> cli("'conf t ; interface eth4/1 ; shut')

\}

. ()
CLI Python
CLI Python 2
S
Python >>>
e
Python 2.7 NX-0S Python 2.7
python3'
python3
CLI Python 3

switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)

[GCC 5.2.0] on linux

Type "help', "copyright', '"credits" or "license'" for more information.
>>>

>>> from cli import *

>>> import json

>>> cli("configure terminal ; interface loopback 1 ; no shut”)

>>> intflist=json.loads(clid("show interface brief"))
>>> §1=0
>>> while 1 < len(intflist["TABLE_interface"]["ROW_interface"]):
- intf=intflist["TABLE_interface"]["ROW_interface"][i]
i=it+l
if intf["state"] == "up":
print(intf["interface’])
mgmt0
loopbackl
>>>
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1

>>> from cli import *
>>> cli(*'conf ; interface loopback 1)

>>> clip(“"where detail™)

mode:
username: admin
vdc: switch

routing-context vrf: default

2

>>> from cli import *
>>> cli(*conf ; interface loopback 1')

>>> cli("where detail”)

" mode: \n username: admin\n vdc:
switch\n routing-context vrf: default\n®
>>>
3

>>> r = cli("where detail™)
>>> print(r)

mode:

username: admin

vdc: switch

routing-context vrf: default

>>>

>>> from cli import *
>>> import json
>>> out=json.loads(clid("show version®))
>>> for k in out.keys():
- print("%30s - %s" % (k,out[k]))

header_str - Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (C) 2002-2020, Cisco and/or its affiliates.

All rights reserved.

The copyrights to certain works contained in this software are

owned by other third parties and used and distributed under their own
licenses, such as open source. This software is provided "as is," and unless
otherwise stated, there is no warranty, express or implied, including but not
limited to warranties of merchantability and fitness for a particular purpose.
Certain components of this software are licensed under

the GNU General Public License (GPL) version 2.0 or

GNU General Public License (GPL) version 3.0 or the GNU

Lesser General Public License (LGPL) Version 2.1 or

Lesser General Public License (LGPL) Version 2.0.

A copy of each such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://opensource.org/licenses/gpl-3.0.html and
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http://www.opensource.org/licenses/Igpl-2.1.php and
http://www.gnu.org/licenses/old-licenses/library.txt.
bios_ver_str - 07.67

kickstart_ver_str - 9.3(5) [build 9.3(4)11L9(0.879)]
nxos_ver_str - 9.3(5) [build 9.3(4)11L9(0.879)]
bios_cmpl_time - 01/29/2020

kick_file_name - bootflash:///nx0s.9.3.4_11L9.0.879.bin
nxos_file_name - bootflash:///nx0s.9.3.4.11L9.0.879.bin
kick_cmpl_time - 5/10/2020 21:00:00

nxos_cmpl_time - 5/10/2020 21:00:00

kick_tmstmp - 05/12/2020 07:08:44

nxos_tmstmp - 05/12/2020 07:08:44

chassis_id - Nexus9000 93180YC-EX chassis

cpu_name - Intel(R) Xeon(R) CPU @ 1.80GHz

memory - 24632252

mem_type - kB

proc_board_id - FD022280FFK

host_name - switch

bootflash_size - 53298520

kern_uptm_days - 0O

kern_uptm_hrs - 0

kern_uptm_mins - 19

kern_uptm_secs - 34

rr_usecs - 641967

rr_ctime - Tue May 12 09:52:28 2020

rr_reason - Reset Requested by CLI command reload
rr_sys_ver - 9.4(1)

rr_service - None

plugins - Core Plugin, Ethernet Plugin

manufacturer - Cisco Systems, Inc.

>>>
Python
Python Python CLI Python
Python
Python CLI Python
32
Python CLI
bootflash:scripts CLI

switch# show file bootflash:scripts/deltaCounters.py
#1/isan/bin/python3

from cli import *

import sys, time

ifName = sys.argv[1]

delay = float(sys.argv[2])

count int(sys.argv[3])

cmd = "show interface " + ifName + " counters”

out = json.loads(clid(cmd))

rxuc = int(out["TABLE_rx_counters®"]["ROW_rx_counters"][0]["eth_inucast"])
rxmc = int(out["TABLE_rx_counters®"]["ROW_rx_counters"][1]["eth_inmcast"])
rxbc = int(out["TABLE_rx_counters®"]["ROW_rx_counters"][1]["eth_inbcast"])
txuc = int(out["TABLE_tx_counters"]["ROW_tx_counters"][0]["eth_outucast"])
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txme
txbc

Embedded Event Manager

print (°

int(out["TABLE_tx_counters®"]["ROW_tx_counters®"][1]["eth_outmcast™])
int(out["TABLE_tx_counters®"]["ROW_tx_counters®"][1][“eth_outbcast™])
print ("row rx_ucast rx_mcast rx_bcast tx_ucast tx_mcast tx_bcast")

D)

print (* %8d %8d %8d %8d %8d %8d" % (rxuc, rxmc, rxbc, txuc, txmc, txbc))

print (°

i=0

while (i < count):
time.sleep(delay)
out = json.loads(clid(cmd))

rxucNew
rxmcNew
rxbcNew
txucNew
txmcNew
txbcNew
i+=1

D)

int(out["TABLE_rx_counters®"]["ROW_rx_counters®"][0]["eth_inucast™])
int(out["TABLE_rx_counters®"]["ROW_rx_counters®"][1]["eth_inmcast"])
int(out["TABLE_rx_counters®"]["ROW_rx_counters®"][1]["eth_inbcast"])
int(out["TABLE_tx_counters"]["ROW_tx_counters®"][0][“eth_outucast™])
int(out["TABLE_tx_counters"]["ROW_tx_counters®"][1]["eth_outmcast™])
int(out["TABLE_tx_counters"]["ROW_tx_counters®"][1][“eth_outbcast™])

print ("%-3d %8d %8d %8d %8d %8d %8d" % (i, rxucNew - rxuc, rxmcNew - rxmc, rxbcNew
- rxbc, txucNew - txuc, txmcNew - txmc, txbcNew - txbc))

switch# python bootflash:scripts/deltaCounters.py mgmtO 1
row rx_ucast rx_mcast rx_bcast tx_ucast tx_mcast tx_bcast

291 8233 1767 185 57 2
1 1 4 1 1 0 0
2 2 5 1 2 0 0
3 3 9 1 3 0 0
4 4 12 1 4 0 0
5 5 17 1 5 0 0
switch#

policy-map  cgrep python

C 1)
switch# show running-config | source sys/cgrep policy-map
policy-map type network-gos nw-pfc
policy-map type network-gos no-drop-2
policy-map type network-gos wred-policy
policy-map type network-gos pause-policy
policy-map type qos foo
policy-map type qos classify
policy-map type gos cos-based
policy-map type gos no-drop-2
policy-map type qos pfc-tor-port

Embedded Event Manager

Embedded Event Manager EEM

EEM

Python

switch# show running-config eem

ICommand: show running-config eem

Cisco Nexus 9000 NX-0S

Python

EEM

Python
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B cisconxos Python

IRunning configuration last done at: Thu Jun 25 15:29:38 2020
ITime: Thu Jun 25 15:33:19 2020

version 9.3(5) Bios:version 07.67
event manager applet al
event cli match '"'show clock"
action 1 cli python bootflash:pydate.py

switch# show file logflash:vdc_1/event_archive_1 | last 33

eem_event_time:06/25/2020,15:34:24 event_type:cli event_id:24 slot:active(l) vdc
:1 severity:minor applets:al
eem_param_info:command = *"exshow clock"
Starting with policy al
stty: standard input: Inappropriate ioctl for device
Executing the following commands succeeded:
python bootflash:pydate.py
Completed executing policy al
Event 1d:24 event type:10241 handling completed

show file logflash:event_archive 1

switch# show file logflash:event_archive_1 | last 33

eem_event_time:05/01/2011,19:40:28 event_type:cli event_id:8 slot:active(l)
vdc:1 severity:minor applets:al

eem_param_info:command = "exshow clock"
Starting with policy al
Python

2011-05-01 19:40:28.644891
Executing the following commands succeeded:
python bootflash:pydate.py

PC_VSH_CMD_TLV(7679) with g

Cisco NX-0S Python

Cisco Nexus Python Cisco NX-0OS
cisco.vrf.set_global_vrf API

HTML

switch# python

Warning: Python 2.7 is End of Support, and future NXOS software will deprecate
python 2.7 support. It is recommended for new scripts to use "python3" instead.
Type "'python3" to use the new shell.

Python 2.7.11 (default, Jun 4 2020, 09:48:24)
[GCC 4.6.3] on linux2
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Python

Python Cisco NX-0S B

Type "help', "copyright", "credits" or "license" for more information.
>>> import urllib2

>>> from cisco.vrf import *

>>> set_global_vrf("management®)

>>> page=urllib2_urlopen("http://172.23.40.211:8000/welcome.html™)

>>> print page.read()

Hello Cisco Nexus 9000

>>>

>>> import cisco

>>> help(cisco.vrf.set_global_vrf)

Help on function set global vrf in module cisco.vrf:

set global vrf(vrf)

Sets the global vrf. Any new sockets that are created (using socket.socket)
will automatically get set to this vrf (including sockets used by other
python libraries).

Arguments:

vrf: VRF name (string) or the VRF ID (int).

Returns: Nothing

>>>

Cisco NX-0S

Cisco NX-0S Cisco NX-0S CLI
RBAC
Cisco NX-OS network-admin dev-ops
Python
Bash
CiscoNX-0S CiscoNX-0S
Python 3

switch# python3

Python 3.7.3 (default, Nov 20 2019, 14:38:01)
[GCC 5.2.0] on linux

Type "help', "copyright", "credits"™ or "license" for more information.
>>> import os

>>> os.system(“whoami*®)

admin

0

>>> f=open("/tmp/test”, "w")

>>> f.write("hello from python®)

17

>>> f_close()

>>> r=open("/tmp/test”,"r")

>>> print(r.read())

hello from python

>>> r._.close()

>>>

Cisco Nexus 9000 NX-0S 10.6(x) .



switch# python3
Python 3.7.3 (default, Nov 20 2019, 14:38:01)
[GCC 5.2.0] on linux
Type "help', "copyright', "credits"™ or "license" for more information.
>>> import os
>>> os.system(“whoami*®)
system(whoami): rejected!
-1
>>> f=open("/tmp/test”, "w")
Traceback (most recent call last):
File "<stdin>", line 1, in <module>
PermissionError: [Errno 13] Permission denied: "/tmp/test”
>>>

RBAC CLI
ID CLI Bash Python Python Python
ID

>>> from cli import *

>>> cli("show clock®)

"Warning: No NTP peer/server configured. Time may be out of sync.\n15:39:39.513 UTC Thu
Jun 25 2020\nTime source is NTP\n*"

>>> cli("configure terminal ; vrf context myvrf®)

>>> clip("show running-config I13vm®)

ICommand: show running-config I3vm
TRunning configuration last done at: Thu Jun 25 15:39:49 2020
ITime: Thu Jun 25 15:39:55 2020

version 9.3(5) Bios:version 07.67

interface mgmtO

vrf member management
vrf context blue
vrf context management
vrf context myvrf

>>> from cli import *
>>> cli("show clock®)
"11:18:47.482 AM UTC Sun May 08 2011\n*"
>>> cli("configure terminal ; vrf context myvrf2®)
Traceback (most recent call last):

File "<stdin>", line 1, in <module>

File "/isan/python/scripts/cli.py"”, line 20, in cli

raise cmd_exec_error(msg)

errors.cmd_exec_error: "% Permission denied for the role\n\nCmd exec error._\n"

RBAC

switch# show user-account

user:admin
this user account has no expiry date
roles:network-admin

user:pyuser
this user account has no expiry date
roles:network-operator python-role
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switch# show role name python-role

Python

#1/bin/env python

from cli import *

from nxos import *
import os

switchname = cli(*'show switchname')

try:
user = os.environ[“USER"]
except:
user = "No user"
pass
msg = user + " ran " + _ Ffile_ + " on : " + switchname
print msg

py_syslog(1, msg)
# Save this script in bootflash:///scripts

Python 3

#1/bin/env python3
from cli import *
from nxos import *
import os

switchname = cli('show switchname')

try:
user = os.environ["USER"]
except:
user = "No user"
pass
msg = user + " ran " + _ Ffile_ + " on : " + switchname
print(msg)

py_syslog(1, msg)
# Save this script in bootflash:///scripts

switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# feature scheduler

switch(config)# scheduler job name testplan
switch(config-job)# python bootflash:///scripts/test.py
switch(config-job)# exit

switch(config)# scheduler schedule name testplan
switch(config-schedule)# job name testplan
switch(config-schedule)# time start now repeat 0:0:4
Schedule starts from Sat Jun 13 04:29:38 2020

switch# 2020 Jun 13 04:29:41 switch %USER-1-SYSTEM_MSG: No user ran
/bootflash/scripts/test.py on : switch - nxpython

switch# show scheduler schedule

Schedule Name : testplan

User Name : admin

Schedule Type : Run every 0 Days O Hrs 4 Mins

Start Time : Sat Jun 13 04:29:38 2020

Cisco Nexus 9000 NX-0S
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Last Execution Time : Sat Jun 13 04:29:38 2020
Last Completion Time: Sat Jun 13 04:29:41 2020
Execution count : 1

testplan Success (0)

switch#
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tcl

* Tcl
* Tclsh
* Tclsh
* tcl

Tcl

Tel (
show

TCL

tclsh

Tcl
Cisco NX-0S

115
118
Cisco NX-0OS
120

)  CLl

Tcl

Tel Tel

Cisco Nexus 9000 NX-0S

119

Tcl
Cisco NX-0S

Embedded Event Manager EEM

Ctrl+z

Tcl

show
Ctrl+C Ctrl+z
SIGCONT
SIGCONT

tcl

10.6(x) .



II tclsh

tclsh

tclsh

tclsh

CLI

switch# tclsh

switch-tcl# set x 1

switch-tcl# puts ?
N

% Invalid command at "~" marker.
switch-tcl# configure ?
<CR>
session Configure the system in a session

. Cisco Nexus 9000 NX-0S

terminal Configure the system from terminal input
switch-tcl#
S
Cisco NX-0OS Tel  puts
Tel
S
Tcl tclsh
Tcl Cisco NX-0S
Tcl
tel Cisco NX-0OS Tel cli
tel Cisco NX-0S

Tcl
switch-tcl# cli show module 1 | incl Mod
switch-tcl# cli "show module 1 | incl Mod"
switch-tcl# show module 1 | incl Mod
Tcl Cisco NX-0OS Tel cli
set x 1
cli show module $x | incl Mod
cli "show module $x | incl Mod"

10.6(x)



tclsh

tcl

tclquit

tclsh II

Tcl

show module $x | incl Mod
"show module $x | incl Mod"

; Cisco NX-OS  Tcl Tcl
Cisco NX-0S Cisco NX-0S

Tcl

switch-tcl# cli "configure terminal ; interface loopback 10 ; description loopl0™
switch-tcl# cli configure terminal ; cli interface loopback 10 ; cli description looplO
switch-tcl# cli configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch(config-tcl)# cli interface loopback 10
switch(config-if-tcl)# cli description loopl0
switch(config-if-tch#

Tcl Tcel cli Cisco NX-0S

switch-tcl# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch(config-tcl)# interface loopback 10
switch(config-if-tcl)# description loopl0
switch(config-if-tcl)#

Tcl Cisco NX-0S Tcl
tcl

Cisco NX-0S Tel

switch# tclsh

switch-tcl# set x loopl0

switch-tcl# cli '"configure terminal ; interface loopback 10 ; description $x"
switch(config-if-tch)#

telquit Cisco NX-0OS Tcl
Ctrl+C Tel exit
endCisco NX-0S exit EXEC
Tcl
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. Tclsh

Tclsh

tcl CiscoNX-0S
tel CPU
tel scripting tcl init init-file
scripting tcl recursion-limit iterations tcl
1000
tclsh tel
S
CLI tel
Cisco NX-0OS bootflash:
1. tclsh [bootflash:filename [argument ... 1]
1 | tclsh [bootflash:filename [argument ... 1] tcl
tclsh
switch# tclsh ? tcl
<CR>
bootflash: The file to run )
telquit
Ctrl-C tel
tclsh
tel
10.6(x)
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Tlsh Cisco NX-0S B

Tcl

switch# tclsh
switch-tcl# set x 1
switch-tcl# cli show module $x | incl Mod

Mod Ports Module-Type Model Status
1 36 36p 40G Ethernet Module N9k-X9636PQ ok
Mod Sw Hw
Mod MAC-Address(es) Serial-Num
switch-tcl# exit
switch#
Tcl

switch# show file bootflash:showmodule.tcl
set x 1

while {$x < 19} {

cli show module $x | incl Mod

set x [expr {$x + 1}]

switch# tclsh bootflash:showmodule.tcl

Mod Ports Module-Type Model Status
1 36 36p 40G Ethernet Module N9k-X9636PQ ok

Mod Sw Hw

Mod MAC-Address(es) Serial-Num

switch#

Tclsh Cisco NX-0S

Tcl Cisco NX-0S
1. tclsh
2. configure terminal
3. tclquit
1 | tclsh Tcl
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II tcl

switch# tclsh

switch# tclsh

switch-tcl#
2 | configure terminal Tcl Cisco NX-0OS

switch-tcl# configure terminal

switch(config-tch# Tcl Cisco NX-0S
3 | telquit Tcl

switch-tcl# tclquit

switch#

Tcl CiscoNX-0S

switch-tcl# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config-tcl)# interface loopback 10
switch(config-if-tch)# ?

description
inherit

ip

ipv6
logging

no
rate-limit
shutdown
this

vrf

end

exit

pop

push

where

Enter description of maximum 80 characters
Inherit a port-profile

Configure 1P features

Configure 1Pv6 features

Configure logging for interface

Negate a command or set its defaults

Set packet per second rate limit

Enable/disable an interface

Shows info about current object (mode"s instance)
Configure VRF parameters

Go to exec mode

Exit from command interpreter

Pop mode from stack or restore from name

Push current mode to stack or save it under name
Shows the cli context you are in

switch(config-if-tcl)# description loopl0
switch(config-if-tcl)# tclquit

Exiting Tcl
switch#

tcl

. Cisco Nexus 9000
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tcl .

» Mark Harrison (ed) Tcl/Tk Tools O'Reilly Media ISBN 1-56592-218-2 1997

» Mark Harrison Michael McLennan Effective Tcl/Tk Programming Addison-Wesley
Reading MA USA [ISBN 0-201-63474-0 1998

« Brent B. Ousterhout Tcl and the Tk Tool kit Addison-Wesley Reading MA USA ISBN
0-201-63337-X 1994

* Brent B. Welch Practical Programmingin Tcl and Tk Prentice Hall Upper Saddle River
NJ USA ISBN 0-13-038560-3 2003

« J Adrian Zimmer Tcl/Tk for Programmers IEEE Computer Society John Wiley and Sons
ISBN 0-8186-8515-8 1998
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IPXE

* iPXE 123

. 124

* iPXE 124
. 125

. 126

IPXE

iPXE iPXE Etherboot
PXE
gPXE PXE TFTP
gPXE

PXE iPXE
*« HTTP iSCSI SAN FCoE Web
*|IPv4d  IPV6
* Nethoot HTTP/TFTP IPv4 IPv6

. HTTP/TFTP

* DHCPvV6 SLAAC IP
iPXE DHCPv6 URI
IPv6

iPXE

* bzImage+initramfs/initrd ISO Linux

* FCoE iSCSI SAN

Cisco Nexus 9000 NX-0S 10.6(x) .



NBP  syslinux/pxelinux

. DHCP
« TFTP/HTTP

. PXE NX-OS

* IPv4/IPv6

IPXE

Please choose a bootloader shell:
1). GRUB shell

2). PXE shell

Enter your choice:

« HTTP TFTP TFTP
Cisco NX-0S 250 M
« iPXE NBI
. PXE
B+ A B
A+ B+ PXE
PXE

UDP

. Cisco Nexus 9000 NX-0S 10.6(x)

Ctri+B PXE
TCP
TCP
PXE
GRUB



PXE ctri+C

A+

VSH CLI

switch# configure terminal

ctri+B PXE

PXE

switch(conf)# boot order bootflash|pxe [bootflash]pxe]

switch(conf)# end

\)

Grub

bootflash

PXE
switch(conf)# boot order pxe

Grub PXE

switch(conf)# boot order bootflash pxe

PXE Grub

switch(conf)# boot order pxe bootflash

N

A+ B+
boot order pxe bootflash
GRUB

PXE
A+ B+

\}

Grub boot order

Grub  iPXE

GRUB CLI
[I]]]bootmode-g-p-p2g9-g2p

Cisco Nexus 9000 NX-0S
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-9 GRUB
-p PXE
-p2g PXE PXE Grub
-g2p Grub Grub PXE
Grub CLI Cisco NX-0S
PXE
iPXE CLI
[ITL11111[]]bootmode-g--grub-p--pxe-a--pxe2grub-b--grub2pxe
——grub GRUB
——pxe PXE
—— pxe2grub PXE PXE Grub
——grub2pxe Grub Grub PXE
iPXE CLI Cisco NX-0S
PXE
show boot order
10.6(x)
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. 127

. 127
. 128
* kstack VXLAN 129
. 130
kstack Linux API
Linux
. Docker Bash kstack
. Bash
Docker

. setns

* nsenter ip netns exec
. /proc/net/dev ip ifconfig

netstat Linux
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« ethtool -S

e tcpdump

MTU

*|Pv4d  IPV6

* Raw PF_PACKET

. 1 Netstack kstack
0 15000
. Nestack kstack
IP kstack Bash
. Sup
EOBC
. mgmt0 ethl
. VXLAN
NVE x CLI NX-0OS
netstack
NVE Cisco Nexus 9000 NX-OS VXLAN

Netstack  kstack

* Kstack 15001 58000

* Netstack 58001 65535

N

63536 65535 NAT

. Cisco Nexus 9000 NX-0S 10.6(x)


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/vxlan/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_VXLAN_Configuration_Guide_7x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/vxlan/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_VXLAN_Configuration_Guide_7x.html

kstack

\)

VXLAN B

nxapi use-vrf management kstack

1. [no] sockets local-port-range start-port end-port

1 | [no] sockets local-port-range start-port end-port kstack
Netstack

kstack
switch# sockets local-port-range 15001 25000

* Netstack 7000

. start-port 15001
65535

kstack VXLAN

NX-0S9.2(1) VXLANEVPN  kstack
Cisco Nexus 9000 ToR

kstack VXLAN

VXLAN EVPN

NX-OS VXLAN EVPN

Cisco Nexus 9000 NX-0S

end-port

VXLAN EVPN
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. kstack VXLAN

Cisco Nexus 9000 NX-OSVXLAN VXLAN BGP EVPN

kstack VXLAN

VXLAN

switch(config)# show tech-support kstack

ip route show

root@switch(config)# run bash sudo su-
root@switch# ip netns exec evpn-tenant-kkl ip route show

10.160.1.0/24 dev VI1an1601 proto kernel scope link src 10.160.1.254
10.160.1.1 dev vethl-3 proto static scope link metric 51
10.160.2.0/24 dev VI1an1602 proto kernel scope link src 10.160.2.253
127.250.250.1 dev vethl-3 proto static scope link metric 51

VRF EVPN

ip neigh show

root@switch(config)# run bash sudo su-
root@switch# ip netns exec evpn-tenant-kkl ip neigh show

10.160.1.1 dev vethl-3 lladdr Oc:75:bd:07:b4:33 PERMANENT
127.250.250.1 devvethl-3 lladdrOc:75:bd:07:b4:33 PERMANENT

NX-0S 9.2(2)

ADMIN UP

NX-0S ethl/17 up eth1/1

down

root@kstack-switch# sh int ethernet 1/17 brief
Eth1/17 - eth routed up none 1000(D) —

root@kstack-switch# sh int ethernet 1/1 brief
Ethl/1 - eth routed down Link not connected auto(D) -
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ip link show
Bash

bash-4_.3# ip link show Ethl-17
49: Eth1-17: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_fast state UP mode
DEFAULT group default glen 100

link/ether 00:42:68:58:18:eb brd ff:ff:ff:ff:ff:ff

bash-4.3# ip link show Ethl-1
33: Ethl-1: <NO-CARRIER,BROADCAST ,MULTICAST,UP> mtu 1500 qdisc pfifo_fast state DOWN
mode DEFAULT group default glen 100

link/ether 00:42:68:58:18:eb brd ff:ff:ff:ff:ff:ff

Eth1-1 UP NO-CARRIER state DOWN

ifconfig
Bash

bash-4._.3# ifconfig Ethl-17
Ethl1-17 Link encap:Ethernet HWaddr 00:42:68:58:f8:eb
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:7388 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:0 (0.0 B) TX bytes:1869164 (1.7 MiB)

bash-4_3# ifconfig Ethl-1

Ethl-1 Link encap:Ethernet HWaddr 00:42:68:58:18:eb
inet addr:99.1.1.1 Bcast:99.1.1.255 Mask:255.255.255.0
UP BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

ifconfig RUNNING

UP ADMIN
NX-0S 9.2(2)

. IPv4 NX-0S 9.2(2) NX-0S
DOWN IPv4
NX-0S9.2(2) IPv4
UP
DOWN IPv4
CLI NX-0S IP

Interface Ethl/1
no ip address IP-address

. IPV6 NX-0S 9.2(2)
DOWN IPV6

Cisco Nexus 9000 NX-0S 10.6(x) .
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« Cisco NX-0OS Ansible 153
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. 135

. 135
* Python2 136
. RPM/
. RPM 138
* VSH RPM 139
. 144
Bash dnf
dnfinstall rpm Cisco DNF
RPM
/etc Linux incrond
RPM
* NX-0S 10.1(1) NX-Linux
rootfs
RPM  NX-Linux
Cisco Nexus 9000 NX-0S

Linux

136
NX-OSCLI
RPM
/etc
WRL5/WRLS
NX-Linux
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. Python2

. RPM Cisco Nexus
9000 Series NX-OS Software Upgrade and Downgrade Guide, Release 9.2(x)

« Cisco NX-0S 10.2(3)F Python2 RPM  NX-0S
Python2 RPM devhub
packagegroup-nxos-64-python-2-deprecated-rpms

Python2

switch# cat /etc/dnf/repos.d/open-nxos.repo

[open-nxos]

name=open-nxos
baseurl=https://devhub.cisco.com/artifactory/open-nxos/10.2.3/
enabled=1

gpgcheck=0

sslverify=0

dnf info packagegroup-nxos-64-python-2-deprecated-rpms

dnf install packagegroup-nxos-64-python-2-deprecated-rpms
The output of these cmds will be available post KR3F CCO.

RPM/

bash-4_2# cat /etc/dnf/repos.d/open-nxos.repo
[open-nxos]
name=open-nxos
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RPM/ B

enabled=1

gpgcheck=0

sslverify=0

CLI Cisco Nexus 9000 Series NX-OS Software
Upgrade and Downgrade Guide, Release 9.2(x) Using Install CLIs for Digital Signature Support

yum dnf RPM

bash-4._.2# dnf install splunkforwarder

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching, protect-packages
Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package splunkforwarder.x86_64 0:6.2.3-264376 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
splunkforwarder Xx86_64 6.2.3-264376 open-nxos 13 M

Transaction Summary

Install 1 Package

Total size: 13 M
Installed size: 34 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : splunkforwarder-6.2.3-264376.x86_64
171
complete

Installed:
splunkforwarder.x86_64 0:6.2.3-264376

Complete!
bash-4_2#

bash-4._.2# dnf info splunkforwarder
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching, protect-packages
Fretta |] 951 B 00:00 ...
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RPM

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
Installed Packages

Name : splunkforwarder

Arch . x86_64

Version :6.2.3

Release I 264376

Size 34 M

Repo : installed

From repo I open-nxos

Summary : SplunkForwarder

License : Commercial

Description : The platform for machine data.

RPM

RPM
. RPM dnf /etc/yum/repos.d/
thirdparty.repo  /bootflash/.rpmstore/ thirdparty

. RPM //bootflash/.rpmstore/ thirdparty

dnf install third-party.rpm
. RPM
* Jetc /bootflash/.rpmstore/config/etc letc
* Jetc

[etc/init.d/

N

iptables bash

iptables
Iptable 270
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VSH

RPM

NX-OS

RPM

VSH CLI

1. show install package
2. install add ?

3. install add rpm-packagename

VSH RPM B

show install package

install add ?

URI

install add rpm-packagename

The install add

Chef RPM

switch# show install package
switch# install add ?
Package name

WORD
bootflash:
ftp:
http:
modflash:
scp:
sftp:
tftp:
usbl:
usb2:
volatile:

Enter
Enter
Enter
Enter
Enter
Enter
Enter
Enter
Enter
Enter

package
package
package
package
package
package
package
package
package
package

switch# install add

L

Install operati

Cisco Nexus 9000

NX-0S

bootflash:chef-12.0.0alpha.2+20150319234423.git.1608.b6eb10f-1.el5.x86_64.rpm
e i] 100%
on 314 completed successfully at Thu Aug 6 12:58:22 2015
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140

RPM 1
switch#
install add bootflash:chef-12.0.0alpha.2+20150319234423._git.1608.b6eb10f-1.el5.x86_64.rpm
activate
RPM

1. show install inactive
2. install activate rpm-packagename

1 | show install inactive

2 | install activate rpm-packagename

switch# show install inactive
Boot image:
NXOS Image: bootflash:///yumcli6.bin

Inactive Packages:
sysinfo-1.0.0-7.0.3.x86_64
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages
Available Packages

chef._x86_64 12.0.0alpha.2+20150319234423.git.1608.b6ebl10f-1.el5 thirdparty
eigrp.1ib32_n9000 1.0.0-r0 groups-rep
o
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sysinfo.x86_64 1.0.0-7.0.3

patching
switch# install activate chef-12.0-1.el5.x86_64._rpm
[ ] 100%
Install operati

on completed successfully at Thu Aug 6 12:46:53 2015

1. install deactivate package-name

1 | install deactivate package-name RPM
Chef RPM
switch# install deactivate chef
RPM
1. install remove package-name
1 | install remove package-name RPM

Cisco Nexus 9000 NX-0S
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Chef RPM
switch# install remove chef-12.0-1.el5.x86_64.rpm

1. show install packages

1 | show install packages

switch# show install packages

1. show tech-support install

1 | show tech-support install
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switch# show tech-support install

1 package-name

package-name

switch# install add bootflash:bgp-1.0.1-r0.1ib32_n9000.rpm activate ?
downgrade Downgrade package

forced Non-interactive
upgrade Upgrade package

switch# install add bootflash:bgp-1.0.1-r0.01ib32_n9000.rpm activate upgrade
[ AR ] 100%

Install operation completed successfully at Thu Aug 6 12:46:53 2015

1 package-name

Cisco Nexus 9000 NX-0S
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1 package-name

switch# install add bootflash:bgp-1.0.1-r0.1ib32_n9000.rpm activate ?
downgrade Downgrade package

forced Non-interactive

upgrade Upgrade package

switch# install add bootflash:bgp-1.0.1-r0.1ib32_n9000.rpm activate downgrade
[ A HHHE] 100%

Install operation completed successfully at Thu Aug 6 12:46:53 2015

NX-0S

NX-API REST API https://developer.cisco.com/docs/
nx-api-dme-model-9-3-1-reference/

DevOps
DevOps
* Ansible 2.0 Nexus Ansible
* Ansible NX-0S Ansible NX-OS

* Puppet  Puppet Forge Cisco Puppet
« Cisco Puppet Git Cisco Network Puppet

e Chef Chef Supermarket Cisco

* Cisco Chef Git Cisco Network Chef
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https://developer.cisco.com/docs/nx-api-dme-model-9-3-1-reference/
https://developer.cisco.com/docs/nx-api-dme-model-9-3-1-reference/
https://releases.ansible.com/ansible/
https://github.com/jedelman8/nxos-ansible
https://forge.puppet.com/puppetlabs/ciscopuppet
https://github.com/cisco/cisco-network-puppet-module/tree/master
https://supermarket.chef.io/cookbooks/cisco-cookbook
https://github.com/cisco/cisco-network-chef-cookbook/tree/master

VOK

collectd

Ganglia

Iperf

e |

ESX5.1/5.5 VirtualBox Fusion KVM Nexus 9000
https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286312239&flowid=81422&softwareid=282088129

OpenNX-0S
http://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/nexus9000/sw/open_nxos/programmability/
guide/Programmability_Open_NX-OS.pdf

collectd RRD

https://collectd.org

Ganglia
XML
XDR RRDtool
2000
http://ganglia.info
Iperf TCP UDP NLANR/DAST
Iperf UDP
Iperf
http://sourceforge.net/projects/iperf/ http://iperf.sourceforge.net
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https://software.cisco.com/portal/pub/download/portal/select.html?&mdfid=286312239&flowid=81422&softwareid=282088129
http://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/nexus9000/sw/open_nxos/programmability/guide/Programmability_Open_NX-OS.pdf
http://www.cisco.com/c/dam/en/us/td/docs/switches/datacenter/nexus9000/sw/open_nxos/programmability/guide/Programmability_Open_NX-OS.pdf
https://collectd.org
http://ganglia.info
http://sourceforge.net/projects/iperf/
http://iperf.sourceforge.net

B uor

LLDP

Nagios

OpenSSH

Quagga

LLDP EDP CDP
LLDP

https://vincentbernat.github.io/lldpd/index.html

Nalios Nadios Remote Plug-in Executor NRPE SSL
*ICMP SNMP SSH FTP HTTP
* CPU
o[ Services ]
https://www.nagios.org/
OpenSSH
SSH
OpenSSH SSH
http://www.openssh.com
Quagga
Quagga CLI vty
)
Quagga BGP
http://www.nongnu.org/quagga/
Splunk Web
raw
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https://vincentbernat.github.io/lldpd/index.html
https://www.nagios.org/
http://www.openssh.com
http://www.nongnu.org/quagga/

tcollector .

Splunk Universal Forwarder Splunk

Splunk Enterprise

http:/imww.splunk.com/en_us/download/universal-forwarder.html

tcollector
tcollector
OpenTSDB
tcollector
. TSD
. TSD
http://opentsdb.net/docs/build/html/user_guide/utilities/tcollector.html
tcpdump
tcpdump Boolean
CLI
0
tcpdump
°-w
o-r
.-V
tcpdump

http://www.tcpdump.org/manpages/tcpdump.1.html
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http://www.splunk.com/en_us/download/universal-forwarder.html
http://opentsdb.net/docs/build/html/user_guide/utilities/tcollector.html
http://www.tcpdump.org/manpages/tcpdump.1.html

. TShark

TShark

TShark CLI Tshark

TShark
pcap tcpdump
TShark cap_net_admin

setcap
cap_net_raw=ep /sbin/dumpcap

\}

https://www.wireshark.org/docs/man-pages/tshark.html

TPA
Cisco NX-0S 10.6(2) Cisco Nexus 9000 Linux
TPA
. Linux
DHCP/TFTP syslog
. TPA NX- OS CLI

APl gNMI  gNOI
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https://www.wireshark.org/docs/man-pages/tshark.html

Cisco NX-0OS 10.6(2)

NX- OS
TPA

process_summary

* NX-0OS

* Docker

* AppManager
NX-OS Docker

Linux
process_workflow
1. TPA
2. NX- OS
3.
TPA
4,
Cisco Nexus 9000

Docker

Docker

Google Distributed Cloud Edge GDCE

TPA

Cisco Nexus 9000

NX-0S

TPA

Dock

TPA

Docker

TPA

VRF

er

Linux

TPA

NX-0S

Docker
Linux

AppManager
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Docker

APl TPA
API

* NX-0OS Docker

Cisco Nexus 9000

Before you begin

Docker

1 TPA

. Cisco Nexus 9000

NX-0S

AppManager

NX- OS

gNMI/gNOI

VRF

6 CPU

Docker

TPA

NX-0S

NX-OSCLI

UNIX

TPA

64 GB

Docker

20.10.25-ce containerd v1.6.19

TPA

10.6(x)



TPA B

feature dockerbox

Docker

2 TPA

dockerbox

TPA Docker Box

3 Docker
transport-interface <loopback-interface>

Docker
loopback-interface

TPA

show dockerbox status

TPA
Cisco Nexus 9000 TPA

NX OS CLI TPA

Before you begin

TPA

1 TPA
show dockerbox status

TPA Docker

<example output placeholder>
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TPA

show system internal dockerbox

TPA

<example output placeholder>

show system internal dockerbox event-history [error|debug|msgs]

TPA

<example output placeholder>

show system internal dockerbox containers [brief]stats]logs]

<example output placeholder>

5 TPA

show system internal dockerbox log [errors]

TPA Docker errors

<example output placeholder>
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Cisco NX-0S Ansible

. 153
. 153
* Cisco Ansible 154

https://docs.ansible.com/ansible/
latest/getting_started/index.html

Ansible
IT IT
Ansible Ansible API
Playbook
Ansible
INI
Ansible
Ansible https://www.ansible.com/
Ansible https://docs.ansible.com/
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https://docs.ansible.com/ansible/latest/getting_started/index.html
https://www.ansible.com/
https://docs.ansible.com/

. Cisco Ansible

Cisco Ansible

Ansible Cisco NX-OS
NX-0S
Ansible NX-0S Ansible nxos Playbook
Ansible NX-OS nxos
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https://developer.cisco.com/docs/nx-os/#getting-started
https://github.com/datacenter/Ansible-NXOS
https://docs.ansible.com/ansible/latest/collections/cisco/nxos/index.html#plugins-in-cisco-nxos

Puppet

Puppet Agent

13

¢ Puppet 155

. 156

* Puppet NX-0S 156

* ciscopuppet 156
Puppet Labs Puppet

Puppet
Puppet Puppet Primary
Puppet Puppet Primary
Puppet
Primary Puppet Primary
Puppet
Puppet Labs

Puppet Labs https://puppetlabs.com

Puppet Labs FAQ

https://puppet.com/blog/
how-get-started-puppet-enterprise-fag/

Puppet Labs

https://puppet.com/docs

Cisco Nexus 9000 NX-0S
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http://puppetlabs.com/
https://puppet.com/blog/how-get-started-puppet-enterprise-faq/
https://puppet.com/blog/how-get-started-puppet-enterprise-faq/
https://puppet.com/docs

Puppet
. Puppet Agent
. 450MB
* Puppet 4.0 Puppet
* Puppet 4.0

Puppet NX-0S

Puppet Agent CentOS Linux

Cisco NX-OS 92 1 Puppet Agent  Bash-shell Cisco NX-OS
WindRiver Linux

Puppet Agent  Cisco Nexus https://github.com/cisco/
cisco-network-puppet-module/blob/develop/docs/

README-agent-install.md

ciscopuppet
ciscopuppet Cisco
Puppet Cisco NX-0S
Puppet Cisco Nexus Puppet
ciscopuppet Puppet Forge
ciscopuppet
ciscopuppet Puppet Forge

Puppet Forge
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https://github.com/cisco/cisco-network-puppet-module/blob/develop/docs/README-agent-install.md
https://github.com/cisco/cisco-network-puppet-module/blob/develop/docs/README-agent-install.md
https://github.com/cisco/cisco-network-puppet-module/blob/develop/docs/README-agent-install.md
https://forge.puppet.com/puppetlabs/ciscopuppet

ciscopuppet .

[Cisco Puppet
Reference ]

Cisco Puppet Resource

ciscopuppet

[Cisco Network Puppet
Module ]

Cisco Network Puppet

ciscopuppet

Cisco Puppet

::README.md

Puppet Labs:

https://puppet.com/docs/puppet/7/modules_installing.html

Puppet NX-OS

[Cisco Network Puppet
Module Examples ]

Cisco Network Puppet

NX-0S

Cisco Nexus 9000

NX-0S

106 [


https://github.com/cisco/cisco-network-puppet-module/tree/master#resource-by-tech
https://github.com/cisco/cisco-network-puppet-module/tree/master#resource-by-tech
https://github.com/cisco/cisco-network-puppet-module/tree/master
https://github.com/cisco/cisco-network-puppet-module/tree/master
https://github.com/cisco/cisco-network-puppet-module/tree/master#setup
https://puppet.com/docs/puppet/7/modules_installing.html
https://github.com/cisco/cisco-network-puppet-module/tree/master/examples
https://github.com/cisco/cisco-network-puppet-module/tree/master/examples
https://developer.cisco.com/site/nx-os/docs/automation/configuration-management/index.gsp

. ciscopuppet
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Cisco NX-0S

. 159
. 160
* Chef NX-0S 160

* cisco-cookbook 160

Chef Chef Software Inc.

1
Chef
Chef
Chef
Chef
Chef
Chef
Chef https://www.chef.io
Chef https://docs.chef.io/chef_overview.html
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https://www.chef.io
https://docs.chef.io/chef_overview.html

Chef https://docs.chef.io/

. 500 MB

. 1241

. 1241

Chef NX-0S

chef-client CentOS Linux

Cisco NX-0OS 9.2(1) chef-client ~ Bash-shell NX-OS
WindRiver Linux

Chef Cisco Nexus cisco-cookbook::README-install-agent.md

Chef cisco-cookbook::README-chef-provisioning.md
Chef

cisco-cookbook

cisco-cookbook Chef Cisco Nexus
Cisco
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https://docs.chef.io/
https://github.com/cisco/cisco-network-chef-cookbook/blob/develop/docs/README-agent-install.md
https://github.com/cisco/cisco-network-chef-cookbook/blob/develop/docs/README-chef-provisioning.md

Chef Server

cisco-cookbook

Cisco Nexus

Chef Supermarket

cisco-cookbook

Chef Client

cisco-cookbook .

cisco-cookbook

Chef Supermarket Cisco

cisco-cookbook:

Cisco Network Chef

cisco-cookbook:

Chef

Chef Supermarket

Chef Supermarket

Puppet NX-OS

Cisco Network Chef

Cisco Nexus 9000

NX-0S
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https://supermarket.chef.io/cookbooks/cisco-cookbook
https://github.com/cisco/cisco-network-chef-cookbook/tree/master#resource-by-tech
https://github.com/cisco/cisco-network-chef-cookbook/tree/master
https://github.com/cisco/cisco-network-chef-cookbook/blob/master/README.md#setup
https://supermarket.chef.io/
https://github.com/cisco/cisco-network-chef-cookbook/tree/master/recipes

. cisco-cookbook
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Nexus Yocto

* Yocto 163
* Yocto 163
Yocto
Cisco NX-0OS 10.1(2) Yocto 2.6 Yocto 2.6
Yocto
Ubuntu 16.04 Ruby 22.2

1 Ubuntu 16.04

sudo apt-get install gawk wget git-core diffstat unzip texinfo gcc-multilib build-essential chrpath
socat cpio python python3 python3-pip python3-pexpect xz-utils debianutils iputils-ping libsdl1l.2-dev
xterm

2 Yocto 2.6

wget http://downloads.yoctoproject.org/releases/yocto/yocto-2.6/poky-thud-20.0.0.tar.bz2
tar xjfv poky-thud-20.0.0.tar.bz2
cd poky-thud-20.0.0

3 oe-init-build-env

source oe-init-build-env
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. Yocto

conf/local .conf

MACHINE = "‘genericx86-64"
DEFAULTTUNE = "'x86-64"

bitbake ruby

RPM  tmp/deploy/rpm/x86_64/*_rpm

RPM

Switch# copy scp://<username>@<IP_address>/ruby-2.2.2-r0.x86_64.rpm bootflash: vrf management
use-kstack

Switch# copy scp://<username>@<IP_address>/1ibyaml-0-2-0.1.6-r0.x86_64.rpm bootflash: vrf management
use-kstack

Bash

y

bash-4._.3# dnf install /bootflash/libyaml-0-2-0.1.6-r0.x86_64.rpm
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching, protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb |] 951 B 00:00 ...
patching |] 951 B 00:00 ...
thirdparty |] 951 B 00:00 ...

Setting up Install Process

Examining /bootflash/libyaml-0-2-0.1.6-r0.x86_64.rpm: libyaml-0-2-0.1.6-r0.x86_64
Marking /bootflash/libyaml-0-2-0.1.6-r0.x86_64.rpm to be installed

Resolving Dependencies

--> Running transaction check

---> Package libyaml-0-2.x86_64 0:0.1.6-r0 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
libyaml-0-2 Xx86_64 0.1.6-r0 /libyaml-0-2-0.1.6-r0.x86_64 119 k

Transaction Summary

Install 1 Package

Total size: 119 k
Installed size: 119 k
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : libyaml-0-2-0.1.6-r0.x86_64 171
/sbin/ldconfig: /usr/lib/libboost_regex.so0.1.49.0 is not a symbolic link

Installed:
libyaml-0-2-0.1.6-r0.x86_64
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Complete!

Install operation 2450 completed successfully at Fri Jul 27 18:54:55 2018.

[HHHHHHHHHH ] 100%

Ubuntu 16.04

Ruby

y

2.2.2

bash-4.3# dnf install /bootflash/ruby-2.2.2-r0.x86_64.rpm

Loaded plugins: downloadonly, importpubkey,

groups-repo ] 1.1 kB
localdb | 951 B
patching ] 951 B
thirdparty |] 951 B
thirdparty/primary ] 1.8 kB
thirdparty 2/2

Setting up Install Process

00:00 ...
00:00 ...
00:00 ...
00:00 ...
00:00 ...

Examining /bootflash/ruby-2.2.2-r0.x86_64.rpm: ruby-2.2.2-r0.x86_64
Marking /bootflash/ruby-2.2.2-r0.x86_64.rpm to be installed

Resolving Dependencies
--> Running transaction check

---> Package ruby.x86_64 0:2.2.2-r0 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Yocto .

localrpmDB, patchaction, patching, protect-packages

Package Arch Version Repository Size
Installing:
ruby x86_64 2.2.2-r0 /ruby-2.2.2-r0.x86_64 32 M

Transaction Summary

Install 1 Package
Total size: 32 M
Installed size: 32 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : ruby-2.2.2-r0.x86_64

171

/sbin/ldconfig: /Zusr/lib/libboost_regex.so.1.49.0 is not a symbolic link

Installed:
ruby.x86_64 0:2.2.2-r0

Complete!

Install operation 2451 completed successfully at Fri Jul 27 18:55:23 2018.

[HH ] 100%

Cisco Nexus 9000

NX-0S
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Nexus SDK

« Cisco SDK 167

* SDK 167

. 168

* SDK 169

* RPM 170

* RPM 171

. RPM 172

. collectd RPM 173

. Curl collectd RPM 174

Cisco SDK

Cisco SDK Yocto 2.0 Cisco NX-OS 9.2(1)
Cisco Nexus

Cisco devhub Web
SDK
RPM

SDK

* SDK 64 x86_64 Linux CentOS 7
Ubuntu 14.04 Bash SDK

* SDK 32 64
32 x86_64 Linux
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32

bash$ Is /lib/ld-linux.so.2

32
32

* CentOS 7
bash$ sudo dnf install glibc.i686

« Ubuntu 14.04

bash$ sudo apt-get install gcc-multilib

SDK SDK
SDK

bash$ ./wrlinux-8.0.0.25-glibc-x86_64-n9000-nxos-image-rpm-sdk-sdk.sh
Wind River Linux SDK installer version 8.0-n9000

Enter target directory for SDK (default: /opt/windriver/wrlinux/8.0-n9000):
You are about to install the SDK to "/opt/windriver/wrlinux/8.0-n9000". Proceed[Y/n]? Y
Extracting

Setting it up...done
SDK has been successfully set up and is ready to be used.

. environment-setup-corei7-64-nxos-1inux
. environment-setup-corei7-32-nxosml1i1b32-1inux

source environment-setup-corei7-64-nxos-1inux
source environment-setup-corei7-32-nxosmllib32-1inux

source environment-setup-x86-wrsmilib32-linux source environment-setup-x86_64-wrs-linux
SDK SDK
SDK SDK
SDK
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SDK B

1
2 Bash

bash$ source environment-setup-x86-wrsmllib32-1inux
bash$ source environment-setup-x86_64-wrs-1inux

SDK

Linux

tar git

configure/make/make install

bash$ tar --xvzf example-app.tgz

bash$ mkdir example-lib-install

bash$ cd example-app/

bash$ ./configure --prefix=/path/to/example-app-install
bash$ make

bash$ make install

Jconfigure

Ganglia

ganglia libexpat libapr libconfuse

libexpat

bash$ wget "http://downloads.sourceforge.net/project/expat/expat/2.1.0/expat-2.1.0.tar.gz"
bash$ mkdir expat-install

bash$ tar xvzf expat-2.1.0.tar.gz

bash$ cd expat-2.1.0

bash$ ./configure --prefix=/home/sdk-user/expat-install

bash$ make

bash$ make install

bash$ cd ..
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RPM

libapr

bash$ wget "http://www.eu.apache.org/dist/apr/apr-1.5.2_tar.gz"
bash$ mkdir apr-install

bash$ tar xvzf apr-1.5.2.tar.gz

bash$ cd apr-1.5.2

bash$ ./configure --prefix=/home/sdk-user/apr-install

bash$ make

bash$ make install

bash$ cd ..

libconfuse

)

confuse Jconfigure --enable-shared

bash$ wget "http://savannah.nongnu.org/download/confuse/confuse-2.7.tar.gz"
bash$ mkdir confuse-install

bash$ tar xvzf confuse-2.7.tar.gz

bash$ cd confuse-2.7

bash$ ./configure --prefix=/home/sdk-user/confuse-install --enable-shared
bash$ make

bash$ make install

bash$ cd ..

ganglia

\}

Jconfigure

bash$ wget

"http://domnloads .. sourceforge .. net/project/gangl ia/gangl ia%20monitor ing’20core/3.7.2/ganglia-3.7 .2 tar.gz"
bash$ mkdir ganglia-install

bash$ tar xvzf ganglia-3.7.2_tar.gz

bash$ cd ganglia-3.7.2

bash$ ./configure --with-libexpat=/home/sdk-user/expat-install
--with-libapr=/home/sdk-user/apr-install/bin/apr-1-config
—-with-libconfuse=/home/sdk-user/confuse-install --prefix=/home/sdk-user/ganglia-install
bash$ make

bash$ make install

bash$ cd ..

make RPM

. Cisco Nexus 9000 NX-0S 10.6(x)



RPM B

RPM
RPM
RPM RPM
.Spec
\)
tarball
tarball RPM
.Spec .Spec
spec
RPM
SDK RPM RPM
RPM

bash$ mkdir rpmbuild
bash$ cd rpmbuild
bash$ mkdir BUILD RPMS SOURCES SPECS SRPMS

2 topdir
bash$ echo "_topdir ${PWD}" > ~/.rpmmacros

.rpmmacros
.rpmmacros rpmbuild

--define "_topdir ${PWD}"

3 RPM DB

bash$ rm /path/to/sdk/sysroots/x86_64-wrlinuxsdk-linux/var/lib/rpm/__db.*
bash$ rpm --rebuilddb
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RPM

SDK  rpm rpmbuild RPM /var/lib/rpm
/path/to/sdk/sysroots/x86 64-wrlinuxsdk-linux/var/lib/rpm
SDK RPM
SDK SDK RPM

RPM

RPM

bash$ wget --no-check-certificate --directory-prefix=SOURCES http://<URL of example-app
tarball>

bash$ # determine location of spec file in tarball:

bash$ tar tf SOURCES/example-app.tar.bz2 | grep ".spec$”

bash$ tar xkvf SOURCES/example-app.tar.bz2 example-app/example-app.spec

bash$ mv example-app/example-app.spec SPECS/

bash$ rm -rf example-app

bash$ rpmbuild -v --bb SPECS/example-app.spec

RPMS/ RPM

rpm
SDK

bash$ tar xkzf example-lib.tgz
bash$ mkdir example-lib-install
bash$ cd example-lib/

bash$ ./configure --prefix=/path/to/example-lib-install
bash$ make
bash$ make install

RPM

\)

Ciscodevhub  Web RPM
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collectd RPM

tarball

bash$ wget --no-check-certificate --directory-prefix=SOURCES
https://collectd.org/files/collectd-5.5.0.tar.bz2

bash$ tar tf SOURCES/collectd-5.5.0.tar.bz2 | grep ".spec$”
collectd-5.5.0/contrib/redhat/collectd.spec

collectd-5.5.0/contrib/aix/collectd.spec

collectd-5.5.0/contrib/sles10.1/collectd.spec
collectd-5.5.0/contrib/fedora/collectd.spec

bash$ tar xkvf SOURCES/collectd-5.5.0.tar.bz2 collectd-5.5.0/contrib/redhat/collectd.spec
bash$ mv collectd-5.5.0/contrib/redhat/collectd.spec SPECS/

bash$ rm -rf collectd-5.5.0

tarball 4 spec Red Hat
collectd

/sbin/chkconfig collectd RPM
{usr/shin/chkconfig

bash$ sed -r -i.bak "s®%("|\s)/sbin/chkconfigh\1/usr/sbin/chkconfig%” SPECS/collectd.spec

collectd

rpmbuild 1
Bash

bash$ rpmbuild_opts=()
bash$ for rmdep in \
> amgp apache ascent bind curl curl_xml dbi ipmi java memcachec mysgl nginx \
notify_desktop notify_email nut openldap perl pinba ping postgresql python \
rrdtool sensors snmp varnish virt write_http write_riemann
do
rpmbui Id_opts+=("--without')
rpmbui Id_opts+=(${rmdep})
> done
bash$ rpmbui ld_opts+=(--nodeps)
bash$ rpmbuild_opts+=(--define)
bash$ rpmbuild_opts+=("_unpackaged_files_terminate_build 0')

V V.V V V

rpmbuild RPM
bash$ rpmbuild "${rpmbuild_opts[@]}" -bb SPECS/collectd.spec

RPMS collectd RPM
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RPM Bash

bash$ rpm --noparentdirs -i /bootflash/collectd-5.5.0-1.ia32e.rpm

Curl collectd RPM

collectd curl libcurl

RPM SDK  curl

bash$ wget --no-check-certificate http://curl.haxx.se/download/curl-7.24.0.tar.gz
bash$ tar xkvf curl-7.24_0.tar.gz

bash$ cd curl-7.24.0

bash$ ./configure --without-ssl --prefix /path/to/curl-install

bash$ make

bash$ make install

bash$ cd ..

)

curl /path/to/curl-install

tarball spec
collectd

bash$ wget --no-check-certificate --directory-prefix=SOURCES
https://collectd.org/files/collectd-5.5.0.tar.bz2

bash$ tar tf SOURCES/collectd-5.5.0.tar.bz2 | grep ".spec$”
collectd-5.5.0/contrib/redhat/collectd.spec

collectd-5.5.0/contrib/aix/collectd.spec

collectd-5.5.0/contrib/sles10.1/collectd.spec
collectd-5.5.0/contrib/fedora/collectd.spec

bash$ tar xkvf SOURCES/collectd-5.5.0.tar.bz2 collectd-5.5.0/contrib/redhat/collectd.spec
bash$ mv collectd-5.5.0/contrib/redhat/collectd.spec SPECS/

bash$ rm -rf collectd-5.5.0

spec /sbin/chkconfig collectd RPM
/usr/sbin/chkconfig
spec
S
tarball 4 spec Red Hat  spec
collectd

bash$ sed -r -i.bak "s®%("|\s)/sbin/chkconfigh\1/usr/sbin/chkconfig%” SPECS/collectd.spec
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collectd rpmbuild libcurl
collectd  spec

SPECS/collectd.spec %configure rpmbuild
Jconfigure

--with-libcurl=/path/to/curl-install/bin/curl-config \

rpmbuild Bash

* curl
« --with curl=force

bash$ rpmbuild_opts=()
bash$ for rmdep in \
> amgp apache ascent bind curl_xml dbi ipmi java memcachec mysqgl nginx \
notify_desktop notify_email nut openldap perl pinba ping postgresql python \
rrdtool sensors snmp varnish virt write_http write_riemann
do
rpmbui Id_opts+=("--without')
rpmbui ld_opts+=(${rmdep})
> done
bash$ rpmbuild_opts+=("--with')
bash$ rpmbuild_opts+=("curl=force')bash$ rpmbuild_opts+=(--nodeps)
bash$ rpmbuild_opts+=(--define)
bash$ rpmbuild_opts+=("_unpackaged_files_terminate_build 0')

V V.V V V

rpmbuild RPM
bash$ rpmbuild "${rpmbuild_opts[@]}" -bb SPECS/collectd.spec

RPMs RPM collectd-curl
RPM Bash

bash$ rpm --noparentdirs -i /bootflash/collectd-5.5.0-1.ia32e.rpm
bash$ rpm --noparentdirs -i /bootflash/collectd-curl-5.5.0-1.1a32e.rpm
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* NX-SDK 177

. 179
. Docker 179

* NX-SDK 179

* NX-SDK2.0 180

* NX-SDK2.5 180

. 181

* NX-SDK 181

* NX SDK 2.0 182

NX-SDK

Cisco NX-OS SDK  NX-SDK
C++

 CLI
« Syslog

NX-SDK C++ Python Go

NX-SDK

* Docker
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e Linux Ubuntu 14.04 Centos 6.7

NX-SDK
Docker

NX-SDK 2.0

181

Cisco NX-SDK
* Cisco DevNet NX-SDK .md

Cisco Nexus

CiscoDevNet/NX-SDK/blob/master/versions.md

* NX-SDK Readme

Cisco NX-SDK GitHub

Go

Go NX-SDK
* NX-SDK

. NX-SDK 2.0

. NX-SDK1.7.5

NX-SDK

. Cisco Nexus 9000 NX-0S

Go
Go

GO

10.6(x)

NX-SDK Docker

Cisco DevNet NX-SDK

179

Go

EFT

NX-SDK

https://github.com/

EFT


https://github.com/CiscoDevNet/NX-SDK
https://github.com/CiscoDevNet/NX-SDK
https://github.com/CiscoDevNet/NX-SDK/blob/master/versions.md
https://github.com/CiscoDevNet/NX-SDK/blob/master/versions.md
https://github.com/CiscoDevNet/NX-SDK/tree/master/readmes
https://github.com/CiscoDevNet/NX-SDK/tree/master/go

NX-SDK
_rpm
_rpm
NX-SDK
Docker 179
Cisco DevNet

NX-SDK
Docker
NX-SDK Docker

Cisco ENXOS SDK

Wind River Linux
WRL
NX-SDK 1.75 Go
libnxsdk.so

NX-SDK

Go

RapidJSON

API gRPC
https://github.com/CiscoDevNet/NX-SDK#readme

NX-SDK

Cisco DevNet NX-SDK

Cisco Nexus 9000 NX-0S

106 [


https://github.com/CiscoDevNet/NX-SDK#custom-application-development-flow-using-nx-sdk
https://github.com/CiscoDevNet/NX-SDK#custom-application-development-flow-using-nx-sdk
https://github.com/CiscoDevNet/NX-SDK#readme
https://github.com/CiscoDevNet/NX-SDK/blob/master/README.md#cisco-nx-sdk

B nxesokeo

NX-SDK2.0

NX-SDK 2.0
NX-SDK

NX-SDK 2.0

. API

https://github.com/CiscoDevNet/NX-SDK/blob/master/readmes/NXSDK_in_NXOS.md

NX-SDK2.5

Cisco NX-OS Release 9.3(3) Syslog
CiscoDevNet https://github.com/CiscoDevNet/NX-SDK/
blob/master/versions.md
5. syslog
syslog « Cisco NX-OS syslog
. nx_trace.h  watchSyslog
postSyslogCh API

https://wwwin-github.cisco.com/
sathsrin/nxsdk/blob/master/include/nx_trace.h
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NX-SDK

NX-SDK API NX-SDK

https://github.com/CiscoDevNet/NX-SDK/blob/master/readmes/NXSDK _in_NXOS.md

2.0 NX-SDK
NX-SDK 2.0 NX-SDKVv1.75

. NX-SDK NX-SDK 2.0

API
NX-SDK 2.0
API IP
NX-SDK 1.75 SDK
IP
. NX-SDK 2.0
API
API

https://github.com/CiscoDevNet/NX-SDK/blob/master/readmes/NXSDK_in_NXOS.md

NX-SDK

NX-059.3 1 NX-SDK 2.0
TLS) NX SDK
NX SDK
. Cisco NX-0S9.3 1
NX-SDK 1
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NX-SDK NX-SDK 2.0
NX-SDK
* API NX-SDK 2.0
NX-SDK
NX SDK 2.0 182
SDK 1.75 API
Cisco NX-0OS 9.3(2) NX-SDK 2.0
Cisco NX-SDK
CLI API
API 50 API
API
API
10.6(x)

. Cisco Nexus 9000 NX-0S




NX SDK 2.0 .

NX-SDK [NX-SDK
Security Profiles for NX-SDK Applications ]

CiscoDevNet NX-SDK

Cisco Nexus 9000 NX-0S 10.6(x) .


https://github.com/CiscoDevNet/NX-SDK/blob/master/readmes/security_profiles.md
https://github.com/CiscoDevNet/NX-SDK/blob/master/readmes/security_profiles.md
https://github.com/CiscoDevNet/NX-SDK#custom-application-development-flow-using-nx-sdk

B nxsoxeo

. Cisco Nexus 9000 NX-0S 10.6(x)



18

Cisco NX-0S Docker

« Cisco NX-0S Docker 185

« Docker 186

« Cisco NX-0S Docker 186

» Docker 187

. Docker 187

« Docker : 188

« Docker : 189

» Docker 190

. ISSU Docker 191
« Cisco Nexus Platform Switches Switchover Docker 192

» Docker 193
» Docker 195

« Docker 196

« Docker 198

Cisco NX-0S Docker

Docker
Docker
https://docs.docker.com/
Cisco NX-0S 92 1 Cisco NX-0S Docker
Docker CE 18.09.0 Docker
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https://docs.docker.com/

. Docker

Docker

Cisco NX-0S

Docker
Docker
https://docs.docker.com/ Docker
Cisco NX-OS  Docker
» Docker DHCPD SVI
» Docker 8 GB RAM Cisco Nexus 9000Cisco Nexus
3000
« Cisco NX-0OS 10.6(2)F Cisco Nexus 9000 netstack
Linux kstack SSH
Docker
Cisco NX-OS  Docker
. Bash Cisco NX-OS  Docker
Bash
switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# feature bash-shell
. HTTP http_proxy

. Cisco Nexus 9000

https_proxy /etc/sysconfig/docker

x509: certificate has expired or is not yet valid

/etc/resolv.conf

switch# conf t
Enter configuration commands, one per line. End with CNTL/Z.

switch(config)# vrf context management
switch(config-vrf)# ip domain-name ?
WORD Enter the default domain (Max Size 64)

NX-0S 10.6(x)
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Docker .

switch(config-vrf)# ip name-server ?
A_.B.C.D Enter an IPv4 address
A:B::C:D Enter an IPv6 address

root@switch# cat /etc/resolv.conf
domain cisco.com #bleed
nameserver 171.70.168.183 #bleed

root@switch#
Docker
dockerpart /var/lib/docker
Docker /etc/sysconfig/docker
Docker

1 Bash

switch# run bash sudo su -
2 Docker

root@switch# service docker start
3

root@switch# service docker status

dockerd (pid 3597) is running...

root@switch#

Docker dockerpart

docker

switch# dir bootflash:dockerpart
2000000000 Mar 14 12:50:14 2018 dockerpart

Docker

Docker
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. Docker

1 Bash

switch# run bash sudo su -

2 chkconfig Docker

root@switch# chkconfig --add docker
root@n9k-2#

3 chkconfig Docker

root@switch# chkconfig --list | grep docker
docker O:off 1l:off 2:on 3:on 4:on 5:on 6:0ff
root@switch#

4 Docker

root@switch# chkconfig --del docker
root@switch# chkconfig --list | grep docker
root@switch#

Docker ;

Docker
--network Docker
ip netns exec <net_namespace> <cmd>
/var/run/netns Cisco NX-OS VRF

1 Bash

switch# run bash sudo su -

2 Docker

Alpine Docker

root@switch# docker run --name=alpinerun -v /var/run/netns:/var/run/netns:ro,rslave --rm --network
host --cap-add SYS_ADMIN -it alpine
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Docker : .

/ # apk --update add iproute2

fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/main/x86_64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/community/x86_64/APKINDEX.tar.gz
(1/6) Installing libelf (0.8.13-r3)

(2/6) Installing libmnl (1.0.4-r0)

(3/6) Installing jansson (2.10-r0)

(4/6) Installing libnftnl-libs (1.0.8-r1)

(5/6) Installing iptables (1.6.1-r1)

(6/6) Installing iproute2 (4.13.0-r0)

Executing iproute2-4.13.0-r0.post-install

Executing busybox-1.27.2-r7.trigger

OK: 7 MiB in 17 packages

/ #

/ # ip netns list

management

default

/ #

/ # 1p address

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host lo

valid_Ift forever preferred_Ift forever

inet6 ::1/128 scope host

valid_Ift forever preferred_Ift forever

2: tunlO@NONE: <NOARP> mtu 1480 qgdisc noop state DOWN group default
link/ipip 0.0.0.0 brd 0.0.0.0

3: greO@NONE: <NOARP> mtu 1476 gdisc noop state DOWN group default

link/gre 0.0.0.0 brd 0.0.0.0

/ #

/ # ip netns exec default ip address

1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/16 scope host lo

valid_Ift forever preferred_Ift forever

2: dummyO: <BROADCAST,NOARP> mtu 1500 gdisc noop state DOWN group default
link/ether 42:0d:9b:3c:d4:62 brd ff:ff:ff:ff_ff:ff

3: tunlO@NONE: <NOARP> mtu 1480 gdisc noop state DOWN group default
link/ipip 0.0.0.0 brd 0.0.0.0

Docker ;

Docker

Docker Docker

1 Bash
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. Docker

switch# run bash sudo su -

2 Docker

Alpine Docker iproute2

root@switch# docker run -it --rm alpine

/ # apk --update add iproute2

fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/main/x86_64/APKINDEX.tar.gz
fetch http://dl-cdn.alpinelinux.org/alpine/v3.7/community/x86_64/APKINDEX.tar.gz
(1/6) Installing libelf (0.8.13-r3)

(2/6) Installing libmnl (1.0.4-r0)

(3/6) Installing jansson (2.10-r0)

(4/6) Installing libnftnl-libs (1.0.8-r1)

(5/6) Installing iptables (1.6.1-rl)

(6/6) Installing iproute2 (4.13.0-r0)

Executing iproute2-4.13.0-r0.post-install

Executing busybox-1.27.2-r7.trigger

OK: 7 MiB in 17 packages

/ #
/ # ip netns list
/ #
3
[ namespace |
Docker 196
Docker sshd

root@switch# docker run -d -p 18877:22 --name sshd_container sshd_ubuntu

22 18877
18877

root@ubuntu-vm# ssh root@ip_address -p 18887

Docker

Docker run -v /bootflash:/bootflash -v /volatile:/volatile
Docker
NX-0OS

. Cisco Nexus 9000 NX-0S 10.6(x)



ISSU Docker B

\)

-V
NX-0S
NX-OS CLI /bootflash
/volatile
1 Bash
switch# run bash sudo su -
2 Docker -v /bootflash:/bootflash -v /volatile:/volatile

root@switch# docker run -v /bootflash:/bootflash -v /volatile:/volatile -it --rm alpine
/# 1s /

bin etc media root srv usr
bootflash home mnt run sys var

dev lib proc sbin tmp volatile
/ #

ISSU Docker

Docker ISSU
Docker

Docker

1 Bash

switch# run bash sudo su -

2 chkconfig Docker
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root@switch# chkconfig --add docker
root@n9k-2#

3 --restart without-stopped

Alpine Docker

root@switch# docker run -dit --restart unless-stopped alpine
root@n9k-2#

Docker

Cisco Nexus Platform Switches Switchover Docker

Docker
2
Cisco Nexus
dockerpart
1 Bash
switch# run bash sudo su -
2 --restart without-stopped

Alpine Docker

root@switch# docker run -dit --restart unless-stopped alpine
root@n9k-2#

Docker

3 chkconfig Docker

root@switch# chkconfig --add docker
root@n9k-2#
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4 Docker

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

root@switch# cp /bootflash/dockerpart /bootflash_sup-remote/

root@switch# service docker start

Docker

Docker Docker

Guest Shell

switch# guestshell disable

You will not be able to access your guest shell if it is disabled. Are you sure you want to disable
the guest shell? (y/n) [n] y

switch# 2018 Mar 15 17:16:55 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Deactivating virtual
service "guestshell+*

2018 Mar 15 17:16:57 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Successfully deactivated virtual
service "guestshell+*

Bash

switch# run bash sudo su -

root@switch# df -kh /var/lib/docker
Filesystem Size Used Avail Use% Mounted on
/dev/loopl2 1.9G 7.6M 1.8G 1% /var/lib/docker
root@n9k-2#

Docker

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

Docker /bootflash/dockerpart

root@switch# Is -1 /bootflash/dockerpart
-rw-r--r-- 1 root root 2000000000 Mar 15 16:53 /bootflash/dockerpart
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10

11

root@n9k-2#

Docker

500

root@switch# truncate -s +500MB /bootflash/dockerpart
root@n9k-2#

Docker

Docker 500

root@switch# Is -1 /bootflash/dockerpart
-rw-r--r-- 1 root root 2500000000 Mar 15 16:54 /bootflash/dockerpart
root@n9k-2#

/bootflash/dockerpart

root@switch# e2fsck -f /bootflash/dockerpart
e2fsck 1.42.9 (28-Dec-2013)

Pass 1: Checking inodes, blocks, and sizes
Pass 2: Checking directory structure

Pass 3: Checking directory connectivity
Pass 4: Checking reference counts

Pass 5: Checking group summary information

/bootflash/dockerpart: 528/122160 files (0.6% non-contiguous), 17794/488281 blocks

/bootflash/dockerpart

root@switch# /sbin/resize2fs /bootflash/dockerpart

resize2fs 1.42.9 (28-Dec-2013)

Resizing the filesystem on /bootflash/dockerpart to 610351 (4k) blocks.
The filesystem on /bootflash/dockerpart is now 610351 blocks long.

/bootflash/dockerpart

root@switch# e2fsck -f /bootflash/dockerpart

e2fsck 1.42.9 (28-Dec-2013)

Pass 1: Checking inodes, blocks, and sizes

Pass 2: Checking directory structure

Pass 3: Checking directory connectivity

Pass 4: Checking reference counts

Pass 5: Checking group summary information

/bootflash/dockerpart: 528/154736 files (0.6% non-contiguous), 19838/610351 blocks

Daemon

root@switch# service docker start

Updating certificates in /etc/ssl/certs. ..

0 added, O removed; done.

Running hooks in /etc/ca-certificates/update.d. ..
done.

Starting dockerd with args

--debug=true*:
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12
root@switch# df -kh /var/lib/docker
Filesystem Size Used Avail Use% Mounted on
/dev/loopl2 2.3G 7.6M 2.3G 1% /var/lib/docker
13 BASH
root@switch# exit
logout
switch#

14 Guest Shell

switch# guestshell enable
switch# 2018 Mar 15 17:12:53 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Activating virtual
service "guestshell+"

switch# 2018 Mar 15 17:13:18 switch %$ VDC-1 %$ %VMAN-2-ACTIVATION_STATE: Successfully activated
virtual service "guestshell+*

Docker

Docker Docker

1 Bash

switch# run bash sudo su -

2 Docker

root@switch# service docker stop
Stopping dockerd: dockerd shutdown

3 Docker

root@switch# service docker status
dockerd is stopped
root@switch#

dockerpart

switch# delete bootflash:dockerpart
Do you want to delete ''/dockerpart'” ? (yes/no/abort) y

Cisco Nexus 9000 NX-0S 10.6(x) .



. Docker

switch#

Docker

Docker
. L
. L
e cgroup
. POSIX
[ namespace |

engine/security/userns-remap/

1 dockremap

dockremap

a) dockremap

root@switch# groupadd dockremap -r

b) dockremap

root@switch# useradd dockremap -r -g dockremap

C) dockremap dockremap

root@switch# id dockremap

namespace ]
namespace ]

cgroup  ext_ser

Docker

Docker

uid=999(dockremap) gid=498(dockremap) groups=498(dockremap)

. Cisco Nexus 9000 NX-0S
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https://docs.docker.com/
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cgroup .

root@switch#

2 ID /etc/subuid  /etc/subgid

root@switch# echo "dockremap:123000:65536" >> /etc/subuid
root@switch# echo "dockremap:123000:65536" >> /etc/subgid

3 --userns-remap=default /etc/sysconfig/docker

other_args

other_args="-debug=true --userns-remap=default"

4 [ [re]start service docker [re]start ] Docker

root@switch# service docker [re]start

https://docs.docker.com/engine/
security/userns-remap/  Docker

cgroup
cgroup ext_ser CPU
25% ext_ser Docker
--cgroup-parent=/ext_ser/ Docker 100%
CPU CiscoNX-0S

1 Bash

switch# run bash sudo su -

2 ext_ser Docker

root@switch# docker run --name=alpinerun -v /var/run/netns:/var/run/netns:ro,rslave --rm --network
host --cgroup-parent=/ext_ser/ --cap-add SYS_ADMIN -it alpine
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. Docker

Docker

Docker

Docker

[ Problem: ]Docker

switch# run bash

bash-4.3% service docker start

Free bootflash: 39099 MB, total bootflash: 51771 MB

Carving docker bootflash storage: 2000 MB

2000+0 records in

2000+0 records out

2000000000 bytes (2.0 GB) copied, 22.3039 s, 89.7 MB/s

losetup: /dev/loopl8: failed to set up loop device: Permission denied

mke2fs 1.42.9 (28-Dec-2013)

mkfs._ext4: Device size reported to be zero. Invalid partition specified, or
partition table wasn"t reread after running fdisk, due to
a modified partition being busy and in use. You may need to reboot
to re-read your partition table.

Failed to create docker volume

[ Possible Cause: ] root Bash

[ Solution: Jroot Bash

bash-4.3$% whoami
admin

Bash Bash

bash-4.3% exit
switch# run bash sudo su -

Docker

Docker

root@switch# service docker start
Free bootflash: 790 MB, total bootflash: 3471 MB
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Docker Hub

Docker Hub 509

Need at least 2000 MB free bootflash space for docker storage

/etc/sysconfig/docker
Docker

root@switch# cat /etc/sysconfig/docker

_dockerstrg

# Replace the below with your own docker storage backend boundary value (in MB)

# 1f desired.
boundary_dockerstrg=5000

# Replace the below with your own docker storage backend values (in MB) if

# desired. The smaller value applies to platforms with less than

# $boundary_dockerstrg total bootflash space, the larger value for more than

# $boundary_dockerstrg of total bootflash space.
small_dockerstrg=300
large_dockerstrg=2000

509

Docker

root@switch# docker pull alpine
Using default tag: latest

Error response from daemon: Get https://registry-1._.docker.io/v2/: x509: certificate has

expired or is not yet valid

[ Possible Cause: ]

[ Solution: ]

root@n9k-2# sh clock
15:57:48.963 EST Thu Apr 25 2002
Time source is Hardware Calendar

root@9k-2# clock set hh:mm:ss { day month | month day } year

root@n9k-2# clock set 14:12:00 10 feb 2018

Cisco Nexus 9000 NX-0S
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. Docker Hub

DockerHub

Docker

root@switch# docker pull alpine

Using default tag: latest

Error response from daemon: Get https://registry-1._.docker.io/v2/: net/http: request
canceled while waiting for connection (Client.Timeout exceeded while awaiting headers)

DNS

Docker

root@switch# cat /etc/sysconfig/docker | grep proxy
root@switch# service docker [re]start

DNS Docker

root@switch# cat /etc/resolv.conf
domain cisco.com #bleed
nameserver 171.70.168.183 #bleed
root@switch# # conf t
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# vrf context management
switch(config-vrf)# ip domain-name ?
WORD Enter the default domain (Max Size 64)

switch(config-vrf)# ip name-server ?

A_B.C.D Enter an IPv4 address

A:B::C:D Enter an IPv6 address
root@switch# service docker [re]start

Docker

Docker
Docker

Docker chkconfig
--restart unless-stopped

Docker Alpine

root@switch# chkconfig --add docker
root@switch#

root@switch# chkconfig --list | grep docker
docker O:off 1:off 2:on 3:on 4:on 5:on 6:0ff
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Docker .

root@switch# docker run -dit --restart unless-stopped alpine

Docker
Docker
root@switch# losetup -a | grep dockerpart
root@n9k-2#
switch# guestshell disable
Docker /bootFlash/dockerpart
/etc/sysconfig/docker [small_]large_dockerstrg Docker
Docker
Docker
Docker
Docker kstack netstack
Docker kstack
netstack

switch# show socket local-port-range
Kstack local port range (15001 - 58000)

Netstack local port range (58001 - 63535) and nat port range (63536 - 65535)
switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.

switch(config)# sockets local-port-range <start_port> <end_port>
switch# run bash sudo su -

root@switch# cat /proc/sys/net/ipv4/ip_local_port_range
15001 58000
root@switch#

Docker /

Docker
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* -v /var/run/netns:/var/run/netns:ro,rslave --network host

Docker
. ip netns
init
ip netns dnf apk

[ Problem: ]
Docker

 /var/log/docker  dockerd

. 8 GB RAM Docker RAM 8GB
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Software as a Service SaaS

Docker
205
206
207
218
218
218
221
223
223
Cisco NX-0S 10.3(1)F IPv6
Cisco Nexus 9300 FX FX2 FX3 GX
GX2 FX GX Cisco Nexus 9500
1
Cisco Nexus 9000 NX-0S
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« Cisco NX-0S 10.3(3)F Cisco Nexus 9808

« Cisco NX-0S 10.3(3)F -R -R2 Cisco Nexus
9504 9508
Cisco N3K-C36180YC-R N3K-C3636C-R
N3K-C36480LD-R2

* Cisco Nexus 9300-FX2 9300-GX 9300-GX2
Cisco NX-0S 10.3
3 F
TCAM
Cisco Nexus 9300-FX SPAN
* NX-OS ping  netstack NX-OS
ping
bash  ping conf t ; feature bash ; run bash ; ping
<app-ip-address>
« system vrf-member-change retain-13-config vrf
VRF
HSRP VIP IP
VIP  show running-config DME
HSRPsyslog 3
S
Docker
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NX-OS  Python

. CPU

* REST API
» CLI

« Cisco Application Framework CAF

Cisco NX-0S
Cisco NX-0S
vNIC
tar tar.gz
tar tar.gz
API
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1. configure terminal
2. feature app-hosting
3. end

1 | configure terminal

switch# configure terminal

2 | feature app-hosting

switch(config)# feature app-hosting

3 |end
EXEC
switch(config)# end
IPv4
NX-0S
Cisco Nexus
VRF
VRF
2
IP 1 IP
1 IP
vNIC

1. configure terminal

10.6(x)
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app-hosting bridge bridge-index
ip address ip-address/mask

vrf member name

exit

app-hosting appid name

guest-ipaddress ip-address/mask
exit

©oN O~ WDN

B
)

end

app-default-gateway ip-address guest-interface guest-interface

app-vnic gateway bridge bridge-index guest-interface guest-interface-number

configure terminal

switch# configure terminal

app-hosting bridge bridge-index

switch(config)# app-hosting bridge 1

e <1-8>
ip address ip-address/mask
IPv4
switch(config-app-hosting-bridge)# ip address
172.25.44.1/30
Cisco NX-OS 10.3(2)F IP
IP
vrf member name VRE
VRF
switch(config-app-hosting-bridge)# vrf member
overlay-VRF VRF
VRF

exit

switch(config-app-hosting-bridge)# exit

Cisco Nexus 9000 NX-0S
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app-hosting appid name

switch(config)# app-hosting appid te_app

app-vnic gateway bridge bridge-index guest-interface
guest-interface-number

switch(config-app-hosting)# app-vnic gateway
bridge 1 guest-interface 0O

VNIC
vnic

Cisco NX-0S 10.3(3)F

VNIC

guest-ipaddress ip-address/mask

switch(config-app-hosting-app-vnic)#
guest-ipaddress 172.25.44.2/30

1 IPv4

exit

switch(config-app-hosting-app-vnic)# exit

vhic

10

app-default-gateway ip-address guest-interface
guest-interface

switch(config-app-hosting-appid)#
app-default-gateway 172.25.44_.1 guest-interface
0

1 IPv4

11

end

switch(config-app-hosting)# end

EXEC

EXEC

. Cisco Nexus 9000 NX-0S
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No oD

enable

app-hosting install appid application-name package package-path
app-hosting activate appid application-name

app-hosting start appid application-name

app-hosting stop appid application-name

app-hosting deactivate appidapplication-name

app-hosting uninstall appid application-name

enable

switch# enable

EXEC

app-hosting install appid application-name package

package-path

switch# app-hosting install appid te_app package
bootflash:my_te_ app.-tar

app-hosting activate appid application-name

switch# app-hosting activate appid te_app

app-hosting start appid application-name

switch# app-hosting start appid te_app

app-hosting stop appid application-name

switch# app-hosting stop appid te_app

app-hosting deactivate appidapplication-name

Cisco Nexus 9000 NX-0S
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switch# app-hosting deactivate appid te_app

7 | app-hosting uninstall appid application-name

switch# app-hosting uninstall appid te_app

EXEC

1. enable

2. switch# app-hosting upgrade appid application-name package package-path

1 |enable EXEC
switch# enable
2 | switch# app-hosting upgrade appid application-name
package package-path
switch# app-hosting upgrade appid tea package
bootflash:thousandeyes-enterprise-agent-4.1.0.cisco.tar]
e« STOPPED
app-hosting ACTIVATED
10.6(x)
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Docker

30

Docker

Docker

30

enable

configure terminal

app-hosting appid application-name
app-resource docker

run-opts options

end

o0 hM~whE

enable

switch# enable

EXEC

configure terminal

switch# configure terminal

app-hosting appid application-name

switch(config)# app-hosting appid te_app

app-resource docker

switch(config-app-hosting)# app-resource docker

Docker

run-opts options

switch(config-app-hosting-docker)# run-opts 1 "-v
$(APP_DATA) :/data"

Docker

Cisco Nexus 9000 NX-0S
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6 |end Docker
EXEC
switch(config-app-hosting-docker)# end
NX-0S Cisco NX-0OS
NAT vNIC
IP
IP Apphosting
1. enable
2. configure terminal
3. app-hosting appid name
4. app-vnic management guest-interface network-interface
5. end

1 |enable

switch# enable

EXEC

2 | configure terminal

switch# configure terminal

3 | app-hosting appid name

switch(config)# app-hosting appid te_app

guest-interface 0

. Cisco Nexus 9000 NX-0S

4 | app-vnic management guest-interface network-interface

switch(config-app-hosting)# app-vnic management
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* management IPNAT
Cisco NX-0S
mgmtO
« guest-interfacenetwork-interface
Cisco NX-0S
mgmt0
0
guest-interface0
end
EXEC
switch(config-app-hosting-mgmt-gateway)# end
app-hosting stop app-hosting deactivate

app-hosting start

enable

configure terminal
app-hosting appid name
app-resource profile name
Cpu unit

memory memory

end

No gAMb

app-hosting activate

app-hosting appid

enable

switch# enable

EXEC

Cisco Nexus 9000
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2 | configure terminal

switch# configure terminal

3 | app-hosting appid name

switch(config)# app-hosting appid te_app

4 | app-resource profile name

switch(config-app-hosting)# app-resource profile
custom

5 | cpu unit CPU

switch(config-app-resource-profile-custom)# cpu .
7400

6 | memory memory

switch(config-app-resource-profile-custom)# memory|

2048

7 |end
EXEC
switch(config-app-resource-profile-custom)# end
Docker
app-hosting
signed-verification [disable | enable] Docker
2GB
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app-hosting bootflash backend storage limit size

enable

configure terminal

app-hosting signed-verification [disable | enable]
app-hosting bootflash backend storage limit size
end

arwbdE

enable EXEC

switch# enable

configure terminal

switch# configure terminal

app-hosting signed-verification [disable | enable]

switch(config)# app-hosting signed-verification .
disable

app-hosting bootflash backend storage limit size

switch(config)# app-hosting bootflash backend

storage limit 600 . 2048 MB

end
EXEC

switch(config-app-resource-profile-custom)# end
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EXEC app-hosting data appid <appid> copy

app-hosting data appid tea copy bootflash:src dest

src dest

EXEC app-hosting data appid <appid> delete

app-hosting data appid tea delete file

file

show

show app-hosting infra

show app-hosting list

show app-hosting bridge

show app-hosting detail

show app-hosting resource

show app-hosting app-hosting utilization appid <app-name>
show-tech app-hosting

NogaM~LN e

1 show app-hosting infra

CAF
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switch(config)# show app-hosting infra
App signature verification: disabled
Docker partition size: 0 MB

Inband packet rate limit: O PPS
Services

CAF 1.16.0.0 : Running

HA : Running

App Manager : Running

Libvirtd 4.7.0 : Running

Dockerd 18.09.0-ce : Running

Linux kernel 5.10.126 : Running

show app-hosting list

switch(config)# show app-hosting list
App id State

nginx_1 started

show app-hosting bridge

switch(config)# show app-hosting bridge
Bridge ID VRF IP Address IPv6 Address

show app-hosting detail

switch(config)# show app-hosting detail
App id : nginx_1

Owner : appmgr

State : started

Application

Type : docker

Name : nginx

Version : latest

Description :

Author :

Path : /bootflash/nginx.tar.gz
URL Path :

Activated profile name : default

Resource reservation
Memory : 64 MB

Disk : 10 MB

CPU : 200 units

Platform resource profiles
Profile Name CPU(unit) Memory(MB) Disk(MB)

Cisco Nexus 9000 NX-0S
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Attached devices

Name Type Alias

iox_trace serial/trace serial3
iox_syslog serial/syslog serial2
iox_console_aux serial/aux seriall
iox_console_shell serial/shell serialO

Network interfaces

ethO:

MAC address : 5254.9999.0000
IPv4 address : 192.168.10.130
IPv6 address : fe80::5054:99ff:fe99:0/64
Network name : i1ox-nat_dockerO
Tx Packets : 9

Tx Bytes : 726

Tx Errors - O

Rx Packets : 0O

Rx Bytes : O

Rx Errors : O

Run-time information

Command :
Entry-point : /docker-entrypoint.sh nginx -g "daemon off;"
Run options in use : --publish=40080:80

Package run options :
Application health information
Status : O

Last probe error :

Last probe output :

5 show app-hosting resource

switch(config)# show app-hosting resource
CPU:

Total: 7400 units
Available: 7200 units
VCPU:

Application Hosting
Additional References
Application Hosting
46

Count: 1

Memory:

Total: 3840(MB)
Available: 3776(MB)
Storage space:

Total: 110745(MB)
Available: 93273(MB)
vice

6 show app-hosting app-hosting utilization appid <app-name>
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switch(config)# show app-hosting utilization appid nginx_1
Application: nginx_1

CPU Utilization:

CPU Allocation: 200 units
CPU Used: 0 %

Memory Utilization:
Memory Allocation: 64 MB
Memory Used: 7000 KB

Disk Utilization:

Disk Allocation: 10 MB
Disk Used: 0 MB

7 show-tech app-hosting

show-tech show

show system internal app-hosting

show system internal app-hosting event-history debug
show system internal app-hosting event-history error
show system internal app-hosting event-history msgs
show app-hosting list

show app-hosting detail

show app-hosting utilization

show app-hosting infra

show app-hosting resource

show app-hosting bridge

show routing appmgr vrf all

show routing ipv6 appmgr vrf all

AppHosting

Cisco Apphosting

switch# configure terminal
switch(config)# feature app-hosting
switch(config)# end

switch(config)# configure terminal

switch(config)# app-hosting bridge 1
switch(config-app-hosting-bridge)# ip address 172.25.44.1/30
switch(config-app-hosting-bridge)# vrf member overlay-VRF

Cisco Nexus 9000 NX-0S
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. Docker

switch(config-app-hosting-bridge)# exit

switch(config)# app-hosting appid te_app

switch(config- app-hosting)# app-vnic bridge 1 guest-interface 0
switch(config-app-hosting-app-vnic)# guest-ipaddress 172.25.44.2/30
switch(config-app-hosting-app-vnic)# exit

switch(config-app-hosting-appid)# app-default-gateway 172.25.44.1 guest-interface 0
switch(config-app-hosting)# end

Docker

Docker

switch> enable

switch# configure terminal

switch(config)# app-hosting appid te_app
switch(config-app-hosting)# app-resource docker
switch(config-app-hosting-docker)# run-opts 1 "-v $(APP_DATA):/data"
switch(config-app-hosting-docker)# end

switch> enable

switch# configure terminal

switch(config)# app-hosting appid te_app
switch(config-app-hosting)# app-vnic management guest-interface 0
switch(config-app-hosting)# end

switch> enable

switch# configure terminal

switch(config)# app-hosting appid te_app
switch(config-app-hosting)# app-resource profile custom
switch(config-app-resource-profile-custom)# cpu 7400
switch(config-app-resource-profile-custom)# memory 2048
switch(config-app-resource-profile-custom)# end
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Cisco Nexus 3000 and 9000 Series NX-API
REST SDK User Guide and APl Reference

Cisco Nexus 3000 9000
NX-API REST SDK
API
Cisco Web Cisco http://www.cisco.com/support
Cisco Notification Service Field Notice Cisco
Technical Services Newsletter Really Simple Syndication RSS
Web
Cisco.com ID
Cisco Feature Navigator Cisco Feature Navigator
www.cisco.com/go/cfn Cisco.com
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Cisco
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ThousandEyes Enterprise Agent

* ThousandEyes Enterprise Agent 225

* ThousandEyes Enterprise Agent 226

» ThousandEyes Enterprise Agent 226
» ThousandEyes Enterprise Agent 226

« ThousandEyes Enterprise Agent 232

ThousandEyes Enterprise Agent

ThousandEyes Enterprise Agent

Enterprise
Agent WAN

ThousandEyes Enterprise Agent
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. ThousandEyes Enterprise Agent

ThousandEyes Enterprise Agent

* ThousandEyes Enterprise Agent CAF Cisco

* Enterprise Agent

tar

https://docs.thousandeyes.com/product-documentation/
global-vantage-points/enterprise-agents/installing/cisco-devices/nexus-switches ThousandEyes

* Enterprise Agent

ThousandEyes Enterprise Agent

ThousandEyes Enterprise Agent

7 : ThousandEyes Enterprise Agent

*CPU 05 Cisco NX-0S 10.4(2)F
. 500MB RAM
1G
ThousandEyes Enterprise Agent
ThousandEyes Enterprise Agent
* NX-0OS ThousandEyes Enterprise Agent 511
« 10.4(2)F eth0

eth0

. Cisco Nexus 9000 NX-0S 10.6(x)
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ThousandEyes Enterprise Agent .

VNIC
ThousandEyes Enterprise Agent
ThousandEyes Enterprise Agent 226

ThousandEyes Enterprise Agent

Cisco NX-OS 10.4(2)F ThousandEye Enterprise Agent 4 IPv4 IPv6

ThousandEyes Enterprise Agent

configure terminal

app-hosting bridge bridge-index

ip address ip-address/mask

vrf member name

exit

app-hosting appid name

app-vnic gateway bridge bridge-index guest-interface guest-interface-number
guest-ipaddress ip-address/mask

exit

app-default-gateway ip-address guest-interfacenumber
nameserver# ip-address

app-resource docker

run-opts options

prepend-pkg-opts

end

©ooN O~ WDN PR
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1 |configure terminal

switch# configure terminal

2 | app-hosting bridge bridge-index

switch(config)# app-hosting bridge 1
<1-8>
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. ThousandEyes Enterprise Agent

3 | ip address ip-address/mask
IPv4
switch(config-app-hosting-bridge)# ip address
172.25.44.1/30
4 | vrf member name VRF
VRF
switch(config-app-hosting-bridge)# vrf member
overlay-VRF
5 |exit
switch(config-app-hosting-bridge)# exit
6 | app-hosting appid name
switch(config)# app-hosting appid te_app
7 | app-vnic gateway bridge bridge-index guest-interface VNIC
guest-interface-number vnic
switch(config-app-hosting)# app-vnic bridge 1
guest-interface 0
8 | guest-ipaddress ip-address/mask 1 IPV4
1
switch(config-config-app-hosting-app-vnic)#
guest-ipaddress 172.25.44.2/30
9 |exit vnic
switch(config-config-app-hosting-vlan-access-ip)#
exit
10 |app-default-gateway ip-addressguest-interfacenumber | pridgel IPV4
switch(config-app-hosting-)# app-default-gateway|
172.25.44.1
11 | nameserver# ip-address DNS
Device(config-app-hosting)# name-server0 10.2.2.2
10.6(x)
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ThousandEyes Enterprise Agent

12 |app-resource docker Docker
switch(config-app-hosting)# app-resource docker

13 | run-opts options Docker

run-opts

switch(config-app-hosting-docker)# run-opts 1
"'-e TEAGENT_ACCOUNT_TOKEN=[account-token]"
run-opts 10 “-e TEAGENT_DEF_IPV[4/6]_GW_ETHI[0-3]
TEAGENT_DEF_IPV4_GW_ETH1=172.25.44.65" IPv4 IPv6
run-opts 11 "-e _ _
TEAGENT DEF_IPV6_GW_ETH1=2001:420:287:2003:7:110:1205:1" 0 3 app-default-gateway
run-opts 12 "-e 1
TEAGENT_DEF_IPV4_GW_ETH2=172.25.44.73"
run-opts 13 "-e
TEAGENT DEF_IPV6_GW_ETH2=2001:420:287:2003:7:110:1206:1"
run-opts 14 "-e
TEAGENT_DEF_IPV4_GW_ETH3=172.25.44.81"
run-opts 15 "-e
TEAGENT_DEF_IPV6_GW_ETH3=2001:420:287:2003:7:110:1207:1

14 | prepend-pkg-opts Docker
switch(config-app-hosting-docker)#
prepend-pkg-opts

15 |end Docker

EXEC

switch(config-app-hosting-docker)# end

ThousandEye

app-hosting bridge 1
ip address 172.25.44.113/29

ipv6 address 2001:420:287:2003:7:110:1210:1/125

app-hosting bridge 2
vrf member apphosting
ip address 172.25.44.97/30

ipv6 address 2001:420:287:2003:7:110:1208:1/126

app-hosting bridge 3
vrf member te
ip address 172.25.44.105/29

ipv6 address 2001:420:287:2003:7:110:1209:1/125

app-hosting bridge 4
vrf member vxlan_blue
ip address 172.25.44.33/30

ipv6 address 2001:420:287:2003:7:110:1203:1/114

app-hosting appid tea

app-vnic gateway bridge 1 guest-interface 0

guest-ipaddress 172.25.44.114/29

Cisco Nexus 9000
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guest-ipv6address 2001:420:287:2003:7:110:1210:2/125

app-vnic gateway bridge 2 guest-interface 1

guest-ipaddress 172.25.44.98/30

guest-ipv6address 2001:420:287:2003:7:110:1208:2/126

app-vnic gateway bridge 3 guest-interface 2

guest-ipaddress 172.25.44.106/29

guest-ipv6address 2001:420:287:2003:7:110:1209:2/125

app-vnic gateway bridge 4 guest-interface 3

guest-ipaddress 172.25.44.34/30

guest-ipv6address 2001:420:287:2003:7:110:1203:2/114
app-default-gateway 172.25.44.97 guest-interface 1
app-default-ipv6-gateway 2001:420:287:2003:7:110:1208:1 guest-interface 1
app-resource docker

prepend-pkg-opts

run-opts 1 ""-e TEAGENT_ACCOUNT_TOKEN=[account-token]"

run-opts 2 ""--hostname=southlake2-1-Multi-UsrVRF"

run-opts 5 ""-e TEAGENT_PROXY_TYPE=STATIC"

run-opts 6 ""-e TEAGENT_PROXY_LOCATION=proxy.domainname.com:80"

run-opts 7 ""-e TEAGENT_PROXY_BYPASS LIST=T*.domainname.com"

run-opts 8 ""--dns 8:8:8:8"

run-opts 9 "--dns 8::8"

run-opts 10 ""-e TEAGENT_DEF_IPV4_GW_ETHO0=172.25.44.113"

run-opts 11 ""-e TEAGENT_DEF_IPV6_GW_ETH0=2001:420:287:2003:7:110:1210:1"
run-opts 14 '"'-e TEAGENT_DEF_IPV4_GW_ETH2=172.25.44_105"

run-opts 15 '"-e TEAGENT_DEF_IPV6_GW_ETH2=2001:420:287:2003:7:110:1209:1"
run-opts 16 '"-e TEAGENT_DEF_IPV4_GW_ETH3=172.25.44_33"

run-opts 17 ''-e TEAGENT_DEF_IPV6_GW_ETH3=2001:420:287:2003:7:110:1203:1"

ThousandEyes Enterprise Agent

ThousandEyes Enterprise Agent URL

ThousandEyes Enterprise Agent

enable

app-hosting install appid application-name package package-path
app-hosting activate appid application-name

app-hosting start appid application-name

end

aprwbdpE

. Cisco Nexus 9000 NX-0S 10.6(x)
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1 | enable EXEC

switch> enable

2 | app-hosting install appid application-name package
package-path

switch# app-hosting |nstall 1keyes

switch# app-hosting install appid lkeyes package

flash:/apps/[greenfield-app-tar]

switch# app-hosting install appid lkeyes package
bootflash:[file path]

3 | app-hosting activate appid application-name

switch# app-hosting activate appid lkeyes

4 | app-hosting start appid application-name

switch# app-hosting start appid lkeyes

5 |end
EXEC

switch# end

show app-hosting list

switch# show app-hosting list

lkeyes RUNNING

Cisco Nexus 9000 NX-0S 10.6(x) .
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ThousandEyes Enterprise Agent

ThousandEyes Enterprise Agent

AppHosting

switch> enable

switch# configure terminal
switch(config)# feature app-hosting

switch(config)# end

AppHosting

switch> enable

switch# configure terminal

switch(config)# app

-hosting bridge 2

switch(config)# vrf member red

switch(config)# ip
switch(config)# app

address 172.25.44.1/28
-hosting appid 1lkeyes

switch(config-app-hosting)# app-vnic gateway bridge 1 guest-interface 0O
switch(config-config-app-hosting)# guest-ipaddress 172.25.44_.3/28

switch(config-confi

switch(config-app-hosting)# app-default-gateway 172.25.44.1 guest-interface 0O

switch(config-app-h
switch(config-app-h

switch(config-app-hosting-docker)# run-opts 1 ""-e TEAGENT_ACCOUNT_TOKEN=[account-token]""

switch(config-app-h
switch(config-app-h

SVI

g-app-hosting)# exit

osting)# name-serverO 10.2.2.2
osting)# app-resource docker

osting-docker)# prepend-pkg-opts
osting-docker)# end

switch(config)# interface VIan606

switch(config-if)#
switch(config-if)#
switch(config-if)#
switch(config-if)#
switch(config-if)#
switch(config-if)#
switch(config-if)#
switch(config-if)#
switch(config-if)#
switch(config-if)#
switch(config-if)#

no shutdown

vrf member red

no ip redirects

ip address 172.30.2.193/26
ip proxy-arp

ip local-proxy-arp
interface Ethernetl/15
switchport

switchport mode trunk
switchport trunk allowed vlan 606
no shutdown

ThousandEyes Enterprise Agent

)

Device> enable

Device# Device# app-hosting install lkeyes https://downloads.thousandeyes.com/

Greenfield

enterprise-agent/thousandeyes-enterprise-agent-3.0.cat9k.tar

. Cisco Nexus 9000 NX-0S
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ThousandEyes Enterprise Agent

show app-hosting detail

switch# show app-hosting detail

App id : lkeyes

Owner : appmgr

State : DEPLOYED

Application

Type : docker

Name : ThousandEyes Enterprise Agent
Version : 4.0.2

Description :

Author : ThousandEyes <support@thousandeyes.com>
Path : /bootflash/thousandeyes-enterprise-agent-4.0.2.cisco.tar.gz
URL Path :

Activated profile name : custom

Resource reservation

Memory : 2048 MB

Disk : 51 MB

CPU : 7400 units

Platform resource profiles

Profile Name CPU(unit) Memory(MB) Disk(MB)
Attached devices

Name Type Alias

iox_trace serial/trace serial3

iox_syslog serial/syslog serial2
iox_console_aux serial/aux seriall
iox_console_shell serial/shell serial0
Network interfaces

Run-time information

Command :

Entry-point :

Run options in use :

Package run options :
Application health information
Status :- O

Last probe error :

Last probe output :

show running-configuration

switch# show running-config app-hosting

feature app-hosting

app-hosting signed-verification disable
app-hosting bridge 2

ip address 172.25.44.33/28

app-hosting appid lkeyes

app-vnic gateway bridge 2 guest-interface O
guest-ipaddress 172.25.44.35/28
app-default-gateway 172.25.44_33 guest-interface 0
name-serverO 171.70.168.183

name-serverl 173.36.131.10

app-resource docker

prepend-pkg-opts

run-opts 1 "-e TEAGENT_ACCOUNT_TOKEN = [account-token]"

Cisco Nexus 9000 NX-0S 10.6(x) .
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run-opts 2 "--hostname=southlake2-1"
run-opts 3 ""--cap-add=NET_ADMIN"
run-opts 4 "'--mount type=tmpfs,destination=/var/log/agent,tmpfs-size=140m"
run-opts 5 "-e TEAGENT_PROXY_TYPE=STATIC"
run-opts 6 ""-e TEAGENT_PROXY_LOCATION=proxy.domainname.com:80"
7

run-opts "'-e TEAGENT_PROXY_BYPASS_LIST=T*.domainname.com"

. Cisco Nexus 9000 NX-0S 10.6(x)
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NX-API CLI

21

NX-API CLI

* NX-API CLI 237

* NX-API CLI 240

. ACL 271

* NX-API 273

« JSON XML 276

. NX-API 285
NX-APICLI XML Cisco NX-OSCLI NX-API
CLI JSON
Cisco Nexus CLI

NX-APICLI  HTTP/HTTPS CLI
CLlI

Cisco NX-OS CLI NX-API CLI  show Linux Bash

NX-API CLI  JSON-RPC

* NX-API CLI Cisco NX-OS CLI VSH VSH
5 Cisco NX-OS CLI 5
Back-end processing error. NX-API
NX-API
300
« Cisco NX-0S 10.2(1)F system server session cmd-timeout

Cisco Nexus 9000 NX-0S 10.6(x) .
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* NX- API

* nginx 4

* N3k nginx

. 5 VSH VSH

VSH
VSH
VSH

. VSH
20

* NX-API
NX-API  NX-API NX-API
NX-API NX-API
NX-API
no crypto ca trustpoint
NX-API

. 10.3(1)F
200 MB

« 10.3(1)F 2.0GB

90%
show
10 MB

NX-API HTTP HTTPS CLI HTTP/HTTPS POST

. Cisco Nexus 9000 NX-0S 10.6(x)
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Cisco NX-0S 9.2(1) NX-API
HTTP 80

NX-API
UNIX

NX-API Nginx HTTP
CPU
cgroup ext_ser_nginx
Nginx cgroup
NX-API VRF

NX-API XML

HTTPS 443

Nginx
Linux cgroup NX-API
2,147,483,648
Nginx

Cisco Nexus 7000 CLI

NX-API
NX-API XML

JSON
\}

JSON
CiscoNX-OSCLI

NX-API

* NX-API XML
* NX-API XML

* NX-API XML

Cisco NX-OS NETCONF

JSON

* NX-API  HTTPS

* NX-API
* NX-API

NX-API

HTTP basic

)

HTTPS

HTTP

TLSv1

HTTP

NX-API
NX-API

HTTPS

[ feature ]
NX-API

CLI NX-API

Cisco Nexus 9000 NX-0S
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. NX-API CLI

NX-API Cookie nxapi_auth
Cookie NX-API

Cookie Cookie
Cookie

\}

nxapi_auth cookie 600 10

\)

NX-API Programmable Authentication Module PAM
cookie PAM PAM

NX-API CLI

Cisco Nexus 9000 CLI
HTTP/HTTPSPOST NX-API
XML JSON

\}

NX-API NX-API 273

NX-API CLI
HTTP

NX-API CLI

switch# conf t

Enter configuration commands, one per line.

End with CNTL/Z.

switch(config)# interface mgmt O
switch(config-if)# ip address 10.126.67.53/25
switch(config-if)# vrf context managment
switch(config-vrf)# ip route 0.0.0.0/0 10.126.67.1
switch(config-vrf)# end

switch#

NX-API nxapi

switch# conf t
switch(config)# feature nxapi

. Cisco Nexus 9000 NX-0S 10.6(x)



| NX-API

XML

<?xml version="1.0" encoding=""1S0-8859-1"?>
<ins_api>

<version>0.1</version>

<type>cli_show</type>

<chunk>0</chunk>

<sid>sessionl</sid>

<input>show switchname</input>

<output_format>xml</output_format>
</ins_api>

<?xml version="1.0"?>
<ins_api>
<type>cli_show</type>
<version>0.1l</version>
<sid>eoc</sid>
<outputs>
<output>
<body>
<hostname>switch</hostname>
</body>
<input>show switchname</input>
<msg>Success</msg>
<code>200</code>
</output>
</outputs>
</ins_api>

JSON

{
"ins_api': {
"version': "0.1",
"type': "cli_show",
"chunk™: "0",
"sid": "sessionl",
"input": "'show switchname",
"output_format': "json"
3
3
{

"ins_api': {
“type': "cli_show",
“version': "0.1",
"sid": "eoc",
"outputs': {
“output': {
"body": {
"hostname™: *switch"
}.
"Input": *"'show switchname",
'msg'': ""Success",

Cisco Nexus 9000 NX-0S

NX-API CLI .
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. NX-API root

"'code': "'200"

12

user delete failed for username:userdel: user username is currently logged in - securityd

NX-API

switch(config)# clear user username

Cisco
TAC

NX-API root

NX-API root
. root
* root
root
root whoami admin
admin root

<?xml version="1.0"7?>
<ins_api>
<version>1.0</version>
<type>bash</type>
<chunk>0</chunk>
<sid>sid</sid>
<input>sudo su root ; whoami</input>
<output_format>xml</output_format>
</ins_api>

<?xml version="1.0" encoding="UTF-8"?>
<ins_api>

<type>bash</type>

<version>1.0</version>

<sid>eoc</sid>

<outputs>

<output>
<body>admin </body>

. Cisco Nexus 9000 NX-0S 10.6(x)
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NX-API B

<code>200</code>
<msg>Success</msg>
</output>
</outputs>
</ins_api>

<?xml version="1.0"?>
<ins_api>
<version>1.0</version>
<type>bash</type>
<chunk>0</chunk>
<sid>sid</sid>
<input>sudo cat path_to_file </input>
<output_format>xml</output_format>
</ins_api>

<?xml version="1.0" encoding="UTF-8"7?>
<ins_api>
<type>bash</type>
<version>1.0</version>
<sid>eoc</sid>
<outputs>
<output>
<body>[Contents of file]</body>
<code>200</code>
<msg>Success</msg>
</output>
</outputs>
</ins_api>

NX-API

CLI NX-API
8: NX-API
NX-API
feature nxapi NX-API
no feature nxapi NX-API

nxapi {http | https} port port

no nxapi {http | https} HTTP /HTTPS
show nxapi
show nxapi network-operator
/

Cisco Nexus 9000 NX-0S 10.6(x) .
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NX-API

nxapi certificate {httpscrt certfile |
httpskey keyfile} filename

* httpscrt HTTPS
* httpskey HTTPS
HTTPS

nxapi certificate httpscrt certfile bootflash:cert.crt

HTTPS

nxapi certificate httpskey keyfile
bootflash:privkey.key

nxapi NX-API
certificatehttpskey keyfile password

pass123!

nxapi certificate httpskey keyfile
bootflash:encr-cc.pem password passl123!

nxapi certificate enable

. Cisco Nexus 9000 NX-0S 10.6(x)
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NX-API

nxapi certificate trustpoint <trustpoint
label>

Cisco Nexus 9000

NX-0S
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NX-API

Cisco NX-0S 10.2(3)F
NX-API
CA

. crypto ca
import Cisco
Nexus 9000 Security Configuration Guide

. pkcsl12
NX-API
INX-API NX-API
SUDI
/
* NX-API /
8k 8k
NX-API
. NX-API
reload ascii
day-1 NX-API reload ascii
NX-API
* Cisco NX-OS 10.3(L)F ASCII

crypto catrustpoint
<trustpoint name>" "nxapi certificate

trustpoint<trustpoint-name>"CLI

<trustpoint-label> "

* NX-API

NX-API

. Cisco Nexus 9000

NX-0S

10.6(x)
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NX-API .
NX-API
NX-API
NX-API
show nxapi
NX-API
NX-API
ASCII
ISSU
NGINX
NX-API

Cisco Nexus 9000 NX-0S 10.6(x) .
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NX-API

nxapi certificate sudi

CLI Secure Unique Device Identifier SUDI

nginx  SUDI CISCO SuDI
SuUDI X.509v3 IEEE 802.1AR

Cisco

ID
« NX-API  SUDI
curl
* nxapi certificate sudi
/ /

* nxapi certificate sudi nxapi certificate
trustpoint nxapi certificate enable

* NX-API SUDI

* NX-API CLI  showrun
CR/ nxapi
certificate sudi

. Cisco Nexus 9000

* Cisco NX-0S 10.5(2)F nxapi
certificate sudi Cisco NX-0S FIPS
no nxapi certificate sudi SuUDI NX-API
NX-0S 10.6(x)
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NX-API B

NX-API

nxapi ssl-ciphers weak Cisco NX-0S 9.2(2)

NGINX
no

Cisco Nexus 9000 NX-0S 10.6(x) .
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NX-API
nxapi ssl-protocols {TLSv1.0 TLSv1.1| Cisco NX-OS 10.2(4)M TLSv1.3  Cisco
TLSv1.2 TLSv1.3} Nexus 9000
TLS Cisco
NX-OS 9.3(2) TLSv1.2
no TLS
. TLS
TLS
TLSV1.3

switch(config)# nxapi ssl protocols TLSv1.3

. TLS

TLS

*TLSv1.1 TLSv1.3
TLS

switch(config)# nxapi ssl protocols TLSv1.2
TLSv1.3

switch(config)# nxapi ssl protocols TLSv1.2

. TLSv1.2 TLSv1.3
switch(config)# nxapi ssl protocols TLSv1.2

TLSv1.3

* TLSv1.3 TLSv1.3

* NX-API SuUDI TLSv1.3

. Cisco Nexus 9000 NX-0S
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nxapi use-vrf vrf VRF VRF VRF
Cisco NX-0OS 7.0(3)I12(2) NGINX 1
VRF
system server session cmd-timeout Cisco NX-0S 10.2(3)F NGINX
5
60
1 3600 1
ip netns exec management iptables VRE
bash-shell Bash
Bash
Bash
Iptables
Linux
iptables  bash
iptables
Iptable
270
nxapi idle-timeout <timeout> 9.3(5) NX-API
1 1440 10
no

no nxapi idle-timeout <timeout>

NX-API

switch(config)# nxapi certificate sudi
switch# show nxapi

nxapi enabled

NXAP1 timeout 10

NXAP1 cmd timeout 300
HTTP Listen on port 80
HTTPS Listen on port 443
Certificate Information:

issuer=CN = High Assurance SUDI CA, O = Cisco

Cisco Nexus 9000

NX-0S
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Expires: Aug 9 20:58:26 2099 GMT
switch#
switch#
switch# show run | sec nxapi
feature nxapi
nxapi http port 80
nxapi certificate sudi
switch#

switch(config)# crypto ca trustpoint ngx

switch(config-trustpoint)# crypto ca import ngx pkcsl2 bootflash:server.pfx ciscol23
witch(config)# nxapi certificate trustpoint ngx

switch(config)# show nxapi

nxapi enabled

NXAPI timeout 10

NXAP1 cmd timeout 300

HTTP Listen on port 80

Trustpoint label ngx

HTTPS Listen on port 443

Certificate Information:

Issuer: issuer=C = IN, ST = KA, L = bang, 0 = cisco, OU = nxpi, CN = %username%@cisco.com,
emai lAddress = %username%@cisco.com

Expires: Jan 13 06:13:50 2023 GMT

switch(config)#

switch(config)# show run | sec nxapi

feature nxapi

nxapi http port 80

nxapi certificate trustpoint ngx

HTTPS

switch(config)# nxapi certificate httpscrt certfile certificate.crt
Upload done. Please enable. Note cert and key must match.
switch(config)# nxapi certificate enable

switch(config)#

)

HTTPS

switch(config)# nxapi certificate httpskey keyfile bootflash:privkey.key
Upload done. Please enable. Note cert and key must match.
switch(config)# nxapi certificate enable

switch(config)#

NXAPI

switch(config)# nxapi certificate httpscrt certfile bootflash:certificate.crt
switch(config)# nxapi certificate httpskey keyfile bootflash:privkey.key password passl123!

switch(config)#nxapi certificate enable
switch(config)#

switch(config)# nxapi certificate httpscrt certfile bootflash:certificate.crt

. Cisco Nexus 9000 NX-0S 10.6(x)
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switch(config)# nxapi certificate httpskey keyfile bootflash:privkey.key

ERROR: Unable to load private key!

Check keyfile or provide pwd if key is encrypted, using "nxapi certificate httpskey
keyfile <keyfile> password <passphrase>".

filename passphrase
nxapi certificatehttpskey keyfile password

switch(config)# nxapi certificate httpskey keyfile bootflash:privkey.key password passl123!
switch(config)# nxapi certificate enable

switch(config)#
500
[ dont-ask terminal dont-ask ]
500 dont-ask
terminal dont-ask ; reload module 21
terminal dont-ask ; system mode maintenance
NX-API
NX-API SSL/TLS NGINX
NX-API
Hello
Hello
API 239
Cisco
Nexus 9000 NX-OS
NX-API
NX-0S 9.3(3) NX-API
TLS
CA
NX-0S

Cisco Nexus 9000 NX-0S 10.6(x) .
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NX-API |

CA NX-API
X509 SSL NX-API
NX-API Hello Hello
CA NX-API
NX-API
* NX-API
* NX-API HTTP
HTTP
. Python
python
Python
* NX-API
. NX-API
no feature nxapi NX-API
NX-API
reload ascii Nnxapi
show nxapi
NX-API NX-API
ascii ISSU
NGINX NX-API
. 16
. CA NX-API
CA
. NX-API
. NX-API
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* NX-API
nxapi client certificate authentication optionalno nxapi client certificate authentication
* NX-API
stricttwo-step
. NGINX
CRL 1
NGINX NX-API
CRL
. CA
CRL
CRL
CRL
CRL
1
CcLli CRL CRL
nxapi client cert authentication
* NX-API ASCII
nxapi client certificate authentication
. CA
e TLS extendedKeyUsage
OID 1.3.6.1.55.73.1 id-kp1l
e TLS extendedKeyUsage
OID 1.3.6.1.565.7.3.2 id-kp1
. CRL
OCsP
e NX-OS Security Guide
* CRL CA CRL
« nxapi certificate httpscert certfile bootflash: Day-1

Cisco Nexus 9000 NX-0S
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-

* [NX-API Management Commands] 1 nxapi certificate {httpscrt certfile | httpskey
keyfile} certfile 8K
NX-API
1.
RBAC
2. CA CRL
CRL
Cisco Nexus 9000 NX-0S
NX-API
NX-API nxapi client certificate authentication
no nxapi client certificate authentication
NX-API
1
2. config terminal
3. nxapi client certificate authentication [{optional | strict | two-step}]
1 NX-API

256

2 | config terminal

switch-1# config terminal

Enter configuration commands, one per line. End
with CNTL/Z.

switch-1(config)#

. Cisco Nexus 9000 NX-0S 10.6(x)
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| NX-API

Python .

3 | nxapi client certificate authentication [{optional | strict

| two-step}]
« optional
switch-1# nxapi client certificate authentication
strict °
switch-1(config)#
* strict
* two-step

No trustpoints configured! Please configure
trustpoint using “"crypto ca trustpoint
<trustpoint-label>" and associated commands, and
then enable this feature.

Python
Python

import requests
import json

Modify these please

switchuser="USERID"
switchpassword="PASSWORD"
mgmtip="NXOS MANAGEMENT 1P/DOMAIN NAME*

client_cert_file="PATH_TO_CLIENT_CERTIFICATE"
client_key file="PATH_TO_CLIENT_KEY_FILE"
ca_cert="PATH_TO_CA_CERT_THAT_SIGNED_NXAPI_SERVER CERT"

Cisco Nexus 9000 NX-0S 10.6(x) .
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url="https://" + mgmtip + “/ins”
myheaders={"content-type”: "application/json-rpc"}

payload=[
{
"jsonrpc': "2.0",
"method": "cli",
“params': {
“cmd™: *“show clock",
version: 1
3,
"idv: 1
3
1

response = requests.post(url,data=json.dumps(payload),

headerssmyheaders, auth=(swvitchuser, swirtchpassiord) ,cert=(client_cert fille path,client key file),verify=ca cert).jsonQ

switchpassword=
* optional strict switchpassword=
NX-API
* two-step switchpassword=
* POST verify=False NX-API
CcURL
NX-API cURL
/usr/bin/curl --user admin: --tlsvl.2 --cacert ./ca.pem --cert ./user.crt:passl123! --key
./user._key -v -X POST -H "Accept: application/json" -H "Content-type: application/json"
--data "{"ins_api":{"version": "1.0", "type': "cli_show", *chunk': "0", "sid": "1",

"input”: "show clock","output_format': "json"}}" https://<device-management-ip>:443/ins

--user
user.crt

--user
username:password
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--cacert NX-API CA

insecure cURL
{usr/bin/curl -k -k

--cert
--cert user.crt:pass123!
--key
NX-API
NX-API
1
2.
3. no nxapi client certificate authentication nxapi client
certificate authentication CA CRL NX-0S

Cisco Nexus 9000 NX-0S 10.6(x) .
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CN

NX-API

* JSON/XML 401

{{
“‘code': ""400",

"msg'': "Authentication failure - user not
found."

33}
JSON RPC 2.0 -32004

&
“code™: -32004,

"message'': "Invalid username or password"

33

2 HTTPs 400

. CRL

<html>

<head><title>400 The SSL certificate
error</title></head>

<body bgcolor="white">

<center><h1>400 Bad Request</hl></center>
<center>The SSL certificate error</center>
<hr><center>nginx/1.7.10</center>

</body>

</html>

3 no nxapi client certificate
authentication nxapi client certificate
authentication CA
CRL NX-0S
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NX-API

NX-API

XML
HTTP

NX-API

JSON

CLI

NX-API B

configure terminal
configure terminal

JSON-RPC

9: XML JSON NX-API
NX-API
version NX-API
Cisco Nexus 9000 NX-0S
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-

NX-API

type

e cli_show

CLI show
XML

e cli_show_array

CLIshow show
cli_show
cli_show_array [1
1

* cli_show_ascii

ASCII CLI show
ASCII

e cli_conf
CLI
* bash

Bash Bash
NX-API

. ASCII
XML

. 10 show
show 10 11

. Cisco Nexus 9000 NX-0S 10.6(x)
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NX-API .
NX-API
show
NX-API
NX-APl  show
0
1
. show
show
. XML
JSON
* XML < >
XML
< < > >
XML SAX
. JSON
JSON
200MB
Cisco Nexus 9000 NX-0S
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sid clear

NX-API
CLI
show
« Stop-on-error CLli
« Continue-on-error CLI
* Rollback-on-error
XML JSON
cli_conf
sid ID
sid sid
NX-0S 9.3(1) sid clear
sid clear
429
2 sidclear

. Cisco Nexus 9000
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NX-API B

NX-API

input

bash

show cli_show
cli_conf

500
dont-ask

terminal dont-ask ; cli_conf ; interface Eth4/1 ; no
shut ; switchport

bash ; ;
cli show |[show version ; show interface brief ; show
- vlan
cli conf |interface Eth4/1 ; no shut ; switchport
bash cd /bootflash;mkdir new_dir
Cisco Nexus 9000 NX-0S
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NX-API
output_format
xml XML
json JSON
CiscoNX-OSCLI XML
JSON XML
JSON
1 MB
XML
XML
HTTP/HTTPS content-type
XML JSON
JSON-RPC NX-API
CLlI
10: JSON-RPC NX-API
NX-API
jsonrpc JSON-RPC
2.0
method
NX-API
ecli show
e cli_ascii show
e cli_array show cli
cli_array [] 1
NX-0S 10.6(x)
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NX-API

NX-API

params

ecmd CLI

e version NX-API

CLI
show

« Stop-on-error CLli

« Continue-on-error CLI

« Rollback-on-error

CLI

Validation Type ]

* Validate-Only

« Validate-and-Set

null

null

id: 1

Cisco Nexus 9000
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-

CLI NX-API
11: NX-API
NX-API
version NX-API
type
sid
outputs
cli_show cli_show_ascii
cli_conf bash cli_conf
bash
cli_conf  bash
input 1
NX-API HTTP
http:/Aww.iana.org/assignments/http-status-codes/http-status-codes. xhtml
HTTP
msg
ACL VRF VRF  NX-API

. Cisco Nexus 9000 NX-0S 10.6(x)
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iptable .

VRF iptable iptable
VRF
iptable
iptable VRF NX-API HTTP
HTTPS iptable HTTP
HTTPS
1 HTTP
bash-4_.3# ip netns exec management iptables -A INPUT -p tcp --dport 80 -j DROP
management  VRF management | default | custom vrf name
2 HTTPS
bash-4.3# ip netns exec management iptables -A INPUT -p tcp --dport 443 -j DROP
3
bash-4_.3# ip netns exec management iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination
DROP tcp -- anywhere anywhere tcp dpt:http
DROP tcp -- anywhere anywhere tcp dpt:https
Chain FORWARD (policy ACCEPT)
target prot opt source destination
Chain OUTPUT (policy ACCEPT)
target prot opt source destination
4 80 10.155.0.0/24

bash-4_3# ip netns exec management iptables -A INPUT -s 10.155.0.0/24 -p tcp --dport 80 -j DROP
bash-4_3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)
target prot opt source destination
DROP tcp -- 10.155.0.0/24 anywhere tcp dpt:http

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Cisco Nexus 9000 NX-0S 10.6(x) .
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5
INPUT
bash-4_3# ip netns exec management iptables -D INPUT 1
bash-4_3# ip netns exec management iptables -L
Chain INPUT (policy ACCEPT)
target prot opt source destination
Chain FORWARD (policy ACCEPT)
target prot opt source destination
Chain OUTPUT (policy ACCEPT)
target prot opt source destination
iptables bash
Iptable 270
Iptable
iptable bash
iptable
iptable
1 iptables_init.log letc
bash-4._.3# touch /etc/iptables_init.log; chmod 777 /etc/iptables_init.log
2 iptable letc/sysliptables
bash-4_3# ip netns exec management iptables-save > /etc/sysconfig/iptables
3 [etc/init.d iptables_init

#1/bin/sh
### BEGIN INIT INFO
# Provides: iptables_init

# Required-Start:

. Cisco Nexus 9000 NX-0S 10.6(x)
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H*

Required-Stop:

# Default-Start: 2345

# Default-Stop:

# Short-Description: init for iptables

# Description: sets config for iptables

# during boot time

### END INIT INFO
PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin
start_script(Q {

ip netns exec management iptables-restore < /etc/sysconfig/iptables

ip netns exec management iptables
echo "iptables init script executed" > /etc/iptables_init.log

b
case "$1" in
start)
start_script
stop)
restart)
sleep 1
$0 start
*),,
echo "Usage: $0 {start]|stop|status|restart}"
exit 1
esac
exit 0

bash-4.3# chmod 777 /etc/init.d/iptables_int

chkconfig iptables_int
bash-4_3# chkconfig iptables_init on

iptables_init iptable

ACL

ACL
ACL CLI

N

Cisco Nexus 9000 NX-0S 10.6(x) .
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ACL

ACL NX-OS ACL CLI
ACL NX-0S

ACL ACL mgmt0
iptable

ACL

swtich# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# ip access-list kacll

switch(config-acl)# statistics per-entry
switch(config-acl)# 10 deny tcp any any eq 443
switch(config-acl)# 20 permit ip any any
switch(config-acl)# end

switch#

switch(config-if)# interface mgmtO
switch(config-if)# ip access-group acll in
switch(config-if)# ipv6e traffic-filter acl6 in
switch(config-if)#

switch# sh ip access-lists kacll

IP access list kacll

statistics per-entry

10 deny tcp any any eq 443 [match=136]
20 permit ip any any [match=44952]
switch(config)#

iptables

bash-4_4# ip netns exec management iptables -L -n -v --line-numbers
Chain INPUT (policy ACCEPT O packets, O bytes)

num pkts bytes target prot opt in out source destination

19 576 DROP tcp -- * * 0.0.0.0/0 0.0.0.0/0 tcp dpt:443

2 0 O ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0

300 DROP all -- * * 0.0.0.0/70 0.0.0.0/0

Chain FORWARD (policy ACCEPT O packets, O bytes)
num pkts bytes target prot opt in out source destination

Chain OUTPUT (policy ACCEPT O packets, O bytes)
num pkts bytes target prot opt in out source destination

bash-4_4#
ACL
. mgmt0
« ACL 5 protocol source-ip destination-ip source-port
destination-port iptables ACL
iptables syslog

ACL kstack
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NX-API .
. bash iptables
iptable
. ACE IPv4 100 IPv6
100
NX-API NX-API
NX-API NX-API
XML JSON NX-API
NX-API
S
HTTP (HTTP)
(http:/Awww.iana.org/assignments/http-status-codes/http-status-codes.xhtml)
12: NX-API
[NX-API NX-API Response ]
200
CUST_OUTPUT_PIPED 204
BASH_CMD_ERR 400 Bash
CHUNK_ALLOW_ONE_CMD_ERR 400 1
CLI_CLIENT_ERR 400 CLI
CLI_CMD_ERR 400 CLI
EOC_NOT_ALLOWED_ERR 400 eoc ID
IN_MSG_ERR 400
INVALID_REMOTE_IP_ERR 400 IP
Cisco Nexus 9000 NX-0S

106 [



-

NX-API |

MSG_VER_MISMATCH 400
NO_INPUT_CMD_ERR 400
SID_NOT_ALLOWED_ERR 400 ID
PERM_DENY_ERR 401
CONF_NOT_ALLOW_SHOW_ERR 405 [ show ]
SHOW_NOT_ALLOW_CONF_ERR 405
EXCEED_MAX_SHOW_ERR 413 show
10
MSG_SIZE_LARGE_ERR 413
RESP_SIZE_LARGE_ERR 413
200 MB
EXCEED MAX_INFLIGHT CHUNK_REQ ERR | 429
2
MAX_SESSIONS_ERR 429
/
OBJ_NOT_EXIST 432
BACKEND_ERR 500
CREATE_CHECKPOINT_ERR 500
DELETE_CHECKPOINT_ERR 500
FILE_OPER_ERR 500
LIBXML_NS_ERR 500 LIBXMLNS
LIBXML_PARSE_ERR 500 LIBXML
LIBXML_PATH_CTX_ERR 500 LIBXML
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NX-API B

MEM_ALLOC_ERR 500
ROLLBACK_ERR 500
SERVER_BUSY_ERR 500
USER_NOT_FOUND_ERR 500
VOLATILE_FULL 500
XML_TO_JSON_CONVERT_ERR 500 XML JSON
BASH_CMD_NOT_SUPPORTED_ERR |501 Bash
CHUNK_ALLOW_XML_ONLY_ERR 501 XML
CHUNK_ONLY_ALLOWED IN_SHOW ERR |501 show
CHUNK_TIMEOUT 501
CLI_CMD_NOT_SUPPORTED_ERR 501 CLI
JSON_NOT_SUPPORTED_ERR 501 JSON
MALFORMED_XML 501 XML
MSG_TYPE_UNSUPPORTED_ERR 501
OUTPUT_REDIRECT NOT_SUPPORTED_ERR | 501
PIPE_XML_NOT_ALLOWED_IN_INPUT |501 XML
PIPE_NOT_ALLOWED_IN_INPUT 501
RESP_BIG_USE_CHUNK_ERR 501
10 MB XML
JSON
STRUCT_NOT_SUPPORTED_ERR 501
Cisco Nexus 9000 NX-0S
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XML
ERR_UNDEFINED 600
NX-0S show
« XML
« JSON. JSON 60 MB
« JSON JSON Pretty
JSON 60 MB
* NX-0S 93 1 JSON Native  JSON Pretty Native
JSON
JSON Native JSON Pretty Native
NX-OS CLI NX-0OS JSON XML
show ip access
| NX-0S
CiscoNX-0S
JSON JSON Pretty JSON JSON Pretty XML
XML JSON
“
JSON

Switch#show version | json > json_output

; run bash cat /bootflash/json_output

JSON JavaScript
JSON
XML JSON JavaScript
JSON JSON JSON
JSON
NX-0S 10.6(x)
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JSON XML NX-API
show

CLI

switch-1-vxlan-1# show cdp neighbors | json

{"TABLE_cdp_neighbor_brief_info": {"ROW_cdp_neighbor_brief_info": [{"ifindex": "
83886080", "device_id": "SW-SWITCH-1", "intf_id": "mgmtO", "ttl": 148"

, "capability": [“switch", "IGMP_cnd_filtering"], "platform_id": "cisco AA-CO000
S-29-L", "port_id": "GigabitEthernetl1/0/24"}, {"ifindex": "436207616", “device
_id": "SWITCH-1-VXLAN-1(FOC1234A01B)", "intf_id": "Ethernetl/1", "ttl": "166

", "capability": ["router", "switch", "IGMP_cnd_filtering", "Supports-STP-Disput
e"], "platform_id": ""N3K-C3132Q-40G", "port_id": "Ethernetl/1"}]1}}
BLR-VXLAN-NPT-CR-179#

XML JSON

XML JSON NX-OS

JSON

switch(config)# show hardware profile status | json
{"total_lIpm": ["8191", "1024'], "total_host'": "8192", "max_host4_limit": "4096",
"max_host6_limit": ""2048", "max_mcast_limit": '2048", "‘used_lpm_total™: "9", "u
sed_v4_lIpm": "6", "used_v6_Ipm": 3", "used_v6_Ipm_128": "1", "used_host_Ipm_tot
al': "0", "used_host v4_lIpm'": "0", "used_host v6_Ilpm": "0", "used_mcast'": "0, "
used_mcast_oifl": "2", "used_host_in_host_total': "13", "used_host4_in_host": "1
2", "used_host6_in_host": "1", "max_ecmp_table_limit": 64", "used_ecmp_table":
0", "mfib_fd_status': "Disabled", "mfib_fd_maxroute': "0, "mfib_fd_count": 0"

switch(config)#

XML

switch(config)# show hardware profile status | xml
<?xml version="1.0" encoding=""1S0-8859-1"7?>
<nf:rpc-reply xmIns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmIns="http://w
ww.cisco.com/nxos:1.0:Fib">
<nf:data>
<show>
<hardware>
<profile>
<status>
<_XML__OPT_Cmd_dynamic_tcam_status>
< _XML__OPT_Cmd_dynamic_tcam_status___ readonly_ >
<_ readonly_ >
<total_lpm>8191</total_lpm>
<total_host>8192</total_host>
<total_lpm>1024</total_Ilpm>

Cisco Nexus 9000 NX-0S 10.6(x) .
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<max_host4_limit>4096</max_host4_limit>
<max_host6_limit>2048</max_host6_limit>
<max_mcast_limit>2048</max_mcast_limit>
<used_lIpm_total>9</used_Ipm_total>
<used_v4_lpm>6</used_v4_ lpm>
<used_v6_lIpm>3</used_v6_lIpm>
<used_v6_lIpm_128>1</used_v6_ lpm 128>
<used_host_Ipm_total>0</used_host_Ipm_total>
<used_host_v4_ Ipm>0</used_host_v4 lIpm>
<used_host_v6_Ipm>0</used_host_v6_lIpm>
<used_mcast>0</used_mcast>
<used_mcast_oifl>2</used_mcast_oifl>
<used_host_in_host_total>13</used_host_in_host_total>
<used_host4_in_host>12</used_host4_in_host>
<used_host6_in_host>1</used_host6_in_host>
<max_ecmp_table_limit>64</max_ecmp_table_limit>
<used_ecmp_table>0</used_ecmp_table>
<mfib_fd_status>Disabled</mfib_fd_status>
<mfib_fd_maxroute>0</mfib_fd_maxroute>
<mfib_fd_count>0</mfib_fd_count>
</_readonly_ >
</_XML__OPT_Cmd_dynamic_tcam_status___ readonly__ >
</_XML__OPT_Cmd_dynamic_tcam_status>
</status>
</profile>
</hardware>
</show>
</nf:data>
</nf:rpc-reply>
11-11>
switch(config)#

JSON LLDP

switch(config)# show 1ldp timers | json
{reel”: 120", “reinit': 2", "tx_interval': 30", "tx_delay': 2", "hold_mplier

: "4", "notification_interval': "5"}
switch(config)#
XML LLDP

switch(config)# show Ildp timers | xml
<?xml version="1.0" encoding=""1S0-8859-1"?7>
<nf:rpc-reply xmIns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:11dp">
<nf:data>
<show>
<Ildp>
<timers>
<_XML__OPT_Cmd_I1dp_show_timers___ readonly__ >
<__readonly__ >
<ttl>120</ttl>
<reinit>2</reinit>
<tx_interval>30</tx_interval>
<tx_delay>2</tx_delay>
<hold_mplier>4</hold_mplier>
<notification_interval>5</notification_interval>
</__readonly__ >
</__XML__OPT_Cmd_I1dp_show_timers___ readonly__ >
</timers>
</11dp>
</show>
</nf:data>
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</nf:rpc-reply>
11-11>
switch(config)#

ACL XML

switch-1(config-acl)# show ip access-lists acl-testl | xml
<?xml version="1.0" encoding="1S0-8859-1"?>
<nf:rpc-reply xmlns="http://www.cisco.com/nxos:1.0:aclmgr” xmlns:nf="urn:ietf:p
arams:xml:ns:netconf:base:1.0">
<nf:data>
<show>
<_XML__OPT_Cmd_show_acl_ip_ipv6_mac>
<ip_ipv6_mac>ip</ip_ipv6_mac>
<access-lists>
<__XML__OPT_Cmd_show_acl_name>
<name>acl-testl</name>
<_ XML__OPT_Cmd_show_acl_capture>
<__ XML__OPT_Cmd_show_acl_expanded>
<_XML__OPT_Cmd_show_acl___ readonly__ >
<_ readonly_ >
<TABLE_ip_ipv6_mac>
<ROW_ip_ipv6_mac>
<op_1ip_ipv6_mac>ip</op_ip_ipv6_mac>
<show_summary>0</show_summary>
<acl_name>acl-testl</acl_name>
<statistics>enable</statistics>
<frag_opt_permit_deny>permit-all</frag_opt_permit_deny>
<TABLE_seqgno>
<ROW_seqno>
<segno>10</seqno>
<permitdeny>permit</permitdeny>
<ip>ip</ip>
<src_ip_prefix>192.0.2.1/24</src_ip_prefix>
<dest_any>any</dest_any>
</ROW_seqgno>
</TABLE_seqgno>
</ROW_ip_ipv6_mac>
</TABLE_ip_ipv6_mac>
</__readonly__ >
</__XML__OPT_Cmd_show_acl___ readonly__ >
</__XML__OPT_Cmd_show_acl_expanded>
</__XML__OPT_Cmd_show_acl_capture>
</_XML__OPT_Cmd_show_acl_name>
</access-lists>
</__XML__OPT_Cmd_show_acl_ip_ipv6_mac>
</show>
</nf:data>
</nf:rpc-reply>
11-11>
switch-1(config-acl)#

ACL JSON

switch-1(config-acl)# show ip access-lists acl-testl | json
{"TABLE_ip_ipv6_mac': {"ROW_ip_ipv6_mac': {"op_ip_ipv6_mac': "ip", "show_summar
y'": 0", "acl_name": "acl-testl", "statistics": "enable", "frag_opt_permit_deny
" "permit-all', "TABLE_seqno™: {"'ROW_seqno™: {''segno': "10", "permitdeny': "pe
rmit"”, "ip": "ip", "src_ip_prefix": "192.0.2.1/24", "dest_any': "any"}}}}}
switch-1(config-acl)#

JSON

Cisco Nexus 9000 NX-0S 10.6(x) .
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switch-1# show system redundancy status | json

{"'rdn_mode_admin': "HA", *"rdn_mode_oper': “None", *"this_sup": "(sup-1)", "this_
sup_rdn_state': "Active, SC not present', "this_sup_sup_state': "Active', "this
_sup_internal_state': "Active with no standby', "other_sup™: "(sup-1)", "other_
sup_rdn_state': "Not present'}

nxosv2#

switch-1#

JSON Pretty Native

switch-1# show system redundancy status | json-pretty native

{

"rdn_mode_admin'': ""HA",
"rdn_mode_oper": "None"',
"this_sup": "(sup-1)",
"this_sup_rdn_state": "Active, SC not present",
"this_sup_sup_state": "Active",
"this_sup_internal_state": "Active with no standby",
""other_sup": "(sup-1)",
"other_sup_rdn_state': "Not present”
}
switch-1#
OSPF JSON

switch-1# show ip ospf | json native

{"TABLE_ctx":{"ROW_ctx":[{''ptag':""Blah", " instance_number':4,"cname":"default","
rid":"0.0.0.0","stateful_ha":"true","gr_ha":"true", " gr_planned_only":"true","gr
_grace_period":"PT60S","gr_state'":"inactive","gr_last_status':"None","support_t
0s0_only":"true","support_opaque_lIsa":"true","is_abr':"false","is_asbr':"false"
,"admin_dist'":110,"ref_bw':40000,"spf_start_time":"PT0S","spf_hold_time":"PT1S"
,"'spf_max_time":"PT5S","Isa_start_time'":"PT0S","Isa_hold_time":"PT5S", " Isa_max_
time":"PT5S","min_Isa_arr_time":"PT1S","Isa_aging_pace':10,"spf_max_paths™:8,"m
ax_metric_adver':"false","asext_lIsa_cnt'":0,"asext_lIsa_crc'":"0","asopaque_lIsa_cn
t":0,"asopaque_lsa_crc'":"0","area_total':0,"area_normal':0,"area_stub":0,"area_
nssa":0,"act_area_total":0,"act_area_normal':0,"act_area_stub':0,"act_area_nssa
":0,"no_discard_rt_ext":"false","no_discard_rt_int":"false"},{"ptag'":""100","ins
tance_number':3,"cname":"default”,"rid":"0.0.0.0","stateful_ha":"true",'gr_ha":
“true","gr_planned_only":"true","gr_grace_period":"PT60S", "gr_state' :"inactive"
,"'gr_last_status':"None","support_tosO_only'":"true","support_opaque_lsa":"true"
,"'is_abr':"false","is_asbr":"false","admin_dist":110,"ref_bw':40000,"spf_start_
time":"PTOS", " spf_hold_time":"PT1S","spf_max_time":"PT5S","Isa_start_time":"PTO
S","Isa_hold_time":"PT5S","Isa_max_time":"PT5S","min_Isa_arr_time":"PT1S","Isa_
aging_pace':10,"spf_max_paths':8,"max_metric_adver':"false","asext_lIsa_cnt":0,"
asext_lIsa_crc'":"0","asopaque_Isa_cnt":0,"asopaque_lsa_crc':"0","area_total':0,"
area_normal':0,"area_stub':0,"area_nssa':0,"act_area_total':0,"act_area_normal"
:0,"act_area_stub":0,"act_area_nssa'':0,"no_discard_rt_ext'":"false","no_discard_
rt_int":"false"},{"ptag':"111","instance_number":1,"cname':"default","rid":"0.0
.0.0","stateful_ha'":"true","gr_ha":"true","gr_planned_only":"true","gr_grace_pe
riod":"PT60S", "'gr_state':"inactive",'gr_last_status':"None","support_tosO_only"
"true","support_opaque_lsa":"true","is_abr':"false","is_asbr":"false","admin_d
ist":110,"ref_bw':40000,"spf_start_time":"PT0S","spf_hold_time":"PT1S","spf_max
_time":"PT5S","Isa_start_time":"PT0S","Isa_hold_time":"PT5S","Isa_max_time":"PT
5S","min_Isa_arr_time'":"PT1S","Isa_aging_pace':10,"spf_max_paths':8,"max_metric
_adver":"false","asext_Isa_cnt":0,"asext_lIsa_crc':"0",""asopaque_lsa_cnt":0,"aso
paque_lsa_crc':"0","area_total":0,"area_normal':0,"area_stub':0,"area_nssa':0,"
act_area_total':0,"act_area_normal':0,"act_area_stub'":0,"act_area nssa':0,'"no_d
iscard_rt_ext":"false","no_discard_rt_int":"false"},{" "ptag":"112","instance_num
ber":2,"cname":""default”,"rid":"0.0.0.0", "stateful _ha'":"true","gr_ha":"true","g
r_planned_only":"true","gr_grace_period":"PT60S",""gr_state':"inactive", ' gr_last
_status'":"None","support_tosO_only'":"true","support_opaque_lIsa":"true","is_abr"
:"false","is_asbr":"false","admin_dist':110,"ref_bw':40000,"spf_start_time":"PT
0S™,"spf_hold_time":"PT1S","spf_max_time":"PT5S","Isa_start_time'":"PT0S","Isa_h
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old_time":"PT5S","Isa_max_time":"PT5S", " "mi

XML JSON B

Isa_arr_time":"PT1S","lsa_aging_pac

e':10,"spf_max_paths':8, " "max_metric_adver':"false","asext_lsa_cnt'":0,"asext_lIsa

_crc":"0","asopaque_lIsa_cnt'":0,"asopaque_lIsa_crc':"0","area_total':0,"area_norm

al':0,"area_stub":0,"area_nssa":0,"act_area_total":0,"act_area_normal':0,"act_a
rea_stub™:0,"act_area_nssa':0,"no_discard_rt_ext":"false","no_discard_rt_int":"

false"}1}}
switch-1#

OSPF JSON Pretty Native

switch-1# show ip ospf | json-pretty native

"TABLE_ctx": {
"ROW_ctx": [{
"ptag': "Blah",

"instance_number': 4,
“'cname'': "default",
“rid": "0.0.0.0",
“stateful_ha': "true",
"'gr_ha": "true",
"'gr_planned_only": "true",
"'gr_grace_period": "PT60S",
"'gr_state': "inactive",
""gr_last_status': “None"',
"'support_tos0_only": ""true',
"'support_opaque_lsa": ""true',
"is_abr': “false",
"is_asbr': “false",
“admin_dist": 110,
“ref_bw'": 40000,
"spf_start_time": "PTOS",
"spf_hold_time": "PT1S",
"spf_max_time': "PT5S",
“lIsa_start_time": "PTOS",
“Isa_hold_time": "PT5S",
"Isa_max_time'": "PT5S",
“min_Isa_arr_time": "PT1S",
"Isa_aging_pace': 10,
""spf_max_paths": 8,
"max_metric_adver': “false",
"asext_lIsa_cnt': 0,
"asext_lIsa_crc': "o,
"asopaque_lsa_cnt': 0,
"'asopaque_lsa_crc': "o,
"area_total": 0,
area_normal*: O,
area_stub': 0,
area_nssa'': o,
"act_area_total': 0,
act_area_normal™: 0,
fact_area_stub™: 0,
"act_area_nssa'"': o,
"no_discard_rt_ext": “false",
"no_discard_rt_int": “false"
3 A
"ptag': 100",
"instance_number': 3,
“'cname'': "default",
“rid": "0.0.0.0",
"stateful_ha": "true",
"'gr_ha": "true",
"'gr_planned_only": "true",
"'gr_grace_period": "PT60S",

Cisco Nexus 9000 NX-0S
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"'gr_state': "inactive",

. content deleted for brevity ...

"max_metric_adver': "false",
"asext_lIsa_cnt": 0,
"asext_lIsa_crc': "o,
"asopaque_lsa_cnt': 0,
"asopaque_lsa_crc': "o,
"area_total"': 0,
"area_normal': O,
"area_stub': 0,
area_nssa'': o,
"act_area_total': 0,
"act_area_normal': o,
fact_area_stub™: 0,
"act_area_nssa'': o,
"no_discard_rt_ext": “false",
"no_discard_rt_int": “false"
H
T
T
switch-1#
XML IP

switch-1# show ip route summary | xml
<?xml version="1.0" encoding="1S0-8859-1"?> <nf:rpc-reply
xmIns="http://www.cisco.com/nxos:1.0:urib"
xmIns:nf="urn:ietf:params:xml:ns:netconf:base:1.0">
<nf:data>
<show>
<ip>
<route>
<_XML__OPT_Cmd_urib_show_ip_route_command_ip>
< _XML__OPT_Cmd_urib_show_ip_route_command_unicast>
<_XML__OPT_Cmd_urib_show_ip_route_command_topology>
<_XML__OPT_Cmd_urib_show_ip_route_command_I3vm-info>
<_XML__OPT_Cmd_urib_show_ip_route_command_rpf>
<_XML__OPT_Cmd_urib_show_ip_route_command_ip-addr>
<_XML__OPT_Cmd_urib_show_ip_route_command_protocol>
< _XML__OPT_Cmd_urib_show_ip_route_command_summary>
<_XML__OPT_Cmd_urib_show_ip_route_command_vrf>
<_XML__OPT_Cmd_urib_show_ip_route_command__ readonly__ >
<_ readonly_ >
<TABLE_vrf>
<ROW_vrf>
<vrf-name-out>default</vrf-name-out>
<TABLE_addrf>
<ROW_addrf>
<addrf>ipv4</addrf>
<TABLE_summary>
<ROW_summary>
<routes>938</routes>
<paths>1453</paths>
<TABLE_unicast>
<ROW_unicast>
<clientnameuni>am</clientnameuni>
<best-paths>2</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>local</clientnameuni>
<best-paths>105</best-paths>
</ROW_unicast>
<ROW_unicast>
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XML JSON B

<clientnameuni>direct</clientnameuni>
<best-paths>105</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>broadcast</clientnameuni>
<best-paths>203</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>ospf-10</clientnameuni>
<best-paths>1038</best-paths>
</ROW_unicast>
</TABLE_unicast>
<TABLE_route_count>
<ROW_route_count>
<mask_len>8</mask_len>
<count>1</count>
</ROW_route_count>
<ROW_route_count>
<mask_len>24</mask_len>
<count>600</count>
</ROW_route_count>
<ROW_route_count>
<mask_len>31</mask_len>
<count>13</count>
</ROW_route_count>
<ROW_route_count>
<mask_len>32</mask_len>
<count>324</count>
</ROW_route_count>
</TABLE_route_count>
</ROW_summary>
</TABLE_summary>
</ROW_addrf>
</TABLE_addrf>
</ROW_vrf>
</TABLE_vrf>
</_readonly_ >
</_XML__OPT_Cmd_urib_show_ip_route_command__ readonly__ >
</_XML__OPT_Cmd_urib_show_ip_route_command_vrf>
</_XML__OPT_Cmd_urib_show_ip_route_command_summary>
</_XML__OPT_Cmd_urib_show_ip_route_command_protocol>
</_XML__OPT_Cmd_urib_show_ip_route_command_ip-addr>
</_XML__OPT_Cmd_urib_show_ip_route_command_rpf>
</_XML__OPT_Cmd_urib_show_ip_route_command_I3vm-info>
</_XML__OPT_Cmd_urib_show_ip_route_command_topology>
</__XML__OPT_Cmd_urib_show_ip_route_command_unicast>
</_XML__OPT_Cmd_urib_show_ip_route_command_ip>
</route>
</ip>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch-1#

JSON IP

switch-1# show ip route summary | json

{"TABLE_vrf": {"ROW_vrf": {"vrf-name-out': "default', "TABLE_addrf'": {"'ROW_addrf':
{"addrf'": "ipv4", "TABLE_summary': {"ROW_summary': {'routes': 938", "paths": "

1453", "TABLE_unicast": {"ROW_unicast": [{"clientnameuni™: "am", "best-paths™: "2"},
{""clientnameuni': "local", "best-paths': 105"}, {''clientnameuni': "direct",
"best-paths': 105"}, {"clientnameuni': "broadcast', "best-paths': "203"},
{""clientnameuni': "ospf-10", "best-paths': "1038"}]}, "TABLE_route_count': {"ROW_route_
count": [{"mask_len": 8", "count: "1"}, {"mask_len™: 24", “count'": 600"}, {''mask_len":

Cisco Nexus 9000 NX-0S 10.6(x) .
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31", "count': "13"}, {"mask_len': "32", "count": "324"}1}}}}}}}}

switch-1#
JSON Pretty IP
switch-1# show ip route summary | json-pretty
{
"TABLE_vrf': {
“"ROW_vrf": {
"vrf-name-out': "default”,

“TABLE_addrf*: {
"ROW_addrf*: {
“addrf': "ipv4",
“"TABLE_summary': {
"ROW_summary*: {
“routes': '938",
"paths': "1453",
"“"TABLE_unicast": {
"ROW_unicast": [

{
“clientnameuni*: "am",
"best-paths': 2"

3.

{
“clientnameuni': "local",
"best-paths': 105"

3.

{
“clientnameuni': "direct",
"best-paths': 105"

3.

{
“clientnameuni': "broadcast",
"best-paths': 203"

3.

{
“clientnameuni': "ospf-10",
"best-paths': *1038"

3

1

3.

"“"TABLE_route_count": {
"ROW_route_count": [

{
“mask_len": 8",
“count': "1™

¥,

{
“mask_len": '24",
count': "'600"

¥,

{
“mask_len": 31",
count': "13"

¥,

{
“mask_len": 32",
count': ''324"

3
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3
switch-1#

JSON IP

switch-1(config)# show ip route summary | json native

{TAEE wf-{RWV v [ Wiaeat = tefault”, TR E actrf-{ RV et [ e 72" ip 4, TARE smmary *={ RV amary - [{ rautes -3, p
atts"z3," TALE unicast"-{ RW wniicast [ dlientrereuni’ =" raedast ', bestepatts -3}, TALE raute aant'={ ROV raute cont ™ [{ ek lei*:8,
“count":1},{"mask_len":32,"count": 2}1}} 1331313}

switch-1(config)#

JSON JSON
mask len: 32

JSON IP

switch-1(config)# show ip route summary | json-pretty native

"TABLE_vrf': {
"ROW_vrf': [{
"vrf-name-out': "default",
"TABLE_addrf': {
"ROW_addrf: [{
“addrf: “ipv4",
"TABLE_summary*: {
"ROW_summary': [{
"routes': 3,
"paths™: 3,
"TABLE_unicast": {
"ROW_unicast": [{
“clientnameuni': "broadcast",
"best-paths': 3
|

"TABLE_route_count": {
""ROW_route_count™:[{
"mask_len": 8,
"count': 1
3 {
"mask_len": 32,
“count': 2

}

H
H
H

H
}

switch-1(config)#

NX-API

NX-API

Cisco Nexus 9000 NX-OS NX-API
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NX-API REST

NX-AP| REST

* NX-API REST 287
* REST DME 288
NX-API REST
7.0(3)12(1) NX-API REST SDK
Cisco Nexus CLI
CLI NX-APIREST HTTP/HTTPS API
Cisco Nexus
. CLI
. HTTP/HTTPS CLI
NX-API REST show Linux Bash
NX-API REST  HTTP/HTTPS CLI HTTP/HTTPS
POST NX-API REST Nginx HTTP
Nginx CPU
Linux cgroup NX-API cgroup ext_ser_nginx
2,147,483,648 Nginx cgroup
Nginx NX-API VRF
Cisco Nexus 3000 9000 NX-API REST SDK

https://developer.cisco.com/docs/nx-0s-n3k-n9k-api-ref/
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. REST DME

REST DME

REST Put DME

Cisco NX-0OS 9.3(1) Cisco NX-OS  REST PUT
CiscoDME

DME REST

DME PUT
DME
S
Cisco NX-OS CLI
config replace config-file-name
DME
. 9.3(x) Cisco NX-0S
3
Cisco NX-0OS 9.3(x)

Nexus Switch Platform Matrix

*DME  NO9K-92348GC-X

URI

Cisco Nexus 9000 NX-0S 10.6(x)
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| NX-API

REST POST

1 HTTPS

REST PUT

REST POST B
*« NX-0S status:
"replaced” POST
PUT
. RESTPUT
PUT
PUT
status: "replaced" POST
PUT
DME REST POST CLI
REST POST
NX-OS
NX-0OS NX-API
NX-0S
CLI
MO URI MO
Put
Method ] NX-API (DME)
Input Type ] [CLI]
Convert ] Convert (for replace) [ Request ]

POST

MO

Cisco DME REST PUT
PUT
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1 MO REST PUT
a) Put MO URL
BGP /api/mo/sys/bgp.json
DN GET
BGP
lapi/mol/sys/bgp.json?rsp-subtree=full&rsp-prop-include=set-config-only
b) MO bgp
{

“bgplnst': {
"attributes': {
asn'': 100",
“rn”: "inst"”
T,
“children": [

. content removed for brevity ...

{
"bgpbDom*: {
"attributes': {
"name": "vrfl",
“rn": "dom-vrfl"
1.
“children": [
{
"bgpPeer*: {
"attributes': {
"addr*': ""10.1.1.1",
"inheritContPeerCtrl™: "
“rn": "peer-[10.1.1.1]"

"bgpDom*: {
"attributes': {
"name": "default",
"rn": "dom-default",
“rtridT: "1.1.1.1"
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REST PUT .
2 [api/mo/sys/bgp.json?rsp-subtree=full&rsp-prop-include=set-config-only DN
GET
3 DN GET GET
REST PUT
REST Put
1
URL URL  api/mo/sys/foo.json
foo
2
rsp-subtree=full&rsp-prop-include=set-config-only
GET
3 DME POST
4 MO
5 MO
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XML JSON

Web
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1: NX-API
dits’ NX-API Developer Sandbox
=
[==]
[ Reavesr |
API
NX-API REST XML JSON
1 CLI Web
API
POST
API
NX-API REST (DN) nx-api rest
[ model ]
CLI
. [ Send ]
BGP [ bgp featurebgp ] BGP
OSPF [ ospf
feature ospf ] OSPF [evpn
evpn multihoming core-tracking ]
[evpn esi evpn esi multihoming ]
Cisco

Nexus 9000 Configuration Guides Cisco Nexus 3000 Configuration Guides

NX-0S

. Cisco Nexus 9000

10.6(x)


https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/switches/nexus-9000-series-switches/products-installation-and-configuration-guides-list.html
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| NX-API

. DN CLI DN
DME CLI DN
* OSPFVv2 CLI xml [no]
ip router ospf <tag> area {<area-id-ip> | <area-id-int>} [secondaries none]
OSPF
. 10,000
e CLI XML JSON
CLI
JSONRPC
()
JSON RPC show hosthame show clock
Sandbox CLI
show hostname ; show clock
JSON RPC
L
{
“jsonrpc': "2.0",
"method": "cli",
“"params': {
"cmd"™: "'show hostname ; show clock",
version': 1
3,
"idT: 1
3
1
{
"jsonrpc': "2.0",
“error: {
"code": -32602,
"message'': "Invalid params",
“data": {
"msg": "Request contains invalid special characters"
¥
3,
“idT: 1
¥
Sandbox  JSON RPC
JSON RPC

NX-API CLI

Cisco Nexus 9000 NX-0S
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show hostname

show clock
L
{
"jsonrpc': "2.0",
"method": "cli",
“params': {
"cmd": *'show hostname',
"version": 1
3,
“id': 1
3,
{
"jsonrpc': "2.0",
"method'": "cli",
“params': {
"cmd"™: "show clock™,
"version": 1
3,
“id': 2
¥
1
L
{
"jsonrpc': "2.0",
"result": {
“"body": {
""hostname': "'switch-1"
ks
3,
“idv: 1
3,
{
"jsonrpc': "2.0",
"result": {

“"body": {
“simple_time": "12:31:02.686 UTC Wed Jul 10 2019\n",
"time_source": "NTP"

ks

3,
“id': 2
ks
1
[ Message Format ] [ Command Type ]
[ Message
Format ] API
API
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| NX-API

13: NX-0S API
json-rpc JSON NX-OS CLI
RPC JSON-RPC 2.0
jsonrpc.org
xml XML NX-OSCLI bash Cisco
NX-API
json JSON NX-OSCLI bash Cisco
NX-API
nx-api rest NX-0S DME
MO Cisco NX-API
Cisco Nexus 3000 9000 NX-API REST SDK
https://developer.cisco.com/site/cisco-nexus-nx-api-references/
nxyang YANG Yet Another Next Generation
[ Message Format ] [ Command
Type ] [ Message Format ]
[ Command Type ] CLI
[ Request ] [ Response ]
[ Message Format ] [
Message Format ] [ Command Type ]
14:
json-rpc o cli — show

« cli_ascii — show

Cisco Nexus 9000 NX-0S
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xml « cli_show — XML

e cli_show_ascii—

e cli_conf—

¢ bash—bash bash

bash

json « cli_show — XML

e cli_show_ascii—

e cli_conf—
* bash—bash bash
bash
nx-api rest ecli —
. — DN
nxyang * json — JSON
o xml — XML
show NX-API
show [
Enable chunk mode ] ID(SID)
[ Command Type ]
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| NX-API

ID SID NX-API
CLI REST
[ Quick
Start ]
NX-API CLI
1 API [ Message Format ] [ Command Type ]
296
2 NX-OS CLI 1 1
[ Reset ] ( [
Request ] [ Response ] )
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CLI REST

aliali

ciscco.  NX-API Developer Sandbox QUSR] LogoulCy

Message format: @
Enter CLI commands here, one command per Tine.

json-rpe xmi json

nx-api rest nx yang

Command type: @

cli model

Convert

Copyright © 2014-2016 Cisco Systems, Inc. All rights reserved. NX-AP1 version 1.1

3 [ Convert ]

CLI [ Request ]
[ Response ]
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i Quick Start | LogoutGs

cisco NX-API Developer Sandbox

Message format: @

api/mo/sys.json
json-rpc xml json

“topSystem”: {
attributes™: { cyang

“name”: "REST2CLI"

¥
} Command type: @

¥ cli madel

Convert

- CLE ERROR:
hostname RESTZCLI m m

Copyright @ 2014-2016 Cisco Systems, inc. AN rights resarved. NX-AP1 version 1.1

Waiting for bam.nr-data.net..

4 [ Request ] POST
API

[Response 1

POST
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REST

Hmim

cisco NX-API Developer Sandbox

CLI

Quick Start

logging level netstack 6|

Message format: @

json-rpc xml

json

B

Command type: @

cli model
POST
B reveor | B esronse |
{ t
“topSystem™: “imdata":
"ihi].;ren":{[ } v
‘ "ipvaEntity™: { m
“children®: [
{
"ipvdInst™: {
“attributes": {
"logginglevel”: "informational”
}
X
5 [ Copy 1] [ Request ] Response ]
6 [ Request ] Python Python
REST CLI
Quick
Start ]
NX-API CLI
1 nx-api rest model
2. DN
[ Convert ]

10.6(x)
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REST el B

1 nx-api rest model

';'.;'Q';' NX-API Developer Sandbox QUSR] LogoulCy

Message format: @
Enter CLI cosmands here, one command per Tine.

json-rpe xmi json

nx-api rest nx yang

Command type: @

cli model

Convert

Copyright © 2014-2016 Cisco Systems, Inc. All rights reserved. NX-AP version 1.1

Convert ]

DN /api/mo/sys.json NX-API REST

"topSystem™: {
"attributes': {
"name': "REST2CLI"
}
}
}

Cisco Nexus 9000 NX-0S 10.6(x) .
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REST CLI
liniin
dutl NX-API Developer Sandbox Quick Start | LogoutGr
Message format: @
api/mo/sys. json
{ Jjson-rpc xmi Jjson
"topSystem”: {
"attributes": { nx yang
“"name”: "REST2CLI"
}
} Command type: @

}

cli

Copyright @ 2014-2016 Cisco Systems, Inc. All rights reserved, HX-AF1 version 1.1

Waiting for bam.nr-data.net...

[ Convert ] CLI CLI
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REST el B

'::l.'s'élclu' NX-API Developer Sandbox Quick Start  LogoutG»

api/mo/sys. json Message format: @

{ json-pc xmil json
"topSystem": {
"attributes”: { nx yang
“name”: "REST2CLI"
}
} Command type: @
}

cli

hostname REST2CLI @ Copy

Copyright & 2014-2016 Cisco Systems, Inc. Al rights resarved. HX-AF1 version 1.1

Waiting for bam.nr-data.net...

CLI NX-APIREST
CLI CLI
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REST CLI
15:REST2CLI
MO [ Error ]
api/mo/sys. json CLI
{
"topSystem": { 11Phys1f
“children": [ _
{ fakeattribute [ Error ]
"interfaceEntity": {
“children": [
{
“11PhysIf": {
"attributes": {
"id": "ethls1",
"fakeattribute": "totallyFake"
b
b
b
1
b
b
1
b
b
[ Error ]
MO MO
api/mo/sys.json CLI
{
"tgpﬁy?gem"':. {[ [ Error ] [ sys/dhcp
children:
{ The entire subtree
"dhcpEntity™: { of "sys/dhcp™ is not converted. ]
“children™: [
{
“dheplnst™: {
“attributes”: {
"'SnoopingEnabled": "yes"
¥
¥
¥
1
¥
¥
1
¥
¥
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NX-API NX-0S 92 2

About the NX-API

Cisco NX-API Developer Sandbox Web NX-OS CLI
XML JSON NX-API REST
CLlI
Web
3 1 DN
POST

Python Python3 Java JavaScript

Go-Lang
CLI XML JSON [Python]
Python
2: NX-API
'Icl.ls'::l.-_;' NX-API Sandbox Quick Stat  Command Reference | LogoutG»
show version Method: @
Message format: @ [jsonope ¥
Input type: @
=
Request Python Python3 Java JavaScript Go-Lang
Response:
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NX-APIREST API
CLI XML  JSON
NXAPI-REST DME 1 CLI
[ ] Web REST API
POST
[SEND] [ 1 API
CLI REST 315
Cisco NX-API Developer Sandbox CLI
[ ]
REST CLI 318
. [ Send ]
BGP [ bgp featurebgp ] BGP
OSPF [ ospf
feature ospf ] OSPF [evpn
evpn multihoming core-tracking ]
[evpn esi evpn esi multihoming ]
Cisco

Nexus 9000 Configuration Guides Cisco Nexus 3000 Configuration Guides

. DN CLI DN
DME CLI DN
* OSPFv2 CLI xml [na]
ip router ospf <tag> area {<area-id-ip> | <area-id-int>} [secondaries none]
OSPF
. 10,000
* CLI XML JSON
CLI
JSONRPC
()
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NX-API

JSON RPC show hostname show clock
Sandbox CLI
show hostname ; show clock
JSON RPC
L
{
"jsonrpc': "2.0",
"method": *cli",
“params': {
"cmd': *"'show hostname ; show clock™,
“version: 1
3,
“id': 1
¥
1
{
"jsonrpc': "2.0",
“error: {
“‘code": -32602,
"message'': "Invalid params",
"data": {
"msg": "Request contains invalid special characters"
bs
3,
“id': 1
bs

Sandbox  JSON RPC
JSON RPC

NX-API CLI

show hostname
show clock

L
{
“jsonrpc': "2.0",
“method": "cli",
“params': {
“cmd"™: *‘'show hostname",
“version': 1
j
“id': 1
T,
{
“jsonrpc': "2.0",
“method": "cli",
“params': {
“cmd": *“show clock™,
“version': 1
j

Cisco Nexus 9000 NX-0S 10.6(x) .



NX-API |

{
"jsonrpc': "2.0",
"result": {
"body": {
"hostname': "'switch-1"

id': 1
3,
{
"jsonrpc': "2.0",
“"result": {
"body": {
"simple_time": "12:31:02.686 UTC Wed Jul 10 2019\n",
"time_source": "NTP"

[ ] API Cisco NX-API
Developer Sandbox API

16 : NX-OS API

NXAPI-CLI XML JSON NX-0OS CLI bash
Cisco NX-API

. Cisco Nexus 9000 NX-0S 10.6(x)



| NX-API

NXAPI-REST NX-0S DME
DME MO Cisco NX-API
NXAPI-REST DME
* POST
*GET
* PUT
* DELETE
Cisco Nexus 3000 9000 NX-API REST SDK
https://developer.cisco.com/site/cisco-nexus-nx-api-references/
RESTCONF YANG  Yet Another Next Generation
Yang

RESTCONF Yang

* POST
*GET

* PUT

* PATCH

* DELETE

CLI

Cisco Nexus 9000 NX-0S 10.6(x) .


https://developer.cisco.com/site/cisco-nexus-nx-api-references/

NX-API |

17:
/
NXAPI-CLI json-rpc e cli — show
e cli_ascii — show
« cli-array — show cli
cli_array
1 []
NXAPI-CLI xml * cli_show —
XML

e cli_show_ascii—

e cli_conf —

* bash — bash
bash

bash

. Cisco Nexus 9000

NX-0S

10.6(x)



| NX-API

/
NXAPI-CLI json « cli_show —
XML
Cisco NX-0S 9.3(3)
cli_show cli_show_array
e cli_show_array — show cli_show
cli_show_array
[] 1
e cli_show_ascii —
e cli_conf —
* bash — bash
bash
bash
NXAPI-REST DME ecli—CLI
e model — CLI
RESTCONF Yang * json—
JSON
o xml — XML
JSON XML NX-API 10 MB show
JSON
XML

Cisco Nexus 9000 NX-0S 10.6(x) .



NX-API |

9.3x Cisco NX-OS
NXAPI
S
JSON Python JSON
JSON
ID sid
1D
[SID] sid eoc
JSON XML cli_show cli_show_array,
cli_show_ascii NXAPI-CLI
S
NX-API 2
18:
[ Enable Chunk Mode ]
10
MB 10 MB
SID SID
ID
10.6(x)

. Cisco Nexus 9000 NX-0S


https://github.com/datacenter/nexus9000/tree/master/nx-os/nxapi/
https://github.com/datacenter/nexus9000/tree/master/nx-os/nxapi/

| NX-API

CLI REST
* Cisco NX-API
?
. NX-API CLI
Cisco NX-API Developer Sandbox CLI REST
10 Method ] NXAPI-REST (DME)
[ ]
2 [ Input ] cli
3 NX-OS CLI 1 1
[ Reset ] ( [
Request ] [ Response ] )

Cisco Nexus 9000 NX-0S 10.6(x) .



NX-API |

CLI REST
I::]Ilslélt;l NX-API Sandbox Quick Start DME Documentation Model Browser  LogoutGr
Method: @ MOGAPLREST [OME) ¥
Input type: @ model ¥
fapi/molsys json
Request Python Python3 Java JavaScript Go-Lang
=
Response:
[ coor |
|
4 [ Convert ]
CLI [ Request ]
[ Response ]
5 ( ) API [ Send ]
[Response ]
[ Send ]

. Cisco Nexus 9000 NX-0S 10.6(x)



| NX-API

et NX-APT Sandbox

Tegging Tevel persrack &

POST~

fapiimalsys json

Request Python Python3 Java JavaScript Go-Lang
Respun'se:.
6 ( ) MO DN
1. Request ]
2. [ Convert ]
MO
7 ( )
1. [ Convert ]
[ Request ]
replace ]
2. [ Request ]
3. [ Send ]
interface ethl/2
description test
mtu 1501
[ Convert for Replace
Cisco Nexus 9000

POST

POST

el REST B

Quick Start DME Documentation Model Browser  Logan G
Method: @
Input type: @
s Jf ros LEERE
=
[ conr |
[ (DN ) Convert (with DN) ]
DN dn
[ Convert for Replace 1
[ status ] [
] POST
NX-0S

106 [



NX-API |
REST CLI

interface ethl/2
description testForcr

mtu (testForcr)
show running-config

8 ( ) Request ] [ Response ]
[ Copy ]
9 ( ) [ Request ]
* Python
* python3
* Java

« JavaScript

* Go-Lang

REST CLI

Cisco NX-API Developer Sandbox REST CLI
NXAPI-REST (DME)

. Cisco Nexus 9000 NX-0S 10.6(x)



| NX-API

1

REST cLl B

* Cisco NX-API Developer Sandbox ?

NX-API CLI

* Cisco NX-API Developer Sandbox

[ Method ] NXAPI-REST
DME
* [NX-API NX-API References ]— NX-API
« [DME DME Documentation ]— NX-API DME
o[ Model Browser ]— Visore
Visore IP

https://management-ip-address/visore._html

Method ]

NXAPI-REST (DME)

Cisco Nexus 9000 NX-0S 10.6(x) .



NX-API |

REST CLI
-‘I:IIIS-‘I:I‘;- NX-API Sandbox Quick Start DME Documentation Model Browser | LogoutC»
Method: @ MAFLREST [DME) T
Input type: @ model ¥
‘apiimo/sys json
Request Python Python3 Java JavaScript Go-Lang
Response:
|
2 [ Input Type ] [ model ]
3 DN
4
51 Convert ]
DN /api/mo/sys.json NX-API REST

{
"topSystem': {
"attributes': {
"name': "REST2CLI™
}
}
}

. Cisco Nexus 9000 NX-0S 10.6(x)



| NX-API
REST el B
'L'I's'él;' NX-API Sandbox QuickStart  DME Documentation  Model Browser  Logoul G
k “zopSvstes™: { Method: @ NXAP-REST (OME) ¥
“attributes™: {
3 joaec; i REaiaLL; Input type: @ [model ¥ ]
b
.2
Request Pythen Python3 Java JavaScript Go-Lang
Response:
Convert ] CLI CLI

Cisco Nexus 9000 NX-0S

10.6(x) .




NX-API |

REST CLI

el NX-APT Sandbox

i
“LppSysten™: {
"attributes”: {
"nane": "RESTILI"
1
¥

b

fapiimao/sys json

Request Python Python3 Java JavaScript Go-Lang

hostrname AE

Response:

Cisco NX-API Developer Sandbox
CLlI

Quick Stat  DME Documentation Model Browser  LogoutGv

Method: @

Input type: @ model ¥

CLI  NX-API REST
CLI

10.6(x)

. Cisco Nexus 9000 NX-0S



| NX-API

REST cLl B

19:REST2CLI

MO [ Error ]
api/mo/sys. json CLI
{
"topSystem": { 11Phys1f
“children": [ _
{ fakeattribute [ Error ]
"interfaceEntity": {
“children": [
{
“11PhysIf": {
"attributes": {
"id": "ethls1",
"fakeattribute": "totallyFake"
b
b
b
1
b
b
1
b
b
[ Error ]
MO MO
api/mo/sys.json CLI
{
"tgpﬁy?gem"':. {[ [ Error ] [ sys/dhcp
children:
{ The entire subtree
"dhcpEntity™: { of "sys/dhcp™ is not converted. ]
“children™: [
{
“dheplnst™: {
“attributes”: {
"'SnoopingEnabled": "yes"
¥
¥
¥
1
¥
¥
1
¥
¥

Cisco Nexus 9000 NX-0S 10.6(x) .



NX-API |

RESTCONF json XML
RESTCONF json XML
* Cisco NX-API Developer Sandbox ?
o[ ] Yang Documentation

Model Driven Programmability with Yang

o[ 1 Yang Models
YangModels GitHub
1] ] [RESTCONF (Yang)]
! -éllls-élol- NX-API Sandbox Quick Start ~ Yang Documentation  Yang Models | LogoutCe
Togging Tevel perstack & Method: @
Message format: @ [json v
resteonfidata/Cisco-NX-0S-device: System/
Request Python Python3 Java JavaScript Go-Lang
[ Comr |
Response:
| copr |
2 [ ] json xml
3
4

. Cisco Nexus 9000 NX-0S 10.6(x)



| NX-API

RESTCONF json XML .
51 Convert ]
netstack 6 json
'Icllls'élr;' NX-API Sandbox Quick Start  Yang Documentation  Yang Models  LegouGe
Togaing Tevel nerstack & Method: @ RESTCONF {vang) ¥

Message format: @ [json ¥

POST~ resteonfidata/Cisco-NX-0S-device: System/ Send m

Request Python Python3  Java JavaScipt  Go-lang

“ipv4-items: {
"inst-items": {
"loggingLevel™: "informational™
1
}
¥

Fi

Response:

netstack 6 xml

Cisco Nexus 9000 NX-0S 10.6(x) .



RESTCONF
il
cisco NX-API Sandbox
Togging Tevel peistack 6
POST~ restconfidata/Cisco-NX-0S-device: System/

Request Python Python3 Java

=

Response:
XML JSON
« XML
Restconf
* JSON

Restconf SEND

* Python

* python3

* Java

« JavaScript

* Go-Lang

. Cisco Nexus 9000

nformational</loggingLevels

JavaScript

NX-0S

XML
Quick Start ‘Yang Decumentation ‘Yang Models Logout B
Method: @ RESTCONE (Yang) ¥
Message format: @ [ v
K=
[ Copr
CLI  Yang
Netconf DELETE
!
DELETE gRPC
!
10.6(x)

NX-API |



| NX-API
RESTCONF  json XML .

[ ] [PATCH]
Java Java

Cisco Nexus 9000 NX-0S 10.6(x) .



NX-API |
RESTCONF  json XML

. Cisco Nexus 9000 NX-0S 10.6(x)



. 331
. YANG
* NETCONF
* RESTCONF
* gRPC

* gNMI

* gNOI

* gRPC

OpenConfig YANG 335
369
413
425
437
467
503
515
605

]
Z
z
g
=
L=
i
=
o
2







. 331
. 332

Cisco NX-0S model-driven programmability
MDP

CLI

CiscoNX-0S YANG YANG

NX-OS
* NETCONF
* RESTCONF
* gRPC

NX-0S
* NETCONF
* gRPC

Cisco Nexus 9000 NX-0S 10.6(x) .



NX-0S

NETCONF Clients

RESTCONEF Clients

gRPC Clients

A

X

A

Web Server

Y

gRPC Framewaork

NETCONF Agent

RESTCONF Agent

gRPC Agent

NX-OS

Datastore

NETCONF RESTCONF

. Cisco Nexus 9000

NX-0S

NX-0S

gRPC

10.6(x)
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NX-0S B

NX-0S
NX-0S NETCONF RESTCONF
gRPC 3 YANG
20: NX-0S
Protocol Encoding
NETCONF SSH XML
RESTCONF HTTP draft-ietf-netoonf-restoonf-10" | x ML JSON
gRPC HTTP gRPC [21 | Google Protobuf
« RESTCONF 413
« gRPC 425
NX-0OS NETCONF gRPC
21: NX-0S
Protocol
NETCONF SSH
gRPC HTTP gRPC
HTTP UDP GRPC NA
YANG

Cisco Nexus 9000 NX-0S 10.6(x) .



YANG

YANG
YANG YANG
OpenConfig YANG
YANG
YANG
N
Cisco NX-0S DME OpenConfig YANG
DME
/
YANG
YANG https://handwiki.org/wiki/YANG

. Cisco Nexus 9000 NX-0S 10.6(x)
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25

YANG  OpenConfig YANG

* YANG 335

« Cisco YANG 336

. 336

 DME YANG 337

 OpenConfig YANG 338

* YANG 364
* YANG RBAC 365

. 365

* YANG RBAC 366

* YANG 367

YANG

Yet Another Next Generation YANG

YANG
YANG Cisco NX-0S YANG
* Cisco NX-OS-device
DME REST Cisco NX-OS YANG
NX-0S
NX- API REST
* Open Config
YANG Open Config

OpenConfig YANG

Cisco Nexus 9000 NX-0S 10.6(x) .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/93x/progammability/guide/b-cisco-nexus-9000-series-nx-os-programmability-guide-93x/b-cisco-nexus-9000-series-nx-os-programmability-guide-93x_chapter_0101110.html
https://developer.cisco.com/docs/openconfig-yang-release-9-2x/

. Cisco YANG

NX-OS Yang NX
Open Config YANG Cisco NX-0OS

Open Config

Cisco YANG

Cisco NX-0S DME
NX- APl REST DME
YANG

Cisco-NX-OS-device - http://cisco.convVns/yang/cisco-nx-0s-device.

)

YANG

YANG URL
URL HTTP URL
YANG DME YANG
YANG
. DME
DME
YANG
. DME + -
YANG YANG YANG
. YANG Ephemeral data
NX-0OS
<GET> <FILTER>
« Cisco NX-0S 10.4(3)F YANG  92348GC-X
* Cisco NX-0S 105 2 F CLI

» Bgp/neighbors/neighbor/config/send-community

. Cisco Nexus 9000 NX-0S 10.6(x)


https://github.com/YangModels/yang/tree/main/vendor/cisco/nx

DME YANG B

CLI send-community
 Bgp/neighbors/neighbor/timers/config/minimum-advertisement-interval

minimum-advertisement-interval CLlI

* bgp/neighbors/neighbor/route-reflector/config/route-reflector-client
route-reflector-client ~ CLI

* bgp/peer-groups/peer-group/config/send-community
CLI send-community

* bgp/neighbors/neighbor/as-path-options/config/allow-own-as

* gp/neighbors/neighbor/as-path-options/config/disable-peer-as-filter

* bgp/peer-groups/peer-group/route-reflector/config/route-reflector-client
route-reflector-client CLI

* bgp/peer-groups/peer-group/as-path-options/config/allow-own-as

* bgp/peer-groups/peer-group/as-path-options/config/disable-peer-as-filter

DME YANG

CiscoNX-OSDME DME YANG
DME YANG 1 1
DME YANG VRF
DME YANG
sys System
+- name +- name
+- inst +- inst-items
| +- name = default +- Inst-list
+- inst | +- name = default
+- name = management +- Inst-list
+- name = management

DME YANG
. sys MO YANG System
* YANG DME MO -items
« DME MO YANG

-list OpenConfig

Cisco Nexus 9000 NX-0S 10.6(x) .



B opencontig vane

* DME YANG

OpenConfig YANG

OpenConfig YANG
OpenConfig
Cisco NX-0OS BGP OSPF L2 L3 VRF VLAN TACAC
OpenConfig YANG
. L2 MAC MAC
NETCONF GET MAC
AAAAAAAAAAAA

source-mac: 0A:0B:0C:0D:0E:0F

OpenConfig

22 : OpenConfig IP

~foc-ip:ip IPv4 IPV6 IP
.Joc-ip:prefix_length .
oc-1p:Ip

oc-ip:prefix_length

oc-ip:ip: remove
oc-ip:prefix_length: remove

. Cisco Nexus 9000 NX-0S 10.6(x)



OpenConfig B

23 : OpenConfig

bgp

Cisco Nexus 9000 NX-0S 10.6(x) .



B openconig

OpenConfig YANG
OCNI BGP
VRF  BGP
BGP BGP
VRF
BGP
BGP VRF
<rpc

xmIns=""urn:ietf:params:xml :ns:netconf:base:1.0"

message-id="101">
<edit-config>
<target>
<running />
</target>
<config>
<network-instances

xmins="http://openconfig.net/yang/network-instance"">

<network-instance>
<name>default</name>
<protocols>
<protocol>
<identifier>BGP</identifier>
<name>bgp</name>
<bgp

xmIns=""urn:ietf:params:xml :ns:netconf:base:1.0"

operation="delete">
<global>
<config>
<as>100</as>
</config>
</global>
</bgp>
</protocol>
</protocols>
</network-instance>
</network-instances>
</config>
</edit-config>
</rpc>

BG

no rout bgp 100

. Cisco Nexus 9000

NX-0S

10.6(x)



OpenConfig B

VRF BGP

CLI

router bgp 100
router-id 1.2.3.4
address-family ipv4 unicast
vrf abc
address-family ipv4 unicast
maximum-paths 2

router bgp 100
vrf abc
address-family ipv4 unicast
maximum-paths 2

- - -/set-med OpenCofig NETCONF
set-med
OSPF BGP
OSPF
BGP set-med
2 OSPF
BGP
set-med
Cisco BGP
OSPF
OSPF BGP
./is-reachability 1D IS-IS is
DME
OpenConfig

1

Cisco Nexus 9000

NX-0S

106 [



B openconig

../bgp/global/config/as

. Cisco Nexus 9000 NX-0S 10.6(x)



OpenConfig B

BGP
(AS)
As
BGP
NETCONF/OPENCONFIG<asn>

764
<rpc

xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0"

message-id=" um:uuiid: 1ea090e2-606e-46aa-984b-Odfdad03354d >

<edit-config>
<target>
<running />
</target>
<config>
<network-instances

xmlins=""htttp://openconfig- net/yang/network-instance’ >

<network-instance>
<name>default</name>
<protocols>
<protocol>
<identifier>BGP</identifier>
<name>bgp</name>
<bgp>
<global>
<config operation="delete'>

<as>100</as>
</config>
</global>
<neighbors>
<neighbor>

<neighbor-address>1.1.1_.1</neighbor-address>
<enable-bfd

xmIns="http://openconfig.net/yang/bfd">
<config>

<enabled>true</enabled>
</config>
</enable-bfd>
</neighbor>
</neighbors>
</bgp>
</protocol>
</protocols>
</network-instance>
</network-instances>
</config>

</edit-config>

Cisco Nexus 9000

NX-0S

106 [



B openconig

</rpc>

## Received:

<rpc-reply

xmIns=""urn:ietf:params:xml :ns:netconf:base:1.0"

message-id="um:wuiid:- 1ea080e2-806e-46aa-984b-Odfdad033A4d >

<rpc-error>
<error-type>protocol</error-type>
<error-tag>operation-failed</error-tag>

<error-severity>error</error-severity>
<error-message xml:lang="en">invalid
property value , for
property asn, class
bgplInst</error-message>

<error-path>/config/network-instances</error-path>

</rpc-error>

<rpc-error>
<error-type>protocol</error-type>
<error-tag>operation-failed</error-tag>

<error-severity>error</error-severity>
<error-message xml:lang="en">invalid
property value , for
property asn, class bgplnst Commit
Failed</error-message>

<error-path>/config/network-instances</error-path>

</rpc-error>
</rpc-reply>

. Cisco Nexus 9000

NX-0S

10.6(x)



OpenConfig B

../protocol/ospf

Cisco Nexus 9000

NX-0S

106 [



B openconig

. Cisco Nexus 9000

NX-0S

* OSPF
DME
OpenConfig YANG
GETCONFIG/GET
. OSPF match
ospf-area OpenConfig YANG
1 match

ospf-area 100 101

OpenConfig YANG
1

match ospf-area 100

* OSPF OpenConfig YANG MD5

OSPF

leaf authentication-type {
type string;
description
"The type of authentication that

should be used on this
interface";

¥
* OSPF OpenConfig YANG

* OSPF
area 0.0.0.200

authentication message-digest

OpenConfig YANG
. VRF OSPF BGP

router ospf 1/router bgp 1

10.6(x)



OpenConfig

* OpenConfig YANG
OSPFv2

RPC

<rpc-reply

xmins=""'um: ietf:params:xml :ns:netconf:base:1.0"

messege-icE Umnzwiid:=3360/023-853-AcfB-830c-€1%af 766280 >

<rpc-error>
<error-type>protocol</error-type>

<error-tag>operation-failed</error-tag>

<error-severity>error</error-severity>

<error-message xml:lang="en">List
Merge Failed:

operation-failed</error-message>

</rpc-error>
</rpc-reply>

24 : OpenConfig

/bgp-defined-sets/community-sets/community-set/

/bgp-defined-sets/as-path-sets/as-path-set/

community-set as-path-set

permit

OpenConfig YANG

as-path-set

community-set

CLI

community-set as-path-set

permit

Cisco Nexus 9000 NX-0S
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B openconig

/bgp-defined-sets/communi ty-sets/community-set/

/bgp-defined-sets/as-path-sets/as-path-set/

community-set as-path-set

permit

OpenConfig YANG
as-path-set  CLI

community-set

community-set as-path-set

permit
/bgp-defined-sets/community-sets/community-set/ | CL| community-list
2 OpenConfig
YANG community-set-name
OpenConfig YANG

communi ty-set-name

e community-member AS:NN

community-set-name _std

* community-member

community-set-name _exp

<community-set>
<camunity-set-name>oc_comeetdd</comuninty-set-are>
<config>

<camunity-setname>oc_cameetid</comuninty-set-are>
<community-member>0:1</community-member>

<community-member>_1_ </community-member>

</config>
</community-set>

OpenConfig YANG CLI

ip community-list expanded oc_commsetld_exp
seq 5 permit "_1 "

ip community-list standard oc_commsetld_std
seq 5 permit 0:1

. Cisco Nexus 9000 NX-0S
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OpenConfig B
/bgp-defined-sets/community-sets/community-set/ | CL| community-list
2 OpenConfig
YANG community-set-name
OpenConfig YANG

communi ty-set-name

e community-member AS:NN
community-set-name _std
* community-member
community-set-name _exp

<community-set>
<camunity-setname>oc_comeetid</comuninty-set-are>
<config>

<camunity-setname>oc_comeetid</comuninty-set-are>

<community-member>0:1</community-member>

<community-member>_1_ </community-member>

</config>
</community-set>

OpenConfig YANG CLI

ip community-list expanded oc_commsetld_exp
seq 5 permit "_1 "

ip community-list standard oc_commsetld_std
seq 5 permit 0:1

Cisco Nexus 9000 NX-0S
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/bgp-conditions/match-comuninty-set/config/comunity-set/

. Cisco Nexus 9000 NX-0S 10.6(x)



OpenConfig B

OpenConfig YANG 1

CLI
« CLI

ip community-list standard 1-1 seq 1
permit 1:1

ip community-list standard 1-2 seq 1
permit 1:2

ip community-list standard 1-3 seq 1
permit 1:3

route-map To_LC permit 10
match community 1-1 1-2 1-3

. OpenConfig YANG

<config>
<routing-policy

xmiins="http://openconfig. net/yang/routing-pol icy >

<defined-sets>
<bgp-defined-sets

xmins=""http://openconfig.-net/yang/bgp-policy' ">

<community-sets>
<community-set>

<community-set-name>cs</community-set-name>
<config>

<community-set-name>cs</community-set-name>
<community-member>1:1</community-member>
<community-member>1:2</community-member>

<community-member>1:3</community-member>

</config>
</community-set>
</community-sets>
</bgp-defined-sets>
</defined-sets>
<policy-definitions>
<policy-definition>
<name>To_LC</name>
<statements>
<statement>
<name>10</name>
<conditions>
<bgp-conditions

Cisco Nexus 9000

NX-0S

106 [



B openconig

xmlins="http: //openconfig.net/yang/bgp-policy' >

<match-community-set>
<config>

<community-set>cs</community-set>
</config>
</match-community-set>
</bgp-conditions>
</conditions>
</statement>
</statements>
</policy-definition>
</policy-definitions>
</routing-policy>
</config>

OpenConfig YANG
1

ip community-list standard cs_std seq
5 permit 1:1
ip community-list standard cs_std seq
10 permit 1:2
ip community-list standard cs_std seq
15 permit 1:3
route-map To_LC permit 10 match
community cs_std

. Cisco Nexus 9000

NX-0S
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OpenConfig

/bgp-conditions/state/next-hop-in

OpenConfig YANG
IP

next-hop-in
CLI IP
OpenConfig YANG

next-hop-in IP CLI

132
OpenConfig YANG
next-hop-in

<policy-definition>
<name>sc0</name>
<statements>
<statement>
<name>5</name>
<conditions>
<bgp-conditions

xmlIns=""http://openconfig.net/yang/bgp-policy'>
<config>

<next-hop-in>2.3.4_5</next-hop-in>
</config>
</bgp-conditions>
</conditions>
</statement>
</statements>
</policy-definition>

CLI

ip prefix-list
IPV4_PFX_LIST_OPENCONFIG_scO_5 seq 5 permit
2.3.4.5/32

route-map scO permit 5 match
ip next-hop prefix-list
I1PV4_PFX_LIST_OPENCONFIG_scO_5

/bgp-actions/set-community/config/method

enum "REFERENCE"

/bgp-actions/config/set-next-hop

enum "SELF"

/ogp-conditions/ratch-community-set/config/comunity-set

match community <community-set>_std

Cisco Nexus 9000 NX-0S
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../match-tag-set

tag-sets

match-tag-set

match-tag-set

match-tag-set

. Cisco Nexus 9000 NX-0S
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25 : OpenConfig

OpenConfig B

interfacesinterfaceeherne/snitcheclan/configlinterface mode

Cisco Nexus 9000 NX-0S
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OpenConfig

CiscoNX-0S
access

trunk
NX-0S

<rpc
xmIns=""um: ietf:params:xml :ns:netconf:base:1.0"

message-id="101">
<edit-config>
<config>
<interfaces

xmins="http://openconfig.net/yang/ interfaces'>|
<interface>

<name>ethl/2</name>
<ethernet

xmnlns= hittp://gpencanfig-netAeny/ interfaces/ethermet. |
<switched-vlan
xmIns="http://openconfig.net/yang/vlan'>|
<config>
<interface-mode>TRUNK</interface-mode>
</config>
</switched-vlan>
</ethernet>

</interface>
</interfaces>

. Cisco Nexus 9000

NX-0S
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</config>
</edit-config>
</rpc>

Cisco Nexus 9000 NX-0S 10.6(x) .
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. Cisco Nexus 9000

L]

change "native-vlan*
<rpc
xnins=um: ietf-params >l -ns:netoonf-base:1.0'
message-id=""101"">
<edit-config>

<config>
<interfaces

xmlins=""hittp-//openconfig.-net/yany/ inter faces' |

<interface>
<name>ethl/2</name>
<ethernet

xains= hitp-//qeeonfig.retAay/inter facss/cthermet >
<switched-vlan
xmlns=""http://openconfig.net/yang/vlan'>|
<config>
<native-vlan>999</native-vlan>
</config>
</switched-vlan>
</ethernet>
</interface>
</interfaces>
</config>

</edit-config>
</rpc>

change "trunk-vlans”

trunk-vlans

Cisco
NX-0S

NX-0S

1..4094
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<rpc

xmins="um: ietf:params:xml :ns:netoonf:bese:1.0'"
message-id="101">
<edit-config>

<config>
<interfaces

xmins="hittp://opencorfig.- net/yany/inter faces'™>
<interface>

<name>ethl/2</name>
<ethernet

xolrs= hittp=//qeeoonfig.retAay/interfaces/etrermet >
<switched-vlan
xmIns="http://openconfig.net/yang/vlan'>

<config>
<trunk-vlans

<xmins= um: et parars:xol :ns:netoonf:bese:1.0'

operation="delete'">1. .4094</trunk-vlans>

<trunk-vlans>401</trunk-vlans>

<trunk-vlans>999</trunk-vlans>

</config>
</switched-vlan>
</ethernet>
</interface>
</interfaces>
</config>
</edit-config>
</rpc>
interfacesfinterface/ethernet/siitchedian/oorfigltrunk Mans| OpenConfig YANG
VLAN
VLAN VLAN
OpenConfig
VLAN
OpenConfig VLAN

VLAN

Cisco Nexus 9000 NX-0S
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shut/no shut MTU
mac-address

shut/no shut MTU

mac-address ASCII
26 : OpenConfig LACP
lacp/interfaced/interface/config/lacp-mode OC-LACP
NXOS-CLI
OC-LACP

NX-OS show running-config

show
running interface ethernet <>

OpenConfig
OpenConfig

. Cisco Nexus 9000 NX-0S 10.6(x)
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lacp/interfaces/interface/config/interval

OC-LACP
NX-OS LACP

* OpenConfig

OpenConfig

OpenConfig

lacp/interfaces/interface/config/system-id-mac system-id-mac

LACP

* LACP

OpenConfig ACL

27 : OpenConfig ACL

ad/interfacesinterfaoeinterface-ref/dateforad /interfaces’Sate

acl/interfaces/interface/interface-ref/state/interface | read-only

adl/interfacesfinterface/interface-ref/state/subinterface | read-only

Cisco Nexus 9000 NX-0S 10.6(x) .



28 : OpenConfig QoS

QoS

* HIG (ii)
tx
ocC
gos-group ucast
mcast bcast
* VLAN QoS
«0OC
/ /

29 : OpenConfig

motd-

system/config/domain-name

System/dns-items/
prof-items/Prof-list/dom-items/name

systerv/config/login-banner

System/userext-items/postloginbanner-items/message

systen/config/motd-banner

System/userext-items/preloginbanner-items/message

Cisco NX-0S

. gNMI

. Cisco Nexus 9000 NX-0S

suppress-redundant

gNMION_CHANGE

OpenConfig

RESTCONF NETCONF
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Inetwork-ingtances/networ k-instance/fdb/l 2rib/mac-table

12rib 12rib

network-instances/network-instance/fdb/12rib
fdb

network-instances/network-instance/fdb

finterfacesinterfacaroutedvanipwinaghborgnaghbor/state

finterfacesfinterfacsroutechvianipvinighborsheighbor/siate

/interfaces/inter face/routedh daip&eidorsAeig o/state

/interfacss/interfacy/rautecavipAfeigtorsteigio/state

ARP
ND

Cisco Nexus 9000 NX-0S
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OpenConfig

NETCONF RESTCONF gRPC OpenConfig

1. configureterminal
2. featureopenconfig

1 | configureterminal

switch# configure terminal

2 | featureopenconfig

switch(config)# feature netconf

YANG

YANG
CiscoNX-0OS 1 YANG NX-0OS
YANG NX-0S
Yang NX
NX-0OS YANG
YANG
YANG

. Cisco Nexus 9000 NX-0S 10.6(x)
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YANG

I |

YANG

OpenConfig
YANG CLI
Cisco NX-0S YANG
YANG RBAC
. network-admin
. network-admin
* RBAC
* RBAC Systemvyangrbacdb-items
Systemvrbacdb-items
* RBAC NETCONF
RESTCONF gNMI Cisco
RBAC
RBAC RBAC RBAC
RBAC
xlylz
priv-9
SV 2

« interfaces/interface/description (priv-9)

« interfaces/interface[id=vlan100]/type (priv-9)

Cisco Nexus 9000 NX-0S
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« interfaces/interface[id=vlan100]/enabled (priv-9)

* RBAC 512
* RBAC

g yang

s system

* RBAC NETCONF none

YANG RBAC

yang

1. cofnigureterminal
2. rbacyang-ruleyang-pathrole
3. allow-writes

1 | cofnigureterminal

switch# configure terminal

2 | rbacyang-ruleyang-pathrole yang
OpenConfig YANG
switch(config)# rbac yang-rule

Systen/intf-items/aggr-items/Aggrif-list[id=pol01]
network-operator
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YANG

switch(config)# rbac yang-rule
openconfig-interface: interfaces/ interface[name=vlan100]/desc|
priv-9

allow-writes

switch(config)# allow-writes

YANG

YANG

OpenConfig

show running-config openconfig

OpenConfig

show openconfig nxsdk event-history {
event | errors }

OpenConfig

show telemetry yang direct-path
cisco-nxos-device

Cisco Nexus 9000 NX-0S
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26

NETCONF

« NETCONF 369

. 370

* NETCONF 371
* NETCONF 373

* NETCONF 376

« NETCONF Get/Set 379

« NETCONF 388

* NETCONF YANG RPC 393

* Netconf 397

* NETCONF 400
* NETCONF 404

. 404

« NETCONF Get/Set 405

* CLI 409

NETCONF

NETCONF Network Configuration Protocol RFC 6241
Cisco NX-0S
NETCONF XML
YANG SSH TLS

NETCONF
CRUD NX-0S

Cisco Nexus 9000 NX-0S 10.6(x) .
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30:

get

get-config

edit-config

close-session

kill-session

copy-config

unlock

commit

cancel-commit

discard-changes

create-subscription

Description
9.3(1) NX-0S 9.3(1) NETCONF
NETCONF get

get-config
9.3(3) RFC 6241
9.3(5) NETCONF OpenConfig
10.2(2)

CA
RPC

10.3(1) Cisco Nexus 9800
10.3(2) edit-config RBAC

. Cisco Nexus 9000 NX-0S
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NETCONF B

Description
10.3(3) TLS Netconf
104 3 Netconf
105 3 Netconf
NETCONF
Netconf YANG
* NETCONF RFC 6241
. AND OR
6.2.5
* Cisco NX-OS NETCONF RFC 6536
RBAC network-admin
EDIT
* network-admin DME
* NETCONF NETCONF get get-config
OpenConfig YANG
NETCONF
NX-0S 9.3(1)
<get>
<filter>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
</System>
</filter>
</get>
* <edit-config>
NX-API <get-config>

Cisco Nexus 9000 NX-0S 10.6(x) .
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https://datatracker.ietf.org/doc/html/rfc6536

- EEG

o1 Get 250,000
250,000
459134 > 250000
RPC
« Cisco NX-0S CA
YANG RPC
/
« Cisco NX-0S 5
1
* RFC5277 NETCONF SYSLOG SNMP
CiscoNX-OS NETCONF
« Cisco NX-0S [ Replay ]
[ Start Time ] [ Stop Time ]
XPath
« Cisco NX-OS NETCONF
* Netconf
* Cisco NX-0OS 10 Netconf 1
» Cisco NX-0S 10.4(3)F NETCONF  92348GC-X
TLS
« Cisco NX-0S 104 3 F TLS v1.3
v1.2
Netconf
« Cisco NX-0S 10.5(3)F 10 Netconf
1
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NETCONF B

NETCONF

SSH NETCONF

SSH NETCONF

NETCONF NETCONF
NETCONF [no] feature netconf

1. configure terminal
2. feature netconf
3. netconf idle-timeout it-num

1 | configure terminal

switch# configure terminal

2 | feature netconf NETCONF

switch(config)# feature netconf

3 netconf idle-timeout it-num
it-num

_ _ _ ) 0 1440
switch(config)# netconf idle-timeout 5

Cisco Nexus 9000 NX-0S 10.6(x) .



| R NETCONF

TLS NETCONF

NETCONF over TLS
TLS SSH

Netconf

configure terminal
crypto ca trustpoint server-trustpoint
crypto ca trustpoint server-trustpoint pkcs12 bootflash: server-ca-file pkcs-password
crypto ca trustpoint client-root-trustpoint
rsakeypair client-key
crypto ca authenticate client-root-trustpoint
netconf tls certificate server-trustpoint
netconf tls client root certificate client-root-trustpoint
netconf tls port port

© N Ok DR

1 | configure terminal

switch# configure terminal

2 crypto ca trustpoint server-trustpoint

switch(config)# crypto ca trustpoint
tls_server_trustpoint 2 6

. Cisco Nexus 9000 NX-0S 10.6(x)



crypto ca trustpoint server-trustpoint pkcs12
bootflash: server-ca-file pkcs-password

switch(config)# crypto ca import
tls_server_trustpoint pkcsl12 bootflash:server.pfx
test

pkecs12

crypto ca trustpoint client-root-trustpoint

switch(config)# crypto ca trustpoint
tls_client_trustpoint

rsakeypair client-key

switch(config)# rsakeypair client-key

rsa

crypto ca authenticate client-root-trustpoint

switch(config)# crypto ca authenticate
tls_client_trustpoint

netconf tls certificate server-trustpoint

switch(config)# netconf tls certificate
tls_server_trustpoint

netconf tls client root certificate client-root-trustpoint

switch(config)# netconf tls client root
certificate tls_client_trustpoint

CA

netconf tls port port

switch(config)# netconf tls port 7000

TLS

6513

bash

Cisco Nexus 9000

NX-0OS
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NETCONF

. Cisco Nexus 9000

NX-0S Linux
CA

pem

switch# run bash sudo su
bash-4_3# openssl req -x509 -newkey rsa:2048 -keyout self_sign2048._key -out
self_sign2048.pem -days 365 -nodes

pem CA
pem

switch# run bash sudo su bash-4.3# cd /bootflash/

bash-4_3# openssl pkcsl2 -export -out self_sign2048.pfx -inkey self_sign2048.key -in
self_sign2048.pem -certfile self_sign2048._pem -password pass:Ciscolab123!
bash-4.3# exit

pkecs12 CA

switch(config)# crypto ca trustpoint mytrustpoint
switch(config-trustpoint)# crypto ca import mytrustpoint pkcsl2 self_sign2048.pfx
Ciscolab123!

Verify the setup.

switch(config)# show crypto ca certificates Trustpoint: mytrustpoint certificate:
subject= /C=US/0=Cisco Systems, Inc./0U=CSG/L=San Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0=Cisco Systems, Inc./0U=CSG/L=San

Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420KOR serial=0413
notBefore=Nov 5 16:48:58 2015 GMT notAfter=Nov 5 16:48:58 2035 GMT

SHA1 Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient

CA certificate 0: subject= /C=US/0=Cisco Systems, Inc./0U=CSG/L=San
Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420K0R

issuer= /C=US/0=Cisco Systems, Inc./0U=CSG/L=San

Jose/ST=CA/street=3700 Cisco
Way/postalCode=95134/CN=ems.cisco.com/serialNumber=FGE18420KOR serial=0413
notBefore=Nov 5 16:48:58 2015 GMT notAfter=Nov 5 16:48:58 2035 GMT

SHA1 Fingerprint=2E:99:2C:CE:2F:C3:B4:EC:C7:E2:52:3A:19:A2:10:D0:54:CA:79:3E
purposes: sslserver sslclient

NETCONF

NETCONF IP 830
NETCONF 22 XML
22 XML
NX-0S 10.6(x)



Cisco Nexus 9000 NX-OS 105 x
XML Management Interface
SSH NETCONF
NETCONF <hello>
<hello>
<hello> <hello>
NETCONF
<hello>
<hello>
<session-id> <hello> <session-id>
ssh <hello>
2
<hello> urn:ietf:params:netconf:base:1.1
CiscoNX-0S
Y
<hello> <session-id>

client-host % ssh admin@172.19.193.166 -p 830 -s netconf User Access Verification Password:
<?xml version="1.0" encoding="UTF-8"?>
<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:
<capability>urn:
<capability>urn:
</capability>
<capability>urn:
</capability>
<capability>urn:
</capability>
<capability>urn:
</capability>
<capability>urn:
</capability>
<capability>urn:
</capability>
<capability>urn:
</capability>

ietf:
ietf:
ietf:
ietf:
ietf:
ietf:
ietf:
ietf:

ietf:

params
params:
params:
params:
params
params:
params:

params

params:

netconf:
netconf:
netconf:
netconf:
netconf:
netconf:
netconf:

netconf:

netconf:

base:1.0</capability>
base:1.1</capability>
:writable-running:1.0

capability

capability:
capability:
capability:
capability:

capability:

capability

candidate:1.0

validate:1.1

sinterleave:1.0

notification:1.0

rol lback-on-error:1.0

confirmed-commit:1.1

<capability>urn:ietf:params:netconf:capability:with-defaults:1.0?basic-mode=report-all

</capability>

Cisco Nexus 9000
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</capability>

<cgpebi ltyshittp://gpenaornfig.retAany/acl revisiar2019-11-278&odulegpenoarfig-eciédeviatiastisoo-x-goaoatfig-ecl-ceviatias

</capability>

<gahilityshttp://geonifig-retAag/bidreasiar2019-10- S ulerqeaofigoftRcbviatic saiso-n«qaomfigbfd-ceiatic sv/cebillity>
o </capability>

</capabilities>
<session-id>1286775422</session-id>
</hello>
11-11>

<hello xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<capabilities>
<capability>urn:ietf:params:netconf:base:1.1</capability>
</capabilities>

</hello>
11-11>

ssh NETCONF

RFC 6242 SSH NETCONF

ssh ssh
NETCONF

ncclient 1

NETCONF 2 <close-session>
<kill-session> <close-session>
<close-session>

<rpc

message-id=""1"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<close-session/>

</rpc>

<rpc-reply
message-id=""1"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>
<kill-session> <session-id>

<kill-session>

<kill-session>
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<rpc
message-id="2"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<kill-session>
<session-i1d>296324181</session-id>
</kill-session>
</rpc>

<rpc-reply
message-id="2"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<ok/>
</rpc-reply>

<close-session> <kill-session>

NETCONF
NETCONF Get / Set
NETCONF
RPC
RFC 6242
<get-config>
<source> <filter> <source> <running/>
<get-config>
. <System>

<rpc

message-id=""101"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>

<source>

<running/>
</source>
<filter>

NETCONF Get/Set  [Jj

NETCONF

<filter>

<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'/>

</filter>
</get-config>
</rpc>

<rpc-reply
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id=""101">
<data>

<System xmIns="http://cisco.com/ns/yang/cisco-nx-os-device'> ...

</System>
</data>
</rpc-reply>

Cisco Nexus 9000 NX-0S
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[ NETCONF Get/ Set

<rpc
message-id="102"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<get-config>
<source>
<running/>
</source>
<filter>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<bgp-items>
<inst-items>
<dom-items>
<Dom-list>
<name>defaul t</name>
</Dom-list>
</dom-items>
</inst-items>
</bgp-items>
</System>
</filter>
</get-config>
</rpc>

<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="102">
<data>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<bgp-items>
<inst-items>
<dom-items>
<Dom-list>
<name>default</name>
<rtctrl-items>
<enforceFirstAs>enabled</enforceFirstAs>
<fibAccelerate>disabled</fibAccelerate>
<logNeighborChanges>enabled</logNeighborChanges>
<supprRt>enabled</supprRt>
</rtctri-items>
<rtrld>1.2.3.4</rtrild>
</Dom-list>
</dom-items>
</inst-items>
</bgp-items>
</System>
</data>
</rpc-reply>

<edit-config>

<target> <running/>

<running/>

<commit>

. Cisco Nexus 9000 NX-0S 10.6(x)
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<config>
xmlns <config>

1 operation

merge replace create delete remove
operation merge

<default-operation>

merge replace none
* merge create
e remove delete

<edit-config>

* MTU 9216 po5

<rpc
message-id="103"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<intf-items>
<aggr-items>
<Aggrif-list xc:operation=''create'>
<id>po5</id>
<mtu>9216</mtu>
<descr>port-channel 5</descr>
</Aggrif-list>
</aggr-items>
</intf-items>
</System>
</config>
</edit-config>
</rpc>

<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="103">
<ok/>

</rpc-reply>

<rpc

message-id="'104"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>

<target>

<running/>
</target>
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">

Cisco Nexus 9000 NX-0S 10.6(x) .



NETCONF Get / Set

<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<intf-items>
<aggr-items>
<Aggrif-list xc:operation="replace'>
<id>po5</id>
<mtu>1500</mtu>
<adminSt>down</adminSt>
</Aggrif-list>
</aggr-items>
</intf-items>
</System>
</config>
</edit-config>
</rpc>

<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="104">
<ok/>

</rpc-reply>

<rpc
message-id=""105"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<edit-config>
<target>
<running/>
</target>
<config xmIns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<intf-items>
<aggr-items>
<Aggrif-list xc:operation="delete'>
<id>po5</id>
</Aggrif-list>
</aggr-items>
</intf-items>
</System>
</config>
</edit-config>
</rpc>

<rpc-reply
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="'105">
<ok/>

</rpc-reply>

<copy-config>

<source> <target>

<copy-config>

<rpc
message-id=""106"
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xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>
<target>
<startup/>
</target>
<source>
<running/>
</source>
</copy-config>
</rpc>

<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0"
message-id=""106"">
<ok/>

</rpc-reply>

<rpc
message-id=""107"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy-config>
<target>
<candidate/>
</target>
<source>
<running/>
</source>
</copy-config>
</rpc>

<rpc-reply
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="'107"">
<ok/>

</rpc-reply>

<lock>

<lock>

<unlock>

<target>

<lock>

<rpc
message-id="'108"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<running/>
</target>
</lock>
</rpc>

<rpc-reply

xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="'108">

Cisco Nexus 9000 NX-0S
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<ok/>
</rpc-reply>

<rpc
message-id=""109"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<lock>
<target>
<candidate/>
</target>
</lock>
</rpc>

<rpc-reply
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="'109"">
<rpc-error>
<error-type>protocol</error-type>
<error-tag>lock-denied</error-tag>
<error-severity>error</error-severity>
<error-message xml:lang="en'>Lock failed, lock is already
held</error-message>
<error-info>
<session-1d>1553704357</session-id>
</error-info>
</rpc-error>
</rpc-reply>

<unlock>

<unlock> <lock> <lock>

<unlock> <target>

<unlock>

<rpc
message-id=""110"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<unlock>
<target>
<candidate/>
</target>
</unlock>
</rpc>

<rpc-reply
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="'110"">
<ok/>

</rpc-reply>
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<get>

<get>
<filter> <filter>

<get>

<rpc
message-id=""111"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<bgp-items>
<inst-items>
<dom-items>
<Dom-list>
<name>default</name>
</Dom-list>
</dom-items>
</inst-items>
</bgp-items>
</System>
</filter>
</get>
</rpc>

<rpc-reply
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id=""111">
<data>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<bgp-items>
<inst-items>
<dom-items>
<Dom-list>
<name>default</name>
<always>disabled</always>
<bestPathIntvIl>300</bestPathintvi>
<clusterld>120</clusterid>
<FirstPeerUpTs>2020-04-20T16:19:03.784+00:00
</FirstPeerUpTs>
<holdIntvl>180</holdIntvi>
<id>1</id>
<kalntvl>60</kalntvi>
<mode>fabric</mode>
<numEstPeers>0</numEstPeers>
<numPeers>0</numPeers>
<numPeersPending>0</numPeersPending>
<operRtrld>1.2.3.4</operRtrid>
<operSt>up</operSt>
<pfxPeerTimeout>90</pfxPeerTimeout>
<pfxPeerWaitTime>90</pfxPeerWaitTime>
<reConnlntvl>60</reConnintvi>
<rtrld>1.2.3.4</rtrld>
<vnid>0</vnid>
</Dom-list>
</dom-items>
</inst-items>
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</bgp-items>
</System>
</data>
</rpc-reply>

<validate>

<candidate/>

<validate>

<rpc
message-id="112"

xmlns=""urn:ietf:params:xml:ns:netconf:base:1.0">

<validate>
<source>
<candidate/>
</source>
</validate>
</rpc>

<rpc-reply

xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0"

message-id="112">
<ok/>
</rpc-reply>

<commit>
<commit> <confirmed/>
<confirmed/>
<confirm-timeout>
<commit>

. Cisco Nexus 9000 NX-0S
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<persist> <confirm-timeout>

600
<persist>

<persist>

<persist-id>

10.6(x)

<source>

<confirm-timeout>



<rpc
message-id="113"

xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">

<commit/>
</rpc>

<rpc-reply

xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0"

message-id="113">
<ok/>
</rpc-reply>

<rpc
message-id="'114"

xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<commit>
<confirmed/>
<confirm-timeout>120</confirm-timeout>
</commit>
</rpc>

<rpc-reply

xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"

message-id="'114">
<ok/>
</rpc-reply>

<rpc
message-id="115"

xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">

<commit>
<confirmed/>
<persist>1D1234</persist>
</commit>
</rpc>

<rpc-reply

xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"

message-id=""115">
<ok/>
</rpc-reply>

NETCONF Get/Set  [Jj

<I-- confirm the persistent confirmed-commit, from the same session or another session

——>

<rpc
message-id="116"

xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">

<commit>
<persist-id>1D1234</persist-id>
</commit>
</rpc>

<rpc-reply

xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"

message-id="116">
<ok/>
</rpc-reply>
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<cancel-commit>

<persist-id>

<rpc
message-id=""117"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<cancel-commit/>

</rpc>

<rpc-reply
xmlns=""urn:ietf:params:xml:ns:netconf:base:1.0"
message-id=""117">
<ok/>

</rpc-reply>

<discard-changes>

<discard-changes>

<rpc
message-id="'118"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<discard-changes/>

</rpc>

<rpc-reply
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0"
message-id="'118">
<ok/>

</rpc-reply>

NETCONF

NETCONF

NETCONF NETCONF
5277 https://datatracker.ietf.org/doc/html/rfc5277
NETCONF YANG OpenConfig

Cisco Nexus 9000 NX-0S 10.6(x)

<persist>

NETCONF
RFC
NETCONF hello


https://datatracker.ietf.org/doc/html/rfc5277

NETCONF
NETCONF
Cisco NX-0S
NETCONF NETCONF
NETCONF
XML NETCONF

CiscoNX-OSNETCONF
NETCONF

NETCONF Cisco NX-OS NETCONF
NETCONF

urn:ietf:params:netconf:capability:notification:1.0

urn:ietf:params:netconf:capability:interleave:1.0

NETCONF

<capabilities>

Cisco NX-OS NETCONF

NETCONF Cisco NX-OS NETCONF
<streams> CiscoNX-OS NETCONF
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<streams>

<rpc
message-id=""101"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter type="subtree'>
<netconf
xmIns=""urn:ietf:params:xml:ns:netmod:notification">
<streams/>
</netconf>
</filter>
</get>
</rpc>

Cisco NX-OS NETCONF
CiscoNX-OS NETCONF

<rpc-reply
message-id=""101"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<data>
<netconf xmIns="urn:ietf:params:xml:ns:netmod:notification">
<streams>
<stream>
<name>NETCONF</name>
<description>default NETCONF event stream</description>
</stream>
</streams>
</netconf>
</data>
</rpc-reply>

NETCONF <create-subscription> Cisco NX-OS NETCONF

<ok/>

Get Set

NETCONF
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<create-subscription>

NETCONF <create-subscription>

<create-subscription
xmIns=""urn:ietf:params:xml:ns:netconf:notification:1.0">
<stream>NETCONF</stream>
<filter
xmIns:nsl="urn:ietf:params:xml:ns:netconf:base:1.0"
type=""subtree'>
<System xmlIns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<intf-items>
<phys-items>
<Physlf-list>
<id>ethl/54/1</id>
<phys-items>
<operSt/>
</phys-items>
</Physlf-list>
</phys-items>
</intf-items>
</System>
</filter>
</create-subscription>

<create-subscription>

* <stream>
NETCONF

o <filter>

Cisco NX-OS NETCONF <ok>

<create-subscription>

<rpc-reply xmIns="urn:ietf:params:xml:ns:netconf:base:1.0"
message-id=""urn:uuid:6ff0bda6-d3f1-4288-9a7e-0¥30581e4bab'>
<ok/>

</rpc-reply>

\)

[ StartTime ]
[ Stop Time ]

NETCONF Cisco NX-OS NETCONF
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eth1/54/1
operSt

<?xml version="1.0" encoding="UTF-8"?>
<notification
xmIns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2020-05-05T10:22:52.260+00:00</eventTime>
<operation>modified</operation>
<event>
<System xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<intf-items>
<phys-items>
<Physlf-list>
<id>ethl/54/1</id>
<phys-items>
<operSt>down</operSt>
</phys-items>
</Physlf-list>
</phys-items>
</intf-items>
</System>
</event>
</notification>

<notification>
* <eventTime>

* <operation>

* <event>
NETCONF CiscoNX-OSNETCONF
. <close-session>
NETCONF
« NETCONF <kill-session> NETCONF
1 NETCONF 1
1
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NETCONF

NETCONF

YANG RPC

RPC

NETCONF YANG RPC .

YANG YANG
CLI EXEC
Cisco NX-0S RPC
YANG RPC CLI

checkpoint checkpoint <name> 180
checkpoint <file>
rollback running-config | 6900
checkpoint <name>
rollback running-config
checkpoint <file>

install_all_nxos install all nxos <image> | 1800

install_add install {add | activate | | 180

. . deactivate | commit |

install_activate

- remove} <rpm>

install_deactivate

install_commit

install_remove

import_ca_certificate crypto ca import 5
<trustpoint> pkcs12
<file> <passphrase>

reload reload [timer 180
<seconds>]
reload module <module
number >

copy copy <source> 7200
<destination>

dir dir <file> 180

cli cli <cli command> 1800
Cisco Nexus 9000 NX-0S
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RPC

<rpc
message-id=""checkpoint-3"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<checkpoint
xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>

<file>bootflash:my_checkpoint2</file>
</checkpoint>
</rpc>

<rpc
message-id=""checkpoint-1"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<checkpoint
xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<action>create</action>
<name>my_checkpointl</name>
<description>test checkpoint one</description>
</checkpoint>
</rpc>

<rpc
message-id="delatecheckpoint-1"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<checkpoint
xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<action>delete</action>
<name>my_checkpointl</name>

</checkpoint>
</rpc>
. Rollback
S
atomic stop-at-first-failure
best-effort
<rpc

message-id="rol lback-cfg-optionl"

xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">

<rollback

xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<name>my_checkpointl</name>
<option>atomic</option>

</rollback>

</rpc>
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<rpc
message-id="rollback-cfgl"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<rollback
xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<file>bootflash:my_checkpoint2</file>

</rollback>

</rpc>

<rpc
message-id=""copy-file-1"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<copy
xmIns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<source>tftp://172.27 . xxx.xxx//file_location?/tlsl-server.pfx
</source>
<destination>bootflash:</destination>
<vrf>management</vrf>
</copy>
</rpc>

*CA

my_truspoint

<rpc
message-id=""import_ca_certificate-1"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<import_ca_certificate
xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<trustpoint>my_trustpoint</trustpoint>
<pkcsl2>tlsl-server.pfx</pkcsl2>
<passphrase>xxxxxx</passphrase>
</import_ca_certificate>
</rpc>

* RPM EXEC RPC

Install <add>

<rpc
message-id="install-add-1"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<install_add
xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<add>rpm_packagenamehere_from_bootflash</add>
</install_add>
</rpc>

Install <activate>

<rpc
message-id="install-activate-1"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<install_activate
xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<activate> rpm_packagenamehere_from_bootflash</activate>
</install_activate>
</rpc>
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* Install <deactivate>

<rpc
message-id="install-deactivate-1"
xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">
<install_deactivate
xmIns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<deactivate>rpm_packagenamehere_from_bootflash </deactivate>
</install_deactivate>
</rpc>

Install <remove>

<rpc
message-id="rpc-install_remove-1"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<install_remove
xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<remove>rpm_packagenamehere_from_bootflash </remove>
</install_remove>
</rpc>

nx-0s
<rpc

message-id="rpc-install_all_nxos-1"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">

<install_all_nxos
xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>
<NX0s>nxo0s. image.bin.upg</nxos>

</install_all_nxos>

</rpc>

<rpc
message-id=""reload-module-pyld1l"
xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">

<reload xmlns="http://cisco.com/ns/yang/cisco-nx-os-device'>

<module>29</module>
</reload>
</rpc>
N
RPC exec
Netconf
<ok>

<rpc

message-id=""563"

xmIns="urn:ietf:params:xml:ns:netconf:base:1.0">

<reload xmIns="http://cisco.com/ns/yang/cisco-nx-os-device”/>
</rpc>
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Netconf

ncclient

<rpc
message-id="563"

Netconf

xmIns="urn:ietf:params:xml: ns:netconf:base:1.0">
<dir xmlns="http://cisco.com/ns/yang/cisco-nx-os-device"> bootflash:

</dir>
</rpc>

CLI

<rpc
message-id="563"

xmIns=""urn:ietf:params:xml:ns:netconf:base:1.0">
<cli xmlns="http://cisco.com/ns/yang/cisco-nx-os-device">

<mode>CONFI1G</mode>
<cmdline>dir bootflash:</cmdline>
</cli>
</rpc>

NETCONF

NXAPI

NETCONF
XML
Convert ]

3:NX-0S

Cisco NX-0S
A

RESTCONF Yang

[ Request ]

NETCONF
ncclient python

Cisco Nexus 9000 NX-0S

106 [



	Cisco Nexus 9000 シリーズ NX-OS プログラマビリティ ガイド、リリース 10.6(x)
	目次
	新機能と更新情報
	新機能と更新情報

	プログラマビリティ機能のプラットフォーム サポート
	プログラマビリティ機能のプラットフォーム サポート

	概要
	プログラマビリティの概要
	サポートされるプラットフォーム
	標準的なネットワーク管理機能
	高度な自動化機能
	プログラマビリティのサポート
	NX-API のサポート
	Python スクリプティング
	Tcl スクリプティング
	Broadcom シェル
	bash
	bash シェルへのアクセスと Linux コンテナのサポート
	ゲスト シェル
	コンテナ トラッカーのサポート
	Perl モジュール
	FPM 並列ルックアップ


	シェルとスクリプト化
	シェルとスクリプト化
	Bash について
	注意事項と制約事項
	同意トークンの有効化
	Bash へのアクセス
	権限をルートにエスカレーションする
	Bash コマンドの例
	システム統計情報の表示
	CLI からの Bash の実行

	機能 RPM の管理
	RPM インストールの前提条件
	Bash からの機能 RPM のインストール
	機能 RPM のアップグレード
	機能 RPM のダウングレード
	機能 RPM の消去

	DME のモジュール性のサポート
	DME RPM のインストール
	インストールされている RPM の確認
	ローカル リポジトリの RPM のクエリ
	DME RPM のバージョン間ダウングレード
	ベース RPM へのダウングレード

	パッチ RPM の管理
	RPM インストールの前提条件
	Bash からパッチ RPM を追加する
	パッチ RPM のアクティブ化
	パッチ RPM のコミット
	パッチ RPM の非アクティブ化
	パッチ RPM の削除

	SDK または ISO で構築されたサード パーティ プロセスの永続的なデーモン化
	ネイティブ Bash シェルからのアプリケーションの永続的な起動
	現用系ブートフラッシュからスタンバイ ブートフラッシュへのファイルの同期
	Kstack を介してコピー
	ネイティブ Bash シェルのアプリケーション例

	ゲスト シェル
	Guest Shell について
	Guestshell に関する注意事項と制限事項
	Guest Shell へのアクセス
	ゲスト シェルに使用されるリソース
	ゲストシェルの機能
	Guest Shell の NX-OS CLI
	Guest Shell でのネットワーク アクセス
	ゲスト シェルでのブートフラッシュへのアクセス
	Guest Shell の Python
	Guestshell 2.11 の Python
	Guest Shell バージョン 2.10 までの Python 3（CentOS 7）
	Guestshell 4 での Python
	ゲスト シェルでの RPM のインストール

	仮想サービス ゲスト シェルのセキュリティ ポスチャ
	[カーネル脆弱性パッチ（Kernel Vulnerability Patches）]
	[ASLR および X-Space のサポート（ASLR and X-Space Support）]
	名前空間の分離
	ルートユーザーの制限
	リソース管理

	ゲスト ファイル システムのアクセス制限
	ゲスト シェルの管理
	Guest Shell の無効化
	ゲスト シェルの破棄
	Guest Shell の有効化
	ゲスト シェルの複製
	ゲスト シェル rootfs のエクスポート
	Guest Shell rootfs のインポート
	YAML ファイルのインポート
	show guestshell コマンド


	仮想サービスと Guest Shell 情報の検証
	ゲスト シェルからのアプリケーションの永続的な起動
	Guest Shell からアプリケーションを永続的に起動する手順
	ゲスト シェルでのサンプル アプリケーション
	Guest Shell に関する問題のトラブルシューティング

	Broadcom シェル
	Broadcom シェルについて
	注意事項と制約事項
	Broadcom シェル（bcm-shell）へのアクセス
	CLI API を使用した bcm-shell へのアクセス
	ファブリック モジュールのネイティブ bcm-shell へのアクセス
	ラインカードの bcm-shell へのアクセス

	Broadcom シェル コマンドの例
	L2 エントリの表示
	FM および LC ASIC インスタンスからのルーティング情報の表示
	スパニング ツリー グループ エントリの表示
	インターフェイス xe0 の T2 カウンタの表示
	L3 情報の表示


	Python API
	Python の使用
	Cisco Python パッケージ
	CLI コマンド API の使用
	CLI からの Python インタープリタの呼び出し
	表示フォーマット
	非インタラクティブ Python
	Embedded Event Manager でのスクリプトの実行
	Cisco NX-OS ネットワーク インターフェイスとの Python 統合
	Python による Cisco NX-OS セキュリティ
	セキュリティとユーザー権限の例
	スケジューラでスクリプトを実行する例



	tcl によるスクリプティング
	Tcl について
	注意事項と制約事項
	tclsh コマンドのヘルプ
	tclsh コマンドの履歴
	tclsh のタブ補完
	tclsh の CLI コマンド
	tclsh コマンドの区切り
	tcl 変数
	tclquit
	Tclsh セキュリティ

	Tclsh コマンドの実行
	Tclsh コマンドからの Cisco NX-OS モード間の移動
	tcl の参照

	iPXE
	iPXE について
	ネットブート要件
	iPXE に関する注意事項と制限事項
	ブート モードの構成
	ブート順の構成の確認

	カーネル スタック
	カーネル スタックについて
	注意事項と制約事項
	ポート範囲の変更
	kstack を使用した VXLAN について
	kstack のための VXLAN のセットアップ
	kstack での VXLAN のトラブルシューティング

	ネットデバイスのプロパティの変更


	アプリケーション
	サードパーティ製アプリケーション
	サードパーティ製アプリケーションについて
	注意事項と制約事項
	Python2 および依存パッケージのインストール
	サードパーティのネイティブ RPM/パッケージのインストール
	永続的なサードパーティ RPM
	VSH からの RPM のインストール
	パッケージの追加
	パッケージのアクティブ化
	パッケージの非アクティブ化
	パッケージの削除
	インストール済みパッケージの表示
	詳細ログの表示
	パッケージのアップグレード
	パッケージのダウングレード

	サードパーティ製アプリケーション
	NX-OS
	DevOps 構成管理ツール
	V9K
	自動化ツールの教育コンテンツ
	collectd
	Ganglia
	Iperf
	LLDP
	Nagios
	OpenSSH
	Quagga
	スプランク
	tcollector
	tcpdump
	TShark
	サードパーティ製アプリケーション（TPA）のホスティング
	コンテナベースのサードパーティ アプリケーション（TPA）ホスティングの仕組み
	注意事項と制約事項
	サードパーティ製アプリケーション（TPA）コンテナ ホスティングの構成
	サードパーティ製アプリケーション（TPA）コンテナ ホスティングの確認



	Cisco NX-OS での Ansible の使用
	前提条件
	アンシブルについて
	Cisco Ansible モジュール

	Puppet Agent
	Puppet について
	前提条件
	Puppet エージェント NX-OS 環境
	ciscopuppet モジュール

	Cisco NX-OS でのシェフ クライアントの使用
	シェフについて
	前提条件
	Chef クライアント NX-OS 環境
	cisco-cookbook

	Nexus アプリケーション開発：Yocto
	Yocto について
	Yocto のインストール

	Nexus アプリケーション開発：SDK
	Cisco SDK について
	SDK のインストール
	インストールと環境の初期化の手順
	SDK を使用したアプリケーションの構築
	RPM を使用したアプリケーションのパッケージ化
	RPM ビルド環境の作成
	一般的な RPM ビルド手順の使用
	オプションのプラグインを使用しない collectd RPM の構築例
	オプションの Curl プラグインを使用した collectd の RPM のビルド例

	NX-SDK
	NX-SDK について
	Go バインディングに関する考慮事項

	オンボックス（ローカル）アプリケーションについて
	デフォルト Docker イメージ
	NX-SDK に関する注意事項と制限事項
	NX-SDK2.0 について
	NX-SDK2.5 について
	リモート アプリケーションについて
	NX-SDK セキュリティ
	NX SDK 2.0 のセキュリティ プロファイル

	Cisco NX-OS での Docker の使用
	Cisco NX-OS での Docker について
	Docker の注意事項と制限事項
	Cisco NX-OS 内で Docker コンテナを設定するための前提条件
	Docker デーモンの開始
	自動的に起動するように Docker を構成する
	Docker コンテナの開始: ホスト ネットワーク モデル
	Docker コンテナの開始: ブリッジ型ネットワーク モデル
	Docker コンテナでのブートフラッシュおよび揮発性パーティションのマウント
	拡張 ISSU スイッチオーバーでの Docker デーモンの永続性の有効化
	Cisco Nexus Platform Switches Switchover 時に Docker デーモンの永続性を有効にする
	Docker ストレージ バックエンドのサイズ変更
	Docker デーモンの停止
	Docker コンテナ セキュリティ
	ユーザー[名前空間（namespace）]の分離による Docker コンテナの保護
	cgroup パーティションの移動

	Docker のトラブルシューティング
	Docker の起動が機能不全になる
	ストレージが不足しているため、Docker が起動に失敗する
	Docker Hub からのイメージのプルの失敗（509 証明書失効 エラー メッセージ）
	Docker Hub からのイメージのプルの失敗（クライアント タイムアウト エラー メッセージ）
	スイッチのリロードまたはスイッチオーバーで Docker デーモンまたはコンテナが実行されない
	Docker ストレージ バックエンドのサイズ変更が失敗する
	Docker コンテナがポートで着信トラフィックを受信しない
	Docker コンテナでデータ ポートと / または管理インターフェイスを表示できません
	一般的なトラブルシューティングのヒント



	アプリケーション ホスティング
	アプリケーション ホスティング
	アプリケーション ホスティングの注意事項と制限事項
	アプリケーション ホスティングに関する情報
	アプリケーション ホスティングの必要性
	アプリケーション ホスティングの概要

	アプリケーション ホスティングの設定方法
	アプリケーション ホスティング機能の有効化
	アプリケーション ホスティング ブリッジ接続の設定
	アプリケーションのライフサイクル
	アプリケーションのアップグレード
	Docker ランタイムオプションの設定
	管理インターフェイスでのアプリケーション ホスティングの構成
	アプリケーションのリソース設定の上書き
	高度なアプリケーション ホスティング機能

	アプリケーション データのコピー
	アプリケーション データの削除
	アプリケーション ホスティング設定の確認
	アプリケーション ホスティングの設定例
	例：AppHosting 機能の有効化
	例：アプリケーション ホスティング ブリッジ接続の構成
	例：Docker ランタイムオプションの設定
	例：管理インターフェイスでのアプリケーション ホスティングの構成
	例：アプリケーションのリソース設定の上書き

	その他の参考資料
	アプリケーション ホスティングに関する機能情報

	ThousandEyes Enterprise Agent
	ThousandEyes Enterprise Agent の概要
	ThousandEyes Enterprise Agent の前提条件
	ThousandEyes Enterprise Agent に必要なリソース
	ThousandEyes Enterprise Agent のインストール
	注意事項と制約事項
	ThousandEyes Enterprise Agent のアプリケーション ホスティングの構成
	ThousandEyes Enterprise Agent のインストール

	ThousandEyes Enterprise Agent の構成例
	例：ThousandEyes Enterprise Agent のインストール
	ThousandEyes Enterprise Agent の設定例



	NX-API
	NX-API CLI
	NX-API CLI について
	注意事項と制約事項
	転送
	メッセージ形式
	セキュリティ

	NX-API CLI の使用
	NX-API で権限を root にエスカレーションする
	NX-API 管理コマンド
	NX-API を使用したインタラクティブ コマンドの操作
	NX-API クライアント認証
	NX-API クライアント基本認証
	NX-API のクライアント証明書認証
	注意事項と制約事項
	NX-API のクライアント証明書認証の前提条件
	NX-API クライアント証明書認証の構成
	証明書認証用の Python スクリプトの例
	cURL 証明書要求の例
	証明書認証の検証

	NX-API リクエスト要素
	NX-API 応答要素
	NX-API へのアクセスの制限
	iptable の更新
	リロード間で Iptable を永続化する


	カーネル スタック ACL
	NX-API 応答コードの表
	JSON および XML 構造化出力
	JSON の概要（JavaScript オブジェクト表記）
	XML および JSON 出力の例

	サンプル NX-API スクリプト

	NX-API REST
	NX-API REST について
	REST による DME 設定の置換
	REST Put による DME フル構成置換について
	注意事項と制約事項
	REST POST によるプロパティレベルの構成置換
	REST PUT による機能レベルの構成置換
	REST PUT の構成置換のトラブルシューティング


	NX-API 開発者サンドボックス
	NX-API 開発者サンドボックス: 9.2（2）より前の NX-OS リリース
	About the NX-API デベロッパー サンドボックス
	注意事項と制約事項
	メッセージ フォーマットとコマンド タイプの構成
	デベロッパー サンドボックスを使用
	デベロッパー サンドボックスを使用して CLI コマンドを REST ペイロードに変換する
	デベロッパー サンドボックスを使用した REST ペイロードから CLI コマンドへの変換


	NX-API 開発者サンドボックス：NX-OS リリース 9.2（2）以降
	About the NX-API デベロッパー サンドボックス
	注意事項と制約事項
	メッセージ フォーマットと入力タイプの構成
	デベロッパー サンドボックスを使用
	デベロッパー サンドボックスを使用して CLI コマンドを REST ペイロードに変換する
	デベロッパー サンドボックスを使用した REST ペイロードから CLI コマンドへの変換
	デベロッパー サンドボックスを使用して RESTCONF から json または XML に変換する




	モデル駆動型プログラマビリティ
	概要
	モデル駆動型プログラマビリティについて
	プログラム可能なインターフェイス インフラストラクチャについて
	NX-OS プログラマビリティエージェント
	NX-OS オブザーバビリティエージェント
	モデル インフラストラクチャ
	ネイティブ（デバイス）YANG モデル
	共通（OpenConfig）YANG モデル
	その他の YANG 関連資料


	元の YANG と OpenConfig YANG
	YANG について
	Cisco デバイス YANG
	注意事項と制約事項
	DME からデバイス YANG への移行
	OpenConfig YANG について
	注意事項と制約事項
	OpenConfig パス
	ハイスケールデータに関するガイドラインと制約事項
	OpenConfig サポートの構成

	YANG バージョンのアップグレードまたはダウングレード
	YANG 向けの RBAC
	注意事項と制約事項
	YANG RBAC の構成
	YANG のトラブルシューティング

	NETCONF エージェント
	NETCONF エージェントについて
	マニュアルの変更履歴
	NETCONF に関する注意事項と制限事項
	NETCONF エージェントの構成
	SSH を介する NETCONF エージェントの構成
	TLS を介する NETCONF エージェントの構成
	キー/証明書の生成の例


	NETCONF セッションの管理
	セッションの開始
	セッションの終了

	NETCONF Get / Set
	NETCONF 通知
	NETCONF 通知について
	機能交換
	イベント ストリームの検出
	サブスクリプションの作成
	通知を受け取る
	サブスクリプションの終了

	NETCONF デバイス YANG RPC
	NETCONF のモデル駆動型 RPC について
	ネイティブデバイス RPC の例

	Netconf クライアントの例
	サンドボックスを使用した NETCONF ペイロードの生成
	ncclient を使用した Cisco NX-OS の接続
	構成データの入手
	実行構成と運用データの取得
	新しい構成の作成
	構成の削除

	NETCONF エージェントのトラブルシューティング
	機能ステータスの確認
	接続性の確認
	TLS を確認
	NETCONF エージェントのアカウンティング ログ

	NETCONF 明示モードについて
	注意事項と制約事項
	NETCONF 明示モードの Get/Set
	CLI を使用して構成を追加する

	RESTCONF エージェント
	RESTCONF エージェントについて
	注意事項と制約事項
	RESTCONF エージェントの設定
	RESTCONF セッションの管理
	RESTCONT Get / Set
	RESTCONF デバイス YANG RPC
	RESTCONF の操作コマンドについて
	デバイス YANG RPC の例

	RESTCONF エージェントのトラブルシューティング

	gRPC エージェント
	gRPC エージェントについて
	gRPC エージェントに関するガイドラインと制限事項
	gRPC エージェントの構成
	gRPC の構成
	キー/証明書の生成

	gRPC クライアント証明書認証の構成
	gRPC クライアント証明書認証の構成
	GRPC 向けの NGINX プロキシの構成

	障害対応
	機能ステータスの確認
	接続性の確認


	gNMI：管理インターフェイス
	gNMI について
	gNMI に関する注意事項と制限事項
	gNMI の構成
	gNMI オプションの構成

	gNMI RPC
	Get について
	Set について
	Set の拡張機能
	拡張の Confirm-Commit
	Confirm-Commit のガイドラインと制限事項
	コマンドの表示


	登録について
	カスタム Syslog ストリームの登録について
	gNMI のトラブルシューティング
	gRPC コマンドの構成例
	デバッグ ログの収集
	gNMI のアカウンティング ログ

	gNOI：操作インターフェイス
	gNOI について
	gNOI のガイドラインと制限事項
	gNOI の構成
	System .Proto
	SetPackage
	SetPackage のガイドラインと制約事項
	RPC オプション


	OS .Proto
	Cert .Proto
	ファイル proto
	Put
	Factory Reset .Proto
	FactoryReset

	Containerz .Proto
	gNOI のトラブルシューティング
	gNOI のデバッグ
	show コマンド
	出力例
	Bash コマンド
	デバッグ ログの収集


	gRPC トンネル
	gRPC トンネルについて
	注意事項と制約事項
	トピック 2.1

	gRPC トンネルの設定
	認証なしの gRPC トンネルの構成
	トラストポイントを使用した gRPC トンネルの構成
	VRF による gRPC トンネルの構成

	障害対応

	テレメトリ
	テレメトリについて
	テレメトリのコンポーネントと用語
	テレメトリ プロセスの高可用性
	テレメトリのライセンス要件
	テレメトリの注意事項と制限事項
	CLI を使用したテレメトリの構成
	CLI による構成
	YANG パスの頻度の設定
	CLI を使用したテレメトリの構成例
	Telemetry Merge サブスクリプションの構成例
	テレメトリの構成と統計情報の表示

	NX-API を使用したテレメトリの構成
	DME のテレメトリ モデル
	NX- API を使用した構成
	NX-API を使用したテレメトリの構成例
	マルチキャスト フロー パスの可視性

	クラウド スケール ソフトウェア テレメトリ
	クラウド スケール ソフトウェア テレメトリについて
	Cloud Scale ソフトウェア テレメトリ メッセージの形式
	クラウド スケール ソフトウェア テレメトリの注意事項と制限事項

	テレメトリ パス ラベル
	テレメトリ パス ラベルについて
	データの投票またはイベントの受信
	パス ラベル注意事項と制約事項
	データまたはイベントをポーリングするためのインターフェイス パスの構成
	非ゼロ カウンタのインターフェイス パスの構成
	動作速度のインターフェイス パスの構成
	複数のクエリによるインターフェイス パスの構成
	データまたはイベントをポーリングするための環境パスの構成
	電力使用量トラッキング機能の有効化
	電力消費履歴の表示

	イベントまたはデータをポーリングするためのリソース パスの構成
	イベントまたはデータをポーリングするための VXLAN パスの構成
	パス ラベル 構成 を確認
	パス ラベル情報の表示

	ネイティブ データ送信元パス
	ネイティブ データ送信元パスについて
	ネイティブ データ送信元パス用にストリーミングされるテレメトリ データ
	注意事項と制約事項
	ルーティング情報のネイティブ データ送信元パスの構成
	MAC 情報のネイティブ データ送信元パスの構成
	すべての MAC 情報のネイティブデータ送信元パスの構成
	IP 隣接のネイティブ データ パスの構成
	ネイティブ データ ソース パス情報の表示

	ストリーミング Syslog
	テレメトリ用のストリーミング Syslog について
	syslog 情報のための YANG データ ソース パスの構成
	Syslog パスのテレメトリ データ ストリーミング

	テレメトリのトラブルシューティング
	テレメトリ ログとトレース情報の表示
	その他の参考資料


	診断と有用性
	診断と有用性について
	コマンドの表示
	デバッグ ログ
	プログラマビリティ エージェント ログ
	YANG インフラログ
	DME ログ
	CLI を使用したログ構成の变更

	診断の提案
	マニュアルの変更履歴


	XML 管理インターフェイス
	XML 管理インターフェイス
	XML 管理インターフェイスについて
	XML 管理インターフェイスについての情報
	NETCONF レイヤ
	SSH xmlagent


	XML 管理インターフェイスのライセンス要件
	XML 管理インターフェイスを使用するための前提条件
	XML 管理インターフェイスを使用
	CLI による SSH および XML サーバー オプションの構成
	SSHv2 セッションの開始
	hello メッセージの送信
	XML スキーマ定義（XSD）ファイルの取得
	XML ドキュメントを XML サーバに送信する
	NETCONF XML インスタンスの作成
	RPC リクエスト タグ
	NETCONF 動作タグ
	デバイスタグ

	拡張された NETCONF の操作
	NETCONF 応答
	RPC 応答タグ
	データ タグにカプセル化されたタグの解釈


	サンプル XML インスタンスに関する情報
	XML インスタンスの例
	NETCONF クロース セッション インスタンス
	NETCONF 強制終了セッション インスタンス
	NETCONF での構成インスタンスのコピー
	NETCONF Edit Config インスタンス
	NETCONF の Get 構成インスタンス
	NETCONF ロック インスタンス
	NETCONF ロック解除インスタンス
	NETCONF コミット インスタンス：候補構成機能
	NETCONF 確認済みコミット インスタンス
	NETCONF Rollback-On-Error インスタンス
	NETCONF 検証機能インスタンス


	その他の参考資料


	ストリーミング テレメトリの送信元
	ストリーミング テレメトリについて
	注意事項と制約事項
	テレメトリで利用可能なデータ

	Websocket サブスクリプション
	WebSocket サブスクリプション

	プログラマビリティに関する RFC
	プログラマビリティに関する RFC

	索引

