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router bgp as-num
address-family 12vpn evpn
maximum-paths number
additional-paths send
additional-paths receive

2. BGW T% L3VNIVRF O /LF X2 EHE LFET,

vrf evpn-tenant-00001
address-family ipv4 unicast
maximum-paths 64
address-family ipv6 unicast
maximum-paths 64

3. Jb— K H—NIZBGPEM 2 ZEWHLET,

router bgp as-num
address-family 12vpn evpn
retain route-target all
additional-paths send
additional-paths receive
additional-paths selection route-map name
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set path-selection all advertise
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router bgp as-num
address-family 12vpn evpn
maximum-paths number
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2. BGW T# L3VNIVRF O /L F 2 ZHELET,

vrf evpn-tenant-00001

address-family ipv4 unicast

maximum-paths 64

address-family ipv6 unicast

maximum-paths 64
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1. configureterminal

2. [no] featuretunnel-encryption

3. [no] tunnel-encryption source-inter face loopback number

4. tunne-encryptionicv

5. (fE) copy running-config startup-config
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FIE

AT RFERIEFTFZII Y

=)

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Jua— VB EE— REBBLET,

ATvT2

[no] feature tunnel-encryption

1

switch(config)# feature tunnel-encryption

CloudSec VXLAN EVPN kR VEE k2GRN L
F9,

ATvT3

[no] tunnel-encryption source-inter face loopback
number
{5

switch (config) # tunnel-encryption source-interface|
loopback 2
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switch(config)# tunnel-encryption icv

ATv 75| ({£E) copy running-config startup-config Fifrar74Xal—vark, AX—FTv7 2
1 Y74 FXalb—vavilar—LFET,

switch (config)# copy running-config startup-config
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configureterminal
[no] key chain name tunnel-encryption
[no] key key-id
[no] key-octet-string octet-string cryptogr aphic-algorithm {AES 128 CMAC |AES 256 CMAC}
[no] send-lifetime start-time duration duration
(f£7) show key chain name
(f£#&) copy running-config startup-config
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FlE
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R 7w 71 |configureterminal su— L Ay 7 4 ¥ ab—3i gy E— NE Bk
fi LET
switch# configure terminal
switch (config) #

R T 7 2|[no] key chain name tunnel-encryption CloudSec % —F = — > Z{Ek L T CloudSec & —"
i - Ty FERFFL, PR SR —F = — U RRE

— K Ly
switch (config)# key chain kcl tunnel-encryption Tt }\%?EﬂﬁDIJEEﬁfO
switch (config-tunnelencryptkeychain) #

A7 73 |[no] key key-id CloudSec ¥ —%AEfk L. I RAMG ¥ —FEE—
i - RZaBiba LEd, #IZ1-324277 v T, &K
switch (config-tunnelencryptkeychain)# key 2000 YA XL 64 TT
switch (config-tunnelencryptkeychain-tunnelencryptkey) # GE)

F— OB T T T2 0 A,

Z 5 v 7 4 | [no] key-octet-string octet-string ZOF—Doctet 2 Y >/ EFE LET, odetsring
cryptographic-algorithm {AES 128 CMAC | BIEICIE. K 64 CFD 16 EHCTF A G D 2k
AES 256 CMAC} BTEET, octet F—INEFTZ Ly a— NSNRBTE
il - B, 7 VT 7% A OF—|L show running-config
switch (config-tunnelencryptkeychain-tunnelencryptkey) # tunnel -encryption avy RO Hjjj a:%ﬁ—\‘ SV LES NEW.VR
key-octet-string abcdef0123456789%abcdef0123456789
abcdef0123456789%abcdef0123456789
cryptographic-algorithm AES 256 CMAC

2w 75 |[no] send-lifetime start-time duration duration F—DEETATEALEZRELET, T 74/ 5
i - THL 773 A BRG] 2 UTC & L TR T
switch (config-tunnelencryptkeychain-tunnelencryptkey) #| start-time 5|33, ¥ —MNT7 7T 4 72/ b AT
send-lifetime 00:00:00 May 06 2020 duration . % = ol N
ena F. duration 31T A 7 44 AORS (B) T

HPHIX 1800—2147483646 b (K9684F) T,

ATw 76| ({E&E) showkey chain name X—Fx—rORELFRALET,

i) :
switch (config-tunnelencryptkeychain-tunnelencryptkey) #
show key chain kcl

AT 71| ({E&E) copy running-config startup-config FIFar 74 X¥al—ark, AF—FT v a
Bl - Y74 Fal—variiar—LET,
switch (config-tunnelencryptkeychain-tunnelencryptkey) #
copy running-config startup-config
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CiscoNX-OS 7 /3A AL N T A RARA > b CA ZBEAHT 208238 W £7°, CiscoNX-0S 11,
RSA 7/ TV AL IOECC (224 BLU521 B ) 73U RAGEHEA S R— K LE
9, b T A MKRA > b FE72IE Secure Unique Device Identifier (SUDI) % cloudsec (Z B At %
WX, WOFIREZFETLES, 2—F—F, kOWTUrDa~vy REFETTLLERS Y £

D

48 HHEIIZ
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NTARKRA L bR L, AR7REHEL A VA b=V F 21T A VR — F 95 HEICONT

X, PKI DR 2L TIES0,
FleDHE
1. tunnel-encryption pki trustpoint name
2. tunnel-encryption pki sudi name
Flgn 4
FIE

A RFERIEFT7II Y

=)

ATy T

tunnel-encryption pki trustpoint name
i :

switch# tunnel-encryption pki trustpoint myCA 2K
switch (config) #

NZANKRA L N2 T T KXo T ¢ IZBEES
FET, E£2F. AT v 20av s FEETLE
T, T—X T T4 BRI ENDTH, TR
FRA YV N TV OENRERITEITTEERA,

ATy T2

tunnel-encryption pki sudi name
1 -

switch(config)# tunnel-encryption pki sudi
switch (config-trustpoint) #

SUDI #7277 v K t%=a VT ¢ IZBEEMITET,

(6=3))

Cisco 7 73A AIZIL, Secure Unique Device Identifier
(SUDD RERAE: & FHEILD — B OB TR H Y
To ZON—FU=TFEHFRL. AT v 710K

DIZHIHATE LT,
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FIEOHE

1. tunnel-encryption pki source-interface loopback
2. tunne-encryption pki source-interface cloudsec-loopback

F IR D %

FIR

ARV RFEEETIa Y B

R w 71 | tunne-encryption pki source-interface loopback ERIDON—T I3y 7 R LUET, F-1%, AT v
15“ : 702 0):"7?/ F%%?ﬁ‘bijﬁo

switch# tunnel-encryption pki source-interface
loopback0
switch (config) #

Z v 7 2 | tunnel-encryption pki sour ce-inter face cloudsec EETCA v X —T = A A )L—TF v 7 L[d]
cloudsec-loopback C—T Ry 7 2fHLET,
1

switch (config)# tunnel-encryption pki
source-interface cloudsec-loopback

CloudSec R!') —MNEFE

WIRABNRTG A=A L THEED CloudSec R Y > —Z B CxF£4, LrL, 1 0DA
H—=T 2 A ATT I T4 TIZTELRY) =11 OOHRTT,

1R BHHEIIZ
CloudSec #fEFH L7t % =7 VXLANEVPN = /LT A FBENZ/2 - TWB I L AR LE
j—o

FIEDHEE

1. configureterminal

2.  (f£&) [no] tunnel-encryption must-secure-policy
3. [no] tunnel-encryption policy name

4. (f£&) [no] cipher-suite name

5. ({£&) [no]window-size number

6. ({£&) [no] sak-rekey-timetime

7. ({E#&) show tunne-encryption policy
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8. ({£&) copy running-config startup-config
FlED F#HH
Fa
ARV FERET7IVa Y By
R w 71 | configureterminal Ja— N LEREE— REBBLET,
1 -
switch# configure terminal
switch (config) #
ATFwv 72| ({EE) [no]tunne-encryption must-secure-policy |H5 = b STV y b3k v g DR %
i - ML TEEENRNE S ICLET, CloudSec ~ v
N , , H—H Ak LWy NI Fay 7 anEd,
switch(config)# tunnel-encryption
must-secure-policy Y ]\@ no ﬂéiﬁli\ H%%{l:éﬂ“(b\?@tb\ }\
T 747 &FFAILE T, CloudSec FEXFIEH A R
5 CloudSec Xttt A R ~DOBITHIZOA, KF{b S
NTWRWNT T 4 w7 AT HZEEaRBEOL
*9, 774/ b TiL, CloudSec #fEHT D ¥ =
772 VXLANEVPN v L F %A ME X% =27 £—
RCEIET B Z & DBMETT,
Z 5w 7 3| [no] tunnel-encryption policy name CloudSec R U > —ZAER L £7,
1
switch (config)# tunnel-encryption policy pl
switch (config-tunenc-policy) #
ATw 74| (f£E) [no]cipher-suite name GCM-AES-XPN-128 % 72 1% GCM-AES-XPN-256 D>
i - TN ERELET, 7 74/ Mal
) , , , , GCM-AES-XPN-256 ¢,
switch (config-tunenc-policy)# cipher-suite
GCM-AES-XPN-256
ATwv 75| ({£E) [no] window-size number AVE=T oA ARRESNTCT 42 R P A XFK
- WOy N EZIFANRNL DI, HEREY 1
t ot iant ey # windouoos YRUAEBRGELET, AT 134217728—1073741823
SW1TC conrig—-tunenc-polic wlnaow—-slze N
134217728 B e PRy N CTT, T 7 4V MEIL 268435456 T9,
ATw 76| (f£&E) [no]sak-rekey-timetime SAK F— Ak A& i 3 2 i) 2 FP B TR e L
- T, Zoav s REHFALT, TyvardF—%F
swi.tch(confi -tunenc-policy)# sak-rekey-time 180 {EUﬂﬁEfOCH#FHﬁFEﬁB%a:%ET%i‘g‘o ﬁﬁf&%ﬁai
7 potrey Y 1800 ~ 2592000 £ T4, 77 4 /L MiIZdh 0 £
No TRTOETIZHA U X —FEREEEHT 2 2
EERHEREL T,
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CloudSec £ 7 DEXE .

ARV RFERET7TIV3 Y B#)
ATy F1| ({£E) show tunne-encryption policy CloudSec ARV > —i&EL R R LET,
{1 -

switch (config-tunenc-policy)# show
tunnel-encryption policy

AT 78| ({£E) copy running-config startup-config F{Tar74¥al—vark, AA—F T v T3
I - Y74 F¥ a2l —varilar—LET,

switch (config-tunenc-policy)# copy running-config
startup-config

RDHBERY
CloudSec VXLAN EVPN k> RV S LT 3 E L £ 7,

CloudSec E7 DX FE
ZOEX, WONKTHERINTWET,

CloudSec E 7 D& FE
CloudSec 7 Z3RETE £,

1R BRI
CloudSec #fH L7=t % = 772 VXLAN EVPN < /L F %A1 L

FIEDHE
1. configureterminal
2. [no] tunne-encryption peer-ip peer-ip-address
3. [no] keychain name policy name
4. pki policy policy name
FIED %
FIE
ARV KRFERRETI a3y B
R w 71 | configureterminal ra—x)L a7 4 ¥l — gy F— N2t
1 - LETS
switch# configure terminal
switch (config) #
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ARV RFERETIVa Y ]3]

Z v 72 |[no] tunnel-encryption peer-ip peer-ip-address E7 ONVE EETA v X —T 24 ADIP 7 KL &
il ZiEELET,
switch(config)# tunnel-encryption peer-ip
33.1.33.33

Z 7 7 3 | [no] keychain name policy name CloudSec BT ICHY v —% T4 v F LET, AT v
i - T4x, ZOAT v TOROYICHEATE XY,
switch(config)# keychain kcl policy pl

AT 7 4| pki policy policy name PKI 2 L TETIZ cloudsec RV v —%& 7T % v F
15“ : l/fl/\ij—o

switch (config) # pki policy pl

RDBERY
TV A H—T A AT CloudSec VXLAN EVPN b v RIS BAL 2 3% E L £,

DCI 7w J'1) % T CloudSec % & L 7=tz % 1 7 % VXLAN EVPN < )L
FHA bER/ANT D

FT_THODCI 7 v 7V 7 TCloudSec #fiH L T =772 VXLAN EVPN v /L FH A %
BHINZT HICiE, ROFNRICHENE T,

GE) ZOREF, VAV 2AR—RMIITEATE EFE A,

GE)  CloudSec NEMEFDODCIT v 7V 7 @A -idHbkREnd ., Vo on 7oy 7 LET,
Vo RERMAZ T LTmEFIRBR[BENRS A 720, BRENR 7T v ThHD EIXRED F

A,
1R BHIIZ
CloudSec #fEH L7t % =7 VXLANEVPN = /LT W% A " BENNZ /2> TWA I L AR LE
j—o

FIRDOHE

1. configureterminal
2. [no]interface ethernet port/slot
3. [no] tunnel-encryption
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F IR D

FIE

CloudSec %I L=t %2 7% VXLANEVPN T LF 41 + ]

ARV RFERFTIaY

B8

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ta—N)L ar 74X alb—ay T— NEBth
Li‘a—‘o

ATy T2

[no] interface ethernet port/dot

1 -

switch(config)# interface ethernet 1/1
switch (config-if) #

AH =T =2 AFREE— FEBBLET,

ATvT3

[no] tunnel-encryption

1

switch(config-if)# tunnel-encryption

JBELEA Y H—7 A A TCloudSec Zf#HH L Tk
% =2 772 VXLAN EVPN < L F %A R &A% LE
7,

CloudSec Z{# M L 7=tz % 2 7 7% VXLAN EVPN < )L FH 4

~

CloudSec SR EIHFHRZHEHA L TEF 2772 VXLANEVPN w /L F VA hEZFRTHIZIE, LFD

BRI DTN RITLET,

avU kR

Sl

show tunnel-encryption info global

CloudSec Zffifl L 7=t % = 7 72 VXLAN EVPN
< NVFHA NOBREFRER R LET,

show tunnel-encryption policy [policy-name] | £55E® CloudSec A U ¥ —F 72139 TD

CloudSec NV v —DERELFRLET,

peer-ip-address] [detail]

show tunnel-encryption session [peer-ip

TV RARA U MEOE®EY g R F T 0
9 Y. CloudSec v = VBT 51
HAEFRRLET,

show running-config tunnel-encryption

CloudSec Zffifl L 7=t % = 7 72 VXLAN EVPN
< NVTF YA NOFEITHOREREF T LET,

show bgp ipv4 unicast ip-address

BGP L — F D b RBEEALEHR A £R L E
_a—o
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avy kR

S

show bgp [2vpn evpn

LA¥2VPNEVPN 7 FL 2 757 U Lb—
TAYT T MEREFRRLET,

show ip route ip-address vrf vrf

VRF V— h&FIRLET,

show [2route evpn mac evi evi

LAY 20— MERZERLET,

show nve inter face interface detail

NVEA v & —T7 A4 ADFEMEFR T LET,

show running-config rpm

FITHORETHF— TFANERRLET,
Gx)

key-chain tunnelencrypt-psk no-show =~ > N

FEATTHANCa~v REANTHE, F—

T H A MIFEATHORE THIRICRY 7
(TA&ZYRAI7£1E) , reload ascii F 7213

configreplace=~ > REANTHE, F—7

F A MIFEATH ORI OEME SN E T,

show running-config cert-enroll

R ARRA L B EF—_T O AFTL
\i—g—o

show crypto ca certificates <trustpoint_label>

KZARKRA > FOFEHEONEEZERLE
T

W’ OFITIL, CloudSec Z{HH L7-t % = 772 VXLANEVPN = /L FH A FOREFREFR L

ﬂino

switch# show tunnel-encryption info global
Global Policy Mode: Must-Secure

SCI list:
No. of Active Peers L

/N

0000.0000.0001.0002 0000.0000.0001.0004

RESNTWVDTRTOD CloudSec RV > —&2F -+ 262~ LET, HAIDIE, FKR

Vo —0Ds, Ua v Ry ¥4 X BEOSAK FalfTRHIAFR RSN ET,

switch# show tunnel-encryption policy

Tunnel-Encryption Policy Cipher Window SAK Rekey time
cloudsec GCM-AES-XPN-256 134217728 1800

pl GCM-AES-XPN-256 1073741823
system-default-tunenc-policy GCM-AES-XPN-256 268435456

WOHITiL, CloudSec & a ANZBTAFHREFRLET, HAOKIE, E7OIPT FLX
LRY — fFEHARERF—Fx—r, BIOE Yy arBEFa T E )R RENET,

switch# show tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus
33.1.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
33.2.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
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33.3.33.33 pl kcl Secure (AN: 0) Secure (AN: 2)
44.1.44.44 pl kcl Secure (AN: 0) Secure (AN: 0
44 .2.44 .44 pl kcl Secure (AN: 0) Secure (AN: 0

WOHNT., PKIGEBHE R 2 FARA > Mo < Cloudseec &y v a NI TABEREZFR L

TVhET,

switch# sh tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain
RxStatus TxStatus

20.20.20.2 pl PKI: myCA (RSA)
Secure (AN: 0) Secure (AN: 0)

32.11.11.4 pl PKI: myCA (RSA)
Secure (AN: 0) Secure (AN: 0)

wIZ. BGP L— R D k2 X AREBALIEROFIZ R LET,

switch# show bgp ipv4 unicast 199.199.199.199 [] Source-loopback configured on peer BGW
for CloudSec

BGP routing table information for VRF default, address family IPv4 Unicast

BGP routing table entry for 199.199.199.199/32, version 109

Paths: (1 available, best #1)

Flags: (0x800800la) (high32 0x000200) on xmit-list, is in urib, is best urib route, is
in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop, in rib
AS-Path: 1000 200 , path sourced external to AS
89.89.89.89 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Tunnel Encapsulation attribute: Length 120

Path-id 1 advertised to peers:
2.2.2.2

WOHNL, MAC BMERR ESLIZERHR SN TWANE I NE R L TVET,

switch (config) # show bgp 1l2vpn evpn 0012.0100.000a

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 110.110.110.110:32876

BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[0]:[0.0.0.0]/216, version
13198

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 12rib/evpn, is not in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109
AS-Path: 1000 200 , path sourced external to AS
10.10.10.10 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight 0
Received label 10109
Extcommunity: RT:100:10109 ENCAP:8
ESI: 0300.0000.0000.0200.0309

Path-id 1 not advertised to any peer

Route Distinguisher: 199.199.199.199:32876
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BGP routing table entry for [2]:[0]:[0]:[48]:[0012.0100.000a]:[(0]7:[0.0.0.0]1/216, version
24823

Paths: (1 available, best #1)

Flags: (0x000202) (high32 00000000) on xmit-list, is not in 12rib/evpn, is not in HW

Multipath: eBGP

Advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop
Imported to 1 destination(s)
Imported paths list: 12-10109
AS-Path: 1000 200 , path sourced external to AS
9.9.9.9 (metric 0) from 89.89.89.89 (89.89.89.89)
Origin IGP, MED not set, localpref 100, weight O
Received label 10109
Extcommunity: RT:100:10109 ENCAP:8
ESI: 0300.0000.0000.0200.0309

Path-id 1 not advertised to any peer

Wiz, VE—F A FMBZ(ELTZ EVPN Z A 7 5 )b— M HIC/ERL &7z ECMP Oz~ L
i‘j‘o

switch (config)# show ip route 205.205.205.9 vrf vrf903
IP Route Table for VRF "vrfo03"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

205.205.205.9/32, ubest/mbest: 2/0
*via 9.9.9.9%default, [20/0], 11:06:32, bgp-100, external, tag 1000, segid: 900003
tunnelid: 0x9090909 encap: VXLAN

*via 10.10.10.10%default, [20/0], 3d05h, bgp-100, external, tag 1000, segid: 900003
tunnelid: OxaOaOaOa encap: VXLAN

wOBNL, VE—b ¥ A F255{E L7 MAC IZ ESI X— 2D MAC ¥ /LF RNARHKESINT
WHMNEIMERLTHVET,

CiscoNX-0S U U —Z 10.53)F LAFE, TVULfFE R T A MRy T EIERFRVNL 7 7 7K D K
INTBMEHE Lz, ®FR VNI OHE, 775 71X EAD & PLORYT A KKy 7T D—
HELTERRENETEA,

switch# show l2route evpn mac evi 109 mac 0012.0100.000a detail

Flags - (Rmac) :Router MAC (Stt):Static (L) :Local (R):Remote (V):vPC link
(Dup) :Duplicate (Spl) :Split (Rcv) :Recv (AD) :Auto-Delete (D) :Del Pending
(S) :Stale (C):Clear, (Ps):Peer Sync (O):Re-Originated (Nho) :NH-Override
(Pf) :Permanently-Frozen, (Orp): Orphan

Topology Mac Address Prod Flags Seq No Next-Hops

109 0012.0100.000a BGP Rcv 0 5.5.5.5 (Label:
20000) (Flags: Asy)
6.6.6.6 (Label:
10000) (Flags: Asy)
Route Resolution Type: ESI
Forwarding State: Resolved (PL)
Resultant PL: 5.5.5.5 (Label: 20000) (Flags: Asy)
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6.6.6.6 (Label: 10000) (Flags: Asy)
Sent To: L2FM
ESI : 0300.0000.0000.0200.0309
Encap: 1

WL, PIPZHEH L7~ VXLANEVPN v L FH A FRBRESNTNAZ L ERLTWET,

switch(config)# show nve interface nvel detail
Interface: nvel, State: Up, encapsulation: VXLAN
VPC Capability: VPC-VIP-Only [not-notified]

Local Router MAC: 700f.6al5.c791

Host Learning Mode: Control-Plane
Source-Interface: loopbackO (primary: 14.14.14.14, secondary: 0.0.0.0)
Source Interface State: Up

Virtual RMAC Advertisement: No

NVE Flags:

Interface Handle: 0x49000001

Source Interface hold-down-time: 180

Source Interface hold-up-time: 30

Remaining hold-down time: 0 seconds

Virtual Router MAC: N/A

Virtual Router MAC Re-origination: 0200.2e2e.2e2e
Interface state: nve-intf-add-complete

Multisite delay-restore time: 180 seconds
Multisite delay-restore time left: 0 seconds
Multisite dci-advertise-pip configured: True
Multisite bgw-if: loopbackl (ip: 46.46.46.46, admin: Up, oper: Up)
Multisite bgw-if oper down reason:

ROBENE, FATTOREDF—TF A F &7 LTWET, key-chaintunneencrypt-psk no-show
av U REANTLE, F—FTF 2 MIFERRITRD £,

switch# show running-config rpm

!Command: show running-config rpm

'Running configuration last done at: Mon Jun 15 14:41:40 2020
!Time: Mon Jun 15 15:10:27 2020

version 9.3(5) Bios:version 05.40
key chain inter tunnel-encryption
key 3301
key-octet-string 7
075£79696a58405441412e2a577£0£077d6461003652302552040a0b76015a504e370c
7972700604755£0e22230c03254323277d2£5359741a6b5d3a5744315f2f cryptographic-algorithm
AES_ 256 CMAC
key chain kcl tunnel-encryption
key 3537
key-octet-string 7
072c746£172c3d274e33592e22727e7409106d003725325758037800777556213d4e0c7c00770576772
d08515e0804553124577£5a522e046d6a5f485c35425£59 cryptographic-algorithm AES 256 CMAC
send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001
key-octet-string 7
075£79696a58405441412e2a577£0£077d6461003652302552040a0b76015a504e370c7972700604755
£0e22230c03254323277d2£5359741a6b5d3a5744315f2f cryptographic-algorithm AES 256 CMAC
key 2065
key-octet-string 7
0729791£6£5e3d213347292d517308730c156¢c7737223554270£787¢c07722a513e450a0a0703070c062
€0256210d0e204120510d29222a051£1e594c2135375359 cryptographic-algorithm AES 256 CMAC
key 2129
key-octet-string 7
075¢c796£6£2a4c2642302£5c56790e767063657a4b564£2156777c0a020228564a32780e0472007005530
c5e560£04204056577£22222d056d1£5c4c533241525d cryptographic-algorithm AES 256 CMAC
key 2193
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key-octet-string 7
07577014195b402336345a5£260£797d7d6264044b50415755047a7976755a574d350b7e720a0202715d7
a50530d715346205d0c2d525c001£6b5b385046365a29 cryptographic-algorithm AES 256 CMAC

switch# configure terminal
switch (config)# key-chain tunnelencrypt-psk no-show
switch(config)# show running-config rpm

!Command: show running-config rpm
'Running configuration last done at: Mon Jun 15 15:10:44 2020
!Time: Mon Jun 15 15:10:47 2020

version 9.3(5) Bios:version 05.40
key-chain tunnelencrypt-psk no-show
key chain inter tunnel-encryption
key 3301
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key chain kcl tunnel-encryption
key 3537
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
send-lifetime local 09:09:40 Apr 15 2020 duration 1800
key 2001
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2065
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2129
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC
key 2193
key-octet-string 7 ****** cryptographic-algorithm AES 256 CMAC

ROBNT, FTARRA L FEF—_TORELRLTWVET,

switch# show running-config cert-enroll

!Command: show running-config cert-enroll

'Running configuration last done at: Fri Apr 21 10:53:30 2023
!Time: Fri Apr 21 12:07:31 2023

version 10.3(3) Bios:version 05.47
crypto key generate rsa label myRSA exportable modulus 1024
crypto key generate rsa label myKey exportable modulus 1024
crypto key generate rsa label tmpCA exportable modulus 2048
crypto key generate ecc label srcl5 ECC key exportable modulus 224
crypto ca trustpoint srcl5 ECC _CA

ecckeypair switch ECC_key and so on

revocation-check crl
crypto ca trustpoint myRSA

rsakeypair myRSA

revocation-check crl
crypto ca trustpoint tmpCA

rsakeypair tmpCA

revocation-check crl
crypto ca trustpoint myCA

rsakeypair myKey

revocation-check crl

KOHNE, FTARRA Y FTFTOIRAE LTV ERLTWVET,

switch (config)# show crypto ca certificates myCA

Trustpoint: myCA

certificate:

subject=CN = switch, serialNumber = FBO22411ABC

issuer=C = US, ST = CA, L = San Jose, O = Org, OU = EN, CN = PKI, emailAddress =
abcl@xyz.com

serial=2F24FCE6823FCBE5A8AC72C82D0E8E24EB327B0C
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notBefore=Apr 19 19:43:48 2023 GMT

notAfter=Aug 31 19:43:48 2024 GMT

SHAl Fingerprint=D0:F8:1E:32:6E:6D:44:21:6B:AE:92:69:69:AD:88:73:69:76:B9:18
purposes: sslserver sslclient

CA certificate 0:

subject=C = US, ST = CA, L = San Jose, O = Org, OU = EN, CN = PKI, emailAddress =
abc@xyz.com

issuer=C = US, ST = CA, L = San Jose, O = Cisco, OU = EN, CN = PKI, emailAddress =
ca@ca.com

serial=1142A22DDDE63A047DE0829413359362042CCC31

notBefore=Jul 12 13:25:59 2022 GMT

notAfter=Jul 12 13:25:59 2023 GMT

SHAl Fingerprint=33:37:C6:D5:F1:B3:E1:79:D9:5A:71:30:FD:50:E4:28:7D:E1:2D:A3
purposes: sslserver sslclient

CloudSec Z{# M L 7=t & 2 7 7% VXLAN EVPN < )L F4 1
k DFEETIRRD R T

WD a<r REMHH LT, CloudSec fiatEMaHH L T ¥% =7 VXLANEVPN ¥ /LT 1 |
ERREZIZZ YT TEET,

avv kR B#

show_tunnel—encryption statistics [peer-ip CloudSec i/l L 7=t % = 7 72 VXLAN EVPN
peer-ip-address] ~NVFYA FOFEHERER R LET,

clear tunnel-encryption statistics [peer-ip CloudSec Zf#i [l L 7= % = 7 72 VXLAN EVPN
peer-ip-address] VT YA RORGEEHRE 2 VT LET,

& DFIE CloudSec il L7~ % = 772 VXLANEVPN =~ /LT %1 h OFEHEROE 2~ L E
—é‘o

switch# show tunnel-encryption statistics
Peer 16.16.16.16 SecY Statistics:

SAK Rx Statistics for AN [0]:
Unchecked Pkts: 0

Delayed Pkts: O

Late Pkts: 0

OK Pkts: 8170598

Invalid Pkts: O

Not Valid Pkts: 0
Not-Using-SA Pkts: 0
Unused-SA Pkts: 0

Decrypted In-Pkts: 8170598
Decrypted In-Octets: 4137958460 bytes
Validated In-Octets: 0 bytes

SAK Rx Statistics for AN [3]:
Unchecked Pkts: 0

Delayed Pkts: O

Late Pkts: 0

OK Pkts: 0

Invalid Pkts: O

Not Valid Pkts: 0
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Not-Using-SA Pkts: 0
Unused-SA Pkts: 0

Decrypted In-Pkts: O
Decrypted In-Octets: 0 bytes
Validated In-Octets: 0 bytes

SAK Tx Statistics for AN [0]:
Encrypted Protected Pkts: 30868929
Too Long Pkts: 0

Untagged Pkts: 0
Encrypted Protected Out-Octets: 15758962530 bytes

\)

GE) UK SALOREHER T, BNy FOEMEFRFIC T 707D Fay 7R bR
L%EE, MOWTNNAOHANREZ bIET,

Ny NIV A U4 RUDHTZEINT T2, FEEINLTWET,
o FUFRARESALE T AR L TV EE AL
s KEECEX 2V T 4 VR BH ET,

ZOXEIBRITIE, HETDHYE— N ET TR XSS ET 2R L TOOERE L.,
7 tyiarE Yty FLTHERMTALERHY £,

CloudSec Z &/ L 7=tz % 1 7 7% VXLAN EVPN < )L F 4 1
k D EXE B

Wiz, keychain Z 4l L T 27 VXLAN EVPN ~ /L F %1 hEHERT D627~ LET,

key chain kcl tunnel-encryption

key 2006

key-octet-string 7 075£79696a58405441412e2a577£f0£077d6461003652302552040
a0b76015a504e370c7972700604755£022230c03254323277d2£5359741a6b5d3a5744315£2fF
cryptographic-algorithm AES 256 CMAC

feature tunnel-encryption
tunnel-encryption source-interface loopback4
tunnel-encryption must-secure-policy

tunnel-encryption policy pl
window-size 1073741823

tunnel-encryption peer-ip 11.1.11.11
keychain kcl policy pl

tunnel-encryption peer-ip 11.2.11.11
keychain kcl policy pl

tunnel-encryption peer-ip 44.1.44.44
keychain kcl policy pl

tunnel-encryption peer-ip 44.2.44.44
keychain kcl policy pl

interface Ethernetl/1
tunnel-encryption
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interface Ethernetl/7
tunnel-encryption

interface Ethernetl/55
tunnel-encryption

interface Ethernetl/59
tunnel-encryption

evpn multisite border-gateway 111
dci-advertise-pip

router bgp 1000

router-id 12.12.12.12

no rd dual

address-family ipv4 unicast
maximum-paths 10

address-family 12vpn evpn
maximum-paths 10

vrf vxlan-900101

address-family ipv4 unicast
maximum-paths 10

address-family ipv6 unicast
maximum-paths 10

show tunnel-encryption session

Tunnel-Encryption Peer Policy Keychain RxStatus TxStatus

11.1.11.11 pl kcl Secure (AN: 0) Secure (AN: 2)
11.2.11.11 pl kcl Secure (AN: 0) Secure (AN: 2)
44.1.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)
44.2.44.44 pl kcl Secure (AN: 0) Secure (AN: 2)

Iz, CloudSec fiFFAENR— 2 OFFFEA M L T % =7 VXLANEVPN ~ /L F ¥ 1 2tk
LB &R LET,

feature tunnel-encryption

tunnel-encryption must-secure-policy
tunnel-encryption pki trustpoint myCA
tunnel-encryption pki source-interface loopback3
tunnel-encryption source-interface loopback?2
tunnel-encryption policy with-rekey
sak-rekey-time 1800
tunnel-encryption peer-ip 7.7.7.7
pki policy system-default-tunenc-policy

interface Ethernetl/20
tunnel-encryption

interface Ethernetl/21
tunnel-encryption

interface Ethernetl/25/1
tunnel-encryption

WL, T MNRT U R—h <y 7 HZEFEL T, BGWDNRABR#ER/NACT L5 HER
RLTWET, ZoOFEIL., vPCBGW 73 BGP TE7 vPCBGW O PIP 7 R L A &84 5 L
AT ET,
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ip prefix-list pip ip seq 5 permit 44.44.44.44/32 <<PIP2 address>>
route-map pip_ip permit 5

match ip address prefix-list pip_ip
set as-path prepend last-as 1

neighbor 45.10.45.10 <<R1l neighbor - Same route-map required for every DCI side underlay
BGP peer>>

inherit peer EBGP-PEERS

remote-as 12000

address-family ipv4 unicast
route-map pip_ip out

VIPZ2ERTE5TILFHA FHOSPIPEERTLTILFY

4 F~NDBAT

VIP 2T 5~ VT WA 6 PIP AT D~ F VA MIAL—XRIZEBITT HITIE, &K
DFNEZFEITLET, BITIET—EIC 1 SOV A bTHEITTHLENHY £, BITHDO T
T4y THRKITR/ANBICIZA A ENTEET,

1.

T _XTOHA FDOFTRTDBGW % CiscoNX-OSU U —R93B)LUED Y UV —R 2T v 77
L— ]\v Li‘a—o

T_XTD BGW TBGP g KR AZRELET, TiuL, ESIX—RD MAC vV F /2R3
JOBGPBEVPN X A 728X OF A 51— DT _XRTCOXRI A MRy FHF o a—
R4 %72 DI BT,

BITT5Y9 A4 FE 1 OFTOERLET,

1 >OBGW #FpE, WUV A FOBGW %> % v h&¥ 7 LE 3, NVEshutdown =~ >
RZEAL T, BGW Y v v hE T TE$£9,

NT7 74y 7 ORRERERET 521X, 7277 477 BGW TPIP 22 /=~ /VF VA F%
HIMZT DB S L9, ik, ALY A bov v v hZ T U BGWAHAEVPN
N— R EROVETZENTEL2D, VE—FBGWIET 7T 4 7BGWEIFIZ T 7 4 >
7 EEELET,

dci-advertise-pip 2~ R&ZFEL T, 777 4 772BGW TPIP il L7z~ /LT %1 |
EAHMMCLET,

PIP Xf)& BGW ZAfi 2 7~ /v FHA hid, (A2 EST © EVPN EAD-per-ES /L — b &7 R 34
/]’X‘L‘i‘é‘o

PIP XIS BGW 24 2 72w AV F A MIE, PIPT RLA%ERS A haky 7L L, PIPA v 4 —
72 A AMAC #RMAC & LTI 5 ZLICk»>T GE4THHEA) RIBESI 245
EVPN # A 72 )L— %27 RNRNZARXLET, XA 75— sOEFA, B ESHTEES
NE¥A, 777V I ~DEVPN I A T2BILRNZ AT 50— DT R3Z A4 XZEHT
HEEEHY T A,

MAC /L— F X ESI CZE&N5DH &, UVE— F BGW X ESI X—RD MAC < /L F /32 % &
ITLET,
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g7z 0 weBew 0517 [

dci-advertise-pip 2~ > FZ A LT, RAULHA hDBGW 22 1 T Offx L. PIP
TYNALTFHA FEAEMTLET,

ESLIZT_XTORUYA b BGW ERUTHH7=H, VEt— Tk BGW £ MAC /L— @ ESI
N—2D MAC v /VF X2 EEITLET,

JE— k BGW TlE. BGP I/ 82 &~ /L F 2L LTEIR L., EVPN ZA 7 5 /L— FDF
NTCOXI ARy T eLyra—RLET,

BtFdD vPC BGW D 3217

Cloudsec Zfifl Tx % L 912, BEED vPC BGW % A L — XIZBATT HI121E, RO FIEIZHEW
FT, BITIZT—EIZ1o0OY A N TEITTHIMLERH Y 9, BITHO NT7 7 v 7 HKIIHK
INBIZHIZ D Z N TEET,

1
2.
3.

i )57 vPCBGW %, vPC Cloudsec 2 5 ST DA A=V T v 77 L —RFLET,
VCEH L FYVDA L H—T A Anvel vy bEU L LET,
vPC 77 A < U T dci-advertise-pip Z# Gz LET,

A B =T Anvel NEFZVPCEH XY Ty v b E— RIZR>TWVWDHIRET, VvPC
Y4 ) T dd-advertise-pip MK L £,

VPCEH L HVDA LB —T oA Anvel D ¥y N T ERELET,

Cloudsec D VPCR—4F — S — kA4 DY R—F

wo kAR v PiE, Cloudsec @ vPC R —&— 7 — F = A (BGW) OHHR—FEZRLTHE

B

CloudSec Z{EA L=t ¥ 177 VXLANEVPN Y /LFH 1 FDHRTE .



CloudSec %/ L =+ % 1 77 VXLANEVPN 3 LF 4 1 +D#EE |
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1: Cloudsec @ vPC BGW HR—

Mac1 = ESFS1(PIP1, PIP2) Mac1 = VIP2
Mac2 = ESFS1(PIP1, PIP2) Mac2 = VIP2
Mac3 = PIPL3 /J“ Mac3 = Local
BL-3 \ Leaf-3
(VIP2, PIP3) /" Fabric2 PPz | M3, Mac3
e
J/"_"\\ Cloudsec site-2
I/ DCI/WAN p
\ ) Cloudsec site-1
Mac1 = Local (VPC) Mac1 = Local (VPC) |
Mac2 = PIPL1 Mac2 = PIPL1
Mac3 = ESFS2(PIP3) Mac3 = ESI-S2(PIP3)

ESI-S1
BL-1 Site ESI BL-2
(VIP1, PIP1) (VIP1, PIP2)

Wil “‘\

Fabric1 w
j

BL-1/BL-2: Site-1 VPC BGWs (with dci-pip enabled)
BL-3 : Site-2 BGW (with dci-pip enabled)
H1MAC : Dual homed FW attachment

( N

Maci =VIP1
Mac2 = Local
Mac3 = VIP-R1

I
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1
1
(]
1
(]
1
]
]
i
[}
[}
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[}
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1
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[}
[}
[}
[}
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[}
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[}
1
1
1
(]
1
I
]
]
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[}
[}
[}
[}
[}
[}
[}

504080

H2, Mac2

VPCIEX, BGW DT 2 7V —L T Z v FHERE T, BGWITTURMD T2 DH—D VXLAN
TURBA L ME LTRIBAICHEEL . WMHFD AL v FITHED = I = L— MAEIP T R L
A (VIP) #BF4THZ Lk TT7 7747 F— R THEL %Y, DCI LD VXLAN B 7+
JkIZ, BGW VTEP D7 T A4 < VU IP 7 KL A ZHESNTWET,

LR bR v UTIE, A A R HI/MACI 1%, Cloudsec %fit: vPC BGW BL-1/BL-2 IZF = 7 /L
A= snTWET, HIIEX, 777U v 7 ~DVvPCBGW (VIP1) OB XU L—7
Ny IPT RUATHIEHET RANF A XEET, 7272 L DCLIZH L Tik, BL-1/BL-2 ®
W HMWPIP & L TR ARy TEZMHALTHI Z7 RAAX A XL, A FESIH XA 72
NLRI[ZBMEN £,
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vPC BGW CloudSec BBAMHED > i—Uz vz [

T=—% % X I LV vPC BGW @ Cloudsec HERED ;5. dei-advertise-pip 1L 5 A 7 2/ A 75
J— EWDCLIZT RANF A XENDHFIEICBE LT, BGP FIEAEE TS L 5 IcflkEh v
EFT, A MR Y NU—IDOZE LT XTOXA T 2/% A7 5 — I, vPCBGW
DOPIP L LTRIZ AN KRy TEZMEHLTDCLIZT RRZA XZNET,

Wi 5D VPCBGW i, TNENDT T A~ VIPT RLAZMEHLTCL— 2T RARAX A XL F
7, Site-ESTBPED Type-2 NLRIZIBI E I E T, vPCBGW EDOFTXTOT 2 7 /LA A k
I, PIP & LCTHRI A RKRy 7 TT KX A XS4, 4 b ESLEMIZDCI 240 L CTHEE S 1L
F79, TRTOIMNZAA M, DCI~DOPIP & LTHRIZ A MKy FTT RAZ AL XS, A
N ESIEMEEfMME L ERE A,

vPC BGW 7 vPCBGW D PIP 7 RL A Z%E L, DCIITT RAZ A X586, Wil
D vPCBGW 725D BGP XA EMEIZRI T2 0 £9°, L7ei-> T, DCIHE ./ — RIZPIP T N
L A &FTA LTV VPCBGW MO D/ RRAZTHR S5 2 LI D alEEnH 0 £4, Zov
FTIVATIE, VE—F VA MDD LDOFEEFLSNT T 74 v Z7IZMCT U 7 MER S IVE
9, vPC BGW BGP |%, IRDFAIZET vPCBGW D PIP 7 KL A& 228 L £,

+ iBGP % vPC BGW [H CHE S L FE T,
*BGP L, 777 Vv I MlOT v X —VL A V=T 47 T ballt L THERAINET,

T U =LA N—T 47 Tua hardt L THEHINS IGP, 8L OIGP /L— k2 BGP
WCHEEAA SN ET,

vPC BGW 73 BGP TE'7 vPCBGW D PIP 7 RL A& 2ET A4, 77 RN R Lb— |
<~ 7 EE LT, BGW ORXRAZHKE RN AT BEHENRH Y £97,

UE— k%A hBGW Tli, BB SNZL3 A A MIW 5O vPCBGW /b8 SnuE,
W LA ST BGW 20 B DR T, AS NANMEWZOELE SN £, L3 AA MEIT
L3 %y FU—Z7 D vPC T BGW IZ HHH SN TV DA, =— /b 7S AL 5 D vPC <
TCEINENET,

vPC BGW CloudSec BRIDIERO /N — T X

ek, H—DN—T Ry A H =T 2 ZAFINVEEFE LA VX —T =2 AL LTHES
N, vPC a7 Ly 7 ADPIP & VIP O F K S TWET, CiscoNX-0S U U —2A
10.3(2)F LAFE TlE. CloudSec %titi D vPC BGW (ZMEBI D /L— TR 7 Z 4k T& £, vPC Ji#
BTOa "=V AR EESEE72DIC, NNEO T TEEREZ=—F¥ X NPT R
AR DN —T Ry 7 A B —T 2 A RAEEHATHE2BEIOLET, EEFTA U F—
Tz A AR SN THBIPT RLVAZVWC /—FROPIP THY, T=—F ¥ XA b f L ¥—
T oA ATHERENTWDIP T RLAZZEDVPC 27 Ly 7 ZD VIP T, NVE T=—
FXYAPNA =T oA ZABHBRINTNDEAE, NVE Y =R L U F—T =2 ATRIEII
72 Z ) IPIERIRN 72N IZEE L TL &N,

AsoN—T Ry 7 T 5L, DCIlZ5EHEE T 5T 2 7RI EVPN X 4 7 2 B8 X%
ATS T T4 7D N—=V 2V ARKESINET,
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B Psk cloudsec #i A 5 E93E < — X 3E CloudSec A A DB

I-—F AR AVR—T A4 A~DBT

=P —NE=—F Yy AN U H—T oA AEEE LW E, 22— —I3EFOREE T A
VH—T o AEERRRL, BRI A VAT 2 A AL T E—F XY A N A H—T 2 R
O ST CTHBERT2MENHY £, ik, —HR o770 v 7HBEREELET,
ﬁ&f®7) V74—V REHTIEH, BESN-a A=Y ADOMBEZ BT 5720

EELAH T2 AR, F Y AN A U F =T oA ADBMFERETH &R
@wbiﬁo

vPC BGW CloudSec B DRI V/N—2 DR ZFERALIZNVES U2 —D 24 ADEK

2 —HF—X, VPCBGWONVEXEF LA v H—T = f AL LIl =—F ¥ AN A VX —T =
A ABEETHVNENDHY £9, BHIED VXLANVG JEBITlX, ¥EXc A v F—T = AL
==X Y AN H =T A ADH S HIRET D70 T a = IRT TIAFELTWET,
VXLANvV4 D vPC 2 R —V = VAR WET HIZE, T=—F ¥ A M L7 v a UBMETT,

R EH

interface nve <number>
source-interface <interface> [anycast <anycast-intf>]

iBGP Yy a v DEH

T A —1 A IPv4/IPv6 = =F ¥ A F iBGP & v ¥ 3 1%, vPCBGW v'7 / — Rl CHERLT 5
VERHY F9, ik, vPC BGW TO DCI 2B O X — (s kST 57~ T9,

PSK CloudSec &R H™ 5 SEBAEZE AN — X 25 CloudSec #& Rt~

Y: 26

BE)F —A1 > 7 ~DOBITHIE, #4%%%Lw%ﬁiti%A)XF’%ﬁLTPé%\VEP
Mty a7 V7 NI 70w 7 2ERET02 Rl ENET, 2O, ek T
WRWRT 7 4w Rty aryTRaeyrEngnk iz, AY —% should-secure & L
THERT A 2VLERNH Y F7,

1. 9_XT® ./ — KT tunnel-encryption 5% & % should-secure [IZZEH L £ 9,
2. —EIZ1 = FRTOBITZEITLET,
3. ET7 b F¥—F=—1 & cloudsec YU —HHIFRL T,

4, SSLIFAEZMHHIT2HEAIE. AR CAEZEHA LTI A b RA > b EFEAEEZHERT
B, F721% SUDI GEHEARHER L ET,

5. b7 A AKRA L % Cloudsec | 2456 L Ed,
6. cloudsec RV > —ZETIZEH L F7,

7. TRTO/—FRHF—A LV JICERTENTZSH, MLEIZA U TR Z must-secure (228
HLET,
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