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EIGRP

1S-1S

BGP

RIP

nhanced Interior Gateway Routing Protocol

OSPFv2 119

Intermediate System-to-Intermediate System  IS-IS

BGP

RIP

IS-IS

IS-IS

Cisco Nexus 9000

I1S-1S

281

TCP

NX-0S

EIGRP

EicrRe I

IGRP EIGRP

EIGRP 239

ISO 10589
Open System Interconnection

BGP
BGP

Configuring BGP

RIP
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499

VRF

Route Policy Manager

Route Policy Manager

585

Route Policy Manager

FHRP

HSRP
FHRP

FHRP

. Cisco Nexus 9000 NX-0S

10.6(x)

RIP

CiscoNX-0S

VRF

Route Policy Manager

Route Policy Manager

VRRP

FHRP



HSRP HSRP VRRP
VRRP 717
IP
3 Cisco NX-OS 9000 NX-OS
Cisco Cisco NX-OS 9000 NX-OS
:https://www.iana.org/numbers

Cisco Nexus 9000 NX-0S 10.6(x) .


https://www.iana.org/numbers

. Cisco Nexus 9000 NX-0S 10.6(x)



IPv4

IPv4

Cisco NX-OS 4 1Pv4
ARP Internet Control Message
Protocol ICMP

* IPv4 23

* |Pv4 33

* |Pv4 33

* |Pv4 33

* IPv4 37
* IPv4 60

IPv4 IP

Cisco Nexus 9000 NX-0S 10.6(x) .



B IPv4

IPv4

IP ID
ID
IP
ACL
IPv4 IP
IP
\}

Nexus null0 IPv4

IPv6 null0 Cisco Nexus 9000
ICMP ICMPV6

IPv4
Cisco NX-0S IP
. IP
254
300
IP 2
1
. 2
1 1
\)
IPv4
LPM
Cisco NX-OS LPM
LPM
NX-0S 10.6(x)

. Cisco Nexus 9000



| 1pv4

Cisco Nexus 9000

Cisco Nexus 9200

2 : Cisco Nexus 9200

LPM

LPM

LPM

LPM

LPM

CLI

LPM

system routing template-dual-stack-host-scale

LPM

system routing template-lpm-heavy

\}

Cisco Nexus 9200
template-lpm-heavy

IPv4
LPM 0

system routing

Cisco Nexus 9300

3. Cisco Nexus 9300

LPM

LPM

LPM

Broadcom T2

CLI

3

ALPM

system routing max-mode 13

Cisco Nexus 9300-EX/FX/FX2/FX3/GX

4: Cisco Nexus 9300-EX/FX/FX2/FX3/GX

LPM

LPM

LPM

CLI

LPM

system routing template-dual-stack-host-scale

LPM

system routing template-lpm-heavy

LPM

system routing template-inter net-peering

Cisco Nexus 9000

NX-0S

106 [
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Cisco Nexus 9300-FX

Cisco Nexus 9300-FX2

Cisco Nexus 9300-GX

IPv4

LPM

LPM

LPM

9700-EX 9700-FX Cisco Nexus 9500
LPM
5. 9700-EX 9700-FX Cisco Nexus 9500 LPM
LPM Broadcom T2 CLI
3
4
- 2 system routing max-mode host
3
3 system routing
non-hierarchical-routing
64 ALPM 4 system routing mode
hierar chical 64b-alpm
LPM system routing

template-lpm-heavy

Nexus 9508

. Cisco Nexus 9000 NX-0S

10.6(x)
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LPM B

LPM Broadcom T2 CLI

LPM system routing
template-internet-peering

Cisco
Nexus 9500

* 9700-EX
Cisco Nexus 9500

» Cisco Nexus 9500-FX

Cisco NX-0S
7.0(3)17(4)
» Cisco 9500-R
Cisco
NX-0S 9.3(1)

LPM
9600-R Cisco Nexus 9500-R LPM
6 9600-R Cisco Nexus 9500-R LPM
LPM CLI
LPM system routing template-inter net-peering
Cisco NX-0OS 9.3(1)
LPM
Cisco NX-0S 7.0(3)15(1) LPM
ALPM
LPM
LPM Cisco Nexus 9300 9500

Cisco Nexus 9000 NX-0S 10.6(x) .




IPv4 |

Cisco Nexus 9300

LPM
LPM Cisco Nexus 9500
3 ARP IP
Media Access Control MAC IP
ARP MAC IP
IP IP
MAC
MAC ARP
ARP
4:ARP
Fred Barney
Ei
| need the address of 10.1.1.2. > <
MAC
ARP
IP ARP
MAC ARP
CoPP
ARP CoPP

ARP

. Cisco Nexus 9000 NX-0S 10.6(x)
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ARP

ARP

ARP

ARP
IP
* ARP
2
MAC
Cisco Nexus 9000

MAC

MAC

MAC

NX-0S

25

ARP

MAC

ARP B

106 [
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. Reverse ARP

2
3 ARP
Reverse ARP
RFC 903 Reverse ARP RARP ARP RARP
MAC IP RARP
IP MAC
RARP
RARP RARP
5 : Reverse ARP
RARP
DHCP IP DHCP RARP
* RARP
RARP
2
. IP
IP
* RARP IP
ARP 1
ARP IP

ARP

. Cisco Nexus 9000 NX-0S 10.6(x)
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ARP
LAN
IP ARP
ARP
ARP
ARP
ARP
ARP ARP
Gratuitous ARP
Gratuitous ARP IP
IP Cisco NX-0S
MAC ARP
ARP MAC
ARP
ARP
SVl MAC
MAC ARP
MAC
MAC
Cisco Nexus 9000 NX-0S

ARP

MAC

IP
Gratuitous ARP

MAC

ARP

e

ARP

ARP

ARP

L3VLAN
ARP

51

STPTCN
MAC

106 [
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ARP MAC
ARP ARP CoPP
ARP ARP
Cisco NX-0S 105 3 F ARP 2 4 8 16
2 4 8
8 1 ARP
CoPP ARP ARP
IP
ARP
MAC
ARP IP
/32
ARP MAC
ARP
S
Glean IPv4 IPv6 IPv6
MTU TCP
RFC 1191
Internet Control Message Protocol ICMP IP
ICMP ICMP
ICMP 2
ICMP

ICMP

ICMP

. Cisco Nexus 9000 NX-0S 10.6(x)
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IPv4 B
S
« ICMP ARP
* ICMP CiscoN93-C64E-SG2-Q
ICMP Cisco N93-C64E-SG2-Q
IPv4
IPv4 / VRF
IPv4
IPv4
* IPv4 3
IPv4
IPv4
. Cisco Nexus 9300-EX Cisco Nexus
9300-FX2 IPv4 IPv6
. IP IP
. ARP HSRP
* ip proxy-arp fabric forwarding mode anycast-gateway

SVI  VXLAN EVPN

*-R Cisco Nexus 9500-R

Cisco Nexus 9000 NX-0S 10.6(x) .
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LPM/LEM

 system routing template-inter net-peering

* LPM 9700-EX
Cisco Nexus 9500
« Cisco NX-0S 10.2(3)F
syslog
« Cisco NX-0S 10.3(L)F
* Cisco NX-0OS 10.4(1)F
» Cisco Nexus 9804
* 9804 9808
X9836DM-A
* Cisco NX-0S 10.3(1)F
* Cisco NX-0S 10.4(2)F
Cisco Nexus X98900CD-A
* Cisco NX-0S 10.4(2)F
* Cisco NX-0S 10.2(4)M MAC

. Cisco Nexus 9000

Cisco Nexus 9000

* ip arp refresh-adj-on-mac-deleteretry

MAC

/

ARP

* ip arp refresh-adj-on-mac-deleteretry

ARP

NX-0S

ARP

MAC

IPv4 |

PIM PIM

-FX -GX

IPv4

Cisco Nexus 9808

Cisco Nexus X98900CD-A

Cisco Nexus 9808

9808 9804
X9836DM-A
Cisco Nexus 9232E-B1
ARP
ARP MAC
ARP
MAC
MAC
10.6(x)
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» Cisco NX-0S
9000

10.4(1)F

ARP
L3

IPva B

Cisco Nexus

. ARP
VPC HSRP

SVI L3
VXLAN

« Cisco NX-0S 10.4(2)F

ARP

* SVI

* SVI

* Cisco NX-0S 10.4(2)F

* ARP
* ECMP

. IPV4

Cisco Nexus 9000 NX-0S

IPv4

3

Cisco NX-0OS
ip arp cacheintf-limit

Cisco Nexus 9232E-B1
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. IPv4

IPv4

« Cisco NX-0S 10.4(2)F EIP NX-0S
IPv4 E IP
EIP

» Cisco Nexus 92348GC-X
* Cisco Nexus 9300-EX/FX/FX2/FX3/H2R/H1/GX/GX2
* Cisco Nexus 9300C
» Cisco Nexus 9700-EX/FX/GX

 Cisco NX-0OS 10.4(2)F IPv4 3 N9336C-SE1
 |[Pv4
 |[Pv4
 |[Pv4
* ARP
e |IP
e« SVIIP

 Cisco NX-0S 10.6(2)F IP
hw-assist IP
. L3
. VXLAN
. hw-assist  SVI
. Cisco Nexus 9300-FX/FX2/FX3/GX/GX2/HX TOR

EOR
IP
ARP 1500
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IPva B

Proxy ARP

IPv4
N

CiscoI0S  CLI Cisco NX-0S
Cisco 10S

|Pv4

1 configureterminal

switch# configure terminal
switch(config)#

2 interface ethernet number

switch(config)# interface ethernet 2/3
switch(config-if)#

3 ip addressip-address/length [secondary]

switch(config-if)# ip address
192.2.1.1 255.0.0.0

IPv4 IPv4
.4 10 255.0.0.0

Cisco Nexus 9000 NX-0S 10.6(x) .



IPv4

10 10
IP

4 show ip interface

switch(config-if)# show ip interface

IPv4

5 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

1 configureterminal

switch# configure terminal
switch(config)#

2 interface ethernet number

switch(config)# interface ethernet 2/3
switch(config-if)#

3 ip addressip-address/length [secondary]

switch(config-if)# ip address
192.168.1.1 255.0.0.0 secondary

1Pv4

4 show ip interface

. Cisco Nexus 9000 NX-0S 10.6(x)



| 1pv4

switch(config-if)# show ip interface

IPv4

5 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

Cisco NX-0OS 4
3
LPM
LPM
2 3
)
LPM
Configuring Nonhierarchical Routing Mode Cisco Nexus 9500
3 1Pv4 IPv6

)

IPv4 IPv6

)

Cisco Nexus 9000 Series NX-0S
Verified Scalability Guide

1 configureterminal

Cisco Nexus 9000 NX-0S 10.6(x) .
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IPv4
Cisco Nexus 9500

switch# configure terminal
switch(config)#

2 [no] system routing max-mode host

switch(config)# system routing max-mode host

Broadcom T2 2 Broadcom T2 3

3 show forwarding route summary

switch(config)# show forwarding route summary

LPM

4 copy running-config startup-config

switch(config)# copy running-config startup-config

5 reload

switch(config)# reload

Cisco Nexus 9500

LPM

1Pv4 IPv6

. Cisco Nexus 9000 NX-0S 10.6(x)
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configure terminal

switch# configure terminal
switch(config)#

[no] system routing non-hierar chical-routing [max-13-mode]

switch(config)# system routing
non-hierarchical-routing max-13-mode

Broadcom T2 3 max-I3-mode
4 LPM

show forwarding route summary

switch(config)# show forwarding route
summary
Mode 3:
120K IPv4 Host table
16k LPM table (> 65 < 127 1k entry
reserved)
Mode 4:
16k V4 host/4k V6 host
128k v4 LPM/20K V6 LPM

LPM

copy running-config startup-config

switch(config)# copy running-config
startup-config

reload

switch(config)# reload

Cisco Nexus 9000 NX-0S

Cisco Nexus 9500

1Pv4

Broadcom T2
IPv6

106 [



I

64

ALPM Cisco Nexus 9500

ALPM

64
64
« 80,000 IPV6 IPv4
* IPv6 128,000 IPv4
X IPv6 IPv4

N

IPv4

Cisco Nexus 9500

ALPM
ALPM

2x +y<=128,000

1Pv4

IPv6

1Pv4 IPv6

\}

64 ALPM
NX-OS

Cisco Nexus 9000

1 configureterminal

switch# configure terminal
switch(config)#

[no] system routing mode hierarchical 64b-alpm

switch(config)# system routing mode
hierarchical 64b-alpm

64 IPv4 IPv6 LPM
IPv4 IPv6

show forwarding route summary

switch(config)# show forwarding route
summary

. Cisco Nexus 9000 NX-0S

65

127

10.6(x)

LPM
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/scalability/guide_703I21/b_Cisco_Nexus_9000_Series_NX-OS_Verified_Scalability_Guide_703I21.html

| 1pv4
ALPM Cisco Nexus 9300 B

LPM

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

5 reload

switch(config)# reload

ALPM Cisco Nexus 9300

Cisco Nexus 9300 LPM

IPv4 IPv6
* ALPM Cisco Nexus 9000 NX-OS

1 configureterminal

switch# configure terminal
switch(config)#

2 [no] system routing max-mode 13

switch(config)# system routing max-mode 13

Broadcom T2 4 LPM

3 show forwarding route summary

Cisco Nexus 9000 NX-0S 10.6(x) .
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IPv4 |
B v Cisco Nexus 9200 9300-EX 9732C-EX

switch(config)# show forwarding
route summary

LPM

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

5 reload

switch(config)# reload

LPM CiscoNexus9200 9300-EX
9732C-EX

Cisco NX-0OS 7.0(3)14(4) LPM
LPM
Cisco Nexus 9200 9300-EX 9732C-EX
Cisco Nexus 9508

)

IPv4 IPv6

\}

LPM Cisco Nexus 9000 Series NX-0OS
Verified Scalability Guide

1 configureterminal

switch# configure terminal
switch(config)#

. Cisco Nexus 9000 NX-0S 10.6(x)
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| 1pv4
LPM B
2 [no] system routing template-lpm-heavy

switch(config)# system routing template-Ipm-heavy

LPM LPM

3 show system routing mode

switch(config)# show system routing mode
Configured System Routing Mode: LPM Heavy
Applied System Routing Mode: LPM Heavy

LPM

4 copy running-config startup-config

switch(config)# copy running-config startup-config

5 reload

switch(config)# reload

LPM

Cisco NX-OS 7.0(3)16(1) IPv4 IPv6 LPM
LPM
IPv4 132 IPv6
/83
Cisco NX-0OS 9.3(1) Cisco Nexus 9500-R

)

IPv4 IPv6

Cisco Nexus 9000 NX-0S 10.6(x) .
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\)

IPv4

configureterminal

switch# configure terminal
switch(config)#

LPM Cisco Nexus
9000 Series NX-OS Verified Scalability Guide LPM
Cisco Nexus 9500-R
Cisco Nexus

9500-R
[no] system routing template-inter net-peering
switch(config)# system routing template-internet-peering

LPM IPv4 IPv6 LPM

show system routing mode

switch(config)# show system routing mode
Configured System Routing Mode: Internet Peering
Applied System Routing Mode: Internet Peering

LPM

copy running-config startup-config

switch(config)# copy running-config startup-config

reload

switch(config)# reload

. Cisco Nexus 9000 NX-0S 10.6(x)
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LPM B

LPM

Cisco NX-0S 7.0(3)15(1) ARP/ND 2
LPM
Cisco Nexus 9200 9300-EX
Cisco NX-0OS 10.3(1)F system routing template-dual-stack-host-scale
Cisco Nexus 9300-FX3/GX/GX2B ToR Nexus 9408
VXLAN

)

system routing template-dual-stack-host-scale BGW

\}

1Pv4 IPv6

\)

LPM Cisco Nexus 9000 NX-0OS

1 configureterminal

switch# configure terminal
switch(config)#

2 [no] system routing template-dual-stack-host-scale

switch(config)# system routing template-dual-stack-host-scale

Warning: The command will take effect after next reload.

Note: This requires copy running-config to startup-config before switch
reload.

LPM ARP/ND

3 show system routing mode

Cisco Nexus 9000 NX-0S 10.6(x) .
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switch(config)# show system routing mode

LPM

4 copy running-config startup-config

switch(config)# copy running-config startup-config

5 reload

switch(config)# reload

ARP

ARP IP
MAC MAC

1 configureterminal

switch# configure terminal
switch(config)#

2 interface ethernet number

switch(config)# interface ethernet 2/3
switch(config-if)#

3 ip arp addressip-address mac-address

switch(config-if)# ip arp 192.168.1.1
0019.076c.1a78

IP MAC

4 copy running-config startup-config

. Cisco Nexus 9000 NX-0S

10.6(x)

IPv4
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ARP B

switch(config-if)# copy running-config
startup-config

ARP

ARP

1 configureterminal

switch# configure terminal
switch(config)#

2 interface ethernet number

switch(config)# interface ethernet 2/3
switch(config-if)#

3 ipproxyarp

switch(config-if)# Ip proxy arp
ARP

4 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

ARP

ARP

Cisco Nexus 9000 NX-0S 10.6(x) .



B s ARP

1 configureterminal

switch# configure terminal

switch(config)#

2 interface ethernet number

switch(config)# interface ethernet 2/3

switch(config-if)#

3 [no] ip local-proxy-arp

switch(config-if)# ip local-proxy-arp

ARP

4 copy running-config startup-config

IPv4 |

switch(config-if)# copy running-config startup-config

SVI

SVI

ARP

NX-0S

. Cisco Nexus 9000

VLAN

ARP

NX-0S

ARP

ARP

ARP/

CiscoNX-0S 7.0(3)17(1)

hardware access-list tcam region arp-ether 256 double-wide
2 Ethertype ACL TCAM
Cisco Nexus 9000
ACL TCAM

10.6(x)
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SVI MAC

1 configureterminal

switch# configure terminal
switch(config)#

2 interfacevlan vlan-id

switch(config)# interface vlan 5
switch(config-if)#

VLAN SVI

3 [no] ip local-proxy-arp [no-hw-flooding]

switch(config-if)# ip local-proxy-arp no-hw-flooding

Svi ARP
ARP

no-hw-flooding

no-hw-flooding SVI  ARP
no ip local-proxy-arp no-hw-flooding

4 copy running-config startup-config

switch(config-if)# copy running-config startup-config

SVI MAC ARP

Cisco NX-0S 10.2(4)M SVl  MAC
SVI MAC /
MAC
Cisco Nexus 9000 NX-0S

ARP B

VLAN

ip local-proxy-arp

ARP

ARP
ARP

106 [
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. Gratuitous ARP

1 configureterminal

switch# configure terminal
switch(config)#

2 interfacevlan vlan-id

switch(config)# interface vlan 5
switch(config-if)#

VLAN SVI

3 [no] ip arp refresh-adj-on-mac-delete retry [count <frequency count>] [interval <interval in sec>]

switch(config-if)# ip arp refresh-adj-on-mac-delete retry count 3 interval 15
switch(config-if)#

MAC / ARP MAC ARP
« <frequency count> 1 3 3
* <interval in sec> 1 60 15
ARP 3/4
ARP ARP
4 copy running-config startup-config

switch(config-if)# copy running-config startup-config
switch(config-if)#

Gratuitous ARP

Gratuitous ARP

. Cisco Nexus 9000 NX-0S 10.6(x)



| 1pv4

configure terminal

switch# configure terminal
switch(config)#

inter face ether net number

switch(config)# interface ethernet 2/3
switch(config-if)#

ip arp gratuitous {request | update]

switch(config-if)# ip arp gratuitous
request

ARP ARP

copy running-config startup-config

switch(config-if)# copy running-config
startup-config

ARP

Cisco NX-0S 10.4(1)F ip arp outside-subnet
ARP

config-replace

ARP B

Cisco NX-0OS 10.4(1)F
ARP

Cisco Nexus 9000 NX-0S

106 [
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B s ARP

1 configureterminal

switch# configure terminal
switch(config)#

2 [no] ip arp outside-subnet

switch(config)# ip arp outside-subnet

ARP
3 copy running-config startup-config
switch(config)# copy running-config startup-config
Cisco NX-OS 10.4(2)F Cisco NX-OS SVI

ARP

1 configureterminal

switch# configure terminal
switch(config)#

2 interfacevlan vian-id

switch(config)# interface vlan 5
switch(config-if)#

VLAN SVI

. Cisco Nexus 9000 NX-0S 10.6(x)



| 1pv4

MTU
[no] ip arp cacheintf-limit value
switch(config-if)# ip arp cache intf-limit 50000
switch(config-if)#
SVi ARP ARP
128000
intf-limit ARP

no no

copy running-config startup-config

switch(config)# copy running-config startup-config

MTU

MTU

configureterminal

switch# configure terminal
switch(config)#

ip tcp path-mtu-discovery

switch(config)# ip tcp
path-mtu-discovery

MTU

copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco Nexus 9000 NX-0S

106 [



IP
IP
MAC
IP
Cisco NX-0S
IP

10.6(2)F

ip directed-broadcast[acl | hw-assist]

switch(config-if) # ip directed-broadcast

CLlipdirected-broadcast

* acl IP

e hw-assist IP

ip directed-broadcast acl

. Cisco Nexus 9000 NX-0S

IP
hw-assist

ip directed-broadcast hw-assist

10.6(x)

IPv4
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ARP

Glean IPv4 IPv6

IPv6

1. configureterminal
2. [no] hardwareip glean throttle
3. copy running-config startup-config

1 | configure terminal

switch# configure terminal
switch(config)#

2 | [no] hardwareip glean throttle IP

switch(config) # hardware ip glean
throttle

3 copy running-config startup-config

switch(config)# copy running-config
startup-config

IP

FIB

Cisco Nexus 9000 NX-0S
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1 configureterminal

switch# configure terminal
switch(config)#

2 [no] hardwareip glean throttle maximum count

switch(config) # hardware ip glean
throttle maximum 2134

FIB

3 copy running-config startup-config

switch(config)# copy running-config
startup-config

FIB

1. configureterminal
2. [no] hardwareip glean throttle maximum timeout timeout-in-seconds
3. copy running-config startup-config

1 | configure terminal

switch# configure terminal
switch(config)#

. Cisco Nexus 9000 NX-0S 10.6(x)
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ICMP IP P .

2 | [no] hardwareip glean throttle maximum timeout FIB
timeout-in-seconds

300 5 1800 30

switch(config)# hardware ip glean
throttle maximum timeout 300

FIB

3 copy running-config startup-config

switch(config)# copy running-config
startup-config

ICMP IP IP

ICMP ICMP IP IP

1 configureterminal

switch# configure terminal
switch(config)#

2 [no]ip source {ethernet slot/port | loopback number | port-channel number} icmp-errors

switch(config)# ip source loopback 0O
icmp-errors

ICMP IP IP ICMP

3 copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco Nexus 9000 NX-0S 10.6(x) .
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IPv4 Syslog

IPv4 Syslog /

)

IPv4

CLI

syslog

1 configureterminal

switch# configure terminal
switch(config)#

2 ip redirect sysdog [<value>]

switch(config)# ip redirect syslog 60

switch(config)#
IP syslog
« ip redirect syslog: IPv4 syslog
« value: 30 1800
3 noip redirect syslog

switch(config)# no ip redirect syslog

IPv4 syslog

IPv4

IPv4

60

show ip adjacency

. Cisco Nexus 9000 NX-0S
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IPv4

show ip adjacency summary

show ip arp ARP
show ip arp summary

show ip interface IP
show ip arp statistics [vrf vrf-name] ARP

show ip arp internal info interface
<interface-name>

TCAM
ACL TCAM

Cisco Nexus 9000

Cisco Nexus 9000 NX-0S
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|PVv6

*IPv6 63

. 86

*« ECMP IPv6 86

* IPv6 86

* [Pv6 86

 IPv6 89

* IPv6 109

* IPv6 110
IPv6 IPv4 32 IPv4

128 IPvé  IPv4
IPv6
IPv6
IPv6
NAT IPv6
IPv6
IPv6 IPv6 Routing Information

Protocol RIP Integrated Intermediate System-to-Intermediate System  IS-1S IPvV6 Open
Shortest Path First OSPF Border Gateway Protocol BGP

Cisco Nexus 9000 NX-0S 10.6(x) .
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-
IPv6
IPv6 128 16 XOXIXIXIXIXIXX
: 16 16 8
IPv6 2

2001:0DB8:7654:3210:FEDC:BA98:7654:3210

2001:0DB8:0:0:8:800:200C:417A

IPv6 IPv6

2
IPv6
\)
IPv6 2
16 2 IPv6
IPv6
1
IPv6 16
7: IPv6
IPv6
2001:0:0:0:0.DB8:800:200C:417A | 2001::0DB8:800:200C:417A
FF01:0:0:0:0:0:0:101 FFO01::101
0:0:0:0:0:0:0:0:1 w1
0:0:0:0:0:0:0:0:0
IPv6
IPv6 IPv4
5
\}
IPv6
IPv6
IPv6 IPv6
10.6(x)

. Cisco Nexus 9000 NX-0S
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IPv6 .
“
IPv6 IPv6

IPv6

IPv6 RFC 2373 IPv6
16 16
10 2001:0DB8:8086:6502::/32
IPv6
IPv6
IPv6 1 1 ID
IPv6
ISP
IPv6
ID 1D 000
64 1D
IPv6 001 2000::/3
6:
Provider Sile Hosl
3 45 bils 16 bits 64 bl

- ———— L R o | —— -

‘ | Global Routing Prefix | SLA ‘ terface D

"1.1111“-
2000::/3 001 E000::/3 111 Extended Universal
Identifier EUl 64 64

IANA 2000::/16 IPv6
Cisco Nexus 9000 NX-0S
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16
ID Site-Level Aggregator SLA IPv6
RFC 2374
Top-Level Aggregator TLA Next-Level Aggregator
NLA 2 TLS NLA
IETF RFC
IPv6
16 ID
ID IPv4
IPv6 ID 65,535
ID
ID ID
IPv6 ID 64
EUI-64
ID EUI-64
. IEEE 802
3 24
48 MAC Organizationally Unique Identifier
Ooul 4 5 16 FFFE 16
3 24 MAC 3
7 Universal/Local U/L 0 1
ID 1 IPv6
ID
. ATM
ID IEEE802
ID MAC MAC
ID MAC
\
PPP
MAC
ID
ID
MAC
PPP ID
NX-0S 10.6(x)
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IEEE 802
IPv6
1. MAC MAC
2. MAC
3.
MD5 MAC
FE80::/10 1111111010
EUI-64
IPV6 NDP

IPv6

7

128 hits
| | ] Interface |D
1111 1110 |:ﬂ
FEBQO:/10
10 bits
IPv4 IPv6
IPv4 IPv6 96 32
IPv4 IPv6 IPv4 IPv6

0:0:0:0:0:0:A.B.C.D ©A.B.C.D IPv4 IPv6 128

IPv6 32 IPv4 IPv4

IPv4 IPv6 IPv4 IPv6
IPv4
IPv6

Cisco Nexus 9000 NX-0S 10.6(x) .
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8:1Pv4

* ISP

IPV6

o 96 hits 32 bits
] IPv4 address
::192.168.30.1
= 2C0AS1E0 ]
]
DNS
/48 B4
FCO0 Global ID 41 bits Interface ID
Local IPvE >
Subnet preflx—hi
Link prefix >
Prefix — FC00:27 prefix to identify local IPvE unicast addresses.
Global ID — 41-bit global identifier used to create a globally unique prefix.
Subnet ID — 16-bit subnet 1D is an dentifier of a subnet within the site. q,
Interface ID — G4-hit ID =
NX-0S 10.6(x)

IPv6

. Cisco Nexus 9000
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RFC 3879 IPv6
RFC 4193 UCA
IPv4
IPv4 20 160 12
12
IPv4 IPv4
IPv6
10: IPv4
Varsion Hd Len Type of Sarvice Total Length
| Identification | Flags | Fragment Offset
Time to Live Protocaol Header Checksum 20
Source Address St
Destination Address

Options Padding Variahle

length
Data Partion "
- 32 bits > b2

IPv6
base IPv6 40 320 8
UDP
IPv6
64 IPv6
IPv6
8: base IPv6
IPv4
IPv4 4 IPv6
6
Cisco Nexus 9000 NX-0S
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. Cisco Nexus 9000

1Pv6

IPv4
IPv6
IPv4
IPv4
IPv6
IPv6
TCP

UDP

IPv4
IPv6
1
IPv6
IPv4
IPv4d 32
IPv6 128

IPv4

IPv4 32
IPv6 128

NX-0S

10.6(x)
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IPv6 .

11:1Pv6
Version Traffic Class : Flow Label
Payload Length Mext Headear Hop Limit
— Saurce Address —
— —| Fa0
el octets
- Destination Address —
r Mext Header Extension Header informatian
Variable
length
Data Partion
7
-« 32 bits > 2
IPv6
IPv6
8 64
IPv6
TCP UDP
IPv6
12:IPv6
o I X %
I I
. J ¥ IPv6 base header
(— 4| (40 octats)
C _.¢ A i e e M R e e
(—‘J—' - IPv6
T packel
£ Any number of
.| exlension headers
ot L DEJEE (for example,
s TCP or UDP)
ol B
Mexl Header Ext Header Length
Extenszion Header Data -

Cisco Nexus 9000 NX-0S 10.6(x) .
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9:1IPv6

1Pv6

IPv6

60

43

44

MTU

51

Encapsulation Security
Payload

50

135

IPv6

139

Host Identity Protocol 2 HIPv2

IP

140

6 TCP
17 UDP

TCP

UDP

. Cisco Nexus 9000 NX-0S
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IPv6  DNS .
S
IPv6
Cisco Nexus 3600 N3K-C36180YC-R
N3K-C3636C-R N9K-X9636Q-R NIK-X9636C-RX N9K-X96136YC-R
Cisco Nexus 9504 9508
60 43 44
135 HIP 139 6 140
0
50 51 253 254
Cisco NX-OS 9.3(7) IPv6 ACL
IPv6
NX-0S 9.3(x) Cisco Nexus 9000 Series
NX-OS Security Configuration Guide Configuring an ACL for IPv6 Extension Headers
IPv6  DNS
IPv6 DNS
DNS DNS IPv6
S
IPv6 IPv6 DNS
10 IPv6 DNS
Format
AAAA IPv6 www.abc.test AAAA
IPv4 A 3FFE:YYYY:.C18:1::2
PTR IPV6 2000000000000000100081cOyyyyeff3ip6int
IPv4 PTR PTR www.abc.test

Cisco Nexus 9000 NX-0S 10.6(x) .
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B rs MTU
IPv6 MTU
IPv4 MTU
IPv6 MTU
IPv6 1 MTU
IPv6 IPv6
IPv6 ICMP  Too Big
MTU Cisco NX-0S
S
IPv6 MTU 1280 IPv6 1500
MTU
CDP IPv6
Cisco Discovery Protocol CDP IPv6
2 IPv6 IPv6 Cisco
Discovery Protocol
IPv6
IPv6  ICMP
IPv6  ICMP IPV6
ICMPvV6
ICMPV6
IPv6  ICMP IPv6
MTU MTU
IPv6 58 IPv6 ICMP
ICMP IPv6
IPv6 ICMP [ICMPv6 ICMPV6 Type ]
[ICMPv6 ICMPv6 Code ] ICMP IPv6 ICMP
[ Checksum ]
IPv6 ICMP IPv6
NX-0S 10.6(x)
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IPv6

IPv6

1Pv6 .

IPv6
IP
128 IPv6
ICMPV6 P
IPv6 ICMP
13:IPv6 ICMP
Mext header = 58 ,'/—_f-_d__ |PwG base header
ICMPw6 packst Ty
7 1. JCMPv& packet
ol T
ICMPvE Type ICMPvE Code Checksum
ICMPv& Payload
;
IPv6 NDP
IPv6
NDP ICMP
ICMP
135
IPv6 IPv6
Cisco Nexus 9000 NX-0S
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14:IPv6

. Cisco Nexus 9000

=

ICMPvE Type = 135

M

i—n-!
|
-
=

ICMPvE Type = 136

< 5 B
Dst = A
Data = link-layer address of B
B A and B can now exchange B =
packels on this link a
ICMP
136
IPv6 IPv6
IPv6
NX-0S 10.6(x)
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IPv6

IPv6 .
1
“
0
IPv6
IPv6
IPv6 ID
FEB80::/10
IPv6 SLAAC
SLAAC
LLA DAD
ICMPv6
RS RS ICMPv6
RA RA MAC
RA
NX-0OS TLV
CiscoNX-0S EUI-64
DAD
IPv6
Cisco Nexus 9000 NX-0S
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1Pv6

RA TLV
2
IPv6 IP
K8s eBGP
IP
Cisco NX-0S 10.3(3)F Cisco NX-0S 9000
IPv6 IP
IP IP
K8s
\)
SLAAC SLAAC
3
IPv6
8505/6775
IPv6
RA ICMP
134 IPv6
RA
64
RA
15:IPv6 RA

NX-0S

. Cisco Nexus 9000

10.6(x)
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| ipve

RA
RA

IPv6

RA

RA

RA
*RA

RA

Cisco Nexus 9000

IPv6 .
IPv6 1
MTU
ICMP
133
RA
IPv6 0:0:0:0:0:0:0:0
RA
RA
no ipv6 nd suppress-ra RA
ipv6 nd suppress-ra

NX-0S 106 [
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-

IPv6

ICMP 137
IPv6
16 : IPv6
Haost H
Device B - Device A
IPvE packet
Neighbor redirect packet definitions:
ICMPvE Type = 137
Sre = linkdocal address of Device A
;3-::1:_1.re v
(header of redirecled packet)
Mote: If the target is a host, the targel
equal to the d
of the redirect packet and
the options include the link-layer
address of the target hosl {if known).
-« 2
Subzequant IPvE packets 3
g‘
IPv6
L]
L]
L]
L]
. IPv6

. Cisco Nexus 9000 NX-0S 10.6(x)



| ipve

IPv6

1Pv6 .

IPv6
ID
17:
i 128 bits ”
Prefix 4—'1-1- 0000000000000...000
IPv6
IPv6 FF00::/8 1111 1111 IPv6
IPv6
ID
2
0
1
1 2 5 8 FF02::/16
IPv6
Cisco Nexus 9000 NX-0S
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-

18: IPv6
o 128 bits .
| I I ] ‘ Interface 1D
m; 4 bils 4 bits "
: : ( ermanernt
F F |Lifetime S:upe‘ Lifetime '{ 1 :[ Iperllplm[;].ir-,-]
= = > 1 = node
8 hits 8 bits 2 - link
Scope =15 = site
8 = organizalion 4
E = global g
IPv6
. FF02:0:0:0:0:0:0:1
FF02:0:0:0:0:1:FF00:0000/104
IPv6 FF02:0:0:0:0:0:0:2
IPv6
IPvV6
IPv6
IPv6 IPv6
24 FF02:0:0:0:0:1:FF00:0000/104
IPv6 2037::01:800:200E:8C6C
FF02::1:FFOE:8C6C
19:1Pv6

IPvE unicast or armycast address

Prefix Interface |D*
i 24 bils
R
Solicited-node multicast address ¥ ¥
FFOZ2 0 ‘ 1 |FF I Lower 24

128 bils

- [
- =

IPv6
IPv6

. Cisco Nexus 9000 NX-0S 10.6(x)
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LPM

Cisco NX-0S

Cisco Nexus 9000

Cisco Nexus 9200

11 : Cisco Nexus 9200

LPM

LPM

LPM B

LPM
LPM

LPM

LPM

CLI

LPM

system routing template-dual-stack-host-scale

LPM

system routing template-lpm-heavy

)

Cisco Nexus 9200
template-lpm-heavy

IPv4 system routing
LPM 0

Cisco Nexus 9300

12 : Cisco Nexus 9300

LPM

LPM

LPM Broadcom T2

CLI

3

ALPM 4

system routing max-mode 13

Cisco Nexus 9300-EX/FX/FX2/FX3/GX

13 : Cisco Nexus 9300-EX/FX/FX2/FX3/GX

LPM

LPM

LPM

CLI

LPM

system routing template-dual-stack-host-scale

LPM

system routing template-lpm-heavy

Cisco Nexus 9000 NX-0S
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1Pv6

LPM

CLI

LPM

system routing template-inter net-peering

Cisco Nexus 9300-FX LPM
Cisco Nexus 9300-FX2 LPM
Cisco Nexus 9300-GX LPM
9700-EX 9700-FX Cisco Nexus 9500
LPM
14.: 9700-EX 9700-FX Cisco Nexus 9500 LPM
LPM Broadcom T2 CLI
3
4
- 2 system routing max-mode host
3
3 system routing
non-hier archical-routing
64 ALPM 4 system routing mode
hierarchical 64b-alpm
LPM system routing
template-lpm-heavy
9732C-EX
Cisco
Nexus 9508
10.6(x)

. Cisco Nexus 9000 NX-0S




| ipve

LPM B

LPM Broadcom T2 CLI

LPM

system routing
template-internet-peering

Cisco
Nexus 9500

* 9700-EX
Cisco Nexus 9500

» Cisco Nexus 9500-FX

Cisco NX-0S
7.0(3)17(4)
» Cisco 9500-R
Cisco
NX-0S 9.3(1)

LPM
9600-R Cisco Nexus 9500-R LPM
15: 9600-R Cisco Nexus 9500-R LPM
LPM CLI
LPM system routing template-inter net-peering
Cisco NX-0S 9.3(1)
LPM
Cisco NX-0S 7.0(3)I15(2) LPM
ALPM
LPM LPM
LPM
Cisco Nexus 9300 9300
Cisco Nexus 9000 NX-0S

106 [




1Pv6

Cisco Nexus 9300

LPM
LPM Cisco Nexus 9500
IPv6 / VRF
ECMP IPv6
ECMP ARP/IPV6ND
IPv6 IPv4
|Pv6
IPv6
* IPv6 IPv6 IPv6
. IPv4/IPv6 /
|Pv6
IPv6
. Cisco Nexus 9300-EX Cisco Nexus
9300-FX2 IPv4 IPv6

. Cisco Nexus 9000 NX-0S 10.6(x)
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1Pv6 .
. IPv6 3 IPv6
2 LAN IPv6 2 LAN
. IPv6
1 IPv6
* IPv6 LLA ing-sup TCAM 512 768
* IPvV6
. IPv6 BGP
* RFC 3879 RFC 4193
ULA IPv6
 system routing template-inter net-peering
PIM PIM
* Cisco Nexus 9500-R
/
LPM/LEM
* LPM 9700-EX -FX -GX
Cisco Nexus 9500
« Cisco NX-0S 10.2(3)F IPv6
syslog
* Cisco NX-0S 10.3(1)F Cisco Nexus 9808
« Cisco NX-0S 10.4()F Cisco Nexus 9804
* Cisco NX-0S 10.3(1)F Cisco Nexus 9808
Cisco Nexus 9000

NX-0S 106 [
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* Cisco NX-0S 10.4(1)F

* CiscoNX-0S 10.3(3)F IPv6
Cisco NX-OS 9000

*RA 64
. L1
RA
* Cisco NX-0S 10.4(2)F
Cisco Nexus X98900CD-A X9836DM-A
* Cisco NX-0S 10.4(2)F
Cisco Nexus X98900CD-A X9836DM-A
* Cisco NX-0S 10.4(2)F
« Cisco NX-0S 10.4(2)F IPv6 3
* IPv6
* IPv6
* IPv6
* BGP
* Cisco NX-0S 10.6(1)F IPv6 3
* IPv6
* IPv6
* IPv6
* ARP
* Cisco NX-0S 10.6(2)F template-I3-host-heavy
IPv6

Cisco Nexus N9300-FX2

Cisco Nexus 9000 NX-0S 10.6(x)
88
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Cisco Nexus 9804

IP
L2

9808 9804

9808 9804

Cisco Nexus 9232E-B1

Cisco Nexus 9232E-B1
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1Pv6 II

IPv6

|Pv6

IPv6 IPv6
IPv6
IPv6

1 configureterminal

switch# configure terminal
switch(config)#

2 interface ethernet number

switch(config)# interface ethernet 2/3
switch(config-if)#

3 ipv6 address {address [eui64] [route-preference preference] [secondary] [tag tag-id] or ipv6 address ipv6-address
use-link-local-only

switch(config-if)# Ipv6 address
2001:0DB8::1/10

switch(config-if)# Ipv6 address
use-link-local-only

IPv6 IPv6
ipv6 address IPv6 64 ID
IPv6 64
64 ID
ipv6 address use-link-local-only
IPv6
IPv6 IPV6

Cisco Nexus 9000 NX-0S 10.6(x) .
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4 show ipv6 interface

switch(config-if)# show ipv6 interface

IPv6

5 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

IPv6

switch# <userinput>configure terminal</userinput>
switch(config)# <userinput>interface ethernet 3/1</userinput>
switch(config-if)# <userinput>ipv6 address ?</userinput>
A:B::C:D/LEN IPv6 prefix format: xxxx:ixxxx/ml, xxxx:xxxx::/ml,
XXXX I 1XX/128
use-link-local-only Enable IPv6 on interface using only a single link-local
address
switch(config-if)# <userinput>ipv6 address 2001:db8::/64 euibd</userinput>

IPv6

switch(config-if)# <userinput>show ipv6 interface ethernet 3/1</userinput>
Ethernet3/1, Interface status: protocol-down/link-down/admin-down, iod: 36
IPv6 address: 2001:db8:0000:0000:0218:baff:fed8:239d
IPv6 subnet: 2001:db8::/64
IPv6 link-local address: fe80::0218:baff:fed8:239d (default)
IPv6 multicast routing: disabled
IPv6 multicast groups locally joined:
ff02::0001:Ffd8:239d ff02::0002 ff02::0001 ff02::0001:fFd8:239d
IPv6 multicast (S,G) entries joined: none
IPv6 MTU: 1500 (using link MTU)
IPv6 RP inbound packet-filtering policy: none
IPv6 RP outbound packet-filtering policy: none
IPv6 inbound packet-filtering policy: none
IPv6 outbound packet-filtering policy: none
IPv6 interface statistics last reset: never
IPv6 interface RP-traffic statistics: (forwarded/originated/consumed)
Unicast packets: 0/0/0
Unicast bytes: 0/0/0
Multicast packets: 0/0/0
Multicast bytes: 0/0/0

. Cisco Nexus 9000 NX-0S 10.6(x)
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Cisco Nexus 9500

Cisco Nexus 9500

LPM
LPM

\}

LPM
Configuring Nonhierarchical Routing Mode Cisco Nexus 9500
3 1Pv4 IPv6

IPv4 IPv6

Cisco Nexus 9000

NX-0S

1 configureterminal

switch# configure terminal
switch(config)#

2 [no] system routing max-mode host

switch(config)# system routing max-mode host

Broadcom T2 2 Broadcom T2 3

3 show forwarding route summary

Cisco Nexus 9000 NX-0S 10.6(x) .
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1Pv6
Cisco Nexus 9500

switch(config)# show forwarding route summary

LPM

4 copy running-config startup-config

switch(config)# copy running-config startup-config

5 reload

switch(config)# reload

Cisco Nexus 9500

LPM

IPv4 IPv6

1 configureterminal

switch# configure terminal
switch(config)#

2 [no] system routing non-hierarchical-routing [max-13-mode]

switch(config)# system routing
non-hierarchical-routing max-13-mode

. Cisco Nexus 9000 NX-0S 10.6(x)
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64 ALPM Cisco Nexus 9500 B
Broadcom T2 3 max-13-mode Broadcom T2
4 LPM IPv4 IPv6
3 show forwarding route summary

switch(config)# show forwarding route
summary
Mode 3:
120K 1Pv4 Host table
16k LPM table (> 65 < 127 1k entry
reserved)
Mode 4:
16k V4 host/4k V6 host
128k v4 LPM/20K V6 LPM

LPM

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

5 reload

switch(config)# reload

64 ALPM Cisco Nexus 9500

64 ALPM IPv4 IPv6
64 ALPM
« 80,000 IPv6 IPv4
* IPv6 128,000 IPv4
* X IPv6 IPv4 2x +y <= 128,000

\)

IPv4 IPv6

Cisco Nexus 9000 NX-0S 10.6(x) .



I ALPM Cisco Nexus 9500

1Pv6

64 ALPM
NX-OS

Cisco Nexus 9000

1 configureterminal

switch# configure terminal
switch(config)#

2 [no] system routing mode hierarchical 64b-alpm

switch(config)# system routing mode
hierarchical 64b-alpm

64 IPv4
IPv4 IPv6

3 show forwarding route summary

switch(config)# show forwarding route
summary

LPM

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

5 reload

switch(config)# reload

. Cisco Nexus 9000 NX-0S

127
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ALPM

ALPM

Cisco Nexus 9300

IPv4 IPv6
« ALPM

configure terminal

switch# configure terminal
switch(config)#

[no] system routing max-mode I3

switch(config)# system routing max-mode 13

Broadcom T2 4

show forwarding route summary

switch(config)# show forwarding
route summary

LPM

copy running-config startup-config

switch(config)# copy running-config
startup-config

reload

switch(config)# reload

Cisco Nexus 9000 NX-0S

Cisco Nexus 9300

Cisco Nexus 9300

LPM

LPM

Cisco Nexus 9000 NX-0S
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IPv6

IPv6
NDP IPv6

IPv6

1 configureterminal

switch# configure terminal
switch(config)#

2 interface ethernet number

switch(config)# interface ethernet 2/3
switch(config-if)#

3 ipv6 nd [hop-limit hop-limit | managed-config-flag | mtu mtu | ns-interval interval | other-config-flag | prefix |
ra-interval interval | ra-lifetime lifetime | reachable-time time | redirects| retrans-timer time | suppress-ra]

switch(config-if)# 1pv6 nd prefix

IPv6 IPv6
* hop-limit  IPv6 0 255
» managed-config-flag
ICMPV6
e mtu ICMPv6 MTU
1280 65535
e ns-interval IPv6 1000 3600000

* other-config-flag ICMPv6

. Cisco Nexus 9000 NX-0S 10.6(x)
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1Pv6 II

* prefix IPv6
era-interval ICMPV6 4
1800
e ralifetime ICMPv6
0 9000
* reachable-time ICMPv6
0 9000
e redirects ICMPv6
IPv6 IPv6 CPU

IPv4

e retrans-timer time ICMPVv6
0 9000

e suppressra ICMPv6

4 show ip nd interface

switch(config-if)# show ip interface

IPv6

5 copy running-config startup-config

switch(config-if)# copy running-config startup-config

IPv6

switch# <userinput>configure terminal</userinput>
switch(config)# <userinput>interface ethernet 3/1</userinput>
switch(config-if)# <userinput>ipv6 nd reachable-time 10</userinput>

IPv6

switch# <userinput>configure terminal</userinput>
switch(config)# <userinput>show ipv6 nd interface ethernet 3/1</userinput>

ICMPV6 ND Interfaces for VRF *“default”

Ethernet3/1, Interface status: protocol-down/link-down/admin-down
IPv6 address: 0dc3:0dc3:0000:0000:0218:baff:fed8:239d

ICMPV6 active timers:

Last Neighbor-Solicitation sent: never

Cisco Nexus 9000 NX-0S 10.6(x) .
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Last Neighbor-Advertisement sent: never

Last Router-Advertisement sent:never

Next Router-Advertisement sent in: 0.000000
Router-Advertisement parameters:

Periodic interval: 200 to 600 seconds

Send ‘'Managed Address Configuration'" flag: false
Send ""Other Stateful Configuration” flag: false
Send *‘Current Hop Limit" field: 64

Send ""MTU" option value: 1500

Send ""Router Lifetime" field: 1800 secs

Send "'Reachable Time" field: 10 ms

Send "'Retrans Timer" field: 0 ms
Neighbor-Solicitation parameters:

NS retransmit interval:

1000 ms

ICMPV6 error message parameters:

Send redirects: false
Send unreachables: false

IPv6
IPv6

16:

1Pv6

ipv6 nd hop-limit

IPv6

ipv6 nd managed-config-flag

managed address configuration flag

. Cisco Nexus 9000 NX-0S

IPv6
ipv6 nd mtu IPv6
MTU
ipv6 nd ns-interval IPv6
ipv6 nd other-config-flag IPv6 other
stateful configuration
ipv6 nd ra-interval IPv6
RA
10.6(x)
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1Pv6 II

ipv6 nd ra-lifetime IPv6

ipv6 nd reachable-time
IPvV6

ipv6 nd redirects ICMPV6

ipv6 nd retrans-timer

ipv6 nd suppress-ra LAN IPV6

IPv6

Cisco NX-0OS IPv6 IDS
IDS

1 IPv6 IDS

hardware ip verify address {destination zero | identical | reserved | source multicast}
hardware ipv6 verify length {consistent | maximum {max-frag | max-tcp |

udp}}
hardware ipv6 verify tcp tiny-frag
hardware ipv6 verify version

IPv6 IDS

Cisco Nexus 9000 NX-0S 10.6(x) .



-

17:1Pv6 IDS

1Pv6

. Cisco Nexus 9000

hardwareip verify address{destination zero| identical | |pv6 IDS
| reserved | source multicast }
* destination zero IP
IPv6
* identical IPv6 IPv6
IPv6
sreserved IPv6 1
IPv6
* sour ce multicast IPv6
FF00::/8
IPv6
hardwareipv6 verify length {consistent | maximum { ||pv6 IDS
max-frag | max-tcp | udp }}
* consistent
IPv6
IPv6
e maximum max-frag IPv6
- IPv6 +
*8 65536
IPv6
e maximum max-tcp TCP IP
IPv6
e maximumudp IPv6 UDP
IPv6
hardwareipv6 verify tcp tiny-frag IPV6 1
IPV6 0 IP
16 TCP
har dwareipv6 verify version EtherType 6 IPv6
IPv6
NX-0S 10.6(x)
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IPv6 II

IDS IPv6

2 IPv6

show hardware forwarding ip verify

IPv6

IPv6

1 configureterminal

Device# configure terminal

2 interface management number

switch(config)# interface mgmtO

3 ipv6 address autoconfig

switch(config-if)# Ipv6 address autoconfig

IPv6

4 ipv6 address autoconfig default

switch(config-if)# ipv6 address autoconfig default

IPv6

Cisco Nexus 9000 NX-0S 10.6(x) .
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show ipv6 interface IPv6
[ Information ]
SLAAC
IPV6

Device# show ipv6 interface mgmt O

IPv6 Interface Status for VRF "management'(2)

mgmt0, Interface status: protocol-up/link-up/admin-up, iod: 2

IPv6 address:

1955::2f6:63FF:fe8b:c9f8/64 [VALID]

IPv6 subnet: 1955::/64

IPv6 link-local address: fe80::2f6:63Ff:fe8b:c9f8 (default) [VALID]

Stateless autoconfig configured on the interface

This example shows how to use the show ipv6 route vrf management command
to display the IPv6 routing table for VRF management:

Device# show ipv6 route vrf management

IPv6 Routing Table for VRF "management"

"*" denotes best ucast next-hop

"*** denotes best mcast next-hop

"[x/y]" denotes [preference/metric]

0::/0, ubest/mbest: 1/0

*via fe80::2f6:63ff:fe8b:cOff, mgmtO, [2/0], 00:02:00, icmpv6
1955::/64, ubest/mbest: 1/0, attached

*via 1955::2f6:63ff:fe8b:c9f8, mgmtO, [0/0], 15:59:22, direct,
1955::216:63FfF:fe8b:c9f8/128, ubest/mbest: 1/0, attached

*via 1955::2f6:63ff:fe8b:c9f8, mgmtO, [0/0], 15:59:22, local

This example shows how to use the show ipv6 nd int mgmt command to display
the ICMPv6 ND interfaces for VRF management:

Device# show ipv6 nd int mgmt O

ICMPv6 ND Interfaces for VRF "management'

mgmt0, Interface status: protocol-up/link-up/admin-up
IPv6 address:

1955: :2f6:63fFF:fe8b:c9f8/64 [VALID]

IPv6 link-local address: fe80::2f6:63Ff:fe8b:c9f8 [VALID]

Subnets configured via SLAAC and their states:
Prefix 1955::/64[PREFERRED] Preferred lifetime left: 6d23h Valid lifetime
lef
t: 4wld
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LPM

LPM

Cisco Nexus 9200 9300-EX

9732C-EX B

CiscoNexus9200 9300-EX

9732C-EX

Cisco NX-0S 7.0(3)14(4)
LPM
Cisco Nexus 9200 9300-EX
Cisco Nexus 9508

\)

LPM

9732C-EX

IPv4 IPv6

)

LPM
Verified Scalability Guide

Cisco Nexus 9000 Series NX-0OS

configureterminal

switch# configure terminal
switch(config)#

[no] system routing template-lpm-heavy

switch(config)# system routing template-Ipm-heavy

LPM LPM

show system routing mode

switch(config)# show system routing mode
Configured System Routing Mode: LPM Heavy
Applied System Routing Mode: LPM Heavy

LPM

copy running-config startup-config

switch(config)# copy running-config startup-config

Cisco Nexus 9000 NX-0S
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5 reload

switch(config)# reload

L3
Cisco NX-0S 10.6(1)F template-13-host-heavy /128
IPv6
Cisco Nexus N9300-FX2
1 configure terminal.
switch# configure terminal switch(config)#
2 [no] system routing template-13-host-heavy
switch(config)# system routing template-13-host-heavy
L3
LPM Cisco
Nexus 9500-R Cisco Nexus 9300-EX
Cisco Nexus 9000
9700-EX
Cisco NX-OS 7.0(3)16(1) IPv4 IPv6 LPM
LPM
IPv4 132 IPv6
/83
Cisco Nexus 9300-EX 9700-EX

Cisco Nexus 9500

. Cisco Nexus 9000 NX-0S 10.6(x)
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LPM Cisco Nexus 9500-R Cisco Nexus 9300-EX
Cisco Nexus 9000 9700-EX
Cisco NX-0OS 9.3(1) Cisco Nexus 9500-R
system routing template-inter net-peering
PIM PIM
“
IPv4 IPv6
S
LPM Cisco Nexus
9000 Series NX-OS Verified Scalability Guide LPM
Cisco Nexus 9500-R
Cisco Nexus
9500-R
1 configureterminal
switch# configure terminal
switch(config)#
2 [no] system routing template-internet-peering
switch(config)# system routing template-internet-peering
LPM IPv4 IPv6 LPM
3 show system routing mode

switch(config)# show system routing mode

Configured System Routing Mode: Internet Peering
Applied System Routing Mode: Internet Peering

LPM

4 copy running-config startup-config

Cisco Nexus 9000 NX-0S
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Y

switch(config)# copy running-config startup-config

5 reload

switch(config)# reload

LPM
LPM Cisco Nexus
VDC
IPv4
1 configureterminal
switch# configure terminal

switch(config)#

2 show routing ipv4 memory estimate routes routes next-hops hops

switch(config)# show routing ipv4 memory estimate routes 262144 next-hops 32
Shared memory estimates:
Current max 512 MB; 78438 routes with 64 nhs
in-use 2 MB; 2642 routes with 1 nhs (average)
Configured max 512 MB; 78438 routes with 64 nhs
Estimate memory with fixed overhead: 1007 MB; 262144 routes with 32 nhs
Estimate with variable overhead included:
- With MVPN enabled VRF: 1136 MB
- With OSPF route (PE-CE protocol): 1375 MB
- With EIGRP route (PE-CE protocol): 1651 M

3 vdcswitchidid

switch(config)# vdc switch id 1
switch(config-vdc)#

VDC ID

4 limit-resour ce u4route-mem minimum min-limit maximum max-limit
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LPM Cisco Nexus 9200 9300-EX B

switch(config-vdc)# limit-resource u4route-mem minimum 1024 maximum 1024

IPv4

Cisco Nexus 10.2(2)F 32

switch(config-vdc)# exit
switch(config)#

VDC

6 copy running-config startup-config

switch(config)# copy running-config startup-config

7 reload

switch(config)# reload

LPM Cisco Nexus 9200
9300-EX

LPM LPM
Cisco Nexus 9200 9300-EX
9732C-EX Cisco Nexus 9508
A\
IPv4 IPv6
A
LPM Cisco Nexus 9000 Series NX-OS

Verified Scalability Guide

Cisco Nexus 9000 NX-0S 10.6(x) .
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IPv6

Syslog

configure terminal

switch# configure terminal
switch(config)#

[no] system routing template-lpm-heavy

switch(config)# system routing template-Ipm-heavy

LPM LPM

show system routing mode

switch(config)# show system routing mode
Configured System Routing Mode: LPM Heavy

Applied System Routing Mode: LPM Heavy
LPM

copy running-config startup-config

switch(config)# copy running-config startup-config

reload

switch(config)# reload

Syslog

IPv6 Syslog /

\}

1Pv6

CLI

syslog

. Cisco Nexus 9000 NX-0S 10.6(x)
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1 configureterminal

switch# configure terminal
switch(config)#

2 ipv6 redirect syslog [<value>]

switch(config)# ip redirect syslog 60

switch(config)#
IPv6 syslog
* ipv6 redirect syslog: IPv6 syslog
* value: 30 1800
3 no ipv6 redirect syslog

switch(config)# no ipv6 redirect syslog

IPv6 II

60

IPv6 syslog
IPv6
IPv6
show hardware forwarding ip verify IPv4 IPV6
show ipv6 interface IPv6-related

show ipv6 adjacency

show system routing mode LPM
show ipv6 icmp ICMPv6
Cisco Nexus 9000 NX-0S
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show ipv6 nd IPv6

show ipv6 neighbor IPv6

show ipv6 nd addr-registry IPv6
IPv6

show hardware forwarding ip verify IPv4 IPV6

show ipv6 interface IPv6-related

show ipv6 adjacency

show system routing mode LPM

show ipv6 icmp ICMPv6

show ipv6 nd IPv6

show ipv6 neighbor IPv6

show ipv6 nd addr-registry IPv6

. Cisco Nexus 9000 NX-0S
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Cisco NX-0OS DNS
* DNS 111
. 112
. 112
* DNS 113
* DNS 113
* DNS 113
* DNS 114
DNS Client
DNS
DNS
DNS
IP
com
cisco.com
FTP ftp.cisco.com
Cisco Nexus 9000 NX-0S

10.6(x) .



DNS |

CiscoNX-0S IP
DNS
Cisco NX-0S IP 1
IP Cisco
NX-0OS
DNS
DNS
. DNS
DNS
DNS
DNS DNS DNS
CiscoNX-0OS DNS
CiscoNX-0S
CiscoNX-0OS DNS
DNS
VRF DNS

. Cisco Nexus 9000 NX-0S 10.6(x)
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DNS B
DNS
. DNS
DNS
* DNS VRF VRF Cisco NX-0S
VRF
* Cisco NX-0S 7.0(3)I5(2) DNS IPv6
sipname-server CLI  source-interface DME
NX-0S 10.4(3)F DME (C92348GC-X
source-interface
NX-0S 10.4(3)F C92348GC-X
sour ce-inter face
« Cisco NX-0S 10.6(2)F Cisco Nexus 9000
Linux DNS
« VRF DNS letc/netng/<vri>/ resolv.conf
. glibc API DNS
DNS
DNS
DNS Enabled

Cisco Nexus 9000 NX-0S 10.6(x) .
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DNS

DNS

DNS

1 configureterminal

switch# configure terminal
switch(config)#

2 ip host name addressl [address2... addresst]

switch(config)# ip host cisco-rtp
192.0.2.1

IPv4 IPv6

3 ip domain-name name [use-vrf vrf-name]

switch(config)# ip domain-name
myserver .com

Cisco NX-0OS
VRF
Cisco NX-0S
4 ip domain-list name [use-vrf vrf-name]

switch(config)# ip domain-list
mycompany .com

. Cisco Nexus 9000 NX-0S

DNS

10.6(x)

DNS |

Cisco NX-0S



| DNs

Cisco NX-0S
VRF
VRF

Cisco NX-0S

DNS B

Cisco NX-0S

Cisco NX-0S

ip name-server addressl [address2... address6] [sour ce-inter face interface-name] [use-vrf vrf-name]

switch(config)# ip name-server
192.0.2.22

6

VRF

DNS
DNS DNS

ip domain-lookup

switch(config)# ip domain-lookup

DNS

show hosts

switch(config)# show hosts

DNS

copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco Nexus 9000 NX-0S

IPv4 IPv6

Cisco NX-0S

DNS
DNS

106 [
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DNS

switch#<userinput> configure terminal</userinput>
switch(config)# <userinput>ip domain-name cisco.com</userinput>
switch(config)# <userinput>ip name-server 192.0.2.1 use-vrf management</userinput>
switch(config)# <userinput>ip domain-lookup</userinput>
switch(config)# <userinput>copy running-config startup-config</userinput>

VRF DNS VRF
DNS VRF
DNS VRF VRF VRF
DNS DNS
VRF VRF  DNS VRF
DNS

1 vrf context vrf-name

switch(config)# vrf context Red
switch(config-vr)#

VRF VRF

2 ip domain-name name [use-vr f vrf-name]

switch(config-vrf)# ip domain-name
myserver .com

Cisco NX-0OS
VRF Cisco
NX-0S VRF
Cisco NX-0OS
3 ip domain-list name [use-vrf vrf-name]
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switch(config-vrf)# ip domain-list
mycompany .com

Cisco NX-0S
VRF
VRF

Cisco NX-0S

ip name-server addressl [address2... address6] [use-vr f vrf-name]

switch(config-vrf)# ip name-server

192.0.2.22
6 IPv4
VRF
VRF
DNS
DNS DNS
DNS
show hosts
switch(config-vrf)# show hosts
DNS
copy running-config startup-config
switch(config)# copy running-config
startup-config
VRF DNS

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>vrf context Red</userinput>

Cisco Nexus 9000 NX-0S

Cisco NX-0S

Cisco NX-0S

IPv6

Cisco NX-0S

DNS

106 [



B oo

switch(config-vrf)# <userinput>ip domain-name cisco.com</userinput>

DNS |

switch(config-vrf)# <userinput>ip name-server 192.0.2.1 use-vrf management</userinput>

switch(config-vrf)# <userinput>copy running-config startup-config</userinput>

DNS

DNS

show hosts

DNS

DNS

ip domain-list csi.com
ip domain-list telecomprog.edu
ip domain-list merit.edu

ip domain-lookup

ip name-server 192.168.1.111 192.168.1.2
ip domain-name cisco.com

. Cisco Nexus 9000

NX-0S
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OSPFv2

Cisco NX-OS 1Pv4

OSPFv2

*« OSPFV2 119

* OSPFVv2

. 120

. 122
¢ OSPFv2

e OSPFv2

* OSPFVv2

. OSPFv2
. OSPFv2

¢ OSPFv2

¢ OSPFv2

e OSPFv2

* OSPFVv2

OSPFv2 IPv4

OSPF

Cisco Nexus 9000

RIB 120

127
127
129
130
141
168
170
170
171

IETF
OSPFv2 hello
OSPFv2
2 hello

OSPFv2

LSA OSPF

OSPFv2
OSPFv2

Open Shortest Path First version 2

LSA

NX-0S 106 [
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B oo RIB
SPF
OSPFv2 LSA 1
OSPF CPU
OSPFv2 IPv4 OSPFv3 IPv6 OSPFv3
173
)
Cisco NX-0OS OSPFv2 RFC 2328 RFC
RFC1583
RFC 2328 AS-external
RFC RFC RFC1583
rfc1583compatibility
OSPFv2 RFC Cisco NX-OS  Cisco I0S
OSPF RFC
OSPFv2 RIB
OSPFv2 SPE
OSPFv2
OSPFv2
RIB OSPFv2 RIB
. OSPFv2

OSPFv2

OSPFv2
3 4 5 7 LSA

OSPFv2
Cisco NX-0S 2
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MD5

HMAC-SHA

* MD5
OSPFv2 OSPFv2
OSPFv2
OSPFv2 OSPFv2
OSPFv2
ID
5 MD5
HMAC-SHA
OSPFv2 MD5
OSPFv2
Cisco NX-0S OSPFv2
MD5
OSPFv2 OSPFv2
OSPFv2
MD5
Cisco NX-0S 70 3 13 1 OSPFv2 RFC 5709
HMAC-SHA
HMAC-SHA-256 HMAC-SHA-384 HMAC-SHA-512
Cisco Nexus 9000 NX-0S

OSPFv2

MD5
HMAC-SHA-1
OSPFv2

106 [
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OSPFv3

178

. ASBR

AS
OSPFv2 AS

20:

Backbone

-'\,_.BP

Not So Stubby Area

Not-So-Stubby Area NSSA
NSSA

NSSA

NSSA
LSA AS

. Cisco Nexus 9000 NX-0S

5 LSA

0SPRv2 |

OSPFv2
AS 5 LSA
LSA
0.0.0.10 ABR
0.0.0.10
Area 10
_.Iub area
IPv4 0.0.0.0
NSSA
NSSA ASBR
7 LSA NSSA
ABR NSSA
ABR
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AS LSA OSPFv2
NSSA LSA
178
OSPFv2
NSSA
NSSA
OSPFv2
NSSA NSSA
NSSA OSPFv2
NSSA
S
Cisco NX-0OS 9.2(4) OSPF RFC 3101 2.5(3)
Not-so-Stubby Area P
LSA OSPF
RFC
NSSA ABR Cisco NX-0S 9.2(4)
OSPFv2 ABR
ABR 3 5

21:

ABR

Cisco Nexus 9000

NX-0S

Area 3

10.6(x) .
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OSPFv2
11
OSPFv2
OSPFv2

OSPFVv2 AS 5

LSA NSSA 7 LSA
Route Policy Manager
OSPFv2 OSPF
OSPF
1
10.1.1.0/24 10.1.2.0/24 10.1.3.0/24 1
10.1.0.0/16
ABR 2
2
ABR
1
OSPFv2
2
OSPF ASBR
Cisco NX-OS
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Cisco NX-0S

OSPFv2

LSA
OSPFv2

LSA
OSPFv2
OSPFv2
LSA
OSPFv2

OSPFv2
LSA

* system switchover

* restart ospf

« reload module active-sup

OSPFv2

OSPFv2

OSPFv2

OSPFv2

OSPFv2

Cisco Nexus 9000

OSPFv2
NSR
OSPFv2
Nonstop Forwarding NSF OSPFv2
OSPFv2
9 LSA
NSF
OSPFv2
LSA
OSPFv2
NSF
LSA
NSF
command
2 4
command
OSPFv2
OSPFv2

NX-0S

106 [
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B 0SPFv2
OSPFv2
OSPFv2
OxFFFF
OSPFv2
Cisco NX-0OS OSPFv2
ID
OSPFv2 ID
OSPFv2 Cisco Nexus 9000 Series
NX-OS Verified Scalability Guide
Cisco NX-0OS SPF
. 2 LSA 3 LSA AS
5 LSA SPF LSA Cisco NX-0OS
SPF
* SPF SPF
SPF
SPF CPU
BFD
BFD BFD
BFD 2
BFD
hello CPU
Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide
OSPFv2
Cisco NX-0OS OSPFv3 OSPF
VRF
OSPFv2 Cisco Nexus 9000

Series NX-OS Verified Scalability Guide
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OSPFv2

OSPFv2
» OSPF

. OSPFv2
* OSPFv2

« OSPF

OSPFv2

OSPFv2

* reload OSPFv2

CiscoNX-0OS

CTCPrimaryNetworks

OSPFV2 B

IPv4 1

OSPFv2

graceful-restart planned-only graceful-restart
graceful-restart planned-only

9.3(2)  CSCvs57583

graceful-restart

CtcPrimaryNetworks 2

* no graceful-restart planned only

* Cisco NX-0OS 10 10
10
J OSPFv2 RFC CiscoNX-0S
OSPFv2 RFC 2328 RFC 1583
rfc1583compatibility
. OSPF
OSPF MIB SNMP
Cisco Nexus 9000 NX-0S
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SNMP

0SPRv2 |

OSPF MIB
SNMP
SNMP

» OSPF
match ip route-source
. matchroute-type matchipaddress
prefix-list match ip route-source prefix-list
match
» OSPF match route-type
match ip address match ip route-source
Cisco NX-OS OSPF
Cisco 10S OSPF
. 220
OSPF
*vPC delay restore seconds
EtherChannel MCT VLAN SVi
OSPFv2 OSPFv3 SVI
vPC MAX_LINK_COST
vPC vPC

* N9K-X9636C-R

A

NIK-X9636Q-R
show run ospf

N9K-C9508-FM-R
OSPF

CiscolI0S CLI Cisco
NX-0S Cisco 10S
* OSPF  network ip address mask
areaareaid OSPF
* OSPF hello-interval:10 dead-interval:40

NX-0S

. Cisco Nexus 9000

OSPF BFD
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0SPFv2 B
» OSPF
CPU
BFD 1
* Cisco NX-0OS 10.3(1)F OSPFv2  Cisco Nexus 9808
« Cisco NX-0S 10.4(1)F OSPFv2  Cisco Nexus 9804
* Cisco NX-0OS 10.3(3)F OSPFv2  Cisco NX-0OS OSPFv2
6
« Cisco NX-0S 10.4(1)F OSPFv2  Cisco Nexus 9808 9804
Cisco Nexus X98900CD-A X9836DM-A
« Cisco NX-0S 10.4(2)F OSPFv2  Cisco Nexus 9232E-B1
« Cisco NX-0S 10.6(1)F OSPFv2  Cisco N9336C-SE1
OSPFv2
OSPFv2
18: OSPFv2
110
hello 10
40
60
OSPFv2
600
40 Gbps
LSA 1000
LSA 10
Cisco Nexus 9000 NX-0S
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B 0SPFv2

SPF 200
SPF 5000
SPF 1000

OSPFv2

OSPFv2 OSPFv2

OSPFv2

OSPFv2 OSPFv2

1 configureterminal

switch# configure terminal
switch(config)#

2 feature ospf

switch(config)# feature ospf

OSPFv2

3 show feature

switch(config)# show feature

4 copy running-config startup-config

switch(config)# copy running-config startup-config

. Cisco Nexus 9000 NX-0S 10.6(x)
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OSPFv2

no feature ospf

OSPFv2

no feature ospf

switch(config)# no feature ospf

OSPFv2

OSPFv2

OSPFv2
OSPFv2

OSPFv2

OSPF

« show ip ospf instance-tag

* OSPFv2 ID
ID

1 [no]router ospfinstance-tag

switch(config)# router ospf 201
switch(config-router)

OSPFv2

2 router-idip-address

switch(config-router)# router-id 192.0.2.1

Cisco Nexus 9000 NX-0S

OSPFv2

OSPFv2

OSPFv2

141
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OSPFv2 ID IP OSPFv2

3 show ip ospfinstance-tag

switch(config-router)# show ip ospf 201

OSPF

4 copy running-config startup-config

switch(config-router)# copy running-config
startup-config

OSPFv2
no feature ospf

no router ospfinstance-tag OSPF

switch(config)# no router ospf 201

N

OSPF
OSPFv2
OSPFv2
OSPF OSPFv2 141
OSPFv2
OSPF OSPFv2

. Cisco Nexus 9000 NX-0S 10.6(x)
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* OSPFv2

distance number

switch(config-router)# distance 25

OSPFv2
110

log-adjacency-changes [detail]

switch(config-router)#
log-adjacency-changes

maximum-paths path-number

switch(config-router)# maximum-paths 4

OSPFv2
1 16

distance number

switch(config-router)# distance 25

OSPFv2
110

log-adjacency-changes [detail]

switch(config-router)#
log-adjacency-changes

maximum-paths path-number

switch(config-router)# maximum-paths 4

OSPFv2
1 16

Cisco Nexus 9000 NX-0S

OSPFv2

1 255

1 255
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7 passive-interface default

switch(config-router)# passive-interface
default

VRF

8 copy running-config startup-config

switch(config-router)# copy running-config
startup-config

OSPFv2

switch# <userinput>configure terminal</userinput>
switch(config)# <userinput>router ospf 201</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

OSPFv2

OSPFv2

10 IP

IP OSPF

OSPF OSPFv2

1  configureterminal

. Cisco Nexus 9000 NX-0S 10.6(x)
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switch# configure terminal
switch(config)#

inter faceinterface-type slot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

ip addr essip-prefix/length

switch(config-if)# ip address
192.0.2.1/16

IP

ip router ospfinstance-tagar eaarea-id [secondaries none]

switch(config-if)# ip router ospf 201
area 0.0.0.15

OSPFv2

show ip ospfinstance-taginter faceinterface-type slot/port

switch(config-if)# show ip ospf 201
interface ethernet 1/2

OSPF

copy running-config startup-config

switch(config-if)# copy running-config
startup-config

ip ospf costnumber

switch(config-if)# ip ospf cost 25

OSPFv2

ip ospf dead-intervalseconds

switch(config-if)# ip ospf dead-interval 50

Cisco Nexus 9000 NX-0S

OSPFv2

1 65535

106 [
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OSPFv2 1 65535 hello
4

9 ip ospf hello-intervalseconds

switch(config-if)# ip ospf hello-interval
25

OSPFV2 hello 1 65535 10

10 ip ospf mtu-ignore

switch(config-if)# ip ospf mtu-ignore

OSPFv2 IPMTU
MTU MTU

11 [default | no]ip ospf passive-interface

switch(config-if)# ip ospf
passive-interface

VRF default
VRF

12 ip ospf prioritynumber

switch(config-if)# ip ospf priority 25

DR OSPFv2 0 255
1 176

13 ip ospf shutdown

switch(config-if)# ip ospf shutdown

OSPFv2

OSPFv2 201 0.0.0.10

switch# <userinput>configure terminal</userinput>
switch(config)# <userinput>interface ethernet 1/2</userinput>
switch(config-if)# <userinput>ip address 192.0.2.1/16</userinput>

. Cisco Nexus 9000 NX-0S 10.6(x)
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switch(config-if)# <userinput>ip router ospf 201 area 0.0.0.10</userinput>
switch(config-if)# <userinput>copy running-config startup-config</userinput>

show ip ospf interface
show ip ospf neighbor

NAVER
OSPF OSPFv2
. Cisco Nexus 9000 NX-0S

\}

OSPFv2 key key-id 0 255

1 router ospfinstance-tag

switch(config)# router ospf 201
switch(config-router)#

OSPFv2

2 areaarea-idauthentication [message-digest]

switch(config-router)# area 0.0.0.10
authentication

3 interfaceinterface-type slot/port

Cisco Nexus 9000 NX-0S 10.6(x) .
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switch(config-router)# interface ethernet 1/2
switch(config-if)#

4 ip ospf authentication-key [0] 3]key

switch(config-if)# ip ospf
authentication-key 0 mypass

3 3DES

5 ip ospf message-digest-keykey-idmd5[0] 3]key

switch(config-if)# ip ospf
message-digest-key 21 md5 O mypass

key-id 1 255 MD5 0
3 3DES

6 show ip ospfinstance-taginter faceinterface-type slot/port

switch(config-if)# show ip ospf 201
interface ethernet 1/2

OSPF

7 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

OSPF OSPFv2

. Cisco Nexus 9000 NX-0S 10.6(x)
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. Cisco Nexus 9000 NX-0OS

\}

OSPFv2 key key-id 0 255

0 255 OSPFv2

1 interfaceinterface-type slot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

2 ip ospf authentication [message-digest]

switch(config-if)# ip ospf
authentication

OSPFv2

3 ip ospf authentication key-chain key-id

switch(config-if)# ip ospf
authentication key-chain Testl

OSPFv2
Cisco NX-OSCisco NX-OS

4 ip ospf authentication-key [0 | 3 | 7] key

switch(config-if)# ip ospf
authentication-key 0 mypass

Cisco Nexus 9000 NX-0S 10.6(x) .
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*0
*3 3DES
o7 Cisco 7
5 ip ospf message-digest-key key-idmd5[0 | 3| 7] key

switch(config-if)# ip ospf
message-digest-key 21 md5 O mypass

key-id 1 255 MD5
*0
*3 3DES
o7 Cisco 7
6 show ip ospf instance-tag inter face interface-type slot/port

switch(config-if)# show ip ospf 201
interface ethernet 1/2

OSPF

7 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

1/2

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>
switch(config-router)# <userinput>exit</userinput>

switch(config)# <userinput>interface ethernet 1/2</userinput>
switch(config-if)# <userinput>ip router ospf 201 area 0.0.0.10</userinput>
switch(config-if)# <userinput>ip ospf authentication</userinput>
switch(config-if)# <userinput>ip ospf authentication-key O mypass</userinput>
switch(config-if)# <userinput>copy running-config startup-config</userinput>

OSPFv2 HMAC-SHA-1 MD5

. Cisco Nexus 9000 NX-0S 10.6(x)



| Osprv2

switch# configure terminal

OSPFv2

switch(config)# key chain chainl

switch(config-keychain)# key
switch(config-keychain-key)#
switch(config-keychain-key)#
switch(config-keychain-key)#
switch(config-keychain-key)#
switch(config-keychain-key)#
switch(config-keychain)# key
switch(config-keychain-key)#
switch(config-keychain-key)#
switch(config-keychain-key)#
switch(config-keychain-key)#
switch(config-keychain-key)#

1

key-string 7 070724404206

accept-lifetime 01:01:01 Jan 01 2015 infinite
send-lifetime 01:01:01 Jan 01 2015 infinite
cryptographic-algorithm HVMAC-SHA-1

exit

2

key-string 7 070e234f1f5b4a

accept-lifetime 10:51:01 Jul 24 2015 infinite
send-lifetime 10:51:01 Jul 24 2015 infinite
cryptographic-algorithm MD5

exit

switch(config-keychain)# exit

switch(config)# interface ethernet 1/1

switch(config-if)# ip router ospf 1 area 0.0.0.0
switch(config-if)# ip ospf authentication message-digest
switch(config-if)# ip ospf authentication key-chain chainl

switch(config-if)# show key chain chainl

Key-Chain chainl

Key 1 -- text 7 “070724404206”

cryptographic-algorithm HVMAC-SHA-1

accept lifetime UTC (01:01:01 Jan 01 2015)-(always valid) [active]
send lifetime UTC (01:01:01 Jan 01 2015)-(always valid) [active]
Key 2 -- text 7 “070e234f1f5b4a”

cryptographic-algorithm MD

accept lifetime UTC (10:51:00 Jul 24 2015)-(always valid) [active]
send lifetime UTC (10:51:00 Jul 24 2015)-(always valid) [active]

switch(config-if)# show ip ospf interface ethernet 1/1
Ethernetl/1 is up, line protocol is up

IP address 11.11.11.1/24

Process ID 1 VRF default, area 0.0.0.3

Enabled by interface configuration

State BDR, Network type BROADCAST, cost 40

Index 6, Transmit delay 1 sec, Router Priority 1
Designated Router ID: 33.33.33.33, address: 11.11.11.3
Backup Designated Router ID: 1.1.1.1, address: 11.11.11.1
2 Neighbors, flooding to 2, adjacent with 2

Timer intervals: Hello 10, Dead 40, Wait 40, Retransmit 5
Hello timer due in 00:00:08

Message-digest authentication, using keychain keyl (ready)
Sending SA: Key id 2, Algorithm MD5

Number of opaque link LSAs: 0, checksum sum O

OSPFv2

OSPFv2 OSPFv2

OSPFv2
ABR OSPFv2

Cisco Nexus 9000 NX-0S
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ASBR
177

ABR

 Area range

« Filter list 3 LSA

ASBR

OSPF OSPFv2

. 3 LSA IP
Route Policy Manager
177

1 configureterminal

switch# configure terminal
switch(config)#

2 router ospf instance-tag

switch(config)# router ospf 201
switch(config-router)#

OSPFv2

3 areaarea-idfilter-list route-map map-name {in | out}

switch(config-router)# area 0.0.0.10
Filter-list route-map FilterLSAs in

ABR 3 LSA

4 show ip ospf policy statisticsareaid filter-list {in | out}

. Cisco Nexus 9000 NX-0S 10.6(x)
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switch(config-router)# show ip ospf policy
statistics area 0.0.0.10 filter-list in

OSPF

5 copy running-config startup-config

switch(config)# copy running-config startup-config

0.0.0.10

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput>area 0.0.0.10 filter-list route-map FilterLSAs
in</userinput>

switch(config-router)# <userinput>copy running-config startup-config</userinput>

OSPFv2
AS 5 LSA

* OSPF OSPFv2

. ASBR

1 configureterminal

switch# configure terminal
switch(config)#

2 router ospfinstance-tag

Cisco Nexus 9000 NX-0S 10.6(x) .
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. Totally Stubby

switch(config)# router ospf 201
switch(config-router)#

OSPFv2

3 areaarea-idstub

switch(config-router)# area 0.0.0.10
stub

4 ar eaarea-iddefault-costcost

switch(config-router)# area 0.0.0.10 default-cost 25

0 16777215 1

5 show ip ospfinstance-tag

switch(config-router)# show ip ospf 201

OSPF

6 copy running-config startup-config

switch(config)# copy running-config startup-config

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput>area 0.0.0.10 stub</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

Totally Stubby

Totally Stubby

Totally Stubby

. Cisco Nexus 9000 NX-0S 10.6(x)
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NSSA B
area area-id stub no-summary
switch(config-router)# area 20 stub
no-summary
Totally Stubby
OSPFv2 NSSA
AS 5 LSA
OSPFv2 NSSA
« No redistribution NSSA OSPFv2
NSSAASBR ABR
* Default information originate NSSA
7 LSA ASBR
NSSA ASBR ABR
NSSA ABR
* Route map NSSA
* Nosummary NSSA
NSSA ABR
e Translate NSSA NSSA LSA AS LSA
OSPFv2
NSSA ABR AS LSA
0.0.0.0
S
NSSA
areaarea-id nssa area area-id nssa

Cisco Nexus 9000 NX-0S 10.6(x) .
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B nssa

area 0.0.0.2 NSSA translation type7
2 NSSA
area 0.0.0.2 NSSA

OSPF OSPFv2
. NSSA NSSA

1 configureterminal

switch# configure terminal
switch(config)#

2 router ospf instance-tag

switch(config)# router ospf 201
switch(config-router)#

OSPFv2
3 areaarea-id nssa [no-redistribution] [default-information-originate]originate [route-map map-name]]

[no-summary]

switch(config-router)# area 0.0.0.10
nssa no-redistribution

NSSA

4 area area-id nssa trandate type7 {always | never } [suppress-fa]

switch(config-router)# area 0.0.0.10
nssa translate type7 always

AS 7 LSA NSSA 5 LSA NSSA

5 area area-id default-cost cost
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NSSA B

switch(config-router)# area 0.0.0.10
default-cost 25

NSSA

show ip ospf instance-tag

switch(config-router)# show ip ospf 201

OSPF

copy running-config startup-config

switch(config)# copy running-config startup-config

NSSA

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput>area 0.0.0.10 nssa no-summary</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

NSSA

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput>area 0.0.0.10 nssa default-info-originate</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

NSSA

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput>area 0.0.0.10 nssa route-map ExternalFilter
no-summary</userinput>

switch(config-router)# <userinput>copy running-config startup-config</userinput>

NSSA 5 LSA AS 7 LSA NSSA
NSSA

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput>area 0.0.0.10 nssa</userinput>
switch(config-router)# <userinput>area 0.0.0.10 nssa translate type 7 always</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

Cisco Nexus 9000 NX-0S 10.6(x) .
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OSPFv2

* OSPFv2 OSPFv2

. OSPFv2

1 configureterminal

switch# configure terminal
switch(config)#

2 interfaceinterface-type slot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

3 ip router ospf [instance-tag] multi-area area-id

switch(config-if)# Ip router ospf 201 multi-area 3

Cisco NX-0OS 7.0(3)15(1) instance-tag

4 show ip ospf instance-tag interface interface-type slot/port

switch(config-if)# show ip ospf 201 interface ethernet 1/2

OSPFv2

5 copy running-config startup-config

. Cisco Nexus 9000 NX-0S 10.6(x)
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switch(config)# copy running-config startup-config

OSPFv2

switch# configure terminal
switch(config)# interface ethernet 1/2
switch(config-if)# Ip address 192.0.2.1/16
switch(config-if)# ip router ospf 201 area 0.0.0.10
switch(config-if)# ip router ospf 201 multi-area 20
switch(config-if)# copy running-config startup-config

» Authentication MD5

 Dead interval
hello

« Hello interval hello
 Retransmit interval LSA

e Transmit delay LSA

)

OSPF OSPFv2

Cisco Nexus 9000 NX-0S 10.6(x) .
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1 router ospf instance-tag

switch(config)# router ospf 201
switch(config-router)#

OSPFVv2

2  areaarea-idvirtual linkrouter-id

switch(config-router)# area 0.0.0.10
virtual-link 10.1.2.3
switch(config-router-vlink)#

3 show ip ospf virtual-link [brief]

switch(config-router-vlink)# show ip ospf
virtual-link

OSPF

4 copy running-config startup-config

switch(config-router-vlink)# copy running-config
startup-config

5 authentication [key-chain key-id message-digest | null]
switch(config-router-viink)#
authentication message-digest

6 authentication-key [0 | 3] key

switch(config-router-vlink)#
authentication-key 0 mypass

3 3DES

. Cisco Nexus 9000 NX-0S 10.6(x)
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10

11

dead-interval seconds

switch(config-router-vlink)#
dead-interval 50

OSPFv2
4

hello-interval seconds

switch(config-router-vlink)#
hello-interval 25

OSPFVv2 hello

message-digest-key key-id md5 [0 | 3] key

switch(config-router-vlink)#
message-digest-key 21 md5 O mypass

3 3DES

retransmit-interval seconds

switch(config-router-vlink)#
retransmit-interval 50

OSPFv2

transmit-delay seconds

switch(config-router-vlink)#
transmit-delay 2

OSPFv2

)

1 65535 hello

1 65535 10

1 65535 5

1 450 1

OSPFv2 key key-id

0 255

ID 0 255
OSPFv2

2 ABR

Cisco Nexus 9000 NX-0S
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ABR 1 ID 27.0.0.55

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput>area 0.0.0.10 virtual-link 10.1.2.3</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

ABR 2 ID 10.1.2.3

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 101</userinput>

switch(config-router)# <userinput>area 0.0.0.10 virtual-link 27.0.0.55</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

ASBR OSPFv2
« 5default-information originate RIB OSPF
S
Cisco NX-0S 7.0(3)17(6)
OSPF Cisco NX-0S

default-information originate

OSPF

« default-metric

OSPF OSPFv2

1 configureterminal

switch# configure terminal
switch(config)#

. Cisco Nexus 9000 NX-0S 10.6(x)
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2 router ospf instance-tag

switch(config)# router ospf 201
switch(config-router)#

OSPFv2

3 redistribute{bgpid | direct | eigrpid | isisid | ospfid | rip id | static} route-map map-name

switch(config-router)# redistribute bgp
route-map FilterExternalBGP

OSPF

Cisco NX-OS 7.0(3)17(6) OSPF Cisco NX-OS
default-information originate

4 default-information originate [always] [route-map map-name]

switch(config-router)#
default-information-originate route-map
DefaultRouteFilter

RIB OSPF

« always RIB 0.0.0.

* route-map true

match

5 default-metric [cost]

switch(config-router)# default-metric 25

6 copy running-config startup-config

switch(config)# copy running-config startup-config

Cisco Nexus 9000 NX-0S 10.6(x) .
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BGP OSPF

switch# configure terminal

switch(config)# router ospf 201

switch(config-router)# redistribute bgp route-map FilterExternalBGP
switch(config-router)# copy running-config startup-config

OSPFv2
OSPFv2
. OSPFv2
OSPFv2
OSPFv2
. OSPFv2 OSPFv2
. OSPFv2
OSPFv2
OSPFv2 OSPFv2
OSPE OSPFv2

1 configureterminal

switch# configure terminal
switch(config)#

. Cisco Nexus 9000 NX-0S 10.6(x)
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2 router ospf instance-tag

switch(config)# router ospf 201
switch(config-router)#

OSPFv2
3 redistribute{bgpid | direct | eigrpid | isisid | ospfid | rip id | static} route-map map-name

switch(config-router)# redistribute bgp
route-map FilterExternalBGP

OSPF

4 redistribute maximum-prefix max [threshold] [warning-only | withdraw [num-retries timeout]]

switch(config-router)# redistribute
maximum-prefix 1000 75 warning-only

OSPFv2 0 65536

* threshold
* warning-only

 withdraw
num-retries 1 12 timeout 60 600 300
clear ip ospf redistribution

5 show running-config ospf

switch(config-router)# show
running-config ospf

OSPFv2

6 copy running-config startup-config

switch(config)# copy running-config startup-config

OSPF

Cisco Nexus 9000 NX-0S 10.6(x) .
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switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput>redistribute bgp route-map FilterExternalBGP</userinput>
switch(config-router)# <userinput>redistribute maximum-prefix 1000 75</userinput>

ASBR

OSPF OSPFv2

1 router ospf instance-tag

switch(config)# router ospf 201
switch(config-router)#

OSPFv2

2 areaarea-id rangeip-prefix/length [no-advertise] [cost cost]

switch(config-router)# area 0.0.0.10
range 10.3.0.0/16

ABR
3 LSA cost 0 16777215

3 summary-address ip-prefix/length [no-advertise | tag tag]

switch(config-router)# summary-address
10.5.0.0/16 tag 2

ASBR

4 show ip ospf summary-address

switch(config-router)# show ip ospf
summary-address

OSPF
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5 copy running-config startup-config

switch(config-router)# copy running-config
startup-config

ABR

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput> area 0.0.0.10 range 10.3.0.0/16</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

ASBR

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput>summary-address 10.5.0.0/16</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

OSPFv2
OSPFv2
* On startup
* WaitforBGP BGP
A\
OSPF OSPFv2
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1 router ospf instance-tag

switch(config)# router ospf 201
switch(config-router)#

OSPFv2
2 max-metric router-lsa [exter nal-Isa [max-metric-value]] [include-stub] [on-startup {seconds | wait-for bgp tag}]

[summary-Isa [max-metric-value}]

switch(config-router)# max-metric
router-Isa

OSPFv2

3 copy running-config startup-config

switch(config-router)# copy running-config
startup-config

600

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput>max-metric router-Isa on-startup </userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

OSPFv2 RIB

. Cisco Nexus 9000 NX-0S 10.6(x)
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* OSPF IPv4 IPv6

OSPF OSPFv2

* OSPFV2

1  configureterminal

switch# configure terminal
switch(config)#

2 router ospfinstance-tag

switch(config)# router ospf 201
switch(config-router)#

OSPFv2

3 [no] table-map map-name

switch(config-router)# table-map foo

OSPFv2 RIB OSPFv2
63

switch(config-router)# exit
switch(config)#

5  route-map map-name [permit | deny] [seq]

switch(config)# route-map foo permit 10
switch(config-route-map)#

Cisco Nexus 9000 NX-0S 10.6(x) .
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per mit deny

6  match route-type route-type

switch(config-route-map)# match
route-type external

« external BGP EIGRP OSPF 1 2
e inter-area OSPF

* internal OSPF

e intra-area OSPF

* nssa-external NSSA OSPF 1 2

e type-1 OSPF 1

e type-2 OSPF 2

7 match ip route-sour ce prefix-list name

switch(config-route-map)# match
ip route-source prefix-list pl

1 IP IPv4
ID ip prefix-list

8  match ip address prefix-list name

switch(config-route-map)# match
ip address prefix-list pl

1 IPv4 ip prefix-list

9 set distance value

switch(config-route-map)# set distance
150

OSPFv2 1 255

10 copy running-config startup-config

. Cisco Nexus 9000 NX-0S 10.6(x)



| Osprv2

switch(config-route-map)# copy running-config
startup-config

OSPFv2
150 200 pl
190

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput>table-map foo</userinput>
switch(config-router)# <userinput>exit</userinput>

switch(config)# <userinput>route-map foo permit 10</userinput>
switch(config-route-map)# <userinput>match route-type inter-area</userinput>
switch(config-route-map)# <userinput>set distance 150</userinput>
switch(config-route-map)# <userinput>exit</userinput>

switch(config)# <userinput>route-map foo permit 20</userinput>
switch(config-route-map)# <userinput>match route-type external</userinput>
switch(config-route-map)# <userinput>set distance 200</userinput>
switch(config-route-map)# <userinput>exit</userinput>

switch(config)# <userinput>route-map foo permit 30</userinput>
switch(config-route-map)# <userinput>match ip route-source prefix-list pl</userinput>
switch(config-route-map)# <userinput>match ip address prefix-list pl</userinput>
switch(config-route-map)# <userinput>set distance 190</userinput>

OSPFv2 SPE
OSPFv2
e LSA arrival time LSA
LSA
* Pacing LSAs LSA
LSA
LSA LSA
LSA 180

* Throttle LSAs LSA
LSA

 Throttle SPF calculation SPF

* Retransmit interval LSA
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e Transmit delay LSA

hello OSPFv2

OSPF OSPFv2

1 router ospf instance-tag

switch(config)# router ospf 201
switch(config-router)#

OSPFv2

2 timerslsa-arrival msec

switch(config-router)# timers
Isa-arrival 2000

LSA 10 600000 1000

3 timerslsa-group-pacing seconds

switch(config-router)# timers
Isa-group-pacing 1800

LSA 1 1800 240

4  timersthrottlelsa start-time hold-interval max-time

switch(config-router)# timers throttle
Isa 3000 6000 6000

LSA
* start-time 0 5000 0
* hold-interval 50 30,000 5000
* max-time 50 30,000 5000

5 timersthrottle spf delay-time hold-time max-wait
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10

11

switch(config-router)# timers throttle
spf 3000 2000 4000

SPF SPF
* delay-time 1 600000 200
* hold-time 1 600000 1000
* max-wait 1 600000 5000
interface type sot/port

switch(config)# interface ethernet 1/2
switch(config-if)

ip ospf hello-interval seconds

switch(config-if)# ip ospf
hello-interval 30

hello 1 65535

ip ospf dead-interval seconds

switch(config-if)# ip ospf dead-interval
30

1 65535

ip ospf retransmit-interval seconds

switch(config-if)# ip ospf
retransmit-interval 30

LSA
5

ip ospf transmit-delay seconds

switch(config-if)# ip ospf transmit-delay 450
switch(config-if)#

LSA
1

show ip ospf

switch(config-if)# show ip ospf

Cisco Nexus 9000 NX-0S

10

1 65535

450
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OSPF

12 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

Isa-group-pacing LSA

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput>timers lsa-group-pacing 300</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

OSPFv2
« Grace period
* Helper mode disabled OSPFv2
OSPFv2
* Planned graceful restart only
OSPFv2
OSPF OSPFv2

1 configureterminal
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switch# configure terminal
switch(config)#

router ospfinstance-tag

switch(config)# router ospf 201
switch(config-router)#

OSPFv2

graceful-restart

switch(config-router)# graceful-restart

graceful-restart grace-periodseconds

switch(config-router)# graceful-restart
grace-period 120

5 1800

graceful-restart helper-disable

switch(config-router)# graceful-restart
helper-disable

graceful-restart planned-only

switch(config-router)# graceful-restart
planned-only

show ip ospfinstance-tag

switch(config-router)# show ip ospf 201

OSPF

copy running-config startup-config

switch(config)# copy running-config startup-config

Cisco Nexus 9000 NX-0S
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B oo

120

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config-router)# <userinput>graceful-restart</userinput>
switch(config-router)# <userinput>graceful-restart grace-period 120</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

OSPFv2

OSPFv2

OSPFv2

restart ospf instance-tag

switch(config)# restart ospf 201

OSPFv2

OSPFv2

OSPFv2 VRF VRF
OSPFv2 VRF
OSPFv2
S
VRF
VRF
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0SPFv2 B

OSPF OSPFv2

1 vrf contextvrf-name

switch(config)# vrf context
RemoteOfficeVRF
switch(config-vr)#

VRF VRF

2 router ospfinstance-tag

switch(config-vrf)# router ospf 201
switch(config-router)#

OSPFv2

3 vrfvrf-name

switch(config-router)# vrf
RemoteOfficeVRF
switch(config-router-vr)#

VRF

4 maximum-pathspath

switch(config-router-vrf)# maximum-paths
4

VRF OSPFv2

5 interfaceinterface-type slot/port

switch(config-router-vrf)# interface ethernet 1/2
switch(config-if)#

6 vrf membervrf-name

switch(config-if)# vrf member
RemoteOfficeVRF
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B oo

VRF

7 ip addressip-prefix/length

switch(config-if)# iIp address
192.0.2.1/16

IP VRF

8 ip router ospfinstance-tagareaarea-id

switch(config-if)# ip router ospf 201
area 0

OSPFv2

9 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

VRF VRF

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>vrf context NewVRF</userinput>

switch(config)# <userinput>router ospf 201</userinput>

switch(config)# <userinput>interface ethernet 1/2</userinput>
switch(config-if)# <userinput>vrf member NewVRF</userinput>
switch(config-if)# <userinput>ip address 192.0.2.1/16</userinput>
switch(config-if)# <userinput>ip router ospf 201 area O</userinput>
switch(config-if)# <userinput>copy running-config startup-config</userinput>

OSPFv2

OSPFv2
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OSPFV2 B

show ip ospf [instance-tag] [vrf vrf-name] 1 OSPF
SPF UP

. OSPF
show ip ospf border-routers[ vrf { vrf-name| | OSPFv2
all | default | management }]
show ip ospf database [ vrf { vrf-name|all | | OSPFv2
default | management}]
show ip ospf interface number [ vrf { vrf-name| OSPFv2-related
| all | default | management }]
show ip ospf |sa-content-changed-list OSPEV2 LSA

neighbor-id interface - type number [ vrf {
vrf-name | all | default | management }]

show ip ospf neighbors[ neighbor-id ] [ detail
] [ interface - type number ] [ vrf { vrf-name |
all | default | management }] [ summary |

OSPFv2

show ip ospf request-list neighbor-id interface
- type number [ vrf {vrf-name| all | default |
management }]

OSPFv2

show ip ospf retransmission-list neighbor-id
interface - type number [ vrf { vrf-name| all |
default | management }]

OSPFv2

show ip ospf route [ ospf-route] [ summary ]
[vrf { vrf-name| all | default | management }]

OSPFv2

Cisco Nexus 9000 NX-0S
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B oo

show ip ospf summary-address[ vrf { vrf-name | QSPFv2
| all | default | management }]

show ip ospf virtual-links[ brief ] [ vrf { OSPFv2
vrf-name | all | default | management }]

show ip ospf vrf { vrf-name | all | default | VRF OSPFv2
management }

show running-configur ation ospf OSPFV2

OSPFv2

OSPFv2

show ip ospf policy statistics area area-id filter OSPFv?2
list {in | out} [vrf {vrf-name| all | default |
management}]

show ip policy statisticsredestribute{bgp id| |OSPFv2
direct |eigrpid|isisid| ospf id | rip id| static}
[vrf {vrf-name | all | default | management}]

show ip ospf statistics [vrf {vrf-name| all | default | OSPFv2
| management}]

show ip ospf traffic [interface-type number] [vrf | OSPFv2
{vrf-name | all | default | management}]

OSPFv2

OSPFv2

feature ospf
router ospf 201
router-id 290.0.2.1
interface ethernet 1/2
ip router ospf 201 area 0.0.0.10
ip ospf authentication
ip ospf authentication-key 0 mypass

OSPF RFC

RFC 1583 OSPE
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OSPFV2 B

\)

RFC1583 OSPF VRF RFC 1583

switch# configure terminal

switch(config)# feature ospf

switch(config)# router ospf Testl
switch(config-router)# rfcl583compatibility
switch(config-router)# vrf A
switch(config-router-vrf)# rfcl583compatibility

OSPFv2

Cisco Nexus 9000 Series NX-OS Security Configuration Guide

IPv6 OSPFv3 | OSPFv3 173

Route Policy Manager

OSPFv2

Cisco Nexus 9000 Series NX-OS Security Configuration Guide

IPV6 OSPFv3 | OSPFv3 173

Route Policy Manager

MIB

MIB MIB

OSPFv2 MIB MIB
URL

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/mib/
quickreference/
Cisco-nexus-7000-series-and-9000-series-nx-0s-mib-quick-reference.html#con_
67262

Cisco Nexus 9000 NX-0S 10.6(x) .
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0SPRv2 |

B ves
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Cisco NX-0OS IPv6 Open Shortest Path First version 3
OSPFv3

* OSPFV3 173

. Multi-Area Adjacency 181
* OSPFV3  IPv6 RIB 181
. 181
. 182
. 182
* OSPFVv3 187
* OSPFv3 188
. 190
. OSPFv3 191
. OSPFv3 197
. 223
* OSPFV3 235
* OSPFv3 237
» OSPFv3 237
. 238
. 238
OSPFv3
OSPFv3 IETF 5 OSPFv3
hello OSPF
OSPFv3 2
hello
OSPFv3
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LSA OSPF
OSPFv3
OSPFv3
SPF
OSPFv3
OSPF
OSPFv3  IPv6 IPv4
OSPFv3  OSPFv2
OSPFv3 OSPFv2
OSPFv3 OSPFv2
* OSPFv2 OSPFv3 IPv6
IPv6
* OSPFv3 LSA
. ID ID 32
» OSPFv3
* OSPFv3 IPv6 RFC 6506
Cisco NX-OS  RFC 6506
» OSPFv3 LSA
Hello
OSPFv3 OSPF
hello
hello OSPFv3
NX-0S

. Cisco Nexus 9000

LSA

CPU
OSPF

OSPFv3

IPv6

OSPRV3 |

LSA 1

OSPFv2 119

RFC 2740

IPv6

IPSec RFC 4552

hello

hello
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hello OSPFv3 hello
OSPFv3
hello OSPFv3
hello ID
ID 2

OSPFv3 hello
hello
hello

OSPFv3 2 OSPFv3

* hello

. hello

. IPv6 IPv6

. hello
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hello
2
ExStart
hello
LSA
OSPFv3 DD LSR
LSU
LSA
LSA LSA
LSA LSR
LSU
OSPFv3
LSA
OSPFv3 DR 1
LSA OSPFv3
DR OSPFv3
BDR DR OSPFv3 BDR
. 2
DR
OSPFv3 DR
BDR LSA
OSPFv3 IPv6 FF02::5 MAC
0100.5300.0005
DR BDR hello hello
DR BDR DR
BDR hello DR BDR
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IPv6

Router E

- = Logical conneclivily to Designated Router for OSPF

ID DR BDR
DR BDR
LSA DR BDR
DR
22: DR
Router A
==
E‘EI-.,_‘
Router D
or DR
— = Multi-access network
OSPFv3
ID
10
Cisco NX-0S 10
OSPFv3
ABR
Cisco Nexus 9000 NX-0S

LSA

32

ABR

OSPFv3
FF02::6
DR
DR
Router C
2
OSPFv3 CPU
OSPFv3

ID 10.2.3.1
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23 OSPFv3

ABR ABR
1 3 LSA
1
0 5
3
OSPFv3 ASBR 1
OSPFv3 AS
OSPFv3
OSPFv3 LSA
OSPFv3 LSA
Cisco NX-0S LSA
1 LSA LSA LSA
LSA SPF
LSA OSPFv3
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2 LSA |DR LSA LSA
LSA SPF
3 ABR
LSA LSA LSA
4 LSA LSA
LSA ASBR
5 AS LSA ASBR LSA LSA
AS LSA
7 7 LSA ASBR  NSSA LSA LSA
7 LSA
NSSA
8 LSA
LSA LSA
LSA
IPv6
9 LSA LSA
LSA
LSA OSPFv3
LSA SPF
11 Grace LSA
LSA LSA OSPFv3
OSPFv3
Cisco NX-0S
Cisco Nexus 9000 NX-0S
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LSA

40 Gbps
LSA
LSA
OSPFv3 LSA LSA
OSPFv3
. LSA
LSA LSA
. LSA OSPF
LSA LSA LSAs LSA
LSA
* AS LSA AS
AS LSA
LSA
LSA OSPFv3
LSA
30 LSA
LSA LSA
LSA CPU
LSA
OSPFv3 LSA 1 OSPFv3
10 LSA
OSPFv3
OSPFv3
LSA
OSPFv3
MaxAge LSA
LSA LSA 30
Cisco NX-0S LSA LSA

LSA
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Multi-Area Adjacency .

Multi-Area Adjacency

OSPFv3
OSPFv3

full LSA

OSPF

OSPFv3  IPV6 RIB

OSPFv3 SPF
OSPFv3
OSPFv3 IPv6
RIB OSPFv3  IPv6 RIB
. OSPFv3
OSPFv3 Multiple

OSPFv3 Instances

OSPFv3
AS 7 3 45
7 8 LSA
Cisco NX-0OS IPv6 IPv6
OSPFv3
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* SPF
IPv6
address-family ipv6 unicast

OSPFv3
RFC 4552 IPv6 (AH) (ESP)

OSPFv3 Cisco NX-OS 7.0(3)13(1) Cisco
NX-0S IPvé AH OSPFv3 RFC 4552
Cisco NX-0OS IP IPSec 5 MD5

1 SHA1 OSPFv3

OSPFv3IPSec

Cisco NX-0S OSPFv3 IPSec ESP
ESP AES 3DES ESP SHA-1
NULL
Cisco NX-0OS 10.4()F Cisco NX-0OS
IPSec OSPFv3
3
Cisco NX-0S OSPFv3
OSPFv3
AS 5 LSA
178 LSA
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. ASBR

OSPFv3 0.0.0.10
ABR

24:

Backbone @ \“HP/’/
o
\;-'_,/\

ASBR
IPv6 0 LSA
Not-So-Stubby Area
Not-So-Stubby Area NSSA
NSSA
7LSA NSSA
7LSA AS 5 LSA
ABR ABR
OSPFv3
7LSA
OSPFv3
NSSA
NSSA
NSSA OSPFv3
NSSA
0 NSSA
Cisco Nexus 9000 NX-0S

Not-So-Stubby Area .

qlub area

0.0.0.10
Area 10
NSSA
NSSA ASBR
NSSA
AS LSA

178
NSSA

OSPFv3
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Cisco NX-0OS 9.3(1) OSPF RFC 3101 2.5(3)
Not-so-Stubby Area P
LSA OSPF
RFC
NSSA ABR Cisco NX-0S 9.3(1)

default-routenssa-abr pbit-clear
Cisco NX-OS Release 9.3(1)

OSPFv3 ABR
ABR 3 5

25:

Area 3

ABR

OSPFv3
11

OSPFv3
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OSPFv3
OSPFV3 AS AS
NSSA 7 LSA
Manager 585
OSPFv3 OSPF
OSPF
1

2010:11:22:0:1000::1  2010:11:22:0:2000:679:1 1
2010:11:22::/32

ABR
2
ABR
1
OSPFv3
OSPF ASBR
Cisco NX-0S
CiscoNX-0S
NSR OSPFv3
OSPFv3
Nonstop Forwarding NSF
OSPFv3
Cisco Nexus 9000 NX-0S

5 LSA
Route Policy

OSPFv3

OSPFv3
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NSF

LSA
OSPFv3
OSPFv3
LSA

OSPFv3
LSA

* system switchover

e restart ospfv3

* reload module active-sup

OSPFv3

Cisco NX-0OS OSPFv3

OSPFv3

11

OSPFv3

NX-OS Verified Scalability Guide

OSPFv3
ID

Cisco NX-0S

SPF

Cisco NX-0S

. Cisco Nexus 9000 NX-0S

OSPFv3

SPF
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LSA OSPFv3
OSPFv3
LSA
OSPFv3
NSF OSPFv3
LSA
NSF
command
4
command
ID
ID

Cisco Nexus 9000 Series

OSPFv3
OSPv3
OSPFv3 ID OSPFv3

1 OSPFv3
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SPF
SPF CPU
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IPV6
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* |IPv6
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SPF
BFD BFD
BFD 2
hello CPU

OSPFv3

VRF
Cisco Nexus 9000

IPv6

IPv6
63

106 [


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/interfaces/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Interfaces_Configuration_Guide_7x.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/scalability/guide_703I75/b_Cisco_Nexus_9000_Series_NX-OS_Verified_Scalability_Guide_703I75.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/scalability/guide_703I75/b_Cisco_Nexus_9000_Series_NX-OS_Verified_Scalability_Guide_703I75.html

B o

OSPFv3

OSPFv3
. OSPFv2

CiscoNX-0OS

CTCPrimaryNetworks

* no graceful-restart planned only

graceful-restart planned-only

OSPRV3 |

graceful-restart

graceful-restart planned-only

9.3(2)  CSCvs57583

graceful-restart

CtcPrimaryNetworks 2

« Cisco NX-0S 10 10
10
. vPC OSPFv3
vPC
OSPF
switch(config-router)# timers throttle spf 1 50 50
switch(config-router)# timers lIsa-arrival 10
. OSPF
OSPF MIB SNMP
SNMP OSPF MIB
SNMP
SNMP
* OSPF
match ip route-source
* OSPFv3 matchip route-source
- matchipv6route-source OSPFv3 ID IPv4

Cisco Nexus 9000 NX-0S

10.6(x)
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0SPFV3 B

match route-type matchipv6address

prefix-list match ip route-sourcepr efix-list
match
. 220
OSPF
* OSPF match
route-type match ipv6 address match ip route-source
Cisco NX-OS OSPF
Cisco 10S OSPF
*vPC delay restore seconds
EtherChannel MCT VLAN
SVI OSPFv2 OSPFv3 SVI
vPC MAX_LINK_COST
vPC vPC
. ID
ID
N\
CiscoI0S  CLlI Cisco NX-0S
Cisco 10S
* OSPF  network ip address mask
areaareaid OSPF
* OSPF hello-interval:10 dead-interval:40
OSPF BFD
1 /
* OSPF
CPU
BFD 1
. RPM
BGP BGP IPv6
IPv4
Cisco Nexus 9000

NX-0S 106 [
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* Cisco NX-0OS 10.3(1)F OSPFv3  Cisco Nexus 9808
« Cisco NX-0S 10.4(1)F OSPFv3  Cisco Nexus 9804
« Cisco NX-0S 10.4(1)F Cisco NX-0OS OSPFv3
« Cisco NX-0S 10.4(1)F OSPFv3  Cisco Nexus 9808 9804
Cisco Nexus X98900CD-A X9836DM-A
« Cisco NX-0S 10.4(2)F OSPFv3  Cisco Nexus 9232E-B1
« Cisco NX-0S 10.6(1)F OSPFv3  Cisco Nexus N9336C-SE1
OSPFv3
19: OSPFV3
110
hello 10
40
60
15
OSPFv3
600
40 Gbps
LSA 1000
LSA 10
SPF 200

. Cisco Nexus 9000 NX-0S
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0SPFV3 B

SPF 1000

SPF 5000

OSPFv3

OSPFv3 OSPFv3

OSPFv3

1 configureterminal

switch# configure terminal
switch(config)#

2 [no] feature ospfv3

switch(config)# feature ospfv3
OSPFv3
no OSPFv3

3 show feature

switch(config)# show feature

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

Cisco Nexus 9000 NX-0S
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B o
OSPFv3
OSPFv3 OSPFv3
OSPFv3
OSPFv3
« Router ID OSPFv3 ID
1D ID

« Administrative distance
« Logadjacency changes OSPFv3
. IPv6  DNS

OSPF ID

e Maximum paths OSPFv3

» Reference bandwidth OSPFv3
OSPFv3
OSPFv3
OSPFv3 OSPFv3
OSPFv3 OSPFv3
. OSPFv3

« show ospfv3instance-tag

* OSPFv3

. Cisco Nexus 9000 NX-0S 10.6(x)
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configure terminal

switch# configure terminal
switch(config)#

[no] router ospfv3 instance-tag

switch(config)# router ospfv3 201
switch(config-router)#

OSPFv3

no router ospfv3instancetag
OSPFv3

router-id ip-address

switch(config-router)# router-id
192.0.2.1

OSPFv3 ID
ID

show ipv6 ospfv3 instance-tag

switch(config-router)# show ipv6 ospfv3
201

OSPFv3

log-adjacency-changes [detail]

switch(config-router)#
log-adjacency-changes

passive-inter face default

switch(config-router)# passive-interface
default

Cisco Nexus 9000 NX-0S

10

ID

OSPFv3

OSPF

OSPFv3
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B o

VRF
7 distance number
switch(config-router-af)# distance 25
OSPFv3 1 255
110
8 maximum-paths paths
switch(config-router-af)# maximum-paths
4
OSPFv3 1 16
8
9 copy running-config startup-config

switch(config)# copy running-config startup-config

OSPFv3

switch# <userinput>configure terminal</userinput>
switch(config)# <userinput>router ospfv3 201</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

OSPFv3

OSPFv3

10 IP

IPV6 OSPFv3

. Cisco Nexus 9000 NX-0S 10.6(x)
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OSPFv3 OSPFv3

configureterminal

switch# configure terminal
switch(config)#

inter faceinterface-type slot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

ipv6 addressipve-prefix/length

switch(config-if)# ipv6 address
2001:0DB8::1/48

IPv6

ipv6 router ospfv3instance-tagar eaarea-id [secondaries none]

switch(config-if)# ipv6 router ospfv3
201 area O

OSPFv3

show ipv6 ospfv3instance-taginter faceinterface-type slot/port

switch(config-if)# show ipv6 ospfv3 201
interface ethernet 1/2

OSPFv3

ospfv3 costnumber

switch(config-if)# ospfv3 cost 25

OSPFv3

Cisco Nexus 9000 NX-0S

OSPFv3

1 65535
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10

11

12

13

ospfv3 dead-interval seconds

switch(config-if)# ospfv3 dead-interval 50

OSPFv3 1 65535
4

ospfv3 hello-interval seconds

switch(config-if)# ospfv3 hello-interval
25

OSPFv3 hello 1 65535

ospfv3instanceinstance

switch(config-if)# ospfv3 instance 25

OSPFv3 ID 0 255
ID

ospfv3 mtu-ignore

switch(config-if)# ospfv3 mtu-ignore

OSPFv3 IP MTU
MTU MTU

ospfv3 network {broadcast | point-point}

switch(config-if)# ospfv3 network
broadcast

OSPFv3

[default | no] ospfv3 passive-interface

switch(config-if)# ospfv3
passive-interface

VRF default
VRF

ospfv3 prioritynumber

switch(config-if)# ospfv3 priority 25

. Cisco Nexus 9000 NX-0S
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0SPFV3 B

DR OSPFv3 0 255

14 ospfv3 shutdown

switch(config-if)# ospfv3 shutdown

OSPFv3

15 copy running-config startup-config

switch(config)# copy running-config startup-config

OSPFv3 201 0.0.0.10

switch# configure terminal
switch(config)# interface ethernet 1/2
switch(config-if)# ipv6 address 2001:0DB8::1/48
switch(config-if)# ipv6 router ospfv3d 201 area 0.0.0.10
switch(config-if)# copy running-config startup-config

OSPFv3

OSPFv3 OSPFv3

OSPFv3
ABR
OSPFv3 ASBR

ABR

 Arearange

* Filter list ABR 3 LSA

ASBR

Cisco Nexus 9000 NX-0S 10.6(x) .
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3 LSA IP
Route Policy Manager
585

1 router ospfv3instance-tag

switch(config)# router ospfv3 201
switch(config-router)#

OSPFv3

2 address-family ipv6 unicast

switch(config-router)# address-family
ipv6 unicast
switch(config-router-af)#

IPv6

3 areaarea-idfilter-list route-map map-name {in | out}

switch(config-router-af)# area 0.0.0.10
Ffilter-list route-map FilterLSAs in

ABR 3 LSA

4 show ipv6 ospfv3 palicy statisticsareaid filter-list {in | out}

switch(config-router-af)# show ipv6 ospfv3
policy statistics area 0.0.0.10
filter-list in

OSPFv3

5 copy running-config startup-config

switch(config-router-af)# copy running-config
startup-config

. Cisco Nexus 9000 NX-0S 10.6(x)
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switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>

switch(config-router)# <userinput>address-family ipv6 unicast</userinput>
switch(config-router-af)# <userinput>area 0.0.0.10 filter-list route-map FilterLSAs
in</userinput>

switch(config-router-af)# <userinput>copy running-config startup-config</userinput>

OSPFv3
AS 5 LSA

* OSPF OSPFv3

. ASBR

1 router ospfv3instance-tag

switch(config)# router ospfv3 201
switch(config-router)#

OSPFv3

2 areaarea-id stub

switch(config-router)# area 0.0.0.10
stub

3 address-family ipv6 unicast

switch(config-router)# address-family
ipv6 unicast
switch(config-router-af)#

Cisco Nexus 9000 NX-0S 10.6(x) .
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. Totally Stubby

IPv6

4 area area-id default cost cost

switch(config-router-af)# area 0.0.0.10
default-cost 25

0 16777215

5 copy running-config startup-config

switch(config-router-af)# copy running-config
startup-config

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>

switch(config-router)# <userinput>area 0.0.0.10 stub no-summary</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

Totally Stubby

Totally Stubby

Totally Stubby

area area-id stub no-summary

switch(config-router)# area 20 stub
no-summary

Totally Stubby

. Cisco Nexus 9000 NX-0S 10.6(x)
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NSSA

OSPFv3 NSSA
AS 5 LSA
OSPFv3 NSSA
« No redistribution NSSA OSPFv3
NSSAASBR ABR
« Default information originate 7LSA
ASBR
NSSA ASBR ABR
NSSA ABR
* Route map NSSA
* Nosummary NSSA
NSSA ABR
e Translate NSSA 7LSA AS LSA 5
OSPFv3
NSSA ABR AS LSA
D
areaarea-idnssa
NSSA

areaarea-idnssa

OSPF
. NSSA

1 router ospfv3instance-tag

Cisco Nexus 9000

NX-0S

OSPFv3
NSSA
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switch(config)# router ospfv3 201
switch(config-router)#

OSPFv3

OSPRV3 |

areaarea-idnssa [no-redistribution][default-infor mation-originate] [route-mapmap-name] [no-summary]

switch(config-router)# area 0.0.0.10
nssa

NSSA

areaarea-idnssa trandate type7 {always | never} [suppress-fa]

switch(config-router)# area 0.0.0.10
nssa translate type7 always

AS 7 LSA  NSSA

address-family ipv6 unicast

switch(config-router)# address-family
ipv6 unicast
switch(config-router-af)#

IPv6

areaarea-iddefault costcost

switch(config-router-af)# area 0.0.0.10

default-cost 25

NSSA
16777215

copy running-config startup-config

switch(config-router-af)# copy running-config

startup-config

5 LSA NSSA

NSSA

switch# <userinput>configure terminal</userinput>
switch(config)# <userinput>router ospfv3 201</userinput>

. Cisco Nexus 9000 NX-0S
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switch(config-router)# <userinput>area 0.0.0.10 nssa no-summary</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

NSSA

switch# <userinput>configure terminal</userinput>
switch(config)# <userinput>router ospfv3 201</userinput>
switch(config-router)# <userinput>area 0.0.0.10 nssa default-info-originate</userinput>

switch(config-router)# <userinput>copy running-config startup-config</userinput>

NSSA

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>

switch(config-router)# <userinput>area 0.0.0.10 nssa route-map ExternalFilter
no-summary</user input>

switch(config-router)# <userinput>copy running-config startup-config</userinput>

<!--CSCwv84492--> NSSA AS 7 LSA
NSSA 5 LSA NSSA

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>

switch(config-router)# <userinput>area 0.0.0.10 nssa</userinput>
switch(config-router)# <userinput>area 0.0.0.10 nssa translate type 7 always</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

NSSA

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>

switch(config-router)# <userinput>area 0.0.0.10 nssa no-summary</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

OSPFv3

* OSPF OSPFv3

. OSPFv3

1 configureterminal

Cisco Nexus 9000 NX-0S 10.6(x) .



switch# configure terminal
switch(config)#

2 interfaceinterface-type sot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

3 ipv6 router ospfv3 instance-tag multi-area area-id

switch(config-if)# 1pv6 router ospfv3
201 multi-area 3

4 show ipv6 ospfv3 instance-tag inter face interface-type slot/port

switch(config-if)# show ipv6 ospfv3 201
interface ethernet 1/2

OSPFv3

5 copy running-config startup-config

switch(config)# copy running-config startup-config

OSPFv3

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>interface ethernet 1/2</userinput>
switch(config-if)# <userinput>ipv6 address 2001:0DB8::1/48</userinput>
switch(config-if)# <userinput>ipv6 ospfv3 201 area 0.0.0.10</userinput>
switch(config-if)# <userinput>ipv6 ospfv3 201 multi-area 20</userinput>
switch(config-if)# <userinput>copy running-config startup-config</userinput>

. Cisco Nexus 9000 NX-0S 10.6(x)
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 Dead interval
hello

« Hello interval hello
 Retransmit interval LSA

e Transmit delay LSA

)

OSPF OSPFv3

1 router ospfv3instance-tag

switch(config)# router ospfv3 201
switch(config-router)#

OSPFv3

2 areaarea-id virtual-link router-id

switch(config-router)# area 0.0.0.10
virtual-link 2001:0DB8::1
switch(config-router-vlink)#

3 show ipv6 ospfv3 virtual-link [brief]

switch(config-router-vlink)# show ipv6 ospfv3
virtual-link

OSPFv3

4 dead-interval seconds

switch(config-router-vlink)#
dead-interval 50

Cisco Nexus 9000 NX-0S 10.6(x) .
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OSPFv3 1 65535 hello
4

5 hello-interval seconds

switch(config-router-vlink)#
hello-interval 25

OSPFv3 hello 1 65535 10

6 retransmit-interval seconds

switch(config-router-vlink)#
retransmit-interval 50

OSPFv3 1 65535 5

7 transmit-delay seconds

switch(config-router-vlink)#
transmit-delay 2

OSPFv3 1 450 1

8 copy running-config startup-config

switch(config-router-vlink)#
copy running-config startup-config

2 ABR
ABR 1 1D 2001:0DB8::1

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>

switch(config-router)# <userinput>area 0.0.0.10 virtual-link 2001:0DB8: :10</userinput>
switch(config-router-vlink)# <userinput>copy running-config startup-config</userinput>

ABR 2 ID 2001:0DB8::10

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>

switch(config-router)# <userinput>area 0.0.0.10 virtual-link 2001:0DB8: :1</userinput>
switch(config-router-vlink)# <userinput>copy running-config startup-config</userinput>

. Cisco Nexus 9000 NX-0S 10.6(x)



| OspPrv3

ASBR OSPFv3
OSPF
« Default information originate AS
5 LSA
S
Default information originate match
« Default metric
S
7.0(3)17(6)
Cisco NX-0S
default-information originate
OSPF OSPFv3

1 configureterminal

switch# configure terminal
switch(config)#

2 router ospfv3instance-tag

switch(config)# router ospfv3 201
switch(config-router)#

OSPFv3

3 address-family ipv6 unicast

Cisco Nexus 9000 NX-0S 10.6(x) .
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switch(config-router)# address-family
ipv6 unicast
switch(config-router-af)#

IPv6

4 redistribute {bgpid | direct | isisid | rip id | static | dhcpv6} route-map map-name

switch(config-router-af)# redistribute
bgp route-map FilterExternalBGP

OSPFv3

7.0(3)17(6)
Cisco NX-OS  default-information originate

5 default-information originate [always] [route-map map-name]

switch(config-router-af)#
default-information-originate route-map DefaultRouteFilter

RIB OSPFv3

« always RIB 0.0.0.

* route-map true

match

6 default-metric cost

switch(config-router-af)# default-metric
25

1 16777214

7 copy running-config startup-config

switch(config-router-af)# copy running-config
startup-config

. Cisco Nexus 9000 NX-0S 10.6(x)
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BGP OSPFv3

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>

switch(config-router)# <userinput>address-family ipv6 unicast</userinput>
switch(config-router-af)# <userinput>redistribute bgp route-map
FilterExternalBGP</userinput>

switch(config-router-af)# <userinput>copy running-config startup-config</userinput>

OSPFv3
OSPFv3
. OSPFv3
OSPFv3
OSPFv3
. OSPFv3 OSPFv3
. OSPFv3
OSPFv3
OSPFv3 OSPFv3
OSPF OSPFv3

1 configureterminal

switch# configure terminal
switch(config)#

2 router ospfv3instance-tag

Cisco Nexus 9000 NX-0S 10.6(x) .
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switch(config)# router ospfv3 201
switch(config-router)#

OSPFv3
3 address-family ipv6 unicast
switch(config-router)# address-family

ipv6 unicast
switch(config-router-af)#

IPv6
4 redistribute {bgpid | direct |isisid | rip id | static} route-map map-name

switch(config-router-af)# redistribute
bgp route-map FilterExternalBGP

OSPFv3

5 redistribute maximum-prefixmax [threshold] [warning-only | withdraw [num-retries timemout]]

switch(config-router-af)# redistribute
maximum-prefix 1000 75 warning-only

OSPFv2 0 65536

» threshold

 warning-only

» withdraw
num-retries 1 12 timeout 60 600 300
6 show running-config ospfv3

switch(config-router-af)# show
running-config ospf

OSPFv3

7 copy running-config startup-config

switch(config)# copy running-config startup-config
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| OspPrv3

OSPF

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>
switch(config-router)# <userinput>address-family ipv6 unicast</userinput>
switch(config-router-af)# <userinput>redistribute bgp route-map

FilterExternalBGP</userinput>

switch(config-router-af)# <userinput>redistribute maximum-prefix 1000 75</userinput>

ASBR

OSPF

configureterminal

switch# configure terminal
switch(config)#

router ospfv3instance-tag

switch(config)# router ospfv3 201
switch(config-router)#

OSPFv3
address-family ipv6 unicast
switch(config-router)# address-family

ipv6 unicast
switch(config-router-af)#

IPv6

area area-id range ipv6-prefix/length [no-advertise] [cost cost]

Cisco Nexus 9000 NX-0S

OSPFv3
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switch(config-router-af)# area 0.0.0.10
range 2001:0DB8::/48 advertise

ABR
3 LSA cost 0 16777215

5 summary-address ipv6-prefix/length [no-advertise] [tag tag]

switch(config-router-af)#
summary-address 2001:0DB8::/48 tag 2

ASBR

6 show ipv6 ospfv3 summary-address

switch(config-router-af)# show ipv6 ospfv3
summary-address

OSPFv3

7 copy running-config startup-config

switch(config)# copy running-config startup-config

ABR

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>

switch(config-router)# <userinput>address-family ipv6 unicast</userinput>
switch(config-router-af)# <userinput>area 0.0.0.10 range 2001:0DB8::/48</userinput>
switch(config-router-af)# <userinput>copy running-config startup-config</userinput>

ASBR

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>

switch(config-router)# <userinput>address-family ipv6 unicast</userinput>
switch(config-router-af)# <userinput>summary-address 2001:0DB8::/48</userinput>
switch(config-router-af)# <userinput>no discard route internal</userinput>
switch(config-router-af)# <userinput>copy running-config startup-config</userinput>

OSPFv3 RIB

. Cisco Nexus 9000 NX-0S 10.6(x)
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OSPF OSPFv3
* OSPFv3 188

configureterminal

switch# configure terminal
switch(config)#

router ospfv3instance-tag

switch(config)# router ospfv3 201
switch(config-router)#

OSPFv3

address-family ipv6 unicast

switch(config-router)# address-family
ipv6 unicast
switch(config-router-af)#

IPv6

[no] table-map map-name

switch(config-router-af)# table-map foo

OSPFv3 RIB OSPFv3
63

Cisco Nexus 9000 NX-0S
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switch(config-router-af)# exit
switch(config-router)#

switch(config-router)# exit
switch(config)#

7 route-map map-name [permit | deny] [seq]

switch(config)# route-map foo permit 10
switch(config-route-map)#

seq
per mit deny
8  match route-type route-type
switch(config-route-map)# match
route-type external
« external BGP EIGRP OSPF 1 2
. OSPF
« internal OSPF
. OSPF
e nssa-external NSSA OSPF 1 2
e type-1 OSPF 1
e type-2 OSPF 2
9  match ip route-source prefix-list name
switch(config-route-map)# match ip
route-source prefix-list pl
1 IP IPv6
ID ip prefix-list
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10

11

12

OSPFv3 ID 4

match ipv6 address prefix-list name

switch(config-route-map)# match ipv6
address prefix-list pl

1 IPv6 ip prefix-list
set distance value

switch(config-route-map)# set distance
150

OSPFv3 1 255

copy running-config startup-config

switch(config-route-map)# copy
running-config startup-config

OSPFv3
150 200 pl
190

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>

switch(config-router)# <userinput>address-family ipv6 unicast</userinput>
switch(config-router-af)# <userinput>table-map foo</userinput>
switch(config-router)# <userinput>exit</userinput>

switch(config)# <userinput>exit</userinput>

switch(config)# <userinput>route-map foo permit 10</userinput>
switch(config-route-map)# <userinput>match route-type inter-area</userinput>
switch(config-route-map)# <userinput>set distance 150</userinput>

switch(config)# <userinput>route-map foo permit 20</userinput>
switch(config-route-map)# <userinput>match route-type external</userinput>
switch(config-route-map)# <userinput>set distance 200</userinput>

switch(config)# <userinput>route-map foo permit 30</userinput>
switch(config-route-map)# <userinput>match ip route-source prefix-list pl</userinput>
switch(config-route-map)# <userinput>match ipv6 address prefix-list pl</userinput>
switch(config-route-map)# <userinput>set distance 190</userinput>
switch(config-route-map)# <userinput>copy running-config startup-config</userinput>
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OSPFv3 SPF
OSPFv3

» LSAarrival time LSA

LSA
 Pacing LSAs LSA

LSA
LSA LSA
LSA

 Throttle LSAs LSA
LSA

* Throttle SPF calculation SPF

 Retransmit interval LSA

e Transmit delay LSA

hello OSPFv3

1  configureterminal

switch# configure terminal
switch(config)#

2 router ospfv3instance-tag

switch(config)# router ospfv3 201
switch(config-router)#

OSPFv3

3 timerslsa-arrivalmsec

switch(config-router)# timers
Isa-arrival 2000

. Cisco Nexus 9000 NX-0S 10.6(x)
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LSA 10 600000

timer ssa-group-pacingseconds

switch(config-router)# timers
Isa-group-pacing 200

LSA 1 1800

timer sthrottle |sastart-time hold-interval max-time

switch(config-router)# timers
throttle Isa network 350 5000 6000

LSA
* start-time 0 5000
* hold-interval 50 30,000
* max-time 50 30,000

address-family ipv6 unicast

switch(config-router)# address-family
ipv6 unicast
switch(config-router-af)#

IPv6

timer sthrottle spfdelay-time hold-time max-time

switch(config-router-af)# timers throttle
spf 3000 2000

SPF SPF
* delay-time 1 600000 200
* hold-time 1 600000 1000
* max-wait 1 600000 5000
inter facetype slot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

ospfv3 retransmit-intervalseconds

Cisco Nexus 9000 NX-0S

1000

5000
5000

10

106 [



OSPRV3 |

switch(config-if)# ospfv3
retransmit-interval 30

LSA 1 65535
5

10 ospfv3 transmit-delayseconds

switch(config-if)# ospfv3

transmit-delay 600

LSA 1 450

1

11 copy running-config startup-config

switch(config)# copy running-config startup-config

Isa-group-pacing LSA

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>

switch(config-router)# <userinput>timers lsa-group-pacing 300</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

OSPFv3
« Grace period
« Helper mode disabled OSPFv3
OSPFv3
* Planned graceful restart only
OSPFv3
OSPFv3 OSPFv2
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configureterminal

switch# configure terminal
switch(config)#

router ospfv3instance-tag

switch(config)# router ospfv3 201
switch(config-router)#

OSPFv3

graceful-restart

switch(config-router)# graceful-restart

graceful-restart grace-periodseconds

switch(config-router)# graceful-restart
grace-period 120

5 1800

graceful-restart helper-disable

switch(config-router)# graceful-restart
helper-disable

graceful-restart planned-only
switch(config-router)# graceful-restart

planned-only

show ipv6 ospfv3instance-tag

Cisco Nexus 9000 NX-0S
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switch(config-router)# show ipv6 ospfv3
201

OPSFv3

8 copy running-config startup-config

switch(config)# copy running-config startup-config

120

switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>

switch(config-router)# <userinput>graceful restart</userinput>
switch(config-router)# <userinput>graceful-restart grace-period 120</userinput>
switch(config-router)# <userinput>copy running-config startup-config</userinput>

OSPFv3

OSPv3

OSPFv3

restart ospfv3 instance-tag

switch(config)# restart ospfv3 201

OSPFv3
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OSPFv3

0SPFV3 B

OSPFv3 VDC
VRF VRF OSPFv3
VRF OSPFv3
Y
VRF
VRF
OSPFv3 OSPFv3

configureterminal

switch# configure terminal
switch(config)#

vrf contextvrf-name

switch(config)# vrf context
RemoteOfficeVRF
switch(config-vr)#

VRF VRF

router ospfv3instance-tag

switch(config)# router ospfv3 201
switch(config-router)#

OSPFv3

vrfvrf-name

switch(config-router)# vrf
RemoteOfficeVRF
switch(config-router-vrf)#

VRF

Cisco Nexus 9000 NX-0S
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OSPFv3
5 maximum-pathspaths

switch(config-router-vrf)# maximum-paths
4

VRF OSPFv3

6 interfacetype dot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

7 vrf membervrf-name

switch(config-if)# vrf member
RemoteOfficeVRF

VRF

8  ipv6 addressipve-prefix/length

switch(config-if)# ipv6 address
2001:0DB8::1/48

IP VRF

9  ipv6 ospfv3instance-tagar eaarea-id

switch(config-if)# ipv6e ospfv3 201
area O

OSPFv3

10 copy running-config startup-config

switch(config)# copy running-config startup-config

VRF VRF
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switch# <userinput>configure terminal</userinput>

switch(config)# <userinput>vrf context NewVRF</userinput>
switch(config-vrf)# <userinput>exit</userinput>

switch(config)# <userinput>router ospfv3 201</userinput>
switch(config-router)# <userinput>exit</userinput>

switch(config)# <userinput>interface ethernet 1/2</userinput>
switch(config-if)# <userinput>vrf member NewVRF</userinput>
switch(config-if)# <userinput>ipv6 address 2001:0DB8::1/48</userinput>
switch(config-if)# <userinput>ipv6 ospfv3 201 area O</userinput>
switch(config-if)# <userinput>copy running-config startup-config</userinput>

Cisco Nexus 102 1 ESP OSPFv3
OSPFv3 IPSec IPSec 2
AH
ESP RFC4552 Authentication/Confidentiality for OSPFv3
ESP OSPFv3
Cisco Nexus 10.4(1)F
1
* [PSec
«AH ESP 2
AH  ESP

* RFC 4552 10
. ESP

* AES-CBC 128

* AES 192 AES 256
* 3DES-CBC
* NULL

* ESP
* SHA-1
* NULL

1 ESP CLI NULL
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OSPFv3
. ESP
. SPI ESP
SPI
- 128 SA/SPI  OSPR3
2 ESP
OSPFv3
OSPFV3
OSPFv3 ESP
OSPFV3

switch# configure terminal

2 OSPFv3
switch(config)# feature ospfv3

switch(config)# feature imp

4 OSPFv3

switch(config)# router ospfv3 instance-tag

5 IPSec ESP

switch(config-router)# encryption ipsec spi spi_id esp [encrypt_algorithm [0 3| 7] key|key-chain enc_keychain_name
| null] authentication [auth_algorithm [ 0| 3| 7] key | key-chain auth_keychain_name | null]
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0SPFV3 B

spi_id encrypt_algorithm
3DES AES 128 null 0 3 7 key
auth_algorithm SHA-1 NULL

key-chain

6 OSPFv3

switch(config)# show running-config ospfv3

OSPFv3

OSPFv3
OSPFv3 ESP

OSPFv3

switch# configure terminal

2 OSPFv3
switch(config)# feature ospfv3

switch(config)# feature imp

4 OSPFv3
switch(config)# router ospfv3 instance-tag

5 IPSec ESP

switch(config-router)#ar ea area-num encryption ipsec spi spi_val esp encrypt_algorithm [ 0| 3| 7key | key-chain
enc_keychain_name | null] authentication auth_algorithm[ 0| 3| 7] key | key-chain auth_keychain_name | null]

spi_id encrypt_algorithm
3DES AES 128 null 0 3 6 7 key
auth algorithm SHA-1 NULL
key-chain
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OSPFv3

6 OSPFv3

switch(config)# show running-config ospfv3

OSPFv3

OSPFv3
OSPFv3 ESP

OSPFv3

switch# configure terminal

2 OSPFv3
switch(config)# feature ospfv3

switch(config)# featureimp

switch(config)# interface ethernet interface
5 OSPFv3
switch config-if instance-tag area-id ipv6 router ospfv3 area

6 IPSec ESP

switch(config-if)# ospfv3 encryption ipsec spi spi_id esp encrypt_algorithm[ 0| 3| 7] key | key-chain
enc_keychain_name | null] authentication auth_algorithm[ 0| 3| 7] key | key-chain auth_keychain_name | null]

spi_id encrypt_algorithm
3DES AES 128 null 0 3 7 key
auth_algorithm  SHA-1 NULL

key-chain
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switch(config-if)#show run interface interface

312

switch# configure terminal

switch(config)# feature ospfv3

switch(config)# feature imp

switch(config)# interface ethernet 3/2

switch(config-if)# 1pv6 router ospfv3 1 area 0.0.0.0
switch(config-if)# ospfv3 encryption ipsec spi 444

esp Specify encryption parameters

switch(config-if)# ospfv3 encryption ipsec spi 444 esp
3des Use the triple DES algorithim

aes Use the AES algorithim

<I--NX0S1-307-->key-chain Encryption password key-chain
null Use NULL authentication

switch(config-if)# ospfv3 encryption ipsec spi 444 esp aes
128 Use the 128-bit AES algorithim

switch(config-if)# ospfv3 encryption ipsec spi 444 esp aes 128

0 Specifies an UNENCRYPTED encryption key will follow
3 Specifies an 3DES ENCRYPTED encryption key will follow
7 Specifies a Cisco type 7 ENCRYPTED encryption key will follow

WORD The UNENCRYPTED (cleartext) encryption key
switch(config-if)# ospfv3 encryption ipsec spi 444 esp aes 128
12345678123456781234567812345678 authentication null
switch(config-if)# sh ospfv3 interface

Ethernet3/2 is up, line protocol is up

IPv6 address 1:1:1:1::2/64

Process ID 1 VRF default, Instance ID O, area 0.0.0.0
Enabled by interface configuration

State DOWN, Network type BROADCAST, cost 40

ESP Encryption AES, Authentication NULL, SPI 444, Connld 444
switch(config-if)#

OSPFv3

OSPFv3
OSPFv3 ESP

OSPFv3

Cisco Nexus 9000 NX-0S
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switch# configure terminal

2 OSPFv3
switch(config)# feature ospfv3

switch(config)# feature imp

4 OSPFv3

switch(config)#router ospfv3 instance-tag

switch(config-router)# area area-id virtual-link router-id

6 IPSec ESP
switch(config-router-vlink)# encryption ipsec spi spi_id esp encrypt_algorithm[ 0| 3| 7] key | key-chain

OSPRV3 |

enc_keychain_name | null] authentication auth_algorithm [ 0| 3| 7] key| key-chain auth_keychain_name| null]

spi_id encrypt_algorithm
3DES AES 128 null 0 3 7
auth_algorithm SHA-1 NULL

key-chain

7 OSPFv3

switch(config)# show running-config ospfv3

switch(config)# feature ospfv3

switch(config)# feature imp

switch(config-if)# router ospfv3 1

switch(config-router)# area 0.0.0.1 virtual-link 3.3.3.3
switch(config-router-vlink)# encryption ipsec spi ?
<256-4294967295> SP1 Value

switch(config-router-vlink)# encryption ipsec spi 256 esp ?

3des Use the triple DES algorithim

aes Use the AES algorithim

key-chain Encryption password key-chain

null Use NULL authentication

switch(config-router-vlink)# encryption ipsec spi 256 esp aes 128
123456789A123456789B123456789C12 authentication ?

null Use NULL authentication

shal Use the SHA1l algorithim

switch(config-router-vlink)# encryption ipsec spi 256 esp aes 128
123456789A123456789B123456789C12 authentication null
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key



| OspPrv3
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OSPFv3 IPsec ESP

ipv6 access-list copp-acl-ipsec
10 permit ahp any any
20 permit esp any any

class-map type control-plane match-any copp-class-critical-customized-copp
match access-group name copp-acl-ipsec

policy-map type control-plane customized-copp

class copp-class-critical-customized-copp

police cir 36000 kbps bc 1280000 bytes conform transmit violate drop
control-plane

service-policy input customized-copp

OSPFv3

OSPFv3 OSPFv3 ESP

OSPFv3 OSPFv3

configure terminal

switch# configure terminal
switch(config)#

feature ospfv3

switch(config)# feature ospfv3

OSPFv3

featureimp

switch(config)# feature imp

router ospfv3instance-tag

Cisco Nexus 9000 NX-0S 10.6(x) .
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OSPFv3

switch(config)# router ospfv3 100
switch(config-router)#

OSPFv3
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5 [no] authentication {ipsec spi spi_id [auth_algorithm [ 0| 3| 7] key | key-chain auth_keychain_name | null]

switch(config-router)# authentication ipsec spi 475 md5 11111111111111112222222222222222

switch(config-router)# authentication ipsec spi 333 key-chain testl

VRF OSPFv3 IPSec
spi SPI
4294967295
auth
0 3
7 Cisco 7

cleartext 0 key md5
Cisco NX-0S 10.4()F key-chain

no OSPFv3 IPSec

6 show running-config ospfv3

switch(config)# show running-config ospfv3

OSPFv3

7 copy running-config startup-config

switch(config)# copy running-config
startup-config

OSPFv3

OSPFv3

. Cisco Nexus 9000 NX-0S
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OSPFV3 B

Cisco Nexus 9000 NX-0OS

OSPFv3 OSPFv3

1 configureterminal

switch# configure terminal
switch(config)#

2 feature ospfv3

switch(config)# feature ospfv3

OSPFv3

3 featureimp

switch(config)# feature imp

4 router ospfv3instance-tag

switch(config)# router ospfv3 100
switch(config-router)#

OSPFv3

5 [no] area area-id-ip authentication {ipsec spi spi_id[auth_algorithm[ 0| 3| 7] key | key-chain auth_keychain_name
| null]

switch(config-router)# area 0 authentication ipsec spi 475 md5 11111111111111112222222222222222

switch(config-router)# area 0O authentication ipsec spi 333 key-chain testl

OSPFv3 IPSec
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OSPFv3
spi SPI 256
4294967295
auth MD5 SHA-1
0 3 3DES
7 Cisco 7
cleartext 0 key MD5 32 SHA-1 40
Cisco NX-0OS 10.4(1)F key-chain
no OSPFv3 IPSec

6 show running-config ospfv3

switch(config)# show running-config ospfv3

OSPFv3

7 copy running-config startup-config

switch(config)# copy running-config startup-config

OSPFv3

OSPFv3 OSPFv3 ESP

Cisco Nexus 9000 NX-OS

OSPFv3 OSPFv3

1 configure terminal
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switch# configure terminal
switch(config)#

inter faceinterface-type slot/port

switch(config)# interface ethernet 1/1
switch(config-if)#

OSPFv3

[no] ospfv3 authentication {disable | ipsec spi spi_id {md5 akey | shal akey | key-chain keychain_ah}}

switch(config-if)# ospfv3 authentication ipsec spi 475 md5 11111111111111112222222222222222

switch(config-if)# ospfv3 authentication ipsec spi 333 key-chain testl

OSPFv3 IPSec

spi SPI
4294967295
auth
0 3

7 Cisco 7
cleartext 0 key MD5
Cisco NX-OS 10.4(1)F key-chain

no OSPFv3 IPSec

show running-config ospfv3

switch(config)# show running-config ospfv3

OSPFv3

copy running-config startup-config

switch(config)# copy running-config startup-config

Cisco Nexus 9000 NX-0S
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OSPFv3
OSPFv3
OSPFv3 OSPFv3
ESP
Cisco Nexus 9000 NX-0OS
OSPFv3 OSPFv3

1 configure terminal

switch# configure terminal
switch(config)#

2 feature ospfv3

switch(config)# feature ospfv3

OSPFv3

3 featureimp

switch(config)# feature imp

4 router ospfv3instance-tag

switch(config)# router ospfv3 100
switch(config-router)#

OSPFv3

5 areaarea-id virtual-link router-id

switch(config-router)# area 0.0.0.10 virtual-link 2001:0DB8::1
switch(config-router-vlink)#
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6 [no] authentication {ipsec spi spi_id [auth_algorithm[ 0| 3| 7] key | key-chain auth_keychain_name | null]

switch(config-router-vlink)# authentication ipsec spi 475 md5 11111111111111112222222222222222

switch(config-router-vlink)# authentication ipsec spi 333 key-chain testl

OSPFv3 IPSec

spi SPI 256
4294967295
auth MD5 SHA-1
0 3 3DES
7 Cisco 7

cleartext 0 key MD5 32 SHA-1 40
Cisco NX-OS 10.4(1)F key-chain

no OSPFv3 IPSec

7 show running-config ospfv3

switch(config)# show running-config ospfv3

OSPFv3

8 copy running-config startup-config

switch(config)# copy running-config startup-config

OSPFv3

OSPFv3
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show ipv6 ospfv3 [instance-tag] [vrf vrf-name] |1 OSPFv3

SPF UP

. OSPF
show ipv6 ospfv3 border-routers ABR ASBR OSPF
show ipv6 ospfv3 database OSPFv3
show ipv6 ospfv3 interface type number [vrf OSPFv3
{vrf-name| all | default | management}]
show ipv6 ospfv3 neighbors clear ospfv3
neighbors
show ipv6 ospfv3 request-list LSA
show ipv6 ospfv3 retransmission-list LSA
show ipv6 ospfv3 summary-address OSPFv3
show ospfv3 process OSPFv3
10.6(x)



| OspPrv3

OSPFV3 B

show ospfv3 interface interface-type slot/port OSPFv3

show running-configuration ospfv3 OSPFv3

OSPFv3

OSPFv3

show ipv6 ospfv3 memory OSPFv3

show ipv6 ospfv3 palicy statistics area area-id OSPFv3
filter-list {in | out} [vrf {vrf-name | all | default |
management}]

show ipv6 ospfv3 palicy statisticsredistribute | OSPFv3
{bgpid|direct|isisid|ripid]|staticvrf {vrf-name
| all | default | management}]

show ipv6 ospfv3 statistics [vrf {vrf-name|all | | OSPFv3
default | management}]

show ipv6 ospfv3 traffic interface-type number | OSPFv3
[vrf {vrf-name | all | default | management}]

OSPFv3

OSPFv3

This example shows how to configure OSPFv3:
feature ospfv3
router ospfv3 201
router-id 290.0.2.1

interface ethernet 1/2
ipv6 address 2001:0DB8::1/48
ipv6 ospfv3 201 area 0.0.0.10

key-chain OSPFv3
switch(config-if)# ospfv3 encryption ipsec spi 333 esp ?
3des Use the triple DES algorithim
aes Use the AES algorithim
key-chain Encryption password key-chain
null Use NULL authentication

switch(config-if)# ospfv3 encryption ipsec spi 333 esp key-chain ?
WORD Encryption key-chain name (Max Size 63)
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switch(config-if)# ospfv3 encryption ipsec spi 333 esp key-chain testl ?

authentication

Specify authentication parameters

switch(config-if)# ospfv3 encryption ipsec spi 333 esp key-chain testl

authentication ?

key-chain Authentication password key-chain
null Use NULL authentication
switch(config-if)# ospfv3 encryption ipsec spi 333 esp key-chain testl

authentication key-chain ?

WORD Authentication key-chain name (Max Size 63)
switch(config-if)# ospfv3 encryption ipsec spi 333 esp key-chain testl
authentication key-chain test2 ?

<CR>

switch(config-router)# sh ospfv3

Routing Process 2 with ID 20.20.10.2 VRF default

Routing Process Instance Number 1

Install discard route for summarized internal routes.

ESP Encryption 3DES, Authentication SHA1, SPI 334, Connld 334
ESP keychains: Encr test_key chain_0l(ready), Auth testl(ready)
Number of new LSAs originated : 3

Number of new LSAs received : 0

OSPF
* OSPFv2 119

* Route Policy Manager 585
OSPF
MIB MIB
OSPFv3 MIB MIB
URL

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/mib/
quickreference/
cisco-nexus-7000-series-and-9000-series-nx-0s-mib-quick-reference.htmil#con_
67262

. Cisco Nexus 9000 NX-0S
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EIGRP

Cisco NX-0S Enhanced Interior Gateway Routing Protocol EIGRP

* EIGRP 239

* EIGRP 248

* EIGRP 248
. 250

EIGRP 251
. EIGRP 257

* EIGRP 275
* EIGRP 277

* EIGRP 277
* EIGRP 277

. 278

. 278

EIGRP

EIGRP
EIGRP Hello
EIGRP EIGRP
1 EIGRP

EIGRP
EIGRP

EIGRP

EIGRP

* Reliable Transport Protocol

Cisco Nexus 9000 NX-0S 10.6(x) .
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EIGRP
( )
EIGRP 257
Reliable Transport Protocol
* Hello EIGRP
Hello hello
hello 5
EIGRP
. EIGRP
EIGRP Reliable Transport Protocol Hello
EIGRP EIGRP
EIGRP
hello 3 15
EIGRP EIGRP
EIGRP
EIGRP
EIGRP
EIGRP
EIGRP Hello Hello
Cisco NX-0OS
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DUAL
* |IPv4 IPv6 /
1P
. FD
DUAL
DUAL
RIB DUAL
DUAL
RIB
DUAL
EIGRP
DUAL
EIGRP
EIGRP
EIGRP
. IP
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Cisco
EIGRP
* MTU
DUAL
EIGRP
EIGRP
64
EIGRP
=[k1 x + k2 x | 256 - + k3 x + k6 x
+k4 ]
RIB 64 EIGRP
RIB 64 32
RIB = /RIB
RIB
EIGRP EIGRP k6 2
10.6(x)
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EIGRP

\}

EIGRP TLV 2
EIGRP
. 1P
. ID EIGRP ID
. ID
EIGRP RIB
EIGRP EIGRP RIB
EIGRP
EIGRP EIGRP
RIB
EIGRP EIGRP
EIGRP IPv4  IPV6
IPv4
EIGRPv4 IPv6  EIGRP
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MD5

MD5S

MD5
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ID
EIGRP MD5
/ VRF
EIGRP
Cisco Nexus 9000 Series NX-OS Security Configuration Guide
EIGRP
EIGRP Cisco NX-0S
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EIGRP EIGRP
EIGRP
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EIGRP
EIGRP
EIGRP EIGRP
EIGRP
EIGRP
EIGRP
WAN
EIGRP
EIGRP
1
10.1.1.0/24 10.1.2.0/24
10.1.3.0/24 1 10.1.0.0/16
EIGRP
PEER
S
EIGRP
EIGRP EIGRP AS
EIGRP
Route Policy Manager 585
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EIGRP
ip distribute-list eigrp
Cisco NX-0S EIGRP RIB 16
ECMP
EIGRP
S
Cisco NX-OS  EIGRP
Split Horizon
EIGRP
EIGRP EIGRP
Cisco NX-OS
EIGRP EIGRP
EIGRP
. 2

. Cisco Nexus 9000 NX-0S 10.6(x)
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g |

BFD

IPv4 IPv6 BFD
BFD BFD 2
BFD
hello CPU
Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide

EIGRP VRF

CiscoNX-0S EIGRP

EIGRP NSF EIGRP
FIB
NSF
CiscoNX-0OS
EIGRP
Cisco NX-0S

EIGRP EIGRP

CiscoNX-0S
EIGRP
EIGRP
EIGRP FIB
Hello
. EIGRP Hello Hello

Cisco Nexus 9000 NX-0S 10.6(x) .
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240

Cisco Nexus 9000 Series NX-OS Verified Scalability Guide

EIGRP

EIGRP

* EIGRP
the EIGRP Feature

EIGRP

EIGRP

CTCPrimaryNetworks

Route Policy Manager

NX-0S

. Cisco Nexus 9000

EIGRP
EIGRP
ID
EIGRP
EIGRP Enabling
EIGRP
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EIGRP .
. NSF
NSF
. NSF
NSF
NSF NSF

* Cisco NX-OS EIGRP  Cisco I0S EIGRP
* EIGRP

EIGRP
o1 EIGRP
* NX-0S 10.3(3)F EIGRP

10000 10K
NX-0S 10.3(3)F
10000
10000
10.3(3)F
* EIGRP EIGRP
*no {ip | ipv6} next-hop-self
«{ip | ipv6 } passive-interfaceeigrp
» Cisco NX-OS IGRP IGRP EIGRP
* Cisco NX-OS IP
. EIGRP
. hello EIGRP
BFD

* Cisco NX-0S 9.3(4) EIGRP

Cisco Nexus 9000 NX-0S 10.6(x) .
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EIGRP
EIGRP

« Cisco NX-0S 10.3(1)F EIGRP  Cisco Nexus 9808

« Cisco NX-0S 10.4(1)F EIGRP  Cisco Nexus 9804

* Cisco NX-0S 10.4(1)F EIGRP Cisco Nexus 9808 9804

N9KX98900CD-A N9KX9836DM-A
« Cisco NX-0S 10.4(2)F EIGRP  Cisco Nexus N9K-C9232E-B1
« ASCII VRF EIGRP VRF
S
CiscolOS  CLI Cisco NX-0S Cisco 10S
EIGRP
20 EIGRP
. 90
. 170
50%
. 100000 Kb/s
. 100 10
. 255
. 1
* MTU 1500
EIGRP

. Cisco Nexus 9000 NX-0S 10.6(x)
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hello 5
Hold time 15

8

0101000

IP
NSF 120
NSF 240
NSF 20
Enabled

EIGRP

EIGRP

EIGRP

EIGRP EIGRP

1. configureterminal

2. [no] featureeigrp

3. show feature

4 copy running-config startup-config

1 | configure terminal

Cisco Nexus 9000 NX-0S 10.6(x) .
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switch# configure terminal
switch(config)#

2 | [no] featureeigrp EIGRP

no
switch(config)# feature eigrp

EIGRP

3 show feature

switch(config)# show feature

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

EIGRP

EIGRP
EIGRP

EIGRP EIGRP
EIGRP Feature

EIGRP ID
ID

IPv6

configure terminal

[no] router eigrp instance-tag
autonomous-system as-number
log-adjacency-changes
log-neighbor-war nings [seconds]

inter face interface-type slot/port

{ip| ipv6} router eigrp instance-tag

No ok~ wDdpE

. Cisco Nexus 9000 NX-0S

10.6(x)

EIGRP

Enabling the



| EIGRP

8. show {ip | ipv6} eigrp interfaces
9. copy running-config startup-config

EIGRP B

configureterminal

switch# configure terminal
switch(config)#

[no] router eigrp instance-tag

switch(config)# router eigrp Testl
switch(config-router)#

AS

AS

no

EIGRP

EIGRP
20

instance-tag
autonomous-system

EIGRP

EIGRP

EIGRP

autonomous-system as-number

switch(config-router)# autonomous-system
33

EIGRP

AS
1 65535

log-adj acency-changes

switch(config-router)#
log-adjacency-changes

log-neighbor-war nings [seconds]

switch(config-router)#
log-neighbor-warnings

Cisco Nexus 9000 NX-0S
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10

6 . interface interface-type slot/port ?

switch(config-router)# interface
ethernet 1/2
switch(config-if)#

7 :{ip| ipv6} router eigrp instance-tag EIGRP
20

switch(config-if)# ip router eigrp Testl

R2(config-if)# vrf member eigrp-vrf
Warning: Retain-L3-config is on, deleted and
re-added L3 config on interface Ethernetl/8 EIGRP
VRF eigrp-vrf does not exist. Create vrf to make
interface Ethernetl/8 operational

R2(config-if)# vrf member
R2(config-if)# sh ru eigrp

vrf-name  EIGRP

vrfretain

ICommand: show running-config eigrp

TRunning configuration last done at: Thu Aug 25
06:59:31 2022

ITime: Thu Aug 25 06:59:36 2022

version 10.3(1) Bios:version 05.47
feature eigrp

router eigrp 10
vrf eigrp-vrf

interface Ethernetl/8
ip router eigrp 10

8 show {ip | ipv6} eigrp interfaces EIGRP

switch(config-if)# show ip eigrp
interfaces

9 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

. Cisco Nexus 9000 NX-0S 10.6(x)
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EIGRP
S
EIGRP EIGRP
EIGRP
switch# configure terminal
switch(config)# router eigrp Testl
switch(config-router)# interface ethernet 1/2
switch(config-if)# ip router eigrp Testl
switch(config-if)# no shutdown
switch(config-if)# copy running-config startup-config
EIGRP EIGRP 257
EIGRP
EIGRP
1 flush-routes
2. restart eigrp instance-tag
1 flush-routes EIGRP
RIB EIGRP
switch(config)# flush-routes
2 | restart eigrp instance-tag EIGRP

switch(config)# restart eigrp Testl

20

Cisco Nexus 9000

NX-0S
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EIGRP

EIGRP
EIGRP

EIGRP

1. shutdown

EIGRP |

1 | shutdown

switch(config-router)# shutdown

EIGRP
EIGRP

EIGRP

EIGRP EIGRP
EIGRP
EIGRP
1. {ip|ipv6} passive-interface eigrp instance-tag
1 | {ip | ipv6} passive-interface eigrp instance-tag EIGRP hello EIGRP

switch(config-if)# ip passive-interface eigrp
tagl0

20

. Cisco Nexus 9000 NX-0S
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EIGRP .
EIGRP
EIGRP EIGRP
EIGRP
1. {ip|ipv6} egrp instance-tag shutdown
1 | {ip | ipv6} eigrp instance-tag shutdown EIGRP
EIGRP
switch(config-if)# ip eigrp Testl 20
shutdown
EIGRP Authentication
EIGRP EIGRP
EIGRP EIGRP
EIGRP EIGRP Enabling the
EIGRP Feature
EIGRP
Cisco Nexus 9000 Series

NX-OS Security Configuration Guide

Cisco Nexus 9000 NX-0S 10.6(x) .
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router eigrp instance-tag
address-family {ipv4 | ipv6} unicast
authentication key-chain key-chain
authentication mode md5
interface interface-type slot/port
{ip | ipv6} router eigrp instance-tag
{ip | ipv6} authentication key-chain eigrp instance-tag keychain
{ip | ipv6} authentication mode eigr p instance-tag md5

copy running-config startup-config

EIGRP |

configure terminal

switch# configure terminal
switch(config)#

router eigrp instance-tag

switch(config)# router eigrp Testl
switch(config-router)#

AS

AS

EIGRP
20

instance-tag
autonomous-system

EIGRP

address-family {ipv4 | ipv6} unicast

switch(config-router)# address-family

ipv4 unicast
switch(config-router-af)#

IPv4

authentication key-chain key-chain

switch(config-router-af)# authentication

key-chain routeKeys

VRF

EIGRP

. Cisco Nexus 9000 NX-0S
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authentication mode md>5

switch(config-router-af)# authentication
mode md5

VRF  MD5

inter face interface-type slot/port

switch(config-router-af) interface
ethernet 1/2
switch(config-if)#

{ip | ipv6} router eigrp instance-tag

switch(config-if)# ip router eigrp Testl

20

EIGRP

{ip | ipv6} authentication key-chain eigr p instance-tag
keychain

switch(config-if)# ip authentication
key-chain eigrp Testl routeKeys

VRF

EIGRP

20

{ip | ipv6} authentication mode eigrp instance-tag md5

switch(config-if)# ip authentication
mode eigrp Testl md5

VRF

MD5

20

10

copy running-config startup-config

switch(config-if)# copy running-config
startup-config

EIGRP  MD5
1/2

switch# configure terminal
switch(config)# router eigrp Testl
switch(config-router)# exit
switch(config)# interface ethernet 1/2

switch(config-if)# ip router eigrp Testl
switch(config-if)# ip authentication key-chain eigrp Testl routeKeys

Cisco Nexus 9000 NX-0S
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switch(config-if)# ip authentication mode eigrp Testl md5
switch(config-if)# copy running-config startup-config

EIGRP

EIGRP
EIGRP

1. stub [direct | receive-only | redistributed [direct] leak-map map-name]
2. show ip eigrp neighbor detail

1 | stub [direct | receive-only | redistributed [direct] EIGRP
leak-map map-name]

switch(config-router-af)# eigrp stub
redistributed

2 show ip eigrp neighbor detail

switch(config-router-af)# show ip eigrp
neighbor detail

switch# configure terminal

switch(config)# router eigrp Testl

switch(config-router)# address-family ipv6 unicast
switch(config-router-af)# stub direct redistributed
switch(config-router-af)# copy running-config startup-config

showip eigrp neighbor
detail

show ip eigrp neighbor detail

. Cisco Nexus 9000 NX-0S 10.6(x)
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Router# show ip eigrp neighbor detail
IP-EIGRP neighbors for process 201

H Address Interface Hold Uptime SRTT RTO Q Seq Type
(sec) (ms) Cnt Num
0 10.1.1.2 Se3/1 11 00:00:59 1 4500 O 7

Version 12.1/1.2, Retrans: 2, Retries: O
Stub Peer Advertising ( CONNECTED SUMMARY ) Routes

EIGRP

EIGRP

1. {ip|ipv6} summary-address eigrp instance-tag ip-prefix/length [distance | leak-map map-name]

1 | {ip | ipv6} summary-address eigrp instance-tag IP /
ip-prefix/length [distance | leak-map map-name]
20

switch(config-if)# ip summary-address
eigrp Testl 192.0.2.0/8

5
EIGRP
/
IP
EIGRP

Cisco Nexus 9000 NX-0S 10.6(x) .
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EIGRP 192.0.2.0 1/2

switch# configure terminal
switch(config)# interface ethernet 1/2
switch(config-if) ip summary-address eigrp Testl 192.0.2.0/24

EIGRP

EIGRP
EIGRP EIGRP Enabling the
EIGRP Feature
EIGRP
Route Policy Manager 585

1. configureterminal

2. router eigrp instance-tag

3. address-family {ipv4 | ipv6} unicast

4. redistribute {bgp as| {eigrp | isis| ospf | ospfv3 | rip} instance-tag | direct | static} route-map
map-name

5. default-metric bandwidth delay reliability loading mtu

6. show {ip | ipv6} eigrp route-map statisticsredistribute

7 copy running-config startup-config

1 | configure terminal

switch# configure terminal
switch(config)#

. Cisco Nexus 9000 NX-0S 10.6(x)
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EIGRP

router eigrp instance-tag

switch(config)# router eigrp Testl
switch(config-router)#

AS

EIGRP
20

instance-tag

autonomous-system

AS
EIGRP

address-family {ipv4 | ipv6} unicast

switch(config-router)# address-family ipv4d
unicast
switch(config-router-af)#

1Pv4

redistribute {bgp as| {eigrp | isis| ospf | ospfv3| rip}
instance-tag | direct | static} route-map map-name

switch(config-router-af)# redistribute bgp 100
route-map BGPFilter

20

EIGRP

default-metric bandwidth delay reliability loading mtu

switch(config-router-af)# default-metric
500000 30 200 1 1500

* bandwidth 100000 Kbps
edelay 100 10

« reliability 255

e loading 1
* MTU 1492
show {ip | ipv6} eigrp route-map statistics | EIGRP

redistribute

switch(config-router-af)# show ip eigrp
route-map statistics redistribute bgp

copy running-config startup-config

switch(config-router-af)# copy
running-config startup-config

Cisco Nexus 9000 NX-0S
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BGP IPv4 EIGRP

switch# configure terminal

switch(config)# router eigrp Testl

switch(config-router)# redistribute bgp 100 route-map BGPFilter
switch(config-router)# default-metric 500000 30 200 1 1500
switch(config-router)# copy running-config startup-config

EIGRP
EIGRP
. EIGRP
EIGRP 75%
EIGRP
. EIGRP
EIGRP
EIGRP EIGRP
. 2
. 8 redistribute 8
\)
IPv4 VRF
EIGRP EIGRP Enabling the

EIGRP Feature

. Cisco Nexus 9000 NX-0S 10.6(x)
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configure terminal
router eigrp instance-tag

show running-config eigrp

oo k~wdpE

redistribute {bgp id | direct | eigrp id | isisid | ospf id | rip id | static} route-map map-name
redistribute maximum-prefix max [threshold] [warning-only | withdraw [num-retries timeout]]

copy running-config startup-config

configureterminal

switch# configure terminal

switch(config)#
router eigrp instance-tag EIGRP
switch(config)# router eigrp Testl
switch(config-router)#
redistribute {bgp id | direct | eigrp id | isisid | ospf id |
rip id | static} route-map map-name EIGRP
switch(config-router)# redistribute bgp route-map|
FilterExternal BGP
redistribute maximume-prefix max [threshol d] EIGRP
[warning-only | withdraw [num-retries timeout]] 1 65535
switch(config-router)# redistribute maximum-prefix « threshold
1000 75 warning-only
 warning-only
» withdraw
num-retries 1 12
timeout 60 600 300

Cisco Nexus 9000 NX-0S

clear ip eigrp redistribution
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EIGRP

5 show running-config eigrp EIGRP

switch(config-router)# show running-config eigrp

6 copy running-config startup-config

switch(config-router)# copy running-config
startup-config

EIGRP

switch# configure terminal

switch(config)# router eigrp Testl

switch(config-router)# redistribute bgp route-map FilterExternalBGP
switch(config-router)# redistribute maximum-prefix 1000 75

EIGRP

EIGRP maximum-paths
ECMP EIGRP
EIGRP EIGRP Enabling the EIGRP
Feature
1. configureterminal
2. router eigrp instance-tag
3. address-family {ipv4 | ipv6} unicast
4. maximum-paths num-paths
5. copy running-config startup-config

. Cisco Nexus 9000 NX-0S 10.6(x)
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1 | configure terminal

switch# configure terminal
switch(config)#

2 | router eigrp instance-tag EIGRP
20

switch(config)# router eigrp Testl
switch(config-router)#
AS instance-tag
autonomous-system
AS
EIGRP

3 | address-family {ipv4 | ipv6} unicast
IPv4
switch(config-router)# address-family ipv4d

unicast
switch(config-router-af)#

4 | maximum-paths num-paths EIGRP

switch(config-router-af)# maximum-paths 5

5 copy running-config startup-config

switch(config-router-af)# copy running-config
startup-config

6 EIGRP IPv4

switch# configure terminal

switch(config)# router eigrp Testl
switch(config-router)# maximum-paths 6
switch(config-router)# copy running-config startup-config

Cisco Nexus 9000 NX-0S 10.6(x) .
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EIGRP

EIGRP

)

EIGRP EIGRP Enabling the
EIGRP Feature

NSF
NSF

NSF NSF

configureterminal
router eigrp instance-tag
address-family {ipv4 | ipv6} unicast
graceful-restart
timers nsf conver ge seconds
timersnsf route-hold seconds
timers nsf signal seconds
copy running-config startup-config

© N Ok~ wdhPE

1 | configure terminal

switch# configure terminal

2 | router eigrp instance-tag EIGRP
20

switch(config)# router eigrp Testl
switch(config-router)#

AS instance-tag
autonomous-system

. Cisco Nexus 9000 NX-0S 10.6(x)
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EIGRP

AS
EIGRP

address-family {ipv4 | ipv6} unicast

switch(config-router)# address-family ipv4d
unicast
switch(config-router-af)#

IPv4

graceful-restart

switch(config-router-af)# graceful-restart

timer s nsf conver ge seconds

switch(config-router-af)# timers nsf converge
100

60 180
120

timers nsf route-hold seconds

switch(config-router-af)# timers nsf
route-hold 200

20
240

300

timer s nsf signal seconds

switch(config-router-af)# timers nsf signal 15

10 30
20

copy running-config startup-config

switch(config-router-af)# copy running-config
startup-config

switch# configure terminal
switch(config)# router eigrp Testl

IPv6 EIGRP

switch(config-router)# address-family ipv6 unicast
switch(config-router-af)# graceful-restart
switch(config-router-af)# copy running-config startup-config

Cisco Nexus 9000 NX-0S
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hello

Hello
5 Hello

hello

hello

EIGRP |

Hello

3 15

1. {ip|ipv6} hello-interval eigrp instance-tag seconds
2. {ip|ipv6} hold-time eigrp instance-tag seconds

1 | {ip | ipv6} hello-interval eigrp instance-tag seconds EIGRP hello
20
switch(config-if)# ip hello-interval 1
eigrp Testl 30 65535 5
2 | {ip | ipv6} hold-time eigrp instance-tag seconds EIGRP
20
switch(config-if)# ipv6 hold-time eigrp
Testl 30 1 65535

show ip eigrp interface detail

. Cisco Nexus 9000 NX-0S

10.6(x)



| EIGRP

1. no{ip|ipv6} split-horizon eigrp instance-tag

1 | no{ip | ipv6} split-horizon eigrp instance-tag

switch(config-if)# no ip split horizon eigrp Testl

RIB

1. metricsversion 64bit
2. metricsrib-scale value

1 | metrics version 64bit 64

switch(config-router)# metrics version 64bit

2 metricsrib-scale value RIB 64 32

1 255 128

switch(config-router)#

EIGRP

EIGRP

Cisco Nexus 9000 NX-0S 10.6(x) .
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default-information originate [always | route-map map-name]
distance internal external
metric max-hops hop-count
metric weightstos k1 k2 k3 k4 k5 k6
nsf await-redist-proto-conver gence
timer s active-time {time-limit | disabled}
{ip | ipv6} bandwidth eigrp instance-tag bandwidth
{ip | ipv6} bandwidth-percent eigrp instance-tag percent
[no] {ip | ipv6} delay eigrp instance-tag delay
{ip | ipv6} distribute-list eigrp instance-tag {prefix-list name| route-map map-name} {in | out}
[no] {ip | ipv6} next-hop-self eigrp instance-tag

[y
N b

offset

[
w

{ip | ipv6} offset-list eigrp instance-tag {prefix-list name | route-map map-name} {in | out}

{ip | ipv6} passive-interface eigrp instance-tag

default-information originate [always | route-map
map-name]

switch(config-router-af)#
default-information originate always

0.0.0.0/0

true

20

distance internal external

switch(config-router-af)# distance
25 100

EIGRP
1 255

90

170

metric max-hops hop-count

switch(config-router-af)# metric max-hops
70

1 255 100

. Cisco Nexus 9000 NX-0S
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4 | metric weightstos k1 k2 k3 k4 k5 k6 EIGRP K EIGRP
switch(config-router-af)# metric weights
013210 = [K1 x + k2x [ 256
- + k3 x + k6 x 1 x [k5/
+k4 ]
«TOS 0 0 8
ki 1 0 255
k2 0 0 255
k3 1 0 255
*kd 0 0 255
ks 0 0 255
k6 O 0 255
5 | nsf await-redist-proto-convergence NSF
EIGRP RIB
switch(config-router-af)# nsf
await-redist-proto-convergence
NSF BGP
EIGRP
BGP EIGRP
EIGRP
FIB
EIGRP BGP
PE-CE
PE BGP
RIB EIGRP
CE EIGRP
PE

Cisco Nexus 9000 NX-0S 10.6(x) .
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timers active-time {time-limit | disabled}

switch(config-router-af)# timers
active-time 200

SIA

1 65535 3

{ip | ipv6} bandwidth eigrp instance-tag
bandwidth

switch(config-if)# ip bandwidth eigrp
Testl 30000

EIGRP
20

1 2,560,000,000 kbps

{ip | ipv6} bandwidth-percent eigrp instance-tag
percent

switch(config-if)# ip bandwidth-percent
eigrp Testl 30

EIGRP

20
0 100
50

[no] {ip | ipv6} delay eigrp instance-tag delay

switch(config-if)# ip delay eigrp
Testl 100

EIGRP
20

1 16777215 10

10

{ip|ipv6} distribute-list eigrp instance-tag {prefix-list
name | route-map map-name} {in | out}

switch(config-if)# ip distribute-list
eigrp Testl route-map EigrpTest in

EIGRP

20

11

[no] {ip | ipv6} next-hop-self eigrp instance-tag

switch(config-if)# ipv6 next-hop-self
eigrp Testl

EIGRP

20

12

{ip | ipv6} offset-list eigr p instance-tag {pr efix-list name
| route-map map-name} {in | out} offset

switch(config-if)# ip offset-list eigrp
Testl prefix-list EigrpList in

EIGRP

20

. Cisco Nexus 9000

13

{ip | ipv6} passive-interface eigrp instance-tag

NX-0S

EIGRP hello

EIGRP
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EIGRP B

switch(config-if)# ip passive-interface
eigrp Testl

20
VRF VRF EIGRP
VRF
S
VRF
VRF

EIGRP EIGRP Enabling the EIGRP
Feature
VRF
1. configureterminal
2. vrf context vrf-name
3. router eigrp instance-tag
4. interface ethernet slot//port
5. vrf member vrf-name
6. {ip|ipv6} router eigrp instance-tag
7. copy running-config startup-config

1 | configure terminal

switch# configure terminal
switch(config)#

Cisco Nexus 9000 NX-0S 10.6(x) .
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EIGRP |

vrf context vrf-name

switch(config)# vrf context
RemoteOfficeVRF
switch(config-vr)#

VRF VRF
VRF 20

router eigrp instance-tag

switch(config-vrf)# router eigrp Testl
switch(config-router)#

EIGRP
20

AS instance-tag
autonomous-system
AS
EIGRP

interface ethernet sot//port

switch(config)# interface ethernet 1/2
switch(config-if)#

vrf member vrf-name

switch(config-if)# vrf member
RemoteOfficeVRF

VRF VRF
20

{ip | ipv6} router eigrp instance-tag

switch(config-if)# ip router eigrp Testl

EIGRP
20

copy running-config startup-config

switch(config-if)# copy running-config
startup-config

VRF VRF

switch# configure terminal

switch(config)# vrf context NewVRF
switch(config-vrf)# router eigrp Testl

switch(config-router)# interface ethernet 1/2
switch(config-if)# ip router eigrp Testl

switch(config-if)# vrf member NewVRF

switch(config-if)# copy running-config startup-config

. Cisco Nexus 9000 NX-0S
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EIGRP

EIGRP

EIGRP

EIGRP

EIGRP B

show {ip | ipv6} eigrp [instance-tag]

EIGRP

show {ip | ipv6} eigrp [instance-tag] interfaces
[type number] [brief] [detail]

EIGRP

show {ip | ipv6} eigrp instance-tag neighbor s[type
number] [detail]

EIGRP
EIGRP

show {ip | ipv6} eigrp [instance-tag] route
[ip-prefix/length] [active] [all-links] [detail-links]
[pending] [summary] [zer o-successor §] [vr f
vrf-name]

EIGRP

show {ip | ipv6} eigrp [instance-tag] topology
[ip-prefix/length] [active] [all-links] [detail-links]
[pending] [summary] [zer o-successor §] [vr f
vrf-name]

EIGRP

show running-configuration eigrp

EIGRP

EIGRP

show {ip | ipv6} eigrp [instance-tag] accounting
[vrf vrf-name]

EIGRP

show {ip | ipv6} eigrp [instance-tag] route-map
statisticsredistribute

EIGRP

show {ip | ipv6} eigrp [instance-tag] traffic [vrf
vrf-name]

EIGRP

EIGRP

Cisco Nexus 9000 NX-0S
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feature eigrp

interface ethernet 1/2
ip address 192.0.2.55/24
ip router eigrp Testl
no shutdown

router eigrp Testl
router-id 192.0.2.1

distribute-list EIGRP
EIGRP
100 BGP
45000 2 match true

EIGRP

switch(config)# route-map metric-range
switch(config-route-map)# match metric external 500 +- 100

switch(config-route-map)# set tag 5

switch(config-route-map)# exit

switch(config)# router eigrp 1

switch(config-router)# exit

switch(config)# interface ethernet 1/2

switch(config-if)# ip address 172.16.0.0

switch(config-if)# ip router eigrp 1

switch(config-if)# ip distribute-list eigrp 1 route-map metric-range in

EIGRP
redistribute
EIGRP 110 200
700 800
match true 10

EIGRP

switch(config)# route-map metric-eigrp
switch(config-route-map)# match metric 110 200 750 +- 50
switch(config-route-map)# set tag 10

switch(config-route-map)# exit

switch(config)# router eigrp 1

switch(config-router)# redistribute eigrp route-map metric-eigrp
switch(config-router)# exit

switch(config)# interface ethernet 1/2

switch(config-if)# ip address 172.16.0.0

switch(config-if)# ip router eigrp 1

Route Policy Manager 585

EIGRP
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EIGRP CLI Cisco Nexus 9000 NX-OS

EIGRP EIGRP

EIGRP FAQ EIGRP FAQ

MIB

MIB MIB

EIGRP MIB MIB
URL
http://www.cisco.com/public/sw-center/netmgmt/cmtk/
mibs.shtml

Cisco Nexus 9000 NX-0S 10.6(x) .
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* IS-IS
* IS-IS

1S-IS

IS-IS
NX-0S
IS-1S

Cisco Nexus 9000

Cisco NX-OS

Integrated Intermediate System-to-Intermediate System  IS-IS

285

287

288

317

284
286
286
286
287
287
288
NIEC
4 IPv4
NX-0S

10589 IGP Cisco
IPv6
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1S-1S

IS-IS

IS-IS

10

LSP
LSP

IS-IS

1S-1S

IS-IS

1

. Cisco Nexus 9000

1S-1S
hello
hello
MTU
hello
LSP LSP
LSP
LSP
hello
IS-IS
MTU
hello
MTU
2
1
1 1
1/ 2
2
1/ 2 2

Attached ATT
2

NX-0S

20

LSP

hello

10.6(x)

LSP

LSP

IS-1S

1/

IS-IS

IS-IS

Hello

IS-IS

LSP

hello



| 1s1s

NET o [
2 1/ 2 1
2 1/ 2
Attached 1/ 2
IS-1S
Cisco NX-0S IS-1S 1 2 1
1 IS-1S
1 2
2%: S-S
il ~ S s
- _/-"' _ .
’/L1 I3 e 'S@—Eﬂ L21s \ 7 % L11S \“
" H -I :"'\‘
If’ L1 Is \L1 IS E B L1215 |
- gl
e T @
L1218 N T
=S e L ;i
L1 link
— |2 ink ~
L1-2 link £
ASBR IS-ISAS
I1S-1S
I1S-1S NET
NET I1S-IS IS-IS ID
ID NET  47.0004.004d.0001.0001.0¢c11.1111.00 ID
0000.0c11.1111.00 ID  47.0004.004d.0001
DIS
I1S-1S DIS
IS-1S DIS LSP DIS
DIS I1S-IS
IS-1S
“
DIS
Cisco Nexus 9000 NX-0S
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B s

IS-1S

LSP
1S-1S I1S-1S
1 2 1/ 2
IS-1S
. 128
* MD5 128
IS-1S MD5
IS-IS
hello LSP
Cisco Nexus 9000 NX-0S
1
1
LSP LSP
LSP
LSP
\)
LSP LSP
LSP
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IS-IS
. BGP
1
10.1.1.0/24 10.1.2.0/24 10.1.3.0/24
1 10.1.0.0/16
IS-IS
S
Cisco NX-OS
IS-IS IS-IS
IS-IS
Route Policy Manager 585
IS-IS Cisco NX-0OS
IS-IS IS-IS
IS-IS
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RIB

1S-1S
IS-1S
LSP
Cisco NX-0S ECMP
IPv4
BFD
Cisco NX-0S IS-1S

Verified Scalability Guide

NX-0S

. Cisco Nexus 9000

IS-I1S |

LSP
LSP

307

308

IS-IS
16
IS-IS

IPv6 BFD
BFD 2
BFD
hello CPU
Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide

IS-IS
VRF

IS-IS Cisco Nexus 9000 Series NX-OS
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https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/scalability/guide_703I21/b_Cisco_Nexus_9000_Series_NX-OS_Verified_Scalability_Guide_703I21.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/scalability/guide_703I21/b_Cisco_Nexus_9000_Series_NX-OS_Verified_Scalability_Guide_703I21.html
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Cisco NX-0OS I1S-1S
NSR IS-IS
RFC 3847 IS-IS
Nonstop Forwarding NSF
IS-IS IS-IS
NSF
* system switchover command
. 2 4
e restart isis command
« reload module active-sup
S
CiscoNX-0S IS-IS
1D I1S-1S

Cisco Nexus 9000 Series NX-OS Verified Scalability Guide

1S-IS

IS-IS
* |S-IS IS-IS
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IS-1S

IS-IS

IS-IS
. 1/ 2 Cisco Nexus IS-IS
1 2
. Cisco NX-OS  Cisco I0S
IS-IS 2
. Cisco Nexus 9000 Cisco Nexus 3164Q 31128PQ
IS-IS
Cisco Nexus 9000 Series NX-OS Layer 2 Switching Configuration Guide
« Cisco NX-0S 10.6(1)F IS-IS  Cisco N9336C-SE1
IS-IS
21: 1S-1S
115
Level-1-2
DIS 64
hello 3
hello
hello 10
IS-IS
LSP 33
LSP MTU 1492
LSP 1200

Cisco Nexus 9000 NX-0S 10.6(x)



https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/label-switching/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Label_Switching_Configuration_Guide_7x.html

| 1s1s
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40

40 Gbps

1S-IS

IS-IS

1. IS-IS I1S-1S

2. IS-IS I1S-1S
3. IS-IS

4.

\}

IS-IS

Cisco I0OS  CLI
Cisco 10S

Cisco NX-0S

1S-IS

switch#: configure terminal
switch(config)# router isis isp
switch(config-router)#

switch(config)# router isis isp
switch(config-router)# address-family ipv4 unicast
switch(config-router-af)#

Cisco Nexus 9000 NX-0S
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B s

IS-IS

IS-IS I1S-1S

1. configureterminal

2. [no] featureisis

3. show feature

4 copy running-config startup-config

1 | configure terminal

switch# configure terminal
switch(config)#

2 | [no] featureisis IS-1S

no I1S-1S

switch(config)# feature isis

3 show feature

switch(config)# show feature

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

IS-IS

IS-IS

IS-IS IS-IS

. Cisco Nexus 9000 NX-0S 10.6(x)
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configureterminal
[no] router isisinstance-tag
net network-entity-title

istype{level-1 | level-2 | level-1-2}

distance value

log-adjacency-changes

Isp-mtu size

maximum-paths number

1
2
3
4,
5. show isis[ vrf vrf-name] process
6
7
8
9

15-1S B

10. reference-bandwidth bandwidth-value {Mbps | Gbps}
11. clear isis[instance-tag] adjacency [* | system+id | interface]
12. copy running-config startup-config

1 configure terminal

switch# configure terminal

switch(config)#
2 |[no] router isisinstance-tag instance tag IS-1S
switch(config)# router isis Enterprise 1S-1S
switch(config-router)# no
I1S-1S
I1S-1S
3 | net network-entity-title IS-IS NET
switch(config-router)# net
47.0004.004d.0001.0001.0c11.1111.00
4 istype {level-1 | level-2 |level-1-2} 1S-1S

switch(config-router)# is-type level-2

level-1-2

Cisco Nexus 9000 NX-0S
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IS-IS

5 show isis [ vrf vrf-name] process IS-IS IS-IS
switch(config-router)# show isis process
6 distance value IS-1S
1 255 115
switch(config-router)# distance 30
7 log-adjacency-changes I1S-1S
switch(config-router)#
log-adjacency-changes
8 Isp-mtu size IS-IS LSP MTU
128 4352
_ _ 1492
switch(config-router)# Isp-mtu 600
9 maximum-paths number I1S-1S
1 64
- _ ) 8
switch(config-router)# maximum-paths 6
10 reference-bandwidth bandwidth-value{Mbps| IS-IS
| Gbps}
1 4000 Gbps 40 Gbps
switch(config-router)# reference-bandwidth
100 Gbps
11 clear isis[instance-tag] adjacency [* | IS-IS
system-id | interface]
switch(config-router)# clear isis adjacency *
12 copy running-config startup-config

switch(config-router)# copy running-config
startup-config

2 IS-IS

switch# configure terminal
switch(config)# router isis Enterprise

switch(config-router)# net 47.0004.004d.0001.0001.0c11.1111.00

. Cisco Nexus 9000 NX-0S
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switch(config-router)# is-type level-2

switch(config-router)# copy running-config startup-config

IS-IS

IS-1S

IS-IS

1. restart isisinstance-tag

1 | restart isisinstance-tag IS-1S
switch(config)# restart isis Enterprise
IS-IS IS-IS
I1S-1S
1. shutdown
1 | shutdown 1S-1S

switch(config-router)# shutdown

Cisco Nexus 9000 NX-0S
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IS-IS

IS-IS

IS-1S IS-IS

configureterminal
inter face interface-type slot/port

medium {broadcast | p2p}
{ip | ipv6} router isisinstance-tag
show isis [vrf vrf-name] [instance-tag] inter face [interface-type slot/port]
isiscircuit-type {level-1| level-2 | level-1-2}
isismetric value {level-1| level-2}
isispassive {level-1 | level-2 | level-1-2}
copy running-config startup-config

© © N O ~wDdbE

IS-IS

1 | configure terminal

switch# configure terminal
switch(config)#

2 | interface interface-type slot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

switch(config-if)# ip router isis
Enterprise

3 medium {broadcast | p2p}
IS-IS
switch(config-if)# medium p2p
4 |{ip|ipv6} router isisinstance-tag IPv4 IPV6 IS-1S

. Cisco Nexus 9000 NX-0S 10.6(x)
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show isis[vrf vrf-name] [instance-tag] interface
[interface-type slot/port]

switch(config-if)# show isis Enterprise
ethernet 1/2

IS-IS

isiscircuit-type {level-1| level-2 | level-1-2}

switch(config-if)# isis circuit-type
level-2

isismetric value {level-1 | level-2}

switch(config-if)# isis metric 30

IS-IS
1 16777214
10

isispassive {level-1| level-2 | level-1-2}

switch(config-if)# isis passive level-2

copy running-config startup-config

switch(config-if)# copy running-config
startup-config

IS-1S Ethernet 1/2

switch# configure terminal

switch(config)# interface ethernet 1/2

switch(config-if)# ip router isis Enterprise
switch(config-if)# copy running-config startup-config

IS-IS

IS-IS

IS-IS

Cisco Nexus 9000 NX-0S

IS-IS IS-IS
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IS-IS

1. isisshutdown

1 |isisshutdown IS-IS IS-IS

switch(config-if)# isis shutdown

IS-IS

LSP IS-IS

IS-IS IS-IS

IS-1S
Cisco Nexus 9000 NX-0S

configureterminal
router isisinstance-tag
authentication-type {cleartext | md5} {level-1 | level-2}
authentication key-chain key {level-1 | level-2}
authentication-check {level-1 | level-2}
copy running-config startup-config

o g hr~wdpE

1 | configure terminal

switch# configure terminal
switch(config)#

. Cisco Nexus 9000 NX-0S 10.6(x)
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router isisinstance-tag

switch(config)# router isis Enterprise
switch(config-router)#

instance tag IS-IS

authentication-type{cleartext | md5} {level-1| level-2}

switch(config-router)#
authentication-type cleartext level-2

MD5

authentication key-chain key {level-1| level-2}

switch(config-router)# authentication
key-chain ISISKey level-2

IS-IS

authentication-check {level-1| level-2}

switch(config-router)#
authentication-check level-2

copy running-config startup-config

switch(config-router)# copy running-config
startup-config

IS-IS

switch# configure terminal

switch(config)# router isis Enterprise

switch(config-router)# authentication-type cleartext level-2
switch(config-router)# authentication key-chain 1SISKey level-2
switch(config-router)# copy running-config startup-config

IS-1S

Hello

IS-IS

IS-IS IS-IS

1. configureterminal

Cisco Nexus 9000 NX-0S
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IS-1S
2. interfaceinterface-type dot/port
3. isisauthentication-type {cleartext | md5} {level-1| level-2}
4. isisauthentication key-chain key {level-1 | level-2}
5. isisauthentication-check {level-1| level-2}
6. copy running-config startup-config

1 | configure terminal

switch# configure terminal
switch(config)#

2 | interface interface-type slot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

3 |isisauthentication-type {cleartext | md5} {level-1 | MD5
Ievel-2} IS-1S

switch(config-if)# isis
authentication-type cleartext level-2

4 | isisauthentication key-chain key {level-1| level-2} IS-1S

switch(config-if)# isis
authentication-key ISISKey level-2

5 isisauthentication-check {level-1 | level-2}

switch(config-if)# isis
authentication-check

6 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

IS-1S

. Cisco Nexus 9000 NX-0S 10.6(x)
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switch# configure terminal

switch(config)# interface ethernet 1/2

switch(config-if)# Isis authentication-type cleartext level-2
switch(config-if)# isis authentication key-chain ISISKey
switch(config-if)# copy running-config startup-config

LSP
LSP

1. isismesh-group {blocked | mesh-id}

1 | isismesh-group {blocked | mesh-id}

[EEN

4294967295

switch(config-if)# isis mesh-group 1

DIS
DIS

1. isispriority number {level-1| level-2}

Cisco Nexus 9000 NX-0S 10.6(x) .
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1 |isispriority number {level-1| level-2} DIS
127 64
switch(config-if)# isis priority 100
level-1
ID
IS-1S
1. hostname dynamic
1 | hosthame dynamic
switch(config-router)# hostname dynamic
SPF
BGP
1 LSP
IP
10.6(x)
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1. set-overload-bit {always| on-startup {seconds| wait-for bgp as-number}} [suppress [interlevel

| external]]
1 | set-overload-bit {always| on-startup {seconds| wait-for | |S-1S seconds
bgp as-number}} [suppress [interlevel | external]] 5 86400

switch(config-router)# set-overload-bit
on-startup 30

Attached 1 2
1/ 2 Attached

1/ 2 Attached

1. [no] set-attached-bit

1 | [no] set-attached-bit Attached 1 2

switch(config-router)# no attached-bit

hello

hello IS-1S hello
IS-IS

Cisco Nexus 9000 NX-0S 10.6(x) .
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hello

1. [no]isishello-padding

1 | [no] isis hello-padding MTU hello

switch(config-if)# no isis hello-padding
no

1

Cisco NX-0OS

IS-1S IS-1S

1. configureterminal

2. router isisinstance-tag

3. address-family {ipv4 | ipv6} unicast

4. summary-addressip-prefix'mask-len {level-1 | level-2 | level-1-2}

5. show isis [vrfvrf-name] {ip | ipv6} summary-address ip-prefix [longer-prefixes]
6. copy running-config startup-config

1 | configure terminal

switch# configure terminal
switch(config)#

. Cisco Nexus 9000 NX-0S 10.6(x)
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router isisinstance-tag

switch(config)# router isis Enterprise
switch(config-router)#

instance tag IS-IS

address-family {ipv4 | ipv6} unicast

switch(config-router)# address-family
ipv4 unicast
switch(config-router-af)#

summary-addressip-prefix/mask-len {level-1 | level-2 |
level-1-2}

switch(config-router-af)#
summary-address 192.0.2.0/24 level-2

IPv4 IPv6 IS-IS

show isis [vrfvrf-name] {ip | ipv6}
summary-address ip-prefix [longer-pr efixes]

Example:
switch(config-router-af)# show isis ip
summary-address

IS-IS 1Pv4 IPv6

copy running-config startup-config

switch(config-router-af)# copy running-config
startup-config

IS-IS  IPv4

switch# configure terminal

switch(config)# router isis Enterprise

switch(config-router)# address-family ipv4 unicast
switch(config-router-af)# summary-address 192.0.2.0/24 level-2
switch(config-router-af)# copy running-config startup-config

IS-IS

Cisco Nexus 9000 NX-0S

IS-IS
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IS-1S IS-1S

1. configureterminal

2. router isisinstance-tag

3. address-family {ipv4 | ipv6} unicast

4. redistribute {bgp as| {eigrp | isis| ospf | ospfv3 | rip} instance-tag | static | direct} route-map
map-name

5. default-information originate [always] [route-map map-name]

6. distribute {level-1| level-2} into {level-1 | level-2} {route-map route-map | all’}

7 show isis [vrf vrf-name] {ip | ipv6} route ip-prefix [detail | longer-prefixes [summary |
detail]]

8. copy running-config startup-config

configureterminal

switch# configure terminal
switch(config)#

router isisinstance-tag

switch(config)# router isis Enterprise
switch(config-router)#

instance tag IS-IS

address-family {ipv4 | ipv6} unicast

switch(config-router)# address-family
ipv4 unicast
switch(config-router-af)#

redistribute {bgp as| {eigrp | isis| ospf | ospfv3 | rip}
instance-tag | static | direct} route-map map-name

switch(config-router-af)# redistribute
eigrp 201 route-map ISISmap

I1S-1S

. Cisco Nexus 9000

default-information originate [always]
[route-map map-name]

NX-0S

IS-IS
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switch(config-router-af)#
default-information originate always

distribute {level-1| level-2} into {level-1 | I1S-1S IS-IS
level-2} {route-map route-map | all’}
switch(config-router-af)# distribute
level-1 into level-2 all
show isis [vrf vrf-name] {ip | ipv6} route IS-IS
ip-prefix [detail | longer-prefixes [summary | detail]]
switch(config-router-af)# show isis ip
route
copy running-config startup-config
switch(config-router-af)# copy running-config
startup-config
EIGRP I1S-1S
switch# configure terminal
switch(config)# router isis Enterprise
switch(config-router)# address-family ipv4 unicast
switch(config-router-af)# redistribute eigrp 201 route-map ISISmap
switch(config-router-af)# copy running-config startup-config
IS-1S
1S-1S
. IS-IS IS-IS
IS-IS
. IS-IS IS-IS
. IS-1S
IS-IS
Cisco Nexus 9000 NX-0S
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1. configureterminal

2. router isisinstance-tag

3.

4,

5. show running-configisis
6.

IS-IS

IS-IS
IS-IS

redistribute {bgp id | direct | eigrpid | isisid | ospf id | rip id | static} route-map map-name
redistribute maximum-prefix max [threshold] [warning-only | withdraw [num-retries timeout]]

copy running-config startup-config

configureterminal

switch# configure terminal
switch(config)#

router isisinstance-tag

switch(config)# router isis Enterprise
switch(config-router)#

instance tag IS-IS

redistribute {bgp id | direct | eigrpid | isisid | ospf id |

. Cisco Nexus 9000

rip id| static} route-map map-name IS-1S
switch(config-router)# redistribute bgp
route-map FilterExternalBGP
redistribute maximume-prefix max [threshol d] IS-IS
[warning-only | withdraw [num-retries timeout]] 1 65535
switch(config-router)# redistribute « threshold
maximum-prefix 1000 75 warning-only
* warning-only
NX-0S 10.6(x)
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e withdraw
num-retries 1 12 timeout 60
600 300 clear

isisredistribution

show running-config isis

switch(config-router)# show
running-config isis

IS-1S

copy running-config startup-config

switch(config-router)# copy
running-config startup-config

IS-IS

switch# configure terminal

switch(config)# router isis Enterprise

switch(config-router)# redistribute bgp route-map FilterExternalBGP
switch(config-router)# redistribute maximum-prefix 1000 75

LSP

configureterminal

switch# configure terminal
switch(config)#

router isisinstance-tag

Cisco Nexus 9000 NX-0S

instance tag IS-IS
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switch(config)# router isis 200
switch(config-router)#

3 | address-family {ipv4 | ipv6} unicast

switch(config-router)# address-family
ipv4 unicast
switch(config-router-af)#

4 |[no] advertise passive-only {level-1 | level-2}

switch(config-router-af)# advertise passive-only
level-1
switch(config-router-af)#

switch# configure terminal

switch(config)# interface ethernet 1/2
switch(config-if)# address-family ipv4 unicast
switch(config-router-af)# advertise passive-only level-1

IS-IS LSP

1 | configure terminal

switch# configure terminal
switch(config)#

2 | interface interface-type slot/port

switch(config)# interface ethernet 1/2
switch(config-if)#
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3 | [no] isissuppress

switch(config-if)# isis suppress
switch(config-if)#

LSP

switch# configure terminal
switch(config)# interface ethernet 1/2
switch(config-if)# Isis suppress

IPv4  IPv6

no adjacency-check

IS-IS IS-IS

configureterminal
router isisinstance-tag
address-family ipv4 unicast
no adjacency-check
exit
address-family ipv6 unicast
no adjacency-check
show running-config isis

© o NGk wDdPE

copy running-config startup-config

Cisco Nexus 9000 NX-0S 10.6(x) .
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1 | configure terminal

switch# configure terminal
switch(config)#

2 | router isisinstance-tag instance tag I1S-1S

switch(config)# router isis Enterprise
switch(config-router)#

3 | address-family ipv4 unicast

switch(config-router)# address-family
ipv4 unicast
switch(config-router-af)#

4 | no adjacency-check IPv4

switch(config-router-af)# no
adjacency-check

5 | exit

switch(config-router-af)# exit
switch(config-router)#

6 | address-family ipv6 unicast

switch(config-router)# address-family
ipv6 unicast
switch(config-router-af)#

7 | no adjacency-check IPv6

switch(config-router-af)# no
adjacency-check

8 show running-config isis IS-IS

switch(config-router-af)# show
running-config isis
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copy running-config startup-config

switch(config-router-af)# copy
running-config startup-config

IS-1S

IS-1S

1. configureterminal

2. router isisinstance-tag

3. graceful restart

4. graceful-restart t3 manual time

5. show running-configisis
6.

IS-IS

copy running-config startup-config

configureterminal

switch# configure terminal
switch(config)#

router isisinstance-tag

switch(config)# router isis Enterprise
switch(config-router)#

I1S-1S

graceful restart

switch(config-router)# graceful-restart

Cisco Nexus 9000 NX-0S
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4 | graceful-restart t3 manual time

switch(config-router)# graceful-restart
t3 manual 300

T3
30 65535 60

5 show running-config isis

switch(config-router)# show
running-config isis

IS-IS

6 copy running-config startup-config

switch(config-router)# copy
running-config startup-config

switch# configure terminal

switch(config)# router isis Enterprise

switch(config-router)# graceful-restart
switch(config-router)# copy running-config startup-config

IS-IS
IS-IS

VRF  NET

VRF
IS-IS

VRF

IS-IS

1 configureterminal

. Cisco Nexus 9000 NX-0S
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2. vrf context vrf-name

3. exit

4, router isisinstance-tag

5. vrf vrf-name

6. net network-entity-title

7 exit

8. exit

9. interface ethernet dot/port

10.  vrf member vrf-name

11. {ip|ipv6) addressip-prefix/length
12. {ip|ipv6) router isisinstance-tag
13.

14.

show isis [vrf vrf-name] [instance-tag] interface [interface-type slot/port]
copy running-config startup-config

configureterminal

switch# configure terminal
switch(config)#

vrf context vrf-name

switch(config)# vrf context
RemoteOfficeVRF
switch(config-vr)#

VRF

VRF

exit

switch(config-vr)# exit
switch(config)#

VRF

router isisinstance-tag

switch(config)# router isis Enterprise
switch(config-router)#

instance tag

IS-IS

vrf vrf-name

switch(config-router)# vrf
RemoteOfficeVRF
switch(config-router-vrf)#

VRF

Cisco Nexus 9000 NX-0S
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net networ k-entity-title

switch(config-router-vrf)# net
47.0004.004d.0001.0001.0c11.1111.00

IS-IS NET

exit

switch(config-router-vrf)# exit
switch(config-router)#

VRF

exit

switch(config-router)# exit
switch(config)#

interface ethernet slot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

10

vrf member vrf-name

switch(config-if)# vrf member
RemoteOfficeVRF

VRF

11

{ip | ipv6) address ip-prefix/length

switch(config-if)# iIp address
192.0.2.1/16

VRF

12

{ip | ipv6) router isisinstance-tag

switch(config-if)# iIp router isis
Enterprise

IPv4 IPv6 IS-IS

13

show isis [vrf vrf-name] [instance-tag]
inter face [interface-type slot/port]

switch(config-if)# show isis Enterprise
ethernet 1/2

VRF IS-1S

14

copy running-config startup-config

switch(config-if)# copy running-config
startup-config

. Cisco Nexus 9000 NX-0S
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VRF VRF

switch# configure terminal

switch(config)# vrf context NewVRF
switch(config-vrf)# exit

switch(config)# router isis Enterprise
switch(config-router)# vrf NewVRF
switch(config-router-vrf)# net 47.0004.004d.0001.0001.0c11.1111.00
switch(config-router-vrf)# exit
switch(config-router)# exit

switch(config)# interface ethernet 1/2
switch(config-if)# vrf member NewVRF
switch(config-if)# Ip address 192.0.2.1/16
switch(config-if)# ip router isis Enterprise
switch(config-if)# copy running-config startup-config

IS-1S

IS-1S
IS-1S
1 Isp-gen-interval [level-1 | level-2] Isp-max-wait [Isp-initial-wait 1sp-second-wait]
2. max-lsp-lifetime
3. spf-interval [level-1 | level-2] spf-max-wait [spf-initial-wait spf-second-wait]
4, adjacency-check
5. isis csnp-interval seconds [level-1| level-2]
6. isis hello-interval seconds [level-1 | level-2]
7 isis hello-multiplier num[level-1 | level-2]
8. isisIsp-interval milliseconds
1 Isp-gen-interval [level-1| level-2] Isp-max-wait | LSP IS-IS
[Isp-initial-wait |sp-second-wait]
* |sp-max-wait LSP
switch(config-router)# Isp-gen-interval 500 65535

level-1 500 500 500
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* [sp-initial-wait LSP
50 65535
* |sp-second-wait LSP
2
50 65535
2 max-lsp-lifetime LSP
1 65535 1200
switch(config-router)# max-Isp-lifetime
500
3 spf-interval [level-1 | level-2] spf-max-wait LSA
[spf-initial-wait spf-second-wait]
* [sp-max-wait SPF
switch(config-router)# spf-interval 500 65535
level-2 500 500 500
* [sp-initial-wait SPF
50 65535
* |sp-second-wait SPF
2 50
65535
4 adj acency-check IS-IS
I1S-1S
switch(config-router-af)# adjacency-check
5 isiscsnp-interval seconds [level-1|level-2] | 1S-IS  Complete Sequence Number PDU CNSP
1
_ . - _ 65535 10
switch(config-if)# isis csnp-interval 20
6 isishello-interval seconds [level-1|level-2] |1S-IS  hello
1 65535 10
switch(config-if)# isis hello-interval 20
7 isis hello-multiplier num[level-1 | level-2]
IS-1S hello
- - . R 3 1000
switch(config-if)# isis hello-multiplier 20 3
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isis Isp-interval milliseconds LSP
. . o i 10 65535 33
switch(config-if)# isis Isp-interval 20
IS-IS
show isis [instance-tag] adjacency [interface] IS-IS clear isis
[detail | summary] [vrf vrf-name] adjacency
14 show isis
adjacency
1D

show isis[instance-tag] database[level-1|level-2] | |S-IS LSP
[detail | summary] [Isp-id] [{ip | ipv6}
prefixip-prefix] | [router-id router-id] | [adjacency
node-id] | [zero-sequence]} [vrf vrf-name]
show isis [instance-tag] hostname [vrf vrf-name]
show isis[instance-tag] interface [brief | interface] | IS-1S
[level-1 | level-2] [vrfvrf-name]
show isis [instance-tag] mesh-group [mesh-id]
[vrfvrf-name]
show isis [instance-tag] protocol [vrf vrf-name] | IS-IS
show isis[instance-tag] {ip | ipv6} redistribute ||S-IS
route [ip-address | summary] [ip-prefix]
[longer-prefixes [summary]] [vrf vrf-name]
show isis [instance-tag] {ip | ipv6} route IS-IS
[ip-address| summary] [ip-prefix] [longer-prefixes
[summary]] [detail] [vrf vrf-name]
show isis [instance-tag] rrm [interface] [vrf IS-IS
vrf-name]
show isis [instance-tag] srm [interface] [vrf IS-IS

vrf-name]
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1S-IS

IS-IS

show isis [instance-tag] ssn [interface] [vrf IS-IS PSNP
vrf-name]
show isis[instance-tag] {ip | ipv6} IS-IS
summary-address] [ip-address] | [ip-prefix] [vrf
vrf-name]
show running-configuration isis IS-IS
show tech-support isis [detail] IS-IS
IS-IS
show isis [instance-tag] adjacency [interface] IS-IS
[system-I D] [detail] [summary] [vrf vrf-name]
show isis[instance-tag] database[level-1|level-2] | IS-IS
[detail] | summary] [Isip] {[adjacency id {ip |
ipv6} prefix prefix] [router-id id] [zero-sequence] }
[vrf vrf-name]
show isis [instance-tag] statistics [interface] [vrf ||S-1S
vrf-name]
show isis{ip | ipv6} route-map statistics IS-IS
redistribute {bgp id | eigrp id | isisid | ospf id |
rip id| static} [vrf vrf-name]
show isisip route-map statistics distribute IS-1S
{level-1| level-2} into {level-1 | level-2} [vrf
vrf-name]
show isis [instance-tag] spf-log [detail] [vrf IS-1S SPE
vrf-name]
show isis [instance-tag] traffic [interface] [vrf IS-IS
vrf-name]
IS-IS
clear isis[instance-tag] adjacency [* | [interface] | IS-1S
[system-id id]] [vrf vrf-name]
10.6(x)
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clear isis{ip | ipv6} route map statistics IS-IS
redistribute{bgp id| direct | eigrpid|isisid | ospf
id|rip id | static} [vrf vrf-name]

clear isisroute-map statisticsdistribute {level-1
| level-2} into {level-1 | level-2} [vrf vrf-name]

IS-IS

clear idgs[instance-tag] statistics[* | interface] [vrf | IS-1S
vrf-name]

clear isis[instance-tag] traffic [* | interface] [vrf |IS-1S
vrf-name]

IS-IS

router isis Enterprise
is-type level-1
net 49.0001.0000.0000.0003.00
graceful-restart
address-family ipv4 unicast
default-information originate

interface ethernet 2/1
ip address 192.0.2.1/24

isis circuit-type level-1
ip router isis Enterprise

Route Policy Manager

Cisco Nexus 9000 NX-0S
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BGP
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BGP
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BGP
TCP
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BGP B

BGP

BGP

BGP

switch# show bgp vrf all all neighbors | in First|RIB
Last End-of-RIB received 0.022810 after session start
Last End-of-RIB sent 00:08:36 after session start
First convergence 00:08:36 after session start with 398002 routes sent

« Cisco NX-0S 9.3(5) vPC L 1
. -Cr SNMP
250 K SNMP
10
« Cisco NX-0S 9.3(5) 3

* Router bgp 1
Template peer abc
Ttl-security hops 30
Neighbor 1.2.3.4
Inherit peer abc

ebgp-multihop 20 ttl-security hops 30
Cisco NX-0OS 9.3(5)
ttl-security hops

* Router bgp 1
Template peer abc
Ebgp-multihops 20
Neighbor 1.2.3.4
Inherit peer abc

ttl-security hops 30 ebgp-multihop 20
Cisco NX-0OS 9.3(5)
ttl-security hops

* Router bgp 1
Template peer abc
Remote-as 1
Neighbor 1.2.3.4
Inherit peer abc

ttl-security hops 30 ebgp-multihop 20
Cisco NX-0OS 9.3(5)
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* JSON

« Cisco NX-0S 9.3(5) vPC

« advertise-maps

CTCPrimaryNetworks

. AS
AS
* AS
AS
. AS
eBGP
. ID
* Cisco NX-0S 10.6(2)F
discard
. ISSD
. NX-OSBGP
soft-reconfig
* BGP

* update-source

NX-0S

BGP

remote-as
RFC 8259 javascript Object Notation (JSON)
JSON
TCP
TTL 1

CtcPrimaryNetworks 2

TTL

BGP

BGP/eBGP

BGP

AS BGP

BGP

BGP

BGP
BRIB
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BGP B

. BGP
* VRF BGP ID

* IPv6 VRF ID VRF IPv4
IPv6 BGP ID IPv4
IPv4 ID
VRF
IP BGP

. BGP

 advertisement-interval BGP
MRAI

« show ip bgp BGP show bgp

*BGP IGP iBGP
deny

* BGP ESG 0
« iBGP BFD
update-source

* Cisco NX-0S 9.3(3) BGP BFD BGPIPv4 IPv6

* VLAN remove-private-as
. eBGP
. AS

neighbor local-as AS
AS

* AS AS AS

* AS eBGP AS AS

Cisco Nexus 9000 NX-0S 10.6(x) .



BGP

BGP |

. AS AS AS
AS AS AS
AS AS
* BGP AS-Path BGP
traceroute
AS
* aggregate-address
suppress-fib-pending BGP
BGP
. FIB
BGP
inherit peer
inherit peer-session default
default update-sour celoopback 0 update-sour celoopback
0

* route-reflector next-hop-self
. ECMP

. ECMP IPv4

* BGP draft-ietf-idr-link-bandwidth-06.txt EXTCOMM

ECMP

* BGP eBGP iBGP EXTCOMM
* IPv4 IPv6 IPv6 BGP

* IP6 IPv6 BGP

BGP
* CiscoNX-0S 9.3(6) VLAN
10.6(x)
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BGP

. IPv6

« disable-connected-check
* maximum-peers
 update-source
 ebgp-multihop
* BFD IPv4 IPv6
BGP
* bfd-multihop
« bfd multihop interval

* bfd multihop authentication

* BGP
RA
IPv4 IPv6 IPv6
IPv6

interface Ethernet
port/slot

ipv6 nd ra-interval 4 min 3
ipv6 nd ra-lifetime 10

* Cisco NX-0S 9.3()F REST API IPv4
BGP
m

. BGP

Cisco Nexus 9000 NX-0S
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BGP
BGP

. BGP
. BGP
. CLlI
o1 cli
* BGP BGP
* BGP bgplnst vrf
* VPN (L3VPN EVPN)
VPN
* Cloudscale IPv6 BGP 512 ing-sup TCAM
( )
* VPN (L3VPN EVPN)
VPN
« Cisco NX-0S 10.3(1)F BGP  Cisco Nexus 9808
« Cisco NX-0S 10.4()F BGP  Cisco Nexus 9804
* Cisco NX-0S 10.3(1)F VXLAN EVPN Cisco Nexus 9808
* Cisco NX-0S 10.4(1)F VXLAN EVPN Cisco Nexus 9804
. 6 BGP
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* Cisco NX-0S 10.4(L)F BGP Cisco Nexus 9808 9804
Cisco Nexus X98900CD-A X9836DM-A
« Cisco NX-0S 10.6(1)F BGP  Cisco Nexus N9336C-SE1
« Cisco NX-0S 10.6(1)F ECMP  Cisco Nexus N9336C-SE1
24: BGP
BGP
60
180
BGP PIC
Auto-summary

BGP

CLI

BGP CLI

BGP AS

BGP

switch# configuration
switch(config)# router bgp 64496
switch(config-router)#

Cisco Nexus 9000 NX-0S 10.6(x) .
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BGP VRF VRF VRF
BGP

VRF

switch(config)# router bgp 64497
switch(config-router)# vrf vrf_A
switch(config-router-vr)#

BGP
address-family
address-family

switch(config)# router bgp 64496
switch(config-router)# address-family ipv6 unicast
switch(config-router-af)#

VRF VRF

switch(config)# router bgp 64497
switch(config-router)# vrf vrf_A
switch(config-router-vrf)# address-family ipv6 unicast
switch(config-router-vrf-af)#

Cisco NX-0S BGP

switch(config)# router bgp 64496
switch(config-router)# neighbor 192.0.2.1
switch(config-router-neighbor)#

VRF

switch(config)# router bgp 64497
switch(config-router)# vrf vrf_A
switch(config-router-vrf)# neighbor 192.0.2.1
switch(config-router-vrf-neighbor)#

. Cisco Nexus 9000 NX-0S 10.6(x)
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BGP

BGP

eBGP AS
RFC 5549 IPv6 IPv4

IPv4 IPv4

switch(config)# router bgp 64496

switch(config-router# neighbor 192.0.2.1
switch(config-router-neighbor)# address-family ipv4 unicast
switch(config-router-neighbor-af)#

IPv6 IPv4

switch(config)# router bgp 64496

switch(config-router# neighbor 2001:db8::/64 euib64
switch(config-router-neighbor)# address-family ipv4 unicast
switch(config-router-neighbor-af)#

IPv4 VRF IPv4

switch(config)# router bgp 64497

switch(config-router)# vrf vrf_A

switch(config-router-vrf)# neighbor 209.165.201.1
switch(config-router-vrf-neighbor)# address-family ipv4 unicast
switch(config-router-vrf-neighbor-af)#

IPv6 VRF IPv4

switch(config)# router bgp 64497

switch(config-router)# vrf vrf_A

switch(config-router-vrf)# neighbor 2001:db8::/64 euib4
switch(config-router-vrf-neighbor)# address-family ipv4 unicast
switch(config-router-vrf-neighbor-af)#

BGP B

BGP BGP BGP
BGP
BGP BGP
\)
CiscolOS CLI Cisco NX-0S Cisco 10S
BGP BGP
Cisco Nexus 9000 NX-0S
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1. configureterminal

2. [no] feature bgp

3. show feature
4

copy running-config startup-config

BGP

1 | configure terminal

switch# configure terminal
switch(config)#

2 | [no] feature bgp

switch(config)# feature bgp

BGP

no

3 show feature

switch(config)# show feature

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

BGP
BGP BGP
BGP ID
* BGP
- BGP ID

. Cisco Nexus 9000 NX-0S
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BGP B

configureterminal

switch# configure terminal
switch(config)#

[no] router bgp {autonomous-system-number | auto}

switch(config)# router bgp 64496
switch(config-router)#

BGP

32
16

auto

BGP

BGP AS
AS 16
16 10
10 XX.XX

MAC

no

router-id {ip-address| auto}

switch(config-router)# router-id 192.0.2.255

auto

BGP ID IP
BGP

MAC
BGP ID

address-family {ipv4|ipv6}
{unicast|multicast}

switch(config-router)# address-family
ipv4 unicast
switch(config-router-af)#

IPv4

IPv6

networ k {ip-address/length | ip-address mask
mask} [route-map map-name]

switch(config-router-af)# network 10.10.10.0/24

switch(config-router-af)# network 10.10.10.0 mask
255.255.255.0

BGP

network

networ k

show bgp all

switch(config-router-af)# show bgp all

BGP

Cisco Nexus 9000 NX-0S
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B s

7 copy running-config startup-config

switch(config-router-af)# copy running-config
startup-config

IPv4 BGP

switch# configure terminal

switch(config)# router bgp 64496

switch(config-router)# address-family ipv4 unicast
switch(config-router-af)# network 192.0.2.0
switch(config-router-af)# copy running-config startup-config

BGP
BGP
BGP
1. restart bgpinstance-tag
1 | restart bgpinstance-tag BGP
switch(config)# restart bgp 201
BGP

BGP BGP
BGP

. Cisco Nexus 9000 NX-0S 10.6(x)
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BGP B

1. shutdown

1 | shutdown BGP

switch(config-router)# shutdown

BGP
BGP BGP BGP

BGP

* BGP BGP

configureterminal
router bgp autonomous-system-number
neighbor {ip-address| ipv6-address} remote-as {as-number | external | internal}
remote-as {as-number | external | internal}
description text
timer skeepalive-time hold-time
shutdown
address-family{ipv4|ipv6} {unicast|multicast}
weight value
show bgp {ipv4|ipv6} {unicast|multicast} neighbors
copy running-config startup-config

© OoN O O ~wDdPRE

B
P o
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1 configureterminal

switch# configure terminal

switch(config)#
2 | router bgp autonomous-system-number BGP BGP AS
AS 16
switch(config)# router bgp 64496 32 16 10
switch(config-router)# 16 10 XX.XX
3 | neighbor {ip-address|ipv6-address} remote-as BGP IPv4 IPv6
{as-number | external | internal} AS Theip-address
X XXX ipv6-address A:B::C:D
switch(config-router)# neighbor
209.165.201.1 remote-as 64497
switch(config-router)# neighbor remote-as external
internal eBGP
iBGP
4 |remote-as{as-number | external | internal} BGP AS
remote-as external
switch(config-router-neighbor)# remote-as 64497 internal eBGP
iBGP
5 description text 80
switch(config-router-neighbor)#
description Peer Router B
switch(config-router-neighbor)#
6 timer skeepalive-time hold-time
BGP
_ _ _ B} 0 3600
switch(config-router-neighbor)# timers
30 90 60 180
10 BGP
BGP 60
60
10.6(X)
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BGP B

7 shutdown BGP
BGP

switch(config-router-neighbor)# shutdown

8 | address-family{ipv4|ipv6} {unicastimulticast} IPv4 IPV6

switch(config-router-neighbor)#
address-family ipv4 unicast
switch(config-router-neighbor-af)#

9 weight value
0 65535

switch(config-router-neighbor-af)#

weight 100

set weight route-map

BGP

10 show bgp {ipv4|ipv6} {unicast|multicast} |BGP
neighbors

switch(config-router-neighbor-af)# show
bgp ipv4 unicast neighbors

11 copy running-config startup-config

switch(config-router-neighbor-af)# copy
running-config startup-config

BGP

switch# configure terminal

switch(config)# router bgp 64496

switch(config-router)# neighbor 192.0.2.1 remote-as 64497
switch(config-router-neighbor)# description Peer Router B
switch(config-router-neighbor)# address-family ipv4 unicast
switch(config-router-neighbor)# weight 100
switch(config-router-neighbor-af)# copy running-config startup-config

Cisco Nexus 9000 NX-0S 10.6(x) .
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AS
AS
BGP BGP BGP
AS AS
BGP
ebgp-multihop disable-connected-check
AS no neighbor
AS
* BGP BGP
1. configureterminal
2. router bgp autonomous-system-number
3. neighbor prefix remote-asroute-map map-name
4. neighbor-as as-number
5. show bgp {ipv4 | ipv6} {unicast | multicast} neighbors
6. copy running-config startup-config
1 | configure terminal
switch# configure terminal
switch(config)#
2 | router bgp autonomous-system-number BGP BGP AS
AS 16
switch(config)# router bgp 64496 32 16 10
switch(config-router)# 16 10 XX.XX
3 | neighbor prefix remote-asroute-map map-name IPv4 IPV6
BGP AS
switch(config-router)# neighbor 1Pv4 prEfIX
192.0.2.0/8 remote-as routemap BGPPeers X XXX/ 1 32 IPv6
switch(config-router-neighbor)# prefix AB:C:D/
1 128
10.6(x)
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BGP PIC B

63

4 | neighbor-as as-number

switch(config-router-neighbor)# remote-as 64497

BGP

AS

5 show bgp {ipv4 | ipv6} {unicast | multicast} | BGP
neighbors

switch(config-router-neighbor-af)# show
bgp ipv4 unicast neighbors

6 copy running-config startup-config

switch(config-router-neighbor-af)# copy
running-config startup-config

AS

switch# configure terminal
switch(config)# route-map BGPPeers

switch(config-route-map)# match as-number 64496, 64501-64510
switch(config-route-map)# match as-number as-path-list Listl, List2

switch(config-route-map)# exit
switch(config)# router bgp 64496

switch(config-router)# neighbor 192.0.2.0/8 remote-as route-map BGPPeers
switch(config-router-neighbor)# description Peer Router B
switch(config-router-neighbor)# address-family ipv4 unicast

switch(config-router-af)# end
switch# copy running-config startup-config

Route Policy Manager

BGP PIC

BGP PIC

\}

585

BGP PIC IPv4

BGP BGP

Cisco Nexus 9000 NX-0S
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configure terminal

router bgp autonomous-system-number
address-family ipv4 unicast

[no] additional-pathsinstall backup

Sl A

copy running-config startup-config

BGP

configureterminal

switch# configure terminal
switch(config)#

router bgp autonomous-system-number

switch(config)# router bgp 64496
switch(config-router)#

BGP BGP
AS 16

32 16
16 10 XX.XX

10

AS

address-family ipv4 unicast

switch(config-router)# address-family ipv4 unicast
switch(config-router-af)#

IPv4

[no] additional-pathsinstall backup

switch(config-router-af)#
[no] additional-paths install backup

BGP

copy running-config startup-config

switch(config-router-af)# end
switch# copy running-config startup-config

IPv4 BGPPIC

. Cisco Nexus 9000 NX-0S
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interface Ethernet2/2
ip address 1.1.1.5/24
no shutdown

interface Ethernet2/3
ip address 2.2.2.5/24
no shutdown

router bgp 100
address-family ipv4 unicast
additional-paths install backup
neighbor 2.2.2.6
remote-as 100
address-family ipv4 unicast

BGP 2 1116 2226 99.0.0.0/24
URIB

BGP

switch(config)# show ip bgp 99.0.0.0/24

BGP routing table information for VRF default, address family IPv4 Unicast BGP routing
table entry

for 99.0.0.0/24, version 4

Paths: (2 available, best #2)

Flags: (0x00001a) on xmit-list, is in urib, is best urib route

Path type: internal, path is valid, not best reason: Internal path, backup path AS-Path:
200 , path

sourced external to AS

2.2.2.6 (metric 0) from 2.2.2.6 (2.2.2.6)

Origin IGP, MED not set, localpref 100, weight O

Advertised path-id 1

Path type: external, path is valid, is best path AS-Path: 200 , path sourced external
to AS

1.1.1.6 (metric 0) from 1.1.1.6 (99.0.0.1)

Origin IGP, MED not set, localpref 100, weight O

Path-id 1 advertised to peers: 2.2.2.6

URIB

switch(config)# show ip route 99.0.0.0/24

IP Route Table for VRF "default"™ "*" denotes best ucast next-hop "**" denotes best mcast
next-hop

"[x/y]" denotes [preference/metric]

"%<string>" in via output denotes VRF <string>

99.0.0.0/24, ubest/mbest: 1/0

*via 1.1.1.6, [20/0], 14:34:51, bgp-100, external, tag 200

via 2.2.2.6, [200/0], 14:34:51, bgp-100, internal, tag 200 (backup)

UFIB

switch# show forwarding route 123.1.1.0 detail module 8

Prefix 123.1.1.0/24, No of paths: 1, Update time: Wed Jul 11 19:00:12 2018
Vobj id: 141 orig_as: 65002 peer_as: 65100 rnh: 10.3.0.2

10.4.0.2 Ethernet8/4 DMAC: 0018.bad8.4dfd

Cisco Nexus 9000 NX-0S 10.6(x) .
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B scrrec

packets: 2 bytes: 3484 Repair path 10.3.0.2 Ethernet8/3 DMAC: 0018.bad8.4dfd

packets: 0
bytes: 1
BGP PIC
BGP PIC Core
1. configureterminal
2. [no] system pic-core
3. copy running-config startup-config
4. reload

1 | configure terminal

switch# configure terminal

2 | [no] system pic-core PIC

switch(config)# system pic-core

3 | copy running-config startup-config

switch(config)# copy running-config startup-config

4 | reload

switch(config)# reload

BGP
BGP
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clear bgp all {neighbor | * | as-number | 1
peer-template name | prefix} [vrf vrf-name] *
* neighbor IPv4 IPv6
* as-number AS
16 32
16 10
16 10 XX.XX
* name 64
e prefix  IPv4 IPv6
e vrf-name VRF VRF
64
clear bgp all dampening [ vrf vrf-name]
vrf-name 64
clear bgp all flap-statistics [vrf vrf-name]
vrf-name
64
clear bgp {ipv4|ipv6} {unicast | multicast}
dampening [vrf vrf-name]
vrf-name 64
clear bgp {ipv4|ipv6} {unicast | multicast}
flap-statistics [vrf vrf-name] vrf-name
64

Cisco Nexus 9000 NX-0S
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BGP

clear bgp {ipv4|ipv6 } {neighbor |* | as-number
| peer-template name | prefix} [vrf vrf-name]

* neighbor

* as-number
16

16 10

* hame

* prefix  IPv4

«vrf-name VRF

1
*
IPv4 IPv6
AS
32
16 10
XX.XX
64
IPv6
VRF
64

. Cisco Nexus 9000 NX-0S
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clear bgp {ip {unicast | multicast}} {neighbor |*
|as-number | peer-template name | prefix} [vrf
vrf-name]

* neighbor IPv4 IPv6
* as-number AS
16 32
16 10
16 10 XX.XX
* name 64
e prefix  IPv4 IPv6
e vrf-name VRF VRF
64
clear bgp dampening [ip-neighbor | ip-prefix] [vrf
vrf-name]
* ip-neighbor IPv4
e ip-prefix  1Pv4
e vrf-name VRF VRF
64

Cisco Nexus 9000 NX-0S
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BGP

clear bgp flap-statistics [ip-neighbor | ip-prefix]
[vrf vrf-name]

. Cisco Nexus 9000 NX-0S

* ip-neighbor IPv4
e ip-prefix  IPv4
e vrf-name VRF VRF
64
clear ip mbgp {ip {unicast | multicast}} *
{neighbor | * | as-number | peer-template name |
prefix} [vrf vrf-name]
* neighbor IPv4 IPv6
* as-number AS
16 32
16 10
16 10 XX.XX
* name 64
e prefix  IPv4 IPv6
e vrf-name VRF VRF
64
10.6(x)
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clear ip mbgp dampening [ip-neighbor | ip-prefix] | 1
[vrf vrf-name]
* ip-neighbor IPv4
e ip-prefix  IPv4
e vrf-name VRF VRF
64
clear ip mbgp flap-statistics [ip-neighbor | 1
ip-prefix] [vrf vrf-name]
* ip-neighbor IPv4
e ip-prefix  IPv4
e vrf-name VRF VRF
64
BGP
BGP
show bgp all [summary] [vrf vrf-name] BGP
show bgp convergence [vrf vrf-name] BGP
show bgp {ipv4 |ipv6} {unicast | multicast} BGP BGP

[ip-address | ipv6-prefix community [regexp
expression | [community] [no-advertise]
[no-export] [no-export-subconfed]} [vrf vrf-name]

Cisco Nexus 9000 NX-0S
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BGP

show bgp [vrf vrf-name] {ipv4 | ipv6} {unicast | | BGP BGP
multicast} [ip-address| ipv6-prefix]
community-list list-name [vrf vrf-name]

show bgp {ipv4 |ipv6} {unicast | multicast} BGP BGP
[ip-address | ipv6-prefix extcommunity [regexp
expression | [generic [non-transitive | transitive]
aad:nn [exact-match]} [vrf vrf-name]

show bgp {ipv4 |ipv6} {unicast | multicast} BGP BGP
[ip-address | ipv6-prefix extcommunity-list
list-name [exact-match]} [vrf vrf-name]

show bgp {ipv4 |ipv6} {unicast | multicast} BGP
[ip-address | ipv6-prefix {dampening
dampened-paths [regexp expression]} [vrf

vrf-name] clear bgp dampening

show bgp {ipv4|ipv6} {unicast | multicast} BGP
[ip-address | ipv6-prefix history-paths [regexp
expression] [vrf vrf-name]

show bgp {ipv4|ipv6} {unicast | multicast} BGP
[ip-address | ipv6-prefix filter-list list-name [vrf
vrf-name]

show bgp {ipv4|ipv6} {unicast | multicast} BGP
[ip-address | ipv6-prefix] neighbor s [ip-address | dlear bgp neighbors
ipv6-prefix] [vrf vrf-name]

show bgp {ipv4 |ipv6} unicast neighbors
[ip-address | ipv6-prefix] { [advertised-routes
|received-routes] } [ detail] [vrf vrf-name]

show bgp {ipv4 |ipv6} unicast neighbors
[ip-address | ipv6-prefix] [routes] { [advertised .
[received] } [ detail] [vrf vrf-name]

show bgp {ipv4 | ipv6} unicast neighbors
[ip-address | ipv6-prefix] [routes] [ detail] [vrf
vrf-name]

show bgp {ipv4|ipv6} unicast neighbors
[ip-address | ipv6-prefix] [advertised-routes
processed] [vrf vrf-name]

. Cisco Nexus 9000 NX-0S 10.6(x)
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show bgp {ipv4 | ipv6} unicastneighbors
[ip-address | ipv6-prefix] [advertised-routes
processed] [ detail] [vrf vrf-name]

show bgp {ipv4 |ipv6} {unicast | multicast}
[ip-address | ipv6-prefix] neighbor s [ip-address |
ipve-prefix] {nexthop | nexthop-database} [vrf
vrf-name]

BGP

show bgp paths

BGP

show bgp {ipv4|ipv6} {unicast | multicast}
[ip-address| ipv6-prefix] policy name [vrf vif-name]

BGP

clear bgp polic

show bgp {ipv4 |ipv6} {unicast | multicast}
[ip-address | ipv6-prefix] prefix-list list-name [vr
vrf-name]

BGP

show bgp {ipv4|ipv6} {unicast | multicast}
[ip-address | ipv6-prefix] received-paths [vrf
vrf-name]

BGP

show bgp {ipv4|ipv6} {unicast | multicast}
[ip-address | ipv6-prefix] regexp expression [vr f
vrf-name]

AS path

BGP

show bgp {ipv4|ipv6} {unicast | multicast}
[ip-address | ipv6-prefix] route-map map-name
[vrf vrf-name]

BGP

show bgp peer-policy name [vrf vrf-name]

BGP

show bgp peer-session name [vrf vrf-name]

show bgp peer-session

BGP

show bgp peer-template name [vrf vrf-name]

BGP

clear bgp peer-template

show bgp process

BGP

show {ipv | ipv6} bgp [options]

BGP

show {ipv | ipv6} mbgp [options]

BGP

Cisco Nexus 9000 NX-0S

106 [



B s

BGP

show running-configuration bgp

BGP

BGP

BGP

show bgp {ipv4 | ipv6} {unicast | multicast}

BGP

[ip-address | ipv6-prefix] flap-statistics [vr f clear bgp
vrf-name] -
flap-statistics command
show bgp sessions [vrf vrf-name] BGP
clear bgp
sessions
show bgp statistics BGP

BGP

BGP

switch(config)# feature bgp
switch(config)# router bgp 64496

switch(config-router)# neighbor 2001:0DB8:0:1::55 remote-as 64496
switch(config-router)# address-family ipv6 unicast

switch(config-router-af)# next-hop-self

BGP
. BGP

* Route Policy Manager

BGP

. Cisco Nexus 9000 NX-0S
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BGP
BGP MIB

MIB MIB

BGP MIB MIB URL

ftp:/itp.cisco.com/pub/mibs/supportlists/nexus9000/Nexus9000MIBSupportListhtml

BGP

BGP
Cisco NX-OS BGP 4
BGP v4 IP
3 BGP
BGP BGP BGP TCP
TCP
BGP eBGP
BGP BGP iBGP
Cisco NX-0S 10.5(1)F BGP BGP
BGP
BGP BGP
BGP
Cisco NX-0S 3
* peer-session
BGP peer-session

peer-session

* peer-policy

Cisco Nexus 9000

peer-session
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BGP |

peer-policy peer-policy Cisco
NX-0S peer-policy
* peer peer-session peer-policy
peer
peer
BGP
BGP
TCP MD5 TCP
BGP
S
MD5 BGP
BGP
BGP
BGP
AS_path
BGP BGP
Cisco NX-0S BGP 3
. TCP
BGP
CiscoNX-0S
BGP

NX-0S 10.6(x)
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eer i

BGP
BGP
CiscoNX-0S
* BGP BGP BGP
N
BGP
Route Policy Manager 585
eBGP
eBGP AS BGP
eBGP
iIBGP
iBGP BGP iBGP
BGP
BGP iBGP
29:iBGP
AS20 AS10
Z A C
k7 sBGP iBGP
& ==
== -I\\ -
iBGP )‘E‘iﬂ/’/ BGP
B =
_— BGP .
iBGP iBGP
iBGP

update-source iBGP

Cisco Nexus 9000 NX-0S 10.6(x) .
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B s
iBGP
AS eBGP 416
“
iBGP
AS
iBGP iBGP
1
iBGP
iBGP AS
AS
BGP 2 AS 1
30:AS
AS20 AS10
Zz AST A asz2 G
@! eBGP Egl Gunfpe:;ljlluri %
=" =
iBGP iBGP
£ & | |
: 0 :
AS10 2 AS AS1 AS2 AS
AS 1 AS
AS
iBGP
iBGP
iBGP iBGP
iBGP
iBGP 4 A B C D iBGP
A 3 iBGP
10.6(%)

. Cisco Nexus 9000 NX-0S
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B A
C D
A C D
31:
ASE0 AS10
z
2BGP
£3l
=1
iBGP
BGP
BGP
BGP BGP
BGP
BGP IPv4
Cisco NX-OS
IPv6
BGP
AS1 AS2 AS3 3 BGP
AS1
AS1 AS2 AS2 AS3
AS1 AS2
AS2  AS3
AS1
AS2
1000 AS2
AS2
Cisco Nexus 9000 NX-0S 10.6(x) .
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AS2
AS2
50% AS2
S
BGP
BGP eBGP
iBGP
as-path multipath-relax BGP VRF
VRF RT
VRF  as-path multipath-relax
BGP
* AS_path
« Multi-Exit Discriminator MED
*« BGP IGP
BGP 1 BGP
BGP
S
AS AS_path

\)

iBGP

. Cisco Nexus 9000 NX-0S 10.6(x)
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BGP B

BGP
1 BGP BGP
1 BGP
BGP BGP
BGP
4 ID
NLRI
BGP
32: BGP
RR
FE2 ;231?325&1 HH sends all available paths (not just
o the best path) to R4, using the path
Path2 via R2 ; i 3
= identifier prepended to the NLRI in
Path3 via R3 B :
order to distinguish multiple paths.
UPDATE 1:
MNLRI: 1:100.0.0.0/24
Path via R1
UPDATE 2:
MLRI: 2:100.0.0.0/24
Path via H2
UPDATE 3:
MLRI: 3:100.0.0.0/24 ..
Path via A3 z
BGP BGP 412
1
10.1.1.0/24 10.1.2.0/24 10.1.3.0/24 3
1 10.1.0.0/16

BGP

Cisco Nexus 9000 NX-0S 10.6(x) .
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\)

BGP

Cisco NX-OS
BGP
aggregate-address
BGP
BGP
BGP
AS1 AS2 AS3
AS1
AS1
AS2
BGP
BGP
BGP
BGP
BGP

NX-0S

. Cisco Nexus 9000

BGP
220
BGP
BGP
BGP
BGP
AS3 AS2
AS2 AS1 AS3
AS1
AS3
BGP
BGP
RIB
BGP RIB

10.6(x)
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. IGP
. IP

N

RIB

IGP
IGP
BGP
BGP
BGP
Route
Policy Manager 585
1

route-map foo permit 10
match route-type internal
router ospf 1
redistribute bgp 100 route-map foo

Cisco Nexus 9000 NX-0S 10.6(x) .
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BGP |

2
route-map foo deny 10
match route-type internal
router ospf 1
vrf bar
redistribute bgp 100 route-map foo
7.0(3)17(6) SAFI-1 SAFI-4
IPv4 BGP
Cisco Nexus 9000 Series NX-OS Label Switching Configuration Guide Release
7.X
BFD
IPv4 IPv6 BFD
BFD BFD 2
BFD
hello CPU
BGP BFD eBGP iBGP BFD
iBGP update-source
Cisco NX-0S 9.3(3) BGP BFD BGPIPv4 IPv6
BGP BFD
BGP
BGP BGP
Cisco NX-0OS 9.3(3) BFD IPv4 IPv6 IPv6
BGP BFD
BGP
Cisco Nexus 9000 Series NX-OS Interfaces Configuration Guide
BGP
BGP BGP
BGP
BGP
2
NX-0S 10.6(x)
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BGP
Multi-Exit Discriminator MED ID
BGP
Cisco NX-OS BGP BGP
MP-BGP BGP
IPv4 1 IPv4
1 IPv6
1 IP
RPF MP-BGP
A
BGP
PIM
BGP
MP-BGP
RIB RIB BGP
RIB
BGP
BGP ID
RFC 5549
BGP RFC 5549 IPv4 IPv6
BGP IPv4 IPv6
IPv6
BGP IPv6 IPv4  Unicast Route Information Base URIB
Cisco NX-0OS 9.2(2) -R Cisco Nexus 9500
RFC 5549
NX-OS IPv4 IPv6 RNH
Cisco Nexus 9000 NX-0S
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RFC 6368

CE

VPN

RFC 6368
Cisco NX-0S

Cisco NX-0S

* as-override

VRF

IBGP PE-CE

BGP

. PE

ATTR_SET

BGP

ATTR_SET
BGP

BGP |

Cisco NX-OS PE
iBGP
/ BGP
AS
iBGP
101 2 EVPN-VXLANvV4 EVPN-VXLANV6 RFC 6368
10.1 2 iBGP PE-CE
Border Gateway Protocol eBGP VRF
ASN
1 RR CE
ASN
ASN ASN
AS
2
VPNBGP ATTR_SET
VRF CE iBGP RR
BGP
BGP
VPN BGP

Local Preference Med

Origin  AS Path  Originator ID  Cluster list

ATTR_SET

. Cisco Nexus 9000

10.6(x)
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BGP

+ +
| Attr Flags O | T Code =128 |
+ +
| Attr. Length (1 or 2 octets) |
+ +
| Origin AS (4 octets) |
+ +
|Path Attributes (variable) |
+ +
. BGP
« Origin AS AS
AS
BGP
iBGP PE-CE
iBGP

router bgp 200
vrf nxbgp3-leaf2-2
address-family ipv4 unicast

redistribute static route-map ALLOW-ALL

address-family ipv6 unicast

redistribute static route-map ALLOW-ALL

neighbor 101.101.101.101 remote-as 200

description ibgp sample config
internal-vpn-client (1)
address-family ipv4 unicast
route-reflector-client (2)
next-hop-self (3)

BGP BMP

Cisco Nexus 9000

BGP
1 BGP
BMP
BMP

Cisco NX-0S BGP

Cisco Nexus 9000 NX-0S

BGP B

2
AS_PATH
VPN
iBGP PE-CE 10S
PE BGP
BMP BGP
2 BMP BGP
BGP

106 [
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BGP
FIB
NSF

CiscoNX-0OS

CiscoNX-0S

FIB

BGP
BGP

BGP
BGP

stalepath-time

Cisco NX-0OS 9.3(3)

BGP

. Cisco Nexus 9000 NX-0S
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BGP
NSF BGP
BGP
Cisco NX-0S
BGP
BGP
BGP
BGP
BGP
BGP
Cisco NX-0OS BGP
update-source iBGP
BGP
10.6(x)
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BGP

. BGP eBGP BGP iBGP

. BGP eBGP

2 eBGP
eBGP eBGP
A
eBGP
. BGP
eBGP eBGP
BGP BGP
1 BGP BGP VRF
RFC 5549 1 IPv4 IPv4
RFC 5549 IP

configureterminal
inter face type slot/port
ip forward

copy running-config startup-config

A

Cisco Nexus 9000 NX-0S
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1 | configure terminal

switch# configure terminal
switch(config)#

2 | interface type dot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

3 |ip forward IP
1Pv4
switch(config-if)# ip forward
4 copy running-config startup-config
switch(config-if)# copy running-config
startup-config
BGP BGP BGP
BGP
BGP BGP
BGP
peer-session peer-session 3
2
3
peer-session 7
BGP
BGP BGP

. Cisco Nexus 9000 NX-0S 10.6(x)
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* BGP

Remove-private-as

no

default

iBGP /eBGP
Remove-private-as
iBGP
iBGP

1 configureterminal

2. router bgp autonomous-system-number

3. template peer-session template-name

4, passwor d number password

5. timer s keepalive hold

6. exit

7 neighbor ip-address remote-as as-number

8. inherit peer-session template-name

9. description text

10. show bgp peer-session template-name
11. copy running-config startup-config

configureterminal

switch# configure terminal
switch(config)#

router bgp autonomous-system-number

switch(config)# router bgp 65535
switch(config-router)#

BGP BGP

template peer-session template-name

Cisco Nexus 9000 NX-0S

peer-session

106 [
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BGP

switch(config-router)# template
peer-session BaseSession
switch(config-router-stmp)#

password number password

switch(config-router-stmp)# password 0
test

test
3DES 3

timer s keepalive hold

switch(config-router-stmp)# timers 30 90

peer-session BGP

60
180

exit

switch(config-router-stmp)# exit
switch(config-router)#

peer-session

neighbor ip-address remote-as as-number

switch(config-router)# neighbor
192.168.1.2 remote-as 65535
switch(config-router-neighbor)#

BGP

inherit peer-session template-name

switch(config-router-neighbor)# inherit
peer-session

BaseSession
switch(config-router-neighbor)#

peer-session

description text

switch(config-router-neighbor)#
description Peer Router A
switch(config-router-neighbor)#

10

show bgp peer-session template-name

switch(config-router-neighbor)# show bgp
peer-session BaseSession

peer-policy

11

copy running-config startup-config

switch(config-router-neighbor)# copy
running-config startup-config

show bgp neighbor

. Cisco Nexus 9000

NX-0S
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BGP peer-session BGP

switch# configure terminal
switch(config)# router bgp 65536

switch(config-router)# template peer-session BaseSession

switch(config-router-stmp)# timers 30 90
switch(config-router-stmp)# exit

switch(config-router)# neighbor 192.168.1.2 remote-as 65536

BGP peer-policy .

switch(config-router-neighbor)# inherit peer-session BaseSession

switch(config-router-neighbor)# description Peer Router A
switch(config-router-neighbor)# address-family ipv4 unicast

switch(config-router-neighbor-af)# copy running-config startup-config

BGP peer-policy

peer-policy
peer-policy
Cisco NX-0OS
BGP
peer-policy AS-path

\}

5 peer-policy

show bgp neighbor

NX-OS Unicast Routing Command Reference

Cisco Nexus 9000 Series

BGP BGP

default

no

1 configureterminal
2. router bgp autonomous-system-number

Cisco Nexus 9000 NX-0S
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. BGP peer-policy

template peer-session template-name
advertise-active-only
maximum-pr efix number

neighbor ip-address remote-as as-number
address-family {ipv4 | ipv6} {multicast | unicast}
inherit peer-policy template-name preference
10. show bgp peer-palicy template-name
11. copy running-config startup-config

3
4
5.
6. exit
7
8
9

1 |configureterminal

switch# configure terminal

2 | router bgp autonomous-system-number BGP BGP

switch(config)# router bgp 65535
switch(config-router)#

3 |template peer-session template-name peer-policy

switch(config-router)# template
peer-policy BasePolicy
switch(config-router-ptmp)#

4 advertise-active-only

switch(config-router-ptmp)#
advertise-active-only

5 maximum-pr efix number

switch(config-router-ptmp)#
maximum-prefix 20

6 |exit peer-policy

switch(config-router-ptmp)# exit
switch(config-router)#

. Cisco Nexus 9000 NX-0S 10.6(x)
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BGP peer .

7 | neighbor ip-address remote-as as-number BGP

switch(config-router)# neighbor
192.168.1.2 remote-as 65535
switch(config-router-neighbor)#

8 |address-family {ipv4 |ipv6} {multicast | unicast}

switch(config-router-neighbor)#
address-family ipv4 unicast
switch(config-router-neighbor-af)#

9 |inherit peer-policy template-name preference peer-policy

switch(config-router-neighbor-af)#
inherit peer-policy BasePolicy 1

10 show bgp peer-policy template-name peer-policy

switch(config-router-neighbor-af)# show
bgp peer-policy BasePolicy

11 copy running-config startup-config
show bgp neighbor
switch(config-router-neighbor-af)# copy
running-config startup-config
BGP peer-policy BGP

switch# configure terminal

switch(config)# router bgp 65536

switch(config-router)# template peer-session BasePolicy
switch(config-router-ptmp)# maximum-prefix 20
switch(config-router-ptmp)# exit

switch(config-router)# neighbor 192.168.1.1 remote-as 65536
switch(config-router-neighbor)# address-family ipv4 unicast
switch(config-router-neighbor-af)# inherit peer-policy BasePolicy
switch(config-router-neighbor-af)# copy running-config startup-config

BGP peer

BGP peer 1
peer
peer-session peer-policy

Cisco Nexus 9000 NX-0S 10.6(x) .
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BGP

BGP peer
1 peer peer-session peer-policy
peer eBGP TTL
BGP BGP
D
no
default
1 configureterminal
2. router bgp autonomous-system-number
3. template peer template-name
4, inherit peer-session template-name
5. address-family {ipv4|ipv6} {multicast|unicast}
6. inherit peer-policy template-name
7 exit
8. timer s keepalive hold
9. exit
10. neighbor ip-address remote-as as-number
11. inherit peer template-name
12. timer s keepalive hold
13. show bgp peer-template template-name
14, copy running-config startup-config
1 configure terminal
switch# configure terminal
2 | router bgp autonomous-system-number BGP BGP

. Cisco Nexus 9000 NX-0S 10.6(x)
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BGP peer .

switch(config)# router bgp 65535

template peer template-name

switch(config-router)# template peer
BasePeer

peer

inherit peer-session template-name

switch(config-router-neighbor)# inherit
peer-session BaseSession

peer-session

address-family {ipv4|ipv6}
{multicast|unicast}

switch(config-router-neighbor)#
address-family ipv4 unicast
switch(config-router-neighbor-af)

inherit peer-policy template-name

switch(config-router-neighbor-af)#
inherit peer-policy BasePolicy 1

peer-policy

exit

switch(config-router-neighbor-af)# exit

BGP

timer s keepalive hold

switch(config-router-neighbor)# timers
45 100

BGP

BaseSession

peer-session

exit

switch(config-router-neighbor)# exit

BGP

10

neighbor ip-address remote-as as-number

switch(config-router)# neighbor
192.168.1.2 remote-as 65535
switch(config-router-neighbor)#

BGP

11

inherit peer template-name

Cisco Nexus 9000 NX-0S

peer
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switch(config-router-neighbor)# inherit
peer BasePeer

12 timer s keepalive hold BGP
peer
switch(config-router-neighbor)# timers peersesﬁon
60 120
13 show bgp peer-template template-name peer

switch(config-router-neighbor)# show
bgp peer-template BasePeer

14 copy running-config startup-config

show bgp neighbor

switch(config-router-neighbor)# copy
running-config startup-config

BGP peer BGP

switch# configure terminal

switch(config)# router bgp 65536

switch(config-router)# template peer BasePeer
switch(config-router-neighbor)# inherit peer-session BaseSession
switch(config-router-neighbor)# address-family ipv4 unicast
switch(config-router-neighbor-af)# inherit peer-policy BasePolicy 1
switch(config-router-neighbor-af)# exit
switch(config-router-neighbor)# exit

switch(config-router)# neighbor 192.168.1.2 remote-as 65536
switch(config-router-neighbor)# inherit peer BasePeer
switch(config-router-neighbor)# copy running-config startup-config

BGP IPv4  IPV6

AS

BGP
BGP Cisco NX-0S

. Cisco Nexus 9000 NX-0S 10.6(x)
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1. timersprefix-peer-timeout value
2. maximum-peersvalue

timer s prefix-peer-timeout value BGP

0 1200

switch(config-router-neighbor)# timers
prefix-peer-timeout 120 30

maximum-peer s value
1 1000

switch(config-router-neighbor)#
maximum-peers 120

10

switch(config)# router bgp 65536

switch(config-router)# timers prefix-peer-timeout 120
switch(config-router)# neighbor 10.100.200.0/24 remote-as 65536
switch(config-router-neighbor)# maximum-peers 10
switch(config-router-neighbor)# address-family ipv4 unicast
switch(config-router-neighbor-af)#

show bgp ipv4 unicast neighbors

Cisco Nexus 9000 NX-0S 10.6(x) .



BGP |

B r IPv6 IPv6 BGP
IPv4 IPv6 IPv6 BGP
BGP IPv4
IPv6 IPv6 BGP
BGP BGP ICMPV6
ND RA
RFC 5549 IPv6 IPv4
BGP BGP

1 | configure terminal

switch# configure terminal
2 | router bgp autonomous-system-number BGP BGP

AS 16

switch(config)# router bgp 65535 32 16

switch(config-router)# 10 16 10 XX. XX
3 | neighbor interface-name remote-as {as-number | BGP

route-map map-name} BGP

switch(config-router)# neighbor

Ethernetl/1 remote-as 65535

switch(config-router-neighbor)#

Cisco NX-0S 9.3(6)
AS
AS
AS

Cisco Nexus 9000 NX-0S
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IPv4 IPv6 IPv6

BGP B

interface-name

inherit peer template-name

switch(config-router-neighbor)# inherit peer PEER

peer

address-family {ipv4 | ipv6} unicast

switch(config-router-neighbor)#
address-family ipv4 unicast
switch(config-router-neighbor-af)#

show bgp {ipv4 | ipv6} unicast neighbors
interface

switch(config-router-neighbor-af)# show
bgp ipv4 unicast neighbors el/25

switch(config-router-neighbor-af)# show
bgp ipv6 unicast neighbors 3FFE:700:20:1::11

BGP

show ip bgp neighbors interface-name

switch(config-router-neighbor-af)# show ip bgp
neighbors Ethernetl/1

BGP

show ipv6 routers [interface interface]

switch(config-router-neighbor-af)# show ipv6
routers interface Ethernetl/1

IPv6 ICMP
IPv6

copy running-config startup-config

switch(config-router-neighbor-af)# copy
running-config startup-config

IPv4 IPv6

1 iBGP

Cisco Nexus 9000 NX-0S

IPv6 BGP
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B r IPv6 IPv6 BGP

switch# configure terminal

switch(config)# router bgp 65000

switch(config-router)# neighbor Ethernetl/1 remote-as 65000
switch(config-router-neighbor)# inherit peer PEER
switch(config-router-neighbor)# address-family ipv4 unicast
switch(config-router-neighbor)# address-family ipv6 unicast
switch(config-router-neighbor-af)# copy running-config startup-config

IPv4 IPv6 IPv6 BGP

switch(config-router-neighbor)# show bgp ipv4 unicast neighbors el/15.1
BGP neighbor is fe80::2, remote AS 100, ibgp link, Peer index 4
Peer is an instance of interface peering Ethernetl/15.1

BGP version 4, remote router ID 5.5.5.5

Neighbor previous state = OpenConfirm

BGP state = Established, up for 2d16h

Neighbor vrf: default

Peer is directly attached, interface Ethernetl/15.1

Last read 00:00:54, hold time = 180, keepalive interval is 60 seconds
Last written 00:00:08, keepalive timer expiry due 00:00:51
Received 3869 messages, O notifications, O bytes in queue

Sent 3871 messages, O notifications, 0(0) bytes in queue
Enhanced error processing: On

0 discarded attributes

Connections established 2, dropped 1

Last reset by peer 2d16h, due to session closed

Last error length received: 0O

Reset error value received 0O

Reset error received major: 104 minor: O

Notification data received:

Last reset by us never, due to No error

Last error length sent: O

Reset error value sent: 0O

Reset error sent major: O minor: O

--More--

IPv6

* ipv6 addressipv6-address
* ipv6 address use-link-local-only

« ipv6 link-local link-local-address

switch# configure terminal
switch(config)# interface Ethernetl/1
switch(config-if)# ipv6 address use-link-local-only

\}

IPv4 ip forward
IPv4

. Cisco Nexus 9000 NX-0S 10.6(x)
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BGP B

IPv6 ND BGP

switch(config-if)# ipv6 nd ra-interval 4 min 3
switch(config-if)# ipv6 nd ra-lifetime 10

Cisco NX-0S 9.3(6)

switch(config-if)# ipv6 link-local use-bia

IPv6 LLA
MD5 BGP
Cisco NX-OS 10.4(2)F TCP TCP AO
BGP
Cisco NX-0S 10.3(3)F BGP 6 Cisco NX-0S
* AES
MD5 TCP AO BGP
. Cisco NX-0OS key config-key ascii <primary_key>
. 6 Cisco NX-0S feature password
encryption aes
* BGP TCP
TCP https://www.cisco.com/content/en/

us/td/docs/dcn/nx-0s/nexus9000/104x/configuration/security/
cisco-nexus-9000-series-nx-0s-security-configuration-guide-release-104x/chapter.html

Cisco Nexus 9000 NX-0S 10.6(x) .
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B s

key config-key ascii <primary_key>
configureterminal

feature password encryption aes
router bgp AS

template peer

password {0| 3| 7| 6} string

encryption delete type-6

© o NOogO RN E

BGP

encryption re-encrypt obfuscated

ao <Keychain-name> [include-tcp-options]

1 | key config-key ascii <primary_key>

switch# key config-key ascii 0123456789012345

2 | configureterminal

switch# configure terminal

. Cisco Nexus 9000 NX-0S

3 | feature password encryption aes AES
switch(config)# feature password encryption aes

4 |router bgp AS BGP
switch(config-router)# router bgp 1

5 | template peer BGP

10.6(x)
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TCP B

switch(config-router-neighbor)# template peer abc

6 | password {0| 3| 7| 6} string MGP MD5

switch(config-router-neighbor)# password 6

DI HDIVHAIRSIQDCPNpEGy g v O a DR SGTON o/ 3/ 7
featurepassword

encryption aes

0/3/7 6

7 encryption re-encrypt obfuscated 0/ 3/ 7

switch# encryption re-encrypt obfuscated

8 encryption delete type-6 6

switch# encryption delete type-6

9 ao <Keychain-name> [include-tcp-options] MAC TCP
TCP AO

TCP

CiscoNX-0OS TCP

TCP

RFC 5925 TCP TCP-AO
MAC TCP

TCP-AO RFC 2385 TCP MD5 TCP MD5
TCP-AO

TCP-AO

* TCP-AO TCP
MAC

* TCP-AO TCP

Cisco Nexus 9000 NX-0S 10.6(x) .
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B o
TCP-AO TCP MD5 Cisco NX-OS BGP
TCP-MD5 TCPMD5
TCP-AO
TCP-AO
TCP-AO MAC
MAC TCP-AO
TCP-AO
key chain key-chain-name
tcp TCP TCP-AO
TCP-AO
Description
send-id TCP-AO
recv-id TCP-AO
cryptographic-algorithm MAC MAC
* AES-128-CMAC
* HMAC-SHA-1
* HMAC-SHA-256

. Cisco Nexus 9000 NX-0S 10.6(x)
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TCP-AO
Description
include-tcp-options MAC TCP-AO TCP
MAC
TCP-AO MAC
send-lifetime TCP TCP-AO
key-string
TCP-AO
Fom e Fom e Fom e Fom o +
| Kind=29 | Length | KeyID | RNextKeylD |
Fom e Fom e Fom e Fom o +
| MAC
S
_________________ +
MAC (con"t) |
_________________ +
TLV
*Kind TCP-AO 29
e Length TCP-AO
* KeylD MKT
* RNextKeylD MKT
* MAC TCP
MAC

Cisco Nexus 9000 NX-0S 10.6(x) .
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| REXY

TCP
MKT
MKT
TCP
MAC

MKT 2

*SendlD SendID TCP AO KeyID

* RecviD RecvIiD TCP AO ID

TCP-AO
TCP-AO send-lifetime send-lifetime
TCP-AO TCP-AO RNextKeyID KeyID
MKT
15
TCP-AO MKT
1 A
MKT recv-id RNextKeyID TCP
B send-id
TCP-AO RNextKeyID MKT
B MKT B
A
RTO

. Cisco Nexus 9000 NX-0S 10.6(x)
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0 255
256

« TCP-AO
send-lifetime

* key-string  send-id

TCP
TCP
. 1D
. ID
Cisco Nexus 9000

send-id  recv-id

cryptographic-algorithm

2

syslog
Macsec

NX-0S

send-id  recv-id
TCP-AO

send-id recv-id key-string

2 send-lifetime

15

recv-id cryptographic-algorithm send-lifetime

keychain_abc
BGP TCP
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* AES

. AES

configureterminal

key chain nametcp

key key-ID

send-id send-1D

recv-id recv-ID

key-string [encryption-type] text-string

[no] cryptographic-algorithm {HMAC-SHA-1 | HMAC-SHA-256 | AES-128-CMAC }

send-lifetime [local] start-time duration [duration-value | infinite | end-time]
include-tcp-options

© N O ~WDE

1 | configure terminal

switch# configure terminal

2 | key chain nametcp

switch(config)# key chain bgp-keys tcp

3 | key key-1D
key-1D 0 65535
switch(config-tcpkeychain)# key 13
4 | send-id send-ID ID send-ID 0 255
switch(config-tcpkeychain-tcpkey)# send-id 2
5 | recv-id recv-ID ID recv-1D 0 255

switch(config-tcpkeychain-tcpkey)# recv-id 2

. Cisco Nexus 9000 NX-0S 10.6(x)
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| Bcp

TCP B
key-string [encryption-type] text-string
text-string
switch(config-tcpkeychain-tcpkey)# key-string O
AS3cureStrilng Encryption-type
*0 text-string

Cisco Nexus 9000 NX-0S

6 Cisco NX-OS 10.3(3)F Cisco
Nexus 9000
6
7 text-string
Cisco NX-0OS
show key chain
key-string text-string
Description
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Description
?
? Ctrl+VvV
[no] cryptographic-algorithm {HMAC-SHA-1 | TCP MAC
HMAC-SHA-256 | AES-128-CMAC } 1
1
switch(config-tcpkeychain-tcpkey)#
cryptographic-algorithm HMAC-SHA-1
send-lifetime [local] start-time duration [duration-value
| infinite | end-time] start-time end-time
uTC local
switch(config-tcpkeychain-tcpkey)# send-lifetime
local 01:01:01 Jan 01 2023 01:01:01 Jan 10 2023
start-time
« duration duration-value
2147483646 68
« infinite
« end-time end-time
include-tcp-options MAC TCP
TCPAO TCP
switch(config-tcpkeychain-tcpkey)#
include-tcp-options
10.6(x)

. Cisco Nexus 9000 NX-0S
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| Bcp

TCP B

TCP
show key chain [name] [detail]
switch# show key chain
Key-Chain bgp_keys tcp
Key 2 -- text 7 "070e234f"
send-id 2
recv-id 2
cryptographic-algorithm AES_128 CMAC
send lifetime UTC (08:17:00 May 29 2023)-(08:21:00 May 29 2023)
include-tcp-options
Key 3 -- text 7 "070c2058"
send-id 3
recv-id 4
cryptographic-algorithm HMAC-SHA-1
send lifetime UTC (08:20:00 May 29 2023)-(always valid) [active]
include-tcp-options
Key 12 -- text "™
send lifetime UTC (08:20:00 May 29 2023)-(always valid)
S
[active]
3
show key chain detail
6 show key chain detail 6
switch# show key chain detail
Key-Chain bgp_keys tcp
Key 1 -- text 6 "JDYk9k4kmacigaH6Eu2+9COtmCRI9K7JAMYs/FXGbW1ImHP88PAA==""
Type6 Decryptable: yes
send-id 1
recv-id 1
cryptographic-algorithm HMAC-SHA-1
send lifetime local (18:15:42 May 15 2023)-(always valid) [active]
include-tcp-options
accept-ao-mismatch
Key 2 -- text 6 "JDYkB+Fs8u3ujRDpFSu4tH6H71TS45JJA6sKeGsBDOL3HjGDeg9AA==""
Type6 Decryptable: yes
send-id 2
recv-id 2
cryptographic-algorithm AES 128 CMAC
send lifetime local (17:10:47 May 15 2023)-(18:15:42 May 15 2023) [inactive]
youngest active send key: 1
TCP

bgp_keys TCP

key chain bgp_keys tcp
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. Resource Public Key Infrastructure  RPKI

key 1
send-id 1
recv-id 1
key-string 7 070e234f
send-lifetime 01:00:00 Oct 10 2023 01:00:00 Oct 11 2023
cryptographic-algorithm AES-128-CMAC
key 2
send-id 2
recv-id 2
key-string 7 075e731f
send-lifetime 00:45:00 Oct 11 2023 01:00:00 Oct 12 2023
cryptographic-algorithm HVMAC-SHA-256
include-tcp-options

Resource Public Key Infrastructure RPKI

RPKI BGP AS
BGP AS
BGP RPKI
RPKI-Cache-to-Router 1 RPKI
origin-AS 1 RPKI
RPKI BGP
AS RPKI
RPKI BGP RPKI
Route-Origin-Attestation ROA ROA BGP
AS
Cisco NX-0S 10.6(1)F AS eBGP origin-AS
eBGP
RPKI

RPKI

* RPKI

. RPKI

* BGP RPKI

* route-map

RPKI
RPKI router-bgp rpki-cache
VRF BGP rpki

. Cisco Nexus 9000 NX-0S 10.6(x)
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RPKI B

cache <IP address> RPKI

router bgp 100
rpki cache 147.28.0.11

description A description to identify the cache

shutdown Shutdown the cache

transport tcp port Transport port on which cache is listening

vrf Vrf in which RPKI cache is reachable

refresh-interval Specify periodic wait time between cache poll attempts
retry-interval Specify wait time before retrying failed serial or reset query
expiry-interval Specify how long to use current data while unable to perform

successful query

\}

TCP BGP RPKI-RTR 323
RPKI
PDU RPKI
RPKI
RPKI
* origin-asvalidate ROA
eBGP
S
iBGP iBGP
ROA iBGP
BGP
« origin-asvalidate signal ibgp BGP
iBGP
« origin-asvalidate signal ebgp eBGP
BGP eBGP
BGP
eBGP eBGP

Cisco Nexus 9000 NX-0S 10.6(x) .
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B s RPKI
* origin-as validate accept ebgp BGP
eBGP
BGP RPKI
RPKI
* bestpath origin-as use-validity BGP
BGP
* bestpath origin-as allow invalid
BGP best-path origin-as
route-map

route-map samplel permit 10
match rpki {not-found | invalid | valid}

match rpki
* not-found origin-AS  RPKI
einvalid RPKI origin-AS
valid RPKI origin-AS
match
iBGP BGP
eBGP ROA

BGP

route-map sample deny 10
match rpki invalid
route-map sample permit 20

. Cisco Nexus 9000 NX-0S 10.6(x)
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RPKI Show

RPKI Show .
RPKI
show bgp rpki summary RPKI RPKI
show bgp rpki table {ipv4 | ipv6} {IP RPKI ROA
addressmasklength}
IPv4ROA
IPv6 show bgp rpki table
ipv6 IPv6 ROA
ROA *
ROA
RPKI
table show ROA

show bgp rpki table 67.21.36.0/24 max 24

ROA
ROA
1 ROA IP / -
AS
show bgp rpki cache {I P address}
show bgp summary
IP
show bgp {ipv4 unicast | ipv6 unicast} origin-as| BGP
validity-state {valid | invalid | unknown} validation state
BGP
BGP
BGP

Cisco Nexus 9000 NX-0S
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B reciciear
RPKI Clear
RPKI Clear
« clear bgp rpki cache* - RPKI
IPv4
IPv6 ROA RPKI
RPKI Debug Event History
RPKI Debug Event History
« debug bgp rpki - RPKI
RPKI RPKI
ROA RPKI
« sh bgp event-history rpki - RPKI
BGP
BGP BGP
BGP
CiscoNX-0S
1. soft-reconfiguration inbound
2. clear bgp ipv4 {unicast | multicast ip-address soft {in | out}
3. clear bgp {ipv4 |ipv6 } {unicast | multicast ip-address soft {in | out}
4. clear bgp {ipv4|ipv6} {unicast | multicast} ip-address soft (in | out)
1 | soft-reconfiguration inbound BGP

switch(config-router-neighbor-af)# BGP

soft-reconfiguration inbound

. Cisco Nexus 9000 NX-0S 10.6(x)
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clear bgp ipv4 {unicast | multicast ip-address soft {in |
out}

switch# clear bgp ip unicast 192.0.2.1 soft in

TCP
BGP

clear bgp {ipv4 |ipv6 } {unicast | multicast
ip-address soft {in | out}

switch# clear bgp ip unicast 192.0.2.1 soft in

TCP

BGP

clear bgp {ipv4|ipv6} {unicast | multicast} ip-address
soft (in | out)

switch# clear bgp ip unicast 192.0.2.1
soft in

TCP

BGP

1. next-hop-self
2. next-hop-third-party

BGP

next-hop-self

Cisco Nexus 9000 NX-0S

BGP
BGP
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switch(config-router-neighbor-af)#
next-hop-self

2 | next-hop-third-party

next-hop-sdlf
switch(config-router-neighbor-af)# . EBGP
next-hop-third-party configured.
BGP
BGP RIB
BGP
1. nexthop trigger-delay {critical | non-critical} milliseconds
1 | nexthop trigger-delay {critical | non-critical}
milliseconds
switch(config-router-af)# nexthop 1 4294967295
trigger-delay critical 5000 3000
10000
BGP RIB

Cisco Nexus 9000 NX-0S 10.6(x)




| Bcp

BGP

BGP

1. nexthop route-map name

1 | nexthop route-map name BGP
63

switch(config-router-af)# nexthop
route-map nextHopLimits

BGP IP BGP

BGP

1. [no] nexthop suppress-default-resolution

1 | [no] nexthop suppress-default-resolution IP BGP
switch(config-router)# nexthop
suppress-default-resolution

« show bgp processdetail

Use default route for nexthop Resolution No

Cisco Nexus 9000 NX-0S 10.6(x) .
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* show routing clients bgp

Owned rnh will never resolve to 0.0.0.0/0

NX-0OS next-hop-self [all] iBGP

next-hop-self [all]
BGP
switch(config-router-af)# next-hop-self all
all all
next-hop-self
all
ECMP BGP
BGP

o1 3

* BGP BFD

* BGP shutdown

2 3

1. neighbor-down fib-accelerate

. Cisco Nexus 9000 NX-0S 10.6(x)
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1 | neighbor-down fib-acceler ate

switch(config-router)# neighbor-down
fib-accelerate

BGP
ECMP

IPv4 IPv6

BGP

1. dont-capability-negotiate

1 | dont-capability-negotiate

switch(config-router-neighbor)#
dont-capability-negotiate

BGP

Cisco Nexus 9000 NX-0S

BGP BGP BGP
BGP

BGP
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1. disable-poalicy-batching

BGP

1 | disable-policy-batching

switch(config-router)#
disable-policy-batching

BGP

BGP

BGP

BGP

1. [no] capability additional-paths send [disable]
2. [no] capability additional-pathsreceive [disable]

3. show bgp neighbor

1 | [no] capability additional-paths send [disable€]

switch(config-router-neighbor-af)#
capability addtional-paths send

BGP
disable

no

. Cisco Nexus 9000 NX-0S
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2 | [no] capability additional-pathsreceive [disable] BGP
disable

switch(config-router-neighbor-af)#

capability addtional-paths receive no

3 | show bgp neighbor

switch(config-router-neighbor-af)# show
bgp neighbor

BGP BGP

switch# configure terminal

switch(config)# router bgp 100

switch(config-router)# neighbor 10.131.31.2 remote-as 100
switch(config-router-neighbor)# address-family ipv4 unicast
switch(config-router-neighbor-af)# capability additional-paths send
switch(config-router-neighbor-af)# capability additional-paths receive

BGP

1. [no] additional-paths send
2. [no] additional-paths receive
3. show bgp neighbor

1 | [no] additional-paths send

switch(config-router-af)# additional-paths

send
no

Cisco Nexus 9000 NX-0S 10.6(x) .
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receive

2 | [no] additional-paths receive

switch(config-router-af)# additional-paths

no

3 | show bgp neighbor

switch(config-router-af)# show bgp

switch(config-route-map)# set ip next-hop
unchanged

neighbor

switch# configure terminal
switch(config)# router bgp 100
switch(config-router)# address-family ipv4 unicast
switch(config-router-af)# additional-paths send
switch(config-router-af)# additional-paths receive
BGP
1. [no] set ip next-hop unchanged
2. [no] set path-selection { all | backup | best2 | multipaths} | advertise
3. show bgp {ipv4 | ipv6} unicast [ip-address | ipv6-prefix] [vrf vrf-name]

1 | [no] set ip next-hop unchanged IP

. Cisco Nexus 9000 NX-0S 10.6(x)
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2 | [no] set path-selection { all | backup | best2 | multipaths}
| advertise

switch(config-route-map)# set «all
path-selection all advertise

* backup

additional-path install backup

e best2 2
» multipaths
maximum-paths
backup best2
best2
no
3 | show bgp {ipv4 | ipv6} unicast [ip-address| ipv6-prefix] ID

[vrf vrf-name]

switch(config-route-map)# show bgp ipv4
unicast

pl

switch# configure terminal
switch(config)# route-map PATH_SELECTION_RMAP

Cisco Nexus 9000 NX-0S 10.6(x) .
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switch(config-route-map)# match ip address prefix-list pl
switch(config-route-map)# set path-selection all advertise

1. [no] additional-paths selection route-map map-name
2. {| } [ip-address | ipv6-prefix] [vrf-name] show bgpipv4ipv6unicastvrf

1 | [no] additional-paths selection route-map map-name

switch(config-router-af)# additional paths no
selection route-map mapl

2 | {| } [ip-address | ipv6-prefix] [vrf-name] show ID
bgpipvdipv6unicastvr f

switch(config-route-af)# show bgp ipv4
unicast

switch# configure terminal

switch(config)# router bgp 100

switch(config-router)# address-family ipv4 unicast

switch(config-router-af)# additional-paths selection route-map PATH_SELECTION_RMAP

eBGP

eBGP

eBGP
eBGP
eBGP

. Cisco Nexus 9000 NX-0S 10.6(x)
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TTL B

eBGP

1. disable-connected-check

1 | disable-connected-check eBGP

switch(config-router-neighbor)# BGP

disable-connected-check

TTL
IP TTL BGP TTL
BGP
TTL BGP
eBGP
IP
S
¢ TTL BGP
neighbor ebgp-multihop
. TTL BGP
BGP

CPU

1. enable

Cisco Nexus 9000 NX-0S 10.6(x) .
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trace [protocol ] destination

configure terminal

router bgp autonomous-system-number
neighbor ip-address

ttl-security hops hop-count

end

show running-config

show ip bgp neighbors[ip-address]

©ONO A WD

1 | enable EXEC

switch(config)# enable

2 | trace[protocol | destination

switch(config)# trace ip 10.1.1.1 trace

3 | configureterminal

switch(config)# configure terminal

4 | router bgp autonomous-system-number

BGP
switch(config)# router bgp 65000
5 | neighbor ip-address IP
switch(config)# neighbor 10.1.1.1
6 | ttl-security hops hop-count 2
hop-count
switch(config)# ttl-security hops 2 IP
TTL 254
hop-count
1 254
TTL BGP
BGP TTL

. Cisco Nexus 9000 NX-0S 10.6(x)
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TTL B

IP
TTL 253 255
TTL 2
BGP TTL
10.1.11 1 2
7 |end
EXEC
switch(config)# end
8 | show running-config
switch(config)# show running-config | begin bgp neighborttl-security

BGP

Cisco IOS IP
Routing: BGP Command Reference
9 | show ip bgp neighbors[ip-address] TCP BGP
switch(config)# show ip bgp neighbors 10.4.9.5 TTL
BGP
External BGP neighbor may be up to number hops
away number
1 254
Cisco IOS IP

Routing: BGP Command Reference

Cisco Nexus 9000 NX-0S 10.6(x) .
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. eBGP

eBGP

eBGP eBGP TTL eBGP
eBGP eBGP
eBGPTTL

BGP

eBGP

1. ebgp-multihop ttl-value

1 | ebgp-multihop ttl-value eBGP eBGP TTL
2 255
switch(config-router-neighbor)# BGP

ebgp-multihop 5

Cisco Nexus 7000 VRF
IPv4 IPv6

Cisco NX-0OS VRF IPv4
IPv6 BGP
eBGP eBGP
BGP

1. nofast-external-fallover

. Cisco Nexus 9000 NX-0S 10.6(x)
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AS B

1 | no fast-exter nal-fallover

switch(config-router)# no
fast-external-fallover

eBGP

AS
As
AS AS

1. maxaslimit number

eBGP

1 | maxas-limit number

switch(config-router)# maxas-limit 50

AS

eBGP

1 512

AS
AS

2 ISP
eBGP
remote-as

ASN
eBGP AS

Cisco Nexus 9000 NX-0S

AS

AS
ISP

ASN

AS

local-as
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1. local-as number [no-prepend [replace-as [dual-as]]]

BGP

1 | local-as number [no-prepend [replace-as [dual-as]]] AS_PATH
eBGP

switch(config-router-neighbor)# local-as 32

1.1 16

AS  number
AS 16
16
10 XX.XX

10

VRF AS

switch# configure terminal

switch(config)# router bgp 1
switch(config-router)# vrf test
switch(config-router-vrf)# local-as 1
switch(config-router-vrf)# show running-config bgp

AS

AS

BGP ID

1. confederation identifier as-number
2. bgp confederation peers as-number [as-number?2... ]

AS

1 | confederation identifier as-number

. Cisco Nexus 9000 NX-0S
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switch(config-router)# confederation
identifier 4000

BGP

bgp confederation peers as-number [as-number2... ] AS
switch(config-router)# bgp confederation
peers 5 33 44 BGP
BGP
iBGP
1
ID
4

BGP

©oNOOr~WDE

e
P O

configureterminal

router bgp as-number

cluster-id cluster-id

address-family {ipv4 | ipv6} {unicast | multicast}
client-to-client reflection

exit

neighbor ip-address remote-as as-number

address-family {ipv4 | ipv6} {unicast | multicast}

route-reflector-client

show bgp {ipv4 | ipv6} {unicast | multicast} neighbors

copy running-config startup-config

Cisco Nexus 9000 NX-0S
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configureterminal

switch# configure terminal

router bgp as-number

switch(config)# router bgp 65535
switch(config-router)#

BGP

BGP

cluster-id cluster-id

switch(config-router)# cluster-id
192.0.2.1

BGP

address-family {ipv4 | ipv6} {unicast | multicast}

switch(config-router)# address-family
ipv4 unicast
switch(config-router-af)#

client-to-client reflection

switch(config-router-af)#
client-to-client reflection

BGP

switch(config-router-af)# exit
switch(config-router)#

neighbor ip-address remote-as as-number

switch(config-router)# neighbor
192.0.2.10 remote-as 65535
switch(config-router-neighbor)#

BGP

AS

. Cisco Nexus 9000 NX-0S
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address-family {ipv4 | ipv6} {unicast | multicast}

switch(config-router-neighbor)#
address-family ipv4 unicast
switch(config-router-neighbor-af)#

IPv4

route-reflector-client

switch(config-router-neighbor-af)#
route-reflector-client

BGP

BGP

10

show bgp {ipv4 | ipv6} {unicast | multicast}
neighbors

switch(config-router-neighbor-af)#
show bgp ipv4 unicast neighbors

BGP

11

copy running-config startup-config

switch(config-router-neighbor-af)#
copy running-config startup-config

switch(config)# router bgp 65536

switch(config-router)# neighbor 192.0.2.10 remote-as 65536
switch(config-router-neighbor)# address-family ip unicast
switch(config-router-neighbor-af)# route-reflector-client
switch(config-router-neighbor-af)# copy running-config startup-config

Cisco Nexus 9000 NX-0S

BGP
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next-hop-self

BGP
VvDC

set next-hop

BGP

set ipv6 next-hop peer-address

* |IPV6

. IPv4

. IPv4

© N OAOD R

. Cisco Nexus 9000

configure terminal
router bgp as-number
neighbor ip-address remote-as as-number
update-sour ce interface number
address-family {ipv4 | ipv6} {unicast | multicast}
route-reflector-client
route-map map-name out
show bgp {ipv4 | ipv6} {unicast | multicast} [ip-address| ipv6-prefix] route-map
map-name [vrf vrf-name]
copy running-config startup-config

IPv4
IPv6
update-source
IPv6
update-source
IPv6

switchtovdc

IPv6

set ip next-hop peer-address

St ipv6 next-hop peer-address

IPv6

IPv6

IPv6
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configureterminal

switch# configure terminal
switch(config)#

router bgp as-number

switch(config)# router bgp 200
switch(config-router)#

BGP BGP

neighbor ip-address remote-as as-number

switch(config-router)# neighbor
192.0.2.12 remote-as 200
switch(config-router-neighbor)#

BGP IP AS

update-sour ce interface number

switch(config-router-neighbor)#
update-source loopback 300

BGP

address-family {ipv4 | ipv6} {unicast | multicast}

switch(config-router-neighbor)#
address-family ipv4 unicast
switch(config-router-neighbor-af)#

route-r eflector-client

switch(config-router-neighbor-af)#
route-reflector-client

BGP

BGP

route-map map-name out

switch(config-router-neighbor-af)#
route-map setrrnh out

BGP

show bgp {ipv4 | ipv6} {unicast | multicast}
[ip-address| ipv6-prefix] route-map map-name [vrf
vrf-name]

Cisco Nexus 9000 NX-0S
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switch(config-router-neighbor-af)#
show bgp ipv4 unicast route-map
setrrnh

9 copy running-config startup-config

switch(config-router-neighbor-af)#
copy running-config startup-config

BGP

switch(config)# interface loopback 300

switch(config-if)# ip address 192.0.2.11/32
switch(config-if)# Ipv6 address 2001::alc:1a65/64
switch(config-if)# iIp router ospf 1 area 0.0.0.0
switch(config-if)# exit

switch(config)# route-map setrrnh permit 10
switch(config-route-map)# set ip next-hop peer-address
switch(config-route-map)# exit

switch(config)# route-map setrrnhvé permit 10
switch(config-route-map)# set ipv6 next-hop peer-address
switch(config-route-map)# exit

switch(config)# router bgp 200

switch(config-router)# neighbor 192.0.2.12 remote-as 200
switch(config-router-neighbor)# update-source loopback 300
switch(config-router-neighbor)# address-family ipv4 unicast
switch(config-router-neighbor-af)# route-reflector-client
switch(config-router-neighbor-af)# route-map setrrnh out
switch(config-router-neighbor-af)# exit
switch(config-router-neighbor)# address-family ipv6 unicast
switch(config-router-neighbor-af)# route-reflector-client
switch(config-router-neighbor-af)# route-map setrrnhv6é out

iBGP

VRF

1. dampening [{half-life reuse-limit suppress-limit max-suppress-time | route-map map-name}]

. Cisco Nexus 9000 NX-0S 10.6(x)
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ECMP B

1 | dampening [{half-life reuse-limit suppress-limit
max-suppress-time | route-map map-name}]

* half-life
switch(config-router-af)# dampening

route-map bgpDamp e resuse-limit

* suppress-limit

* max-suppress-time

1 45
1 20000
1 20000

1 20000

ECMP

BGP
EXMP

1. maximum-paths [ibgp] maxpaths

1 | maximum-paths [ibgp] maxpaths

switch(config-router-af)# maximum-paths 8

BGP UCMP

UCMP ECMP

Cisco Nexus 9000 NX-0S
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BGP
B ucvPoverser

UCMP
CPU
BGP
ECMP
S
eBGP
Next-hop-self Link-Bandwidth Extended Community
UCMP over BGP
BGP ECMP
BGP UCMP
* BGP draft-ietf-idr-link-bandwidth-06.txt
ECMP
eBGP
* iBGP eBGP
. RIB
0 1000 4 /
. ECMP 64

. Cisco Nexus 9000 NX-0S 10.6(x)
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BGP BGP

BGP
BGP

BGP

1. maximum-prefix maximum [threshold] [restart time | warning-only | discard]

maximume-pr efix maximum [threshold] [restart time |
warning-only | discard]

* maximum 1 300000
switch(config-router-neighbor-af)#
maximum-prefix 12 « threshold 1 100%

75%
* time 1 65535
e discard NX-0S 10.6(2)F
BGP
differentiated services code point DSCP IPv4 IPv6

DSCP
DSCP

1. dscp dscp_value

Cisco Nexus 9000 NX-0S
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1 | dscp dscp_value

switch(config-router-neighbor)# dscp
63

show

show ipv6 bgp neighbors

link, Peer index 4
BGP version 4, remote router ID 0.0.0.0

0.000000
DSCP (DiffServ CodePoint):

o

interval is 60 seconds

BGP neighbor is 10.1.1.1, remote AS 0, unknown

BGP state = ldle, down for 00:13:34, retry in

Last read never, hold time = 180, keepalive

Differentiated Services Code Point DSCP
DSCP 0 63
ef afll afl2 afl3 af2l af22 af23
af3l af32 af33 af4l af42 af43 csl c2 cs3
¢4 csb csb cs7

cs6

BGP

1. dynamic-capability

1 | dynamic-capability

switch(config-router-neighbor)#
dynamic-capability

BGP

BGP

. Cisco Nexus 9000 NX-0S
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1. aggregate-addressip-prefix/length [as-set] [summary-only] [advertise-map map-name]
[attribute-map map-name] [suppress-map map-name]

aggregate-address ip-prefix/length [as-set]
[summary-only] [advertise-map map-name]
[attribute-map map-name] [suppress-map map-name]

switch(config-router-af)#
aggregate-address 192.0.2.0/8 as-set

Cisco Nexus 9000 NX-0S

* as-set

e summary-only
* advertise-map
* attribute-map

* suppress-map

BGP
suppress-map BGP

* suppress-map

BGP
suppress-map

suppress-map route-map

106 [
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BGP

match
match set
2
BGP
BGP FIB
CiscoNX-0S
BGP
1. suppress-fib-pending
1 | suppress-fib-pending BGP IPv4 IPv6
switch(config-router)# BGP
suppress-Ffib-pending
BGP BGP
2
10.6(x)
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BGP B

. BGP
match
. BGP
BGP
BGP BGP
BGP
match permit
* Nexus BGP AS
/
BGP BGP

BGP BGP

configureterminal

router bgp as-number

neighbor ip-address remote-as as-number

address-family {ipv4 | ipv6} {unicast | multicast}

advertise-map adv-map {exist-map exist-rmap|non-exist-map nonexist-rmap}
show bgp {ipv4 | ipv6} {unicast | multicast} neighbors
copy running-config startup-config

N o g~

configureterminal

switch# configure terminal
switch(config)#

router bgp as-number BGP BGP

switch(config)# router bgp 65535
switch(config-router)#

Cisco Nexus 9000 NX-0S 10.6(x) .
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BGP

3 | neighbor ip-address remote-as as-number BGP
IP
switch(config-router)# neighbor
192.168.1.2 remote-as 65534
switch(config-router-neighbor)#
4 | address-family {ipv4 | ipv6} {unicast | multicast}
switch(config-router-neighbor)#
address-family ipv4 multicast
switch(config-router-neighbor-af)#
5 | advertise-map adv-map {exist-map 2
exist-rmap|non-exist-map nonexist-rmap} BGP
e adv-map BGP
switch(config-router-neighbor-af)# match
advertise-map advertise exist-map exist
adv-map
63
o exist-rmap match
BGP
BGP
exist-rmap 63
* nonexist-rmap match
BGP
BGP
nonexist-rmap 63
BGP exist
nonexist
le ge

. Cisco Nexus 9000 NX-0S

10.6(x)



| Bcp

show bgp {ipv4 | ipv6} {unicast | multicast}
neighbors

switch(config-router-neighbor-af)# show
ip bgp neighbor

BGP

copy running-config startup-config

switch(config-router-neighbor-af)# copy
running-config startup-config

BGP

switch# configure terminal
switch(config)# router bgp 65536

switch(config-router)# neighbor 192.0.2.2 remote-as 65537
switch(config-router-neighbor)# address-family ipv4 unicast
switch(config-router-neighbor-af)# advertise-map advertise exist-map exist
switch(config-router-neighbor-af)# exit

switch(config-router-neighbor)# exit
switch(config-router)# exit
switch(config)# route-map advertise

switch(config-route-map)# match as-path pathList

switch(config-route-map)# exit
switch(config)# route-map exit

switch(config-route-map)# match ip address prefix-list plist

switch(config-route-map)# exit

switch(config)# ip prefix-list plist permit 209.165.201.0/27

BGP

BGP
* BGP

. VvDC

BGP

Cisco Nexus 9000 NX-0S

BGP

BGP

switchto vdc
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configure terminal
router bgp as-number
address-family ipv4 {unicast | multicast}
address-family {ipv4 | ipv6 } {unicast | multicast}
address-family {ipv4 | ipv6} {unicast | multicast}
redistribute {direct| {eigrp |ospf | ospfv3 |rip} instance-tag | static} route-map map-name
redistribute {direct | {eigrp | isis| ospf | ospfv3 | rip} instance-tag | static | icmpv6} route-map
map-name
default-metric value
copy running-config startup-config

No oD

© ©

1 | configure terminal

switch# configure terminal
switch(config)#

2 | router bgp as-number BGP BGP

switch(config)# router bgp 65535
switch(config-router)#

3 | address-family ipv4 {unicast | multicast}

switch(config-router)# address-family
ipv4 unicast
switch(config-router-af)#

4 | address-family {ipv4 | ipv6 } {unicast | multicast}

switch(config-router)# address-family
vpnv4 unicast
switch(config-router-af)#

5 | address-family {ipv4 | ipv6} {unicast | multicast}

switch(config-router)# address-family
ipv4 unicast
switch(config-router-af)#

. Cisco Nexus 9000 NX-0S 10.6(x)
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DMZ B

redistribute {direct| {eigrp |ospf | ospfv3|rip}
instance-tag | static} route-map map-name

switch(config-router-af)# redistribute
eigrp 201 route-map Eigrpmap

BGP

redistribute {direct | {eigrp | isis| ospf | ospfv3 | rip}
instance-tag | static | icmpv6} route-map map-name

switch(config-router-af)# redistribute
eigrp 201 route-map Eigrpmap

BGP

Cisco NX-0OS 10.3(3)F icmpv6
BGP
icmpv6e

default-metric value

switch(config-router-af)# default-metric
33

BGP

copy running-config startup-config

switch(config-router-af)# copy
running-config startup-config

DMZ

EIGRP BGP

switch# configure terminal
switch(config)# router bgp 65536

switch(config-router)# address-family ipv4 unicast
switch(config-router-af)# redistribute eigrp 201 route-map Eigrpmap
switch(config-router-af)# copy running-config startup-config

DMZ

BGP
send-community extended
iBGP
Cisco Nexus 9000 NX-0S

BGP

2 eBGP
dmz-link-bandwidth
Nexus eBGP

send-community both

106 [



BGP DMZ

BGP

set extcommunity bandwidth <1-4000000>

BGP DMZ

* dmz-link-bandwidth BGP

BGP
VRF
maximum-paths
BGP
VRF
Cisco NX-0S 10.5(1)F

© N~ WDNPRE

R S S T
NSRS

configureterminal

router bgp as-number
address-family [ipv4|ipv6] unicast
maximum-paths max-path
template peer peer-template-name
address-family [ipv4 | ipv6] unicast
dmz-link-bandwidth

neighbor neighbor

remote-as remote-as
address-family [ipv4 | ipv6] unicast
dmz-link-bandwidth

route-map name permit route

set extcommunity bandwidth <1-4000000>

BGP

IPv4 IPv6
BGP
iBGP BGP
VRF

neighbor neighbor address-family [ipv4 | ipv6] unicast route-map name in

. Cisco Nexus 9000 NX-0S
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BGP DMZ B

configureterminal

switch# configure terminal

router bgp as-number

switch# configure terminal

BGP

address-family [ipv4|ipv6] unicast

switch(config)# address-family ipv4 unicast

IPv4 IPv6

maximum-paths max-path

switch(config)# maximum-paths 10

BGP

template peer peer-template-name

switch(config)# template peer host_peer

peer

address-family [ipv4 | ipv6] unicast

switch(config)# address-family ipv4 unicast

1Pv4 IPv6

dmz-link-bandwidth

switch(config)# dmz-link-bandwidth

BGP

neighbor neighbor

switch(config)# neighbor 1.1.1.1
or

switch(config)# neighbor 11::1

BGP

remote-as remote-as

switch(config)# remote-as 100

Cisco Nexus 9000 NX-0S
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B scromz
10 |address-family [ipv4 | ipv6] unicast IPv4 IPV6
switch(config)# address-family ipv4 unicast
11 | dmz-link-bandwidth
switch(config)# dmz-link-bandwidth
BGP
12 route-map name per mit route route-map
switch(config)# route-map change_link_bandwidth
permit 10
13 | set extcommunity bandwidth <1-4000000> route-map
switch(config-route-map)# set extcommunity
bandwidth 1000
14 | neighbor neighbor address-family [ipv4 |ipv6] unicast
route-map name in
switch(config-router)# neighbor 1.1.1.1
switch (config-router-neighbor)# address-family
ipv4 unicast
switch(config-router-neighbor-af)# route-map
change_link_bandwidth in
BGP DMZ
AS1 2 AS 2 B-D
10G C-D 100G B-D 10G C-D 100G A-B
A-C IBGP B-D
C-D
B 10
B C D dmz-link-bandwidth
B B-D Link Bandwidth Extended Community
LBEC 1.1.1.1/32 BGP
Cc C-D LBEC 1.1.11/32 BGP
B C iBGP A
NX-0S 10.6(x)
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BGP DMZ
A BGP 10/110 NH-B 100/110 NH-C
33:DMZ
Autonomous
2.2.2.2/32 System 1
N
BGP Update Switch A BGP Update
1.1.1.1/32 NH-D 1.1.1.1/32 NH-D
, i
Switch B Switch C
106G\ /100G
EBGP EBGP
Autonomous
System 2
Switch D o
1.1.1.1/32 g
Ly
B D B A

router bgp 1
neighbor D
address-family ipv4|v6 unicast
dmz-l1ink-bandwidth
neighbor A
address-family ipv4|v6 unicast
send-community extended

C D C A

router bgp 1
neighbor D
address-family ipv4|v6 unicast
dmz-link-bandwidth
neighbor A
address-family ipv4|v6 unicast
send-community extended

Cisco Nexus 9000 NX-0S
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1.1.1.1/732

NH-B LBEC: 10G

NH-C LBEC: 100G

1.1.1.1/732

NH-B hash 10:110
NH-C hash 100:110

BGPDMZ

dmz-link-bandwidth

BGP
Cisco NX-0OS 10.5(1)F
link-bandwidth cumulative
BGP BGP
n BGP
BGP UCMP

* link-bandwidth cumulative

. Cisco Nexus 9000

NX-0S

BGP

VRF

UCMP

BGP

UCMP

set extcommunity link-bandwidth <1-4000000>

BGP

VRF

ebgp

BGP

n=min

IPv4 IPv6

VRF
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configure terminal

router bgp as-number

neighbor neighbor

remote-as remote-as
address-family [ipv4 | ipv6] unicast
send-community extended
link-bandwidth cumulative

No oD

UCMP B

configureterminal

switch# configure terminal

router bgp as-number

BGP
switch(config)# router bgp 120
neighbor neighbor BGP
switch(config)# neighbor 1.1.1.1
or
switch(config)# neighbor 11::1
remote-as remote-as
switch(config)# remote-as 100
address-family [ipv4 | ipv6] unicast IPv4 IPV6
switch(config)# address-family ipv4 unicast
send-community extended BGP

switch(config)# send-community extended

link-bandwidth cumulative

Cisco Nexus 9000 NX-0S
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switch(config)# link-bandwidth cumulative

o4 ebgp
. 100G 10G
1.11.1 20G

. T1 TO
dmz-link-bandwidth

. T1 T2
cumulative

. T2 T1
link-bandwidth cumulative

. T3 T2
cumulative

. dmz-link-bandwidth

LBEC
. dmz-link-bandwidth
1.1.1.1/32
. link-bandwidth cumulative
LBEC BGP

e n

* BGP LBEC

. LBEC

. Cisco Nexus 9000 NX-0S

B-D B-E B
BGP
BGP link-bandwidth
T3 BGP
BGP link-bandwidth
D D-F
1.1.1.1/32 BGP
E E-F LBEC
BGP
A B C D E n
LBEC
10.6(x)
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34: 1
[-—1] As1
Switch A
(Layer T3)
100G 100G e
As2 [—] [-—1] As3
Switch B Switch C
(Layer T2) (Layer T3)
0G 100G
10G 100G
Asa [ —] [F—] .As5
Switch D Switch E
(Layer T1) (Layer T1)
00G 100G
100G 100G
As6 [—] [-—1 as7
Switch F Switch G -
(Layer TQ) (Layer TO) g
1.1.1.1/32
Cisco Nexus 9000 NX-0S
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35: 2
BGP table:
1.1.1.1/32
NH-B LBEC: 20G
NH-C LBEC: 100G
FIB:
1.1.1.1/32
NH-B Hash: 20/120
NH-c Hash: 100/120
BGP update:
1.1.1.1/32 NH-C LBEC: 100G
[--—] as
Switch A BGP Update:
1.1.1.1/32 NH-A
(Layer T3) LBEC: 100G
BGP Update: ‘ o BG.P Update: Bt - _i____
1.1.1.1/32 NH-B 1.1.1.1/32 NH-C
LBEC: 20G |2y | LBEC: 100G i YO
100G 100G
BGP table: BGP table:
1.1.1.1/32 1.1.1.1/32
NH-D LBEC: 10G NH-D LBEC: 100G
NH-E LBEC: 10G AS2 El IE' AS3 NH-E LBEC: 100G
FiB: Switch B Switch C FIB:
1.1.1.1/32 A (Layer T2) (Layer T3) 1.1.1.1/32
NH-D Hash: 10/20 A NH-D Hash: 100/200
NH-E Hash: 10/20 NH-E Hash: 100/200
BGP Update: BGP Update:
1.1.1.1/32 NH-D 10G 100G | 1.1.1.1/32 NH-E
LBEC: 10G LBEC: 100G
N B el
BGP Update: BGP Update:
l_ASai [---—1.1.1.1/32 NH-D | 1.1.1.1/32 NH-D —— | AS §
LBEC: 100G LBEC: 10G
BGP table: I ; BGP table:
1.1.1.1/32 Switch D ‘ Switch E 1.1.1.1/32
NH-F LBEC: 100G (Layer T1) (Layer T1) NH-F LBEC: 10G
FIB: FIB:
1.1.1.1/32 1.1.1.1/32
NH-F Hash:100/100 100G 100G NH-F Hash: 100
100G 100G
Ase [—] Lo——] As7
Switch F Switch G =
(Layer TO) (Layer TO) 5
1.1.1.1/32
A B C
router bgp 1
neighbor B
address-family ipv4|v6 unicast
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link-bandwidth cumulative
send-community extended
neighbor C
address-family ipv4|v6 unicast
link-bandwidth cumulative
send-community extended
neighbor B~
address-family ipv4|v6 unicast
link-bandwidth cumulative
send-community extended
neighbor C”
address-family ipv4|v6 unicast
link-bandwidth cumulative
send-community extended

B D A E

router bgp 1
neighbor B
address-family ipv4]v6 unicast
link-bandwidth cumulative
send-community extended
neighbor C
address-family ipv4]v6 unicast
link-bandwidth cumulative
send-community extended
neighbor B~
address-family ipv4]v6 unicast
link-bandwidth cumulative
send-community extended
neighbor C~
address-family ipv4]v6 unicast
link-bandwidth cumulative
send-community extended

C A D E

router bgp 3
neighbor A
address-family ipv4]v6 unicast
link-bandwidth cumulative
send-community extended
neighbor D
address-family ipv4]v6 unicast
link-bandwidth cumulative
send-community extended
neighbor E
address-family ipv4]v6 unicast
link-bandwidth cumulative
send-community extended

D F B C

router bgp 4
neighbor F
address-family ipv4]v6 unicast
dmz-link-bandwidth
neighbor B
address-family ipv4]v6 unicast
link-bandwidth cumulative
send-community extended
neighbor C

Cisco Nexus 9000 NX-0S
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address-family ipv4]v6 unicast
link-bandwidth cumulative
send-community extended

E F B C

router bgp 5
neighbor F
address-family ipv4]v6 unicast
dmz-link-bandwidth
neighbor B
address-family ipv4]v6 unicast
link-bandwidth cumulative
send-community extended
neighbor C
address-family ipv4]v6 unicast
link-bandwidth cumulative
send-community extended

. dmz-link-bandwidth

show bgp ipv4 unicast neighbors 192.168.11.2 | i i link
dmz-link-bandwidth is enabled

. link-bandwidth cumulative

show bgp ipv4 unicast neighbors 10.1.1.2 | i i link
link-bandwidth cumulative is enabled

. BGP

show bgp ipv4 unicast 1.1.1.1/32

BGP routing table information for VRF default, address family IPv4 Unicast

BGP routing table entry for 1.1.1.1/32, version 403 Paths: (1 available, best #1)

Flags: (0x8000001a) (high32 0x002000) on xmit-list, is in urib, is best urib route,
is in HW

Advertised path-id 1 Path type: external, path is valid, is best path, no labeled

nexthop, in rib

AS-Path: 10 33299 51178 47751 {27016} , path sourced external to AS 192.168.11.2
(metric 0) from 192.168.11.2 (192.168.11.2) Origin EGP, MED 2219, localpref 100,
weight O Community: 1:1 Extcommunity: LB:1:125000000

Path type: external, path is valid, is multi-path, no labeled nexthop, in rib
AS-Path: 10 33299 51178 47751 {27016} , path sourced external to AS 192.168.11.3
(metric 0) from 192.168.11.2 (192.168.11.2) Origin EGP, MED 2219, localpref 100,
weight O Community: 1:1 Extcommunity: LB:1:250000000

show ip route 1.1.1.1/32 detail
100.1.1.1/32, ubest/mbest: 1/0 *via 192.168.11.2, [20/2219], 00:14:22, bgp-1, bw:333,

external, tag 10 client-specific data: 10 recursive next hop: 192.168.11.2/32
extended route information: BGP origin AS O BGP peer AS 10
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100.1.1.2/32, ubest/mbest: 1/0 *via 192.168.11.3, [20/2219], 00:14:22, bgp-1, bw:666,
external, tag 10 client-specific data: 10 recursive next hop: 192.168.11.3/32
extended route information: BGP origin AS O BGP peer AS 10

0.0.0.0 BGP

BGP BGP

configureterminal
route-map allow permit
exit
ip route ip-address network-mask null null-interface-number
router bgp as-number
address-family {ipv4 | ipv6} unicast
default-information originate
redistribute static route-map allow
copy running-config startup-config

© N OADNE

1 | configure terminal

switch# configure terminal
switch(config)#

2 | route-map allow permit

switch(config)# route-map allow permit
switch(config-route-map)#

3 | exit

switch(config-route-map)# exit
switch(config)#

4 | ip routeip-address network-mask null IP
null-interface-number

Cisco Nexus 9000 NX-0S 10.6(x) .
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switch(config)# ip route 192.0.2.1 255.255.255.0
null O

router bgp as-number

switch(config)# router bgp 65535
switch(config-router)#

BGP

AS

BGP

address-family {ipv4 | ipv6} unicast

switch(config-router)# address-family ipv4 unicast
switch(config-router-af)#

default-information originate

switch(config-router-af)# default-information
originate

redistribute static route-map allow

switch(config-router-af)# redistribute static
route-map allow

copy running-config startup-config

switch(config-router-af)# copy running-config
startup-config

BGP

Cisco NX-0S 9.3(3) BGP

. treat-as-withdraw:

BGP

. discard:BGP

. Cisco Nexus 9000 NX-0S
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BGP II

1 2 3 4 8 14 15 16 treat-as-withdraw discard
9 Originator 10 Cluster-id eBGP

BGP
BGP

1 | [no] path-attribute treat-as-withdraw [value | range
ﬁartend]in BGP

switch#(config-router)# neighbor 10.20.30.40
switch(config-router-neighbor)# path-attribute treat-as-withdraw BGP
treat-as-withdraw 100 in BGP

switch#(config-router)# neighbor 10.20.30.40 BGP BGP
switch(config-router-neighbor)# path-attribute
treat-as-withdraw range 21 255 in

BGP
BGP

1 | [no] path-attribute discard [value | range start end] in BGP

switch#(config-router)# neighbor 10.20.30.40
switch(config-router-neighbor)# path-attribute
discard 100 in

BGP BGP
switch#(config-router)# neighbor 10.20.30.40
switch(config-router-neighbor)# path-attribute
discard range 100 255 in

discard treat-as-withdaw
treat-as-withdaw
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BGP
RFC 7606
eBGP iBGP

1 | [no] enhanced-error BGP

switch(config)# router bgp 1000
switch(config-router)# enhanced-error

show bgp {ipv4 | ipv6} unicast path-attribute discard]

show bgp {ipv4 | ipv6} unicast path-attribute unknown]

show bgp {ipv4 | ipv6} unicast ip-address

switch# show bgp ipv4 unicast path-attribute discard

Network Next Hop
1.1.1.1/32 20.1.1.1
1.1.1.2/32 20.1.1.1
1.1.1.3/32 20.1.1.1

switch# show bgp ipv4 unicast path-attribute unknown

Network Next Hop
2.2.2.2/32 20.1.1.1
2.2.2.3/32 20.1.1.1
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switch# show bgp ipv4 unicast 2.2.2.2
BGP routing table entry for 2.2.2.2/32, version 6241

Paths: (1 available, best #1, table default)

Not advertised to any peer

Refresh Epoch 1
1000

20.1.1.1 from 20.1.1.1 (20.1.1.1)

Origin IGP, localpref 100, valid, external, best
unknown transitive attribute: flag OXEO type 0x62 length 0x64

value 0000
0400
0800
0C00
1000
1400
1800

rx pathid: 0, tx pathid: 0x0

0000
0000
0000
0000
0000
0000
0000

0100
0500
0900
0D00
1100
1500

0000
0000
0000
0000
0000
0000

0200
0600
0AQ0O
OEOO
1200
1600

0000
0000
0000
0000
0000
0000
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0300
0700
0B0OO
OF00
1300
1700

0000
0000
0000
0000
0000
0000
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bestpath ralways-compare-med |
as-pathmultipath-relax |
compare-routerid |cost-community
ighore | igp-metric ignore |med
{confed |missing-as-worst|
non-deterministicy]

switch(config-router)# bestpath

« always-compare-med
AS MED

* as-path multipath-relax —

always-compare-med AS
AS
BGP ASN
MED
« compare-routerid eBGP
ID
* cost-community ignore  BGP
* igp-metricignore
IGP
Cisco NX-0OS 9.2(2)
» med confed
MED
* med missing-as-wor st MED
MED
« med non-deter ministic
MED
enforce-first-as eBGP  AS_ path

switch(config-router)# enforce-first-as

AS

. Cisco Nexus 9000 NX-0S
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BGP B

log-neighbor-changes

switch(config-router)# log-neighbor-changes|

log-neighbor-changesdisable

router-id id BGP ID
switch(config-router)# router-id

10.165.20.1

timers [prefix-peer-wait | bgp holdtime |BGP

| prefix-peer-timeout timeout |
bestpath-limit bestpath-timeout]

* prefix-peer-wait

0 1200
switch(config-router)# timers bestpath-limit| 90
300
*bgp BGP
0 3600
60
* holdtime bgp
0 3600
60
* timeout
0 1200
30
* bestpath-timeout
300 BGP
480 1200
BGP
BGP

Cisco Nexus 9000 NX-0S
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BGP

distance ebgp-distance ibgp-distance BGP
local-distance 1 255
switch(config-router-af)# distance 20 100 * ebgp-distance —20
200

* ibgp-distance —200

* local-distance —220

RIB
/
log-neighbor-changes [disable]
switch(config-router-af)# disable
log-neighbor-changes disable
BGP
description string BGP
80

switch(config-router-neighbor)#
description main site
low-memory exempt

BGP

switch(config-router-neighbor)# low-memory
exempt

. Cisco Nexus 9000 NX-0S
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BGP
transport connection-mode passive BGP
BGP TCP
switch(config-router-neighbor)# transport BGP
connection-mode passive
[no | default] remove-private-as [all |eBGP
|replace-as] AS
BGP
switch(config-router-neighbor)#
remove-private-as
*No
« default
«al AS
AS
* replace-as AS
replace-as AS-path
BGP
update-source interface-type number BGP
IP
switch(config-router-neighbor)# BGP
update-source ethernet 2/1 BGP
iBGP
update-source
BGP
allowas in BRIP AS

switch(config-router-neighbor-af)# allowas

in

AS

Cisco Nexus 9000 NX-0S
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BGP

default-originate [route-map
map-name]

switch(config-router-neighbor-af)#
default-originate

BGP

disable-peer-as-check

switch(config-router-neighbor-af)#
disable-peer-as-check

AS

AS

filter-list list-name {in | out}

switch(config-router-neighbor-af)#
Tilter-list BGPFilter in

BGP AS path
BGP

prefix-list list-name {in | out}

switch(config-router-neighbor-af)#
prefix-list PrefixFilter in

BGP
BGP

send-community

switch(config-router-neighbor-af)#
send-community

BGP
BGP

send-community extended

switch(config-router-neighbor-af)#
send-community extended

BGP
BGP

suppress-inactive

switch(config-router-neighbor-af)#
suppress-inactive

BGP

BGP

[no | default] as-override

switch(config-router-neighbor-af)#
as-override

no-

default

as-override eBGP
AS
AS

. Cisco Nexus 9000 NX-0S
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BGP eBGP BGP
iBGP
RIB BGP RIB

match deny BGP distance

BGP

switch# configureterminal

switch(config)# ip prefix-list name seq humber per mit prefix-length

switch(config)# route-map map-tag per mit sequence-number

switch(config-route-map)# match ip address prefix-list prefix-list-name

switch(config-route-map)# set distance valuel value2 value3

switch(config-route-map)# exit

switch(config)# router bgp as-number

switch(config-router)# address-family {ipv4 | ipv6 | vpnv4 | vpnv6} unicast

switch(config-router-af)# table-map map-name
switch(config-router-af)# show forwar ding distribution
switch(config)# copy running-config startup-config

© o NOo Ok~ wWDN R

el
P o

1 | switch# configureterminal

2 | switch(config)# ip prefix-list name seq number permit | permit IP
prefix-length

3 | switch(config)# route-map map-tag per mit permit
seguence-number

Cisco Nexus 9000 NX-0S 10.6(x) .
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BGP

4 | switch(config-route-map)# match ip address prefix-list IPv4

prefix-list-name

63

5 | switch(config-route-map)# set distance valuel value? BGP

value3 iBGP BGP eBGP

BGP
1 255
/

6 | switch(config-route-map)# exit
7 | switch(config)# router bgp as-number BGP AS BGP
8 |switch(config-router)# address-family {ipv4 | ipv6 |

vpnv4 | vpnv6} unicast
9 |switch(config-router-af)# table-map map-name BGP RIB

63
VRF table-map

10 switch(config-router-af)# show forwarding

distribution
11 switch(config)# copy running-config

startup-config

BGP
IPv4 IPv6

MP-BGP

. Cisco Nexus 9000 NX-0S
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* BGP

BGP

configureterminal
router bgp as-number

N o oak~owdE

BGP B

BGP

neighbor ip-address remote-as as-number
switch(config-router-neighbor)# address-family ipv4 {unicast | multicast}
switch(config-router-neighbor)# address-family {ipv4 | ipv6 } {unicast | multicast}
address-family {ipv4 | ipv6} {unicast | multicast}

copy running-config startup-config

configureterminal

switch# configure terminal

switch(config)#
router bgp as-number BGP BGP
switch(config)# router bgp 65535
switch(config-router)#
neighbor ip-address remote-as as-number BGP
IP

switch(config-router)# neighbor
192.168.1.2 remote-as 65534
switch(config-router-neighbor)#

switch(config-router-neighbor)# address-family ipv4
{unicast | multicast}

switch(config-router-neighbor)# address-family {ipv4 |
ipv6 } {unicast | multicast}

address-family {ipv4 | ipv6} {unicast | multicast}

Cisco Nexus 9000 NX-0S
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B v

switch(config-router-neighbor)#
address-family ipv4 multicast
switch(config-router-neighbor-af)#

7 copy running-config startup-config

switch(config-router-neighbor-af)# copy
running-config startup-config

RPF IPv4

switch# configure terminal

switch(config)# interface ethernet 2/1

switch(config-if)# ipv4 address 2001:0DB8::1

switch(config-if)# router bgp 65536

switch(config-router)# neighbor 192.168.1.2 remote-as 35537
switch(config-router-neighbor)# address-family ipv4 multicast
switch(config-router-neighbor-af)# exit
switch(config-router-neighbor)# address-family ipv4 multicast
switch(config-router-neighbor-af)# copy running-config startup-config

RPF IPv4 IPv6

switch# configure terminal

switch(config)# interface ethernet 2/1

switch(config-if)# Ipv6 address 2001:0DB8::1

switch(config-if)# router bgp 65536

switch(config-router)# neighbor 192.168.1.2 remote-as 35537
switch(config-router-neighbor)# address-family ipv4 multicast
switch(config-router-neighbor-af)# exit
switch(config-router-neighbor)# address-family ipv6 multicast
switch(config-router-neighbor-af)# copy running-config startup-config

BMP

Cisco NX-0S 7.03)15(2) BMP
BGP BGP

1 configureterminal
2. router bgp as-number
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bmp server server-number
addressip-address port-number port-number
description string

initial-refresh { skip | delay time}
initial-delay time
stats-reporting-period time
shutdown

vrf vrf-name
update-sour ce <interface-name>
neighbor ip-address

remote-as as-number
bmp-activate-server server-number

show bgp bmp server [server-number] [detail]
copy running-config startup-config

BMP B

1 |configureterminal

switch# configure terminal

2 |router bgp as-number BGP BGP
switch(config)# router bgp 200
3 | bmp server server-number BGP BMP
switch(config-router-bmp)# bmp-server 1
2 BMP
4 | addressip-addressport-number port-number IPv4 IPV6 BMP
BMP
switch(config-router-bmp)# address 10.1.1.1
port-number 2000
5 |description string BMP 256

switch(config-router-bmp)# description BMPserverl|

Cisco Nexus 9000 NX-0S
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BGP

6 |initial-refresh { skip | delay time} BGP BMP
switch(config-router-bmp)# initial-refresh delay|
100 skip BMP
delay
30 720
30
7 |initial-delay time BMP
30 720
switch(config-router-bmp)# initial-delay 120 45
8 |statsreporting-period time BMP BGP
30 720
switch(config-router-bmp)# stats-reporting-period
50
9 |shutdown BMP
switch(config-router-bmp)# shutdown
10 |vrfvrf-name BMP VRF
switch(config-router-bmp)# vrf BMP
11 |update-source <interface-name> BMP
switch(config-router-bmp)# update-source
ethernet4/2
12 | neighbor ip-address BGP
IP
switch(config-router-bmp)# neighbor 192.168.1.2
13 | remote-as as-number BGP AS
switch(config-router-neighbor)# remote-as 65535
14 | bmp-activate-server server-number BMP
10.6(x)
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switch(config-router-neighbor)#
bmp-activate-server 1

15 show bgp bmp server [server-number] [detail] | BMP

switch(config-router-neighbor)# show bgp bmp
server

16 copy running-config startup-config

switch(config-router-neighbor)# copy
running-config startup-config

BGP
9.3(1) NX-OS BGP VPN
* VPN VRF
VPN VRF-Lite
. BL
VRF
VRF BGP VPN BGP VPN
VRF
Y
NX-0S
3 547
BGP
BGP
. Cisco Nexus 9332C 9364C 9300-EX 9300-FX/FXP/FX2/FX3
9300-GX 9700-EX/FX Cisco
Nexus 9500
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VRF VPN
*-R Cisco Nexus 9500
. VRF BL
BL
. BGP
20
VRF VPN
VRF BGP VPN VRF
VRF

BGP feature bgp
1. configterminal
2. vrf context vrf-name
3. address-family address-family sub family
4. export vrf default [prefix-limit] maproute-map allow-vpn

1 | config terminal

switch-1# config terminal

Enter configuration commands, one per line. End
with CNTL/Z.

switch-1(config)#

2 | vrf context vrf-name VRF VRF
32

switch-1(config)# vrf context vpnl
switch-1(config-vr)#

Cisco Nexus 9000 NX-0S 10.6(x)
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VRF

VPN B

address-family address-family sub family

switch-1(config-vrf)# address-family ipv4 unicast
switch-1(config-vrf-af-ipv4)#

export vrf default [prefix-limit] maproute-map allow-vpn VRF BGP VPN
VRF
switch-1(config-vrf-af-ipv4)# export vrf default
map vpnmapl allow-vpn
switch-1(config-vrf-af-ipv4)#
VRF VPN
VRF BGP VPN VRF
VRF
BGP feature bgp
1. configterminal
2. vrf context vrf-name
3. address-family address-family sub family
4. import vrf default [prefix-limt] maproute-map advertise-vpn

config terminal

switch-1# config terminal

Enter configuration commands, one per line. End
with CNTL/Z.

switch-1(config)#

vrf context vrf-name

switch-1(config)# vrf context vpnl
switch-1(config-vr)#

VRF VRF
32

address-family address-family sub family

Cisco Nexus 9000 NX-0S
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VPN

BGP

switch-1(config-vrf)# address-family ipv4 unicast
switch-1(config-vrf-af-ipv4)#

import vrf default [prefix-limt] maproute-map
advertise-vpn

switch-1(config-vrf-af-ipv4)# import vrf map
vpnmapl advertise-vpn
switch-1(config-vrf-af-ipv4)#

VPN

VRF

VRF

BGP

VRF

VPN

VPN VRF

VRF

BGP

config terminal
vrf context vrf-name

PwnNPE

export vrf allow-vpn

address-family address-family sub family

feature bgp

VRF

config terminal

switch-1# config terminal

Enter configuration commands, one per line. End
with CNTL/Z.

switch-1(config)#

vrf context vrf-name

switch-1(config)# vrf context vpnl
switch-1(config-vr)#

32

VRF

VRF

address-family address-family sub family

. Cisco Nexus 9000 NX-0S
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VRF

VPN

switch-1(config-vrf)# address-family ipv4 unicast
switch-1(config-vrf-af-ipv4)#

export vrf allow-vpn

switch-1(config-vrf-af-ipv4)# export vrf allow-vpn
nxosv2(config-vrf-af-ipv4)#

BGP VPM

VRF

VRF

VRF

VPN
VRF VRF

BGP

config terminal
vrf context vrf-name

e e

import vrf advertise-vpn

address-family address-family sub family

BGP VPN
VRF

feature bgp

config terminal

switch-1# config terminal

Enter configuration commands, one per line. End
with CNTL/Z.

switch-1(config)#

vrf context vrf-name

switch-1(config)# vrf context vpnl
switch-1(config-vr)#

32

VRF VRF

address-family address-family sub family

Cisco Nexus 9000 NX-0S
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switch-1(config-vrf)# address-family ipv4 unicast
switch-1(config-vrf-af-ipv4)#

4 |import vrf advertise-vpn

VRF BGP VPN
VRF
switch-1(config-vrf-af-ipv4)# import vrf
advertise-vpn
nxosv2(config-vrf-af-ipv4)#
BGP VPN VPN
VPN VRF VRF_A VRF

vrf context VRF_A
address-family ipv4 unicast
route-target both auto evpn

VPN

. Cisco Nexus 9000

import vrf default map MAP_1 advertise-vpn

export vrf default map MAP_1 allow-vpn

VPN

VRF_A

VRF_A

VRF

VRF-Lite

VPN  VRF A
VRF-Lite
VRF_B

vrf context VRF_A

address-family ipv4 unicast
route-target both auto
route-target both auto evpn
route-target import 3:3
route-target export 2:2
import vrf advertise-vpn
export vrf allow-vpn

vrf context VRF_B

address-family ipv4 unicast
route-target both 1:1
route-target import 2:2
route-target export 3:3

VRF_A

VRF_B

NX-0S

VRF_A

advertise-vpn

VRF VPN
allow-vpn
VRF VRF_A VRF-B
VPN VRF_A
allow-vpn
VPN
route-mapexport expor t-map
10.6(x)
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advertise-vpn
VPN

VRF

VRF

2 VPN 2 VRF
VRF_B VRF RD

vrf context VRF_A

address-family ipv4 unicast
route-target both auto
route-target both auto evpn
route-target import 3:3
route-target export 2:2
import vrf advertise-vpn
export vrf allow-vpn

vrf context VRF_B

address-family ipv4 unicast
route-target both 1:1
route-target import 2:2
route-target export 3:3
import vrf advertise-vpn
export vrf allow-vpn

2 VRF_A VRF_B

allow-vpn VPN

route-mapexport  export-map

VPN_1

VRF-Lite

VRF_A VPN_2

VRF VPN

advertise-vpn

VRF

T T TT

VRF

BL

*BL
BL

VTEP 3333 4.4.4.4 5555 BL

prefix-list BL_PREFIX_LIST seq 5 permit 3.3.3.3/32
prefix-list BL_PREFIX_LIST seq 10 permit 4.4.4.4/32
prefix-list BL_PREFIX_LIST seq 20 permit 5.5.5.5/32
community-list standard BL_COMMUNITY seq 10 permit 123:

Cisco Nexus 9000 NX-0S
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route-map INBOUND_MAP permit 5
match community BL_COMMUNITY
set community none
route-map INBOUND_MAP deny 10
match ip next-hop prefix-list BL_PREFIX_LIST
route-map INBOUND_MAP permit 20
route-map OUTBOUND_SET_COMM permit 10
match evpn route-type 2 mac-ip
set community 123:123
route-map SET_COMM permit 10
set community 123:123
route-map allow permit 10

vrf context vnil00

vni 100

address-family ipv4 unicast
route-target import 2:2
route-target export 1:1
route-target both auto
route-target both auto evpn
import vrf advertise-vpn
export vrf allow-vpn

vrf context vni200

vni 200

address-family ipv4 unicast
route-target import 1:1
route-target export 2:2
route-target both auto
route-target both auto evpn
import vrf advertise-vpn
export vrf allow-vpn

router bgp 100
template peer rr
remote-as 100
update-source loopbackO
address-family 12vpn evpn
send-community
send-community extended
route-map INBOUND_MAP in
route-map OUTBOUND_SET_COMM out
neighbor 101.101.101.101
inherit peer rr
neighbor 102.102.102.102
inherit peer rr
vrf vnil00
address-family ipv4 unicast
network 3.3.3.100/32 route-map SET_COMM
vrf vni200
address-family ipv4 unicast
network 3.3.3.200/32 route-map SET_COMM

BL VRF

VRF

VPN VRF_A
VRF VPN VRF VRF_B
VRF_A

. Cisco Nexus 9000 NX-0S 10.6(x)



| Bcp

BGP B

vrf context VRF_A
address-family ipv4 unicast
route-target both auto evpn
route-target export 3:3
export vrf allow-vpn

vrf context VRF_B
address-family ipv4 unicast
route-target import 3:3

VRF_A allow-vpn
2 VPN VRF_A
RD VRF_A RD 2 VRF_B
RD RD
VPN VRF_A VRF_B
VRF_A  exportvrf allow-vpn VRF_A
VRF_B VRF_B RD VRF_A RD 2
RD RD

vrf context VRF_A
address-family ipv4 unicast
route-target import 1:1 evpn
route-target export 1:1 evpn
route-target export 2:2
export vrf allow-vpn
vrf context VRF_B
address-family ipv4 unicast
route-target import 1:1 evpn
route-target import 2:2

BGP

show BGP

show bgp vrf vrf-name process VRF

import advertise-vpn export
allow-vpn Yes
No

show bgp vrf vrf-name ipv4 unicast prefix
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B s
BGP
9.3(1) BGP
BGP BGP shutdown
BGP
GRACEFUL_SHUTDOWN
OxFFFF0000 65535:0 IANA IETF RFC 8326
BGP
BGP GRACEFUL SHUTDOWN
GRACEFUL_SHUTDOWN
GRACEFUL_SHUTDOWN
graceful-shutdown aware
BGP
477
activate
activate

GRACEFUL_SHUTDOWN
graceful-shutdown aware

graceful-shutdown aware
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BGP GRACEFUL_SHUTDOWN

BGP GRACEFUL_SHUTDOWN

BGP 2

graceful-shutdown activate
[route-map ]

graceful-shutdown aware
GRACEFUL_SHUTDOWN

Peer BGP graceful-shutdown activate

[route-map ]
1

GRACEFUL_SHUTDOWN

RPM
BGP GRACEFUL_SHUTDOWN

BGP

Cisco NX-0OS 9.3(1) Cisco Nexus

CiscoNX-0S 9.3
1 BGP
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GRACEFUL_SHUTDOWN

GRACEFUL_SHUTDOWN

. 9.3 (1) Cisco NX-OS NX-0S 9.3 (1)
GRACEFUL_SHUTDOWN

9.3 (1)
NX-0S BGP

. BGP
GRACEFUL_SHUTDOWN

BGP

GRACEFUL_SHUTDOWN

set

GRACEFUL_SHUTDOWN

« graceful-shutdown activateroute-map name

match

. Cisco Nexus 9000 NX-0S 10.6(x)
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60
Red Blue
local-pref 30
Red Blue 60
BGP
GRACEFUL_SHUTDOWN
* GRACEFUL_SHUTDOWN BGP
1. graceful shutdown match
0

2. graceful shutdown continue continue

graceful shutdown

1
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Cisco Nexus
BGP
graceful-shutdown activate
1
2.
3. BGP shutdown
4,
1 BGP no
shutdown
2. config no graceful-shutdown
activate
2 BGP
BGP feature bgp
1. configterminal
2. router bgp autonomous-system-number
3. neighbor { ipv4-address|ipv6-address } remote-as as-number
4. graceful-shutdown activate [route-map map-name]
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GRACEFUL_SHUTDOWN BGP B

1 | config terminal

switch-1# configure terminal
switch-1(config)#

2 | router bgp autonomous-system-number
BGP

switch-1(config)# router bgp 110
switch-1(config-router)#

3 | neighbor { ipv4-address|ipv6-address } remote-as AS
as-number

switch-1(config-router)# neighbor 10.0.0.3
remote-as 200
switch-1(config-router-neighbor)#

4 | graceful-shutdown activate [route-map map-name]

GRACEFUL_SHUTDOWN

switch-1(config-router-neighbor)#
graceful-shutdown activate route-map gshutPeer
switch-1(config-router-neighbor)#

gshutPeer

gshut

GRACEFUL_SHUTDOWN BGP

9.3(1) GRACEFUL_SHUTDOWN
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B craceruL_sHuTDOWN BGP

9.3(1) NX-0S
65535:0

9.3(1)

configureterminal

ip community list standard community-list-name seq sequence-number { permit | deny } value
route map map-tag {deny | per mit} sequence-number

match community community-list-name

set local-preference local-pref-value

exit

router bgp community-list-name

neighbor { ipv4-address|ipv6-address }

address-family { address-family sub family }

send community

route map map-tagin

©OoNOOG A~ WDNPE

el
)

1 configure terminal

switch-1# configure terminal
switch-1<config)#

2 |ip community list standard community-list-name seq
sequence-number { permit | deny } value

switch-1(config)# ip community-list standard
GSHUT seq 10 permit 65535:0
switch-1(config)#

3 |routemap map-tag {deny | permit} sequence-number 10
GRACEFUL_SHUTDOWN

switch-1(config)# route-map RM_GSHUT permit 10
switch-1(config-route-map)#

4 | match community community-list-name IP GSHUT
RPM

switch-1(config-route-map)# match community GSHUT]
switch-1(config-route-map)#
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BGP II

set local-preference local-pref-value

switch-1(config-route-map)# set local-preference|
10
switch-1(config-route-map)#

IP GSHUT

exit

switch-1(config-route-map)# exit
switch-1(configQ)#

router bgp community-list-name

switch-1(config)# router bgp 100
switch-1(config-router)#

BGP

neighbor { ipv4-address|ipv6-address }

switch-1(config-router)# neighbor 10.0.0.3
switch-1(config-router-neighbor)#

BGP

address-family { address-family sub family }

nxosv2(config-router-neighbor)# address-family
ipv4 unicast
nxosv2(config-router-neighbor-af)#

AF

10

send community

nxosv2(config-router-neighbor-af)# send-community
nxosv2(config-router-neighbor-af)#

BGP

11

route map map-tagin

nxosv2(config-router-neighbor-af)# route-map
RM_GSHUT in
nxosv2(config-router-neighbor-af)#

RM_GSHUT

GRACEFUL_SHUTDOWN

BGP

BGP

Cisco Nexus 9000 NX-0S
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. GRACEFUL_SHUTDOWN

BGP feature bgp

1. configureterminal
2. router bgp autonomous-system-number
3. graceful-shutdown activate [route-map map-name]

1 | configure terminal

switch-1# configure terminal
switch-1(config)#

2 | router bgp autonomous-system-number
BGP

switch-1(config)# router bgp 110
switch-1(config-router)#

3 | graceful-shutdown activate [route-map map-name]

GRACEFUL_SHUTDOWN

switch-1(config-router-neighbor)#
graceful-shutdown activate route-map gshutPeer
switch-1(config-router-neighbor)#

GRACEFUL_SHUTDOWN
gshutPeer

set

GRACEFUL_SHUTDOWN

GRACEFUL_SHUTDOWN

Cisco NX-0OS GRACEFUL_SHUTDOWN
graceful shutdown aware

Cisco Nexus 9000 NX-0S 10.6(x)




| Bcp

GRACEFUL_SHUTDOWN .
BGP
BGP
BGP
BGP feature bgp
1. configureterminal
2. router bgp autonoums-system
3. no graceful-shutdown aware
1 | configure terminal
switch-1(config)# config terminal
switch-1(config)#
2 | router bgp autonoums-system
BGP
switch-1(config)# router bgp 100
switch-1(config-router)#
3 no graceful-shutdown aware BGP GRACEFUL_SHUTDOWN
switch-1(config-router)# no graceful-shutdown
aware
switch-1(config-router)#
no

GRACEFUL_SHUTDOWN
GRACEFUL_SHUTDOWN
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GRACEFUL_SHUTDOWN send community

. send-community

nxosv2(config-router-neighbor-af)# N0 send-community standard
nxosv2(config-router-neighbor-af)#

GRACEFUL_SHUTDOWN

. GRACEFUL_SHUTDOWN

1. GRACEFUL_SHUTDOWN IP

2. GRACEFUL_SHUTDOWN

3. set community-list delete GRACEFUL_SHUTDOWN

GRACEFUL_SHUTDOWN

show

show ip bgp community-list graceful-shutdown | GRACEFUL_SHUTDOWN
BGP

show running-config bgp BGP

show running-config bgp all
BGP

Cisco Nexus 9000 NX-0S 10.6(x)
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show bgp address-family neighbors
neighbor-address

graceful-shutdown-activate

show bgp process

graceful-shutdown-activate

graceful-shutdown-active

graceful-shutdown-activate

graceful-shutdown

¢ graceful-shutdown-active
¢ graceful-shutdown-aware

¢ graceful-shutdown route-map

show ip bgp address BGP

GRACEFUL_SHUTDOWN

BGP
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. GRACEFUL_SHUTDOWN

. set gshutPeer

router bgp 100
neighbor 20.0.0.3 remote-as 200
graceful-shutdown activate route-map gshutPeer
address-family ipv4 unicast
send-community

route-map gshutPeer permit 10
set local-preference 0
set community 200:30

All-Neighbor BGP

* GRACEFUL_SHUTDOWN

. set gshutAall

router bgp 200
graceful-shutdown activate route-map gshutAll

route-map gshutAll permit 10
set as-path prepend 10 100 110
set community 100:80

route-map Red permit 10
set local-pref 20

router bgp 100
graceful-shutdown activate route-map gshutAll
router-id 2.2.2.2
address-family ipv4 unicast
network 2.2.2.2/32
neighbor 1.1.1.1 remote-as 100
update-source loopbackO
address-family ipv4 unicast
send-community
neighbor 20.0.0.3 remote-as 200
address-family ipv4 unicast
send-community
route-map Red out

1111 gshutAll
20.0.0.3 Red 20.0.0.3

Cisco Nexus 9000 NX-0S 10.6(x)
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router bgp 200
template peer-session pl
graceful-shutdown activate route-map gshut_out
neighbor 1.1.1.1 remote-as 100
inherit peer-session pl
address-family ipv4 unicast
send-community

GRACEFUL_SHUTDOWN BGP

GRACEFUL_SHUTDOWN
Cisco NX-0S 9.3(1)

« GRACEFUL_SHUTDOWN 1P
« RM_GSHUT GSHUT
. 0

(20.0.0.2) IPv4

ip community-list standard GSHUT permit 65535:0

route-map RM_GSHUT permit 10
match community GSHUT
set local-preference 0

router bgp 200
neighbor 20.0.0.2 remote-as 100
address-family ipv4 unicast
send-community
route-map RM_GSHUT in

BGP

)

Cisco NX-0OS 10.1(2) BFD BGP
BFD ISSU BGPregart-time
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BGP

BGP
ISSU

shutdown

BGP BGP
VRF

configureterminal
router bgp as-number

timer s pr efix-peer-timeout timeout
graceful-restart
graceful-restart {restart-time timestalepath-time time}
graceful-restart-helper

show running-config bgp

copy running-config startup-config

© N ok whPE

1 | configure terminal

switch# configure terminal
switch(config)#

2 | router bgp as-number BGP

switch(config)# router bgp 65535
switch(config-router)#

3 timer s prefix-peer-timeout timeout BGP
90

switch(config-router)# timers prefix-peer-timeout
20 Cisco NX-OS 9.3(3)
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graceful-restart

switch(config-router)# graceful-restart

BGP
graceful-restart {restart-timetimelstalepath-timetime}
switch(config-router)# graceful-restart .
restart-time 300 s restart-time  BGP
1 3600
120
Cisco NX-0S 10.1(2)
BFD BGP
BFD ISSU
BGPregart-time
« stalepath-time BGP BGP
1 3600 300
NX-OS 10.2(1) BGP
BGP
NX-OS 10.2(2)
BGP BGP
graceful-restart-helper BGPGR SSO BGP
GR NIOK
switch(config-router)# graceful-restart N9K
restart-time 300 GR
GR
NIK
EOR

Cisco Nexus 9000 NX-0S
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NIK

N9K  BGP
EOR

N9K

NIK

7 show running-config bgp BGP

switch(config-router)# show
running-config bgp

8 copy running-config startup-config

switch(config-router)# copy
running-config startup-config

switch# configure terminal

switch(config)# router bgp 65536

switch(config-router)# graceful-restart
switch(config-router)# graceful-restart restart-time 300
switch(config-router)# copy running-config startup-config

VDC VRF VRF BGP

VvDC 1 BGP VDC VRF
VRF BGP

1 BGP VRF VRF BGP

BGP
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* BGP BGP

. VDC

BGP

configureterminal

vrf context vrf-name

exit

router bgp as-number

vrf vrf-name

neighbor ip-address remote-as as-number
copy running-config startup-config

N o ok~wdpRE

switchto vdc

1 | configure terminal

switch# configure terminal
switch(config)#

2 | vrf context vrf-name VRF

switch(config)# vrf context
RemoteOfficeVRF
switch(config-vr)#

VRF

3 | exit VRF

switch(config-vrf)# exit

switch(config)#
4 | router bgp as-number BGP
switch(config)# router bgp 65535
switch(config-router)#
5 | vrf vrf-name VRE BGP
VRF
Cisco Nexus 9000 NX-0S

106 [



BGP

BGP

switch(config-router)# vrf
RemoteOfficeVRF
switch(config-router-vrf)#

6 | neighbor ip-address remote-as as-number BGP P

switch(config-router-vrf)# neighbor
209.165.201.1 remote-as 65535
switch(config-router--vrf-neighbor)#

AS

7 copy running-config startup-config

switch(config-router-vrf-neighbor)# copy
running-config startup-config

VRF VRF ID

switch# configure terminal

switch(config)# vrf context NewVRF

switch(config-vrf)# exit

switch(config)# router bgp 65536

switch(config-router)# vrf NewVRF

switch(config-router-vrf)# neighbor 209.165.201.1 remote-as 65536
switch(config-router-vrf-neighbor)# copy running-config startup-config

BGP

BGP

show bgp all [summary] [vrf vrf-name]
BGP

show bgp convergence [vrf vrf-name]
BGP

show bgp {ipv4 | ipv6} {unicast | multicast} [ip-address | BGP
ipv6-prefix] community {regexp expression | [community] BGP
[no-advertise] [no-export] [no-export-subconfed]} [vrf vrf-name]

show bgp [vrf vrf-name] {ipv4 | ipv6} {unicast | multicast} BGP
[ip-address | ipv6-prefix] community-list list-name [vrf vrf-name] BGP

. Cisco Nexus 9000 NX-0S 10.6(x)
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BGP B

show bgp {ipv4 | ipv6} {unicast | multicast} [ip-address |
ipv6-prefix] extcommunity {regexp expression | generic

[non-transitive | transitive] aa4:nn [exact-match]} [vrf vrf-name]

BGP
BGP

show bgp {ipv4 | ipv6} {unicast | multicast} [ip-address |
ipv6-prefix] extcommunity-list list-name [exact-match]} [vrf
vrf-name]

BGP
BGP

show bgp {ipv4 | ipv6} {unicast | multicast} [ip-address |
ipv6-prefix] extcommunity-list list-name [exact-match]} [vrf
vrf-name]

BGP

clear bgp
dampening

show bgp {ipv4 | ipv6} {unicast | multicast} [ip-address |
ipv6-prefix] {dampening dampened-paths [regexp expression]}
[vrf vrf-name]

BGP

show bgp {ipv4 | ipv6 | vpnv4 | vpnv6} {unicast | multicast}
[ip-address | ipv6-prefix] filter-list list-name [vrf vrf-name]

BGP

show bgp {ipv4 | ipv6 | vpnv4 | vpnv6} {unicast | multicast}
[ip-address | ipv6-prefix] neighbor s [ip-address | ipv6-prefix] [vr f
vrf-name]

BGP

clear bgp neighbors

show bgp {ipv4 | ipv6} {unicast | multicast} [ip-address |
ipv6-prefix] {nexthop | nexthop-database} [vrf vrf-name]

BGP

show bgp paths

BGP

show bgp {ipv4 | ipv6} {unicast | multicast} [ip-address |
ipve-prefix] policy name [vrf vrf-name]

BGP

clear bgp policy

show bgp {ipv4 | ipv6} {unicast | multicast} [ip-address |
ipv6-prefix] prefix-list list-name [vrf vrf-name]

BGP

show bgp {ipv4 | ipv6} {unicast | multicast} [ip-address |
ipv6-prefix] received-paths [vrf vrf-name]

BGP

show bgp {ipv4 | ipv6} {unicast | multicast} [ip-address |
ipv6-prefix] regexp expression [vrf vrf-name]

AS path
BGP

Cisco Nexus 9000 NX-0S
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BGP

show bgp {ipv4 | ipv6} {unicast | multicast} [ip-address | BGP
ipv6-prefix] route-map map-name [vrf vrf-name]

show bgp peer-policy name [vrf vrf-name] BGP

show bgp peer-session name [vrf vrf-name] BGP

show bgp peer-template name [vrf vrf-name] BGP

clear bgp
peer-template

show bgp process BGP

show bgp {ipv4 | ipv6} unicast neighborsinterface
BGP

show ip bgp neighbors interface-name BGP

show ip routeip-address detail vrf all | i bw EXTCOMM

bw xx bw 40

BGP
BGP
ECMP
show {ipv4 | ipv6} bgp options BGP
show {ipv4 | ipv6} mbgp options BGP
show ipv6 routersinterface interface IPv6 ICMP

IPv6

. Cisco Nexus 9000 NX-0S 10.6(x)



| Bcp

BGP B

show running-configur ation bgp BGP
BGP
BGP
show bgp {ipv4 | vpnv4 | vpnvé | ipv6} {unicast | BGP
| multicast} [ip-address | ipv6-prefix] clear bgp
flap-statistics [vrf vrf-name] flap-statistics
show bgp {ipv4 | ipv6} {unicast | multicast}
[ip-address | ipv6-prefix] flap-statistics [vrf
vrf-name]
show bgp {ipv4 | ipv6 | vpnv4 | vpnv6} unicast
injected-routes
show bgp {ipv4 | ipv6} unicast injected-routes
show bgp sessions [vrf vrf-name] BGP
clear bgp
sessions
show bgp statistics BGP

BGP BFD

router bgp 400
router-id 2.2.2.2
neighbor 172.16.2.3
bfd
remote-as 400
update-source VIan1002
address-family ipv4 unicast

BGP BFD

router bgp 400
router-id 1.1.1.1
neighbor 172.16.2.0/24
bfd
remote-as 400
update-source VIan1002
address-family ipv4 unicast

MD5
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template peer BasePeer-V6
description BasePeer-V6
password 3 4200cfc725bbd28
transport connection-mode passive
address-family ipv6 unicast
template peer BasePeer-V4
bfd
description BasePeer-V4
password 3 T4200cfc725bbd28
address-family ipv4 unicast

neighbor fc00::10:3:11:0/127 remote-as 65006
inherit peer BasePeer-V6

neighbor 10.3.11.0/31 remote-as 65006
inherit peer BasePeer-V4

router bgp 65100
log-neighbor-changes
neighbor 209.165.201.1 remote-as 65535
description test
address-family ipv4 unicast
soft-reconfiguration inbound
disable log-neighbor-changes

BGP
. BGP

* Route Policy Manager

BGP

MIB

MIB MIB

BGP MIB MIB
URL

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html

Cisco Nexus 9000 NX-0S 10.6(x)
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RIP

RIP

RIP

* RIP
* RIP
* RIP
* RIP
* RIP
* RIP
* RIP
* RIP

RIP

RIPv2

RIP

RIP

499

502

503

519
520

RIPv2

RIP
224.0.0.9

Cisco Nexus 9000

519

519

30

RIP

NX-0S

502
503
UDP
RIPv2  IPV4
RIP
RIP

IPv6

RIPv2
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RIP
1
RIPv2
RIP
Cisco NX-0S
MD5
Cisco Nexus 9000 Series NX-OS Security Configuration Guide
MD5
Cisco NX-0S
MD5
RIP
MD5
RIP
Split Horizon
RIP
RIP

. Cisco Nexus 9000 NX-0S

RIP

16 RIP
MD5
RIP
RIP
RIP
RIP
RIP
CiscoNX-0S
RIP
10.6(x)
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36 RIP
route x unreachable route x unreachable
Rouler A > Rouler B . Router C
g . 8 s .
L E &
route x route x roule x B
C X B
B X A X
C
RIP RIP
CiscoNX-0S
1
10.1.1.0/24 10.1.2.0/24
10.1.3.0/24 1 10.1.0.0/16
RIP
N
Cisco NX-OS
RIP
RIP
Route Policy
Manager 585
RIP Cisco NX-0S
RIP RIP
Cisco Nexus 9000 NX-0S
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RIP

RIP
Cisco NX-0OS ECMP RIP
RIB 16
RIP
Cisco NX-0S RIP
Cisco NX-0OS RIP
Cisco NX-0OS RIP
RIP VRF
RIP
*RIP RIP
RIP
CTCPrimaryNetworks  CtcPrimaryNetworks 2
* Cisco NX-0OS RIPv1 CiscoNX-OS RIPv1

* Cisco NX-0OS RIPv1
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| rP

* RIP

RIP

RIP 255
RIP

KeylD
keylD

RIP

RIP

RIP

16

RIP

Enabled

RIP
N

CiscoIOS CLlI
Cisco 10S

Cisco NX-0S

RIP

RIP

configureterminal

[no] featurerip

1
2
3. show feature
4

RIP

copy running-config startup-config

Cisco Nexus 9000

NX-0S
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RIP

1 | configure terminal

switch# configure terminal
switch(config)#

2 | [no] featurerip RIP

switch(config)# feature rip

3 show feature

switch(config)# show feature

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

RIP

RIP
RIP RIP

1. configureterminal

2. [no] router rip instance-tag

3. address-family {ipv4 | ipv6 } unicast

4, show ip rip [instance instance-tag] [vrf vrf-name]
5 distance value

6 maximum-paths number

7 copy running-config startup-config

. Cisco Nexus 9000 NX-0S
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RIP B

1 | configure terminal

switch# configure terminal
switch(config)#

2 | [no] router rip instance-tag

switch(config)# router RIP Enterprise
switch(config-router)#

instancetag

RIP

3 | address-family {ipv4 | ipv6 } unicast

switch(config-router)# address-family ipv4 unicast
switch(config-router-af)#

RIP

4 show ip rip [instance instance-tag] [vrf
vrf-name]

switch(config-router-af)# show ip rip

RIP

RIP

5 distance value

switch(config-router-af)# distance 30

RIP
1 255

120

6 maximum-paths number

switch(config-router-af)# maximum-paths 6

RIP

16

7 copy running-config startup-config

switch(config-router-af)# copy running-config
startup-config

IPv4 RIP

switch# configure terminal
switch(config)# router rip Enterprise

Cisco Nexus 9000 NX-0S
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B -

switch(config-router)# address-family ipv4 unicast
switch(config-router-af)# max-paths 10
switch(config-router-af)# copy running-config startup-config

RIP

RIP

RIP

1. restart rip instance-tag

1 | restart rip instance-tag RIP

switch(config)# restart rip Enterprise

RIP

RIP RIP

1. configureterminal

2. interfaceinterface-type sot/port
3. iprouter rip instance-tag
4

show ip rip [instance instance-tag] inter face [interface-type slot/port] [vrf vrf-name]
[detail]

5. copy running-config startup-config

. Cisco Nexus 9000 NX-0S 10.6(x)
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RIP B

configureterminal

switch# configure terminal
switch(config)#

inter face interface-type slot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

ip router rip instance-tag RIP

switch(config-if)# Ip router rip
Enterprise

show ip rip [instance instance-tag] interface RIP
[interface-type slot/port] [vrf vrf-name] [detail ]

switch(config-if)# show ip rip
Enterprise tethernet 1/2

copy running-config startup-config

switch(config-if)# copy running-config
startup-config

RIP

RIP Ethernet 1/2

switch# configure terminal

switch(config)# interface ethernet 1/2
switch(config-if)# ip router rip Enterprise
switch(config)# copy running-config startup-config

RIP

Cisco Nexus 9000 NX-0S 10.6(x) .
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RIP RIP

Cisco Nexus 9000 Series NX-OS Security Configuration Guide

configure terminal

inter face interface-type slot/port

ip rip authentication mode {text | md5}
ip rip authentication key-chain key

NS

copy running-config startup-config

RIP

configureterminal

switch# configure terminal
switch(config)#

interface interface-type slot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

ip rip authentication mode {text | md5}

switch(config-if)# ip rip authentication
mode md5

MD5
RIP

ip rip authentication key-chain key

switch(config-if)# ip rip authentication key-chain
RIPKey

RIP

copy running-config startup-config

switch(config-if)# copy running-config
startup-config

. Cisco Nexus 9000 NX-0S
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RIP MD5

switch# configure terminal

switch(config)# key chain RIPKey

switch(config-keychain)# key 2

switch(config-keychain-key)# accept-lifetime 00:00:00 Jan 01 2000 infinite
switch(config-keychain-key)# send-lifetime 00:00:00 Jan 01 2000 infinite
switch(config-keychain-key)# exit

switch(config-keychain)# exit

switch(config)# interface ethernet 1/2

switch(config-if)# ip rip authentication mode md5

switch(config-if)# ip rip authentication key-chain RIPKey
switch(config-if)# copy running-config startup-config

RIP
RIP

1. iprip passive-interface

ip rip passive-interface

switch(config-if)# ip rip
passive-interface

RIP
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1. iprip poison-reverse

1 |ip rip poison-reverse

switch(config-if)# Ip rip poison-reverse

Cisco NX-0S

1. {ip|ipv6} rip summary-addressip-prefix/mask-len

1 | {ip | ipv6} rip summary-addressip-prefix/mask-len IPv4 IPV6 RIP

switch(config-if)# ip rip summary-address
1.1.1.1/32

RIP
RIP

. Cisco Nexus 9000 NX-0S 10.6(x)
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RIP RIP

1. configureterminal

2. router rip instance-tag

3. address-family {ipv4 |ipv6 } unicast

4. redistribute {bgp as| direct | {eigrp | isis| ospf | ospfv3 | rip} instance-tag | static} route-map

map-name
default-information originate [always] [route-map map-name]
default-metric value
show ip rip route [ip-prefix [longer-pr efixes| shorter-prefixes]] [vrf vrf-name] [summary]
copy running-config startup-config

© N o 0

1 | configure terminal

switch# configure terminal
switch(config)#

2 | router rip instance-tag instancetag RIP

switch(config)# router rip Enterprise
switch(config-router)#

3 | address-family {ipv4 | ipv6 } unicast

switch(config-router)# address-family ipv4 unicast
switch(config-router-af)#

4 |redistribute {bgp as| direct | {eigrp | isis| ospf | ospfv3 RIP
| rip} instance-tag | static} route-map map-name

switch(config-router-af)# redistribute
eigrp 201 route-map RIPmap

Cisco Nexus 9000 NX-0S 10.6(x) .
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B ciscoosrip Cisco NX-OS RIP

5 default-information originate [always] RIP
[route-map map-name]

switch(config-router-af)#
default-information originate always

6 default-metric value

switch(config-router-af)# default-metric
2

7 show ip rip route [ip-prefix [longer-prefixes | RIP
| shorter-prefixes]] [vrf vrf-name] [summary]

switch(config-router-af)# show ip rip
route

8 copy running-config startup-config

switch(config-router-af)# copy running-config
startup-config

EIGRP RIP

switch# configure terminal

switch(config)# router rip Enterprise

switch(config-router)# address-family ipv4 unicast
switch(config-router-af)# redistribute eigrp 201 route-map RIPmap
switch(config-router-af)# copy running-config startup-config

Cisco IOSRIP Cisco NX-OSRIP

Cisco NX-OSRIP Cisco IOSRIP

Cisco NX-OS RIP 1 Cisco IOS RIP
0 Cisco NX-OS RIP
+1
Cisco IOS RIP
Cisco NX-0S Cisco 10S

Cisco IOS RIP Cisco NX-OS RIP
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RIP RIP

configureterminal

router rip instance-tag

[no] metric direct O
address-family ipv4 unicast
vrf abc

flush-routes

isolate

shutdown

© N OA~DNE

[
o

show running-config rip

Cisco I0S RIP Cisco NX-OS RIP B

copy running-config startup-config

configure terminal

switch# configure terminal
switch(config)#

router rip instance-tag

switch(config)# router rip 100
switch(config-router)#

instance tag RIP
100 201
20

[no] metric direct O

switch(config-router)# metric direct 0O

Cisco
I0S RIP Cisco NX-OS RIP

Cisco 10S RIP
Cisco NX-0S

address-family ipv4 unicast

switch(config-router)# address-family ipv4d
unicast

RIP VRF

Cisco Nexus 9000 NX-0S
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Cisco NX-OS RIP

RIP

vrf abc

switch(config-router)# vrf abc

VRF

flush-routes

switch(config-router)# flush-routes

isolate

switch(config-router)# isolate

RIP

shutdown

switch(config-router)# shutdown

RIP

show run shutdown
vrf
VRF

show running-config rip

switch(config-router)# show

running-config rip

ICommand: show running-config rip

IRunning configuration last done at: Tue Dec 17
01:13:28 2024

ITime: Tue Dec 17 01:13:31 2024

RIP

10

copy running-config startup-config

switch(config-router)# copy running-config
startup-config

RIP  Cisco NX-OS RIP

switch# configure terminal
switch(config)# router rip 100

1 Cisco 10S

switch(config-router)# no metric direct O
switch(config-router)# show running-config rip
switch(config-router)# copy running-config startup-config
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RIP VRF RIP
VRF VRF RIP
“
VRF
VRF
RIP RIP
1 configure terminal
2. vrf context vrf-name
3. exit
4. router rip instance-tag
5. vrf vrf-name
6. address-family {ipv4 | ipv6 } unicast
7 redistribute {bgp as| direct | {eigrp | isis| ospf | ospfv3 | rip} instance-tag | static}
route-map map-name

8. interface ethernet dot/port
9. vrf member vrf-name
10. ip addressip-prefix/length
11. iprouter rip instance-tag
12. show ip rip [instance instance-tag] interface [interface-type dot/port] [vrf vrf-name]
13. copy running-config startup-config

configureterminal

switch# configure terminal
switch(config)#

vrf context vrf-name VRF VRF
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switch(config)# vrf context RemoteOfficeVRF
switch(config-vr)#

exit

switch(config-vr)# exit
switch(config)#

VRF

router rip instance-tag

switch(config)# router rip Enterprise
switch(config-router)#

instance tag RIP

vrf vrf-name

switch(config-router)# vrf RemoteOfficeVRF
switch(config-router-vr)#

VRF

address-family {ipv4 | ipv6 } unicast

switch(config-router-vrf)# address-family ipv4
unicast
switch(config-router-vrf-af)#

RIP VRF

redistribute {bgp as| direct | {eigrp | iSis|
ospf | ospfv3| rip} instance-tag | static} route-map
map-name

switch(config-router-vrf-af)# redistribute eigrp
201 route-map RIPmap

RIP

615

interface ethernet slot/port

switch(config-router-vrf-af)# interface ethernet
172
switch(config-if)#

vrf member vrf-name

switch(config-if)# vrf member RemoteOfficeVRF

VRF

10

ip address ip-prefix/length

switch(config-if)# iIp address 192.0.2.1/16

VRF

11

ip router rip instance-tag
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RIP B

switch(config-if)# iIp router rip Enterprise

12 show ip rip [instance instance-tag] interface | VRF RIP
[interface-type slot/port] [vrf vrf-name]
switch(config-if)# show ip rip Enterprise
ethernet 1/2

13 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

RIP

VRF VRF

switch# configure terminal

switch(config)# vrf context RemoteOfficeVRF
switch(config-vrf)# exit

switch(config)# router rip Enterprise
switch(config-router)# vrf RemoteOfficeVRF
switch(config-router-vrf)# address-family ipv4 unicast
switch(config-router-vrf-af)# redistribute eigrp 201 route-map RIPmap
switch(config-router-vrf-af)# interface ethernet 1/2
switch(config-if)# vrf member RemoteOfficeVRF
switch(config-if)# iIp address 192.0.2.1/16
switch(config-if)# ip router rip Enterprise
switch(config-if)# copy running-config startup-config

RIP RIP

RIP RIP

RIP
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B -

timer s basic update timeout holddown RIP
garbage-collection
* update 5
switch(config-router-af)# timers basic 40 30
120 120 100
* timeout
Cisco NX-0S
Cisco
NX-0S Cisco
NX-0S
1
180
« holddown
Cisco NX-0OS
0
180
« garbage-collection Cisco NX-OS
CiscoNX-0S
1
120
RIP
ip rip metric-offset value
i o o i 1 15 1
switch(config-if)# ip rip metric-offset 10
ip rip routefilter {prefix-list list-name | RIP

route-map map-name| [in | out]

switch(config-if)# ip rip route-filter
route-map
InputMap in
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RIP

RIP

RIP

RIP

RIP B

show ip rip instance [instance-tag] [vrf vrf-name]

RIP

show ip rip [instance instance-tag] interface
slot/port detail [vrf vrf-name]

RIP

show ip rip [instance instance-tag] neighbor
[interface-type number] [vrf vrf-name]

RIP

show ip rip [instance instance-tag] route
[ip-prefix/length [longer-prefixes |
shorter-prefixes]] [summary] [vrf vrf-name]

RIP

show running-configuration rip

RIP

RIP

show ip rip [instanceinstance-tag] policy statistics
redistribute {bgp as| direct | {eigrp | isis| ospf |
ospfv3 | rip} instance-tag | static} [vrf vrf-name]

RIP

show ip rip [instance instance-tag] statistics
interface-type number [vrf vrf-name]

RIP

clear rip policy statisticsredistribute protocol process-tag

clear ip rip statistics

VRF  Enterprise RIP

RIP

RIP

1/2 enthernet interface 1/2 RIP

EIGRP

vrf context NewVRF
1

feature rip

Cisco Nexus 9000 NX-0S
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router rip Enterprise
vrf NewVRF
address-family ipv4 unicast
redistribute eigrp 201 route-map RIPmap

maximum-paths 10
1
interface ethernet 1/2
vrf member NewVRF
ip address 192.0.2.1/16
ip router rip Enterprise
ip rip authentication mode md5
ip rip authentication key-chain RIPKey

keylD

### Valid
key-chain kcl
key 255
key-string ...

Route Policy Manager 585
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* RIPng 521
* RIPng 523
* RIPng 524
* RIPng 524
* RIPng 524
* RIPng 534
* RIPng 535
* RIPng 535
. 535
RIPNng
RIPNng
RIPng UDP
RIPng  IPV6
. RIPng
FF02::9
. 30 RIPng 534
RIPng RIPng
1 RiPng 1
RIPng
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. Split Horizon

1 16 RIPng
Split Horizon
RIPng
RIPng
CiscoNX-0OS
RIPng
RIPng
37: RIPng
route x unreachable route x unreachable
Router A — Fouler B EE—— Rouler C
g . 8 . s .
- =
route x route x roule x =
C X B
B X A X
C
RIPng RIPng
CiscoNX-0OS
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RIPng

RIPng

RIPng

Cisco NX-0OS ECMP RIP
RIPng 16
RIPng
Cisco NX-0OS RIPng IPv6
Routing Information Protocol RIP
default-information originate
no
default-information originate [always] [route-map map-name]
no default-information originate
S
RIP RIP RIB always
route-map map-name
63 originate

switch(config)# router rip Enterprise

switch(config-router)# address-family ipv6 unicast

switch(config-router-af)# default-infor mation originate route-map Condition

Cisco NX-0S RIPng
Cisco NX-0OS

Cisco NX-0S RIPng
RIPng VRF

RIPng
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RIPng

106 [



RIPng

B ren
* RIPng RIPng 524
RIPng
RIPng
« Cisco NX-0S 10.2(3)F Cisco Nexus 9300 9500
IPv6 RIPng
CTCPrimaryNetworks  CtcPrimaryNetworks 2
* Cisco NX-0OS RIPv1 CiscoNX-OS RIPv1
* Cisco NX-0S RIPv1
RIPng
RIPng
RIPng
16
RIPng
Enabled
RIPNng
D
CiscoI0S  CLI Cisco NX-0OS
Cisco 10S
RIPng
RIPng RIPng
10.6(x)

. Cisco Nexus 9000 NX-0S




| RiPng

RIPng B

1. configureterminal

2. [no] featurerip

3. show feature

4 copy running-config startup-config

1 | configure terminal

switch# configure terminal
switch(config)#

2 | [no] featurerip RIPNng

switch(config)# feature rip

3 show feature

switch(config)# show feature

4 copy running-config startup-config

switch(config)# copy running-config
startup-config

RIPng

RIPng

RIPng RIPng 524

1. configureterminal

2. [no] router rip instance-tag

3. address-family ipv6 unicast

4 show ipv6 rip [instance instance-tag] [vrf vrf-name]
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RIPng

5. distance value
6. maximum-paths number
7 copy running-config startup-config

1 | configure terminal

switch# configure terminal
switch(config)#

2 | [nQ] router rip instance-tag

switch(config)# router RIP Enterprise
switch(config-router)#

instance-tag RIPng

3 | address-family ipv6 unicast

switch(config-router)# address-family ipv6 unicast
switch(config-router-af)#

RIPng

4 show ipv6 rip [instance instance-tag] [vrf
vrf-name]

switch(config-router-af)# show ipv6 rip

RIPng RIPng

5 distance value

switch(config-router-af)# distance 30

RIPng
1 255

120

6 maximum-paths number

switch(config-router-af)# maximum-paths 6

RIPng

16

7 copy running-config startup-config

switch(config-router-af)# copy running-config
startup-config
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RIPng

RIPng B

IPv6 RIPng

switch# configure terminal

switch(config)# router rip Enterprise
switch(config-router)# address-family ipv6 unicast
switch(config-router-af)# max-paths 10
switch(config-router-af)# copy running-config startup-config

RIPng

RIPng

1. restart rip instance-tag

restart rip instance-tag RIPng

switch(config)# restart rip Enterprise

RIPng

RIPng RIPng 524

1. configureterminal

2. interfaceinterface-type dot/port
3. ipv6router rip instance-tag
4

show ipv6 rip [instance instance-tag] inter face [interface-type slot/port] [vrf vrf-name]
[detail]
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5. copy running-config startup-config

RIPng

1 | configure terminal

switch# configure terminal
switch(config)#

2 | interface interface-type slot/port

switch(config)# interface ethernet 1/2
switch(config-if)#

3 | ipv6 router rip instance-tag

switch(config-if)# ipv6 router rip Enterprise

RIPng

4 show ipv6 rip [instanceinstance-tag] interface
[interface-type slot/port] [vrf vrf-name] [detail]

switch(config-if)# show ipv6 rip Enterprise
ethernet 1/2

RIPng

5 copy running-config startup-config

switch(config-if)# copy running-config
startup-config

RIPng Ethernet1/2

switch# configure terminal

switch(config)# interface ethernet 1/2
switch(config-if)# ipv6 router rip Enterprise
switch(config)# copy running-config startup-config
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Cisco 10S RIPng Cisco NX-0S RIPng B

1. ipv6rip poison-reverse

1 |ipv6rip poison-reverse

switch(config-if)# ipv6 rip poison-reverse

Cisco I0S RIPng Cisco NX-OS RIPng

Cisco NX-OS RIPng Cisco I0S RIPng

Cisco NX-OS RIPng 1 Cisco I0S RIPng
0 Cisco NX-OS RIPng
+1
Cisco IOSRIPng
Cisco NX-0S
Cisco I10S
Cisco NX-OS RIPng
Cisco IOS RIPng

RIPng RIPng 524

1. configureterminal

2. router rip instance-tag

3. [no] metricdirect O

4 show running-config rip

5 copy running-config startup-config
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B ciscoosripng Cisco NX-0S RIPng

1 | configure terminal

switch# configure terminal
switch(config)#

2 | router rip instance-tag RIPng
100

switch(config)# router rip 100 201 20

switch(config-router)#

3 | [no] metric direct O Cisco I10S
RIPng  Cisco NX-OS RIPng

switch(config-router)# metric direct 0O

Cisco 10S RIPng
CiscoNX-0S

4 show running-config rip RIPng

switch(config-router)# show
running-config rip

5 copy running-config startup-config

switch(config-router)# copy running-config
startup-config

0 1 Cisco 10S
RIPng  Cisco NX-OS RIPng

switch# configure terminal

switch(config)# router rip 100

switch(config-router)# no metric direct O
switch(config-router)# show running-config rip
switch(config-router)# copy running-config startup-config
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RIPng
VRF

VRF VRF
RIPng

RIPng
VRF RIPng

VRF
VRF

RIPng

exit

vrf vrf-name

©ooN R ®DNE

[ =
N PO

configureterminal
vrf context vrf-name

RIPng 524

router rip instance-tag

address-family ipv6 unicast
interface ethernet slot/port
vrf member vrf-name
ipv6 addressipve-prefix/length
ipv6 router rip instance-tag
show ipv6 rip [instanceinstance-tag] inter face [interface-type slot/port] [vrf vrf-name]
copy running-config startup-config

1 |configureterminal

switch# configure terminal
switch(config)#

2 | vrf context vrf-name

switch(config-vr)#

switch(config)# vrf context RemoteOfficeVRF

VRF VRF

Cisco Nexus 9000

NX-0S
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