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show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.1)
HA Admin State: no-shutdown
Agent Status for Service Firewall: not-ready
Agent HA Status: not-ready

Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.2 unknown no-ha no peer connectivity

BHEETTOV—ER T 7T b—va U e Ry N =7l — MR L ET,
cHABRENZENDOIELL B THD Z &
« HA AT > T E T
T TFAT VA=Y —EAPEL SN TND Z LR LET,
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switch# show run service-acceleration
<<snip>>
version 10.6(3g) Bios:version 01.17
feature service-acceleration
service system hypershield
source-interface loopback2
high-availability
source-interface loopbackl
peer 192.1.1.2
no shutdown
service firewall
vrf tenantl module-affinity dynamic
vrf tenant2 module-affinity dynamic
vlan id 2003,2005 bridged-traffic module-affinity dynamic

12—V HAIP NHRRE SN2 ET ~O HA #iHIC Ry N — 7 RENKEINTNDL I L 2R LE
T, ZOBTIE, V=T Ry A F =T A ZFELWIPT L ABLOSPFRE THM SN TV E
T =T 4T T—=T WL, A=Yy b A H—T = A A% L TOSPF Z i L CHIErRE/ B2
ftde~DL— M PERRENTNET,

1

switch# show run interface loopback 1
<<snip>>
version 10.6(3q) Bios:version 01.17
interface loopbackl

ip address 192.1.1.1/32

ip ospf cost 1

ip router ospf 10 area 0.0.0.0

ipv6 router ospfv3 10 area 0.0.0.0
switch# show ip route 192.1.1.2
IP Route Table for VRF "default"
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<<snip>>

192.1.1.2/32, ubest/mbest: 1/0
*via 192.1.1.2, Ethl/16/3, [110/2], 00:22:46, ospf-10, intra
via 192.1.1.2, Ethl/16/3, [250/0], 00:20:51, am

£ YT CHABAEYETF = v B —% %17 L, Hypershield Agent DERENIRHE T NX-OSHERK ZMGEL . A%
MmHELET,

51

switch# show consistency-checker service-acceleration high-availability

PROCESSING HIGH-AVAILABILITY CONSISTENCY CHECK REQUEST

R IR Ik I Ik bk b b b b b b b b b b b b b b b b b b b b b gk b gk bk kb

HA FIREWALL STATE CONSISTENCY

RR R IR IR Ik I bk b b b b b b b b b b b b b b b b b b b b b 2k b gk b b ik ki
[PASS] Firewall configured and internal states match: out-of-service --> Firewall is created
[PASS] Agent's firewall readiness state matches internal readiness state: not-ready
[PASS] Agent's firewall readiness state matches published readiness state: not-ready

R R R R R R R I I h h E I E E E b E b b b b ki

FW VLAN OPERATIONAL STATE CONSISTENCY

R R R R R R I R I E I E I E b b E b b b bk ki

FW L2, L3 VLAN Set Consistency Checks

Expected L3 FW VLANs (from VRFs): 656-657,659,755,859
Expected L2 FW VLANs : 2003,2005
Expected Combined L2+L3 VLANs: 656-657,659,755,859,2003,2005
L3 VLAN Comparison:

[PASS] L3 VLANs match published FW L3 VLANs
L2 VLAN Comparison:

[PASS] L2 VLANs match published FW L2 VLANs
Combined L2+L3 VLAN Comparison:

[PASS] Combined L2+L3 FW VLANs identified as expected

R R R R R R I I I h h E E I E E E bk E b b b bk b i

HA PEER CONSISTENCY

R R R R R R R I I h h E I E E E b E b b b b ki

HA Configuration and Peer State Checks

HA Admin State Comparison:
[PASS] HA admin state matches with internal state: no-shutdown --> HA is enabled
HA Source interface Comparison:
[PASS] HA Source interface matches: loopbackl
HA Source IP Address Comparison:
[PASS] HA source IP address matches: 192.1.1.2
HA Peer Configuration Validation:
[PASS] Peer 192.1.1.1 found internally.
HA Peer State Validation:
[PASS] Internal Peer service state for peer 192.1.1.1 matches service state published by agent:
unknown
--> Peer is configured
[PASS] Peer 192.1.1.1 derived firewall state matches: 'unknown'
[NOTE] HA Troubleshooting Suggestion:
Detected 1 peer(s) with service state unknown:
- Peer 192.1.1.1: unknown
To identify HA peer connectivity issues, run:
service system hypershield test high-availability
HA VPC Peer Consistency Checks

Validating HA Peer Info:
Internal Peer state validation:

VPC peer is alive

[PASS] Peer 192.1.1.1 is being detected as an alive VPC peer
VPC Peer Firewall State Validation:
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[PASS] Internally known HA VPC peer firewall state is 'unknown' (VPC peer exists)
[PASS] Published HA VPC peer firewall state is 'unknown' (VPC peer exists)
VPC State Consistency Checks

Validating 4 VPC(s)
VPC 60 (Po60):
[Pass] Internal details for VPC 60 matches configuration
[PASS] VPC 60 is of interest and allows 3 FW 12/13 VLAN(s): 657,659,2005
VPC 61 (Po6l):
[Pass] Internal details for VPC 61 matches configuration
[PASS] VPC 61 is of interest and allows 2 FW 12/13 VLAN(s): 656,2005
VPC 62 (Po62):
[Pass] Internal details for VPC 62 matches configuration
[PASS] VPC 62 is of interest and allows 2 FW 12/13 VLAN(s): 755,2003
VPC 63 (Po63):
[Pass] Internal details for VPC 63 matches configuration
[PASS] VPC 63 is of interest and allows 1 FW 12/13 VLAN(s): 2003
khkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkdhkhkhkhkhkhkkhkhkhhkhkhkhkhkhhkhxkhxkx
HA VRF/VLAN OPERATIONAL STATE CONSISTENCY
[PASS] 2 VRF(s) were validated and are in 'isolated' state
[PASS] VLANs 2003,2005 were validated and are in 'VLAN set to drop' state
[SKIP] VRF/VLAN vpc peer consistency checks skipped - one or both firewalls not ready
[SKIP] VLAN peer consistency checks skipped - one or both firewalls not ready

HIGH-AVAILABILITY CONSISTENCY CHECK COMPLETED - ALL CHECKS PASSED

Fy NT—=T D N T TN a—T 4 7 Y —)L%&FT LT, BT O Hypershield Agent ~D 3 > h U —
I OREZ M L £ T,

51

switch# service system hypershield test high-availability

Running HA config checks

Using loopback 1 as the HA source-interface.
1 HA peers configured.
HA admin state is enabled.

Running HA operational checks

local svc is not fully functional : criteria not met: in service
Hypershield peer 192.1.1.1 not functional: print peer HA svc state reason.

Starting network connectivity checks for the peers

Using curl to check connection to 192.1.1.1 port 28416

curl: (1) Received HTTP/0.9 when not allowed

Curl successfully connected to 192.1.1.1:28416. Collect 'show tech service-acceleration' to debug
any agent connectivity failure

HA network connectivity check completed for peer with IP 192.1.1.1

WAEDETFHES—ER E— KTT

WGHTOETHNVPC D A9 —t2x +F7492kL THY, TV IR NI T 497 REHTD
VPC BT T 772> TWAEE, LA Y3 FEIILA Y27 747 74 —/LVLAN Th D
VLAN % {51 % vPC 1T —HHs k- S EH A,
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T 7 —VDMH FIFHIOFRy hU— IR BB LTIEE,

B

CE) 7747 U —ADBBEEHL TCWRWES, DPUOX—TT 74 7 LRMITED 2D £, Bl
FEClE. Hypershield Agent D %478 HA i 2 st L £ 37,

FIE

ATV WHOETIX, v —H/VORIES not-ready & i L, 7 ¥ —E ADMRAEZ not-ready & L T ¥ 2 #4038
WiV £, BT O HAREAFIEITHH TE 220,

B -

switch (config)# show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.1)
HA Admin State: no-shutdown

Agent Status for Service Firewall: not-ready --> local service is not ready
Agent HA Status: unavailable
Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.2 not-ready ha-unavailable local and peer service failure

AT 72 Hypershield =— = > b HA {EH/AER & MR L E T,
£l

switch # service system hypershield connect session /usr/src/app/agwctl ha info
Client got: ok

Data:

=== HA Info ===

Admin State: enabled

Oper State: ha-ready

Leader: false --> After HA connectivity is established peer with lower IP/ready is
leader

HA IP: 192.1.1.2

HA Port: 28416

Policy Check:

Policy Rev:

Configured Peers: 192.1.1.1
<<snip>>

1 -
HA E7TOHH

switch (config)# service system hypershield connect session /usr/src/app/agwctl ha info
Client got: ok

Data:

=== HA Info ===

Admin State: enabled
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Oper State: ha-ready

Leader: true --> After HA connectivity is established peer with lower IP/ready is
leader

HA IP: 192.1.1.1

HA Port: 28416

Policy Check:

Policy Rev:

Configured Peers: 192.1.1.2
<<snip>>

—ADETHNSA Y —ERXRE—FTHY. 3 5—FADETIF. 41V

H—EXE—FTIE. HYFEA

— DTN FEA4 v —E A (no in-service) ] Ty &I —FHDET D (4P —E % (in-service) ]

THHIEE. NG 74 v 7134 v —EADOETOHMICEETAHVNERH Y 3,

* Hypershield Agent & NXOS D FW % —EZH | T (A #—E A (in-service) ] WHET T

EHNATETCND T E 2R L £
« BT HOREO AR LR L 9,

CFWHENRTECWAET CVPCBIOY TV v R T 7 4 v 7 OEERA 72> T

DT L EHERB LET,

s VRE NS0, NI 74 IR FWILOETDDPUIWLY XA LY FTE D

TLEMERRLET, MOV TE, 7y Mimk) 22U TIES0,

cFW D[N TE CWRWET T, vPCBIUOT Vv Y R b T 7 4 v 7 OEENHENZ

o TNWDIZ & EMERLET,

*DPU F—T7 T 74 7 LREMIE, 4 P —ERATEHRWET Clidg| &k 5T,

FIE

ATv 1 HAWRBEZRIEL £,
1 -
HEEATETLWEWLWETTORA

switch# show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.1)
HA Admin State: no-shutdown
Agent Status for Service Firewall: not-ready
Agent HA Status: unavailable

Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.2 ready ha-unavailable local service failure
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switch# show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.2)
HA Admin State: no-shutdown
Agent Status for Service Firewall: ready
Agent HA Status: not-ready

Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.1 not-ready ha-unavailable peer service failure

F—ERFOET I, v—HVIRAES Ready & L. U E— MRFEZ not-ready & #5 L E T, [AIERIC,
AP —EARATIERNET X, 72— /WIREES not-ready . U E— MIKAE% Ready & #Hi5 L E 7,

FUR—T 4 T EINTEET THARENER SN TELT, thov 7 CHEHATEEEA,

BT CHABAMF = v h—%FET L, NXHRBLO=—Y = MNFENRRE CIRREZMZEL, b T 7 4 >
7 DI 722D TRUE Z MRGE L £ 77,

1 -

HEENTETLWLREWLWETTORA

switch# show consistency-checker service-acceleration high-availability

PROCESSING HIGH-AVAILABILITY CONSISTENCY CHECK REQUEST

R R R R R R R R R R I R R R R R i

HA FIREWALL STATE CONSISTENCY
Ak hkhkhkhkhkhkkhkhkhkhkhkhkhkkhkhkkhhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhhhhkkhxkx
[PASS] Firewall configured and internal states match: out-of-service
--> HA Peer that is not in-service
[PASS] Agent's firewall readiness state matches internal readiness state: not-ready
[PASS] Agent's firewall readiness state matches published readiness state: not-ready

RR R R R Ik h h b b kb b b b b b b b b b b b b b b b b b b b bk bk b ik b b b

FW VLAN OPERATIONAL STATE CONSISTENCY

RR R R Rk E kb kb b b b b b b b b b b kb b b b b b b b bk bk b e b b b

FW L2, L3 VLAN Set Consistency Checks

Expected L3 FW VLANs (from VRFs): 656-657,659,755,859
Expected L2 FW VLANs : 2003,2005
Expected Combined L2+L3 VLANs: 656-657,659,755,859,2003,2005
L3 VLAN Comparison:

[PASS] L3 VLANs match published FW L3 VLANs
L2 VLAN Comparison:

[PASS] L2 VLANs match published FW L2 VLANs
Combined L2+L3 VLAN Comparison:

[PASS] Combined L2+L3 FW VLANs identified as expected

R R R R Ik h b b b b b b b b b b b b b bk b b b b b b b b bk bk b b b b b

HA PEER CONSISTENCY

R R R R Ik ke h Ik b kb b b b b b b b b b b b b b b b b b b b bk b kb ik b b b

HA Configuration and Peer State Checks

HA Admin State Comparison:
[PASS] HA admin state matches with internal state: no-shutdown
HA Source interface Comparison:
[PASS] HA Source interface matches: loopbackl
HA Source IP Address Comparison:
[PASS] HA source IP address matches: 192.1.1.1
HA Peer Configuration Validation:
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[PASS] Peer 192.1.1.2 found internally.
HA Peer State Validation:
[PASS] Internal Peer service state for peer 192.1.1.2 matches service state published by agent:
ready
[PASS] Peer 192.1.1.2 derived firewall state matches: 'ready'
HA VPC Peer Consistency Checks

Validating HA Peer Info:
Internal Peer state validation:
VPC peer is alive
[PASS] Peer 192.1.1.2 is being detected as an alive VPC peer --> vPC peer is being detected
VPC Peer Firewall State Validation:
[PASS] Internally known HA VPC peer firewall state is 'ready' (VPC peer exists)
[PASS] Published HA VPC peer firewall state is 'ready' (VPC peer exists)
VPC State Consistency Checks

Validating 4 VPC(s)
VPC 60 (Po60):
[Pass] Internal details for VPC 60 matches configuration
[PASS] VPC 60 is of interest and allows 3 FW 12/13 VLAN(s): 657,659,2005
[PASS] VPC 60 state is 'down' (local FW not-ready, peer FW ready)
State reason: suspended by service-acceleration
VPC 61 (Po6l):
[Pass] Internal details for VPC 61 matches configuration
[PASS] VPC 61 is of interest and allows 2 FW 12/13 VLAN(s): 656,2005
[PASS] VPC 61 state is 'down' (local FW not-ready, peer FW ready)
State reason: suspended by service-acceleration
VPC 62 (Po62):
[Pass] Internal details for VPC 62 matches configuration
[PASS] VPC 62 is of interest and allows 2 FW 12/13 VLAN(s): 755,2003
[PASS] VPC 62 state is 'down' (local FW not-ready, peer FW ready)
State reason: suspended by service-acceleration
VPC 63 (Po63):
[Pass] Internal details for VPC 63 matches configuration
[PASS] VPC 63 is of interest and allows 1 FW 12/13 VLAN(s): 2003
[PASS] VPC 63 state is 'down' (local FW not-ready, peer FW ready)
State reason: suspended by service-acceleration

R R R R o R R R

HA VRF/VLAN OPERATIONAL STATE CONSISTENCY
khkhkkhkhkhkkhkhkkhkhkkhkhhkhkhkkhkhkkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkkhkhhkkkx
[PASS] 2 VRF(s) were validated and are in 'isolated' state
[PASS] VLANs 2003,2005 were validated and are in 'VLAN set to drop' state
[SKIP] VRF/VLAN vpc peer consistency checks skipped - one or both firewalls not ready
[SKIP] VLAN peer consistency checks skipped - one or both firewalls not ready

HIGH-AVAILABILITY CONSISTENCY CHECK COMPLETED - ALL CHECKS PASSED

AT T3 vPCH, VI —ERE—FOET C—HELEINT, AP —ERXE—RKOEYT7T TC—HEILEENRN &
PR L FET,
1 -
EFNTETWWEWLWET7TTORE AR

switch# show vpc brief

<<snip>>

vPC domain id 01

Peer status : peer adjacency formed ok
vPC keep-alive status : peer is alive

vPC role : primary
<<snip>>

vPC Peer-link status




ATvT4

ATy T5

—HEDETHRAH—ERE—FTHY. 4 5—ADETE. A H—EX E—FTE. HYEtA [

id Port Status Active vlans

1 Po900 wup 656-657,659,755,757-
759,859,2003,2005,2007,2009

vPC status

Id Port Status Consistency Reason Active vlans
60 Po60 down* success success -

61 Po6l down* success success -

<<snip>>

switch# show interface port-channel 60-61 br

Port-channel VLAN Type Mode Status Reason Speed Protocol
Interface

Po60 1 eth trunk down suspended by service-acceleration auto (D) none
Po6l 1 eth trunk down suspended by service-acceleration auto (D) none

N TE CWVWRWE T THSRP ZL—7" N INITHREED F FI127/2 > TV B, VRFIZDBES N2 25
72, HSRP VNV —T7 NN TE CNWDIET TT 7T 4 TICBITTHZ L 2R LEd, vPC I HSRP
active-active ZFE T 57, HEN TEX TWRWHAVPC B 7 TVvPC R—IpE L S -4E R, VIP ~D k
T4 v I RENRELET,

B -

EENTETLWERENWETTORA

switch# show hsrp group 656
Vlan656 - Group 656 (HSRP-V2) (IPv4)
Local state is Initial (VRF Isolation Enabled), priority 110 (Cfged 110), may preempt
Forwarding threshold(for vPC), lower: 0 upper: 110
Hellotime 3 sec, holdtime 10 sec
Virtual IP address is 166.1.1.6 (Cfged)
Active router is unknown
Standby router is unknown
Authentication text "cisco"
Virtual mac address is 0000.abcd.0656 (Cfged MAC)
3 state changes, last state change 1dl4h
IP redundancy name is hsrp-V1an656-656 (default)

1 -
E/HATETWBETTOED

switch# show hsrp group 656
Vlan656 - Group 656 (HSRP-V2) (IPv4)
Local state is Active, priority 100 (Cfged 100), may preempt
Forwarding threshold(for vPC), lower: 0 upper: 100
Hellotime 3 sec, holdtime 10 sec
Next hello sent in 1.394000 sec(s)
Virtual IP address is 166.1.1.6 (Cfged)
Active router is local
Standby router is unknown
Authentication text "cisco"
Virtual mac address is 0000.abcd.0656 (Cfged MAC)
7 state changes, last state change 01:33:43
IP redundancy name is hsrp-V1an656-656 (default)

Hypershield =— < = o h HA fFH/ER 2R L £ 3, EHATE TWDOET R, UV —F—0&EZH 0 FE
—g‘o
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switch# service system hypershield connect session /usr/src/app/agwctl ha info
Client got: ok

Data:

=== HA Info ===

Admin State: enabled

Oper State: ha-ready

Leader: true --> Role switches to leader since it is “ready”
HA IP: 192.1.1.2

HA Port: 28416

Policy Check: false

Policy Rev:

Configured Peers: 192.1.1.1

switch# service system hypershield connect session /usr/src/app/agwctl ha info

Client got: ok

Data:

=== HA Info ===

Admin State: enabled
Oper State: ha-ready
Leader: false --> Role is follower since it is “not-ready”
HA IP: 192.1.1.1
HA Port: 28416
Policy Check: false
Policy Rev:

Configured Peers: 192.1.1.2

MADET7HNA VY —ERXRE—KRTY

FIE

WGFOETNA P —ERE—RDOFE, MGFTOETHFWOHEHEN TETCNWDEEIT, bT
T4 DREEZT 7T IHHERH Y £,

« ZFET TFW ORI EZMER L E T,
s BT RHOREO M AR LET,

VPCEBLOT YV PR NI 7497 T4 7V 73 alrBNliiOET TEH 722> TW5
ZEEMRLETREIORZ v a v EER),

* VRF O3 HER72< 720 bT7 4 v 7 INFW RIEDOET O DPUICY F A L7 hT&EDHZ
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ATy fHFOETRa—AVBLOET ORREE Ready L 5T 25 Z L 2R LET, HAREBIIH o7 T
(e 1T,

&1

12O E7TOHA

B =i


cisco-smart-switches-troubleshooting-guide-for-dpu-security-mode-release-106x_chapter8.pdf#nameddest=unique_19

ATy T2

mroE7ss v —E2 E—FTt [

switch# show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.1)
HA Admin State: no-shutdown
Agent Status for Service Firewall: ready
Agent HA Status: ready

Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.2 ready ha-ok all criteria met

1 :
HA E7 TOHH

switch# show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.2)
HA Admin State: no-shutdown
Agent Status for Service Firewall: ready
Agent HA Status: ready

Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.1 ready ha-ok all criteria met

HFEET CHABAEMNT = v I —% (T L NX R, IRHEZ Agent OBRERIRIE, KLU N T 7497 T4 7
VI va VEEERREELE T,

1 -

switch# show consistency-checker service-acceleration high-availability

PROCESSING HIGH-AVAILABILITY CONSISTENCY CHECK REQUEST

R R R R R R R R

HA FIREWALL STATE CONSISTENCY

Ak Ak hkhkkhkkhkhkkhhkhkhkhkhkhkhkkhkkhkkhkkhkhkhkhkhrhrhkhkhkhkkhkkhhhhhhxxkx
[PASS] Firewall configured and internal states match: in-service
[PASS] Agent's firewall readiness state matches internal readiness state: ready
[PASS] Agent's firewall readiness state matches published readiness state: ready

R R R R R R R R

FW VLAN OPERATIONAL STATE CONSISTENCY

R R R R R R R

FW L2, L3 VLAN Set Consistency Checks

Expected L3 FW VLANs (from VRFs): 656-657,659,755,859
Expected L2 FW VLANs : 2003,2005
Expected Combined L2+L3 VLANs: 656-657,659,755,859,2003,2005
L3 VLAN Comparison:

[PASS] L3 VLANs match published FW L3 VLANs
L2 VLAN Comparison:

[PASS] L2 VLANs match published FW L2 VLANs
Combined L2+L3 VLAN Comparison:

[PASS] Combined L2+L3 FW VLANs identified as expected

R R R R R R R R

HA PEER CONSISTENCY

R R R R R R R

HA Configuration and Peer State Checks

HA Admin State Comparison:

[PASS] HA admin state matches with internal state: no-shutdown
HA Source interface Comparison:

[PASS] HA Source interface matches: loopbackl
HA Source IP Address Comparison:
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[PASS] HA source IP address matches: 192.1.1.1
HA Peer Configuration Validation:
[PASS] Peer 192.1.1.2 found internally.
HA Peer State Validation:
[PASS] Internal Peer service state for peer 192.1.1.2 matches service state published by agent:
ready
[PASS] Peer 192.1.1.2 derived firewall state matches: 'ready'
HA VPC Peer Consistency Checks

Validating HA Peer Info:

Internal Peer state validation:
VPC peer is alive
[PASS] Peer 192.1.1.2 is being detected as an alive VPC peer

VPC Peer Firewall State Validation:
[PASS] Internally known HA VPC peer firewall state is 'ready' (VPC peer exists)
[PASS] Published HA VPC peer firewall state is 'ready' (VPC peer exists)

VPC State Consistency Checks

Validating 4 VPC (s)
VPC 60 (Po60):

[Pass] Internal details for VPC 60 matches configuration

[PASS] VPC 60 is of interest and allows 3 FW 12/13 VLAN(s): 657,659,2005
VPC 61 (Po6l):

[Pass] Internal details for VPC 61 matches configuration

[PASS] VPC 61 is of interest and allows 2 FW 12/13 VLAN(s): 656,2005
VPC 62 (Po62):

[Pass] Internal details for VPC 62 matches configuration

[PASS] VPC 62 is of interest and allows 2 FW 12/13 VLAN(s): 755,2003
VPC 63 (Po63):

[Pass] Internal details for VPC 63 matches configuration

[PASS] VPC 63 is of interest and allows 1 FW 12/13 VLAN(s): 2003

R R R IR IR I b b b b h b b b b h b h b b b b b b b b b b b ki

HA VRF/VLAN OPERATIONAL STATE CONSISTENCY

R R R IR R I b b b h b b b b E b b h b b b b b b b b b b b b b i

[PASS] 2 VRF(s) were validated and are in 'forwarding ready/redirection installed' state

[PASS] VLANs 2003,2005 were validated and are in 'forwarding ready' state
[INFO] Both firewalls are ready - proceeding with VRF and VRF-ID validation
[PASS] All VRF ID validations passed

[PASS] All VLAN peer consistency checks passed - 2 VLAN(s) validated

HIGH-AVAILABILITY CONSISTENCY CHECK COMPLETED - ALL CHECKS PASSED

ATv T3 FWVRFIZHEHIND I 7EAAL VLAN X, WA OET T-HLTWARLERSY £F, Zhblc—HME
WIRWGEIX, CCRT7 77 HRETDUHENRHY £T, ZhHDIDIE, 2 2DAA v FDDPU T—HL
TWAHMENRSH D | show service-acceleration redirect-policy brief =~ > K&fEH LT NXOS THERIND
BT D & THERTEET,
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switch# slot 1 dpu 1 dpctl hs vrf show-map

VRF Table:

VRF Name VRF ID Internal VRF ID
tenantl 12 4

default 1 1

tenant2 13

Total VRFs: 3
ATy T4 Hyper L—F =—Y x> F O HA B/ E LR LET,
1 -
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switch# service system hypershield connect session /usr/src/app/agwctl ha show
Client got: ok

Data:
=== HA Status ===
Cluster State: active/active
NX State: ha-ready
--- Local ---
Svc State: ready since 2026-05-12 20:15:48 UTC
Reason: all criteria met
Criteria: [OK] since 2026-05-12 20:15:48 UTC
dpu_healthy: [OK]
dpu_insync: [OK]
in_service: [OK]
--- Peer: 192.1.1.1 ---
HA State: ha-ok since 2026-05-12 22:35:41 UTC
Reason: all criteria met
Svc State: ready since 2026-05-12 22:35:40 UTC
Reason: peer service ready
Criteria: [OK] since 2026-05-12 22:35:40 UTC
peer_ service: [OK]
Membership: [OK] since 2026-05-12 23:52:45 UTC
peer compatible: [OK]
peer dpu keepalive: [OK]
peer vrf gid: [OK]
Adjacency: [OK] since 2026-05-12 22:35:10 UTC
peer dpu bulk sync: [OK]
peer policy: [OK]

5 -
EJATETL S —F—0D Hypershield Agent HA E7 R T7—42 2D HH

switch# service system hypershield connect session /usr/src/app/agwctl ha peers show
Client got: ok

Data:
=== HA Peers ===
--- Peer: 192.1.1.1 —---
HA State: ha-ok since 2026-05-12 22:35:41 UTC
Reason: all criteria met
Svc State: ready since 2026-05-12 22:35:40 UTC
Reason: peer service ready
IpConfigState: success
Connected: [OK] since 2026-05-12 23:57:40 UTC
Service Criteria Met: [OK] since 2026-05-12 22:35:40 UTC
peer service: [OK]
Member Criteria Met: [OK] since 2026-05-12 23:57:44 UTC
peer compatible: [OK]
peer dpu_ keepalive: [OK]
peer vrf gid: [OK]
Adjacency Criteria Met: [OK] since 2026-05-12 22:35:10 UTC
peer_dpu bulk sync: [OK]
peer policy: [OK]
Member Info:
Serial: FDO28370FGQ
Model: N9324C-SE1U
SW Version: 10.6(39)ISQ9(0.13)
CPA Version: v1.19.0-pre.8-151-gl4b22cl2
Reported HA State: ha-ready
Service: ready
LB Mode: symmetric-hash
Policy Rev:
Policy Check: false
DPUs: dpu2(1.150.2), dpué4(1.150.2), dpul(1.150.2), dpu3(1.150.2)

samt I
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DPU HA Status:

dpul: keepalive=][
dpu2: keepalive=][
dpu3: keepalive=|[
dpué: keepalive=|[

Yefii 23 C& 7= 7 + 1 U —® Hypershield Agent HA A7 — X A & Hfgad L £ 3,
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switch# service system hypershield connect session /usr/src/app/agwctl ha show

Client got: ok

bulk sync local=|[
bulk sync_local=
bulk sync_local
bulk sync_ local=

bulk sync peer=
bulk sync_peer=
bulk sync peer=
bulk sync_peer=

OK] OK] [OK]
OK] [OK] [OK]
OK] [OK] [OK]
OK] [OK] [OK]

Data:
=== HA Status ===
Cluster State: active/active
NX State: ha-ready
--- Local ---
Svc State: ready since 2026-05-12 20:15:48 UTC
Reason: all criteria met
Criteria: [OK] since 2026-05-12 20:15:48 UTC

dpu healthy:
dpu_insync:
in_service:

[OK]
[OK]
[OK]

--- Peer: 192.1.1.1 ---

HA State: ha-ok since 2026-05-12 22:35:41 UTC
Reason: all criteria met

Svc State: ready since 2026-05-12 22:35:40 UTC
Reason: peer service ready
Criteria: [OK] since 2026-05-12 22:35:40 UTC

peer service: [OK]

Membership: [OK] since 2026-05-12 23:52:45 UTC
peer compatible: [OK]
peer dpu keepalive: [OK]
peer vrf gid: [OK]

Adjacency: [OK] since 2026-05-12 22:35:10 UTC
peer dpu bulk sync: [OK]

peer policy:

HEfiF 73 C & TUV % B 7 O Hypershield Agent HA ©7 D AT — X A &8 L £,
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switch3# service system hypershield connect session /usr/src/app/agwctl ha peers show

Client got: ok

[OK]

Data:

=== HA Peers ===

--— Peer: 192.1.1.2 ---

HA State: ha-ok since 2026-05-12 22:35:20 UTC
Reason: all criteria met

Svc State: ready since 2026-05-12 20:15:28 UTC
Reason: peer service ready

IpConfigState: success

Connected: [OK] since 2026-05-12 23:55:54 UTC

Service Criteria Met:
peer_ service:

Member Criteria Met:
peer compatible:
peer dpu_keepalive:
peer vrf gid:

Adjacency Criteria Met:

peer_dpu bulk sync:
peer policy:
Member Info:
Serial:
Model:

B =i

since 2026-05-12 20:15:28 UTC

since 2026-05-12 23:55:55 UTC

K] since 2026-05-12 22:34:50 UTC
K]
K]

FDO28370FGZ
N9324C-SE1U

saAl |

--> Both peers are ready and sync is completed - HA is ready
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SW Version: 10.6(39)ISQ9(0.13)

CPA Version: v1.19.0-pre.8-151-gl4b22cl2

Reported HA State: ha-ready

Service: ready

LB Mode: symmetric-hash

Policy Rev:

Policy Check: false

DPUs: dpu2(1.150.2), dpu4(1.150.2), dpul(1.150.2), dpu3(1.150.2)
DPU HA Status:

dpul: keepalive=[OK] bulk sync local=[OK] bulk sync peer=[OK]

dpu?2: keepalive=[0OK] bulk sync local=[OK] bulk sync peer=[OK]

dpu3: keepalive=[0OK] bulk sync local=[OK] bulk sync peer=[OK]

dpu4: keepalive=[0OK] bulk sync local=[OK] bulk sync peer=[OK]
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switch# show service-acceleration high-availability status
Service System: hypershield

HA Source Interface: loopbackl (192.1.1.1)
HA Admin State: no-shutdown

Agent Status for Service Firewall: not-ready --> not ready
Agent HA Status: switchover --> switched to peer
Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.2 ready ha-fail membership failure: peer compatible

switch# show service-acceleration high-availability status
Service System: hypershield

HA Source Interface: loopbackl (192.1.1.2)
HA Admin State: no-shutdown

Agent Status for Service Firewall: ready --> ready
Agent HA Status: takeover --> takes over from peer
Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.1 not-ready ha-fail membership failure: peer compatible

samt I
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switch# service system hypershield connect session /usr/src/app/agwctl ha compatibility

Client got: ok

Data:

=== HA Compatibility ===
--— Peer: 192.1.1.1 ---

Membership:
Field Local
model N9324C-SE1U

nxos_version
cpa_version

10.6(39)IsSQ9(0.13)
v1.19.0-pre.8-151-gl4b22cl2

dpu_count 4

1b_mode symmetric-hash

policy check false

dpu:dpul 1.150.2

dpu:dpu2 1.150.2

dpu:dpu3 1.150.2

dpu:dpu4 1.150.2

Verdict: [FAIL]

Adjacency:

Field Local Peer Status
policy revision [OK]

Verdict: [OK]

Peer Status
N9324C-SE1U [OK]
10.6(3g) ISQ9(0.13) [OK]
v1.19.0-pre.8-151-gl4b22cl2 [OK]
4 [OK]
pinning [FAIL]
false [OK]
1.150.2 [OK]
1.150.2 [OK]
1.150.2 [OK]
1.150.2 [OK]

saAl |
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switch# show service-acceleration status details

Service System: hypershield

Source Interface: loopback2 (10.29.251.101)

DPU Load-balance Mode: pinning

Agent Status: firewall-ready,redirect-installed

Agent Health Status: ok
Controller Connection Status: init
Agent HA Status: switchover
Services:

Firewall: in-service

VRF Operational State Affinity (DPU)
tenantl redirection installed 1
tenant?2 redirection installed 2
VLAN Operational State Affinity (DPU)
2003 forwarding ready 1
2005 forwarding ready 3

ATV T8 AL v FF—N—F X7 A 7 4 —/3—fZ Hypershield Agent © HA A7 — X A & figB L £7,
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switch# service system hypershield connect session /usr/src/app/agwctl ha show

Client got: ok

Data:
=== HA Status ===
Cluster State: active/standby (degraded)
NX State: ha-takeover
--- Local ---
Svc State:
Reason: all criteria met

B =i

ready since 2026-05-12 20:15:48 UTC



Criteria: [
dpu_healthy: [
dpu_insync: [
in service: [

--— Peer: 192.1.1.1 --
HA State:

Reason:
Svc State:

Reason:

Criteria:

peer service:

Membership:

peer compatible:

peer dpu_keepalive:

peer vrf gid:
Adjacency:

peer_dpu_bulk sync:

peer policy:

since 2026-05-12 20:15:48 UTC

ha-fail since 2026-05-13 00:30:34 UTC

membership failure: peer compatible

not-ready since 2026-05-13 00:30:17 UTC

peer service not-ready
[FAIL] since 2026-05-13 00:30:17 UTC

[
[
[
[
[
[
[
[

FAIL
FAIL
FAIL
1
1
FAIL
FAIL
OK]

OK
OK

1
] since 2026-05-13 00:30:20 UTC
1

] since 2026-05-13 00:30:24 UTC
1
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