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)74 E—FDFZTNLYa—kRXT—Fk

ZOHA RDOFHE L7 a s TE NPUN—RY =T 7u /T I 76 DPUNR— DA &
B (HA) REORBICELETOT L RY—x2 0 RORT v b 7 — 2OV T L
TWEJ, F7=. Hypershield L HiA LA DA~— b AL v FRENORELZHE L, Y
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DPU ¥ Ef

«DPU OjiZ#E) (3 ~2—7)

DPU D#Z &)

ATy

ATy T2

ATvT3

ATy T4

Aw—hF AL v TFBEX2 VT 4 HEREEIRALT 51212, DPU OIEE R ENLETT, T
boa<xy RiE, 2y —ERA T8I —va U HEREEAENILIZH%, DPUDRT—H A& fif
HLET,

FIE

P—ER T8I L—a UHEREDREMESN TWAE Z AR LET,

1 :

switch# show run service-acceleration | grep feature feature service-acceleration

(A7 ar) showfeature 2~ REMH LT, BEEAT —Z A2MER L ET,
1
show feature | grep service-acceleration service-acceleration 1 enabled

DPU OFEIRNR A TH TA L THDHZ LR LET,
1 -

switch# show module | begin DPU

Mod DPU Module-Type Model Status
1 1 DPU N9324C-SE1U-DPU ok
1 2 DPU N9324C-SE1U-DPU ok
1 3 DPU N9324C-SE1U-DPU ok
1 4 DPU N9324C-SE1U-DPU ok

UZRENTWATRTODPU D [25F—# % (Status) ] Dok THDH I LR LET,

DPUY 7 " =T ¢N—RUxT ONRX—T a3 VOERLET,

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .




DPU DiEE |

B cruonen
i
switch# show module | begin dpu
Mod DPU Sw Hw Serial-Num Online Diag Status
1 1 1.150.2 JI FD0O283707WH Pass
1 2 1.150.2 JI FD0O283707WH Pass
1 3 1.150.2 JI FDO283707WG Pass
1 4 1.150.2 JI FDO283707WG Pass

ATy T5

ATy 17

ZDPUICHEHEINTWVWA Y 7 bu=T (Sw) &n—FKou=T Hw) OA—Va 2R LET,

HHZRDPU 77— 0T Nor—VrHERLET,
1 -

switch# show install active | grep dpu fw dpu fw-1.150.2-10.6.39.x86_64

DME @ DPU #J#ILIRREZ feiB L £ 77,
5 -

switch# show system internal dme running-config all dn sys/sas/dpu/ext | grep -i initState "initState":
"inventory-done",

initState M inventory-done TZ?)}:) Nl %ﬁﬁgfg\bi?—o

DPUMNBY—EA AL =Y Ry b A L H =T 2 A~D~v T BIXODPUIP 7 KL A %R L £
7,

&1

switch# show dpu interface
khkhkkhkhkkkhkhkkhkhkkhkkk*k DPU interface info Kk hkkkkkkhkhkkhkkkkkk

Number of DPUs: 4
Total number of DPU <-> NPU links: 4

DPU-1:
Number of links to NPU: 1 NPU port number: 96
Service Ethernet Interface (NPU): SEthl/1 DPU-1 IP address: 169.254.28.1

DPU-2:
Number of links to NPU: 1 NPU port number: 100
Service Ethernet Interface (NPU): SEthl/2 DPU-2 IP address: 169.254.24.1

DPU-3:
Number of links to NPU: 1 NPU port number: 104
Service Ethernet Interface (NPU): SEthl/3 DPU-3 IP address: 169.254.36.1

DPU-4:
Number of links to NPU: 1 NPU port number: 108
Service Ethernet Interface (NPU): SEthl/4 DPU-4 IP address: 169.254.32.1

DPU ®% & DPU<->NPU VU > 7 OEFHEEMR L ET, VA FEINTW54 DPU (DPU-1 72 L) (220
TiE, NPU~D Y 7881, y—EA A =YXy b A ¥ =T A (NPU) BDELWA X —T <A
Ay B TrEN5ZE (728 21E, DPU-1 DA 1XSEthl/1) . —EODPU-NIP 7 FL A (169.254.xx
DOFIPH) NE B THRET,
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Hypershield O > k O— 5 /"5 Hypershield
Agent ~ 0 15t 0D 5 28

* Hypershield = > s @ —7 /> % Hypershield Agent ~D#HrORE (7 ~—)

Hypershield 1 > + O—5 A" 5 Hypershield Agent ~ D {45
D RRE

A A v F LD Hypershield Agent (HSA) 73 Hypershield Controller (HSC) & O$%fi % s, C X
ROEEZ W L, R L E T, HSC 72D HSA ~O#Eiia N T TNy a—T 4 V7557
DFEFRY —ViF, —#HOTF = v 7 % FIT9 5 servicesystem hyper shield test controller connection
awy RTY,

FIE

AT arva—J8GT A NENFEEZFATLET,
&1

switch# service system hypershield test controller connection

Running config checks

Using source-interface loopbackl00 for controller connection
Controller connection token is configured

Controller connection status: [success]

Controller reason: [connected ok with Hypershield controller]
Controller endpoint: 172.31.147.51:6443

Starting network connectivity checks on the switch

Not using proxy for controller connection

Using curl to check connection to 172.31.147.51 port 6443

Curl successfully connected to 172.31.147.51:6443.

Collect 'show tech service-acceleration' to debug any agent connectivity failure

Zoa<y NE, WS O0OF =y 7 2FTLT, KO AT = ALZZONLHAEZFRLET,

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .



Hypershield I > k 0—5 5 Hypershield Agent ~D i DRIE |

. Hypershield 3 > k O0—5 A5 Hypershield Agent ~ D%t MR8

ATy T2

ATvT3

EFICERSNIZS, ROZ L 2R LET,

e T —Vx h AT —H AL, firewall-ready, redirect-installed (5ER7R2A L R—T 1 > 7t%k) RCEKDIE
WIRRER L, R TETHD LR LET,

ey hr—FHEROAT —X AL TR T,
o« Ry NU— T8 T =~ 7 (DNS gk, ping. curl) 23EEhLFE L7z,

1 -

switch# service system Hypershield test controller connection

Running config checks

HypershieldAgent not running Configure 'service system hypershield'
T=Y Y PRFTENTHRWEGES, £ Z L BHENICIHFRMICFRRENET,
TN AR HII, service system hypershield =~ > R SN TND Z L 2R L £7,

F£7-. source-interfaceloopback <idx> 73 servicesystem hypershield @ F TR SN TE Y | WSz —
TRy I A B—=T 2 A AT 7+ hDVRF THH2B32IP T RLARHLHZ LB LET,

show system internal service-acceleration agent status =~ > K& L C=—Y = v MREEZ R TE £
T [BtEES (started) | EFRRINET,

T7AT IF =)V T TUAT AN [(F—EAF (in-service) | CRWIBEEIL, HAZMKRL £,

&1

switch (config-svc-sys)# service system hypershield test controller connection

Running config checks

Enable firewall service by configuring 'in-service'

T7AT U=V P—EARFDR > TORWGA, (—tAh (in-service) | KT D L HICHT
RO HILET,

INERRT HITIE, V—ER VAT A N R—— LR F—ER T AT Tr—A AL T A Fal— g FT—
K¢ in-service &R L £,

b =27 UBRERR SN TV RN, B b= U SN TV A IEA, AR L £,

1 -

switch (config-svc-sys-fw)# service system hypershield test controller connection

Running config checks

Controller connection token Invalid! Configure using 'service system hypershield register <token>'

OTP MR S TWARWEE, MO F—27 UBRFELTWDEZ ERRENET,

TN ERERY 5H1Z1E, Hypershield FEAR—% /L (HSMP) 75 OTP %2 Huf% L. service system hypershield
register <token> EXEC =~ > FZfEH L TAA »F ETHARLL £,

. DPUEFa2 )T 1 E—FDCisco RAX— b RAYF +TTUNa—FTa2T HAF, YI)—X106 (x)



| Hypershield = > k 0 —5 > Hypershield Agent ~ D315 FiIRE

ATV

74

Hypershield 1 > + 0— 5 A 5 Hypershield Agent ~ D {5 0 R RE .

=2 UBER SN TWENE I (h—27 VAR TIEZ) 1E, showsysteminternal dmerunning-config
all dn sys/sag/volatiledata/agent-hypershield | grep connToken Z i L THER T& £,

ZiUE, HSAWANY Ry =A 27 %5% T L, §XTCODPU LR LG EOH I TT,
Bl -

switch# service system hypershield test controller connection

Running config checks

Hypershield Agent <-> DPU handshake pending. Collect 'show tech-support service-acceleration'

HSA 78 1 DLl ED DPU CBEE /- IZREMI T2 WS, [EEtE25—% % (Health Status) 1 1% HERERAE
(failed) 1 EFREN, WINIREFT DNV Ry = A 7 &R TH, DPU i &4 L £7,

DPU ZIA :
* Insync falself. 77 A7 U4 —/L AR Y —23DPU & HSA OB TR L Tz AR LET,
* Healthy false £, DPU & HSA IO EMMI N Ry =2 A I NRRILTWDZ EERLET,
ZDOVFVATELIZT Ny 73 5IT1%, show tech-support service-acceleration =~ > KD H 1) & INEET
LT EEHRELET,
Ay hr—I~ON— EBRRWNGE, BOZIEEEMRR Y NV =28 T = > 7 EVv—T 4 U T RRGEDE
IRSNET,
1 -

switch (config-if)# service system hypershield test controller connection

Running config checks

Using source-interface loopbacklO0 for controller connection
Controller connection token is configured

Controller connection status: [success]

Controller reason: [connected ok with Hypershield controller]
Controller endpoint: 172.31.147.51:6443

Starting network connectivity checks on the switch

Not using proxy for controller connection
Using curl to check connection to 172.31.147.51 port 6443
Failed to connect to host.

Running ping tests to check connectivity.

Pinging 172.31.147.51 to check network connectivity.

PING 172.31.147.51 (172.31.147.51) 56(84) bytes of data.
From 127.253.254.1 icmp seg=1 Destination Net Unreachable

--- 172.31.147.51 ping statistics ---
4 packets transmitted, 0 received, +1 errors, 100% packet loss, time 3037ms

Could not ping 172.31.147.51.

Checking for a valid route for 172.31.147.51
RTNETLINK answers: Network is unreachable

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .



Hypershield I > k 0—5 5 Hypershield Agent ~D i DRIE |
. Hypershield 3 > k O0—5 A5 Hypershield Agent ~ D%t MR8

Could not reach 172.31.147.51 from host.
Check 'show ip route 172.31.147.51' for a valid route

switch(config-if)# show ip route 172.31.147.51
IP Route Table for VRF "default"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>
Route not found

ATYvT6 (AT ay) pingZEHLTHSA 2> 7L OEEAREEEZT A N LET,
1 -

switch# service system hypershield test ping 171.70.33.31 PING 171.70.33.31 (171.70.33.31) 56(84)
bytes of data.

64 bytes from 171.70.33.31: icmp seg=1 ttl=53 time=2.93 ms

--- 171.70.33.31 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3004ms rtt min/avg/max/mdev =
1.540/2.357/2.931/0.525 ms

Zoa<y RiE, pingBNa LT FRNLFEITEIND 2D, HSA DB B IR 2 PG 2 MR LE T,
ping 55752 b —JDIP T RLAEIEIHRA M ERELET,

service system hyper shield test controller connection ==~ > ROH %54 L. HSA =227 F
SIBNNOD ping 7 A b & FEFTT D Z & T, HSA 76 HSC ~D G & 1517 T B — a0 72 ik £
72ixxy NV —7 OfEEZRHETEET,
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=% =R

O— kNS Y £— FEGE
e 01— K RNT Y E— FNREE (11 X—3)

> S — N =
O— K /\S Y T— F&EE
BB LOEEL TS e — RNT U ADEREMR LET, 2— R RXTF7 U2 E— DY —
EAR—KF¥xN A X =T 2 ANBEEBDI/ER SN TWAZ 2R LET,

T RO KT T a—F (L ZICONTH L ET
XTFR/Ny o
FE

RFYT1 F—ERATI/ETL—varDn— KATUAMREREL TSV, ZOBITHE, 1= AT 20
BEILT 7 4V MEOHFR Ny & = T,

1 -

switch# show run service-acceleration
!Command: show running-config service-acceleration
'Running configuration last done at: Fri May 8 07:35:41 2026
!Time: Sat May 9 23:02:10 2026
version 10.6(3qg) Bios:version 01.17
feature service-acceleration
service system hypershield
source-interface loopback2
service firewall
vrf tenantl module-affinity dynamic
vrf tenant2 module-affinity dynamic
vlan id 2003,2005 bridged-traffic module-affinity dynamic

ATV T2 =R 77 AT U —VPERSIL, TV RFTH—ERRETHDZ L 2R LET,
51 -

switch# show run service-acceleration | grep firewall service firewall

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .



A— K A5 4y T— FREE |
. PoE VAR

ZHCEY, 77 A7 04— F—EAPEHINTND Z L 2R LET,

ATV T3 —ER T 7 AT U= AIMERENWDZ L E2FERLET, 2T M7 —ERELTELLHE
IREI, B—=RARTUAE— BNy 2T 740 8 E— RIZERESINTWDZ LR LET,

&1

show run service-acceleration | grep firewall
service firewall
switch# show service-acceleration status
Service System: hypershield
Source Interface: loopback2 (10.29.251.4)
DPU Load-balance Mode: symmetric-hash --> default load-balance mode
Agent Status: firewall-disable
Agent Health Status: ok
Controller Connection Status: init
Agent HA Status: not-initialized
Services:
Firewall: out-of-service --> by default out-of-service

ATV T4 —E R R—=FF ¥ RNVOERERNFNY a2 DA NR— T ERERLET,

£l

switch (config)# show port-channel summary interface service-port-channel 512
<<snip>>

Group Port-Channel Type Protocol Member Ports

512 SPo512 (RU) Eth NONE SEthl/1 (P) SEthl/2 (P) SEth1l/3(P)

SEthl/4 (P)

2

GE)  EFEROBFITIX, spo 512 DAY, & DPUICEH#T 5 4 >OY—E A A —VFxy b V7 &2T
RTE->TWET,

AT9 TS b—EAMRN— N F ¥ XU T RN RA LA, R— b F ¥ /L ? consistency-checker 2 ff i L
TLIEEY,

&1

switch# show consistency-checker membership port-channels interface service-port-channel 512
Checks: Pif, vifstate, localmultipath, ucpcconfig and ucpcmember tables.

Performing Consistency-checker for Service-Port-Channel512

Checking hardware for Module 1

Module 1 Consistency Check: PASSED

['Service-Ethernetl/1l', 'Service-Ethernetl/2', 'Service-Ethernetl/3', 'Service-Ethernetl/4']

AT w76 Hypershield =—Y = b3 —RKNRXT U A E—REELIHI LTS Z L E2MERL T ZE0,

1 -
switch# app-hosting connect appid HypershieldAgent session /usr/src/app/agwctl device show | grep
'LB Mode'

LB Mode: symmetric-hash
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| B—F NS4 £— RS

n—rns5uzE—rorviEs [

O— NS VRE—FDE U

ATy T

ATy T2

ATvT3

FIE

P—ERT 78I L —arOu— RNTURERERFEL TSI, ZOBTIE, 72— KT X
Bl okl LTS TV ET,

1 -

switch(config)# show run service-acceleration
!Command: show running-config service-acceleration
'Running configuration last done at: Sun May 10 00:14:30 2026
!Time: Sun May 10 00:18:06 2026
version 10.6(3g) Bios:version 01.17
feature service-acceleration
service dpu load-balance pinning --> Pinning load-balance mode
service system hypershield
source-interface loopback2
service firewall
vrf tenantl module-affinity 1
vrf tenant2 module-affinity dynamic
vlan id 2003 bridged-traffic module-affinity 3
vlan id 2005 bridged-traffic module-affinity dynamic

P—ERT7AT U F—VDPMERENND Z L2 LET, ZhBT UV AT —ERE LTELLE
AREINTNDHZE, BLPE— RN T R E— R EVERET—REZR AL TWVWDLZ 2R LET,
i -

show run service-acceleration | grep firewall

service firewall
switch# show service-acceleration status
Service System: hypershield
Source Interface: loopback2 (10.29.251.4)
DPU Load-balance Mode: pinning --> Pinning load-balance mode
Agent Status: firewall-disable
Agent Health Status: ok
Controller Connection Status: init
Agent HA Status: not-initialized
Services:
Firewall: out-of-service --> by default out-of-service

P—EZADODPUR— b F¥ VT EDIERE EUEERET— FOA A=V TEERLET, T2 THy
ZFF ¥ 72 N9324C-SEIU OH 1L, £ DPUIC 1 T, AEF4 ODH —E 2 R— M F ¥ FMERR E
N2 EEZRLTVWET, ZRHEDR— M F ¥R LDZNENITIE, A= 7 L TH—~DY—E
A=Y Fy b A B =T A ANHY £,

&1

switch(config)# show port-channel summary interface service-port-channel 1
<<snip>>

Group Port-Channel Type Protocol Member Ports

SPol (RU) Eth NONE SEthl/1 (P)

--> Service-ethernet interfaces pertaining to each DPU in per-DPU SPOs
switch (config)# show port-channel summary interface service-port-channel 2
<<snip>>

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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Group Port-Channe Type Protocol Member Ports

2 SPo2 (RU) Eth NONE SEthl/2 (P)
switch(config)# show port-channel summary interface service-port-channel 3
<<snip>>

Group Port-Channel Type Protocol Member Ports

3 SPo3 (RU) Eth NONE SEth1l/3(P)
switch(config)# show port-channel summary interface service-port-channel 4
<<snip>>

Group Port-Channel Type Protocol Member Ports

4 SPo4 (RU) Eth NONE SEthl/4 (P)

N9348Y2C6D-SEIU Tit. DPU Z 2121 9T oD 2 5DOH—E AR — hF v RANERINET, KH—
EAR—FF¥RUIIE, A= 7 L LT2o00Y —ERAL—HV Ry hA v X —T =2 ARHY F
ﬂ—o

P —EZAHR— M F v VBT DER A LT HE1E. AN— FF % RV O consistency-checker Z {5 L
TLEEY,

1 -

switch# show consistency-checker membership port-channels interface service-port-channel 1
Checks: Pif, vifstate, localmultipath, ucpcconfig and ucpcmember tables.

Performing Consistency-checker for Service-Port-Channell

Checking hardware for Module 1

Module 1 Consistency Check: PASSED

['Service-Ethernetl/1’]

Hypershield =T—> = F 23— RANZ VA EF—RLZELH#HINL TS Z 2R LT Ea0,
i -

switch# app-hosting connect appid HypershieldAgent session /usr/src/app/agwctl device show | grep
'LB Mode'
LB Mode: pinning

RDBERY

INLDF =y 7 EAT LIk, VAT APRICIE> TIEL W — AT U 25— Ra i
L. AICLTWD Z L 2R TEET,

. DPUEFa2 )T 1 E—FDCisco RAX— b RAYF +TTUNa—FTa2T HAF, YI)—X106 (x)
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274794+ —ILDILBETHIOSRY FT—0 K

T7AT U4 — NP —EABPERENTNDILDD, 77T 4 71> TWRWERIZ, VA
TLAPHEEEBYORETHLZ LaMRALET, ZORETIE, h—ERXTI7EITL—3
VIR S 372 VREIZDBES N AMERH Y . VLAN (337 v & Re v 745 59 I
ETAHUNERLDET, FT7 74 v ZIZDPUICYEA L7 FENT, Fav 7l Enb0LEN
HYET, VRERDEESILTWDRIET, b7 74 v 7R TPHET DPU ~, HDWIEAR v 7
AHANEREESN DS, £720%, VLANR Fa vy 7L LTRESN TV ARES, 2ok g
YDF v EEITLET,

FIE

AT TN =R T2 AT U5 —LPMEHREN, 7TV MF T —ERRETHD Z 2R LET,
1 -

switch# show run service-acceleration | grep firewall service firewall

ZHICED, Z7A4T 0=V P —EABPEREINTND Z L 2B LET,

ATYT2 77AT 4=V Y —ERAOEEAT —Z A& MR L £,
5 -

switch# show service-acceleration status
Service System: hypershield

Source Interface: loopback2 (10.29.251.7)
DPU Load-balance Mode: symmetric-hash
Agent Status: firewall-disable
Agent Health Status: ok
Controller Connection Status: init
Agent HA Status: not-initialized

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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ATv7T3

ATy T4

Services:
Firewall: out-of-service --> by default out-of-service

T7AT T F—ILD %,ﬁéﬂi out-of-service CHDHMENRH Y F 77,
=R T 7T L—ra VHICHEMICR > TS VRF 8L VLAN Z55E L £,
11

switch# show running-config service-acceleration

!Command: show running-config service-acceleration
'Running configuration last done at: Thu May 7 06:04:18 2026
!Time: Thu May 7 06:04:33 2026

version 10.6(3g) Bios:version 01.17
feature service-acceleration

service system hypershield
source-interface loopback?2
service firewall
vrf tenantl module-affinity dynamic
vrf tenant2 module-affinity dynamic
vlan id 2003,2005 bridged-traffic module-affinity dynamic

service firewall ®7 33 T vrf <name> Tﬁﬁjﬁ ZD’T?%?LI b4 7 LT, P—r 2 T8I L— 3 \/)EHW—
Rk X 7= VRE Z#5E L7,

service firewall ¥ 3 T vlan <id> CHREDIITEZT =7 LT, Y—ERA T8I L — 3 HIZ
Rk 72 VLAN 288 L £,

FREE 72 VRE S o IRBEICH V. kB SN/ VLAN R R vy P T3 L9 ICRESNTND 2 L 2 R
LET,

1 -

switch# show service-acceleration status details
Service System: hypershield
Source Interface: loopback2 (10.29.251.4)
DPU Load-balance Mode: symmetric-hash
Agent Status: firewall-disable
Agent Health Status: ok
Controller Connection Status: init
Agent HA Status: not-initialized
Services:
Firewall: out-of-service

VRF Operational State Affinity (DPU)

tenantl isolated n/a --> isolated state
tenant? isolated n/a

VLAN Operational State Affinity (DPU)

2003 VLAN set to drop n/a

2005 VLAN set to drop n/a

VRFONV—TF 4 7 7a hal k> TT RNNZ A XEnTzv— bR, v b argiEdicyh R —hEhn
TWAHEMELE —EHTHZ L 2R LET,

l oPUtEF1UTF 4 E—FDCisco RX—k R/ Y F FSTLLa—F 42T HA K JJ—2106 (x)



| 27479+—LOiIbLFHOFY FT—H R
I7 4794 —L0ub iR Ry k7—2 R [

B

GE)  VRF 5 BEENEIZ. B7E OSPF & BGP THR— SN TWET,

RDBRY

INHOF v I BFITLIEER, Y—ERA T 78T b—va VRIS L7 VRE RV AT
LBIONV—TFT 477 hailioTHlish TS LIELSEIIShD Z L 2R T
LT, ZhuE, 7y AT U AP —ERARNER) (P —ER) IZRDETOFHEIN
HIRRETT, Y—E AT/ E®TL—a  HICHRESIIZ VLAN O PRI B IREA R T
xE9,
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c T AT T —NDUSL EIFONPU Ty b 77— (19 °—2)

TJ7AT7 94— I)LDILELEIFONPU /NNy ~ 7JA—

ATy T

T7AT O —V P —EANT 7T 4 7 TR (F—EREIRREE) BE 77 AT U 4—/b
VRFZETDO N7 7 4 v 7id, BFDRV/ALTF Xy A N EORFEDOT 1 ha/uizonTid) K
0y PENINA RATEZHERH Y, DPUILY XA L7 FLARNWTLEEN, ROFIET,
ZOEEEMHERLET, VREOIRENELL, 7V —v BT = v 7 Z2To T DHITH 0
NI, T T 4 v BT T DPU ICHEREIND 0, 2T R v 7 AAO5AIF. 2O
Iy a v OERTIEEFITLET, 774 T V4=V VLANSECD FT7 7 4 v 7i%, (=
NTFXXYANBIOTE—RFRXY AN NTT7 4w 7O5E) Fay P E3N\A /R T 508
BHY, DPUILY XA LT F LN TL SN,

FIR

NI 740 INAAL o FIZRNETHZENFHRINDMN, Fay 7 LTWRWh, BEEEL—T 4 73N
TWRWBEA R T 5101E. T VRF OBEMF = v I—%2FETLET,

51 :

switch (config)# show consistency-checker service-acceleration vrf tenantl

PROCESSING VRF CONSISTENCY CHECK REQUEST

VRF 'tenantl' is configured in Service-acceleration
Executing Service-acceleration consistency check for VRF 'tenantl'
R R IR IR I I b bk b b b b b b b b b b b h b b b b b b b b b b b b b bk

SERVICE-ACCELERATION CONFIG CONSISTENCY

R R IR IR Ik b b b b b b b b b b b b b b I b b b b b b b b b b b b b bk

SUCCESS: Firewall admin state is out-of-service.

SUCCESS: VRF 'tenantl' is configured with dynamic module affinity (0)

SUCCESS: Module affinity matches for VRF 'tenantl' - Configured: 0, Programmed: n/a

R R IR IR Ik b b b b b b b b b b b b b b I b b b b b b b b b b b b b bk

SAS OPERATIONAL CONSISTENCY

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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R R R R R I b bk b b b b b b E I b b h b b b b b b b b b b 3 i

SUCCESS: VRF 'tenantl' operational state 'isolated' is consistent with admin state 'out-of-service'
R R R IR R I I b b b b h b b b b E I b b b b b b b b b b b b b b i

SAS REDIRECT CONSISTENCY

R R R R R I b b b b b b b b E b b h b b b b b b b b b b b b 3

SUCCESS: Pass-1 ACLs in VRF tenantl have consistent redirect ports: None
SUCCESS: Pass-2 ACLs in VRF tenantl have consistent redirect ports: None

WARNING: ACL: No interfaces found with redirect rules for VRF tenantl
khkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkdhkhkhkhkhkhkkhkhhhkhkhkhkhhhkhxkhxkx

POLICY ENFORCEMENT CONSISTENCY

R R R R R I b b b b h b b b b E E b h h b b b b b b b b b b b i i

SUCCESS: All data-plane interfaces for vrf tenantl are present in configured interfaces of Pass-1
ACL ' epbr_ip dpu_inside'

SUCCESS: All data-plane interfaces for vrf tenantl are present in active interfaces for Pass-1 ACL
' epbr ip dpu_inside'

SUCCESS: All data-plane interfaces for vrf tenantl are present in configured interfaces of Pass-1
ACL ' epbr_ ipvé dpu inside'

SUCCESS: All data-plane interfaces for vrf tenantl are present in active interfaces for Pass-1 ACL
' epbr ipvé _dpu inside'

tenantl fZ VRF %GZE%?@?L&?O :@7‘:‘1 > 7 Tﬂi\ %ﬁkk%ﬁf’ﬁ%%@lggﬁﬂ%éb%‘: 5 75\ ZBJZU\
WBLZRR Y v —i AR A FOAEE SN TCWDANE I D EER LET, (77 4+ 7H+—E 2 (out-of-service) ]
RAET, BIRIRAEDY [ (isolated) 1 TH DI & ZHMERLET,

NI T4 I NRAAL o FICHNET D EFREINTNDEIDIL, Fo vy PERIFEERE L TV W RI—E L
BB, FFTVLAN OESNF = v I —2FEITLFET,

5 -

switch# show consistency-checker service-acceleration vlan 2005

PROCESSING VLAN CONSISTENCY CHECK REQUEST

VLAN '2005' is configured in Service-acceleration
Executing Service-acceleration consistency check for VLAN '2005'
khhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkhkhkkhkhkhkhhkhkhkhkhkkhkhkhkhkhkhkhkkhkhkkhkhhkkxx

SERVICE-ACCELERATION CONFIG CONSISTENCY

R R R R R R R

SUCCESS: Firewall admin state is out-of-service.
Ak hkhkhkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhrhrhrkhkhkhkkhkkhhhhhhxkxkx

SAS MODULE AFFINITY CONSISTENCY

KAk khkhkhkkhkhkkhkhkkhkhkhkhkhkhkhkkhhkhkhhkhkhkhkhhkhkhkhkhkhkhkhkhkhkhhkkx

SUCCESS: VLAN '2005' is configured with dynamic module affinity (0)

SUCCESS: Module affinity matches for VLAN '2005' - Configured: 0, Programmed: n/a

R R R R R

SAS OPERATIONAL CONSISTENCY

kAhhkkhkhhkkhkhkkhkhkkhkhhkhkhkhkhkkhhhkhkhkhkhkhkrkhkhkhkhkhkhkhkhkhkhkhhkkx

SUCCESS: VLAN '2005' operational state 'VLAN set to drop' is consistent with admin state
'out-of-service'

R R R R R R R

SAS VLAN ACCESS MAP CONSISTENCY

RR R R Rk kI Ik bk b b bk b b b b b b b kb bk b bk b b bk bk b ik ik b i

SUCCESS: VLAN access map ' epbr ip dpu inside drop' for Vacl ' epbr dpu inside catchall' and
action 'drop' is consistent

R R R R R R R

SAS VLAN FILTER CONSISTENCY

R R R R R R R

SUCCESS: VLAN filter _ epbr dpu inside catchall for VLAN '2005'

R R R R R R R

SAS VLAN TCAM REDIRECT CONSISTENCY

l oPUtEF1UTF 4 E—FDCisco RX—k R/ Y F FSTLLa—F 42T HA K JJ—2106 (x)
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R R R R R I b b b b b b h b b b b E h b h b b b b b b b b b b b b 2

WARNING: No redirect entries found for VLAN 2005

2005 % VLAN B RICEEHZ £, Z0OF = v 7 Tt #EEEIRREBIC—BMERH D8 9 s, x;w
WBERY) —lHANEE SN TWAZ 2R LET, 77 AT U4 =0 7o b7 9— 2 IREEIC
5 &, VLAN OFEfEREIZ Fu v 7 ICEESNET,

VRFDA 2 —T A AR L TAERINTZNEHRY O—NBFD T a—B IO~ /LFFXF¥r AN FTF 74 >
JEHAIL, MOTXTOIPN T 74 v 7% eyl T52 2R LET,
5 -

switch# show access-lists epbr ip dpu inside dynamic IP access list epbr ip dpu inside statistics
per-entry

1 permit udp any any eq 3785 ttl 255 [match=402393] --> Bypass for BFD
2 permit ip any 224.0.0.0 15.255.255.255 [match=0] --> Bypass for mcast
4294967295 permit ip any any redirect NullO [match=417359] --> catchall drop

ZOBNE, NETERSNIZIPVERY > —2RLTWET, ACLA YL E52MHERLT, T7E8AY AR E
—HTHENNTy ERBEINE I EREBLET,

WAN’ﬁLTEﬁéﬂk HAR) =NV TF Xy A MBLOT o —REy AN T 74 v 7 %A
IRTOIP NI 74wl B Ry 52 LR LET,

1 -

switch# show vlan access-map _ epbr dpu_inside_catchall
Vlan access-map __ epbr dpu inside catchall 1
match ip:  epbr ip dpu inside bypass
action: forward --> Regular forwarding for IP broadcast and multicast traffic
statistics per-entry
Vlan access-map _ epbr dpu inside catchall 2
match ip:  epbr ip dpu inside drop
action: drop --> Drop all other IPv4 traffic
statistics per-entry
Vlan access-map _ epbr dpu inside catchall 3
match ipv6:  epbr ipvé6 dpu inside bypass
action: forward --> Regular forwarding for IPv6 multicast traffic
statistics per-entry
Vlan access-map _ epbr dpu inside catchall 4
match ipvé6:  epbr ipvé dpu inside drop
action: drop --> Drop all other IPv6 traffic
statistics per-entry

VLAN 77 A< v 7N FW VLAN IZEFE SN TWAS Z & 2R L E7,
1 -

switch# show vlan filter access-map _ epbr dpu inside catchall
vlan map _ epbr dpu inside catchall:
Configured on VLANs: 2003,2005 --> Attached to both FW VLANs

ACL W 2 5HER LT, VLANWOT Vv KR "I 74y Nyl T2 a TP Z7E®AY A B
L—HLTWAEnEInEBRELET,

&1

switch# show vlan access-list _ epbr dpu_ inside catchall
VLAN access-map __ epbr dpu inside catchall 1
IP access list _ epbr ip dpu inside bypass
2 permit ip any 224.0.0.0 15.255.255.255 [match=0]
3 permit ip any 255.255.255.255/32 [match=0]

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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VLAN access-map __ epbr dpu inside catchall 2
IP access list _ epbr ip dpu inside drop

4294967295 permit ip any any [match=23755974033] --> Unicast bridged traffic is dropped
VLAN access-map __ epbr dpu inside catchall 3
IPv6 access list  epbr ipv6 dpu inside bypass

2 permit ipvé6 any ff00:: ff:ffff:ffff:ffff:ffff:fEff:fEFF:FFFFf [match=0]
VLAN access-map __ epbr dpu inside catchall 4

IPv6 access list  epbr ipv6 dpu inside drop

4294967295 permit ipv6 any any [match=12237925993]

(7> ay) ¥y—b2RAL—H Ry hA LV B—T A AZADH I B 52F =y LT, NF7 427 DPU
ICEEENTWRWT L 2R L ET,

1 -

switch# Show interface service-ethernet 1/1 counters
switch# Show interface service-ethernet 1/2 counters
switch# Show interface service-ethernet 1/3 counters
switch# Show interface service-ethernet 1/4 counters

T RNETH—ERREDDPUIL T 7 4 v 7 ZREL IR LR, TRbDA v H—T oA AD
HOENERDEETHL, EREFRNBOGIE T 7 4 v 7T 2R THIEEHERLET,

INHOF v I EFITTHZ LI, NPURT U AT —ERRET 74T 74—/
VREBLOVLAND b7 7 4 v 7 I ELKMBELTWAZ L, Tarl I3 n7=R) —IC
WHrTRSG T4 B Ry FEFIFAARALTNWAEZE, BEXONTF 74 v 7B DPU I
EEENTWARNWI L 2R TE £,

. DPUEFa2 )T 1 E—FDCisco RAX— b RAYF +TTUNa—FTa2T HAF, YI)—X106 (x)
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ATy T

T AT A= —ERERERFEAHD VRE ¥, AN o721%1C, TRINHEERIEIC
BRI AR LET, —E X 77 A4 T 7+ —/LiE. in-service 2~ RDOEFTE, FE
RIS HERSE TIC2 0 £9, ROFIRICED, AT AR T 7 AT U4 —NLDDIT b T
T4 vV HGIEMT TS SR S TN D Z DR S NET,

Fg
in-service Av Y RN T7 7 A 7 U+ —/L P—EAHITHERLEN TS Z 2R LET,
1
switch(config)# show run service-acceleration | section 'service firewall'

service firewall
vrf tenantl module-affinity dynamic
vrf tenant2 module-affinity dynamic
vlan id 2003,2005 bridged-traffic module-affinity dynamic
in-service

in-service {TMN —t' 2 77 A7 o4+— AV BRDOTIZHDZ &L EHERLET,
HSA &R S 4172 VRFE 38 X OV VLAN O fIREZ R L £,
1 -

switch# show service-acceleration status details
Service System: hypershield
Source Interface: loopback2 (10.29.251.4)
DPU Load-balance Mode: symmetric-hash
Agent Status: firewall-ready,redirect-installed --> no firewall-agent-connection-pending status

Agent Health Status: ok
Controller Connection Status: success --> should successfully connect to controller
Agent HA Status: not-initialized
Services:
Firewall: in-service

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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VRF

Operational State

I74T7 I+ —ILOEY |

Affinity (DPU)

tenantl
tenant?2

VLAN

forwarding ready
forwarding ready

Operational State

1-4
1-4

Affinity (DPU)

2003
2005

forwarding ready
forwarding ready

1-4
1-4

ZOawy RITEEMR AT =2 A &MU ET, RERMIELET

e x—Vxr hDRAF—Z AL

firewall-ready.

redirect-installed’s &, YR E R L F7,

e Ty AT P —ERADAT —H AL in-service TI,

« BN X724 VRFE VLAN I3,

forwarding ready @ ﬁbﬁ:%ﬁé%ﬁﬁ? Lijﬂo

«HZVRFD 77 4=54 (ppv) 1. Br#EHoOn— KT X £ — R THZN2 DPUE 5% FRT D0,
KNy 2 B— TR = FRNEAINTWAEAEIITXTODPU 2F /R LET,

INLDF vl BFITTDHE, 77 AT ULV —EANRT 7T 47 THD, HSA L1
RiFEHID VRE G AT LN, Z7AT T —NVDKNT 7 4 v 7 OUBEBMGT D701
VBEREIERIRBEICEL CWVWD 2 L 2R TE £,

. DPUEFa2 )T 1 E—FDCisco RAX— b RAYF +TTUNa—FTa2T HAF, YI)—X106 (x)
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show troubleshoot I3 =2~ > R&EHA LT, y—ERXA T8I L —var UAA[ LT ar%k
e, BFEDIP 70 —DENRAZHRALET, ZOav R, SFSFEFRVY7hv=T
BNy =T T—=TNON—T 4 U ITIERETF =7 L, VEA LT3 CORED b
FINY a— MBSOV —ERXA T 7T L —a VBEETF v 7 250 FET,

FIE

ATV T BFEDIPVE 70— LT LAY3 "I TN a—T 407 avr REETLET,
1 -

switch# show troubleshoot 13 ipv4 165.1.1.9 src-ip 166.1.1.9 vrf tenantl

PROCESSING VRFEF CONSISTENCY CHECK REQUEST

VRF 'tenantl' is configured in Service-acceleration
Executing Service-acceleration consistency check for VRF 'tenantl'
R R R R R R R R R R R R R R R

SERVICE-ACCELERATION CONFIG CONSISTENCY

R R R R R R R R R R R R R R

SUCCESS: Firewall admin state is in-service.

SUCCESS: VRF 'tenantl' is configured with dynamic module affinity (0)

SUCCESS: Module affinity matches for VRF 'tenantl' - Configured: 0, Programmed: 1-4

R R R R R R R R R R R Rk i

SAS OPERATIONAL CONSISTENCY

R R R R R R R R R R R R R R R

SUCCESS: VRF 'tenantl' operational state 'forwarding ready' is consistent with admin state
'in-service'

R R R R R R R R R R R R R R R
SAS REDIRECT CONSISTENCY

R R R R R R R R R R R R R R

SUCCESS: Interface Service-Port-Channelb512.13 state check passed

SUCCESS: Pass-1 ACLs in VRF tenantl have consistent redirect ports: SPo512.13
SUCCESS: Pass-2 ACLs in VRF tenantl have consistent redirect ports: SPo512.13
SUCCESS: ACL: Interface Vlan656 has 2 redirect rule(s) for VRF tenantl

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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SUCCESS: ACL: policy: SVC Redir L3 Policy Pass-1(_epbr ip dpu inside) on interface V1an656 in VRF
tenantl has valid Redirect interface SP0512.13 in HW

SUCCESS: ACL: policy: SVC Redir L3 Policy Pass-1(__ epbr ipvé6 dpu inside) on interface V1an656 in
VRF tenantl has valid Redirect interface SP0512.13 in HW

SUCCESS: ACL: Interface Vl1an657 has 2 redirect rule(s) for VRF tenantl

SUCCESS: ACL: policy: SVC Redir L3 Policy Pass-1(_epbr ip dpu inside) on interface V1an657 in VRF
tenantl has valid Redirect interface SP0512.13 in HW

SUCCESS: ACL: policy: SVC Redir L3 Policy Pass-1(__ epbr ipvé6 dpu inside) on interface V1an657 in
VRF tenantl has valid Redirect interface SP0512.13 in HW

SUCCESS: ACL: Interface Ethernetl/12.101 has 2 redirect rule(s) for VRF tenantl

SUCCESS: ACL: policy: SVC Redir L3 Policy Pass-1(_epbr ip dpu inside) on interface Ethernetl/12.101
in VRF tenantl has valid Redirect interface SP0512.13 in HW

SUCCESS: ACL: policy: SVC Redir L3 Policy Pass-1(_epbr ipvé6 dpu inside) on interface Ethernetl/12.101
in VRF tenantl has valid Redirect interface SP0512.13 in HW

SUCCESS: ACL: Interface Ethernetl/16/4.101 has 2 redirect rule(s) for VRF tenantl

SUCCESS: ACL: policy: SVC Redir L3 Policy Pass-1(_epbr ip dpu inside) on interface Ethernetl/16/4.101
in VRF tenantl has valid Redirect interface SP0512.13 in HW

SUCCESS: ACL: policy: SVC Redir L3 Policy Pass-1(__epbr ipvé6_dpu inside) on interface
Ethernetl/16/4.101 in VRF tenantl has valid Redirect interface SP0512.13 in HW

SUCCESS: ACL: Interface Service-Port-Channel512 has 4 redirect rule(s) for VRF tenantl

SUCCESS: ACL: policy: SVC Redir L3 Policy Pass-2(__epbr ip dpu post fwd) on interface
Service-Port-Channel512 in VRF tenantl has valid Redirect interface SPo512.13 in HW

SUCCESS: ACL: policy: SVC Redir L3 Policy Pass-2(__epbr ip dpu post fwd) on interface
Service-Port-Channel512 in VRF tenantl has valid Redirect interface SPo512.13 in HW

SUCCESS: ACL: policy: SVC Redir L3 Policy Pass-2(__epbr ipvé6 _dpu post fwd) on interface
Service-Port-Channel512 in VRF tenantl has valid Redirect interface SPo512.13 in HW

SUCCESS: ACL: policy: SVC Redir L3 Policy Pass-2(__epbr ipvé6 dpu post fwd) on interface
Service-Port-Channel512 in VRF tenantl has valid Redirect interface SPo512.13 in HW

SUCCESS: ACL: Found redirect rules on 5 interface(s) for VRF tenantl

R R R IR IR I I b bk b b b I b b E h b b b b b bk b b b b b b kb

POLICY ENFORCEMENT CONSISTENCY
R R R IR IR I b b b b h b b b b h b h b b b b b b b b b b b ki

SUCCESS: All data-plane interfaces for vrf tenantl are present in configured interfaces of Pass-1
ACL ' epbr_ ip dpu_inside'

SUCCESS: All data-plane interfaces for vrf tenantl are present in active interfaces for Pass-1 ACL
' epbr ip dpu_inside'

SUCCESS: All data-plane interfaces for vrf tenantl are present in configured interfaces of Pass-1
ACL ' epbr ipvé dpu inside'

SUCCESS: All data-plane interfaces for vrf tenantl are present in active interfaces for Pass-1 ACL
' epbr ipvé_dpu inside'
R R IRk I I I h b b b b b h b b b b 3 b h E b b b b bk i

HARDWARE ASIC TYPE: sone

R R R Ik I h b b b b b b b b b b b b b h E b b b b b b i

SWITCH TYPE: TOR

LR R SR SRS SRR EEESEEEESEEEEEEEEE SRS S
1. CHECK ROUTE IN PI RIB

LR R SR SR SRR SRS EEEEEEESEEEESEEEE SRS S
<<snip>>

R R SR SRR SRR EEESEEEESEEEESEEEE SRS S
2. CHECK ROUTE IN PD FIB

R R R Ik I h b b b b b b b b b b b b b h E b b b b b b i

<<snip>>

R R SR SRR SRR EEESEEEESEEEESEEEE SRS S
CHECK ROUTE IN UFIB

R R SR SRS SRR EEESEEEESEEEESEEEE SRS S
<<snip>>

R R SR SRR SRR EEESEEEESEEEESEEEE SRS S

3. CHECK HOST ROUTE IN FIB AND HARDWARE
LR R SR SRS SRR EEEEEEEESEEEESEEEE SRS S
<<snip>>

R R R IRk I I I b b b b b b b b b b b E b b b b bk i

4. CHECK ROUTE,NEXTHOP IN HARDWARE

R R R Ik I h b b b b b b b b b b b b b h E b b b b b b i
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<<snip>>
R R SR SRS SRR EEESEEEESEEEESEEEE SRS S

RUNNING CONSISTENCY CHECKER

R R R Ik I I h b b b b b b b b b I I b b E b b b b bk i

R R IRk I I h b b b b b h b b b b b b I h h E b b b h b b i

CHECKING HARDWARE ASIC TYPE
R R IRk I h b b b b b b b b 3 b h h b b b bk i
Please wait, consistency checker may take a while...

Consistency checker passed for 165.1.1.0/24

NIV a—TFT 4 v I T 5 70— P (165.1.1.9) . EETIP (166.1.1.9) . BLOVRF 4
(tenantl) %?Eﬁiﬂbi@—o

WKOEANGEENDH I ZSTLET

HEEESHNIZVRF OV —ER T/ ET7 L —va v BEAMT v/ LET,

T IV RBAVARNDN—RY =T Tl I IV THEEMT =7,

« 71 f=/LMSZ RIB (PIRIB) . 72 h=/U{K(FFIB (PDFIB) . 3L ONEA FIB (UFIB) TO/L—

Ny 7 T v,

e N—RTZTDHEARN V= ERXT ANy T 2T =7 LET,
BAEMTF = v 7 Tsuccess A v —VNFREN, V—b by 7 T v FTHPRENDIRI ARy T E
TV EA VLT ay RABKFEIN TS Z L 2R LET,

(A7 ay) FEDIPV6O 7R —ICK LT LAY3 NI TNy a—T 407 av s REFITLET,
i

switch# show troubleshoot 13 ipv6 1:11:: src-ip 1:10:: vrf red

Zoaxy REEH, IPv6 N7y MExkOMBEE M7 70y a—h, LEIZSUTIP Y FLA L& VRE4
AESHAET,

show troubleshoot I3 =~ > RVEFIZSET L, /b— MZDWT [Consistency checker passed] &
WAy E—URRRINDIGEIL, DPU~D I XA LI a a5, fBEINZ ATy 7 —%i3
BT DB RN —T 4 T B0 =R T 7T L—ya UV AT AZH D L &R LT
b\ij‘o

FWVLAN DHAEMT = v h—%F(TL T, 7V PRI T7 40700 XA L7 FORMEEZBRELET,
1 -

switch# show consistency-checker service-acceleration vlan 2005

PROCESSING VLAN CONSISTENCY CHECK REQUEST

VLAN '2005' is configured in Service-acceleration
Executing Service-acceleration consistency check for VLAN '2005'

R R R R R o R R R

SERVICE-ACCELERATION CONFIG CONSISTENCY

R R R R o R R R

SUCCESS: Firewall admin state is in-service.
khkhkhkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkkhkkhkkhkkhkhkhkhkhkhrhkhkhkkhkkhkkhhhhhhhkhk

SAS MODULE AFFINITY CONSISTENCY

R R R R o R R R

SUCCESS: VLAN '2005' is configured with dynamic module affinity (0)

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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SUCCESS: Module affinity matches for VLAN '2005' - Configured: 0, Programmed: 1-4

R R R IR R I b b b h b b b b E b b h b b b b b b b b b b b b b i

SAS OPERATIONAL CONSISTENCY

R R R IR IRk I kb b b b b b b E I b b b b b bk b b b b b i b i

SUCCESS: VLAN '2005' operational state 'forwarding ready' is consistent with admin state 'in-service'
R R R R R Ik b b h b b b dh E b b b b b b b b b b b b b b b

SAS VLAN ACCESS MAP CONSISTENCY
LR RS RS RS SR SRS EESEEEESEEEESEEEESEEEEEEEE]
SUCCESS: VLAN access map ' epbr dpu_inside dpu_all dpu vlan redir' matches policy
' _dpu all dpu vlan redir' for VLAN '2005'
LR RS RS E RS RS EEEEEEEEEEEEEESEEEESEEEEEEEE]
SAS VLAN FILTER CONSISTENCY
LR RS RS RS SR SRR SR SRR EEEEEEESEEEESEEEEEEEE]
SUCCESS: VLAN filter ' epbr dpu inside dpu_all dpu vlan redir' matches policy
' _dpu all dpu vlan redir' for VLAN '2005'
LR RS RS RS SR SRS SRR EEEEEEEEEEEESEEEEEEEE]
SAS VLAN TCAM REDIRECT CONSISTENCY
LR SRS S SRR S SR SRR EEEEEEESEEEESEEEEEEEE]
SUCCESS: ACL: Vlan 2005 has 2 redirect rule(s)
SUCCESS: ACL: policy: SVC Redir L2 Policy Pass-1(__ epbr dpu inside dpu_all dpu vlan redir) on
vlan 2005 has valid Redirect interface Service-Port-Channel512 in HW
SUCCESS: ACL: policy: SVC Redir L2 Policy Pass-2(__epbr ip dpu post fwd all) on interface
Service-Port-Channel512 has valid Redirect interface Service-Port-Channel512 in HW
SUCCESS: ACL: policy: SVC Redir L2 Policy Pass-2(__ epbr ipvé6_dpu post fwd all) on interface
Service-Port-Channel512 has valid Redirect interface Service-Port-Channel512 in HW
SUCCESS: ACL: L2 Pass 2 ACL (Service-Port-Channelb512) has 2 redirect rule(s)

BOMF -y H— a<w RN VLANICK L TCIERICET LEEASIE. VLANOTZ Y P R 57 497
R LTHERDPU U XA LT gy =RV AT MR SN TWA D AR LET,
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Hypershield T—< = > 5 5 NX-0S ~D
EHEBNE

* Hypershield =— < = > h 725 NX-OS ~OEEEHEE (29 ~X—)

Hypershield T— = > /5 NX-0S ~DEHEENE

Hypershield Agent (HSA) 78, ePBR A L= FT 7 4 v 7 U XA L7 a T BERERK
ATVl VT —HEBET Y (DME) 2/ L TCNX-OSIZEFIZT v o LizZ & &
BLET, 7V —vRBAET = 71200000 T, T 74 v I NAL v FIZBFE L,
DPU% Ku v 7EHFARNANRRTEESIE. 207y a v OFEEZFEHLTCAL v FDOYF
AV 7 va iERERERLET,

i

FIE

Tz MBRUAA LT AR = — A E NX-OS (ZIEE LT E ) naefd LET,
Bl -

switch# show system internal service-acceleration dynamic configuration --> agent driven config
isolated from user driven config

<snip>>
vlan 2003
epbr policy _ dpu all dpu vlan redir
vlan 2005
epbr policy dpu all dpu vlan redir --> enforce redirection policy on VLAN
vrf context tenantl
epbr policy _ tenantl dpu redir --> enforce redirection policy on VRF

vrf context tenant2
epbr policy  tenant2 dpu redir

<<snip>>

epbr service dpu all dpu vlan redir type dpu-bridge
service-end-point module all --> send to all DPU with symmetric hash for bridged traffic

epbr service _ tenantl dpu redir type dpu

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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Hypershield T— = > k45 NX-0S ~D5&E1E |

vrf tenantl --> VRF specific service

service-end-point module all vlan 13 --> Encap VLAN ID for VRF and send to all DPU with symmetric
hash
epbr service _ tenant2 dpu redir type dpu

vrf tenant2
service-end-point module all vlan 12

<<snip>>

epbr policy  dpu all dpu vlan redir

statistics
match ipv6é address  dpu ipv6 redir --> match all v4 traffic
10 set service  dpu all dpu vlan redir fail-action drop --> redirect to service
match ip address _ dpu redir --> match all vé6 traffic
10 set service  dpu all dpu vlan redir fail-action drop
epbr policy _ tenantl dpu redir
statistics
match ipv6é address  dpu ipv6 redir --> match all v4 traffic
10 set service _ tenantl dpu redir fail-action drop --> redirect to service
match ip address _ dpu redir --> match all vé traffic
10 set service _ tenantl dpu redir fail-action drop
epbr policy _ tenant2 dpu redir
statistics
match ipv6 address _ dpu ipv6 redir
10 set service _ tenant2 dpu redir fail-action drop
match ip address _ dpu redir
10 set service _ tenant2 dpu redir fail-action drop

Hypershield Agent IZ K> CTF v v a SNz F AT I v 7 VA LT v a UIREMERLET, VXA LY
vary AR —MmIELWVRF & VLAN IZBEMITF SN TWEZ e, BLORV XA LT gy B—EAN
VRF ¢ VLAN DIELWDPU £ 22—V ¢+ 4% VRE O 7B/ L VLANID #EE L TWLHZ L2 MERLE

—g—o

INHDOF =7 HFETTHZ LITX Y, Hypershield Agent NN E 2 U XA L7 3 g o kA
T2/ FEDMEZ N L TNX-OSIZEFIC T v 2 L TWAZ L afRL., 77 AT 74—
JVREB L VLAND b T 7 4 v 7 2T DPUCY XA L7 "o B HEEZERTEET,
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NPUMNS DPUANDY) 54 LY FORIE

«NPU 725 DPU ~D Y XA L7 FORBE (31 =—)

NPUMSSDPUADY) A LY ~DRERE

VXA L7 gy RY—RBNPUAN— K7 =7 (TCAM) TIELL 7B 7508 TWNWAH D
L BEXOVRFEVLIAND T 7 4 v IR —ERAR—=FF ¥ RN YT H—T (A
BIOYV—EAR— I F o RNV A ¥ —T oA A%8 U THEZ DPUICIEFIZY XA V7
FENTWBRZLEEZHERLET, ZNHOF v 7iE, RV —NRo—V =z MIE-oTEL
Ty vad3NTVBEHETH, 774 v I BEFELTCWDINRDPUILY XA L7 hanT
WL, 2 IEFR 572 DPUICEE SN TV AEAIC, BRREZEET HDICHELbHE T,

FIE

AFYT1 VRF DL ITER SN —ERA R— "N TFr o XA BT A F—T 2 A LT, VRF N5 7 4 v
ZDPUICU XA L7 FL, ZNHLDOAT—H AZMERLET, & VLANIZHFEH I TV D —E R F—
M Fv N EFHINLT, VLANRNOT Y v R NI 7 4w 7% DPUICYEA LY R, AT —HX A%Tk

RLET,

i

switch# show service-acceleration redirect-policy brief

VRF AF Type Interface[Status] Affinity Redirect Status
tenantl IPv4 SPo512.13[UP] 1-4 Enabled

tenant2 IPv4 SPo512.12[UP] 1-4 Enabled

tenantl IPv6 SPo512.13[UP] 1-4 Enabled

tenant2 IPv6 SPo512.12[UP] 1-4 Enabled

VLAN AF Type Interface[Status] Affinity Redirect Status
2003 IPv4 SPo512 [UP] 1-4 Enabled

2005 IPv4 SPo512 [UP] 1-4 Enabled

2003 IPV6 SPo512 [UP] 1-4 Enabled

2005 IPV6 SPo512 [UP] 1-4 Enabled

VRFBLOT RLRA 77 I ZEIER SN —ERA R—FTF xRV BT H—T oA R
(Interface[status]) ZilLET, /£ VX —T 2 Af ADAT—H AN vp] THDHZ &, BIW (Vx+1
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L7 b AF7—# A (Redirect Status) ] i [F%) (Enabled) ] T&)é:k%ﬁﬁ%@ Li?‘o %VLAN T’fjﬁﬂq éj/l/
TWAHH—ERAR—KNF¥RAV A F—T oA AL (VLI ZF—F A (Redirect Status) 1 2 [BAZ
(Enabled) 1 Ch 5 = & ZHR L ET,

AT9 T2 BFED P —EAAL—F Ry b K= F xRN HT A H—T = AOEROFFEME MR L ET,
&1

switch# show interface service-port-channel 512.13 br --> verify intf state and encap

Service VLAN Type Mode Status Reason Speed Protocol
Port-Channel

SPo512.13 13 eth routed up none a-200G (D) -—

HIDAT v 7 THELEYTA X —T A A (spo 512.13) ZFREE L E9, vianID 7 VRF THE S
2bDE—HTHIE, F—F Mode) 1M [A—F v K (routed) 1 THDHI L, BIW (27 —# =% (status) ]
N[FZvT (up) | THHZ L EMERLET,

ATw T3 FED VRF @ ePBR THMARRNY o — 7l T I o JIEREMRLET,
B -

switch# show service-acceleration redirect-policy vrf tenantl
VRF: tenantl
Policy-map: _ tenantl dpu redir
Default Traffic Action: Redirect
Match clause:

ip address(access-lists):  dpu ipv6 redir
action: Redirect --> information matches DME objects
status (inside) : CREATED/ENABLED status (post_fwd) : CREATED/ENABLED --> created/enabled
states
service _ tenantl dpu redir, sequence 10, fail-action Drop
service-module 1-4 vlan 13 [UP] [SP0o512.13] --> correct interface, state, and vlan
Match clause:

ip address(access-lists): _ dpu redir
action: Redirect
status (inside) : CREATED/ENABLED status (post_fwd) : CREATED/ENABLED

service _ tenantl dpu redir, sequence 10, fail-action Drop

service-module 1-4 vlan 13 [UP] [SP0512.13]

tenantl %VRFZ:&:[E%@%_&#O match A [2AF—# 2 (N#) (status(inside)) | & [AT—XF A (post_fwd)
(status (post/fwd) ) 1 2% [fER/A%) (CREATED/ENABLED) | ERRINTWVWDH I EZMERLET,
service-module, vlan,. BIOY—CEA AL F—T AR (SP0512.13> @‘T%E?Fiﬁ\ftb< . Z® VRF VC?EE
EINDHDPUBLOY T A X —T 2 f AL—FHLTWDHIEEHRLET,

ATy T8 VLANHDOT Y v R 57 497D ePBR TR o— FulT 3 v FERE2HERLET,
B -

switch# show service-acceleration redirect-policy vlan 2005
VLAN: 2005
Policy-map:  dpu all dpu vlan redir
Default Traffic Action: Redirect
Match clause:
ip address(access-lists):  dpu redir
action: Redirect --> information matches DME objects
status (inside) : CREATED/ENABLED status (post_fwd) : CREATED/DISABLED --> created/enabled
states
service  dpu all dpu vlan redir, sequence 10, fail-action Drop
service-module 1-4 [UP] [SPo512] --> correct interface, state

. DPUEFa2 )T 1 E—FDCisco RAX— b RAYF +TTUNa—FTa2T HAF, YI)—X106 (x)



| NPUSBSDPU~ADY B4 LY hOREE

ATy TH

ATvT6

NPU 25 DPU~D Y #4 Lo rorzE ]

Match clause:

ip address(access-lists): _ dpu ipvé6_redir

action: Redirect

status (inside) : CREATED/ENABLED status (post_fwd) : CREATED/DISABLED
service _ dpu all dpu vlan redir, sequence 10, fail-action Drop

service-module 1-4 [UP] [SPo512]

2005 % VLAN B S IZE XM ET, (27—% 2 (M) (status(inside) ) 12 [{EA/A%) (CREATED/ENABLED) ]
T, [AF7—#A (post_fwd) (status (post/fwd) ) 1 A ({EHk/H%) (CREATED/ENABLED) | ThH D I & ZHERL
F 9, service-module, BEIUIY—E A £ X —T A A (spos512) DIFHRMNIEL ., VLAN THE I
5DPU L —HLTWDHI LaMRLET,

VRF ONHETERSNIZRY =& —8FT 57y b IV 2 2R LET,

i -

(IPv4 traffic)

switch# show access-lists  epbr ip dpu inside dynamic
IP access list  epbr ip dpu inside --> IPv4 traffic

statistics per-entry

1 permit udp any any eq 3785 ttl 255 [match=0]

2 permit ip any 224.0.0.0 15.255.255.255 [match=0]

26201 permit ip any any nve vni 4 redirect Service-Port-Channelb512.13 [match=105469965]
--> VNI 4 matches IPv4 table ID for VRF tenantl mapped to SPO 512.13

31101 permit ip any any nve vni 5 redirect Service-Port-Channel512.12 [match=105473341]

4294967295 permit ip any any redirect NullO

1 -

(IPv6 traffic)
switch# show access-lists  epbr ipv6 dpu inside dynamic
IPv6 access list  epbr ipv6 dpu inside
statistics per-entry
1 permit udp any any eq 3785 ttl 255 [match=0]
2 permit ipvé any ff00:: ff:ffff:ffff:ffff:fEfFf:fFfEf:££FfEf:f£ff [match=0]
25901 permit ipv6 any any nve vni 4 redirect Service-Port-Channel512.13 [match=56821638]
--> VNI 4 matches IPv4 table ID for VRF tenantl mapped to SPO 512.13
30801 permit ipv6 any any nve vni 5 redirect Service-Port-Channel512.12 [match=56823422]
4294967295 permit ipvé any any redirect NullO

FEoL—TVNL & L THERAENS showvrf vif detaill 2~ RZ A L TCVREF DT —7 /L id ZHE L
T, RO VRFIZBHET 5L — L E2RELET, /L—/LIT, VRF OHEEIRYT A o H—T = Z~DY
FAVL T arNERENTWDLZ EEZHERLET, VREAL—LDOXRTry bbby b By 2 EMRLE
7

VLAN 7 7 A = 7HEREN, 7V v &N IPvA £72151Pv6 T 7 ¢ v 7 D VLAN IZ#5t &
TWAZ L EMHERLET,

51

switch# show vlan filter
vlan map _ epbr dpu inside  dpu all dpu vlan redir:
Configured on VLANs: 2003,2005 --> shared VACL attached to FW VLANs with symmetric hash
switch# show vlan access-map _ epbr dpu_inside_ dpu_all dpu vlan_redir
Vlan access-map _ epbr dpu inside  dpu all dpu vlan redir 1
match ip:  epbr ip dpu inside bypass --> same bypasses for multicast/broadcast
action: forward
statistics per-entry
Vlan access-map __ epbr dpu inside  dpu all dpu vlan redir 3
match ipv6:  epbr ipvé6 dpu inside bypass

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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action: forward
statistics per-entry
Vlan access-map _ epbr dpu inside  dpu all dpu vlan redir 19801
match ip: _ epbr dpu inside ip  dpu all dpu vlan redir
action: redirect Service-Port-Channel512 --> Redirect ipv4 traffic to SPO
statistics per-entry
Vlan access-map __ epbr dpu inside dpu_all dpu vlan redir 20101
match ipv6:  epbr dpu inside ipv6  dpu all dpu vlan redir
action: redirect Service-Port-Channelb512 --> Redirect ipv6é traffic to SPO
statistics per-entry

AT Tl T/ A~y T7HNBIXOVACL Y VAN THASNDT 78 A Y A N EHERT D,
B -

switch# show access-lists  epbr dpu inside ip dpu all dpu vlan redir dynamic
IP access list  epbr dpu inside ip  dpu all dpu vlan redir

19801 permit ip any any --> all ipv4 traffic except bypassed traffic
switch# show access-lists  epbr dpu inside ipv6  dpu all dpu vlan redir dynamic
IPv6 access list _ epbr dpu inside ipv6__ dpu_all dpu vlan redir

20101 permit ipv6 any any --> all ipvé traffic except bypassed traffic

ATFvT8 (FAFvayv) y—bRTI7EIFTL—2 a3y VAL LI BRI —DY ) — AR HRLE T,
1 :

switch# show system internal access-list resource utilization | grep -i pass

Ingress SVC Redir L3 Policy Pass-1-IPV4 6 7050 0.08
Ingress SVC Redir L3 Policy Pass-1-IPV6 6 3522 0.17
Ingress SVC Redir L3 Policy Pass-2-IPV4 6 7050 0.08
Ingress SVC Redir L3 Policy Pass-2-IPV6 6 3522 0.17
Ingress SVC Redir L2 Policy Pass-1-IPV4 5 7051 0.07
Ingress SVC Redir L2 Policy Pass-1-IPV6 4 3524 0.11
Ingress SVC Redir L2 Policy Pass-2-IPV4 2 7054 0.02
Ingress SVC Redir L2 Policy Pass-2-IPV6 2 3526 0.05
Ingress SVC Redir L2 Policy Pass-1-MAC 0 7040 0.00
Ingress SVC Redir L3 Policy Pass-1-IPV4 6 7050 0.08
Ingress SVC Redir L3 Policy Pass-1-IPV6 6 3522 0.17
Ingress SVC Redir L3 Policy Pass-2-IPV4 6 7050 0.08
Ingress SVC Redir L3 Policy Pass-2-IPV6 6 3522 0.17
Ingress SVC Redir L2 Policy Pass-1-IPV4 5 7051 0.07
Ingress SVC Redir L2 Policy Pass-1-IPV6 4 3524 0.11
Ingress SVC Redir L2 Policy Pass-2-IPV4 2 7054 0.02
Ingress SVC Redir L2 Policy Pass-2-IPV6 2 3526 0.05
Ingress SVC Redir L2 Policy Pass-1-MAC 0 7040 0.00
Label LBL AO, Ingress IPv4 SVC Redir L3 Policy Pass-1

2 125 1.57
Label LBL AP, Ingress IPv6 SVC Redir L3 Policy Pass-1

2 125 1.57
Label LBL AQ, Ingress IPv4 SVC Redir L3 Policy Pass-2

2 125 1.57
Label LBL AR, Ingress IPv6 SVC Redir L3 Policy Pass-2

2 125 1.57
Label LBL AY, Ingress IPv4 SVC Redir L2 Policy Pass-1 / Ingress IPv6 SVC Redir L2 Policy Pass-1
/ Ingress MAC SVC Redir L2 Policy Pass-1 2 125 1.57
Label LBL BA, Ingress IPv4 SVC Redir L2 Policy Pass-2

2 125 1.57
Label LBL BB, Ingress IPv6 SVC Redir L2 Policy Pass-2

2 125 1.57
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Pass-1 BL Wrass2 VEA L7 bRV —BIOL2ARY > —%2EGTH ACLARY —DNN— Ry T7 7=z
T U= ADERR IR AR LET, BVERAREITZ T —1E, VY — 2D E R LTV D A[REMED
b ET,

INLDF =y 7 HBFATTHZ LTI, 7747 V4=V VRFBELOPVLAND FF 7 1 >
JHEY—EAR— P Fy o XN Y TA L F—T oA AFF, P—ERAR—FF o 1A
V=T oA AN L TCHEYZEDPUILY XA L7 b T5E9ICNPURELL 7 u /T 850
TWAHZEEMR L, N7 74y I TPRENDHNN—RU =T L—Zky L TWHZ &%
R CcE £,
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DPU /N v b J0—Z#%TE
«DPU X7y b 7r—%#f 37 —)

DPU /N4 v kb 7 O— %55

P—ERAR—FTF xRNV A F—T A AZHEHSD Pass2 ACLEF =v 7 L, A
H—T 2 A AEROFEMZMER LT, DPUDNLRED N7 7 1 v 7 BRI ~DIEED T2 9|Z
NPUIZESTIELLK BB ENTWAZ 2B LET, 774y 7N NPUTRr Yy LT
WHD, DPUMNDLRSTCZIIIV—T 4 VT ENBRWGEIR, Z0' 7 v a rOEZRFIRE FT
L9,

FIE

ATy Tl 7a—%FB4T 50, MED2EEH DO SATDPUIZY XA L7 NTAVRFORNE TERINZRY o —
=T HENR Ty N AU EHERLET,

i
(IPv4 traffic)
switch# show access-lists _ epbr ip dpu post_ fwd dynamic

IP access list _ epbr ip dpu post fwd
statistics per-entry
26201 permit ip any any nve vni 4 redirect Service-Port-Channelb512.13 [match=117821124]
31101 permit ip any any nve vni 5 redirect Service-Port-Channelb512.12 [match=117826975]
4294967295 permit ip any any [match=0]

&1

(IPv6 traffic)

switch# show access-lists  epbr ipvé6 dpu post fwd dynamic

IPv6 access list _ epbr ipvé dpu post fwd
statistics per-entry
25901 permit ipv6 any any nve vni 4 redirect Service-Port-Channel512.13 [match=60695847]
30801 permit ipv6 any any nve vni 5 redirect Service-Port-Channel512.12 [match=60698895]
4294967295 permit ipvé any any [match=0]

FEDA—/L T VNI & LT &5 show vrf <> detail 24 LT VRE OF— 7L ID ZHE LT, %14
® VRFE ICEE T D — V28 E LET, L— LI DPUMNLIREND T 7 4 v 72— T 5 permit =2/
FUDBREENTWAZEEERL, TDMT 7 4 v 7% VREOELWY—ERAR—FF v R YT7A
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ATvT3

VE—=T ARV HXA VI FLET, THHODO VRF L— L ZEH L THLWT v —FFIFD > K
by b AT EHRLET,

TJu—%FET AN, BRED2FZBHDODRATDPUIWLY XA L7 75 VLAN OB CTARKR I LTZARY
=TTy N AV EHERLET,
i

switch# show access-lists  epbr ip dpu post fwd all dynamic

IP access list  epbr ip dpu post fwd all
statistics per-entry

4294967295 permit ip any any redirect Service-Port-Channel 512 [match=0] --> resend to DPU
for Pass2
switch# show access-lists _ epbr ipvé6_dpu post fwd all dynamic

IPv6 access list  epbr ipv6 dpu post fwd all
statistics per-entry
4294967295 permit ipvé6 any any redirect Service-Port-Channel 512 [match=0]

v E— ROEE . DPU Z & I2—ED ACL DMER ENET,
DPU ##i—E A £ —H % v b iR— hO#FHEFRRLET,
1 -

switch# show interface service-ethernet 1/1-4

switch# show interface service-ethernet 1/2 counters

switch# show interface service-port-channel 1-4

switch# show interface service-port-channel 512

switch# show int service-ethernet 1/2 counters detailed

switch# show interface service-ethernet <subinterface> counters
switch# show int service-ethernet <> counters errors

switch# show int service-ethernet 1/1-4 counters brief

Inboawy Rk, Ny NS Mo X FEREHER. T —#EHER. EWL— e DPU
IR SNTWVWAYT— AL — YRy " A B —T 24 ADIEIERFEEERZERLEST., Zh oo
B A EF 2o THE, b T 74 IR FREBYIZDPUIZRIEL TWANE I EHIrcE 4,

INHDOF vl EEITTHZLICEY, NPUNRDPUMNLDRY 77 4 v 7 03+ 5 X
T Pass-2 ACLZIELL 77 7 ALALTWNWAEZE, BIOYV—ERAR—F Fyr /LA
H—=T 2 A ALY T A H—=T 2 APEREHADIE LVWIT A—X Tl SN T\ 5 Z & & h
WTEET,
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Ny b RL—HDYER—k
7y b FL—F OV R—1 (39 —)

N7y b L= DY R—F

Ny b FU—HVEBHEEEZIEH. = FY—=> FONPU 75 DPU ~D NPU /47 v |k 7
OD—DXFESERBRA LTy FaXy P Fy LTHOITLET, Zhicky, SFEFxR
BT RNT T 4 w JHBOZEMR N T TN 2 —TF U BARRIZR Y £,

INHOFIEZ, FFEDOKRA L FTHRTy haeX vy 7T ¥ T2 HFIEOMELZRLTWET,
« NPU A 7]
« NPU %5 DPU TX ~
« DPU 7>5 NPURX ~ : e flJD /3% > |k
« DPU 7>5 NPU RX ~ : #fED /37 > k

« NPU O

FIE

ATFYT1 AT vAF¥3A 2 F—T x4 A (NPUAS)) TREENTAAT7Fry baXy 7F v LET,
B -

switch# packet-trace

switch (packet-trace)# trigger init rxpp

switch (packet-trace-init)# packet-format eth-ipvéd-tcp

switch (packet-trace-init-pkt)# set outer ipv4 src-ip 10.1.0.2 dst-ip 16.1.0.2
switch (packet-trace-init-pkt)# start

switch (packet-trace-init-pkt)# status

switch (packet-trace-init-pkt)# report
switch (packet-trace-init-pkt)# exit

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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i, DPUICY ZA L7 T BRI, AV ATY3IA L Z—T 24 ATNPURZELTZ 7 v FaFXy

TFx LET,

ATFvT2 —bc A A —P Xy M A H—T A A (SETHTX) FONPUMNSDPUICEEENT- Xy haXy T
F¥ LET,
B -

switch# packet-trace

switch (packet-trace)# trigger init txpp

switch (packet-trace-init) # packet-format eth-ipvéd-tcp

switch (packet-trace-init-pkt)# set outer ipv4 src-ip 10.1.0.2 dst-ip 16.1.0.2
switch (packet-trace-init-pkt)# start

switch (packet-trace-init-pkt)# status

switch (packet-trace-init-pkt)# report
switch (packet-trace-init-pkt)# exit

I, NPUDLSLY—E A AL —H Ry " A2 F—T x4 XA LEODPUICERE SN Yy " exy FF v

LET,
2

GE) R+ w7 T3y MIDPU Ny Z—DH T B TONARNIEG SN D720, ZORET
IZDPU ~v X —DFMZ B E7-I1Ixy 7 F v T52 L 1ITEEEA,

RAT9 T3 NAE Y MPRESNTZ (SETHRX dpupass0) IREETNPU 23 DPU 7 B35 LI D/ 7 v haF ¥ 7
F¥ LET,

51

switch# packet-trace

switch (packet-trace)# trigger init rxpp

switch (packet-trace-init)# packet-format eth-dpu-ipv4-tcp

switch (packet-trace-init-pkt)# set dpu pass-bit 0 service-vlan 10

switch (packet-trace-init-pkt)# set outer ipv4 src-ip 10.1.0.2 dst-ip 16.1.0.2
switch (packet-trace-init-pkt) # start

switch (packet-trace-init-pkt)# status
switch (packet-trace-init-pkt)# report
switch (packet-trace-init-pkt)# exit

hiE, = AL —H Xy A E—T A ADDPUMNE NPUBZAE LT EAID/ 5 > . ¥rIZ DPU
NAE Y O T~Y—2Z SNy b G, DPUD Y ha—/L L — N0 F &R 72 —D )
DTy b)) XYy TFv LET,

B

GE)  AFv7vay MIDPUDL T EMMEBRER SN DENCIG SN E T, ZELZDPU~ Y
B—DA YA NeBbZeTEET, VT v K T 74 v O8E, 74 VZ LTS
P —E A VLAN (I, &9 show service-acceleration redirect-policy vrf name ¢ VLAN f&#7>
LR TEEY, 7Yy VR FT T4 v OHEEIE, N7y FOREN VLAN 29— 2
VLAN & LTI L £,
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ATvT4

ATy TH

1’7y br—yoy—+ I

SNAEy NAERE S IREE (SETHRX dpupass 1) CDPU 725 NPU W52A5 L7- ki D/ N7 v Ry 7
Fy¥ LET,

1 -

switch# packet-trace

switch (packet-trace)# trigger init rxpp

switch (packet-trace-init)# packet-format eth-dpu-ipvé-tcp

switch (packet-trace-init-pkt)# set outer ipv4 src-ip 10.1.0.2 dst-ip 16.1.0.2
switch (packet-trace-init-pkt)# set dpu pass-bit 1 service-vlan 10

switch (packet-trace-init-pkt)# start

é%itch(packet—trace—init—pkt)# status

switch (packet-trace-init-pkt)# report

switch (packet-trace-init-pkt)# exit

ZhiE, =R AL =P KXy b A F—T A ADDPU NS NPU NZE LIZ7 0 —D%fk N7y b &
¥ 7T v LET, BENICZENSIEDPUDOT —% 7L — (P4) 1L > CTHFELFL I, DPU/RAE
]\ 1 ‘/6-7*47 éﬂjﬁ—g—o

B

GE) AP w7 a v MEIDCPUD D 7w /WALDERR SN D ANCEEG SIVE T, %[5 L7=DPU N
=AY A v EHEDLZLETEET,

N—TF 47 (NPUHT)) ZBICNPUNLH LI A VX —T = A RAZKESINTZ Ty FEXFY 7F ¥ L
e

1 -

switch# packet-trace

switch (packet-trace)# trigger init txpp

switch (packet-trace-init)# packet-format eth-dpu-ipvé-tcp

switch (packet-trace-init-pkt)# set outer ipv4 src-ip 10.1.0.2 dst-ip 16.1.0.2
switch (packet-trace-init-pkt)# start

switch (packet-trace-init-pkt)# status
switch (packet-trace-init-pkt)# report
switch (packet-trace-init-pkt)# exit

ZAE, DPU BRICHVEERS L OV —F 4 SN tkic, AL A Y3 A4 ¥ —7 = A AZHAIFTNPU IZ
LoTEREENTATF Yy b EaXYy T TFv¥ LET,

2

GE) RAF w7 a vy MIDPU SNy X —Dh T 2ALPMTONDANIEG SN D720, 2 ORFRT
IZ DPU ~v X — DM B E 21T v 7 F v T2 LI TEERA,

INHGONRTy N XY 7Ty FIREFAT LR, ¥v 7 F ¥ Iy &45H LT, NPU
MNHDPU~NDNPU 7 —DEFEEERRA LV NTI T 74w IR ED L IITFLENTND
MWOA YA NEB/HI ENTEET,
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513 =

VRFEI NS 74D A1 2AXRI 3 Y
*VREMI N7 747 AV AT gy (43 3—=)

VRFEI 5749 A VAR a Y

N—hr V=7 OFMEEHLTCVRFI N 747 A VAT a D NT TNy a—T 4
YT EATO GG b— MIRANCEEILVRFGRG R E) THEE S, RIC¥—7 >~ FVRF (fk
L) W= snET, R A MRy FEREGLAL—F =2 N TRERET, EEF50
VRF &4 570l S ET,

show troubleshoot =~ > R&FEITTH L, — bk V=7 D02 2 —0NFErREINET,
H31Zi%, PIRIB. FIB, BEION—FRT =7 LA ¥ NbD/NL— MERRFRENET, Zh
12XV, VRESIETL— FDFEE R A MRy FTOZEMIHER S, WHIRERED - DI
N= R =T CRESNTND LM LET, ORBHEOREL, L— b J—2 28EH
ICHREE L CTW AR, F72IX VRFIE 8T 7 4 v 7 RATREDR AL TW D AREMEDR H 555
i ET DI F T,

COFEEIEH. VREBI NS 74 w7 AV AR arD— ) — 7 OEEMBRER L. #+
S L TR I Ty a—hk,

FIE

AT wF1 PEE7C VRE (VRFred 72 &) (Z%F LT show ip routeip-addressvrf vrf-name =~ > K& H L £7,
1 -

show ip route 12.10.1.0/24 vrf red

IP Route Table for VRF "red"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

12.10.1.0/24, ubest/mbest: 1/0
*via 1.10.1.2, [1/0], 00:02:58, static

ATwF2 #—% vk VRF (VRF Green 72 &) 2%} L showip routeip-addressvrf vrf-name =2~ > K& H L £,

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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1 :

show ip route 12.10.1.0/24 vrf green

IP Route Table for VRF "green"

'*' denotes best ucast next-hop

'**!' denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>

12.10.1.0/24, ubest/mbest: 1/0
*via 1.10.1.2%red, [20/0], 00:13:58, bgp-100, external, tag 100

J— U —7 OFEMAEFRT ST, troubleshoot =~ > RA&TEH, /L— FOFEMIL. URIB. FIB, Bk
ON—FRU =T hbERRENET,

1 -

show troubleshoot 13 ipv4 12.10.1.0/24 vrf green

R

1. CHECK ROUTE IN PI RIB
khkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkkhkhkhkhkhkhkhkkhkhkkhkhkhkhhkkhhkxxk

show ip route 12.10.1.0/24 vrf green

prefix : 12.10.1.0

mask length : 24

IP Route Table for VRF "green"

'*' denotes best ucast next-hop

'**! denotes best mcast next-hop

'[x/y]"' denotes [preference/metric]

'$<string>' in via output denotes VRF <string>
12.10.1.0/24, ubest/mbest: 1/0

*via 1.10.1.2%red, [20/0], 00:10:15, bgp-100, external, tag 100

R R

3. CHECK HOST ROUTE IN FIB AND HARDWARE

khkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkkhkhkhkhkhkhkhkkhkhkkhkhkhkhkhkkhhkxxk

show forwarding route 12.10.1.0/24 platform vrf green module 1

Prefix 12.10.1.0/24, No of paths: 1, Update time: Fri May 1 04:37:41 2026

SGT: O

DPI: O

Vobj id: 1 Partial Install: No

1.10.1.2 Ethernetl/10

HH:0x80b78700 Flags:0x0 Extended Flags:0x100 Holder:0xl Next obj type:9

Hw-idx vobj: unit-0:0x40001 unit-1:0x0 unit-2:0x0, cmn-index: 500009, LIF:16394 buf-idx 0(0)

R R R

4. CHECK ROUTE,NEXTHOP IN HARDWARE
khkhkhkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkkhkkhkkhkhkhkhkhkhrhkhhkhkhkhkkhxix

dchal module 1 "route show 0 4 12.10.1.0 24"
IP Address: b'12.10.1.0"

Length: 24

Unit: O

VRF: 4

VRF Redirect Id: 0x6

. DPUEFa2 )T 1 E—FDCisco RAX— b RAYF +TTUNa—FTa2T HAF, YI)—X106 (x)
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CEALFIE (45 )

= Al At
WOFIEEER L, meal it (HA) OFMEZ#RE L, RIS TIhb0 v ) A 0RE
ERTTNNVa— Tk,
o Rt ORI
cWHFDOET N —ex T— NThb
s —HOETRA U H—ERAE—FT, 5 —FHOETHA U —EAE— FTEARWD
W IFDOETNA P —ERE—RTHD
« A=y T ORI
= Al A O RRE
Hypershield Agent O = FTHYE (HA) #5elL. ROGHEICOAFEBINET ¢
« HA RENTENOIE LS HHTH D
«HA WHZ72 5TV T, BED
T TFAT VA= Y —EAPEL SN TND Z LR LET,
BEROMBEE NI TNV a—T 4 7T DI, ROFIEZEITLET
« HA BREZ MR T 212135, ROFNEZFETLET,
BT EarT MOy NU— s i A R LET,
« & ] 1% D Hypershield Agent DAREEZ fERR L £ 77,

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .



saAl |

B =am:

ATy T

ATy T2

ATvT3

FIE

%—ﬂﬁﬁ,réx?—&x t D_/V%Eﬁ?g\ L/i‘a—o
i -

show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.1)
HA Admin State: no-shutdown
Agent Status for Service Firewall: not-ready
Agent HA Status: not-ready

Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.2 unknown no-ha no peer connectivity

BHEETTOV—ER T 7T b—va U e Ry N =7l — MR L ET,
cHABRENZENDOIELL B THD Z &
« HA AT > T E T
T TFAT VA=Y —EAPEL SN TND Z LR LET,

51

switch# show run service-acceleration
<<snip>>
version 10.6(3g) Bios:version 01.17
feature service-acceleration
service system hypershield
source-interface loopback2
high-availability
source-interface loopbackl
peer 192.1.1.2
no shutdown
service firewall
vrf tenantl module-affinity dynamic
vrf tenant2 module-affinity dynamic
vlan id 2003,2005 bridged-traffic module-affinity dynamic

12—V HAIP NHRRE SN2 ET ~O HA #iHIC Ry N — 7 RENKEINTNDL I L 2R LE
T, ZOBTIE, V=T Ry A F =T A ZFELWIPT L ABLOSPFRE THM SN TV E
T =T 4T T—=T WL, A=Yy b A H—T = A A% L TOSPF Z i L CHIErRE/ B2
ftde~DL— M PERRENTNET,

1 -

switch# show run interface loopback 1
<<snip>>
version 10.6(3q) Bios:version 01.17
interface loopbackl

ip address 192.1.1.1/32

ip ospf cost 1

ip router ospf 10 area 0.0.0.0

ipv6 router ospfv3 10 area 0.0.0.0
switch# show ip route 192.1.1.2
IP Route Table for VRF "default"

. DPUEFa2 )T 1 E—FDCisco RAX— b RAYF +TTUNa—FTa2T HAF, YI)—X106 (x)
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<<snip>>

192.1.1.2/32, ubest/mbest: 1/0
*via 192.1.1.2, Ethl/16/3, [110/2], 00:22:46, ospf-10, intra
via 192.1.1.2, Ethl/16/3, [250/0], 00:20:51, am

£ YT CHABAEYETF = v B —% %17 L, Hypershield Agent DERENIRHE T NX-OSHERK ZMGEL . A%
MmHELET,

51

switch# show consistency-checker service-acceleration high-availability

PROCESSING HIGH-AVAILABILITY CONSISTENCY CHECK REQUEST

R IR Ik I Ik bk b b b b b b b b b b b b b b b b b b b b b gk b gk bk kb

HA FIREWALL STATE CONSISTENCY

RR R IR IR Ik I bk b b b b b b b b b b b b b b b b b b b b b 2k b gk b b ik ki
[PASS] Firewall configured and internal states match: out-of-service --> Firewall is created
[PASS] Agent's firewall readiness state matches internal readiness state: not-ready
[PASS] Agent's firewall readiness state matches published readiness state: not-ready

R R R R R R R I I h h E I E E E b E b b b b ki

FW VLAN OPERATIONAL STATE CONSISTENCY

R R R R R R I R I E I E I E b b E b b b bk ki

FW L2, L3 VLAN Set Consistency Checks

Expected L3 FW VLANs (from VRFs): 656-657,659,755,859
Expected L2 FW VLANs : 2003,2005
Expected Combined L2+L3 VLANs: 656-657,659,755,859,2003,2005
L3 VLAN Comparison:

[PASS] L3 VLANs match published FW L3 VLANs
L2 VLAN Comparison:

[PASS] L2 VLANs match published FW L2 VLANs
Combined L2+L3 VLAN Comparison:

[PASS] Combined L2+L3 FW VLANs identified as expected

R R R R R R I I I h h E E I E E E bk E b b b bk b i

HA PEER CONSISTENCY

R R R R R R R I I h h E I E E E b E b b b b ki

HA Configuration and Peer State Checks

HA Admin State Comparison:
[PASS] HA admin state matches with internal state: no-shutdown --> HA is enabled
HA Source interface Comparison:
[PASS] HA Source interface matches: loopbackl
HA Source IP Address Comparison:
[PASS] HA source IP address matches: 192.1.1.2
HA Peer Configuration Validation:
[PASS] Peer 192.1.1.1 found internally.
HA Peer State Validation:
[PASS] Internal Peer service state for peer 192.1.1.1 matches service state published by agent:
unknown
--> Peer is configured
[PASS] Peer 192.1.1.1 derived firewall state matches: 'unknown'
[NOTE] HA Troubleshooting Suggestion:
Detected 1 peer(s) with service state unknown:
- Peer 192.1.1.1: unknown
To identify HA peer connectivity issues, run:
service system hypershield test high-availability
HA VPC Peer Consistency Checks

Validating HA Peer Info:
Internal Peer state validation:

VPC peer is alive

[PASS] Peer 192.1.1.1 is being detected as an alive VPC peer
VPC Peer Firewall State Validation:

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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[PASS] Internally known HA VPC peer firewall state is 'unknown' (VPC peer exists)
[PASS] Published HA VPC peer firewall state is 'unknown' (VPC peer exists)
VPC State Consistency Checks

Validating 4 VPC(s)
VPC 60 (Po60):
[Pass] Internal details for VPC 60 matches configuration
[PASS] VPC 60 is of interest and allows 3 FW 12/13 VLAN(s): 657,659,2005
VPC 61 (Po6l):
[Pass] Internal details for VPC 61 matches configuration
[PASS] VPC 61 is of interest and allows 2 FW 12/13 VLAN(s): 656,2005
VPC 62 (Po62):
[Pass] Internal details for VPC 62 matches configuration
[PASS] VPC 62 is of interest and allows 2 FW 12/13 VLAN(s): 755,2003
VPC 63 (Po63):
[Pass] Internal details for VPC 63 matches configuration
[PASS] VPC 63 is of interest and allows 1 FW 12/13 VLAN(s): 2003
khkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkdhkhkhkhkhkhkkhkhkhhkhkhkhkhkhhkhxkhxkx
HA VRF/VLAN OPERATIONAL STATE CONSISTENCY
[PASS] 2 VRF(s) were validated and are in 'isolated' state
[PASS] VLANs 2003,2005 were validated and are in 'VLAN set to drop' state
[SKIP] VRF/VLAN vpc peer consistency checks skipped - one or both firewalls not ready
[SKIP] VLAN peer consistency checks skipped - one or both firewalls not ready

HIGH-AVAILABILITY CONSISTENCY CHECK COMPLETED - ALL CHECKS PASSED

Fy NT—=T D N T TN a—T 4 7 Y —)L%&FT LT, BT O Hypershield Agent ~D 3 > h U —
I OREZ M L £ T,

51

switch# service system hypershield test high-availability

Running HA config checks

Using loopback 1 as the HA source-interface.
1 HA peers configured.
HA admin state is enabled.

Running HA operational checks

local svc is not fully functional : criteria not met: in service
Hypershield peer 192.1.1.1 not functional: print peer HA svc state reason.

Starting network connectivity checks for the peers

Using curl to check connection to 192.1.1.1 port 28416

curl: (1) Received HTTP/0.9 when not allowed

Curl successfully connected to 192.1.1.1:28416. Collect 'show tech service-acceleration' to debug
any agent connectivity failure

HA network connectivity check completed for peer with IP 192.1.1.1

WAEDETFHES—ER E— KTT

WGHTOETHNVPC D A9 —t2x +F7492kL THY, TV IR NI T 497 REHTD
VPC BT T 772> TWAEE, LA Y3 FEIILA Y27 747 74 —/LVLAN Th D
VLAN % {51 % vPC 1T —HHs k- S EH A,
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VRFIZH T DT THBESNTRBEED E F12720 9, M WTIE, 7747 U4 —b
DOIMH EITRIOR Y U =Tk (153—) | 2R LTEEN,

VRF £771X VLANSED F T 7 4 v 73T _RT ey 7Ea&NET, F#EMIc>WTiE, 774
T —NDIH EFRIORy hU— 7 (152—) | 2B LT EE0,

B

CE) 7747 U —ADBBEEHL TCWRWES, DPUOX—TT 74 7 LRMITED 2D £, Bl
FEClE. Hypershield Agent D %478 HA i 2 st L £ 37,

FIE

ATV WHOETIX, v —H/VORIES not-ready & i L, 7 ¥ —E ADMRAEZ not-ready & L T ¥ 2 #4038
WiV £, BT O HAREAFIEITHH TE 220,

B -

switch (config)# show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.1)
HA Admin State: no-shutdown

Agent Status for Service Firewall: not-ready --> local service is not ready
Agent HA Status: unavailable
Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.2 not-ready ha-unavailable local and peer service failure

AT 72 Hypershield =— = > b HA {EH/AER & MR L E T,
£l

switch # service system hypershield connect session /usr/src/app/agwctl ha info
Client got: ok

Data:

=== HA Info ===

Admin State: enabled

Oper State: ha-ready

Leader: false --> After HA connectivity is established peer with lower IP/ready is
leader

HA IP: 192.1.1.2

HA Port: 28416

Policy Check:

Policy Rev:

Configured Peers: 192.1.1.1
<<snip>>

1 -
HA E7TOHH

switch (config)# service system hypershield connect session /usr/src/app/agwctl ha info
Client got: ok

Data:

=== HA Info ===

Admin State: enabled

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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Oper State: ha-ready

Leader: true --> After HA connectivity is established peer with lower IP/ready is
leader

HA IP: 192.1.1.1

HA Port: 28416

Policy Check:

Policy Rev:

Configured Peers: 192.1.1.2

<<snip>>

—ADETHNSA Y —ERXRE—FTHY. 3 5—FADETIF. 41V

H—EX E—

FIE

T, ®YFEEA

— DTN FEA4 v —E A (no in-service) ] Ty &I —FHDET D (4P —E % (in-service) ]
THHIEE. NI 74 v 734 P —EADET OFAICERTLMNERH Y 7,

« Hypershicld Agent & NXOS 0 FW #— E X8, T (£ 2%t (in-service) 1 V1B ET T
ﬂ§ﬁ§ﬁ§7?%§7:b\§)z.&f%ﬁﬁ§§§112£7?0

s BT RHOREO R AR L ET,
CFWHENRTECWAET CVPCBIOY TV v R T 7 4 v 7 OEERA 72> T
HT L EERLET,

s VRE NS0, NI 74 IR FWILOETDDPUIWLY XA LY FTE D
ZEEMEERLET, P oOWTIR, [y Mgk 25 %—Y) | ABBLTLEE
AN

cFW DN TETWRWVWET T, VPCBEIUT Y v UK v T 74 v 7 ODEBNRFERIC
o TNWD I & EMERLET,

DPUF—T7 T T4 7 LTHEHNEL. AT —ERATITRWET TIE5| &k & B TI,

ATy 1 HARREEZRFEL £,

i

EENTETVVEVETTOESD

switch# show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.1)
HA Admin State: no-shutdown
Agent Status for Service Firewall: not-ready
Agent HA Status: unavailable

Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.2 ready ha-unavailable local service failure

. DPUEFa2 )T 1 E—FDCisco RAX— b RAYF +TTUNa—FTa2T HAF, YI)—X106 (x)
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1 -
HEENTETWBETTORA

switch# show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.2)
HA Admin State: no-shutdown
Agent Status for Service Firewall: ready
Agent HA Status: not-ready

Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.1 not-ready ha-unavailable peer service failure

F—ERFOET I, v—HVIRAES Ready & L. U E— MRFEZ not-ready & #5 L E T, [AIERIC,
AP —EARATIERNET X, 72— /WIREES not-ready . U E— MIKAE% Ready & #Hi5 L E 7,

FUR—T 4 T EINTEET THARENER SN TELT, thov 7 CHEHATEEEA,

BT CHABAMF = v h—%FET L, NXHRBLO=—Y = MNFENRRE CIRREZMZEL, b T 7 4 >
7 DI 722D TRUE Z MRGE L £ 77,

1 -

HEENTETLWLREWLWETTORA

switch# show consistency-checker service-acceleration high-availability

PROCESSING HIGH-AVAILABILITY CONSISTENCY CHECK REQUEST

R R R R R R R R R R I R R R R R i

HA FIREWALL STATE CONSISTENCY
Ak hkhkhkhkhkhkkhkhkhkhkhkhkhkkhkhkkhhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhhhhkkhxkx
[PASS] Firewall configured and internal states match: out-of-service
--> HA Peer that is not in-service
[PASS] Agent's firewall readiness state matches internal readiness state: not-ready
[PASS] Agent's firewall readiness state matches published readiness state: not-ready

RR R R R Ik h h b b kb b b b b b b b b b b b b b b b b b b b bk bk b ik b b b

FW VLAN OPERATIONAL STATE CONSISTENCY

RR R R Rk E kb kb b b b b b b b b b b kb b b b b b b b bk bk b e b b b

FW L2, L3 VLAN Set Consistency Checks

Expected L3 FW VLANs (from VRFs): 656-657,659,755,859
Expected L2 FW VLANs : 2003,2005
Expected Combined L2+L3 VLANs: 656-657,659,755,859,2003,2005
L3 VLAN Comparison:

[PASS] L3 VLANs match published FW L3 VLANs
L2 VLAN Comparison:

[PASS] L2 VLANs match published FW L2 VLANs
Combined L2+L3 VLAN Comparison:

[PASS] Combined L2+L3 FW VLANs identified as expected

R R R R Ik h b b b b b b b b b b b b b bk b b b b b b b b bk bk b b b b b

HA PEER CONSISTENCY

R R R R Ik ke h Ik b kb b b b b b b b b b b b b b b b b b b b bk b kb ik b b b

HA Configuration and Peer State Checks

HA Admin State Comparison:
[PASS] HA admin state matches with internal state: no-shutdown
HA Source interface Comparison:
[PASS] HA Source interface matches: loopbackl
HA Source IP Address Comparison:
[PASS] HA source IP address matches: 192.1.1.1
HA Peer Configuration Validation:

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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[PASS] Peer 192.1.1.2 found internally.
HA Peer State Validation:
[PASS] Internal Peer service state for peer 192.1.1.2 matches service state published by agent:
ready
[PASS] Peer 192.1.1.2 derived firewall state matches: 'ready'
HA VPC Peer Consistency Checks

Validating HA Peer Info:
Internal Peer state validation:
VPC peer is alive
[PASS] Peer 192.1.1.2 is being detected as an alive VPC peer --> vPC peer is being detected
VPC Peer Firewall State Validation:
[PASS] Internally known HA VPC peer firewall state is 'ready' (VPC peer exists)
[PASS] Published HA VPC peer firewall state is 'ready' (VPC peer exists)
VPC State Consistency Checks

Validating 4 VPC(s)
VPC 60 (Po60):
[Pass] Internal details for VPC 60 matches configuration
[PASS] VPC 60 is of interest and allows 3 FW 12/13 VLAN(s): 657,659,2005
[PASS] VPC 60 state is 'down' (local FW not-ready, peer FW ready)
State reason: suspended by service-acceleration
VPC 61 (Po6l):
[Pass] Internal details for VPC 61 matches configuration
[PASS] VPC 61 is of interest and allows 2 FW 12/13 VLAN(s): 656,2005
[PASS] VPC 61 state is 'down' (local FW not-ready, peer FW ready)
State reason: suspended by service-acceleration
VPC 62 (Po62):
[Pass] Internal details for VPC 62 matches configuration
[PASS] VPC 62 is of interest and allows 2 FW 12/13 VLAN(s): 755,2003
[PASS] VPC 62 state is 'down' (local FW not-ready, peer FW ready)
State reason: suspended by service-acceleration
VPC 63 (Po63):
[Pass] Internal details for VPC 63 matches configuration
[PASS] VPC 63 is of interest and allows 1 FW 12/13 VLAN(s): 2003
[PASS] VPC 63 state is 'down' (local FW not-ready, peer FW ready)
State reason: suspended by service-acceleration

R R R R o R R R

HA VRF/VLAN OPERATIONAL STATE CONSISTENCY
khkhkkhkhkhkkhkhkkhkhkkhkhhkhkhkkhkhkkhhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkkhkhhkkkx
[PASS] 2 VRF(s) were validated and are in 'isolated' state
[PASS] VLANs 2003,2005 were validated and are in 'VLAN set to drop' state
[SKIP] VRF/VLAN vpc peer consistency checks skipped - one or both firewalls not ready
[SKIP] VLAN peer consistency checks skipped - one or both firewalls not ready

HIGH-AVAILABILITY CONSISTENCY CHECK COMPLETED - ALL CHECKS PASSED

AT T3 vPCH, VI —ERE—FOET C—HELEINT, AP —ERXE—RKOEYT7T TC—HEILEENRN &
PR L FET,
1 -
EFNTETWWEWLWET7TTORE AR

switch# show vpc brief

<<snip>>

vPC domain id 01

Peer status : peer adjacency formed ok
vPC keep-alive status : peer is alive

vPC role : primary
<<snip>>

vPC Peer-link status

l oPUtEF1UTF 4 E—FDCisco RX—k R/ Y F FSTLLa—F 42T HA K JJ—2106 (x)
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id Port Status Active vlans

1 Po900 wup 656-657,659,755,757-
759,859,2003,2005,2007,2009

vPC status

Id Port Status Consistency Reason Active vlans
60 Po60 down* success success -

61 Po6l down* success success -

<<snip>>

switch# show interface port-channel 60-61 br

Port-channel VLAN Type Mode Status Reason Speed Protocol
Interface

Po60 1 eth trunk down suspended by service-acceleration auto (D) none
Po6l 1 eth trunk down suspended by service-acceleration auto (D) none

N TE CWVWRWE T THSRP ZL—7" N INITHREED F FI127/2 > TV B, VRFIZDBES N2 25
72, HSRP VNV —T7 NN TE CNWDIET TT 7T 4 TICBITTHZ L 2R LEd, vPC I HSRP
active-active ZFE T 57, HEN TEX TWRWHAVPC B 7 TVvPC R—IpE L S -4E R, VIP ~D k
T4 v I RENRELET,

B -

EENTETLWERENWETTORA

switch# show hsrp group 656
Vlan656 - Group 656 (HSRP-V2) (IPv4)
Local state is Initial (VRF Isolation Enabled), priority 110 (Cfged 110), may preempt
Forwarding threshold(for vPC), lower: 0 upper: 110
Hellotime 3 sec, holdtime 10 sec
Virtual IP address is 166.1.1.6 (Cfged)
Active router is unknown
Standby router is unknown
Authentication text "cisco"
Virtual mac address is 0000.abcd.0656 (Cfged MAC)
3 state changes, last state change 1dl4h
IP redundancy name is hsrp-V1an656-656 (default)

1 -
E/HATETWBETTOED

switch# show hsrp group 656
Vlan656 - Group 656 (HSRP-V2) (IPv4)
Local state is Active, priority 100 (Cfged 100), may preempt
Forwarding threshold(for vPC), lower: 0 upper: 100
Hellotime 3 sec, holdtime 10 sec
Next hello sent in 1.394000 sec(s)
Virtual IP address is 166.1.1.6 (Cfged)
Active router is local
Standby router is unknown
Authentication text "cisco"
Virtual mac address is 0000.abcd.0656 (Cfged MAC)
7 state changes, last state change 01:33:43
IP redundancy name is hsrp-V1an656-656 (default)

Hypershield =— < = o h HA fFH/ER 2R L £ 3, EHATE TWDOET R, UV —F—0&EZH 0 FE
—3‘0
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1 :

switch# service system hypershield connect session /usr/src/app/agwctl ha info
Client got: ok

Data:

=== HA Info ===

Admin State: enabled

Oper State: ha-ready

Leader: true --> Role switches to leader since it is “ready”
HA IP: 192.1.1.2

HA Port: 28416

Policy Check: false

Policy Rev:

Configured Peers: 192.1.1.1

switch# service system hypershield connect session /usr/src/app/agwctl ha info
Client got: ok

Data:

=== HA Info ===

Admin State: enabled

Oper State: ha-ready

Leader: false --> Role is follower since it is “not-ready”
HA IP: 192.1.1.1

HA Port: 28416

Policy Check: false

Policy Rev:

Configured Peers: 192.1.1.2

MADETNA oY —ER E—FTYT
WHDOETNA v —ERE— ROLPA, MHFOETNFWOHEHNTETNDHEXIT, NT
T4 DIREEFTICT HMNERSY 7,
« % B 7 CFW ORI A i L £
« BT HOREO WM R LT,

VPCEBLOT YV PR NI 7497 T4 7V 73 alrBNliiOET TEH 722> TW5
ZEEMRLETREIORZ v a v EER),

* VRF OGBS 720 8T 7 4 v 7 BFW SISO ET O DPUIZY XA L2 FTE 52
LEMBLET ([S7y Mgk Q5<—Y) | 238) ,

BT —FRI MR L ET,

FIE

AT WHFOET R —hLBLOET OIRRES Ready EHET 52 L 2R LE T, HAREBIZE O YT T
HEfH7E T TY
i -
1DDE7THOHA
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switch# show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.1)
HA Admin State: no-shutdown
Agent Status for Service Firewall: ready
Agent HA Status: ready

Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.2 ready ha-ok all criteria met

1 :
HA E7 TOHH

switch# show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.2)
HA Admin State: no-shutdown
Agent Status for Service Firewall: ready
Agent HA Status: ready

Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.1 ready ha-ok all criteria met

HFEET CHABAEMNT = v I —% (T L NX R, IRHEZ Agent OBRERIRIE, KLU N T 7497 T4 7

VI va BEEBIELET,
5 -

switch# show consistency-checker service-acceleration high-availability

PROCESSING HIGH-AVAILABILITY CONSISTENCY CHECK REQUEST

R R R R R R R R

HA FIREWALL STATE CONSISTENCY
Ak Ak hkhkkhkkhkhkkhhkhkhkhkhkhkhkkhkkhkkhkkhkhkhkhkhrhrhkhkhkhkkhkkhhhhhhxxkx
[PASS] Firewall configured and internal states match: in-service
[PASS] Agent's firewall readiness state matches internal readiness state:

[PASS] Agent's firewall readiness state matches published readiness state:

R R R R R R R R

FW VLAN OPERATIONAL STATE CONSISTENCY

R R R R R R R

FW L2, L3 VLAN Set Consistency Checks

Expected L3 FW VLANs (from VRFs): 656-657,659,755,859
Expected L2 FW VLANs : 2003,2005
Expected Combined L2+L3 VLANs: 656-657,659,755,859,2003,2005
L3 VLAN Comparison:

[PASS] L3 VLANs match published FW L3 VLANs
L2 VLAN Comparison:

[PASS] L2 VLANs match published FW L2 VLANs
Combined L2+L3 VLAN Comparison:

[PASS] Combined L2+L3 FW VLANs identified as expected

R R R R R R R R

HA PEER CONSISTENCY

R R R R R R R

HA Configuration and Peer State Checks

HA Admin State Comparison:

[PASS] HA admin state matches with internal state: no-shutdown
HA Source interface Comparison:

[PASS] HA Source interface matches: loopbackl
HA Source IP Address Comparison:

ready
ready

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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[PASS] HA source IP address matches: 192.1.1.1
HA Peer Configuration Validation:
[PASS] Peer 192.1.1.2 found internally.
HA Peer State Validation:
[PASS] Internal Peer service state for peer 192.1.1.2 matches service state published by agent:
ready
[PASS] Peer 192.1.1.2 derived firewall state matches: 'ready'
HA VPC Peer Consistency Checks

Validating HA Peer Info:

Internal Peer state validation:
VPC peer is alive
[PASS] Peer 192.1.1.2 is being detected as an alive VPC peer

VPC Peer Firewall State Validation:
[PASS] Internally known HA VPC peer firewall state is 'ready' (VPC peer exists)
[PASS] Published HA VPC peer firewall state is 'ready' (VPC peer exists)

VPC State Consistency Checks

Validating 4 VPC (s)
VPC 60 (Po60):

[Pass] Internal details for VPC 60 matches configuration

[PASS] VPC 60 is of interest and allows 3 FW 12/13 VLAN(s): 657,659,2005
VPC 61 (Po6l):

[Pass] Internal details for VPC 61 matches configuration

[PASS] VPC 61 is of interest and allows 2 FW 12/13 VLAN(s): 656,2005
VPC 62 (Po62):

[Pass] Internal details for VPC 62 matches configuration

[PASS] VPC 62 is of interest and allows 2 FW 12/13 VLAN(s): 755,2003
VPC 63 (Po63):

[Pass] Internal details for VPC 63 matches configuration

[PASS] VPC 63 is of interest and allows 1 FW 12/13 VLAN(s): 2003

R R R IR IR I b b b b h b b b b h b h b b b b b b b b b b b ki

HA VRF/VLAN OPERATIONAL STATE CONSISTENCY

R R R IR R I b b b h b b b b E b b h b b b b b b b b b b b b b i

[PASS] 2 VRF(s) were validated and are in 'forwarding ready/redirection installed' state

[PASS] VLANs 2003,2005 were validated and are in 'forwarding ready' state
[INFO] Both firewalls are ready - proceeding with VRF and VRF-ID validation
[PASS] All VRF ID validations passed

[PASS] All VLAN peer consistency checks passed - 2 VLAN(s) validated

HIGH-AVAILABILITY CONSISTENCY CHECK COMPLETED - ALL CHECKS PASSED

ATv T3 FWVRFIZHEHIND I 7EAAL VLAN X, WA OET T-HLTWARLERSY £F, Zhblc—HME
WIRWGEIX, CCRT7 77 HRETDUHENRHY £T, ZhHDIDIE, 2 2DAA v FDDPU T—HL
TWAHMENRSH D | show service-acceleration redirect-policy brief =~ > K&fEH LT NXOS THERIND
BT D & THERTEET,

11

switch# slot 1 dpu 1 dpctl hs vrf show-map

VRF Table:

VRF Name VRF ID Internal VRF ID
tenantl 12 4

default 1 1

tenant2 13

Total VRFs: 3
ATy T4 Hyper L—F =—Y x> F O HA B/ E LR LET,
1 -

. DPUEFa2 )T 1 E—FDCisco RAX— b RAYF +TTUNa—FTa2T HAF, YI)—X106 (x)
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1) — & —@ Hypershield Agent HA R 7 —%2 ADH 5

switch# service system hypershield connect session /usr/src/app/agwctl ha show
Client got: ok

Data:
=== HA Status ===
Cluster State: active/active
NX State: ha-ready
--- Local ---
Svc State: ready since 2026-05-12 20:15:48 UTC
Reason: all criteria met
Criteria: [OK] since 2026-05-12 20:15:48 UTC
dpu_healthy: [OK]
dpu_insync: [OK]
in_service: [OK]
--- Peer: 192.1.1.1 ---
HA State: ha-ok since 2026-05-12 22:35:41 UTC
Reason: all criteria met
Svc State: ready since 2026-05-12 22:35:40 UTC
Reason: peer service ready
Criteria: [OK] since 2026-05-12 22:35:40 UTC
peer_ service: [OK]
Membership: [OK] since 2026-05-12 23:52:45 UTC
peer compatible: [OK]
peer dpu keepalive: [OK]
peer vrf gid: [OK]
Adjacency: [OK] since 2026-05-12 22:35:10 UTC
peer dpu bulk sync: [OK]
peer policy: [OK]

5 -
EJATETL S —F—0D Hypershield Agent HA E7 R T7—42 2D HH

switch# service system hypershield connect session /usr/src/app/agwctl ha peers show
Client got: ok

Data:
=== HA Peers ===
--- Peer: 192.1.1.1 —---
HA State: ha-ok since 2026-05-12 22:35:41 UTC
Reason: all criteria met
Svc State: ready since 2026-05-12 22:35:40 UTC
Reason: peer service ready
IpConfigState: success
Connected: [OK] since 2026-05-12 23:57:40 UTC
Service Criteria Met: [OK] since 2026-05-12 22:35:40 UTC
peer service: [OK]
Member Criteria Met: [OK] since 2026-05-12 23:57:44 UTC
peer compatible: [OK]
peer dpu_ keepalive: [OK]
peer vrf gid: [OK]
Adjacency Criteria Met: [OK] since 2026-05-12 22:35:10 UTC
peer_dpu bulk sync: [OK]
peer policy: [OK]
Member Info:
Serial: FDO28370FGQ
Model: N9324C-SE1U
SW Version: 10.6(39)ISQ9(0.13)
CPA Version: v1.19.0-pre.8-151-gl4b22cl2
Reported HA State: ha-ready
Service: ready
LB Mode: symmetric-hash
Policy Rev:
Policy Check: false
DPUs: dpu2(1.150.2), dpué4(1.150.2), dpul(1.150.2), dpu3(1.150.2)

DPUtEF1)T 4 E—FDCisco RY—k RAYF b TNa—Fa25 HA K, JIJ—X106 (x) .
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DPU HA Status:

dpul: keepalive=][
dpu2: keepalive=][
dpu3: keepalive=|[
dpué: keepalive=|[

Yefii 23 C& 7= 7 + 1 U —® Hypershield Agent HA A7 — X A & Hfgad L £ 3,

51

switch# service system hypershield connect session /usr/src/app/agwctl ha show

Client got: ok

bulk sync local=|[
bulk sync_local=
bulk sync_local
bulk sync_ local=

bulk sync peer=
bulk sync_peer=
bulk sync peer=
bulk sync_peer=

OK] OK] [OK]
OK] [OK] [OK]
OK] [OK] [OK]
OK] [OK] [OK]

Data:
=== HA Status ===
Cluster State: active/active
NX State: ha-ready
--- Local ---
Svc State: ready since 2026-05-12 20:15:48 UTC
Reason: all criteria met
Criteria: [OK] since 2026-05-12 20:15:48 UTC

dpu healthy:
dpu_insync:
in_service:

[OK]
[OK]
[OK]

--- Peer: 192.1.1.1 ---

HA State: ha-ok since 2026-05-12 22:35:41 UTC
Reason: all criteria met

Svc State: ready since 2026-05-12 22:35:40 UTC
Reason: peer service ready
Criteria: [OK] since 2026-05-12 22:35:40 UTC

peer service: [OK]

Membership: [OK] since 2026-05-12 23:52:45 UTC
peer compatible: [OK]
peer dpu keepalive: [OK]
peer vrf gid: [OK]

Adjacency: [OK] since 2026-05-12 22:35:10 UTC
peer dpu bulk sync: [OK]

peer policy:

HEfiF 73 C & TUV % B 7 O Hypershield Agent HA ©7 D AT — X A &8 L £,

&1

switch3# service system hypershield connect session /usr/src/app/agwctl ha peers show

Client got: ok

[OK]

Data:

=== HA Peers ===

--— Peer: 192.1.1.2 ---

HA State: ha-ok since 2026-05-12 22:35:20 UTC
Reason: all criteria met

Svc State: ready since 2026-05-12 20:15:28 UTC
Reason: peer service ready

IpConfigState: success

Connected: [OK] since 2026-05-12 23:55:54 UTC

Service Criteria Met:
peer_ service:

Member Criteria Met:
peer compatible:
peer dpu_keepalive:
peer vrf gid:

Adjacency Criteria Met:

peer_dpu bulk sync:
peer policy:
Member Info:
Serial:
Model:

since 2026-05-12 20:15:28 UTC

since 2026-05-12 23:55:55 UTC

K] since 2026-05-12 22:34:50 UTC
K]
K]

FDO28370FGZ
N9324C-SE1U

saAl |

--> Both peers are ready and sync is completed - HA is ready
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SW Version: 10.6(39)ISQ9(0.13)

CPA Version: v1.19.0-pre.8-151-gl4b22cl2

Reported HA State: ha-ready

Service: ready

LB Mode: symmetric-hash

Policy Rev:

Policy Check: false

DPUs: dpu2(1.150.2), dpu4(1.150.2), dpul(1.150.2), dpu3(1.150.2)
DPU HA Status:

dpul: keepalive=[OK] bulk sync local=[OK] bulk sync peer=[OK]

dpu?2: keepalive=[0OK] bulk sync local=[OK] bulk sync peer=[OK]

dpu3: keepalive=[0OK] bulk sync local=[OK] bulk sync peer=[OK]

dpu4: keepalive=[0OK] bulk sync local=[OK] bulk sync peer=[OK]

- ~ N O Yz ==
AN—=y TDREE
RUN—=Uy TOMEEIL, A v FA—N—F A 7 F—"— 2F ) F% b ) H— RN
D, RELT, DPUF—TT I 7DEE, X—Yar 7Ty N7+ —20R 5, Afif
T — ROR—ENRBAET D AlREERH Y 7,
WHDAAL Y FNEFW LT 4 DA, V—F =TT 4 v 7 &5 EHE, 740U —T i
NTETWANIBITLET,

FZ 74y ZHEBEA D= ALIE, Ao =2 HIZT 74 T 04— /LD #ERTETWARWIBT
TBHEEMMD FET,

FIE

ATFY T V—=F =L L GBRENZET NN T 7 4 v 7 25| EHE, 7 U—do—h/VIREZ HE|HN TE T
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51

switch# show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.1)
HA Admin State: no-shutdown

Agent Status for Service Firewall: not-ready --> not ready
Agent HA Status: switchover --> switched to peer
Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.2 ready ha-fail membership failure: peer compatible

switch# show service-acceleration high-availability status
Service System: hypershield
HA Source Interface: loopbackl (192.1.1.2)
HA Admin State: no-shutdown

Agent Status for Service Firewall: ready --> ready
Agent HA Status: takeover --> takes over from peer
Peers:
PeerIP Peer Service State HA State with Peer Reason
192.1.1.1 not-ready ha-fail membership failure: peer compatible
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switch# service system hypershield connect session /usr/src/app/agwctl ha compatibility

Client got: ok

Data:

=== HA Compatibility ===
--— Peer: 192.1.1.1 ---

Membership:
Field Local
model N9324C-SE1U

nxos_version
cpa_version

10.6(39)IsSQ9(0.13)
v1.19.0-pre.8-151-gl4b22cl2

dpu_count 4

1b_mode symmetric-hash

policy check false

dpu:dpul 1.150.2

dpu:dpu2 1.150.2

dpu:dpu3 1.150.2

dpu:dpu4 1.150.2

Verdict: [FAIL]

Adjacency:

Field Local Peer Status
policy revision [OK]

Verdict: [OK]

Peer Status
N9324C-SE1U [OK]
10.6(3g) ISQ9(0.13) [OK]
v1.19.0-pre.8-151-gl4b22cl2 [OK]
4 [OK]
pinning [FAIL]
false [OK]
1.150.2 [OK]
1.150.2 [OK]
1.150.2 [OK]
1.150.2 [OK]
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switch# show service-acceleration status details

Service System: hypershield

Source Interface: loopback2 (10.29.251.101)

DPU Load-balance Mode: pinning

Agent Status: firewall-ready,redirect-installed

Agent Health Status: ok
Controller Connection Status: init
Agent HA Status: switchover
Services:

Firewall: in-service

VRF Operational State Affinity (DPU)
tenantl redirection installed 1
tenant?2 redirection installed 2

VLAN Operational State Affinity (DPU)
2003 forwarding ready 1
2005 forwarding ready 3
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switch# service system hypershield connect session /usr/src/app/agwctl ha show

Client got: ok

Data:
=== HA Status ===
Cluster State: active/standby (degraded)
NX State: ha-takeover
--- Local ---
Svc State:
Reason: all criteria met

ready since 2026-05-12 20:15:48 UTC
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Criteria: [OK] since 2026-05-12 20:15:48 UTC
dpu_healthy: [OK]
dpu_insync: [OK]
in service: [OK]
--— Peer: 192.1.1.1 ---
HA State: ha-fail since 2026-05-13 00:30:34 UTC
Reason: membership failure: peer compatible
Svc State: not-ready since 2026-05-13 00:30:17 UTC
Reason: peer service not-ready
Criteria: [FAIL] since 2026-05-13 00:30:17 UTC
peer service: [FAIL]
Membership: [FAIL] since 2026-05-13 00:30:20 UTC
peer compatible: [FAIL]
peer dpu_keepalive: [OK]
peer vrf gid: [OK]
Adjacency: [FAIL] since 2026-05-13 00:30:24 UTC
peer_dpu_bulk sync: [FAIL]
peer policy: [OK]
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