ST a—TFT4 200D Y—ILERESR

e AV RIA LA E—T 2 A ADKNT TN a—T 47 a<w K 23=)
s ACLBOMEF = v (32 3—3)

T T VT 4 TRELSETF =y h— (35—Y)
A E—T A ABEEET = I— (37T —)
ATD #EMWETF = v h— (37—

CRET AN (38 %—)

«CLIT /N> Z (38 X—7)

s Ping, Pong, I5J OF Traceroute (40 ~X—73)

c 7B ABLNCPU DE=ZY T (42 2—3)

e FUR— REED XL ZOMH (45 2—)
WO (47 ~X—)

« flAIA F TV D Event Manager D (47 =X—)
* Ethanalyzer Offff] (48 ~X—7)

« SNMP B L TUXRMON OHHR— k(66 ~<—)

« PCAP SNMP /X—H—0Dfli [ (66 ~<—3)

« RADIUS Z#FI|H (68 ~—)

e syslog O (69 ~—2)

« SPAN O] (70 ~—3)

¢ SPAN #A5MT = v 1 — (71 X—)

e sFlow Zfi [ (72 X—2)

o sSFlow BEAMETF = v — (72 2—)

« TN— E—aVBEREOEN (73 X—)

swatch =~ RO (73 X—)

s N TTNY a—TFT 4 T DY — )L FIEROBINEBE (74 X—)

FSTNoa—TFTa0FDY—ILEBERR .



FSTNYaA—TF AL TDY—ILEFER
B == 51 qv8—oz020r5T001—F 4T a%k

~ N — -~ -~ — = ~ —
A KRS AABA—T A AN TN a2 —T«
“ N ~ >
o) av Uk
avwY RIA A F—TxA4 A (CLD) ZFEMATHE, v—drary—LzHHALT, £
7iXTelnet £7-13EF =273 =/ (SSH) By a2 FHALTYE— FTRERBLIONE=%
TZ %9, CiscoNX-OSCLI IZ}%., CiscolOS Y7 U =TI~y REELH Y | RIK
T 7 show a~< > K, v Fa—F HR—F BLOr—nLX—2D7 7 & AH|#EH
boTWET,
BFEREIIT, EREORTE, AT —H A, RT3 —< AT H1ERERLET 5 show 2~
RBHAESINTHWET, £/, koa~vr REfHTE, SOICHELWEREMET L2 L
NTEXFET,
eshowsystem= 7| =7 — BIUINEZEZL T AT AL~ LDa R R—xr MIET S
fEmz it U E4, showsystemerror-id =2~ > FZH L, a~vr Fckh, =5—a—
ROFMARBTEET,

switch# copy running-config startup-config

[H#HFHHHHFHHAHH AR H S HH S FE A H RS HEE] 100
2013 May 16 09:59:29 zoom %$ VDC-1 %$ $BOOTVAR-2-AUTOCOPY FAILED: Autocopy of file

/bootflash/n9000-dk9.6.1.2.I1.1.bin to standby

switch# show system error-id 0x401e0008
Error Facility: sysmgr
Error Description: request was aborted, standby disk may be full

BEEFyvh—aTUFR

CiscoNX-OSiZix, Y7 b =T REL NN— R =T IREZHRFIFT A2EAMTF 2 h—av
FRHEBESINTWET, AT = v 1 — DR RIX, PASSED F£ /21X FAILED & L TRl S

i?ﬁo

2019 May 1 16:31:39 switch vshd: CC_LINK STATE:
Consistency Check: PASSED

BT = v W —1%, ROBRER FATT DY —/LTT,
« VAT LOBEELHERRT D
o IRAFR ST & B Sy B0 RAT &2 SRS %
VT NY =T T=TNN—= Ry =T T=TLROBEENET =y 7T D

)

GE) F=F—tyrarBF U REBELEITT —REOLE. BT = v I —I3MGES L EE
hoe

B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER
ganFronr—avor

Cisco NX-OS %, ROEAEMF = v h—% P HR—FLET,

R1:BEM¥Fzvh—aTUFR

avw Uk BL)] HYR—rShBHT5 v b
74+—L4

show consistency-checker copp | CoPP 7' 17 7' 5 3 o 7 Zfifgz L % | Cisco Nexus 34180YC. 9200,
R 9300-EX., ¥ X 1V9300-FX 7
Ty N7 —Db AL T
BLO-EX., -FX, -RT A1
71— K %1 2 7= Cisco Nexus
9500 7T v 7 —2I A
A

Cisco Nexus
N9K-C9316D-GX.
N9K-C93600CD-GX,
NIK-C9364C-GX A A v F

show consistency-checker copp | 4-_XCmd = h @—/L 7 L— | Cisco Nexus
extended modulemodule_No | AcL B A M ZFER L £, 9300-FX3/GX/GX2/H2R/HI,

[brief | detail[ ] FXSIGXIGKIRAL,
- [BEZ (Brief) | : &L= 9808, 351189804 + VU

; . AA T,
() =2 | Y DU &L
CiscoNX-0OS U U —210.5 KT LES
(3) FLIBE, Zoo=a~r R °
BElLSE L, [ (Detail) ] : 7_XT»
ACE= > VU D)) & HiE
I TERRLET,
show consistency-checker T _TPH= hr—/)L 7 L— |Cisco Nexus
control-plane acl extended ACL DEEAMERFER L E T, = | BOOFXEX2FX3GXGX2H2RHI,
modulemodule_no [bnef\ @%ﬁ‘bb‘ﬂ"?:/ Kit. CoPP 9808 }3 L TN9804 1) — X &

detall] F = 7 % KD BMICIAT | Y THB LT 9700-

B 12 OIE/I T 2388 2 Tk & |EX/FX/FX3/GX 7 A & J1—
IWTUVWET, FAr&E D9500 ) — X R
A

show consistency-checker dme |DMEAf » % — 7 = A 2 % &8 L | Cisco Nexus 34180YC. 9200,
interfaces F9, 9300-EX, 3 L TN9300-FX 7
Ty N T F—I AL vF,
BIW-EX, -FXT7A 21—
R % %7~ Cisco Nexus 9500
Ty R T = AL T

FSTNoa—TFTa0FDY—ILEBERR .
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B

$R—bERBT5 Y b
T4 —L

show consistency-checker
egress-xlate private-vlan

N—=RT 2T DT T A_X— |
VLAN egress-xlate % ff7d L %
o

Cisco Nexus 9200, 9300-EX.
BLU9300-FX 77 » b
T —hb AL vF, BLY
-EX, -FX, R4V 7—F
% 2 7= Cisco Nexus 9500 7
T RTH—b AL T

show consistency-checker
fex-interfaces {fex fex-id |
interface ethernet
fex-id/fex-slot/fex-port} [brief |
detail]

FEXA v Z—T A ADV T K
T T EN— R T OIRRER
gL E9,

Cisco Nexus 9200, 9300-EX,
BLO9300-FX 77 » b
T —hb AL vF, BLY
-EX. -FX 7 A > 71— R Zfj
Z. 7= Cisco Nexus 9500 77
N7 F—b AL T

GE)
fex-dlot [XH 121 TY,

show consistency-checker
fex-interfacesfabric <fabric-po>

WA o R— A B —T = Af A
DFEX 777V w7 PO AV
N=o 7 BXOZ777 0 v
7 R— K~ F ¥ RN AL RN—D
LB —T oA AL JLDIN—
Ko =7 7FalF 7 iR
LET,

Cisco Nexus 9300-EX,
9300-FX., 9300-FX2 B3 L r
9300-GX v U —RX A A v
T

show consistency-checker
fex-interfacesfabric <fabric-po>
member ship vlan <vian-id>

FEX A v #—7 = A A THZC
72> TCTWB VLAN {22\,
FEX 777U w7 PO AL /3\—
MNVLANTZ Z > RU R hO—H
ThdZ LaERLET,

Cisco Nexus 9300-EX,
9300-FX., 9300-FX2 B3 L ¥
9300-GX v U —RX A A v
T

show consistency-checker
fex-interfacesfabric <fabric-po>
stp-state vlan <vlian-id>

FEX A > % —7 = A A THIIC
72> T\5% VLAN ® FEX 7 7
T w7 PO A L N— DR/
PRRETH H = L 2R L E

7T

Cisco Nexus 9300-EX,
9300-FX, 9300-FX2 B3 LY
9300-GX v U —RX A A v
A

show consistency-checker
fex-interfacesfabric <fabric-po>
egress-xlate private-vlan
<vlan-id>

PVLAN %}t~ FEX A v % —

Tz A ARG HEEIC, FEX

Ty 7V POAVHE—T =
A AZxET % PVLAN /v— R
VT Tur 7 IR L
£7

Cisco Nexus 9300-EX
9300-FX. 9300-FX2 33 X8
9300-GX ¥ U —R A A v
%O

B B rSoLva—FavInoY—LETER
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av Uk BL)] YR—bENETSY k
Ti+—L

test consistency-checker LAY 3BEMET = v B —% B | CiscoNexus 9000 2 J — X %

forwarding {ipv4 [ipv6} [vrf |ga1 s+ P

vrf-name | all] [module
module-number | all]

show cor_lsisxe_ncy-checker LAY 3EEMTF = v h— T A | T T Cisco Nexus 9000 >
forwarding {ipv4 |ipv6} [vrf MERAZFTRUET, J— X A4 F

vrf-name | all] [module
module-number | all]

show COnSiStenCy-ChGCkef. BEDNL— FD LA ¥ 3 /L— b |CiscoNexus 34180YC. 9200,
forwarding singleroute {ipv4 | | ik Ak 25 =~ 7 L9, [9300-EX. 3 K 019300-FX 7
Ipv6} ip-addressvrfwi-name} | ponp 7L — 7 5 — 7 L OB | T v kT A — A AL v T

[brief | detail] WNERTH—/L— MR LT [BLO-EX, -FX, -RT A1
EEITEELET, H— K %A 2 7= Cisco Nexus
9500 77 v R 7 F— L A
A
6=
Cisco Nexus 34180YC 7° 7 v
N7 3 —25 AL v FTlE,
ipvd 2~ RO R % PR —
FLTWET,
show consistency-checker F—R~T7 A MACT KL & F T D Cisco Nexus 9000 T
gwmacdb F—BR—ADN=RT =T & | V=R A v F
V7 =T O—BET
7 LET,
GE)

ZoOa<w s RiE 4 A
HSRP (2% L Cilo =R a2 £
RTDGEMNRHY £9,

.ShOW consistency-checker Kim | 2 —/ 3—/ 1 % L 5 > J7— | Cisco Nexus 34180YC. 9200,
IWTTHiFm%QWF”| MOWNE & R LET,  |9300-EX, 3K 119300-FX 7
port-channel number | vian Sy R T p— I AL T
vian-id} [brief | detail] 5 FU-EX. -FX. -R 51 >
H— K %A 2 7= Cisco Nexus
9500 T v h 7 F—L A

A4 vF

FSTNoa—TFTa0FDY—ILEBERR .
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show consistency-checker 12
module module-number

FELUIEZMACT RLARY 7
Mo =2T7 & N— Ry =TWT—
BLTWHZ AR LET,
/-, N—RFRU=TIZFET D
AV Ny el v 2 & o DR AN
B Y E NN 2T
WCIFELZRNT Y B Y B FRRE
WET,

Cisco Nexus 34180YC. 9200,
9300-EX., ¥ L TV9300-FX 7
Ty T —b AL T,
BILO-EX, -FX, -RT7 A1~
H— K %A 2 7= Cisco Nexus
9500 7T v h 7 F—L A

A4 vF

B B rSoLva—FavInoY—LETER
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T B YR—rEhETS v b
FEEIN

show consistency-checker |2 LA ¥2</LFFx Ak ZL—|CiscoNexus 9200, 9300-EX,
multicast group ip-address TLORESEF -y 7 LE |9300-FX, 35X 09300-GX 7
sou.rceip—ad.dreasvlan vian-id +. Sy R T F—h A T
[brief | detail] & OV Cisco Nexus 9500 ~7° 7
N7 4 —h AAf vTF-EX
KO -FXT7A4 2 —F

NOK-X9432C-S.
N9K-X9536PQ 7 A o I — K
54 D Cisco Nexus 9500 3
U= AA v F

NIK-X9432C-FM-S.
NIK-C9508-FMX-S.
NI9K-C9508-FM-S 7 7 7' U v
I ' a— VAL
Cisco Nexus 9500 3 U — X A
A4 vF,

Cisco Nexus N3K-C3232C,
N3K-C3264Q.
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ.
N3K-C3172TQ,
N3K-C3164Q, B LW
N3K-C3164Q -10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NI9K-C9372PX, LI
NOK-C9372PX-E A A v F,

show consistency-checker 2 AA »FIR—k A L H—7 =1 | CiscoNexus 9200, 9300-EX,
switchport interface {ethernet | » o Rk %F = v 7 LE |35 ET9300-FX 7T v b
slot/port | port-channel number +. T h—h A v F. BEO
[brief | detail | all] EX. FX T4 B— Rl
Z 77 Cisco Nexus 9500 7°7
N7 A= AL T

FSTNoa—TFTa0FDY—ILEBERR .
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T B YR—rEhETS v b
TA—L
show consistency-checker N— R =27 DA H—7 x4 |CiscoNexus34180YC., 9200,

I3-interface interface ethernet | z o ¢ % 3 el oN— R [9300-EX. 3L 1V9300-FX 7
slot/port [brief | detail] v =7 D L3VLAN, CML7 7 | F v 75 —5 AL v F,
7. IPv4A x—7 /L, VPNID® | B L -EX, -FX, -R 71
REEWERLET, ZDa~r | — F%&{# z 7= Cisco Nexus
RiZ, WA ¥ —T =4 2F(9500 7T v b7 4 —L A
FOR—=FFr2LO—ETH |1 v F

DA VI =T = A AUTH L THE Cisco Nexus

ELEd, Y IA X —T=A NOK-C9316D-GX.
AFETNIFEX A v F —T = A A NOK-C93600CD-GX.

ITHREE S VEH A NOK-C9364C-GX 7 /3 A,

CiscoNX-0S U U —293(5) 2 | i5c0 NX-OS U U — %
e, COIV RIESIBEDT |10 30)F LIk, L3 otk
SYI AP =T =2 ADLAY T = v 7713 Cisco Nexus 9808
3?&%%9":!:‘)7]&/&‘?—0 ‘]j- 7‘3?\\/]\7?_AX4"~/§1
A— B & Cisco Nexus 9300-GX THHFE— X TOET,
Ty FTx—b AL v FITH
PEESNET, CiscoNX-OS U U —2& 10.4
(1) FLIKe, L3 —HE%
F = v 1 —I%, Cisco Nexus
9808 A »»F (Cisco Nexus
X98900CD-A. X9836DM-A
TA v J— N AR —
M ET,

CiscoNX-OS U U —2Z 10.4
(1) FLARE, L3 —Ef%
7F = v 77 —(Z Cisco Nexus
9804 7T v R T F— L A
A wF . Cisco Nexus
X98900CD-A 5 LW
X9836DM-A 7 A > 31— R T
FAR—FINET,

CiscoNX-0OS U U —2Z 104
(2) FLAKE, L3 #E

F = v J7—13 Cisco Nexus

C9232E-B1 A4 v FTHHR—
FEIET,

B B rSoLva—FavInoY—LETER
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show consistency-checker
I3-interface module
module-number [brief | detail]

TV 2 —/VNOTRTDA

R—T A AD LAY 3IHE

L. N— R =7 ?DL3VLAN,
CML 7 Z 7, IPv4d A F—T )\,
VPN ID OF%E % B L E 3,

Zoawy Nk, WA o F—
Tz ABLOHR—F F ¥
D—ETHIA L H—T oA A
WXL CHBEL 97, 7 A v
H—T oA AIHFES N EH

g

Cisco Nexus 34180YC. 9200,
9300-EX., ¥ L UV9300-FX 7
Ty T —b AL T,
BILO-EX, -FX, -RT7 A1~
H— K %A 2 7= Cisco Nexus
9500 7T v h 7 F—L A

A4 vF

FSTNoa—TFTa0FDY—ILEBERR .
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T B YR—rEhETS v b
FEEIN

show consistency-checker |13 LA ¥3</LFXxv Ak Z/L—|CiscoNexus 9200, 9300-EX,
multicast group ip-address FLORELSEF v/ LE |9300-FX. 35 L 09300-GX 7
sou.rceip-a(jdressvrf vrf-name +. Sy R T F—h A T
[brief | detail] J. ¥ Cisco Nexus 9500 77
N7 —2b AL vF-EX B
LW-FXT A II—F

NIK-X9432C-S.
N9K-X9536PQ 7 A o H— K
% $4#; L 7= Cisco Nexus 9500
VY —AXAAL T, BIO
NIK-X9432C-FM-S.
N9K-C9508-FMX-S, BIL W
NI9K-C9508-FM-S 7 7 7' I
7 'Y a—)b,

Cisco Nexus N3K-C3048TP,
N3K-C3064-TC,
N3K-C3232C,
N3K-C3264Q,
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ. C3172TQ.
N3K-C3164Q, B LW
N3K-C31128PQ-10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NOK-C9372PX, B LW
NOK-C9372PX-E A A v F,

show consistency-checker WHE~7 77V w7 78— k@ Y > | Cisco Nexus 9200, 9300-EX,
link-state fabric-ieth [module | 7 yifie 2 5 — 2 2z >\ T, v |38 L T8 9300-FX 7T v b
module-number] [brief | detail] TR 2T e R 2T | 74 —h 24 v F. BEO
Tu s I I To—BE MR |-EX, -FX, -RT7 A H—FK
LET, % i 272 Cisco Nexus 9500 7
Ty b7 x—b AL 0T

B B rSoLva—FavInoY—LETER
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show consistency-checker
link-state inter face ether net
slot/port [brief | detail]

A E—=T x4 ADY T IRKE
AT —H AZONT, VT R
T =Ry T a
TIIVTO—BNEHERLE
T, ZOavr R, wEA(—
PRy P E =T =2 ZAB K
WR— K F ¥ RNVLO—ETHD
WA —Y Ry A H—T =
A AT L THRELE T, BT
A B —T A AFT-ILFEX A
VE—T oA AIEES N EH
Ao

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BIO-EX, -FXT7A 21—
K % i % 7= Cisco Nexus 9500
TTy N T A AL T

show consistency-checker
link-state module
module-number [brief | detail]

2 — LNDTRTDA
H—T 2 A ADY T NI =T Y
VIWREEAN—R T U
REELHEALETST, Zoavy
RiZ, WA —% %> b A
B—T 2 A ABLOE— b F¥
DT DA —H
Xy b A HE—T A RTHFL
THEELES, 7 A ¥ —
Tz A RAETNIFEX A V¥ —
7oA AIMFESVEE A,

Cisco Nexus 34180YC., 9200,
9300-EX., 35 L 1V9300-FX 7
Ty b7 H—b AL T
BLO-EX, -FX, -RT7 1~
71— R %1 2 7= Cisco Nexus
9500 7’7 v h 7 4 —L A
AT

show consistency-checker
member ship port-channels
[interface port-channel
channel-number] [brief | detail]

TRTCOEY 2—/LD/N—F

V=T DOFR— K Fy R A
N TheTFzvr L, V7
Fy =T REETHAELET, 2
Da<wr KX, A—hF vl
TEICEITESNET,

CiscoNexus 34180YC. 9200,
9300-EX. ¥ L 19300-FX 7
Ty hTEH—h AL T
BIO-EX, -FX, RT7A1
#— K %A 2 7= Cisco Nexus
9500 77 v R T7 +—Lh A
A4 vF

show consistency-checker
member ship port-channels
[brief | detail]

TRTHOEY 2—/LD/N— K
V=7 DOFR— K Fy R A
N TheTFzvr L, V7
My =T REETHAELET, 2
Oa<wy RNiE, VAT LANDOT
RTOR— FF ¥ R2WTx LT
FITESNET,

CiscoNexus 34180YC. 9200,
9300-EX., ¥ L 1V9300-FX 7
Ty T —b AL T,
BIO-EX, -FX, RT7A1
#— K %A Z2 7= Cisco Nexus
9500 77 v R T7 —Lh A
A4 v F

FSTNoa—TFTa0FDY—ILEBERR .
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show consistmcy-checlfer V7 7 =7 D VLAN A 73— | Cisco Nexus 9200, 9300-EX,

member ship vian vian-id TN R 2 TICT R | BRUN9300-FX 7T v b

{native-vlan | private-vlan SASNTVALDERALTH | T4 —h A1 vF. BLEO

interface {ethernet slot/port | -~ s _ = o e
port-channel number | LT EEYRILES, £z, STP|-EX, -FX, -R7 A I —F

native-vian!} [brief | detail | BLKARED A Z—7 = A A% | Zfii .72 Cisco Nexus 9500 7
interface] ML F9, T RN T d—b A T
G

privatevlan =2~ > R TO
brief ¥721% detail =7
Ya TP AR—-rEhTn
F A,

GE)
Cisco Nexus 34180YC 7° 7 v
N7 —25b AA v FTIE,

nativevlan =< > KO &A%
PR—=FLTOET,

show consistency-checker pacl | n— o =7 & V7 ~ 7 = 7 [ | Cisco Nexus 34180YC. 9200,
{module module-number | O IPvd, IPv6, BLMAC  |9300-EX. 35 L 189300-FX 7
port-channels inter face PACL 7075 IV 7 DBGHE | F v N T —h AA v F,
port-channel channel-nurmber } ZHRGE L, <label, entry-location> | 33 X OV-EX, -FX 71 & 71—
XTI N—FRy =T &Y 7 b R %1 2 7= Cisco Nexus 9500
T DRT—BLTWET, |7y T4 —L AL vF

show consistency-checker pacl | A Jjf o #—7 = A4 A (FEX A | CiscoNexus34180YC. 9200.
extended ingress {ip | ipv6 | VAT oA ZaATe) BEO9300-EX, 5L 109300-FX 7
mac} interface {ethernet H— b F X IADPACL T 1Y | T b T —b AL v F,
siotfport | port-channel number} | 5« » » pezn | % B X OEX, -FX T A v 51—
[brief | detail] R %1 2 7= Cisco Nexus 9500
7T N T = AL v F

show consistency-checker pacl | f§& X1 7= 2 — /L 03T | Cisco Nexus 34180YC. 9200,
extended ingress {ip | ipv6 | DA B —T = A A, Y7 |9300-EX, 3 L Tr9300-FX 7
ma_c} modu_IernoduIenurT‘ber U H—T e A TL—ITF | Ty N Tr—5 A T,
[brief | detail] Yk E— b, BLOFEX A |BLO-EX, FX T4+ —
H—T A ATPACL 71 7 F | K% z 7~ Cisco Nexus 9500
VTR LET, Ty R T = AL T

N B rSoLva—FavInoY—LETER
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show consistency-checker WEEZ 7 7 U » 7 AR— kN DIRHEE | Cisco Nexus 9200, 9300-EX,

port-statefabric-ieth [module | 2-gezn 1 %4, 5 L TR 9300-FX 77 » b

module-number [ieth-port T d— b AL v F. BLEO

ieth-port]] [brief | detail] EX. -FX. RI A > H— |

%1 %7~ Cisco Nexus 9500 ~°
Ty b7 x—b AL 0T

show consistency-checker BESNTZEY 2—/LOKR— b | CiscoNexus 9200, 9300-EX.
port-state [module | ofEER#ERLE T, 3 X N9300-FX 77 » b
module-number] [brief | detail] T d— b A v F. BLEO

-EX, -FX. -R7A4 > —FK
% %7~ Cisco Nexus 9500 ~°
Ty b7 x—b AL 0T

FSTNoa—TFTa0FDY—ILEBERR .
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show consistency-checker racl
{module module-number |
port-channelsinterface
port-channel channel-number |
svi interface vlan vian-id}

N—=RU=zT VT N =T
@ IPv4 5 L UV IPv6 RACL 7'
77 I T O—BWERREL.
<label, entry-location> 7" | L/~ —
Fo=7EY 7 =7 DT
—BLTVET,

e Zawy Kt BV a—

N IO ERD &
FOEY 2—/LDTRTD
WA o H—T oA AL
RN TA o H—T A AD
IPv4 3 L OV IPv6 ACL D%
AR LE T,

cHFEDR— N F ¥ F/LTZ
Da<wy RENRHT &,
TRTD AL NR—R— kR
FRAE S AVE T,

e TRTHOR— KM F ¥ RNV T
ZDawy REMNOHT
L. T~ RIZACLR
BWHINTWDER—FF %
IV EICHERR L ET,

GE)
Zoawy RiE, IPvd BX O
IPv6 ACL % fRiEE9, &A1
ET v a BT HENED
NERGEL £H8 A,

Cisco Nexus 34180YC. 9200,
9300-EX. 3L 1V9300-FX 7
Ty T —b AL T,
BIO-EX, -FXT7A 21—
K % i % 7= Cisco Nexus 9500
TTy N T A AL YT

show consistency-checker racl
extended ingress {ip | ipv6}
interface {ethernet slot/ K — k
</g>| port-channelnumber | vian
vian- id</g> } [brief| detail ]

ANIA L HE—=T =2 A, BT A
VH—T A A TVL—IT U
FAR—=F, R=FFrxrL, F
721X SVIORACL ' u /5 3 v~
7 h R LET,

Cisco Nexus 34180YC., 9200,
9300-EX., 3L 1V9300-FX 7
Ty b T —b AL VT,
BLO-EX, -FX 74 I1—
K %1 2. 7= Cisco Nexus 9500
TTy N T A= AL T

N B rSoLva—FavInoY—LETER




| FSThva—Favi0Y—LETER
ganFronr—avor

avUF B YR—bShHTSY b
PE N

show consistency-checker racl |$55E X #17-F 2 = —/L D A 1A | Cisco Nexus 34180YC. 9200,

extended ingress {ip | ipv6} VB —T 2 ADRACL 71 7 |9300-EX. 3 L (X9300-FX 7
modulemodulenumber [brief| | 5 3o s eMRLET. Z03 [Ty b7 A=k AL T,

detail] vV Rk, ZOETa— 0T | BEGEX. FXTA v H—
RTCOYEA 7 —T = A A, | K%K 2 7= Cisco Nexus 9500
VI =T 2 A A, BIW| 7Ty b7 —b AL vF
TL—2 T b FCHEATS

nE,
show consistency-checker V7 MU= TDANR=F Y | CiscoNexus34180YC, 9200,
stp-statevian vian-id [brief | |y —pupfiess, ~— K =7 T |9300-EX, 35 X UN9300-FX 7
detail | interface] TRTT I T ENREER | Ty N T A= b AL v FE

U ESmZHRILET, 20| LW-EX, -FX. BLXO-RT
a< > Rk, #ER (7> 7)) |42 — FE#E#H L7 Cisco
DAV H—T A ATOHFELT |Nexus9500 7°7 v b 7 4 — A

ShET AA T,
show consistency-checker vacl | VLAN ®3~X"CT A »/3— A > | Cisco Nexus 34180YC, 9200,
extended ingress {ip [ ipv6| | % —— = { 2-CVACL 712 /7 [9300-EX. # £ 019300-FX 7
mac} vian vian-id[brief [detail] | < - )z ez g4, 5y R T d—h AL v F

BIXO-EX, -FXT7A4 2 71—
K % i 2.7~ Cisco Nexus 9500
TT N T AL vF

FSTNoa—TFTa0FDY—ILEBERR .



FSTNLa—TF 4 ST OY— L EFER
B zettrzon—avor

T B YR—rEhETS v b
FEEIN

show consistency-checker vpc | vPC OAFE L% F = v 7 LE | CiscoNexus 9200, 9300-EX,
[source-interface] [brief | detail] | 4~ 115+ 2 7 2457~ 70 8 — | 38 L1V 9300-FX 75 & |k
FDOLACPER () REEZHE | 74— 2 AL vF, BLO
LET, -EX, -FX 7 A ¥ 1 — R%&f
Z 7= Cisco Nexus 9500 7° 7
N7 —b AL vF

NIK-X9432C-S.
N9K-X9536PQ 7 A o H— K
% $4#; L 7= Cisco Nexus 9500
VY —AXAAL T, BIO
NIK-X9432C-FM-S.
N9K-C9508-FMX-S, BIL W
NI9K-C9508-FM-S 7 7 7' I
7 'Y a—)b,

Cisco Nexus N3K-C3048TP,
N3K-C3064-TC,
N3K-C3232C,
N3K-C3264Q,
N3K-C31108TC-V,
N3K-C3132Q-40GX,
N3K-C3132Q-V,
N3K-C31108PC-V,
N3K-C3172PQ. C3172TQ.
N3K-C3164Q, B LW
N3K-C31128PQ-10GE A1 v
Fo

Cisco Nexus N9K-C9372TX,
NIK-C9372TX-E,
NIK-C93120TX,
NIK-X9432C-S,
NIK-C9332PQ.
NOK-C9372PX, B LW
NOK-C9372PX-E A A v F,

T B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER
gaFronr—avok |

T B YR—rEhETS v b
FEEIN

show consistency-checker vxlan | 2 f ¢ VXLAN EVPN #% € | Cisco Nexus 9200, 9300-EX
config-check [verbose-mode] | 2 pezn 1 %4, L U9300-FX 75 » b
T —Ib AL vF

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. &
FJWR3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX, LW
X9536PQ A A v,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A1 v

7
show consistency-checker vxlan | VXLAN k> %L o 7 F Z | | Cisco Nexus 9200, 9300-EX
infra [ver bose-mode] I F v LOREEGEF = v/ | BLU9300-FX 7T v b
LET, TH—b AL T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
JL3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A1 v
Fo

FSTNoa—TFTa0FDY—ILEBERR .



SIS a—TF a0 TDY—ILEFER
B zettrzon—avor

T B YR—rEhETS v b
FEEIN

show consistency-checker vxlan | VXLAN LA ¥ 2 /L — k & D% | Cisco Nexus 9200, 9300-EX
12 module module-number BPEZ R L E T ¥ L 09300-FX 77 » k
Tx—hb AL vF

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
FJ W 3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX, LW
X9536PQ A A v,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A v

T
show consistency-checker vxlan | VXLAN L ¥ 3 /L— k & D7 | Cisco Nexus 9200, 9300-EX
I3vrf [vri-name | all] [start-scan | —g 25 = » 7 L%, L 0N9300-FX 7T v b
| report] T d— A o F

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
J3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v F,

show consistency-checker vxlan | 7 7 = 7[#3 L O~— K | Cisco Nexus 9200, 9300-EX
pv DT DERDHT—TAMT | BILUNB00-FX/FX2 B LW
VLAN < v B 7 M—EHLTT(9500 77 >~ v 74 —2L4 A
BT LEINTWDENEIDE A vT

HRLEST, Zoavr FaE
T3 212, 27e<Eb 1 o0
A HF =T x A ATHR— b
VLAN~ v V' 7 2 Hh+ 5
VIR £, Cisco Nexus C9396TX,
C93128TX. C9396PX.
X9564PX. X9564TX. L
X9536PQ A A v F,

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V, B
JN3132C-Z A A v T,

N B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER

ganFronr—avor

avy kR

B

$R—bERBT5 Y b
T4 —L

show consistency-checker vxlan
ging-ginvni

V7 U 2TBLON— Rz
T TC—EHBLTWLYLT X
VLAN U 2 B X OBET 5~
JVF X 7 vn-segment & F = v 7
LET,

Cisco Nexus 9300-FX/FX2 7
Ty T F—b AL 0T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. B
JOV3132C-Z A A v F,

Cisco Nexus C9396TX
C93128TX, C9396PX,
X9564PX, X9564TX, I
X9536PQ A A v,

show consistency-checker vxlan
selective-ginvni interface
{ethernet dot/port| port-channel
channel-number }

Ty NNOWNEREZ 7 3 RFF &
nzkoiz, R— FEA DR
M Q-in-VNI~ > B2 IRV 7 |
T BELON— Ry =T TIE
L<TarZ 7 L3 TnHE0nE
I MEREREL £,

Cisco Nexus 9300-EX 5 LR
9300-FX/FX2 7T v N7 #—
LA T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V, B
L N3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, LN
X9536PQ A A v F,

show consistency-checker vxlan
vlan [all | vian-id]
[ver bose-mode]

VXLAN VLAN & OR—% %
Frxv I LET,

Cisco Nexus 9300-EX 5 L X
9300-FX/FX2 /7 v b7 4 —
LAAL T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V, B
KO3132C-Z A A v T,

Cisco Nexus C9396TX,
C93128TX., C9396PX,
X9564PX, X9564TX, B LW
X9536PQ A A v T,

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

C3264Q-S, C3264C-E A A v
T

FSTNoa—TFTa0FDY—ILEBERR .



FSTLYa—F 4T DY—ILERER
B zettrzon—avor

T B YR—rEhETS v b
Ti+—L
show ConSiSIency-CheCker 7j§°*—‘ ]\ tap_aggregation j?j J: U\‘ Cisco Nexus
tap-aggr egation ging qing & OFHEAEF = 7 L& |NIK-C9316D-GX,
R NIK-C93600CD-GX.,

NIK-C9364C-GX,

NIK-C9504-FM-G, and
NIKC9508-

FM-G A1 v FEB LT
NIK-X9716D-GX 7 1 » 1 —
I

show consistency-checker vxlan | VXLAN Xconnect VLAN & M7~ | Cisco Nexus 9200, 9332C.

xconnect —HEF vy LET, 9364C. 9300-EX, BI T

Xconnect ACL 233 _XCTD = |9300-FX/FX2 7'F v k7 +—
NEATARIZA VA R—IVE | L AL v T,

L. MAC FEPT~TO

Xconnect VLAN T2 72> T
WD Z EERAEL ET,

shoyv consistmcy-cheqker vxlan | VXLAN L A1 ¥ 3 > 2L JL— | Cisco Nexus 9200. 9300-EX
I3singleroute[ipv4 [ipv6] [VIT| |\ |57 ¢ v 7 L oREA%E  |HBLT9300-FX 7T v b
] Fxv 7 LET, Tr—hb AL T,

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. &
FJNR3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX F LN
X9536PQ A A v F ., Cisco
Nexus 9200, 9300-EX, I X
W9300-FX 7T v b7 4 — A
AA v T,

N B rSoLva—FavInoY—LETER
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avok HL:l YR—rENhET5v k
T+ —L

show consistency-checker vxlan | VXLAN L A ¥ 2 & DR —#% |Cisco Nexus 9200, 9300-EX

12 [mac-address ] [ mac-address| . », » |_ -, 15 L 0V9300-FX 7T v b

]| module] [ module T p— b A T

Cisco Nexus C31108PC-V,
C31108TC-V, C3132Q-V. &
FJWR3132C-Z A A v F,

Cisco Nexus C9396TX,
C93128TX, C9396PX,
X9564PX, X9564TX I L ¥
X9536PQ A A v F ., Cisco
Nexus 9200, 9300-EX, X
W9300-FX 77 v N7 4 — A
A

Cisco Nexus
C3132Q-40GE-SUP,
C3132Q-40GX-SUP,
C3132Q-XL,
C31128PQ-10GE,

(C3264Q-S. C3264C-E A A v
T

FSTNoa—TFTa0FDY—ILEBERR .



FSTLYa—F 4T DY—ILEFHER
. BEMFzvh—aT R

avw Uk & EA HYR—brEINBT5v b
TH+—L

show consistency-checker A b= Al & ORES

storm-control [brief | detail] Fory s

N B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER

ganFronr—avor

avy kR

B

$R—bERBT5 Y b
T4 —L

CiscoNX-OS U U —2Z 10.5
(1) LIBe, A b— 2O
—BEPMEOWEE & FEM,

Cisco Nexus 9200, 9300-EX.
B IL9300-FX 77 » b
Tx—h A vF, BILY
-EX, -FX, R A4 —F
% i 2. 7= Cisco Nexus 9500
Ty T x—b AL vF

Cisco NX-OS J U —29.3(5)
AR CIE,
N3K-C3016Q-40GE,
N3K-C3048TP-1GE,
N3K-C3064PQ-10GE,
N3K-C3064PQ-10GX,
N3K-C3064T-10GT,
NIK-C9504- FM,
NI9K-C9508-FM,
NIK-C9516-FM,
NI9K-C9508-FM-S,
N3K-C31128PQ.
N3K-C3164Q-40GE,
N3K-C3232C,
N3K-C3132Q-V.

N3K-C31108PC-V,
N3K-C31108P-V

C31108TC-V,
N3K-C3264C-E.
N3K-C3132C-Z,
N9K-C93128TX,
NI9K-C9396PX .
NI9K-C9372PX, B LW
NIK-C9332PQ 7 /34 ATH
AR—=hFINTWET,

GE)
ND ISSU 73 Cisco NX-OS V
U—Z101Zx LTHEITS L
£9., 4 x) THYH, ~n—
Fo=T7EY7 v 0=2T7 0
pol_rate & 7213 pol_burst fE7S
—HLARWEE, A=A

FSTNoa—TFTa0FDY—ILEBERR .



FSINa—TFavdOv—LERER |
B zettrzon—avor

T B YR—rEhETS v b
FEEIN

HEE AT = v I —i3k
WMLET, ZORBEZ R
T 51T, A b—AdliE %
R L £,

show consistency-checker T oA=L A &7 Ak Jb— |CiscoNexus 9200, 9300-EX.
segment-routingmpls{ip ][ |5 ¢ > 2 (I1SIS, BGP, OSPF) |4 L 19300-FX 7' F v b
ip-address ][ mask J[Mask | VIT | 15y 151 ¢ 9 3VPN B LA | 74— AA v F. BLO
[ wrf ¥ 2EVPN A —/"—L A Lb— | [-EX, -FX 7 A > 71— R Z{
DO)N— hEEEMEF = v 7 LF | 272 CiscoNexus 9500 77
7, N7 =2 AL v F,

Cisco Nexus
NIK-C9316D-GX,
NIK-C93600CD-GX,
NIK-C9364C-GX T /31 A,

show consistency-checker T —L A BT A b Jb— |CiscoNexus 9200, 9300-EX,
segment-routing mplslabel | =+ (SIS, BGP. OSPF) |# L 189300-FX 75 » k
BIT—N"—L A NV—F DV | T+ —Lb AL vF BIO
A% 3VPN, LA ¥ 2EVPN, [-EX, -FX 7 A > 1— N%{
B L OVADJ SIDS @ T ~LH#EA | %2 7= Cisco Nexus 9500 7° 7
HEFov 7 LET, N7 —b 21 T,

Cisco Nexus
NI9K-C9316D-GX.
NIK-C93600CD-GX,
NIK-C9364C-GX T /3 A A,

show consistency-checker sflow | 2 —,8— 3¢ ' — & 5 1 > 7 — | Cisco Nexus 9300-FX2.

[brief | detail] e RF® =7 F—7 1071 [9300-FX3. 9300-GX 35 5O
7T N EBEWRERET =~ 7 |9300-GX2 7T v T 4 — L4
LEJ, AA v F

GE)
CiscoNX-OS U U —2 103
(3) F LK. Cisco Nexus
9808 77 v b7 F—2L A
A4 v FTT

WD a<> RiZISON H N E AR —FLTHWERA,

« show consistency-checker forwarding {ipv4 | ipv6} [vrf vrf-name | all] [module module-number
| all]

B B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER
nFEez reanFzyhr— [

« show consistency-checker pacl {module module-number | port-channelsinterface port-channel
channel-number }

« show consistency-checker racl module module-number

« show consistency-checker racl port-channelsinterface port-channel channel-number}

» show consistency-checker racl svi interface vlan vian-id

« show consistency-checker vxlan

» test consistency-checker forwarding {ipv4 | ipv6} [vrf vrf-name | all] [module module-number |

all]

show consistency-checker vxlan =< NIZET LS TWERA,

RILFEXEYRMEEEFIvH—

~ATF XY X NEGHET =y =L, AT F ¥ A ML— FOREBEHERT H7DDOL AT 2
BLOLAVINL— FOHE—L— NEGHTF = v H—TF, wLTFX v A NEGUETF = v I —
X, 3 AR—R2 FTshow 2~ REFEITL, BEFRAZMNT L, QB IR E tho
AR —F L ML TAEE 2T v/ LET, AT A NESMETF v h—a~v
RiZ, BEENREET D L& T LET, show consistency-checker 12 multicast group 35 & OF show
consistency-checker I3 multicast group =~ > R, HIFHE & EEOHEDOAEZIK L £,
oo avy RiE, WOMDEXE AR — KL THET,

everbose: #EREZT XA MEXTERLET,

- detail : R4 JISON B TERLET,

e brief : #ERAZR/NROFEME & HIZISON B TERLET,

CiscoNX-OS U U —Z 102Q2Q)F LAFE, L3 v /v F ¥ ¥ X NESGYET = » I —IINAT EHiz AR —
ML, TRTCOFT v b7 —ALTHR—FINTWET, UMNAT [TV AR — F S TWER
/L/o

)

(G¥)  MMNAT /% Multicast to Multicast NAT %% L. MUNAT (% Multicast to Unicast NAT # 3 L |
UMNAT /& Unicast to Multicast NAT Z % L £9°, NAT £H#i|X, %A 7 MMNAT A )i L OH
J1. BLOMUNAT THALERH D F7°,

Cisco NX-OS VU U — & 10.2(1)F LA TiX, Multicast over GRE #EA4F = » I — 73
NIK-C9316D-GX, NIK-C93600CD-GX., NIK-C9364C-GX 7 7 I U AA v FIZEAINTNE
7, Multicast over GRE (mGRE) #&MEF = v W ITK AR — KL TWET,

« N b— FSmGRE BEET = v B

I3Af—V Xy MU H—T A A, LIKR—=FF ¥, BIOLIYTA o H—T A A
F®mGRE F > v

FSTNoa—TFTa0FDY—ILEBERR .



FSILLaA—TAVTDY—ILEFER
TLFFr R EAMFIVvN—

e NI U AR— T FIVVRFN F R B —T = A AVRF & B2 585733 HGRE
F b, T, GREVA-IPVA< /LT F v A h %I L7ZGRE F RV TOIHFR— KX
i‘é—o
Multicast over GRE (mGRE) A& MWF v HiZkZ VR — L TWEHA,
« FEX

« IPv6% " L7=GRE b > 3 /L

* mGREIZEoOR CIZ VA R— F &N TWE A, BEMETF = v 71, NIK-C9316D-GX.
NIK(C93600CD-GX. NIK-C9364C-GX TORTCHOHHY R — F SN ET,

* mGRE I SVI TliEVHHA— SN TWHWEH A,

mGREFEE M T = v 713, BfEA > H—T =A A A MNIIPGRE F RV A U H—T = A AN
HAEEE. FIIFRPFA v —T7 = ANBIPGRE M XA v F—T 24 A THDHEEITDI
FATEINFET,

Cisco NX-0S VU U —210.1(1) AETIX, ROBEWF = v h =R R—br SR TWET,
cIPV6 L2 v L FF ¢ A NESHTF = v —
cIPV6 L3 VL FF ¥ A NESHTF = v B —
e v /LFF¥x X N NLBEAWT = v I—
XN FXYARNMAC LY 7T v 7 E— NEAWETF = v 1 —

e v)LFF ¥ AKMNLBL3 =% v X FREEEEF = v 1 —
e v )LF X ¥ A GREEAMF = v h—

WROBEAFD CLI 2~ KL, IPv6L2 v /L TFF v A NESMET = v 1 —D IPv6 KETLB LY
N—T T RV REZIFTAND LRI TWET,

show consistency-checker 12 multicast group <ipv4/ipv6 group address> sour ce <ipv4/v6 source
address> vrf <vrf-id> [brief|detail]
WIT, IPVO L2 ¥V F F v X NEGWTF = v I —OH Nl Z R L £,

# show consistency-checker 12 multicast group ?
A.B.C.D Group IP address
A:B::C:D Group IPv6 address

WOBEFD CLI 2~ Rid, IPVv6L3 v FF v A "EEMT = v I —D IPv6 EE B LT
N—T T RV REZIFTAND L ORI TWET,

show consistency-checker I3 multicast group <ipv4/ipv6 group address> sour ce <ipv4/v6 source
address> vlan <vlan-id> [brief|detail]

WIT, IPVO L3 v /LT F ¥ A MEGHWT = v I —O Wil E R~ LET,
# show consistency-checker 13 multicast group ?

A.B.C.D Group IP address
A:B::C:D Group IPv6 address

N B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER
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TNT XY ANMACL Y 7T v 7= ROBENT = v I —% YR — T 5720(2, RO
LWCLI 2~y R2NBMEnE L,

show consistency-checker 12 multicast mac <mac> vlan <vlan-id>

WKIZ, ¥ VF XY ANMACILV Y 7T v T— ROBEEF v h—OHIHERLET,

# show consistency-checker 12 multicast mac 0100.1234.1234 vlan 10 ?

> Redirect it to a file
>> Redirect it to a file in append mode
brief Show consistency checker structured output in brief

detail Show consistency checker structured output in detail
| Pipe command output to filter

\)

GE) ZOCLIE. MACVvy 7T v 7E— ROEEWF = v I EZIENLB © L2 T— FOEEM
FxyH—IMEHEINET, AN MACIL, ip-mac F 7213 non-ip-mac DVF LTI,

~/LFF ¥ A NNLBL3 2=F ¥ XA NREEAMET = v W —% VR — T 572012, ROFTL
WCLI 2= FBinaEinE L,

show consistency-checker multicast nlb cluster-ip <unicast-cluster-ip> vrf <vrf-id>

W, v/ FF ¥ AKNLBL3 =%y A hiRTEEBEEMEF = v I—0OHNIHIZ R LET,

# show consistency-checker multicast nlb cluster-ip <unicast-cluster-ip>

> Redirect it to a file
>> Redirect it to a file in append mode
brief Show consistency checker structured output in brief

detail Show consistency checker structured output in detail
| Pipe command output to filter

WOBEFD CLI 2= Rk, /v FF ¥ X h GREEEWET = v I —IZEHINET,

show consistency-checker I3 multicast group <ipv4 group address> sour ce <ipv4 sour ce address>
vrf <vrf-id> [brief|detail]

)

GE) BEHFEOIPELI L F Xy A MEGHTF = o W—CLIZHEA LT, ~VFF+v A GREES
MF v —%BBLET,

YNV TFF Y A MBEEUET = v H—F, ROT AN R Y R—hLTOET,

* Cisco Nexus 92304QC, 9272Q. 9232C, 9236C, 92300YC. 93108TC-EX. 93180LC-EX,
93180YC-EX. and 9300-GX 77 v h 7 4 —2A ZA v F I LT NIK-X9736C-EX,
NIK-X97160YC-EX, NIK-X9732C-EX, # KLU NIK-X9732C-EXM 7 A » I — R T,

« N9K-X96136YC-R, NIK-X9636C-R., I3 L UNIK-X9636Q-R7 A > — R Z$4#; L 7=Cisco
Nexus 95002 ) — XA A » F,

Cisco NX-OS Release 9.3(5) LARE TIE, /L F ¥ ¥ XA NEGMWT = v I —ITIROT A A%
A—hLTWET,

FSTNoa—TFTa0FDY—ILEBERR .
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* NOK-X9432C-S., NIK-X9536PQ T 1 1 — K& # i L 7= Cisco Nexus 9500 > V) — XA A v
F. B ILUNIK-X9432C-FM-S. NIK-C9508-FMX-S, ¥ L TINIK-C9508-FM-S 7 7 7 U v
7 E®Y a—)b,

« Cisco Nexus N3K-C3048TP. N3K-C3064-TC. N3K-C3232C. N3K-C3264Q.
N3K-C31108TC-V. N3K-C3132Q-40GX. N3K-C3132Q-V. N3K-C31108PC-V,
N3K-C3172PQ. N3K-C3172TQ. N3K-C3164Q. 5 L U N3K-C31128PQ-10GE A A1 v F,

* Cisco Nexus N9K-C9372TX, NIK-C9372TX-E, NIK-C93120TX, NIK-X9432C-S,
NIK-C9332PQ. NIK-C9372PX, ¥ LTI NIK-CI372PX-A A » F,

CiscoNX-0OS U U —210.1(1) LA TIX, v/ FF v 2 NEEWET = v h—3ROT A A%
R—FLTWET,

« Cisco Nexus N9k-C9504 % #5i# L 7= N9K-X97160YC-EX. N9k-C9504 % f4# L 7=
NOK-X9732C-EX, N9k-C9504 % #4# L 7= NOK-X9732C-FX, NOk-C9504 % & L 7=
NIK-X9736C-EX, N9k-C9504 % #4# L 7= NOK-X9736C-FX, NOk-C9504 % & L 7=
NIK-X9736Q-FX. 3 & T8 N9k-C9504 % 4 L 7= N9K-X9788TC-FX,

« Cisco Nexus N9k-C9508 % #4#; L 72 N9K-X97160YC-EX, N9k-C9508 % #4# L 7=
NOK-X9732C-EX, N9k-C9508 % #4## L 7= NOK-X9732C-FX, NOk-C9508 % &k L 7=
NIK-X9736C-EX, N9k-C9508 % #4i# L 7= NOK-X9736C-FX, NOk-C9508 % & L 7=
NIK-X9736Q-FX. X N N9k-C9508 % #4#{ L 72 N9K-X9788TC-FX,

* CiscoNX-0S U U—2103 (1) FUKE, ~1FF+¥ A MEEPET = v I —IT Cisco Nexus
9808 T v h 7 g —Ib AA v FTHR—FEINTWVET,

+ CiscoNX-OS U U —=2104 (1) FLUFE, L TFHr X v—BEMTF = v I —IiL, Cisco
Nexus 9808 A »» F (Cisco Nexus X98900CD-A. X9836DM-A 7 A > h— R#E#) H
A—hrSNFET,

CiscoNX-0OS VU U —2104 (1) FLURE, w/LF X ¥ A b —EMEF = » I —I%, CiscoNexus 9804
75w N7+ —h AA v F (CiscoNexus X98900CD-A, X9836DM-A T 1 » H— F&#) <TH
A—hrEZNET,

CiscoNX-0OS UV U —=2 104 (2) FLE, ~LFFx¥ X NEEMF = ~ B —IF Cisco Nexus
9232E-B1 77 v N7 4 —Lh AA v FTHHR— I ET,

T F Xy A NEAMETF = v H—F. KOLAV2aLB—%y hOT 0T T I 7 DA
ARREELFET

¢« IGMP A X—t 7
« MEDM
« MFIBPI

* MFIBPD

e N—KRu=7 FT—T )

N B rSoLva—FavInoY—LETER
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TILFXv R

TAFEvR rBAEFvh 2wy Fons [

TNATF XY A MNEGHET = v W=, ROLAF3arR—x b7 v s T I 70EH
ERREELET

« PIM

« MRIB

« IGMP A X—tE> 7

« MFDM

« MFIBPI

« MFIBPD

eN—RKy=T F—T)

CiscoNX-0S U U—210.5 (3) FLIFE, LA ¥ —33AMF = » 713 Cisco Nexus N9364E-SG2-Q
TT7y N T A=A FTHR— I TWET,

FEEEFvh AT FOHAH
wIZ, IGMP A X —Y 7O 1%~ LEd,

switch# show ip igmp snooping groups 225.12.12.28 225.12.12.28 vlan 222

Type: S - Static, D - Dynamic, R - Router port, F - Fabricpath core port
Vlan Group Address Ver Type Port list
222 225.12.12.28 v3 D Ethl/2 Ethl/3 Pol2 Pol00 PolS8

Wiz, MFDM D H A6 ZR L FET,

switch# show forwarding distribution 12 multicast vlan 222 group 225.12.12.28 source

225.12.12.28

Vlan: 222, Group: 225.12.12.28, Source:
Outgoing Interface List Index: 4

225.12.12.28

Reference Count: 204
Num L3 usages: 4
Platform Index: 0xa00004

Vpc peer link exclude flag set
Number of Outgoing Interfaces: 5
Ethernetl/2
Ethernetl/3
port-channell?2
port-channell8
port-channell00

wIZ, IGMP A X —t 7 & MFDM % g4 561 (5zh) 2R LE9,

R R e R R

Comparing IGMP Snooping with MFDM

R R e R R

L2 Eth Receivers

IGMP Snooping: 1/2, 1/3
MFDM: 1/2, 1/3

L2 PC Receivers

IGMP Snooping: 100, 12, 18
MFDM: 12, 100, 18

FSTILYa—F4 v FDY—ILEFER




kST a—F 405D Y—ILEFiES I
B sssussvme

CC between IGMP Snooping and MFDM PASSED

wIZ, IGMP AX—¥ /' L MFDM % #4541 (L) Z2R_RLE9,

R IR Ik kb b b b b 2 b b b b b b b b h b b b b b b b b b b b kb b b b kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b

Comparing IGMP Snooping with MFDM

R R Ik kb b b b b 2 b b b b b b b b E b b b b b b b b b b b kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b b bk bk

L2 Eth Receivers:
IGMP Snooping: 1/2, 1/3
MFDM: 1/2, 1/3

| I O

L2 PC Receivers:

IGMP Snooping: 100, 12, 18
MFDM: 12, 100, 16
Consistency check failed!!!
Missing elements are: 18

Additional elements are: 16
RN NN NN RN NN N R RN

FRERFE HH £ & UN[El 4
Cisco NX-OS U U —2 9.3(3) LAK&, Cisco Nexus 9000 >V — X 2 A I (L, ®FEOMEE F 7
TNy a—T 4 7T 572D show tech-support dowdrain =~ > R& KR — kL TWET,
show tech-support lowdrain =~ > RiZid, RERHIR, o2, Bln 7 X vtv—v
D—H#E . AA v T, CiscoNX-0S N—V =z, BIXOMRueU2HEMETELZ0MDa~y
RBEENTNET,

HREIX 1 OO v FNORDAAL v FIRIET D AREMER H D720, WEED ) B — L nHk
Z X0 EONZFH T 572Dl X TDAA v FH 5 [FEIRFIZ show tech-support slowdrain =~
Y RO ENET Z0LERHY 7,

REEMFaTUR

Cisco NX-OS 1L, b &SN AL v F H—~ )L E=F VL VHfEA B ALET, =2 Tl
THaAav NI, KTV a2 VORELE#ET L AT LA X MIBETLY T AVEZ A DA
A MERMELET, 2oy — UL, il ALy FEMWEEZMERF L, BB\ A 2
T BT OICARAI R TT,

YR—bENDT5Y b TH—L

nboa~wy RiE, IROCisco Nexus A A FTHHR— R I TNET,
« N9364E-SG2-Q
* N9364E-SG2-O

B B rSoLva—FavInoY—LETER
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mEEHITUF

®2:REBEHITUE

Q97U R 555 B HYR—bSIhBET5
O —L

show env temperature | -_CoO¥: kT o —_OBIFEDOREE, #4& | Cisco Nexus

transceiver BIOTIF—ALEWMEEZFRLET, o |NI364E-SG2-Q,
BT 2 f AL DAT— K A% OK E1-i3 | NO304E-5G2-0
ALARM & L ORLET,

show logging | include |EED A X2 MEBROIEE T T — A2 B9E7 | Cisco Nexus

templalarm HYAT A RS Ayk—VEFRLEY, |N2I64E-SG2-Q,
N9364E-SG2-O

AT RHEABIE T 4 —IL FDEREA
ROBNE, Fa~wr FOMAERL, FERT 4 — /L FIZHOWTHHLET,

show env temper ature transceiver

interface temperature high-warning high-temp-warn-thr status
Ethernetl/17 19 75 72 OK
Ethernetl/34 44 70 67 OK
Ethernetl/35 68 70 67 ALARM

74 —IL FDERA :
cinterface : EY 2 —L DA L F—T = A ZFHIF,
« temperature : BAEDORIEIRE (°C) .
« high-warning : & O#E L X W ME (°C) |

« high-temp-warn-thr : 7 7 ViEOZ(LIEH SND T T v b7 4 —LEZEDT 7—L L
ZUME (°C) B FARA U b,

o status : FIRAN THNIE OK, LEVMEEZB 2 =541 ALARM,

\}

G MEIXESEFINET,
e ALARM 27— & 2%, 7 7 A NOBEE R L TWET,

show logging | include templalarm

2025 Aug 07 10:01:06 %USER-3-SYSTEM MSG: Temperature alarm triggered on interface

Ethernetl/34 - pfm
2025 Aug 07 10:02:00 %USER-3-SYSTEM MSG: Temperature alarm cleared on interface

Ethernetl/34 - pfm

bSILva—F1vvnv—renEn Il
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74 —I)L FDERA :
» Temperaturealarm triggered : &> #— L VWMEOHIE,

« Temperaturealarm cleared : & % —fEIEH,

RAMNTSOTF4RELVCEHERIZEATSEY F

« show env temperaturetransceiver ZffiH L C, @EO BRI IRE & X7 — % 2% 5E
B =2 — LT &0,

« 7T —ALAT—H A% showlogging 77 & BREAFIT T, IRET 7 — LA X MARGEL
R

c AR—=V U TRIRBIZE D, Lt —DRIEMEMEZES VD £ TRR2000 £77,
c NTT NV a—T 4 7T, IREDBERESHTIC show logging Z1E H,

ACLEEMF v b
Cisco NX-OS Release 9.3(3) LAKE, ACL BEAMET = v HIFKRDOT A AV R— K LET,

NIK-C9372PX, NIK-C9372PX-E, NI9K-C9372TX., NIK-CI9372TX-E. NIK-C9332PQ,
NOK-C93128TX, NIK-C9396PX, NIK-C9396TX, NIK-C9508-FM-S, NIK-C9508-FM2,
NIK-C9504-FM-S, NIK-X9632PC-QSFP100, N9K-X9432C-S

Cisco NX-OS VU U —29.3(5) LARE, ACL #EAMF = » #13 Cisco Nexus N9K-C9316D-GX,

N9K-C93600CD-GX, N9K-C9364C-GX, NIK-C93240YC-FX2, N9K-C93180YC-EX,

N3K-C3636C-R. N3K-C36180YC-R& . NI9K-X9636Q-R. NIK-X9636C-R, NIK-X9636C-RX ¥
L TOYNIK-X96136YC-R 7 A > 71— K& #5#k L 7= Cisco Nexus 9500 >V — X A A v FTHHR—
FENTWET,

CiscoNX-0S U U —210.3 (1) FLLFE, ACLEEAMET = v H113 CiscoNexus 9808 7°7 v ~ 7 #—
AL FTHR—FENTWET,

¢ CiscoNX-0S U U —210.4 (1) FLL%, ACL —EMF = v Z—I%. Cisco Nexus 9808 A
A v F (Cisco Nexus X98900CD-A, X9836DM-A T 1 o #1— Ni&ik) HR—FEnFE4,

CiscoNX-0OS UV UV —=% 104 (1) F LI, ACL —EM:F = » 4 —IZ Cisco Nexus 9804 77 ~ -
7 4 —2I AA wF, Cisco Nexus X98900CD-A I LN X9836DM-A 71 » — K THAHR— KX
nwEJ,

WDTT 4T 1%, ACLOEEMF v /7 O—#L L THRIESNET

T vary, 7a kaj, SIP, DIP, X{EAR— b, s — b, EEITCMAC, %65 MAC,
Ethertype, COS. DSCP. VLAN # XU UDF T,

B B rSoLva—FavInoY—LETER
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Cisco NX-OS I%. #&® PACL. RACL, BIXUVACLEAMF = v o< REYHR—FLT

b\\i‘g_(]

avU kR

B

show consistency-checker pacl extended ingress ip
module <module-id> [brief | detail]

BELEPES2—LDOASIAf B —T A
ABLOHE— b F ¥ RNVOPACLELET = v
7w EmLUET,

show consistency-checker pacl extended ingress
ipv6 module <module-id> [brief | detail]

BELEIPV6EEY 2— VDA A v X —T =
A AB X OHR— hF v x/L O PACL B 451
Frxv I EBERLET,

show consistency-checker pacl extended ingress
mac module <module-id> [brief | detail]

EEINT-MAC TP 2—LDOANA L H—
7z A AB LK — b F ¥ 31D MAC PACL
BEMF v 7 BFEMmMLET,

show consistency-checker pacl extended ingress ip
interface {<int-id> | <ch-id> [brief | detail]

fRESNIZ A1 A v 52 —7 =4 2D PACL ¥
BT = v 7 B Ef L ET,

show consistency-checker pacl extended ingress
ipv6 interface {<int-id> | <ch-id> [brief | detail]

FBEENTZIPv6 ASIA v & —7 = A ZADPACL
BOMF = 7 2 ELET,

show consistency-checker pacl extended ingress
mac interface {<int-id> | <ch-id> [brief | detail]

BESNZASIMACA VZ—T = A AD
PACLEAMF = v 7 #FEiE L £,

show consistency-checker racl extended ingress ip
module <module-id> [brief | detail]

BELEIPES2a— VDAL X —T A
ABIOR— FF ¥ 2V ORACLEASMHTF = ~
7 EFEMLET,

show consistency-checker racl extended ingress
ipv6 module <module-id> [brief | detail]

BEEINEZIPV6 Y 2 — LD AN A VX —
7 2 A AB LR — b F ¥ 1D RACL &
WF =7 BEmLET,

show consistency-checker racl extended ingress ip
interface {<int-id> | <ch-id> | <vlan-id>} [brief |
detail]

FRESNTASA v H—7 = A AD RACL ¥
AMEF =y 7 BFEmLET,

show consistency-checker racl extended egress ip
interface {<int-id> | <ch-id> | <vlan-id>} [brief |
detail]

BEINEHIIP A % —7 A ZAD RACL
BOMF = 7 2 ELET,

show consistency-checker racl extended ingress
ipv6 interface {<int-id> | <ch-id> | <vlan-id>} [brief
| detail]

FELIEASIPYE A % —T =4 AD RACL
BWAMF = 7 2L ET,

show consistency-checker racl extended egress ipv6
interface {<int-id> | <ch-id> | <vlan-id>}[brief |
detail]

BESNTIZHEDIPV6 A Vv Z—T = A 2D
RACL BEMEF = v 7 2 FEHi L £,

FSTNoa—TFTa0FDY—ILEBERR .
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B

show consistency-checker vacl extended ingress ip
vlan <vlan-id> [brief | detail]

FEE SN IPVLAN @O VACL B AVETF = v 7
% FEhi L £,

show consistency-checker vacl extended ingress
ipv6 vlan <vlan-id> [brief | detail]

FE7E & 177 IPv6 VLAN @ VACL BEAVEF = v
JEEmELET,

show consistency-checker vacl extended ingress
mac vlan <vlan-id> [brief | detail]

FBE SN 7= A MAC VLAN O VACL &%
Fxv I EBEmLET,

ACLEESMFzvHh avr FOH AH
Y/ o

RACL EAMTF = v 7 OfEROFE R LET,

switch# show consistency-checker racl extended ingress ip module 1 Consistency checker

passed for Ethl/3
switch#
switch#

(ingress, ip, ip-list)

switch# show consistency-checker racl extended ingress ip module 1 brief

{
"result": {
"status": "CC_STATUS OK",
"checkers": [
{
"version": 1,
"type": "CC_TYPE IF RACL",
"status": "CC_STATUS OK",
"platformDetails": {
"classType": "CC PLTFM NXOS BCM"
}l
"recoveryActions": [],
"failedEntities": []
}

}
switch#

switch # show consistency-checker racl extended ingress ip interface ethernet 3/5

Consistency checker passed for Ethernet3/5
switch#

(ingress, ip,

ip-list)

switch# show consistency-checker racl extended ingress ip interface ethernet 3/5 brief

{

"result": {

"status": "CC_STATUS OK",

"checkers": [
{
"version": 1,
"type": "CC_TYPE IF RACL",
"status": "CC_STATUS_OK",
"platformDetails": {
"classType": "CC PLTFM NXOS BCM"
}l
"recoveryActions": [],
"failedEntities": []

FSINDa—TFT a2 TDY—ILERER
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(o) — =~
~ A'\ —_—
JO7 9 T4 HEBEEEF VN

Nexus 77 v h 74 —L DY T "I =T T—TNEN—RU 2T T—T NVEOBEETF = v
70, v— NEGMT = v I —IZB L TERE O S WRSFHEOBE T, BEfFo/L— MESHE
F = o B —IT TR A D= XL TIERL . O~y RRRITEN-L 204 F<r RS
MWF =y h—T7,

IaT T 4 TEEETF = 2%, Ny T T T T RTHEGENZEITIN DV — b/
AT v H—RNH Y | IPvd 7213 IPv6 L— M L OVARP £ 7213 ND BEE: O AREE A % a1
I TE £,

CiscoNX-0S U U—=2103 (1) FLK(, a7 rs5 4 78&EMEF v I—IZRRX I — R & —
512 Cisco Nexus 9504/9508 T 2T ¥y — Y THAR—FINTWET,

TarT T 4 TEEEF = v —I%, TXTD Cloudscale EOR B XN TOR 77 v b7 4+ — 24
THR—FENTWET, 2FBFEOESETF = v 7 HFERH Y £4,

s DI T—ER—XBEUF T vH— 2L, e — b EBEET — 2 _X— 2D EM:
?‘AI “/7 %gﬂé??bi‘ﬂ‘o

HEABAEMF I VA—  ZOEASMTF v 7L, —EHMIChI o TEHE-ITBNES
7o— b BIOBMBEOESEFT vy ML TEITENET,

CiscoNX-0S U U—2103 (2) FLIt, a7 75 4 TS = v B —i%. R/R2Z/RX 5 A
v — R &8 U7~ CiscoNexus 9504 38 L TR9508 F 0 = SIS ¥ — 3 T, IPv4, IPv6, VPNv4,
VPNv6, I3 J O PE/Deagg FEC % A 7D MPLS b — hEAMWTF = v 7 P R— ML ET,

Show I <% > K
TaT T 4 TIREENET =y NI Ko TRES DB SN DTN, RO syslog 3L E
AET,

"%UFDM-3-PROACTIVE_CC_INCONSISTENCY FOUND: v 7 77 47 CCEv i aTK
JEBR RO F L

TRT T 4 TRBEENT =y JPIAEEET = v 7T 5ITE, kD250 av s RefiH

TOMERDHY T,
av Uk 5 BA
show forwarding proactive-cc inconsistencies Z Oshow 2~ RN, BRBICKKLEKET

Ropole A BEEERRLUET,

show forwarding proactive-cc inconsistencies all | = ® show 2~ Rit. a7 75 ¢ 77284
T = v 7 BERE I NN G RO Tz
TRTOAREGERRLET

FSTNoa—TFTa0FDY—ILEBERR .
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=P =N EFTED2 oD a~vy FICALNAREEEZME LIZWEEIT, koo~ r RE#H
T&EY,

"clear forwarding proactive-cc inconsistencies"

aAVvIJ4Fal—aravur
LI, ez /b L, MOoB X OB EnTF = v 7 0l (F (4 ~—) 2 & "
THavr NTT,
« platform proactive-cc forwarding (77 4 /v b % A ~—THuK)
« no platform proactive-cc forwarding (#5524 %)
« TSy N ITA—LDTOT YT 4 T cclrik fulldb <timein sec>
» platform proactive-cc forwarding incremental <timein sec>

» platform proactive-cc forwar ding incremental <timein sec> fulldb <timein sec>

avw kR B&Y
platform proactive-cc forwarding Zoav NIk, ALy FOTuT T 4
i - TRBEEWT = I —DNEIZRD . T 7+
IVEDEA T —DEREIINET,
switch (config)# platform proactive-cc )
forwarding FulldB OF 7 4 /L kD & A ~—{EI% 86400 T
ﬁ—o
Wy dB T 7 4N N XA~ —fEIZ 10 TT,
no platform proactive-cc forwarding Zoawy RiX, TaT T 7 nEAE
Bl - F I —%EWNLET,

switch (config)# no platform proactive-cc

forwarding

platform proactive-cc forwarding fulldb <time | = o~ RiZ. a7 75 4 7o
In sec> F = v H—0 fulldB ¥ A <—% 600 FPIZF%E
{5“ : I/ji—;«o

switch(config)# platform proactive-cc

forwarding

platform proactive-cc forwardingincremental | — o~ N, 27 275 ¢ 7 cc B Z A
<timen sec> ~ 1% 20 BICRE L £

1

switch (config)# platform proactive-cc

forwarding incremental 20

B B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER
18— 128atFzvn— [

av Uk B &Y

platform proactive-cc forwarding incremental | = =< K%, #4524 ~—& fulldB ¥ A
<timein sec> fulldb <timein sec> D B I E Lt

il -

switch (config)# platform proactive-cc

forwarding incremental 20 fulldb 600

A 23— 1A R EEEF v hH—

CiscoNX-0S U U —2103 (1) FLIfg, A v X —7 = A A—EBM:F = v B —IZ Cisco Nexus 9808
Ty R T = AL v FTHR—FINTWVET,

CiscoNX-OS U U —=2104 (1) FLUI, A > Z—T = A ZA—EMF = v I —I%. Cisco Nexus
9808 A1 v F (Cisco Nexus X98900CD-A. X9836DM-A T 1 > H— F#&idk) HFR— &=
—§—O

CiscoNX-OS VU —2104 (2) FLUR, /1o X —T A A—EMF = v I —I%. Cisco Nexus
9232E-B1 A1 »F (CiscoNexus X98900CD-A, X9836DM-A T A » 51— Fi&#k) HR—F&h
i—a_o

CiscoNX-OS VU —=2104 (1) FU, A1 F—T 2 A—EMEF = v I —IiL. Cisco Nexus
9804 77 v b7 3 —2I AA v F . Cisco Nexus X98900CD-A 35 L X X9836DM-A 7 A > H— K
THR—FENTHET,

ITD ZSHEF v h—

ITD iX, TSN HHWREEZ FZHRT 572010, IKfFa U R—23 FNOREEZNIITER L E
T, INHDOAVR—FR NTTPHLRVWEEZITH &, ITD OBEMENR AL 9, CLI &
MLIZITDEEWF = v h—I%, ITD & ZNHD I R—F 2 FOEBEORE & ORI AES
DRODSTEGEICE R LET,

ITD #4561 F = v 7 |d stop-on-error T3, DFE D, $—ERADT a7 ¢ F = v 7 PR
W07, DR OT e T A DF =2y 72 AFx vy 7L, TOYH—EZADOKRKEZIKL
i—a‘o

1l : show consistency-checker itd all [brief | detail] =~ > FTiX, 1 2O —EAD 1 >0 1
RTF 4 F =y 7 DR LTEHA. ITD IIROP—EADTF = v 7 2R T T,

CiscoNX-0S UV U —210.3 (2) FLUE, kDO ITD BE5MTF = v I — 2~ KA Cisco Nexus
9300-EX/FX/FX2/FX3/GX/GX2 7T v b7 4 —2h AA v FTHR—-FINTWVET,

FSTNoa—TFTa0FDY—ILEBERR .
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avU R ERBA

show consistency-checker itd <service-name> || SO H—E Z DL T = v 7
[brief | detail] <sarvicename> % #oR LE T, Y — B ADMFE
LiaWgA, oy 7 i3AF vy 7anET,

show consistency-checker itd all [brief | detail] |BEfFD £ ITD H— b X DIEEAMEF = v 7 %)
FTICHRRL, &V —ER2AOF = v 7 BRI E
TR I 72 o T B ORER 2 G TR
ERALET,

show consistency-checker itd ingressinterface< | A Jjf v % —7 = f A~DEED 7 7 —NITD
intf-name> source <srclP> destination <destiP> | 4 — " 2 |z k5 CARR SN XA LY b K
[brief | detail] Vi—iZby FLEHEIC, ITD h— R #&
HMET = > =D LT R AR 2T 72 -
ek FRRLET, 7 —21TD THER I
7eARY =k L TWRWGE, h—t
ZEEMET = v 7 13Etk L LTI ET,

BEIT7AI

CLI

Rk~ 7 A VIZiE, Cisco NX-0S 7734 A _EORSREZHERL T 5 72 &5 Cisco NX-0S
av s RPRFESIVET, CiscoNX-OS ITiX, FEATHE E A% — ~7 > 7RO 2 TR & 1
F3, TS AL, BEEICAX— T vy a7 ¥ 2 L—3 3 (startup-config) & i
LT, Y7 bhU=THaRELET, FfT727 4 F 2 b—3 3 (running-config) (21,
AB—=R T v Far7 4 ¥alb—rar 774 MK L TUTo LBIEOEENRFEINET,
BREEZERT DN, BRET 7 ANVDNy 7T v TEERLTIIESN, 207 4 Fab—
Yary 7y ARV E— =N RNy I T I TEET, AT 4 Falb—Tary T
IVOFERIZ WX, [Cisco Nexus 9000 Series NX-OS Fundamentals Configuration Guide] % %
LTS, £, RET 7 ANDF = v 7 RA v hab —Z2 v, MERREEL
EHARICa— N Ry 7T 52 EHTEET, By ZHEREIZ DWW T, [CiscoNexus9000
Series NX-OS System Management Configuration Guidel] 28 L T< 72 &0y,

CiscoNX-OS HfiElE, AZ— 7 v 7Far74¥alb—ya 77 A VIHER v 7 ZAERCT
HTENRDYET, FNIT, BREICKXVIER SN e vy 7 BEIRESNTIES> TWDHZ &b
» £4, showsysteminternal sysmgr startup-configlocks 2~ > REHHL T, v v 7N AL —
Ty ar7sXalb—aly 774 VRICES TORVLDER L T 23V, system
startup-configunlock =~ RZEH L, LT, ZHboa vy 7 ZHIBRL TS 0,

TINVYT

CiscoNX-OS 3. X NTI— 2% T 7T 4 TN T TNy a—F 4 VT AHTFODRHERT
Ny THEEE Y FEYR—FLTWET, CLIZHEHL T, SHEDOT Ny VE— REBEIZ
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L\U?w&4bfﬁﬁéﬁkﬁmfmF:WQ@®77?4E?4D7%%%@%i¢O%

7 2 VIS A LAZ TR BREIEICY A FEET, CLIR—/L A =X A

R L TT Ay THRE~DOT 78 A& IR L, D»—;Iz@ﬂ“(?’&‘lzx ZorEITE £9, debug

a<w2 R i)?/Vﬁ/rAfm*E&%i%/Tffé@ (ZXF L. show =2~ RiL, BEEHE U 7L 2 A
LEHE —EFRTHIDITHERA L ET,

A

FE debug =~ REHEHAL., TXHDEF, YAaDT 7 =k PR— MUEEOR RN - T-
BEIBEonET, —HDdebug 2~ RiIAy NT—7 RT3 —~v U AT EL H 2 5]
RN H D05 T,

)

CE) TR T Aovkv—F, Bhlhul 77 A VCEETEET, v 7 A%, T I H
NEa ) —NCEETDH LY L LT, UWENES T,

AT a BT L L ALEOKRETHEHAIRER A T Y a VEARRTEE T, EEOT Ny
THIMZ T, AMEnfza~r R liceZ o FUBNMERSNET, T3y 7
T, =N TRA RAEMOBET NA XM TRAE LT 77 4 €T 4 DX A DAX T &
TAT Y MR FERSNVET,

TRy THREEZER LT, /X b, WA Y=Y, B bal o —2BMCcEx %
T, 72720, EBEERE CT Ny Va2 —F 4 VT 4 ZEAT2HEEITEESLETT, —FO
FTraiEt, v —IKEBEDA vy E—VEHNDLEY, X2y NU—F7 RT7 p—< (T
ERREEE G2 DAREMENRSH D CPUEKA XY FEERLIZV T2 LT, T30 A~
T IR ARG A AREERH Y FT,

)

GE)  debug =~ FEATTHHNT, 28 H D Telnet £721XSSHE v v a V&S Z L &L £
T TR T By a UBBIEOHMNT 4 RYDITF L5 561F, 2&HOEYy v a vk
M L Cundebugal ZA1L, Ty AyEe—VOMhEEIELET,

TINY YT T4 )LA

debug-filter ZfEH L T, RERT Ny ZEREZRITEET, a~xr FEEHT 248N D
¥9, Zodebugfilter a~2 a4 5L, B % debug =~ > FIZ L - THERE
L7y ZERERIRTE £,

WIZ, EIGRP hello N7 v b DT Ny JHE#HAEA —Y Xy b A X —T A A 21IZHIRT S
Bz R L £,

switch# debug-filter ip eigrp interface ethernet 2/1
switch# debug eigrp packets hello

FSTNoa—TFTa0FDY—ILEBERR .
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FSTNDa—T4 0 TDY—ILERER

Ping. Pong. & & U Traceroute

\)

ping D& A

6=

ping ¥ K O traceroute HEREZfEH L T, #ktdl LOVRAOBPUCHT 2MEE N7 7 vy a—
T4 LET, TNOOMEEAFEHL T, Xy NI =7 RT3 —<  ZAOMBEEFE E 21
R LIRNWTLTZE W, 20DRA & MEOR Yy MU —27 OEIEAZRIET 511X, pong HnE
HHLET,

ZOIETHIA L T\ 5 ping B X QN traceroute =~ > i, TCP/IP % v b U —F > 7 DORED
NTZTNY a—T 4TI oL bRIEDY— VD 25T, pingx—7 1 U7 11X, TCP/IP
AV E =Ry NI =2 ZRBTD5EICKH LT, —#HOTa— ry baAERLET, =a—
SNy ME, SEEICERET DL BA—T 4 Y SNTERBIRICEESNET,

traceroute L —7 4 U7 4 LREED HIETIVELETN, Sy TS Ky 7 R—ATHILFET
DEFEDNRAEZRETHI EHTEET,

pong = —7 4 U7 4%, 2 2DKRA > MElOR Yy hT—27 OFILEAZPETE E T,

pinga~y REMHEHL, a~vr REEHTE, IPMIL—T (7 2y NU—7 BHTHE
0)9E§Ef\0>ﬁfﬁuj0J:()ﬂ%ﬁgéfﬁgn \CTEET,

pinge =~ REZEM L, a~vr FEHT2L, IPvoV—T 1 7 3y MU — 7 &H TH
TE DS ~DHEE R L OB IE R TE £,

m@1~%49%4%@%¢5&\ﬁ—kit@zyk?ﬂ4x*ya—bx/t y%%ﬁ
TEET, IPVA F7ITIPV6 7 RLAERETHZ LXK, s8ic—HD 7 L— AR E[F T
TFET, INLDOTL—NF, F—F v FT AL RIZEIFEL, XA LAX TR AMENT,
EETICL—T Ny 7 EnET,

Ping 2—7 4 VT 4 AL T, VAT AIZRESNIZIPT RLATHRyYy NU—27 X7 4 —
VU ARAETANTHZ EIFHEREINETA,

G¥)

Ping 2 —7 1 U7 4 ZfEH LT, Nexus AA v FITHERINIZIP 7 RLATHy hU—7 X
T AT ANTHZ MRS EE A, AL v TFDIPT KL A5 THICMP (Ping)
N7 7 4w 2%, CoPP (v ho—L FL—r KU 7)) OBy, FuyrXEnb
AlREMED B VD £ T,

switch# ping 172.28.230.1 vrf management
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PING 172.28.230.1 (172.28.230.1): 56 data bytes

64 bytes from 172.28.230.1: icmp_seq=0 ttl=254 time=1.095 ms
64 bytes from 172.28.230.1: icmp_seqg=1 ttl=254 time=1.083 ms
64 bytes from 172.28.230.1: icmp_seq=2 ttl=254 time=1.101 ms
64 bytes from 172.28.230.1: icmp_seq=3 ttl=254 time=1.093 ms
64 bytes from 172.28.230.1: icmp_seqg=4 ttl=254 time=1.237 ms

---172.28.230.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 1.083/1.121/1.237 ms

kDEA

traceroute |X. KOEAEDT-DITHEH L £ 9,
T =X "NTT 4 I BPRALIZA— NEBBLET,
« AL v FM (KRy 7HAD) OEIEEZFRELET,
traceroute L —7 4 U T ¢TI, &y T EIHEH I D 3 A5 &, BHHTE R v 7L

HADNARLTRT HIVET, traceroute Z AT 5 &, BETDOT A AL EERITKDLIT
WTF R ZDM DR AN » TR— MR 2T A F TE £,

traceroute {dest-ipv4-addr | hostname} [vrf vrf-name] ==~ > RiXIPv4 % v b7 —27 HIZ, traceroutes
{dest-ipv6-addr | hostname} [vrf vrf-name] =2~ > RIZIPv6 v h U —Z7 R L £, %EL
IZEBZECTERWGEAIE, AR L > TRAREERA » M ETElRSNET,

switch# traceroute 172.28.254.254 vrf management

traceroute to 172.28.254.254 (172.28.254.254), 30 hops max, 40 byte packets
1 172.28.230.1 (172.28.230.1) 0.941 ms 0.676 ms 0.585 ms

2 172.24.114.213 (172.24.114.213) 0.733 ms 0.7 ms 0.69 ms

3 172.20.147.46 (172.20.147.46) 0.671 ms 0.619 ms 0.615 ms

4 172.28.254.254 (172.28.254.254) 0.613 ms 0.628 ms 0.61 ms

FEATH D traceroute Z#& 79 HIZiE, Ctrl-C 2L £,
WD~ REMEHL T, traceroute DIEFE LA v X —T7 = AERETEET,

avw vk E):g]

traceroute {dest-ipv4-addr | hostname} [source
{dest-ipv4-addr | hostname | interface} ] [vrf
vrf-name]

1 -

switch# traceroute 112.112.112.1 source vlan
10

FEELFZIPT RLA, RA RN, F7-131 0
H—T A ANDHD, traceroute /N7 > b D%
BILIPvA 7 RLAZRELET,

FSTNoa—TFTa0FDY—ILEBERR .
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avy kR

S

traceroute6 {dest-ipv6-addr | hosthame} [source
{dest-ipv6-addr | hostname | interface} ] [vrf
vrf-name]

1

switch# traceroute6 2010:11:22:0:1000::1
source ethernet 2/2

FBELFZIPT RLA, AN, F-131 0
H—T A AMBHD, traceroute6 /N7 v kD
fBILIPv6 7 R AZRE L £7,

[no] ip traceroute source-inter face interface [vr f
vrf-name]

1

switch(config)# ip traceroute

source-interface loopback 1

HESNTA L Z—T oA APHEFEILIPT
K L R &% traceroute F 7213 traceroute6 /¥
o bEARRLET,

show ip traceroute sour ce-inter face[vr f vrf-name]
1 -

switch# show ip traceroute source-interface
vrf all

VRF Name Interface

default loopbackl

traceroute D 7= DIZFRTE S NT=RF LA v & —
7 :l‘_/]) A %?‘%i_\. L/iﬁ—o

ip icmp-errors sour ce-inter face interface

i1

switch (config)# ip icmp-errors

source-interface loopback 1
{51l 2 -
switch (config)# vrf context vrf-blue

switch (config-vrf)# ip icmp-errors

source-interface loopback 2

BRIESIToA v —T = A APBIE(E I IPv4
FIZEIPv6 7 N L A2 FFD ICMP &5 — /3
Ty FEARLET,

F 72, Virtual Routing and Forwarding (VRF)

AVARBE L ANDAZT 47 Jb— K TD

BFD & ET 52 L b TEET,

showprocesses =~ > R&fEH L. T, %

JO+ABLUVCPUDE=ZAR Y

ITHOT B AB LK BB ADAT —F A

EHERTEFET, a~<r FHEANITERPEENFT T,

+PID=7"1t A 1D
e State = 7 12 & 2 DIREE

PC=HEOTa /I n6 % (16 EFE

E29)

e Start_cnt= 7 BB AN ZE TICBME (F72IXFB) ShizBElEk

N B rSoLva—FavInoY—LETER
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cTTY = 7 A ZHIEH L W aikEaE, -] (N 72) X FFED TTY ETETS
nNTnWirnWrF—er2ELET,

* Process = 7' 12 & A D4Rl

Ta AOREITKRD LBV TT,
« D=7z L CIRIE GlE 1/0)
«R=ZE1TAE (7% =2—1)
« S=1{KiLh
«T=hL—RFELIIFIL
cZ=HEREL W (Ve )y T rkR
«NR=FEfTS T2
«ER=FITSNTNDEREEN, BEFETS TN

A

GE) —ic. ERIREIR., a2 FEHEIHENLTXH7=DIT,
VAT ANREERELHMLCEOTrEAET =T MITL
722 EERLTWET,

switch# show processes ?

cpu Show processes CPU Info

log Show information about process logs
memory Show processes Memory Info

switch# show processes

PID State PC Start cnt TTY Type Process

1 S b7f9%e468 1 - O 1init
2 S 0 1 - 0 migration/0
3 S 0 1 - O ksoftirgd/0
4 S 0 1 - O desched/0
5 S 0 1 - O migration/1
6 S 0 1 - O ksoftirgd/1l
7 S 0 1 - O desched/1
8 S 0 1 - 0 events/0
9 S 0 1 - 0 events/1

10 S 0 1 - O khelper

15 S 0 1 - O kthread

24 S 0 1 - O kacpid

103 S 0 1 - O kblockd/0

104 S 0 1 - O kblockd/1

117 S 0 1 - O  khubd

184 S 0 1 - O pdflush

185 S 0 1 - O pdflush

187 S 0 1 - 0 aio/0

188 S 0 1 - 0 aio/l

189 S 0 1 - O SerrLogKthread

FSTNoa—TFTa0FDY—ILEBERR .
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. show processes cpu < > FOEMRA

show processes cpu I <7 > FD{FEFH

show processescpu =~ F&fEH L, =2~ FE2EHL T, CPURIHELZRRLET, 2~
Y R ICIER P EENET,

« Runtime(ms) = 7' &2 & ZA2MEH L7z CPU FEf (3 U B EAL)

* Invoked = 7' & A Z vk TIZBAME S - BIEK

suSecs = 7 HEADMEOMH L Z & O CPU K (3 VU BHLAL)
« 1Sec = Flr D 1 BRICEH T 5 CPUEHE (X—1t& 2 FH{L)

switch# show processes cpu

PID Runtime (ms) Invoked uSecs 1Sec Process
1 2264 108252 20 0 init
2 950 211341 4 0 migration/0
3 1154 32833341 0 0 ksoftirgd/0
4 609 419568 1 0 desched/0
5 758 214253 3 0 migration/1
6 2462 155309355 0 0 ksoftirgd/1l
7 2496 392083 6 0 desched/1
8 443 282990 1 0 events/0
9 578 260184 2 0 events/1
10 56 2681 21 0 khelper
15 0 30 25 0 kthread
24 0 2 5 0 kacpid
103 81 89 914 0 kblockd/O0
104 56 265 213 0 kblockd/1
117 0 5 17 0 khubd
184 0 3 3 0 pdflush
185 1796 104798 17 0 pdflush
187 0 2 3 0 aio/0
188 0 2 3 0 aio/l
0 SerrLogKthread

189 0 1 3

show system resources 1< > KD {E

show systemresources =~ > RAEMH L, T4, A7 ARE O CPU B8 LA E Y OftdEt
HHAERRCTEET, ZOavy ROHNITIE, ROERPERINET,
« EITH 7 m v ADWHHE U TESR I Aff, LoadaveragelZid, 143, 543,
BIOIS By AT 2AMNPERENET,

s Processes IZ1E, AT ANDO Tt AH, BILWa~y FEITERICEBRIZFITEIN TV
TuvAENEREINET,

« CPU states (Z1%. ERTD 1 BEIZEIT D CPU O—+ F— K& H—%)L E— RTOff
KB LT A RN ASA—k FTFERENET,

* Memoryusage (Z1&, BRFAEY AP AEY | EXAEY Ny 77 IEHINLTND
AEV, BIOF ¥ v V2SN TWD AE Y RF A MR TR RSNET, £
72 buffers 35 X U cache DEIZIZ, HEHF A E Y OFEHER b EENE T,
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switch# show system resources

Load average: 1 minute: 0.00 5 minutes: 0.02 15 minutes: 0.05
Processes : 355 total, 1 running
CPU states : 0.0% user, 0.2% kernel, 99.8% idle
CPUO states : 0.0% user, 1.0% kernel, 99.0% idle
CPUl states : 0.0% user, 0.0% kernel, 100.0% idle
CPU2 states : 0.0% user, 0.0% kernel, 100.0% idle
CPU3 states : 0.0% user, 0.0% kernel, 100.0% idle
Memory usage: 16402560K total, 2664308K used, 13738252K free

Current memory status: OK

FTroR—FEEOXITDOER

Cisco NX-0S Tld., EETF —& Z kA L — Ik 2HEREN RIS E T, Z oitsk
W, OFTRICEE LY, FARLZY TE 9, ZOOBFLEEREIT, BERIOREREHE T
Va— )VOREREAEVICRE LET, ZOBERIT, BEETY 2 —LOSHIIHEILLET,

OBFL HREIC K > TIRFSN DT — X1, RO LB TT,
o PRI A > OIRFH
cEVa— DV —V Ay NEE
« BV o —/LOYIHIRE
« 77 —L7U =7, BIOS, FPGA, BL UV ASIC D/A— g
XV a—LDVY TIAEE
VTV aDASF T FL—A
« CPU hog 1###

« AEY U—7 1
VTR T TT— Ayk—Y
cN— Ry =T HPe s

o BRETJEEE

* OBFL [ 4 O @1

« ASIC E1V iAAL 3 L O T —#i it 0 JE
«ASIC LY RE Z T

OBFL D% EDFEMIZ OV TIE.  [Cisco Nexus 9000 SeriesNX-OS s 2 7 L& E] # 5 L
TLTIEEYY,

FSTNoa—TFTa0FDY—ILEBERR .
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OBFLTS— XT—42X aT > FDEHA

Cisco NX-OS U U —2 9.3(3) LAF%, CiscoNexus 9000 'V —R AA v F XS EIE R IV
ZYR—FL, Z77ANNF XNV A X =T A AT F Ltk LET, DU &t
FCMAC V')V CORBEOREE T TNy a—T 4 TR IL B E T,

show logging onboard error-stats ==~ R4l L, =aa~ NIAR—F =7 —HEHER
rFRRLET, HOIE ROA v o2 REENET,

« FCP_CNTR_MAC_RX_BAD WORDS_FROM_DECODER
« FCP_CNTR_MAC_RX_EOFA

« FCP_CNTR_MAC_RX CRC

« FCP_CNTR_MAC_RX_MAX_FRAME_TRUNCATE

« FCP_CNTR_MAC_RX_MIN_FRAME PAD

« FCP_CNTR_CREDIT_LOSS

« FCP_CNTR_TX _WT AVG B2B_ZERO

wIZ, Z @ show logging onboard error-stats =~ > KO SB 2R L ET,

switch# show logging onboard error-stats

ERROR STATISTICS INFORMATION FOR DEVICE: FCMAC

Interface Range | | | Time Stamp
Error Stat Counter Name Count |MM/DD/YY HH:MM:SS

fcl/9 |[FCP_CNTR MAC RX BAD WORDS FROM DECODER |4 [11/15/19 09:54:40
£c1/33 |FCP_CNTR MAC RX BAD WORDS FROM DECODER |4 11/15/19 09:37:53
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER |4 [11/15/19 09:05:13
£c1/37 |FCP_CNTR MAC RX BAD WORDS FROM DECODER |4 11/15/19 08:42:56
fcl/37 |FCP_CNTR MAC RX BAD WORDS FROM DECODER |4 [11/15/19 08:21:19
fc1/28 |FCP_CNTR MAC RX BAD WORDS FROM DECODER |4 11/15/19 08:20:59
fcl/9 |FCP_CNTR MAC RX BAD WORDS FROM DECODER |5996 11/14/19 10:25:45
fcl/9 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [5992 11/14/19 06:19:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [22112 111/14/19 06:19:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [21876 [11/14/19 06:18:44
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER |21368 11/14/19 06:18:24
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER |20872 [11/14/19 06:18:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER [20292 [11/14/19 06:17:44
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER |19720 [11/14/19 06:17:24
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER |19284 [11/14/19 06:17:04
fcl/36 |FCP_CNTR MAC RX BAD WORDS FROM DECODER |18788 111/14/19 06:16:44
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2T D&

Cisco Generic Online Diagnostics (GOLD) TiX, O A2 7F v N 73— A E72n b2
Wi EOLB 7 L — LU — 7 ZEHR L TWVWET, GOLDDFELEIZLY | N— U7 aRK—
IV NOREERMEEHEGE L, VAT AT =B L0 ar hr—L 7 L— OBEORE I R
FECEET, 7T A MUIV AT AOBRBFHIANIRD b DL, VAT LDOFATHITHAZNIT/R
HHOBHVET, T—FEVa—E T TA IR DAN—HDOT = v 7 ZFEITL T,
VAT LOEBKHIN— R 2T ayR—3 MOEEZRE L, BEOHDHEY 2 — VDK
B oRy NI =2 IEAINRNE DI LET,

VAT AOBWERFE L IXFEITRRC O ARSI SN E T, —#HOBK T = v 7 EZHEL T,
FrTA VAT LAOREELHRTEET, TWEEO KT A & Ehil L b n2kT X
FEXBTHMERHY £9, FMORNT A NMINY I 7T RTEITESN, VAT A
FT—HFEFar b= =T ELFEAN, FHOHLT A NITA T Xy
F7a—IRBELES, A T T U ABIRIRICTET A PR AT Y 2 — VT DR D
D E94, ZOETHBHL TV showdiagnostic content module =~ > R IZIE, W& £E S
TARRHBEEDIRNT A MR EDT X MNEMERRRENET,

TUBA LT =y 71X, FREDOREINZSATT D0, Ny 7 7T 0 RCEMIIIZETT 5
LIHOICERETEET,

ANIVAE=HZ ) TBWT A MIFWEi R LD T, VAT AOEERIC Ny 7 T RTHEAT
INFET, FrTAVBMANVA T2 XY T ORENL, AT Xy UV EBRET/HN—FR
T T EEEZPHIICHEE L, BELZ@MmT 52 LT,

GOLD (L, T _XTOT A FOBWikE R L FFMARMFHERAIE L ET, ZHUTiE, BhDET
ﬁﬁ\W@&%%ﬁTXFA%ﬁW\W@&%%®7XF%MﬁW\é#%ﬁ@ﬁ\éﬁ%ﬁ
m, SERERIEEL, BLIO=T—a—RREEnET, o7 A MERIT, FHEN Y
AT LOWRREE PRI L, o AT AREEOJRK & BES 2 DI H £9, showdiagnosticresult
avy REfEHL, a~sr FEeH LT, Z2kREeE£R~LET,

GOLD DX EDFEMIZ DUV TIX,  [Cisco Nexus 9000 SeriesNX-OS System Management Configuration
Guidell #ZH L TS 7Z& W,

#HAHAF N TLVS Event Manager O {5 A

Embedded Event Manager (EEM) %, FERIAT LA AR hEE=H L, REINTZRY

V—E N LTENALDANRNY MR TEDLRY —_R—=2ADT L —LU—7TF, R —
I, BESNTA XY FOFBAEICESONTT AL ANRMNERHTT 7 a v 2ERTH, e— K
FRERFRNC T R VT LS A T U R T, ZORZ YT ML, I AZ L syslog £721%

SNMP 7 v 7 D4R, CLI 2~y FONOH L, 7 =—AA— =0l L2 &GteT 7

varEARTEET,

EEM O EDZEMIZ OV T, [CiscoNexus9000 3 U — X NX-0S 2T MG BEREN A R
L TLIZE N,
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. Ethanalyzer O

Ethanalyzer O {5

Ethanalyzer /&, Wireshark (IHFF Ethereal) O % —IF )L NRX—V a3 ThoHrA—7 v VY —R
7 k=7 TShark ® Cisco NX-OS 7’12 k =)L 7+ F A ¥ — L F4 G4, Ethanalyzer % {i
LT, TXTONexus 77 v b7+ —LDA N RELOEHA VX —T A A LD b
R—=LT L= NI T4y 7 EX Y T Ty BN T562L T, Ry NU—2 DT T
Va—T 4T ETIENTEET,

\}

GE) A= R F ¥RV RLENTNWDAL L F—T 2 A AD FIE/NARIL ATV a v EERH L
Ethanalyzer D FE{TIZV R — h I TWEHEA, IO VIZ, port-channe 47> 3 & LT
TS,

CiscoNX-OS U U — A 10.3(1)F LA, CiscoNexus9808 7°7 v k7 4 — 2 AA v FC Ethanalyzer
DY R— F RSN E T,

* CiscoNX-0S U U —2% 104 (1) F LIF%. Ethanalyzer I3 X9836DM-A 7 A > h— R Z#4#
L 7= Cisco Nexus X98900CD-A I L U Cisco Nexus 9808 A1 v FTHHR— FEET,

CiscoNX-OS U U —2% 10.4 (1) F LAF%, Ethanalyzer |Z Cisco Nexus 9804 7°F & b 7 4 — A A
A . Cisco Nexus X98900CD-A 1 LN X9836DM-A 7 A > H— R THR—FENFET,

Ethanalyzer i ET 2121%, kDOa~x >y R LET,

avU R =E]:g]

ethanalyzer local interfaceinband AN RA v B —T 2 A5 LU TAR—I—
NAPIZL Lo TEZEINTAT Y FaeF ¥
TFx L, ¥x T F ¥ IN"Ty FOELK)
7 haFRERRLET,

ethanalyzer local interface inband-in AR RA B —T 2 A A5 L TAR—I—
NAPRZAE LTI NNT Y haX ¥y 7Ty L,
Xx 7Ty INTATy POERH T w fan
HwmarRRLET,

ethanalyzer local interface inband-out 2 s S HEIN A R KA B —T =
A A& LTEEENTAT Y b ey 7Ty
L, ¥x¥7Frx sy ho7e han
MOy~ ) —2FR LET,

ethanalyzer local interface mgmt BHA LA —T oA AN L TEZESN
Nry heXxxy 7 Fx L, vy 7T F v Ihic
Ny o7 e haEROY~ ) — R R
SNET,

B rSoLva—FavInoY—LETER
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Ethanalyzer O {# .

avy kR

S

ethanalyzer local interface front-panel

LA¥3 Ob—7 v F) Bl SRR — &g
L CA—R—= RS, PFIZ Lo TEZEINTN
Ty bR T F v SN, FXTF v Sk
Ry bOTa s UERO Y ) — R
FRSNET,

GE)

Zoa<wr R, LAV2 (AA v FER—1)
AT 2SRV AR — &S LT A== 3 H0
BZETDHI Ny hOXFYy T F vy PR — |
LEHA,

ethanalyzer local interface port-channel

A—=R= A PR A T3 =T v F) KR—
NF¥ A B —T oA AhS L TCEZE
L=y bedxy7F vy L, v 7F L
7=y o7 e ha RO —a
RLET,

GE)

Zoawy Rif, A== A PR AF2
(AAf v FHR—F) R—=FF ¥R A L H—
T2 A AN LTEZETLN7 Yy hOF ¥
TFx B R—FLTWERA,

ethanalyzer local interface vlan

A—R= A PR LA ¥ 3 AL FAAEA
H—TxA A (SVD) %I L TERAE LIS
Ty bexy7Fr L, IubanfFRoy
~U—2FRLET,

ethanalyzer local interface netstack

Netstack ¥ 7 b7 =7 a2 R—x > F &4
A== A P K o Tk Véi’ﬁ’/\/f/
FNaeXxx7Fr L, v harFRov~)—
HRILET,

{I | [] | } ethanalyzer local

S L — 2 EHIRLES, 7 L—252iE, 0—

Ethanalyzer v+ a VINTX ¥ 7T x5 7

500,000 DEHfEEZIEE T ET, 0 FFHET
% & Ethanalyzer & v I 2 > HEjRYIZ45 1k
T HRNTIK 500,000 7 L— LR F ¥ FF ¥ &
nET,

{| | | | [} ethana]yzer Iocal

e 7 L —LDE ST, 192—65,536 DEHAEICT

Xy SFrTHIL—LOESEEHRLET,

HLIENTEET,

FSTNoa—TFTa0FDY—ILEBERR .
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FSTLYa—F 4T DY—ILEFHER

avU kR

S

{111} ethanalyzer local
nefaeratpendrbadradimadaimgripotdemrddacaiLreie

Berkeley Packet Filter (BPF) ##§3C& i/ L T
XX TF YT BNy NDEA T HT A NH
Vo7 LET,

{I [ | [} ethanalyzer IocaJ

Wireshark F 7213 TSharkZr 7 4 VX Z{HH L

BT, T D2F v I Ty Shiz sy boX

A THT4NE) T LET,

{11111} ethanalyzer local
inerfecranizperdinbendinbendinnbend atmgmipotdramavanwiite

XY T TFY LT — 257 7 A NMIRFLE
To ARNRA R L—UFF v a 0003, A
FOT—NT7TFyva, v T7T7va,
USB A R L—U T3 A F MR b
L—URBH Y £,

ethanalyzer local read

XY T TFxYEINTT—F 77 ANVERWTH
W7rANVE, ANRANL—Y AT g
Wik, AAMvIFDOT— 7Ty va, 0l 7
Fwia, USBA ML —F R, 2 F£120%
FRMEA N L—UNH Y £,

{1111} ethanalyzer local
nafaefropendnoandrbardinnberdatmgripotdamdlanaictp

Ethanalyzer & > ¥ 2 > % HEIICIE LT D5
FEEE LET, v a Ol
() | write¥—7U—KZEHL X7
Fx 7y N7 7 A MCEXIAD EXITR Y
TFxT 577 AN BEXOwrite¥—7U —
REfEHL XYy 7Ty Ty heT7 7 AV
WCEZXIADE XL T 7 ANV A RERETE
£,

{I [1]]] } ethanalyzer local

A=

Ethanalyzer Dx ¥ 7F ¥ U 7 RNy 77 7
LEd, Z2OF 7T g 03, write
F—U— RNEMAGLETHERTLE, U
ﬁﬂ,77m@10uiw774w:%ﬁm
FBZAENET, HILWVWT 7 A MTEZA
@ﬁu (Z Ethanalyzer 233H& 9~ D Ifi] (RDHELNL) |
Vo7 RNy T77O—fe LTRSS L2774
LD, BEIOY 7 RNy 7 7 AOEA D7 7
ANDT 7 A NP A XERETEXET,

{11111} ethanalyzer local
inafasgraypendinbencincendininbendiaumgmipatdenneMancitl

¥ 7T LISy bOFMART B by
wERRLET,

{1111} ethanalyzer local
inerfeceratpendinbendnbendinnend aimgipatdamadaran

XX T F ¥ STy b 16ERIE A THR
A~LET,

B B rSoLva—FavInoY—LETER
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avw vk =E):g]

AT} ethanalyzer local LAY 3 A0S —T = ANT 7 4V FLSL
INHtﬂiUtﬂTﬂ“GfdﬂfﬂmnﬂIﬂdﬂnﬂJﬂﬂTKhﬁTdkTMf 03\H1FG:$5%3%%€?&C\ l//f4V3 4’;/57__;73:
AANALN—To5D VRF ZFEELET,

A RS4 2 ERIFEIE

L ATVIALHE =T 2 A ANT 7 4V NSO VRE DA L /3—ToH Y | Ethanalyzer &
va Y THRESNTWAHA (72& 21X, ehanalyzer local interfacefront-panel ethernet1/1
% 7213 ethanalyzer local interface port-channell ==~ > NK&fiH) | vrf ¥ —U— R &{#
LT, V1 ¥3A2¥—7=xA AN EBthanalyzer ¥ v 2 a VIND A L N\—TH 5 VRF %5
ETAMENSY 9, 7-L 21F. A—3— A PN VRF Tred] O LAY 3 FiHE <KL
AR— b Ethernetl/1 27 L CRAZE/2ITHE LT v b & X v 7 F ¥ 3 5I121%, ethanalyzer
local interface front-panel ethernetl/1vrfred =~ > K& H L E 7,

o 77 A NA~OEZIAHRKEIZ, Ethanalyzer & > ¥ 3 > 23 500,000 /37 v hEX ¥ 7 F ¥ L
e, FE7 7 ANV A XH 11 MB IZ# L7254 . Ethanalyzer X H BRI 45 11 L E
ﬁqo

1

switch (config)# ethanalyzer local interface inband

<CR>

> Redirect it to a file

>> Redirect it to a file in append mode

autostop Capture autostop condition

capture-filter Filter on ethanalyzer capture capture-ring-buffer Capture ring buffer

option

decode-internal Include internal system header decoding detail Display detailed protocol
information

display-filter Display filter on frames captured

limit-captured-frames Maximum number of frames to be captured (default is 10)
limit-frame-size Capture only a subset of a frame

mirror Filter mirrored packets

raw Hex/Ascii dump the packet with possibly one line summary

write Filename to save capture to

| Pipe command output to filter

switch (config)# ethanalyzer local interface inband Capturing on 'ps-inb'

2021-07-26 09:36:36.395756813 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
DEI: 0 ID: 4033

2021-07-26 09:36:36.395874466 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
DEI: 0 ID: 4033

3 2021-07-26 09:36:36.395923840 00:22:bd:cf:b9:01 — 00:22:bd:cf:09:00 0x3737 806 PRI:
DEI: O ID: 4033

2021-07-26 09:36:36.395984384 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 1307 PRI:
DEI: O ID: 4033

2021-07-26 09:37:36.406020552 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
DEI: 0 ID: 4033

2021-07-26 09:37:36.406155603 00:22:bd:cf:b9:01 — 00:22:bd:cf:09:00 0x3737 205 PRI:
DEI: 0 ID: 4033

2021-07-26 09:37:36.406220547 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 806 PRI:
DEI: O ID: 4033

~N d o 0 a9 J

FSTNoa—TFTa0FDY—ILEBERR .



. Ethanalyzer O
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8 8 2021-07-26 09:37:36.406297734 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 1307
PRI: 7 DEI: O ID: 4033

9 2021-07-26 09:38:36.408983263 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 64 PRI:
7 DEI: O ID: 4033

10 10 2021-07-26 09:38:36.409101470 00:22:bd:cf:09:01 — 00:22:bd:cf:09:00 0x3737 205
PRI: 7 DEI: O ID: 4033

M T e I ERAE R TR T AICIE., (detail A7 a v AHEHLETHLEIS LT, F¥
TFYOEFTCul+CEFHLTHIEL, AAMvF a7 hERTIENTEET,

switch (config)# ethanalyzer local interface inband detail

Capturing on 'ps-inb'

Frame 1: 64 bytes on wire (512 bits), 64 bytes captured (512 bits) on interface ps-inb,
id 0

Interface id: 0 (ps-inb) Interface name: ps-inb

Encapsulation type: Ethernet (1)

Arrival Time: Jul 26, 2021 11:54:37.155791496 UTC

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1627300477.155791496 seconds

[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1

Frame Length: 64 bytes (512 bits)

Capture Length: 64 bytes (512 bits) [Frame is marked: False]

[Frame is ignored: False]

[Protocols in frame: eth:ethertype:vlan:ethertype:datal] Ethernet II, Src:
00:22:bd:cf:b9:01, Dst: 00:22:bd:cf:b9:00

Destination: 00:22:bd:cf:b9:00 Address: 00:22:bd:cf:b9:00

00 o ool oo ... = LG bit: Globally unique address (factory default)

ceee o0 Lo ool ooy oo = IG bit: Individual address (unicast) Source:
00:22:bd:cf:b9:01

Address: 00:22:bd:cf:b9:01

00 ol ool oo.. ... = LG bit: Globally unique address (factory default)

ceee v 0 oo oo oo o... = IG bit: Individual address (unicast) Type: 802.1Q Virtual
LAN (0x8100)

802.1Q Virtual LAN, PRI: 7, DEI: 0, ID: 4033

111. .... .... .... = Priority: Network Control (7) 4 ...0 .... .... .... = DEI: Ineligible

1111 1100 0001 = ID: 4033
Type: Unknown (0x3737) Data (46 bytes)

0000 a9 04 00 00 7d a2 fe 60 47 4f 4c 44 00 Ob Ob Ob ....}.. GOLD....
0010 Ob 0Ob Ob 0b Ob 0b 0Ob 0b 0Ob Ob 0Ob Ob 0b Ob Ob Ob ................

0020 Ob 0b Ob 0Ob Ob 0b Ob Ob 0Ob Ob 0b Ob O0b Ob ..............
Data: a90400007da2fe60474£4c44000b0b0b0b0b0b0b0b0b0b0b.. [Length: 46]

X ¥ I T HICRFRT D0, HDHNET 4 AZIRAFET D37 v M ERIRT 5121
lcapture-filterd 7'V a VEZHLET, F¥ 7T ¥ 74V FiX, 7 4 )V FUEFIZERD
YT TFXefFFLET, 7y PORBERZITIATOR TW RO T, 74 VF 74—/ R
EHONEORDLNTEY | [REINTWET,

YT T T ANDE 2 —5 B ETHIZIL, display-filter 47 v a U EEHALET,

AT VA T4 NVE T, BRIOBE SNy VEFERT O, xvy hT—2 b I/HX
T 7 ANEGITT DERCIETIEME N ORER T 4V F ) 7 HFATTE £ T, Ethanalyzer

= %kf%ytk?%&%M®774w’i%ﬁﬁiﬁﬁh%énfw&w%é\%yf

T LT —F % W7 7 A WCEZALET, D—WF7 7 A VX, capture-filter 47

Ta Nl —ET AT RTONRT ]\75\—5%3774’11/ EXAENE T, display-filter 7

o B rSoLva—FavInoY—LETER
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T a Nl —EHTHE NNy NOBNERINDTZO, 2—FOMERWICERRT 4V DME
HEN3 ETITnoiFWIicen 47,

”ODﬁﬂ7? v limit-captured-frames N5 \—EZXEE§%I7TU\jEj‘ capture-filter T a sk
fEfl9"% &, Ethanalyzer TiX., 7 4 /L4 host 10.10.10.2 (T~ T2 5 >/ v hEFRL
F9, ldisplay-filterd 7> = V& T 5 & Ethanalyzer TiZ, 3525037y haX%y
TFx L., 7 4VH lip.addr==10.10.10.2] T D57 v hDOLEFRRLET,

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frames 5

Capturing on inband

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

5 packets captured

switch (config)# ethanalyzer local interface inband display-filter "ip.addr==10.10.10.2"
limit-captured-frame 5

Capturing on inband

2013-02-10 12:53:54.217462 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination

port:

3200

2013-02-10 12:53:54.217819 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination

port:

3200

2 packets captured

write 77 a3 UEMEA LT, % THWTD72DIT Cisco Nexus 9000 >V — X 2 A vF LD A

FL—Y 734 2D 1> (boothflash, logflash72 &) 1D 7 7 A NMIx Yy T TF ¥ T — X % E
TR ENTEERT, FvTFx 77 ANVOYA X, 10MBICHIRS LR T,

lwrite] A4 7L 2 > %ZffiH L7- Ethanalyzer ® =~ > R, ethanalyzer local interfaceinband
writebootflash:capture file name C7°, KIL capture-filter #{HH L7z write 7 2 2 » Df &
first-capture DN 7 7 A NZLERLET,
switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write ?
bootflash: Filename logflash: Filename slotO: Filename
usbl: Filename
usb2: Filename volatile: Filename

switch (config)# ethanalyzer local interface inband capture-filter "host 10.10.10.2"
limit-captured-frame 5 write bootflash:first-capture

XX T T T—EINT A NMMRGFEENDEE, T 74NV FTE, Sy 7 F ¥ Iz 7 v b
—IF N 4 RTICFRRENTFYA, ldisplayd 7T a3 U &2fEHAT 5 L. CiscoNX-0S
TIE, ¥ T T T—F T 7 ANVRITFELENL, Xy haFRRLET,

FSTNoa—TFTa0FDY—ILEBERR .
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capture-ring-buffer 4 /L a VEAMHTH L FHE LR, BELE 7 v AV £
FRELIZTZ 7 ANDIA ZDBITEED 7 7 A VHPMERR SN ETRIZ, ZRbDF T a D
ERERLET,

switch (config)# ethanalyzer local interface inband capture-ring-buffer ?

duration Stop writing to the file or switch to the next file after value seconds have
elapsed

files Stop writing to capture files after value number of files were written or begin
again with the first file after value number of files were

written (form a ring buffer)

filesize Stop writing to a capture file or switch to the next file after it reaches a
size of value kilobytes

read 7V a VEMHT DL, TAAL RAARICREFESNIE T 7 ANV EHAHARD ZENTEE
ﬁ—O

switch (config)# ethanalyzer local read bootflash:first-capture

2013-02-10 12:51:52.150404 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.150480 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.496447 10.10.10.2 -> 10.10.10.1 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:52.497201 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

2013-02-10 12:51:53.149831 10.10.10.1 -> 10.10.10.2 UDP Source port: 3200 Destination
port:

3200

switch (config)# ethanalyzer local read bootflash:first-capture detail Frame 1 (110 bytes
on wire, 78 bytes captured)

[Frame is marked: False]
[Protocols in frame: eth:ip:udp:data]
Ethernet II Src: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4), Dst: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
Destination: 00:26:51:ce:0f:44 (00:26:51:ce:0f:44) Address: 00:26:51:ce:0f:44
(00:26:51:ce:0f:44)
0 e oo woo. o... = IG bit: Individual address (unicast)
ceee .00 Lo oo oo ..., = LG bit: Globally unique address (factory default) Source:
00:24:98:ce:6f:ba:c4 (00:24:98:6f:ba:c4)
Address: 00:24:98:6f:ba:c4 (00:24:98:6f:ba:c4)
o 0 e oo woes ... = IG bit: Individual address (unicast)
e .00 Lo Lo oo o... = LG bit: Globally unique address (factory default) Type:
IP (0x0800)
Internet Protocol, Src: 10.10.10.1 (10.10.10.1), Dst: 10.10.10.2 (10.10.10.2)
Version: 4
Header length: 20 bytes
Differentiated Services Field: 0xc0O0 (DSC) 0x30: Class Selector 6; ECN: 0x00)

Y= RELFPCITT 7 A NEEREL, 77 A, cap 7 7 A NVETIE, peap 7 7 A V& B Fx
W% Z LN TE 5 Wiresharkk MO T 7V r—2a  TEOT7 7 AN EHAMDZ L H T
TET,

switch (config)# copy bootflash:first-capture tftp:

Enter vrf (If no input, current vrf 'default' is considered): management
Enter hostname for the tftp server: 192.168.21.22

Trying to connect to tftp server......

B B rSoLva—FavInoY—LETER
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Connection to Server Established. TFTP put operation was successful
Copy complete.

decode-internal A 7 3 a M d, Nexus 9000 D /34 ML HFIEIZEET 2 NEEHR L2 L L E
T ZoE®IT. CPUEBIRT 57y ho7a—28ffL, NI TNV a—T 4 7 TH0
N RVASE S I

switch (config)# ethanalyzer local interface inband decode-internal capture-filter "host

10.10.10.2" limit-captured-frame 5 detail
Capturing on inband NXOS Protocol

NXOS VLAN: O ->VLAN in decimal=0=L3 interface

NXOS SOURCE INDEX: 1024 ->PIXN LTL source index in decimal=400=SUP
inband

NXOS DEST INDEX: 2569 -> PIXN LTL destination index in

decimal=0xa09=el/25 Frame 1: (70 bytes on wire, 70 bytes captured)

Arrival Time: Feb 10, 2013 22:40:02.216492000

[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1627300477.155791496 seconds

[Time delta from previous captured frame: 0.000000000 seconds] [Time delta from previous
displayed frame: 0.000000000 seconds] [Time since reference or first frame: 0.000000000
seconds] Frame Number: 1

Frame Length: 70 bytes Capture Length: 70 bytes [Frame is marked: Falsel]

[Protocols in frame: eth:ip:udp:data]

Ethernet II, Src: 00:26:51:ce:0f:43 (00:26:51:ce:0f:43), Dst: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

Destination: 00:24:98:6f:ba:c3 (00:24:98:6f:ba:c3) Address: 00:24:98:6f:ba:c3
(00:24:98:6f:ba:c3)

0 eee oo woo. ..., = IG bit: Individual address (unicast)
ceee .00 oo oo woo o.. = LG bit: Globally unique address (factory default) Source:
00:26:51:ce:0£f:43 (00:26:51:ce:0f:43)
——————————————————————————————— SN T Pm—m = o

NX-OS 1 7T v 7 A% 16 #EHITEH L THh 5, Local Target Logic (LTL) A > 7 v 7 A%
HETNTGREA X — T = A AT~ v 7T 57291 show system internal pixm info Itl {index}
avr RafHLES,

1DDIPHRRAMEDETORYRYENE S T4 v I9DF Y TF¥

host 1.1.1.1

IP7 FLADEFHEDBTOYRYEINBE LS T4vIDFvTFxr
net 172.16.7.0/24

net 172.16.7.0 mask 255.255.255.0

IP7 RLADEENMNSD CS T4 v oDFvTF+

src net 172.16.7.0/24

srenet 172.16.7.0 mask 255.255.255.0

IP7 FLADEBRAD S 749 9DF¥TF v

dst net 172.16.7.0/24

dst net 172.16.7.0 mask 255.255.255.0

UDLD. VTP, CDPD 3714 v I DH¥x v TF ¥

FSTNoa—TFTa0FDY—ILEBERR .
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UDLD /% B[R U > 7 fiHH, VTP I VLAN Trunking Protocol, CDP (% Cisco Discovery Protocol
‘(“ﬁqo

ether host 01 10010cccllcclce

MAC7 RKLRAEDBITHLYRY ENDE ST 9 9DFv TF v

ether host 00CJ011020103104705

\)

(¥ and = &&

MAC address format : XX:XX:XX:XX:XX:XX

— Moy ka0—J)L JL—> JAakal

» UDLD: Destination Media Access Controller (DMAC) = 01-00-0C-CC-CC-CC and EthType =
0x0111

* LACP: DMAC = 01:80:C2:00:00:02 and EthType = 0x8809. LACP stands for Link Aggregation
Control Protocol

* STP: DMAC = 01:80:C2:00:00:00 and EthType = 0x4242 - or - DMAC = 01:00:0C:CC:CC:CD and
EthType = 0x010B

* CDP: DMAC = 01-00-0C-CC-CC-CC and EthType = 0x2000

* LLDP: DMAC = 01:80:C2:00:00:0E or 01:80:C2:00:00:03 or 01:80:C2:00:00:00 and EthType =
0x88CC

* DOT1X: DMAC = 01:80:C2:00:00:03 and EthType = 0x888E. DOT1X stands for IEEE 802.1x
* [Pv6: EthType = 0x86DD

«UDP & TCP OR— hFEBD Y & K

Ethanalyzer [X, CiscoNX-OS 3/ ~— R =7 Tk T 57 —% NI 7 4 v 71 3Fx 7 F ¥ L&

A,

Ethanalyzer (%, tcpdump SR UF ¥ 7' F v 7 4 VX RESCEFEHA L ET, X Wireshark# R~
T A NIREL L ET,

ROFITIE, Fx 7 FrInicr—4% @7y MIRESNT) 288 4 —T7 =4 A |
IR LET,

switch (config)# ethanalyzer local interface mgmt limit-captured-frames 4
Capturing on ethl

2013-05-18 13:21:21.841182 172.28.230.2 -> 224.0.0.2 BGP Hello (state Standy)
2013-05-18 13:21:21.842190 10.86.249.17 -> 172.28.231.193 TCP 4261 > telnet [AC] Seg=0

o B rSoLva—FavInoY—LETER
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Ack=0 Win=64475 Len=0
2013-05-18 13:21:21.843039 172.28.231.193 -> 10.86.249.17 TELNET Telnet Data
2013-05-18 13:21:21.850463 00:13:5f:1c:ee:80 -> ab:00:00:02:00:00 0x6002 DEC DN

Remote Console
4 packets captured

WOFITIE, 1 DD HSRP X7 MZOWTH ¥ 7 F ¥ LToT—F DMz R LE T,

switch (config)# ethanalyzer local interface mgmt capture-filter "udp port 1985"
limit-captured-frames 1

Capturing on ethl

Frame 1 (62 bytes on wire, 62 bytes captured)

Arrival Time: May 18, 2013 13:29:19.961280000

[Time delta from previous captured frame: 1203341359.961280000 seconds]
[Time delta from previous displayed frame: 1203341359.961280000 seconds]
[Time since reference or first frame: 1203341359.961280000 seconds]
Frame Number: 1

Frame Length: 62 bytes

Capture Length: 62 bytes

[Frame is marked: False]

[Protocols in frame: eth:ip:udp:hsrp]

Ethernet II, Src: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01), Dst: 01:00:5e:00:00:02
(01:00:5e:00:00:02)
Destination: 01:00:5e:00:00:02 (01:00:5e:00:00:02)
Address: 01:00:5e:00:00:02 (01:00:5e:00:00:02)
...l ..., ... ... .... = 1IG bit: Group address (multicast/broadcast)
ceee .00 o oo oo ... = LG bit: Globally unique address (factory default)
Source: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)
Address: 00:00:0c:07:ac:01 (00:00:0c:07:ac:01)

o 0 oo oo ooes ... = IG bit: Individual address (unicast)
00 o ool ... ... = LG bit: Globally unique address (factory default)

Type: IP (0x0800)

Internet Protocol, Src: 172.28.230.3 (172.28.230.3), Dst: 224.0.0.2 (224.0.0.2)
Version: 4

Header length: 20 bytes

Differentiated Services Field: 0xc0O (DSCP 0x30: Class Selector 6; ECN: 0x00)

1100 00.. = Differentiated Services Codepoint: Class Selector 6 (0x30)
.0. = ECN-Capable Transport (ECT): O
.0 = ECN-CE: 0

Total Length: 48
Identification: 0x0000 (0)
Flags: 0x00

0... = Reserved bit: Not set
.0.. = Don't fragment: Not set
.0. = More fragments: Not set

Fragment offset: 0

Time to live: 1

Protocol: UDP (0x11)

Header checksum: 0x46db [correct]
[Good: True]

[Bad : False]

Source: 172.28.230.3 (172.28.230.3)

Destination: 224.0.0.2 (224.0.0.2)

User Datagram Protocol, Src Port: 1985 (1985), Dst Port: 1985 (1985)
Source port: 1985 (1985)

Destination port: 1985 (1985)

Length: 28

FSTNoa—TFTa0FDY—ILEBERR .
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FSTLYa—FavIDY—LERER |

Checksum: 0x8ab9 [correct]
[Good Checksum: True]
[Bad Checksum: False]

Cisco Hot Standby Router Protocol

Version: 0

Op Code: Hello (0)

State: Active (16)

Hellotime: Default (3)

Holdtime: Default (10)

Priority: 105

Group: 1

Reserved: OAuthentication Data: Default (cisco)
Virtual IP Address: 172.28.230.1 (172.28.230.1)

1 packets captured

WOBITIE, BRTANEZEBERA LT, 7277 4 772 HSRPIREED HSRP /%7 v b DB % FKoR
L\i‘a—o

switch (config) # ethanalyzer local interface mgmt display-filter "hsrp.state==Active"
limit-captured-frames 2
Capturing on ethl

2013-05-18 14:35:41.443118 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)
2013-05-18 14:35:44.326892 172.28.230.3 -> 224.0.0.2 HSRP Hello (state Active)
2 packets captured

Ethanalyzer /Xy 2 559V K X v TF v JOEABEUA VNV Ky y FOBESIRE

Ethanalyzer |Z, A >N R AXTry Nax vy 7 F ¥ T\ VI 0 0 K27 L LTIATT
EET, ARy B F—HZPCAP 7 7 A /LD RAM A E VIS ET, &RE
AIREZRHI R SN BED PCAP T — % (XEFRRER 7 7 A VA A THEFBERED 7 7 A )V)
EWOTHEHTEET, $IRICET S E, KbEHWT 7 A ADREYICBIEOF ¥ 7F v T
EEEXINRET,

Ethanalyzer D/Nw 7 7' 0 REATICL > THR ¥ I F v ST —ZILRAMNIZH D |
T— 7Ty vl e SR TIARNIC EEEXEINE T, 2R T—H EMRTED L
INTT BT, ATy 7 vay NEERETALERHY £7, RAM M HERRO T ORFHFE
A NL—=Y (=17 T va) ~OPCAPERD NNy 7 7T R at Rz L BifGs
NHRry hFy FFYREa— L%, 2T v Fay AERTEAE. HHTEE
BT =TTy a il EBETOMNERSY 7,

AFvFay bME, CLIZA L C2—FRFEHTHRY H—T&E9, EEMA Y U—(F, FE
DARY NCAFT T vay be NI T—F257DICbEATEET, NI T—OFERAFIE L
T AN R U= IR ERSINTZLEWVEZB X 72546, CoPP Ry 7N L EVWELE X
TEHBRENHVET, AT v 7 vay MI, ARV FORERFETITED NNy b3
Ny RiZey PLTWEnERLET,

L— hEE=FT58546, 2—R@EE THETLHIL—FERITFR L — M2 LEWHEE
RETHULENRHY T, Zhi, BBEUSNOT F— OB A ERET 25 72 DIk ET 5 3
NHYET, TFTOHBNEEEMA Y > — TR b U H—2 T84T, EERLETT,

o B rSoLva—FavInoY—LETER
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INBDTT T 4 AW | AR PCAP T — 2 BN KEICAT v 7Y a v MEE
. 7= b 7T v aB0o XV R B AREMRH D £,

Ethanalyzer 13, N\v 7 770 Rty a  OFMLERTE., By a Otk EIEIE
Ethanalyzer [ D A F v 7Y a v b, BLONRNv I I Ry iay 7\T~5’7\%EEM
T 572D show 2~ > REBIMNT 57200 CLI Z#BMLE Lz, TXTO CLLITAERNDHE
fTLET,

Ethanalyzer /Xy 2 55OV K X v JF v JOLRICEHT 5FEEE L FHIREE

e Ethanalyzer /N> 7 77 7 K 7 at A TlE, AR L—UFRENFIREENLTNS /tmp 7 «
V7 MU peap 7 7 ANERGFELET, TXCTD .pcap 7 7 A VOEEH A X5, A
FREZR /tmp ® A ML — VR EEBARVWEIICTAMLERH Y 77,

Ethanalyzer .pcap 7 7 A MI B2 B FEANR—AZHET H121F, ROKXEFEHLET,

fileSize * numFiles < Available /tmp Space

Ethanalyzer /Ny 7 75 7 K 7k 2[4 SR, IROa~ > R LT tmp A
FL—YORAMEAMREL £7

bash-4.4# df -k /tmp
Filesystem 1K-blocks Used Available Use% Mounted on
none 614400 2760 611640 1% /var/volatile/tmp

« Ethanalyzer /3> 7 75 7 Ry v a U EFEETS &, /tmp NOLFENZF ¥ 7 F v
INT=F_XTD peap 7 7 A ADHIBRSNE T, =—HIL, FEEIT A1 ethanalyzer

copy-background-snapshot =~ > & H L C, BT —F 2Kk A b L— (/bootflash
E) At —T A0 ERH Y T,

WDa~<y REEHALT, BEET 500 pcap 77 A NVET— 7T v vailab—L
£7:

ethanalyzer copy-background-snapshot
cAFyTvay MI/tmp MH T — 7Ty allat—shbicd, AF v gy b
PG T DN AR T — 7 7 v v 2 fHl A B & bT< IV, 7—=hr77vva
FHRA TR LWL E, ATy T vay RBRRILIEY, 7—F A PL—VRARERIC
ROl HAREMED D D £,

ANR—RAZHRIT AT, JEffitar 7> a U EFEHLET

ethanalyzer copy-compressed-background-snapshot

* EventManager (EEM) RU > —ZfEH LT, £ N FLb—hFLEVWESLCOPP K2y 7
BREDANY MIESWTA Ty T vay M NI T—LET, WERT 7 — MOHERGR
BT = AF T ay ML, 77— 7T v v a BRUEIZTN S XD/ D O % T
572012, max-triggers /X7 A — Z [ THEEITHEK L T 7ZE0,

Ny I TT T R T AT, tmp ZHMZHA M —Y B — LA — = THEIE
HINFEFHhA, tmp A R L=V BN XN LRNE DT HITIE, /3T A —F & jEy)
WHERCT D ME R H D 7,

c/tmp X b L—U RN oW D L WESIIET =2 RO DS WREMED B Y £,

FSTNoa—TFTa0FDY—ILEBERR .
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% 3: Ethanalyzer CLI

FSITNYa—Fa2TDY—ILEFEKR

CLI

Bl

ethanalyzer background-session config
<filenamelfilesize|numfiles|session>

RN 77 DX XY T Fx X7y hD
Ethanalyzer Nv 7 77 7 K Fag X/t
TarONRTA—ZEFRELET,

* Filename: Ethanalyzer /N> 7 75 7 R
F¥ 7 F ¥ TaRL o TRIFESNE
Ny T390 RRry b Fxy 7 Fy
77 AN,

« Filesize: —H/ N 7 7 Nl 2 D ¢ 7
F¥ 77 ANDOY A X, HOFHHIL 1—
65536 KB T,

» Numfiles: —Hf/ /N> 7 7 IZIRTE SN D K
pcap 7 7 A VD, EOHFAIX 2—16 T
j‘o

« Session: Ethanalyzer /N> 7 77 7 K % ¥
TFx by va v ERNEIITENIL
£

ethanalyzer background-session restart

Ethanalyzer N> 7 77 7 R¥x ¥ 7 Fx kv
va U ERBM/AER L ET,

ethanalyzer background-session stop

Ethanalyzer N\v 7 75 U K¥ ¥ 7FF ¥ &y
VarEEELET,

show ethanalyzer background-session processes

Ethanalyzer N> 7 77 7V KX x 7FFx & v
Ta v OFMELRRLET,

show ethanalyzer background-session config

Ethanalyzer N\ 7 75 U R¥ ¥ 7 F ¥ &y
YarREIrANEHILET,

ethanalyzer copy-background-snapshot

—FER Y T I x Yy T TF SN T AV
T—=r 7T yvallat—LEd, 7ML
1% peap XTI,

ethanalyzer copy-compressed-background-snapshot

—WENR Y T IR T TF v EINET A NE
tar L, tar 77 ANV ET— T T v aila
| =

GE)

Z O CLI #8HEIRITTH L, Hvtar 7 7
ANDHEIRENET, dotar 7 7 A VBT —
N7 Z v v allFETHHEIR. a8 —75%
TEEHRELET,

B B rSoLva—FavInoY—LETER
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Cisco NX-OS VU U — % 10.1(2) Ethanalyzer Autocollection CLI X, JXT® Cisco Nexus 9000 >
V=X 7Ty N7+ —LTHER—FSNET,

Ethanalyzer Autocollection CLI Z#
Ethnalyzer Autocollection CLI D#45 3k D & B0 T,

Ny 7T R e RACERENINZ HLDHTONT, Ethanalyzer N> 7 75 07 R
nY 2 e EEGT OMENRDH Y T, REPELIND &, ROEERX v E—T)R
a—PICRRENET,

[REDET % H M &, Ethanalyzer/N> 7 750 R 7t X &FHEEH LT
VY,  (Please restart the Ethanalyzer background process for any config change to take effect.) |

e A== A FDOTEMENRYR—FENTWELETS Ty 7+ —ATIX, 77T 4 TR A—
IN=NAYPFDAA v F A —/"—|Z K>, Ethanalyzer DN 7 7T 7 R¥ ¥ 7 F ¥ 71
TANBEMICEG SR ERH Y £, = —FE, Ethanalyzer N> 7 77 v K
ot 2% FEITHEESTOMLENH Y £3, AA v F A —/3—1&(T Ethanalyzer N> 7 75
Uy R Tk REBEICRGET 258, T T 47 A== F Ty var A
X—TNEREL, A vTFE2Ia—RRLTHMNZTLDRLERHY £T, ZDH%, A1 >
FA—N=DRELTHETH, FL T T 1 7178 o7z A—s3—s31 ¥ T Ethanalyzer
Ny TI00 R Xy 7F v T ARNHENCEB SN E T,

CLI D431

CLIHAIDB : N TOa~<> FidA F—7 0 T— FhbITENET,

AT T N7 7T RTIITEI T D Ethanalyzer & v >3 VA HNC L ET,
switch# ethanalyzer background-session config session enable

switch# dir bootflash: | include dump

1087 Jan 29 13:55:46 2021 dumpcap bg session configuration.xml
switch# show ethanalyzer background-session config
<?xml version="1.0"?>

<!-- This document contains configuration settings for background packet -->
<!-- capture session to execute in ring buffer mode. Please modify the settings
based on system resources -->

<!-- path: background packet capture directory where ring buffer files w
ill be saved -->

<!-- filename: background packet capture file name saved by dumpcap. Files w
ill be generated as filename number date format -->

<!-- filesize: Size of individual ring buffer file in kB. Note that the file
size is limited to a maximum value of 65536 kB-->

<!-- num of files: value begin again with the first file after value number of f
iles were written (form a ring buffer). The maximum value should be equal to 16
-—>

<!-- session: Enable/disable background packet capture session process. App
licable for both boot-up as well as session restart -->

<ethanalyzer config>
<filepath>/tmp/dumpcap bg session files/</filepath>
<filename>capture</filename>
<filesize>2048</filesize>
<numfiles>2</numfiles>
<session>enable</session>

</ethanalyzer config>

FSTNoa—TFTa0FDY—ILEBERR .
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wIZ, CLIOH R LET,

FSINa—TFavdOv—LERER |

switch# ethanalyzer background-session restart

root 30038 1 0 13:58 ttyso 00:00

:00 /usr/bin/dumpcap -n -b filesize:

2048 -b files:2 -i ps-inb -Z none -w /tmp/dumpcap bg session files/capture.pcap

AT T2 NI TT TRyl g VRIENRNT A—X DR

switch# show ethanalyzer background-session process

AT w73 Ny 757 K Ethanalyzer 7' & & 2 OBl

switch# ethanalyzer background-session restart

AT w7 4 : Bthanalyzer /N> 7 77 U R ¥ x 7 F v £y a L DOIFATOMR

switch# ethanalyzer background-session processes

Background session of packet analyzer:

root 17216 1 4 12:43 ttyS0 00:00:00 /usr/bin
ps-inb -Z none -w /tmp/dumpcap bg session fi
switch#

/dumpcap -n -b filesize:2048 -b files:2 -i
les/capture.pcap

A CLIZFETLTAF Yy Fay Naxy P Fy LTHERRTH

switch# ethanalyzer copy-background-snapshot

Copy packet analyzer captured frames to boot
Copied snapshot files :

72 -rw-rw-rw- 1 root root
CAPTURE 00001 20210121001903.pcap

flash...

65844 Jan 21 00:21

switch# ethanalyzer copy-compressed-background-snapshot

Copy packet analyzer captured compressed frames to bootflash...

Copied snapshot files :

28 -rw-r--r-- 1 root root

27181 Jan 21 00:22 CAPTURE.tar.gz

15 - Ethanalyzer 2> 7 a2y hOHBIED N H—L LTA RN N Lb— K E=X

V> 7z ild 5,

R4E:AVNV R L—FEZRYVTCUFTaY

Bl

system inband cpu-mac log threshold rx rx_pps tx
tx_pps throttle secondsrx_pps, tx_pps: 0-1500000
Inband rx/tx pps rate that needs to be logged when
exceededseconds: log throttle interval (maximum 1
exceed log per defined interval)

H%hT— K (Enable Mode)

show system inband cpu-mac log threshold" to
display settings

F 7k

off (PPSHE 0) . A wm v hLMHKE 120 #b,

AiOEZ v a Tl L7e X 912, Bthanalyzer N 7 77 0 2 K 7at AR R E S 4L,
FITSNTVWD T ENFMHRE R Y £, ZOMMABNCIZTEEZF T IVEMOY 7L
L—bR3& Y ET0, 2a—PFEIe X VIl T 2B ONLBIENR L — M T 503

o B rSoLva—FavInoY—LETER
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s

Ethanalyzer O {# .

DEJ, 2=V OREMZBZ D LI VEIZ, HERBEOT 7 — b Oz [l % 7201258

T DMERDHY £,

\}

GE)

PUFOBHENEEEM AR Y o —TlK b T—2 B0 RENNETT, Zh bk
IChEbnWeE . KEDOPCAPT —# N ATy gy MbEh, 7— 7T v aB o iXn
272 B ATREMEDN B W F 4,

max-triggers /X7 A —H (X, T I T 4 TIRA—IN—=NAYFDT— T T v a

(bootflash:eem_snapshots) @ eem_snapshots 7 1 L' 7 k U IZKFANRFE SN TND AT v
YAy R T77ANDEIIKH L TT =y 7 SNET, A== 2L v FA——DEH,
UL T 7T 4 T2 o Te A—R= A FOWELIT, LANNZT 77 4 T ol A==
PONER L TRRDGE1RHY . TOREK, HENERFHINLINE DD BIRED 7,
HEWMUEDOTRIX, FTL T 277 4 Tl A== RA DT — N T T v 2 |THFET D
AFwFay b XU RIS TRRY 97,

BEINTT 4 V27 BUNDT 7 A VO max-triggers & —E9 25 &, BENNEIEL L F
T BERGTLICE, 2R T4 L7 NIRRTy T ay b7 A VEHIBRL T,

7 7 A )VE % max-triggers £ D b 720y M) 12U, BIO®E (max-triggers 75 [value] Z 5[0
7eH) OHBIEZTFAIT20ERNH Y £3, MO ONTIE, TR T—X=2DA X |
a7 OABNE] D% [Embedded Event Manager DX E| DETHZML T,

2F 1A N_N VR L—h =X Y T E2HEHBTH

switch (config) # system inband cpu-mac log threshold rx 400 tx 4000 throttle 60
switch# show system inband cpu-mac log threshold

Thresholds Rx: 400 PPS, Tx; 4000 PPS

Log throttle interval: 60 seconds

R H—_R—=2ADA X b r7OBEENUE] DOE% [Embedded Event Manager D% & ] D
THHENTWEEIIE, NI H—_—20u s 77 A VOHBIELZFIALT, 4L 7 k
VEERLEST ROFITIE, 7427 MY OAFRTE Tauto _collect] TF) ., EEM A Y v—
EEREIZENCT DL, A Xk 17 L ethanalyzer pcap DFLAIAIR AT~ 7 9w MY
ERHENT 0 T,

AF 2 F 47 MY EERT S

create auto_collect directory
switch# pwd

bootflash:

switch# cd scripts

switch# mkdir auto collect

ATy T3 AR k2= % R —EBENTD

switch (config)# event manager applet syslog_ trigger override __ syslog trigger default

switch (config-applet)# action 1.0 collect auto_collect rate-limit 60 max-triggers 3

$_syslog_msg

ZHUSEY . 60 BT HR Ix O HEMENAZNIZ/2Y . [T MY T2 L TER TR

3[al, [T syslog b U A —IZ% L TR max-triggers x num_files pcap 7 7 A V& {R1fF L £
B :3x2=677141) ,
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FSTNDa—T4 0 TDY—ILERER

LRt oA 0 KED ICMP BER A #1354 A b 20.1.1.100 DEENMERZEFE L £7,

switch#
2021 Jan 29 15:15:27 switch %KERN-1-SYSTEM MSG: [17181.984601] Inband Rx threshold 400
PPS reached. - kernel

2021 Jan 29 15:15:28 switch %KERN-1-SYSTEM MSG: [17182.997911] Inband Rx threshold 400
PPS reached. - kernel
switch# show system internal event-logs auto-collect history

DateTime Snapshot ID Syslog
Status/Secs/Logsize (Bytes)
2021-Jan-29 15:15:30 620969861 KERN-1-SYSTEM MSG
PROCESSED:1:7118865
2021-Jan-29 15:15:30 201962781 KERN-1-SYSTEM MSG
DROPPED-LASTACTIONINPROG
2021-Jan-29 15:15:29 620969861 KERN-1-SYSTEM MSG PROCESSING
switch# dir bootflash: | include capture

2048040 Jan 29 15:15:29 2021 capture 00004_20210129150732.pcap

169288 Jan 29 15:15:29 2021 capture 00005 20210129151528.pcap

NI T RTa v ATEY Fy EINz7 7 ANV ETa— RT5120E, Y AaTACTF—
AlZBEWEDEL TS0,

FERE] : HAZ N GFRABOHEIZ L7 > 9 YAML) h U H—0OfEH (CoPP Ru v
L & VWM )

AHRESMITR D LB Y TF,

LA D X 512, Ethanalyzer /N> 7 77 0 v R 7t AEENRE I, ETINTWET,
2.HIOERBIOAT v 72 AT T 3INET LTWVET,

Ry TR T LM AFET 57 7 AD CoPP LEWER XU 7 2FGMLET,
DWTIE, CoPPRREAA N (ZH) 22 LT IE3N,

ZOBITIL, ARP & 517 7 A copp-class-normal DIGAE. L XV METX 1000000 (2% E i, H
X7 LoULiE 1 (autocollect (ZXETE LD+ 072w ) ICREINET,

class copp-class-normal
logging drop threshold 1000000 level 1

AIOEHABICHERA LIS DERUT 4 L7 b U (bootflash:scripts/auto_collect) T, 7 7 A /v
copp.yaml ZRD L HIZIBMLET (copp= 2> HR—F ) ,
#*********************************************************************

#
File: comp specific yaml
Author:

Description: Module Makefile

Copyright (c) 2019 by cisco Systems, Inc.
All rights reserved.

$Id: comp specific yaml $
$Source: S
S$Author: S

H o o 3 3 S S S o 3 3 o

KKK KKK AR AR A A AR A A A A A A A A A A A AR AR A A AR A A A A AR A A A A A A A A A A A A A AR AR A AR A AR AN KA A KKK
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version: 1

components:
copp:
default:
copp_dropsl:
serviceCOPP:

match: CoPP drops exceed threshold
commands: ethanalyzer copy-background-snapshot

FReoERW 0 7T ATCoPP Ry 725X T KED ARP ERZFE L F T,

switch#

2021 Jan 29 15:49:47 switch %COPP-1-COPP DROPS1: CoPP drops exceed threshold in class:
copp-class-normal-log,

check show policy-map interface control-plane for more info.

switch# show policy-map interface control-plane class copp-class-normal-log

Control Plane

Service-policy input: copp-policy-strict-log

class-map copp-class—-normal-log (match-any)
match access—-group name copp-acl-mac-dotlx-log
match protocol arp
set cos 1
threshold: 1000000, level: 1
police cir 1400 kbps , bc 32000 bytes
module 1
transmitted 25690204 bytes;
5-minute offered rate 168761 bytes/sec
conformed 194394 peak-rate bytes/sec
at Fri Jan 29 15:49:56 2021

dropped 92058020 bytes;
5-min violate rate 615169 byte/sec

violated 698977 peak-rate byte/sec at Fri Jan 29 15:49:56 2021

switch#
switch# show system internal event-logs auto-collect history
DateTime Snapshot ID Syslog
Status/Secs/Logsize (Bytes)
2021-Jan-29 15:49:57 1232244872 COPP-1-COPP_DROPS1 RATELIMITED
2021-Jan-29 15:49:50 522271686 COPP-1-COPP_DROPS1
PROCESSED:1:11182862
2021-Jan-29 15:49:48 522271686 COPP-1-COPP_DROPS1 PROCESSING
switch# dir bootflash: | include capture

2048192 Jan 29 15:49:49 2021 capture 00038 20210129154942.pcap

1788016 Jan 29 15:49:49 2021 capture 00039 20210129154946.pcap
SS0 D ENE

AR INA Z—2— XA P BRI T 5 R a b AEE session = disable THIE) L 7~ 13
B 2—VFIEZD A=A RT I T 4 T oic LTI u A2 HEHT 5 L)
&) D ij‘@
SEEH

» Wireshark : CaptureFilters

» Wireshark : DisplayFilters

FSTNoa—TFTa0FDY—ILEBERR .


http://wiki.wireshark.org/CaptureFilters
http://wiki.wireshark.org/DisplayFilters

FSTNYA—F 4 LT DY—ILEFER
B svwve s s vRMON o R— -

« [Cisco Nexus 9000 3V — & NX-OS Layer 2 A A v F > & EH A K
+ [Cisco Nexus 9000 >V — X NX-OS VXLAN % EH A K]
« [Cisco Nexus 9000 NX-OS 1 > ¥ —7 = A ARENA K]

« [Cisco Nexus 9000 >V —ANX-0S =% ¥ A b L —F 4 VITREHA K]

SNMP & & T RMON O 7R— k

Cisco NX-OS 1%, HHFEM~N— (MIB) &#H (F7 v 7 LIHR) &G Te /A% SNMPvI,
V2. BEIORVIDOYR— oL E£9,

SNMP #E#ETIE, CiscoNX-OS ZEFEH L ET=X 1V 7+ 5% MIB 2V 7HR— b T 5P — K/ 8—
S4BT — g VEERATEET,

SNMPV3 (3 & HIZAfiZet X = U T ez 8t LE T, &7 1 A TSNMPH—E R & H %)
FINTEHZT DL DICEIRTEET, £lo. KT /734 A TSNMP vl 3 LU v2 BROALEE T
EERETEET,

CiscoNX-OS 1%, VE—hF E=H#U 7 (RMON) 77 —LBLUOA X b R—FLZE
9, RMONT 7 —AL & A2 M, Xv FUT—=ZEEOZLITHESN T, LEWHEOREHE
FDFEDA N =X LEEH L F 9,

(77 —2 Z—7 (AlarmGroup) | TlE, 77 —LERETEET, 77 —AL, T34 A
N 1 DETEEDONRT A—FITRETEET, 722, 735 2D CPU EHEDOFE
DL Zx L CRMON 77— LA ZRETE £, EventGroup 2T 25 &, 77— L5404
WCHEDOWTEITTHT7 73 a s ThirhARV NERETEET, VYR—hSNHA R bDH
A7, vX¥ 7 SNMP FF v BRI T U R T v IREENET,

SNMP 35 L T RMON D% E DFEMIZ DUV TIiE,  TCisco Nexus 9000 2 U — X NX-OS & A 7 A
BHRETA K] 2L TLTEEN,

PCAP SNMP /\—H— D EF

PCAP SNMP /~—H—(%, .pcap TG TH ¥ 7' F v 4172 SNMP /7 v F&55Hrd 5> —/L T
T AA v F ETHEIEL, A4 v FITHEEINDHTXTD SNMP get, getnext, getbulk, set,
trap, 33 K O response ZROFEFHEHR VAR — M A ER L T,

PCAP SNMP N—H—2 i1 %213, kOWFhiroa~y REEHLET,

» debug packet-analysissnmp [mgmt0 | inband] dur ation seconds[output-file] [keep-pcap]—Tshark
L THREDHEM DNy b ad v 7 F v L, —WF peap 7 7 A WVITRIFLE T,
WIZ, ZD peap 7 7 A WMZHSNTAT » MEoT LET,

RERIZH A7 7 A NVRESINE T, BAT7 7 AADBEEESN T RWESIT, =2V —
M ENE T, keep-pcap 47> a v EEHT LG A ERE, —FF . peap 7 7 A VT
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pcap sNmP i—5—nfER ]

74NV THIEBEENET, Xy Xy TF XL, TNV NOEEHAA L Z—T oA A

(mgmt0) . F7ZITHHNA > F—T7 oA ATHEITTEET,
i -

switch# debug packet-analysis snmp duration 100

switch# debug packet-analysis snmp duration 100 bootflash:snmp_stats.log

switch# debug packet-analysis snmp duration 100 bootflash:snmp_stats.log keep-pcap

switch# debug packet-analysis snmp inband duration 100

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp_ stats.log

switch# debug packet-analysis snmp inband duration 100 bootflash:snmp stats.log

keep-pcap

Fy¥ LIy bESHTLET,
1 -

switch# debug packet-analysis snmp bootflash:snmp.pcap

debug packet-analysis snmp input-pcap-file [output-file] : BEAF? pcap 7 7 A MiZH DX v 7

switch# debug packet-analysis snmp bootflash:snmp.pcap bootflash:snmp stats.log

IZ, debug packet-analysis snmp [mgmtO | inband] duration =~ > KOFEFHEH L AR — k D

ERLET,

switch# debug packet-analysis snmp duration 10

Capturing on ethO

36

wireshark-cisco-mtc-dissector: ethertype=0xde(09, devicetype=0x0
wireshark-broadcom-rcpu-dissector: ethertype=0xde08, devicetype=0x0

Started analyzing. It may take several minutes, please wait!

Statistics Report

SNMP Packet Capture Duration: 0 seconds
Total Hosts: 1

Total Requests: 18

Total Responses: 18

Total GET: O

Total GETNEXT: O

Total WALK: 1 (NEXT: 18)
Total GETBULK: O

Total BULKWALK: 0 (BULK: 0)
Total SET: O

Total TRAP: 0

Total INFORM: O

INFORM

RESPONSE

Hosts GET GETNEXT WALK(NEXT) GETBULK BULKWALK (BULK) SET TRAP

10.22.27.244 0 o0 108 ¢ o o) o o o 18
Sessions

I _______
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MIB Objects GET GETNEXT WALK (NEXT) GETBULK(Non_rep/Max_rep) BULKWALK (BULK,
Non_ rep/Max_rep)

ifName 0 0 1(18) 0 0
SET Hosts
0 10.22.27.244

RADIUS % %I FH

RADIUS a2 haLiX, ~v R RO RADIUS — L 7 T 4T h T4 XM, Bk
FRFI LT UV N ERBT LD INS T bal Ty, Znbo ML, ko3
DODYP—E R 7T A (CoS) IZEE# L TWET,

B3
® [

T
CTHYLT 4T

FRREIE, BEEDT NA AT 78 AT 52—V ORGEEZER L TWE 9, RADIUS ZfE/H L
T, CiscoNX-OST A AT VB AT HZ—HF T H 7 hEFHTEET, 734 2A~Dn
TA v ERAD EL CiscoNX-0S 12 K- T, H1HD RADIUS % — "DIFHRIZEE SN T — Wi
RERNTOIET,

FANE, WEESh e —F o7 7 e AFAHEAER L CET, 2—FIcHn Y Tloe—1
X, 2= T 7B AEHFATIHETANAADY A k&L BT, RADIUSH—NIRECTE £
T, —FPRFEIESND &, T8 ALRADIUS — A2 L C, =2—F D7 7t A#H%
WELET,

THOCT 4o TE, TAAAOERE Yy v a vy TEICRES RS n S EREEKRL T E
T, ZOHREMHHLT, FI TNy a—T 4 P BEO2—F T T 2T 4 DL R—
FEAERTEET, THU T 4o 70E, v—hAEiR) T— b TEETEET (RADIUS
EZHALC .

WRIZ, ThorT o7 ns 2o M) 2R T 6% R 0ET,

switch# show accounting log

Sun May 12 04:02:27 2007:start:/dev/pts/0 1039924947:admin

Sun May 12 04:02:28 2007:stop:/dev/pts/0_1039924947:admin:vsh exited normally
Sun May 12 04:02:33 2007:start:/dev/pts/0 1039924953:admin

Sun May 12 04:02:34 2007:stop:/dev/pts/0_1039924953:admin:vsh exited normally
Sun May 12 05:02:08 2007:start:snmp 1039928528 172.22.95.167:public

Sun May 12 05:02:08 2007:update:snmp 1039928528 172.22.95.167:public:Switchname

\)

GE) 7T7HhvrTrarrualid, KeyvaroRfllxt GREEKRT) 2R RLET,

B B rSoLva—FavInoY—LETER



| FSThva—Favi0Y—LETER

syslog O F .

syslog D {5 A

A4y LX)

VAT A A= aX oS 7 2T EFEHLTC, Avk—VEn S Ty A VRET
B FLIIMMOTANA ATEEE L ET, ZOWETIZ. RO ENTEET,

cE=H YU ITBIORN T TN a—T 4 DD a JIERORE
XX T TF X TR TIERDZ A T OERR
c X ¥ T F X T D0 TIEROLEIOBER
syslog ZflE [l L T AT & A v — V&R MIAIC 7 — B /VITRAFLTZ D . R0 syslog Hr—/3

WCZOEREEEFLIZY TEET, syslog A vE—T% a3V —LZEELTTIHERTS
ZEHTEET, INHDA Yy E—UOFEMIT, BIRLICEREICL > TERY £7,

syslog A »E—0%, EKEIZEL U T, debug 75 critical ETH 7 2OH T I VIZHFEINE
T TRAL ZANOREEDY —E R ZHONT, LR—FENHIERELZHIBRTEET, 222
X, OSPFH#—ERADT Ny 7 A X FOZZREL, BGPY—EADTXTOEKE L1
DANY NafldkT H T ENTEET,

0y Ave—Uid, VAT AFREBZIITEEINNTWET, 2720, TERED Critical AT
(LL 0, 1. 2) OEKI100HOa 7 A vtE—ENVRAMIZEGESINLET, Zou 7,
show logging nvram CWOTHRRCTEET, a~vr NEFEHLET,

Cisco NX-OS TiE, RO RF L7 LAULRYHR—F SN THET,
« 0-emergency (BZ72)
o l-alert (%)
* 2-critical (FEK)
* 3-error (-7 —)
* 4-warning (%45
« 5-notification (GEZN)
* 6-informational ({f#)

+ 7-debugging (73 )

T 74N ETIE, A AKX EFEEREERVAT A Ave—URal 77 A VICH
SN, FNOHDA v E—U NI AT L ay Y — VIR EESRET, =2—WiEL, 773U T 4
A TEBICEREICE ST, REFETIHVATLAA v E—VEEETEET, UTAZA L
DT Ry TRIOVEREZRILT 572010, A vB—UI3Z A L AZ TR HNEnET,
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Telnet £/ (X SSHADOX 5D A 2—T )Lk
VAT A AR T Ay—UlE, TN NEREREFAORX LT T T 4 BIO
HEREOMEIZESWCary Y — LIk RFEIRET,
cayY—OuXr T ET 4 —7/WZT HITIE, nologgingconsole 2~ K& =7 ¢
Fal—varyE®T—RFRCHEHALET,

e Telnet £7-1% SSH O u X ZF 2 /323 HI21%, terminal monitor =~ > REZETL £
—g—o

caVvY— by var~ouX T BT 4 =T NERIIA XTI NCT D E FOIRKE
X, FNUHEOTRCoary Y — vty va lEfanEgd, 2—¥ikty i a a2
TLTHHOE Y Y a ANTHRr 7 A LIEEA. ISR S h TuwWEd, 72770,
Telnett v > a v FRIFSSHE Y a v ~DuaX L 7oA F—TNVEFITZT 4 B—T VI
THE, ZOREFZEOEy VayEFICEHESNET, 2=y a2k TLE
bLix, ToOREBITHRINETA,

ZOETHY] LTV % nologging console 1~ > Rid, @Y —Am ¥ 7 a7 (=TT
L‘ -‘5‘—3‘7%/1/ ]\"C‘/f*“—'j‘/l/ﬁlfoﬁofb\i@—o

switch (config) # no logging console

ZOWETHA L TV terminal monitor =< > K%, Telnet £7-1% SSH O u X 7 ZH T
L. 740 FTRT A £ =7 ME B> TOET,

switch# terminal monitor

syslog DFXE DFERIZ DOV TIX,  [Cisco Nexus 9000 Series NX-OS System Management Configuration
Guidell #ZH LTS 7ZE W,

SPAN O {5 FH

AA v F RR—=ETFT7A4% (SPAN) =2—T 4 U T 4 ZfE-oT, FEMR T TNV a—T o
VI DEITEIIEDT SV —a b RA NS R T 74 v 7 DY I AEERGL, e
TIT A TIRE=X YT G EIT) ZENTEET,

TNA AREEEEL THIRTERWEER Xy NT—7I2h55E1%, @, 71 hal
LUV B R VENRH Y £, débug 2~ REMFHTIUZ, = K /—KET 31 2
DOHH ST 7 4 v 7 EBPRDLZENTEET, L, FFEOT=Y K ) — RERELE 135
T BT _XTORNTI 7 4 v 7 ICESRELYTHUERDHIGAEIL. 02 hav T T4 &k
ALTe hanr hb—2&2F ¥ 7FF ¥ LET,

Ta havTF oAV EHAT I, DRG0 T A ANDTA NT F T A4 FEHAT
LHVENHDET, ZorEx, TARALAALEOAHTT 1/0) TFWENET,

A—HFy b Fy FT—T TliX, SPANZ—T 4 VT 4 AL CZORBEEZ R TE F9,
SPAN 45 L, TX_XTHORINTF 74 v 7 Dabt™—%2FE LT, T34 ANDRIDR— MZ
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A CTEET, 207t XL EDOERT A ZAL W, N— R 27N TEINDD
TAREZ CPUARZEFE E7,

SPAN Zfi [T % & F/34 ANTHMS L7- SPAN B > a VIMERR S E T, 74X %
HALT,. ZELEN I 74 v 7 FEHRITEE LN T 74 v VDR ERY I Fy TEET,

SPAN —7 ¢ U 7 ¢ ZBHAA$ 511X, span session span-num =~ R&EfHL£d, 22T
span-numiFAFEDSPANt v v a VAR LET, Z0a~vr RaAATH L 7 A =a—NR
FREN, sEEA v F—T oA A LEEIL VLAN 23 ETE 7,

switch2# config terminal

switch2 (config)# span session 1 <<=== Create a span session

switch2 (config-span)# source interface el/8 <<=== Specify the port to be spanned
switch2 (config-span) # destination interface el/3 <<==== Specify the span destination
port

switch2 (config-span) # end

switch2# show span session 1

Session 1 (active)

Destination is el/3

No session filters configured

Ingress (rx) sources are

el/8,

Egress (tx) sources are

fel/s,

SPAN D% E DFEMIZ DUV TI,  ['Cisco Nexus 9000 SeriesNX-OS System Management Configuration

Guide] ZZM L T 7Z2& W,

SPAN ZE&MEF T v h—

SPANBEEMET = v 1 —IF, A== A WP T4 H—F, BION—FRU =7 7—7 1D
T LNEBEMREDT =y 7 EFEITLET, AL v T TSPANEZHET H &, TOIKEE
MITRy=T A=V G4 D—F, BION—RU =7 F—=7 070w r T LS
NET, ZHDHDWREEN L WICFEHI L T ARWEA, SPAN v g i3k L £9, SPAN
EVET = v B —1F, BJEIELETE % SPAN ¥ v ¥ a vV ORESEZH#INT D 0IHL B E

T

cc_monitor_session.py /¥, SPAN #&F = v 51— @ Python A7 U 7~ T4, Z @ Python A

7 UT NI, A== HF TA =R, BEON—= R =7 7—7 LOREZTSE L,

TRTORERAEWVICFE L TWDEE I 1 EHRLET,

RIZ, SPANHEGMET = » I —D CLI 2R L £,

show consistency-checker monitor session {<session-id> | all}

ZOCLIE, Ny 7> RTPython A7 U7 h&FITL, SPANESGHT = v I —DOH %R
ALET, HAFKRDEBY TT,

switch# show consistency-checker monitor session 1
Monitor Consistency Check : PASSED
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. sFlow % {# M

sFlow % {& F3

P77 E T Flow (sFlow) 4 2E, AL v FRN—FE2GLT —H F v T —
IJHNDIVTNEALRNT T 4w I E=H—T&ET, sFlow TlL, NT7 74 v 7 &E=FTF
BEDICAAL v F N —F FOsFlow T— 2> N VY7 =27 THLr Yo7 A= A
PHEALT, VYo T EhROT—% aly X2 |k LEd, sFlow DFEMIIZHOWNWT
L. RFC3176 #ZM L T 72 &0,

CiscoNX-0S V7 b7 = TIZH#HAAEN TS sFlow =—V = > M, o7V o7 E&n s
o hOTFT—H V=R SN A =T oA AT R EERCY ) T
FHEER-V T LET,

sFlow R DFERIZ DU TIX,  [Cisco Nexus 9000 Series NX-OS System Management Configuration
Guide] ZZH L T 7EEVY,

sFlow 254 F v hH—

sFlow BA M T = v I —FX, A—"—RA WP =L T H—RKNN—RU=T7 T—T7 LD
TTNEBEEMERDOT = v 7 #FITLET, AA v T TsFlow BHERT D &, TOIREN Y
TZhyxT, A=V, FAU I— R, BLON—RU=T 7= 0 s 7 LI NE
9, L7 L. CiscoNexus 9808 A A v F TlE, EEMT = v 1 —1F, A—/"—R_AHF—L T4
Y H—=R =R T LAY —DT 0T LEBEBEMEROT = v 7 2FITLET,

ZA F BT sFlow ZAERLH REEPEWIZFIE L TWRWEE | SPAN & v &g 3R L
F9. sFlow BAMET = v —1%, BEIZEETE S sFlow & v ¥ 3 » ORES EZ#BIT 50
WCHELHET,

sFlow &M F = v H—%Fifl LT, sFlow A —/3—34 ¥ 7 1t 2O OIS ERIET
xFET,

N

GE)  sFlow BAMF = v 1 —1F. sFlow 0B XDF — X EETTICEET 3 sFlow #ERH RO L%
WEEL £,

Iz, sFlow BEMEF = h—Da~vr RERLET,

switch(config)# show consistency-checker sflow

w2, WAk ZRLET,

switch(config)# show consistency-checker sflow
SFLOW CC validation start:

passed for interface ethernet 1/15

Consistency checker passed for SFLOW
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JIL— E—a UHEEDFER

—HOTT7y N7 —LTIE, 77 87+ —LDLED Z HIAIELZENTEET, 20D
REIS, m— A NVEBEEN T TN a—T 4 TR D T DI N— B =7 AUl IR
TELHEOIC, "= =T &~— 2T 2OIMEF R HIETT,

IN=RT 2T T 4T 4D LED ZREIEHI121E, koa~vwr RefHLET,

avw R EL:y

blink chassis vy —VLEDZ A S ET,

blink fan number 77 LED D 1 D% S EE £,

blink module slot BIRLI-EY 2—/LOLED & MRS EE1,
blink power supply number FEJELED O 1 D% SS9,

watch <> FO{FEA

watch =< R&#fAT 5L, CiscoNX-OSCLI =~ R JE7/-IZT UNIX @t~ > R 12 #
L. BHTH5Z2L2FTLET (runbash v~ Ravwr ReamLO) .

KD~ R LET,

watch [differences] [interval seconds] commandwatch
- differences: =~ NI DEWEZIRFAR R L E T,

sintervalseconds: =~ NN ZTHTHHELZBE L 7, #FHIX0~2147483647 F T
ﬁ‘o

scommand : ST A a~ 2 RERELET,

Iz, watch ==~ > RZ{#i ] L T show interface eth1/15 counters =~ > R H /) & 70 ¥ 5
L. fESZRHE T 502~ LET,

switch# watch differences interval 1 show interface ethl/15 counters

Every 1.0s: vsh -c "show interface ethl/15 counters" Mon Aug 31 15:52:53 2015
Port InOctets InUcastPkts
Ethl/15 583736 0
Port InMcastPkts InBcastPkts
Ethl/15 2433 0
Port OutOctets OutUcastPkts
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5247672 0
Port OutMcastPkts OutBcastPkts
Ethl/15 75307 0

FS O a—T4 2 TDY—ILERERDEMSHE

= nnw
B&EIE B I=aT7ILEA L
VAT NEELY —/1 | [Cisco Nexus 9000 Series NX-OS System Management Configuration Guide]
MIB [ Cisco Nexus 7000 Series and 9000 Series NX-OSMIB Quick Referencell
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CORFAAVMNI, KEVRAOARITRF2 AV MDSEMRTYT, YV IBHRICODEFELTIE
. BEREBRBEFAT. REBIRICZY7T—MDHD, VY IFDR=IHBH/TEIN TS
BENDODEIT I EETELLIEZWL, HBLETHESEMREBDEFIOT. ERXBABICDOW
TIFKRET A FDORFIAVNESBIZS,
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