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FSRMRA M, TATUT4T4CA
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B CEDLCADY A MEFHLTESMT AA AEZHRELT, X2V T7 0 781 haLtox
BOBRIZAF LT OFEHER 2 — D /VIEEHTE 5 CADWTINTHRITS N TWZGE
WX, ZNERFECEL LT HIENTEET, CiscoNX-0S V7 b7 =7 TiE, [T
5 CADHECEALN— FEHE (72013 AL CA DFFHEF = —) 2o—DWIHRFELT
WET, B TE 5 CAD/L— hEHE (F721X AL CA OBEIIZEROTF =—) 2EE
WCAFT L rER%, CARIMEEFEORET,

EFHTE 2 CAICOWVWTHESINTIEHRE FT A FRA L FEFED, CABIKS R T A RAKRA
VR CA EMENET, ZOFHRIL. CAGEAZE (T CA OHEAITFEAET = — ) LifHE
BUEMER SR TR I N TWVWET,

CiscoNX-0S T/3A AL, T ABMRA L MIBELT, TAT T 4T 4EAEEZ AT L,
F—RT EEEMNITDEIENTEET, TOMTRANRA U "ET AT T 4T 4 CAEFER
F7,

CAGEEAZE DFEE

X2 TV RADYA, BEITEEOGEE T 5CARH Y £7, CAIZEY., T XTDOHEA
MZNRV RLELTA VA =L ENET, NX-OSPKIA > 7 T A T 7 F ¥iL, iEHEF = —
YDA AR— e R—RFLET, 72720, BIEOCLITIX, —EIZI2DF = —r %A R
F—TEET, £ A =T EHCATF =— 0 BEXHHHE. ZoFIETEE T, Zh
Wik, BEEOPHICAL L— FCAZETCANY R ZF T v — R4 AENRLETT,

CANY FILDA ViR— bk

crypto CA trustpoint =~ > i, CAGEE, CRL, 747 7 4 7 4 ib#E, BLOF—7T
EAFMTE TNV RLET, ZhObDET T 4T AICHIET DT RXTDT 7 AV

1X. NX-OScertstoreT 4 L' b U (/isan/etc/ certstore) IZERTES AL, BT A RRA LV R T~L
TE I ESET,
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CAGEHEIC T 7 B 24 5121%, SSLT 7'V r—3 3 VIFEAEDONX-OSFEHEA b 7 & RA > b
L. SSLATHHEFIZCA/RA L LTHRET 272 T, CABA VA =L ENTVWS KT A B

WA BTNV EBHEST DMETH D T A

DIAT Y NINTAT T 4T A GEAZEICAAL  FTH0ERHL5E1E. N7 A RKRA b
TRNENA T 4 TRA L FELTHRHTZHERS D 77,

importpkes 2~ KiZ, FT7 A MKRA L TV D FIZCAGEHEZ A VA M—T5 X 912k
RENTWET, CANV RLZA A=A FTDHLIICSBITHLRTE ET, import2~ 2 N
WEIENZEE S, pkesTTEARDCANY RV T 7 A N i@ it d 5 72O S DpkesTA 7 =
vaEmEnE L,

Cisco NX-0S U U — 2 10.1(1) LA, CA R> RIVEfRHE L, ME DT ~LD FIZ% CA F =—
VhA VAN THIEOIT, pkesT T 7 ANVERR YR —FINTWET, TUME AA
VEITARKRA LN TNWIA T v I ABBINTHZ LI Lo TERSNET,

—FEA LA RN=ILTHE, N RANDTRTCOCATF = — L DAL T 4 3B F
A,

PKCS7 ;X TD CASEBAE /N FILD A VR—

FIE

IO UT-EHET = — U TR S LD CAREEAR L FLOA U AR— b EY AR — b5
72012, 'pkes? DA T T a 3 erypto import 2 RIZEAINE LT,

AU RFEEIEITFTII Y B8
AT 71 |configureterminal ya—rar7 4 Xal—a v
5 - T— RERHBLET

switch# configure terminal
switch (config) #

2w =2 |cryptocaimport <baselabel> pksc7 a<y RIZiZ2o0ANBIERH D F
<uri0> force T, Ca NV LT 7ANVTHDHY—R
77 A ML, <urio>, AN 7 7 A iR
pkes7 IEATH L MLERHY £3, Zh
[ cabundle 7 7 A LV THDHZ EHRL
7

B DFEHET =~ — M cabundle 7> 5
i EnET, Zoa~wr ML, CAGF
HET = — DR SN EEO 7 A
FARA Y MEAEKLET, import 2~
Rk, 7 a— 3L CAN Y RVEERE & |
ERENTZE N TAIRA L NI ED
CA N» RIVTAERL D, 2 DD %
AL ET,
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force 7' a VEIRET DL, CANY
RABLOBET 5 b7 A MAA AL
BHIBRE N, [F R RVg &R L
WCANNY RIVINA ViR — R EdL, £ D
CANRNY R/VIZE#ET 28 LW KT R b
RA v MERNER SN ET,

ATvT3

crypto ca cabundle <bundle-name>

bundle-name (X, A A — FDHEHD
baselabel LRI LT3, ZDa~w> FD
nofe Xz HHIT 5L, CAN K, b
T ARRA > b, BROBET HREE
Fx—rEHIBRTEET,

KR EDRN—RZ T~ L4 TCANY RV E
AR —hFL, TXTDKITA KA
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FETDHEVWI =T —RNAT—ENE
4, 2 —% — L force &7 > a & {FHH
LT, BfFOCANRNY RV ALEETE %
7

PHR— kXD CANY ORI
20 T,

ATv74

exit
51 -

switch (config)# exit
switch#

BEE— FEMTLET.

ATvTh

(f£&) show crypto ca certificates

1

switch# show crypto ca certificates

CAGFAEZFRLET,

ATvT6

(f£&) copy running-config
startup-config
i) :

switch# copy running-config
startup-config

FiTar74Xal—vark, AX—
FP T ar74¥al—ygla
v—LEd,

RRADF— RT7ETFATUT 4T 45EAE

TAT VT 4T 4

FEBEZ AFT DI, 1 DF 3D RSA F— X7 #{Ek L, % RSA

F— T L CiscoNX-OS T34 ANRBEFEL LI ELTWD M T A MRA V- CA ZEHHEAT F
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cREHEDA R — MERZMEH LT, BITSNERHEFLZ T A Ay T v F—2X
FLET,

BHDORSAX— RT7ETATUT 4T 4 CADYHR—
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FTEED RSA ¥ — XT OEEAFEHT H L, BEELTWADHE CA ZLDRIZDF— T %
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FBEBGELET, 77V r—a VIFETHEHEOIEY A RIEL £7, CiscoNX-0S V7 h
U7 TliE, ETREHEORGEDOBRIZIROFIEE FEIT L ET,

e ETEHIBENRE —HILDOETETE S CADOWTRLMLLIRITENTWSZ 2R LE
ﬁqo

s ETAERENBERAICB OV TAY THS 2 BIRIA TR L ERRLET,
« ETREAER, FBITLZCAICE > TRV EEN TV AN 2R LET,

B #ESRIZ OV TIE, CiscoNX-0S V7 b = 7 TIZEEELE Y 2 F (CRL) Z#YAR—FL
TWET, FTAMRA Y FPCATIZZOFEEZMHA LT, E7EHRERRYEIN TN
LR TEET,

EEBAE D HUHTER

CiscoNX-OS V7 b7 =7 TliL, CAFEBHZEDORHD AT — X AR T Ed, 77U r—
varTiE, BE LEIERICHE > THUHMER A h = X A&l T& 9, CRL., NDcPP:OCSP
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CRL D HR—

CA TIFFEMIERZN U A b (CRL) ZEE L T, AZHIRATNCEY 1 S 7 iEHEIZ OV T O
HHAERMILE T, CATIZCRLEZYAY FU TAB LT, BITLAET R TOFEHAEDOHCH
vra— RHAOAB URLE#RZFEH L CWET, ETEHEEZRIET 527 74 7 2 NI, ¥
ITLTZ CADDEFTO CRL Z AT LT, ZHEEHA L GEHESRD I TWRWNNE D
MEMERTEET, 7747 ME, BHOBETELCAOTANTELITHMOCRLE 17—
HNZF Y v =2 LT, £ CRL BNHBYINICAR 2 ECHEILNCTCHEATAZ ENTEE
7

CiscoNX-0OS ¥ 7 b7 =7 Tlk, Ll F v a—FLEZ T A MRA L MMTHOWTO CRL %
FETHRTEL T, TNET XA ADT =" 7T v o (certstore) I[CF ¥ v a2a$THILEMNT
xFET, ETHEHEORIEOEE, CiscoNX-0S Y 7 b7 = 7%, a&ﬁ#f —H T F v
TaEZNTWT, BUHERTIO CRL ZfHT 5 X I9RESNTWDLIGEEITIET, BITL
CAMPBLDOCRLEF =27 LET, ENLSNDEE ., Cisco NX-0S /7br7;n71iCRL

F v 7 BEFATET, MOBUHMEGE T RDHE SN TV A5 ERE, SEHEITIRV IR T
W E R LET,

NDcPP : syslog @ OCSP

Online Certificate Status Protocol (OCSP) (%, V7N Z ORNEREZESG L., T2 MiE L CEE
BERNAT —Z AR T D MEND L5610, iEERNETF = v 7 $5HETT, 20
FHATIE, 77U RE&S LTOCSPL AR HIZEET 5 ©7 OMRE, £ 72 I1XFEH H G
RS T HREAEREE O R T r—~ Ao T, GEAERDAT =X ANHIRINET,

U — | syslog —/323 OCSP L AR ¥ URL Z o ELZ LG T H L, 7947 MMk
H— NEFHE A S OCSP L AR % (CA) —NCEELET, CAYV— 32 0irES
BEEL . AR7RFEREN R LIGEAEN 2R LE T, ZO%E. 7747 MIE L
FEEY A MR — B VIR T A EITH Y £H A,

El_tﬁﬂ%tﬂﬁﬁ?’é#— R7DAR—rETY RAR—

AFRGEL BEEDOT o AD—EE LT, ML CAGEHE (FIFFHEF=—) 745
T AT 4 GEHEAEAED PEM  (base64) A TA v AR— b TEET,

NTZARNKA U NTOTAT T 4T 4 1HREEE, NAT— R CRE SN D PKCSHI2 FEHE
R TT7 7 AN AR—FTEET, ZOT77AMUE, BTRILT NS A (VAT LT
TV aDBIRE) R LT=T N, AZA VR— T B LN TEET, PKCSHI2Z 7 7 A
NADIEHIL, RSA F— X7, TAT T 47 4ifAE, BLXOCAGEAZE (/135 =—
V) TSN TWET,

PKI D;FEFIELFIKEIE

PKI IZB3 2 EFH & fRFHITRDO LB T,
* Cisco NX-0OS T /31 RIZRETE H ¥ — X7 O REIT 16 T,
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* CiscoNX-OS 7 A A TEHEFTED M T Ak ARA v MORKEIL 16 TT,

* Cisco NX-OS T/3A RIRETEX DT AT VT 4T A sEAEORKEKIL 16 TT,
« CAGEWIET = — U NOFEFEO R EIE 10 T,

« 5D CAIZK L TRIGETE D T A MARA » FDOFEKREIL 10 T,

BEOT—N Ny 7 TILPKI DR EITFR—F LTHEEA,

Cisco NX-OS U U —2% 9.3 (5) LAFEClL, Cisco NX-OS 7 k¥ = 7 |Z NDcPP: OCSP for
Syslog # ¥R — L TWET,

CiscoNX-0OS U U — & 10.3(3)F LA, CiscoNexus A1 v F CiFAEZ A I L O R —
c o 7oic, MRS (ECC) F— X7 oV R— hagfisnEJ,

\}

(GE)  CiscolOS @ CLIIZEN TWDIEA, = OBERED Cisco NX-0S =~ > RIIHER D CiscoI0S =1~
VREBRLDENGH DI DEFEEDSLETT,

PKI DT T 4L MERTE

WDOFRIZ, PRKINTA—FDF 7 4V " NREEZ T LET,

Table 1: PKI /X5 A —3 DT 7+ )L MME

INTG A—7H TI7HIE
NS N GNZR N L

RSA F— ~7 L

RSA & — X7 D7) TN AD

FQDN

RSA ¥— X7 DEY 2—/L 512

RSA ¥— X7 DTy ARK— DA | F—TF )L
AN

=

HH e 7 = CRL

CADEREL T U ZIGEAE

Z ZTlE. CiscoNX-08 T34 2 FTCA & F P Z VEFAENHAICESE L CEET 2 X 512
T B, FATHMEREEIZOWTHALET,

PKI DEXE
|



B sxrzerrsqrzone

RARBEIP FAL VBADETE

TNAADKRA MEILIP KA 45 ETE

Sin==

HELTWRWESIT.

PKIDEE |

WRETDLERD Y

£7. Z4UE. CiscoNX-OSY 7 by =7 T, TAT 0T 4T 4atlEDY TV =7 &L
TRBEM KA A 4 (FQDN) ZiH3 5729 T3, £/, CiscoNX-0S V7 b7 =7 T,
F—DIERDOBRIZ T ~ILBRE SN TWRNWE, T/ ADFQDN 27 7 4 /L h D F— T
NELTHEMLET, 72& 21X, DeviceA.example.com & 9 A FTDOFEHEIL, DeviceA &9
TINA ADHRA My L example.com &) T /8 ZAD P KA A UHIZEDSNTNET,

A

Caution

AEE AR L2 RICHR A MK TIRIP RAA U BET D L

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR)L a7 4 F¥al— g
T FEIBLET,

ATy T2

hostname hostname

Example:

switch (config)# hostname DeviceA

FTNAADKRA NG EHELET,

ATvT3

ip domain-name name [use-vr f vrf-name]

Example:

DeviceA (config)# ip domain-name
example.com

TNAADIP RAA VA EFRELET,
VRF ABHEEINTWeWnWE, Zo=
~V RTIZF 74V F® VRE 2 L
E3

ATv74

exit
Example:

switch (config)# exit
switch#

a7 4 FXal—varET—REKT
Ljﬁ‘g—o

ATvTh

(Optional) show hosts

Example:

switch# show hosts

IP AL ZRRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FETar I 4 Fal—Yark, AX—
Ty a7 40Xl — 30l
v—LEd,
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RSA — X7 DAERK

RSAF—~T7L, 7V r—vaviidboexa T 0 7a ha/LVoORHIFIC, X207 4
XA u—RDEL, Bk, BLOESLOTZOIER LET, T34 A0 DOFEHEE I
B9 DHENC, RSA F— X7 Z{EKT 20BN H Y £7,

Cisco NX-0OS U U —A 9.3(3) LLK: TlE, CiscoNX-0OS 734 2% b T A k i"A >k CA [ZRHH#
1T 2ENIT, BZRAIIZ RSA F— XT 2 EKT 508N H Y £9°, CiscoNX-0S U U —%9.3(3)
XV HRITIEH, FEHTERWEGA, RSAT— T IXABER I ILET,

Procedure

rsA x— <70xm [

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al—T g
E— FEBRBLET

ATy T2

cryptokey generatersa[label label-string]
[exportable] [modulus size]
Example:

switch (config)# crypto key generate
rsa exportable

RSA F— X7 AR LET, T34 &
ICRETEDLF— T ORKREIL16 T
j—o

T IVIFHNTIE, R &N CTF %X
BLT, K64 LFOEE T LR
ELET, T 74/ bDT LTS
X, BEUA RF () TRYIo7FA
~4 & FQDN T,

BT 2T ADOfHIX 512, 768,
1024, 1536, 2048, 30728 L (V4096 T
T, FTIHNNDETY 2T ADOH A X%
512 T,

Note

WU FX—DFEY 27 AZRET HEE
IZ1E, CiscoNX-0OS 7 /31 A & CA (¥
FRAFHH L TV DX5) Okx2 T o
R —%ZBETHULERD £7,

T 74V T, F—_XT LT AR —
FNCExFEHA, =7 AKR— MAlEgZe¥—
AT 72F, PKCS#HI2 FER T 7 AR —
FTEET,

Caution

X— RT DT Y AR— FORAGITLEH
TEEHA,

PKI DERFE .
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Command or Action

Purpose

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 Fal—ary ET—REKT
l_/iﬁ‘@

ATvT4

(Optional) show cryptokey mypubkey rsa

Example:
switch# show crypto key mypubkey rsa

ERR LT —Z2FR LE T

ATvT5

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
NPy a7 4 Xal—rgila
[:0_ Lij—o

ECC X — X7 DAERK

ECCHxF— T, 77V r—vaviifordal T 4 7o ha/LOHFIC, EX=2 0T 4
A a—ROF4L, Bofb, BIOEEOEZDITERLET, T35 AD7-DOFEHE%
BT DT, BECC F— X7 2{EKT 24BN H Y £9, ECC F—i, M UEZDHEA. RSA
F— L b U CHR 1T,

CiscoNX-0S U U—2RZ 10.3(3)F U U —ALIFE, ECC F— X7 &4k LT, CiscoNX-0S 7 /31
A% RTABRRA L FCAICEEMTA Z N TEET,

FIE

ARV KRFERERETYVa Y

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR) a7 4 F¥al— g
T FEIBLET,

ATvT2

II PKI DERTE

crypto key gener ate ecc [label
ecc-key-label] [exportable] [modulus size]
f

switch (config)# crypto key generate
ecc exportable modulus 224

ECC F—~_T7 2R L ET, T30 %
ICRRETE DX — T ORI 16 T
—é—o

T AV SCFHNT T IR 64 SUF- O ST
THEZEELET, KCTFE/NCTFIIX
BENET, T 740 hDT LT
X, BEUA RF () TRYIo7FA
~44 & FQDN T9°,
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FSR KA RCADTYYTI—vasokm [

AU RFERETOVa Y

B8

BTy =7 AEIE, 224, 384, B X
M521 T, TIHNVFDED 2T AD
YA K13 224 TH,

(3¥)

WEIR X —DFY 2T AFPIET HEE
\Z1E, CiscoNX-OS 7 /3A A & CA (&
FRAGHE L CWDORR) OExa T4
R —%BETHLERNHY £,

T AN NTE, F—_XT =T AR —
FC&xFEHA, =7 AKR— FA[REZ LT —
AT 72, PKCS#HI2 BT 7 AR —
rCTEET,

AR
X— T DT Y AR— FOREGITLEF
TEEHEA,

ATvT3

no crypto key generate ecc [label
ecc-key-label]
1 -

switch(config)# no crypto key generate
ecc label label-name

ECC F—%HIBR L E 3,

ATv74

exit
1

switch (config)# exit
switch#

REE— R TLET,

ATy Th

(f£#&) show crypto key mypubkey ecc
fi

switch# show crypto key mypubkey ecc

ERE L7- ECC X —%2FRr LET,

ATvT6

({EE) copy running-config
startup-config
il

switch# copy running-config
startup-config

Effar74Xalb—vark, AX—
N7 ar7aXalb—va il
I:o%l/jz—é«o

FSARRARCADT Y T—2 3 VDERL

CiscoNX-OS 534 AL R T A K RA v b CA ZEEHEFTITALENRNH Y 97,

PKI DERFE II
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Before you begin

RSA F— X7 #{EK L £,

Procedure

PKIDEE |

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— T — &R L ET,

ATvT2

crypto ca trustpoint name

Example:

switch (config)# crypto ca trustpoint
admin-ca

switch (config-trustpoint) #

TNAANEETDH T A RFA 2K
CAZHE5L. NTAIKA Y har
T4F¥al—vary ET—FEBBLE
R

Note
RETED M7 A MKRA » bORKRE
1% 50 T,

ATvT3

cabundle baselabel

Example:

switch (config-trustpoint)# cabundle
test

FFEDCANY RIVFTHRT A MKRA
e V—ALET, ZO0avr Ko
No X AT 5L, CA XY K
5hIAMRA EREIVEESNET,
ZOa<wrRiX, FTARMKRA U MERE
O CANNY ROVIZEEM I E3, #rL
WCA NV RIVTERELEH A,

ATv74

enrollment terminal

Example:

switch (config-trustpoint)# enrollment
terminal

FETON » b7 RR—2 ML B
HEOBGE A X —7 VI LET, T
T H N R TIEA F—T W72 > TN E
T

Note
CiscoNX-0S ¥ 7 b7 =7 Tlx, TH#)
TOHy b7 F—2 M HFRITL D
FEAEORERIZ T 2R — N L TWE
7T

ATvT5

rsakeypair label

Example:

switch (config-trustpoint) # rsakeypair
SwitchA

RSA ¥ — X7 DT~V EFEELT, =
D KT A NRA > b B GR I BEEAT
£7,

Note

CA T LIZ1DDRSA F— X772 %
fBETEET,

. PKI DERTE
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Command or Action Purpose
AT 76 |exit FIAREAY har T4 Xal—a
Example: yE—FERKTLET,

switch (config-trustpoint)# exit
switch (config) #

27 77 (Optional) show crypto catrustpoints | k5 2 kA v hofz R LET,

Example:
switch (config)# show crypto ca
trustpoints

Z 7w 7 8 | (Optional) copy running-config FITar 74 Xal—valrk, AL—
startup-config Ny ar7 4 Xal—rgila
Example: E—L %7,

switch (config) # copy running-config
startup-config

Related Topics
RSA F— X7 DA (11 X—Y)

= g > I
SEBAETYE T DT 4 IILEDERTE
SHEMCER S 1A CAITAEASRIITAEDD Y E L T T A NAER/RETXET, v
YITDT 4 NHE, CAFERAEEZ -V Z LET IO INET,

Cisco NX-OS IR DG E~ v B T D7 4 W H R — N LET,
* %username% : L —H DO I A ELEPMUASNET,
 %hostname% : Y7 DA A FEAPBRASIILET,

1R BHEIIZ
SEHAEZREED cert-store ZR%E L £77,

FIR

AU RFEREFET7TIV3 Y By
AT w 71 | configureterminal ra—N)ary7 4 Xalb— g
%l - E— RERBLET,

switch# configure terminal
switch (config) #

AT 72 |cryptocertificatemap mapnamemap-name | 5t L\ 7 ¢ L2 < v FEAERRL L £7,
1

PKI DEXE
|
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PKIDEE |

ARV RFERETIVa Y

B8

switch (config)# crypto certificatemap
mapname filtermapl

ATvT3

filter [subject-name subject-name |
altname-email e-mail-ID | althame-upn
user-principal-name]

1 -

switch (config-certmap-filter)# filter
altname-upn %Susername%$@cisco.com

TANSE <~y TN TIEHE~ Y BT
DT A4NH & | DFEITEERELF
T ZNHOFEAED T 4 —L NEtE
X, 74 VA THR— IR TWHET,
FERRE, v v S TEREINZTRTO
T 4 VA F @il LTS AR S A L
£7,

* subject-name : MLE/RH T = 7 K

4C9, LDAP OBEH4 (DN)
LFHNOFATHRELET, RITH]
R LET,

filter subject-name CN=%username$

E e
filter subject-name
/C=IN/ST=KB/I~RLR/O=CISC0/C0U=ARC/QN=3usernanes

altname-email : "7 = 7 F4 DR
DUICEEAFCE EN TV DN
HDHE A= T RLATT, KIZ
fFlzrLET,

filter altname-email
%username%@cisco.com

altname-upn : 7= 7 MDD
DIREHIEICE ENL TV D RHERH
L7V ST, RICHIZ R
LE7,

filter altname-upn
%username%@%hostname$

AE#EE, vy S TRESNIZTRTO

T 4 )VE @i LT A TR S A L
F7,

ATvT4

exit
51 -

switch (config-certmap-filter)# exit
switch (config) #

SEHE L TDT 4R a3 T g
Xal—gryET—FREKRTLET,

ATvTh

. PKI DERTE

(f£&) crypto cert ssh-authorize
[default | issuer-CAname] [map map-namel
[map-name2]]

*X*=7 =/l (SSH) v =LA
DIEAE~ Y E L TDT 4 N EREL
*9, SSHERGEHDOT 74V DT 4
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CA®D

Aoal

caozi i
ARV RFEREET7TOVa Y Be
E NE <y TN 50 CAREHEFED
switch (config)# crypto cert %\éﬁfc%?ﬁﬁif’é iﬁ—o '7“7 * /v ]\ D

ssh-authorize default map filtermapl <7:/iféfﬁ§fﬁl/iib\%%/\é uunEFHOD
TANE vy T h 1 OFERIT2 OHEE
TEET,

CA FEEOFITILEIEE L2 A
=Y T HU L MINA v RENTRE
HESBEES L, REINTZ~Y Y 7DV
T AT D EREEIZSA L ET,

ATv 76| ({£E) show crypto certificatemap FERE~Y Y BT DT AN B ERRLE
bé—
fi °

switch (config)# show crypto
certificatemap

ATw 71| ({EE) show crypto ssh-auth-map SSH §RAEHICER E S NT=~v vy BV 7D

15“ . 7/(/1/& i&i’%ﬂ—‘ ]\/i—a—o
switch (config)# show crypto
ssh-auth-map

AT 78| (f£E) copy running-config FiTar74Xal—vark, AX—
startup-config Ty ar74¥al—igila
15“ [:o“_‘[/iﬁ—o

switch (config) # copy running-config
startup-config

CA 73 Cisco NX-OS 7 /31 AZxf L CREES D &, CA ZEHT L7 a0 AORENET L
9. £ PEM D CA O EAFEHEZ AT L, CiscoNX-0S 7 /31 2% CAITH L
TRIALT HDRERH Y £, ZOFEHFITIL, CAOARF—RNEENTHET, ZOCAD
FAEAEIIE CEA (CADRBHOIHFICEAL LB D) ThoHzd, CADARF—IX, CA
T RI=ZAML—ZITEE L, CAGERAED 7 4 =7V b & L CFE CRGET S 44
ERHY ET,

\)

Note ZHZEJ % CAAMBLO CA D FHLCA ThHBE, BT 5 CAIZHCES CATIEH Y FHA,
ZDOEMDO CANRELIZHIO CAD T THIHELH Y £9, HEMICITACES CAIZE
$LiTo:@547®CAﬁ%%% FAET D CA O CAREET = — > EMENET, 2D

A, CAFBFEOBIC, FEHEF = — 2 NOTXTD CA D CAFEHEDZERLRY X h & A
ﬁ#ézgw D ET, CAFEHET = — NOFEHEBO KA 10 T,

PKI DERFE .
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Before you begin

CArtOT7TVIz=—ariERLET,

CA

Procedure

AEHEEIX CAGEAETF =— 2 AFLET,

PKIDEE |

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g
E—RFZBBLET

ATvT2

crypto ca authenticate name pemfile uriO

Example:

switch (config) # crypto ca authenticate
admin-ca

input (cut & paste) CA certificate
(chain) in PEM format;

end the input with a line containing
only END OF INPUT :

END OF INPUT
Fingerprint (s): MD5
Finopnorint=65:84: A:27:06:71:03:33: C:12:23: R:38: 6k 78:1
Do you accept this certificate?
[yes/no]: yes

CADFEMEZE D » T v R—=2 b
LHEHTm T IRFERENET, CA
EES L EXIERLEARIER T4
AIZEfEH L ET,

Fo. CAF=— U ZMEEL. FBESH
72T A RRA v MOEESERE L ET,
HHCAIZK L CRRAETE D b7 A FR
A > b OERKREIE 10 TT,

1) Note

L CA DRBFED S E . CiscoNX-08
7 M7 Tl BHCOESA CAIICHE
9% CAREAEDORELRT = — RN
T2 £, ZIUIFEAEORES
PKCS#12 JE:ThH = 7 Z7R— R~ CA
F = — VU PRBITR DT TT,

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 F¥al—varyET—REKT
Li—a—o

ATvT4

(Optional) show crypto ca trustpoints

Example:

switch# show crypto ca trustpoints

FF7 A RRA L FCADEREFRLE
j‘o

II PKI DERTE
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Command or Action Purpose

R 75 | (Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config "Ny arvr7sXal—3aila
Example: E—L %7,
switch# copy running-config
startup-config

Related Topics
RTZARRA L FCADT VY vm—ra vV OfER (13 5—Y)

SIBAERUEER AEDRTE

Procedure

74T b (SSHZ—W/E) LDvXa T 4 ZHOEIZ, CiscoNX-0S T34 A1, 7
TAT VIO ELNTEETFEAEORGEE /T LET, M7 mt X2l FEEOTUER
WOMEBDEENET,

CADPHH 7 —RLECRLEHRT DY, T/ RIHETEET, CRLOFX Y u—
REa—NVTOMERTIE, *ry NUV—7 R 7740 v 7138 ELERFA, Ll iEHE
Ny a—Rexyoa— ROPRTRYEII. 735 AMATIEZORY IH LIZRST 02
WA LB XL ET,

Before you begin
CA Z8REL £,
CRL = v 7 2T 2581, CRLBPBEFATHDLZ LR LET,

Command or Action Purpose
R 71 |configureterminal Ja— T — REBE L ET,
Example:

switch# configure terminal
switch (config) #

R T w 72 |crypto catrustpoint name NS A REAL L FCARIEEL, T %
Example: FRA N a7 4Falb—ay

ET— RZHBLET,

switch(config)# crypto ca trustpoint
admin-ca
switch (config-trustpoint) #

R T w 7 3| revocation-check {crl [none] | none} AEERUEMERE LA RELE T, 7
Example: 7 x v b OFGRiF erl. T
switch(;onfii—tiustpoint) # CiscoNX-0S V 7 ]\ 17 IT’C“@Z}Z\ ?Eﬁfb
revocation-check none fiMEF?Llﬁﬁ/D7??&@@%%E&?ﬁjiiﬁ%&ﬁﬁﬁﬁIJ

£7

PKI DERFE II
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Command or Action

Purpose

AT v 74 |exit
Example:

switch (config-trustpoint)# exit
switch (config) #

NZAMKRA L a7 4F¥al—3
vE—FREERTLET,

27+ 75 | (Optional) show cryptocatrusipoints | |5 2 k71 > | CADIsH%For L%
Example: o
switch (config)# show crypto ca
trustpoints

Z Fw 7 6 | (Optional) copy running-config FITar 74 FXal—valrk, AL—

startup-config

Example:

switch (config) # copy running-config
startup-config

NPy ar7 4 Xal—rgila
[:0_ Lij—o

Related Topics

CA OFRGFE (17 _X—)
CRL OFFE (26 *—)

AEBAEERDIERK

EFHT 28T N1 AD RSA F— XTHIZ, *I5T DM TAMKA Y NCAWLTAT T 4
T AFEHEEZ AT TH-0IC, BREERTHILERS $7, T, FRIN-ERE
CASEDE A—ILEFITIWeb A FDOTH+—2ITHy "7 R_—2MLET,

Procedure

Before you begin

CArtoTVIz=—ariERLET.

CAFEHAEELIZCAGIAE T =— 2 AT LET,

Command or Action Purpose
R 71 |configureterminal Ja— N UAERRCE— REBIA L £,
Example:
switch# configure terminal
switch (config) #
A5y 72 |cryptocaenroll name FRRIE L 72 CALZ K 2 REBI R & 1R

Example:

switch (config)# crypto ca enroll
admin-ca

. PKI DERTE

LET,

Note
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Command or Action

Purpose

Create the certificate request

Create a challenge password. You will
need to verbally provide this
password to the CA Administrator in
order to revoke your certificate.
For security reasons your password

will not be saved in the configuration.

Please make a note of it.
Password:nbv123
The subject name in the certificate
will be: DeviceA.cisco.com
Include the switch serial number in
the subject name? [yes/nol: no
Include an IP address in the subject
name [yes/nol: yes
ip address:172.22.31.162
The certificate request will be
displayed...

Fr LY RRAT—RETZELTBY
TLEEN, 2O T — RIIHRIE L
—HBIRE SN EE A, EAEEZEY
HITMEND DLEITIE, ZDO/NAT—
REANTHHERIDY T,

ATvT3

exit
Example:

switch (config-trustpoint) # exit
switch (config) #

NZAMKRA L a7 4Fal—3
VE—FREKRTLET,

ATvT4

(Optional) show crypto ca certificates

Example:

switch (config)# show crypto ca
certificates

CAGFAEZFRLET,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FElTar 7 4 Fal—rarhk, AX—
NPy ar7 4 Xal—rgila
E—L £,

Related Topics
RTZARRALA L FCADT Y vm—ra v OfE (13 5—Y)

pkinEE [
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B 5 7 amzorozt—n

TFATOTATAMBAEDSA VR =L
TAT T 4T 4 iFBHEL, CADSB E A—/LE721E Web 7T 7 9% H T base64 T 21—
RENZTHFAMERTZETEET, CADODAFLETAT VT 4T AfEHES, = a—
RENZTXFA MDY b TV RX—=ARMLTA VA M=V TEHELENHY T,
Before you begin
CA LTV — g ZERLET,
CAFIIEEIXCAGIHETF =— 2 AT LET,

Procedure
Command or Action Purpose
A7 71 |configureterminal Ju—r S UHERRE— R Bith L £,
Example:

switch# configure terminal
switch (config) #

AT w F 2| cryptocaimport name certificate admin-ca &\ 5 4 H1OD CA K95 7 A
Example: FUTF 4T 4FFHEE S Y F T R—
switch (config)# crypto ca import A ]\j_é‘; o, TRy kﬁ‘i@ﬂ'\‘éﬂi
admin-ca certificate T
input (cut & paste) certificate in PEM ) B .

Format FNL ACRECEDTAT LT AT 4

FEREO R KEIX 16 TT,

WJS@MW&EZ@MWM
glxr2/sTITRTy 8ud)/c)9)SSAKEGka A B DS MNIMANLAY /AT
XRIVORFFZR] 7/El oW PBAT A AR DVRORECH/ B
MMM]@WWW+W

ATy 73| exit REE— Rz TLET,
Example:

. PKI DERTE
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Command or Action Purpose

switch (config)# exit
switch#

R w 7 4 | (Optional) show crypto ca certificates CAGFHEL>FERLET,
Example:

switch# show crypto ca certificates

Z 5w 75 | (Optional) copy running-config FTary 74 Fal—varkhk, AX—
startup-config Ty a7 40Xl —gla
Example: E—LET,

switch# copy running-config
startup-config

Related Topics
FZARMRALY FNCADT Y vm—ya Ol (13 3—)

FSRAMRLAYFDEREN) T— FEDHFEINA TS Z &EDHER

KT X RRA v FOFEN. CiscoNX-0S T /31 ZAD Y 7 — FMEBHEFF SN TWD Z L 2R
TEFET,

F 7 A RKRA > FORREE., B D Cisco NX-0OS T34 ZADFBRETHY, AX—F T v 7 a
Y7 A4F 2 L=y a VITHEIC - LG AIET, AT L0 T — MEbMEF SN E
T FTIARNRA UV MREZAZ— T v T a7 4F¥alb—ya s ilat—LTEIHE
FZ A N ARA > MCB#HT DFEHE, $— X7, BLXOCRL AHEMICRFF SN E T, W
. FTIAMNKRAS U INAZ =T o7 a7 4Fal— g Aqlabt—SnTWRnd,
FERAE, F— X7 BLOESHE CRL IR ESNEF A, V7 — MR, fHETDHRT AR
AV FRENPMENZR DG TT, RELICIEHE, ¥— X7, BLUCRL ZMERIZHRFFT
L0, BT, FETa 74X a2l —varE R — Ty ar7 4 XFal—v g il
E—LTL &N, £, GEHEE RIS — T 2HIBRLEBIEE T2 74 X2 —va v
ZARAE LT, HIBRDSABEAICRIR S LD L HIC LTS E &0,

T A MARA v MCBEEA T B 7FEEE CRLIZ, 2D M T A MAKRA & FRTTIZAH —
Py 7 arzsXalb—va MR FSNTOIUT, A UAR—FLERERT (DFEY 2Z—
NPy 7 ar7 4 Falb—varicabt—1a<TY) MRS LI T,

NAT =R CRELTTAT T4 T AHEDO NN 77 v FHAFR LT, ZhafMBod—
NIRFET D AL ET,

)

Note =7 ¢¥al—yal 2 —NICat—75L, EAERBLOF— T bRTFINE
B

Related Topics
PKCS 2 EXTOT A T 2T 4 T 4 fF#MOT 7 2R —h (24 ~—2)

PKI DERFE II
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B rccsumtcorFor T EROTY ZR—

PKCS12 KX TDT7AToT 4 T4 1EHRDITY XR— K

TATUT 4T 45EHEE, BT ARKRA LU FORSA F— XTRCAGEAE (721X FALCA
DEFEIET = — v 2R) & —#EICPKCSHI2 7 7 A Wy 7 T v THI T AR— 95
TENTEET, T/ ADVAT AT T vy anbDETDOEER, A—/R—=R A P E 2 —
NDIHDOBIIL, FEHESLCRSA ¥ — X7 & A ViR— 252N TEET,

)

Note - 7 28— LoD URL ZF8E T 5 & M TE 5 DIL, bootflash:filename &\ 5 JEA 21 T
‘ﬂ—o

Before you begin
CA ZFRAEL £,
TAFUT 4T ATEREEA VA ML LET,

Procedure
Command or Action Purpose
R 71 |configureterminal FHa— L a7 4R L—g
Example: T—FEBMLET

switch# configure terminal
switch (config) #

25y 72 |cryptocaexport name pkesl2 TAFLT 4 F 4 AREL, b TR MR
bootflash:filename password £V FCADRET D% — T & CAZE
Example: HEL2TZ7 AR—FLET, RRAT—F
switch (config)# crypto ca export (i jijiﬁiéid\jtﬁi%iﬁi%ﬂL/7f\ ﬁ%j(
admin-ca pkcsl2 bootflash:adminid.pl2| (28 3E§30)§€§ﬁﬁi7?ﬁ§%k?ﬁﬁ§L,Siifo
nbvl23

25w 73| exit a7 4 Fal—varyE E—REKT
Example: LET,
switch (config)# exit
switch#

25 7 4 | copy booflash:filename scheme: //server/ [url | PKCS#12 JE R 7 7 A /L% U & — b
/Tfilename P—Rizabv—LET,

Example: scheme 31302kt LTI, ttp:. ftp:.
igigfgimiiﬁ’ékp’igtflaSh:admi“id‘Plz scp:. Eolsftp ZANTEET,

server 5180%, VE— RN H—1D7 N
AFEIILAITHY, url BIEITY £ —
Y —=NIZHBY—A T 7 AL ~DIX
ATT,

PKI DE%E
T I
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Command or Action Purpose

server, url, 3 X O filename D454k
I RN CFEXBILTAT LE
T

Related Topics
RSA F— X7 DLk (11 2—)
CA OFFE (17 _—)
TATT 4T ARRAEDA A b= (22 =)

PKCS 12 1=IZPKCS7 7 +—< v FTID FEHRD A > ik— k

FRAADY AT N T T 92 2inbDEITLORER, A== HF £ 22— L ORHOEEIT
. AR RSA ¥ — T & A VK= b A ERTEET,

\)

Note (. /R— ko> URL 2¥5ET % & I TE 5 DX, bbootflash:filename f& V5 721 T
7,

Before you begin

CARFEIZ L > TRT A MARA & MTBEEMT 5 TVD RSA F— X7 RN L BRID
N7 A RARA Y MIEHEMT O TS CARRWNWI EZMRB LT, NT7ARRA L FRZET
bHrEolcLET,

Procedure
Command or Action Purpose
X 7w 71 | copy scheme:// server/[url /]filename PKCSHI2 B D7 7 A V& Y E— b
bootflash:filename PP T — LET,
Example: scheme 51412 %F L Cid. tftp:. ftp:.
switch# copy tftp:adminid.pl2 scp: F7-1% Sftp: %j\jj'(% i_a—

bootflash:adminid.pl2 . ‘
server 51503, VE—h =T KL

AFETIILEITHY . url 518TY £—
FH—NIZHDY—RA T 7 AIL~D/N
AT,

server, url, XU filename D514
L, RCF/ILFEXBILTCASILE

R
R Fw 72 | configureterminal SH— L Ay T 4R g
Example: EF—RFEBBLET

PKI DEXE
|
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Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT3

crypto caimport name [pkscl2 | pkes7]
bootflash:filename

Example:

switch (config)# crypto ca import
admin-ca pkcsl2 bootflash:adminid.pl2
nbv123

TAT T AT AFMEL, T A MK
4,}/}\()xa)i#ﬁijAzsﬂeb—f<77&f(LA%E
EE A VB — FLET,

ATv74

exit
Example:

switch (config)# exit
switch#

WREE— FEKTLET,

ATy Th

(Optional) show crypto ca certificates

Example:

switch# show crypto ca certificates

CAGEHEZFIRLET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

EfFar 7 4 X2l —ark, AX—
Ny a7 s ¥alb—vgila
[:O‘_ Lijﬁo

CRL DERTE

FIZARKRAS Y "B X 70— RL7ZCRLE FETHET HZ LN TEET, CiscoNX-0S
V7 =7 TliE, CRLETFARAALS ADT— 7T v a (certstore) I[CF v v 2 LET,
TEEBHEORIEDES. CiscoNX-0S V7 F T =7 NITLTZCANPGDCRLEZF = v 75D
IZ. CRLZT A RZF 7 >a— KL TWT, Z® CRL #f3 5iEH EBGHMER 2R E L
TWHELATEITTT,

Before you begin

AEEHMERE S A X — T Mo TWDH Z L 2R L ET,

Procedure

Command or Action

Purpose

ATy T

II PKI DERTE

copy scheme: [//server/[url /]]filename
bootflash:filename
Example:

switch# copy tftp:adminca.crl
bootflash:adminca.crl

UJE—F P —"HCRLEX U 02—
FLET,
scheme 5412 L Tl tftp:. ftp:.

scp:. FolT sftp: AN TEET,
server 51 30E, VE— M —1D7 N
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CA®D

W L |

Command or Action

Purpose

AFETIFLEITHY . url 51T £—
b —NIZHDY—A T 7 AIL~DIN
AT,

server, url, 3 XU filename D45 1%k
X, KT/ LFEEBLTADLE
K

AT 72 | configureterminal JTa— )L a7 4 ¥z lb—3a
Example: EF—RFEBBLET
switch# configure terminal
switch (config) #
ATw 73 |cryptoca C_rl request name T 7 ANVTHRESNTWD CRL 2R E
bootflash:filename + 27, B{ED CRL LBz £,
Example:
switch (config)# crypto ca crl request
admin-ca bootflash:adminca.crl
RT v 74| exit a7 4 FXal—var ET—FERT
Example: LET,
switch (config)# exit
switch#
2w 75 | (Optional) show crypto ca crl name CA ® CRL 53 A2#F < LET,
Example:
switch# show crypto ca crl admin-ca
R T w 76 | (Optional) copy running-config FEiTary 74 Xal—ark, AX—

startup-config

Example:

switch# copy running-config
startup-config

Ny a7 40Xl — g0l a
v—LEd,

moD

sl BAE D HIIFR

FTZARRAY MIBERESNTOWDT AT VT 4T A iEAESCCAGEHAELHIBRCE 7, &
WNZT AT T 4T 4EAEZHIFRL, TO% CCAGEHELHIBRLES, 747747+«
FEAEZHIBR L% T, RSAX— X7 L T A MRA » bOBEMITEZERCTEEI, AEHA
EOHIBRIE, WIREIAUZ 22 > 72 ECHIY I S NZREHE, B L (b2 WIEE Lz &
BEbnd) F— X7, BEIMEEINATHRD CA ZHIRT 27201 LETT,

PKI DERFE II
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Procedure

PKIDEE |

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— " UERE— REBR L ET,

ATvT2

crypto ca trustpoint name

Example:

switch (config)# crypto ca trustpoint
admin-ca

switch (config-trustpoint) #

NZA KA FCAZIEEL, FT A
MRAV a7 4 Fal— g
T— REBBELET,

ATvT3

delete ca-certificate

Example:

switch (config-trustpoint)# delete
ca-certificate

CAGEWIE £ 7 13FE EF = — o &R
LET,

ATvT4

delete certificate [force]

Example:

switch (config-trustpoint) # delete
certificate

TAFUT 4T 1 ARAEEBIR L ET,

HIFRLE Y E L TCWABTAT T 4T+
FFAENGEAET = — N OK#% OFEH
ETHLGH., T ANOHE—DT
AT T AT AGEHETH LA,

forced 7> a v EHEHTOILERSH Y
F£9, ZOFEHE, FEAEF = —AD
Btk DFEHESME—DT A T T 4T 4
FERAEZ S THIBRL CLEW, 77V
fr—3i g (SSH 72 YY) TEEMAT 5EF
BHEN2 2> TLEI Z L&D
IR O TWET,

ATvT5

exit
Example:

switch (config-trustpoint)# exit
switch (config) #

FFARRA L har 7 4F¥al—g
vE—REKTLET,

ATvT6

(Optional) show crypto ca certificates
[name]
Example:

switch (config)# show crypto ca
certificates admin-ca

CA OFEAEEREE TR LET,

II PKI DERTE
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Cisco NX-05 /34 21 50 RsA ¥— <7 D#l [

Command or Action Purpose

R 77 | (Optional) copy running-config FTar 74 Xal—ark, AX—
startup-config "Ny arvr7sXal—3aila
Example: E—L %7,
switch (config) # copy running-config
startup-config

Cisco NX-0S 7 /\A4 XM 5D RSA F— X7 DHIFR

RSA X — T L0 OB THE L, BIEFEHA I TRVWERSND & Z(2iE, £DRSA
F— T % Cisco NX-OS T34 ZAMBHIRT D ENTEFE T,

)

Note N1 25 RSAF— T HYIE L%, CAT RI=AXA NL—XIZ, FOCAILHDBZDOF
WA AOFEAFELROET L OKBE L £, ZOEAELRINIER LI L ZITER LI F v
LY NAT = RE AT H0ERH Y ET,

Procedure
Command or Action Purpose
R w 71 | configureterminal Ja— )L a7 4 ¥z lb—3a
Example: F—RFEBBLET

switch# configure terminal
switch (config) #

R T w 72| cryptokey zeroizersalabel RSA — 7 ZHIBR L £7,
Example:

switch (config)# crypto key zeroize rsa
MyKey

25w 73| exit a7 4 Fal—varyE—REKT
Example: L&,

switch (config)# exit
switch#

AT 7 4| (Optional) show crypto key mypubkey rsa| RSA ¥ — <7 D% EE TR L ET,
Example:
switch# show crypto key mypubkey rsa

Z T w 7 5 | (Optional) copy running-config FATar74FXal—vark, A4—
startup-config NPy ar7 4 Xal—vgila
Example: E—LET,

switch# copy running-config
startup-config

PKI DEXE
|
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Related Topics
AEAEFER DR (20 ~—20)

PKI D&% E DHESE

PKI R EHHRZ T T DT, ROWTINODIEEEZITWVET,

avw kR EL:y)

show crypto key mypubkey rsa Cisco NX-OS 7 /34 A THERL
ST RSA AR ¥ — Dl %
#RLET,

show crypto ca certificates CALTAT T 4T 4 i
ZOWTOFHREFRRLE
ﬁ—o

show crypto cacrl CA ® CRL IZ2OWTDIHH %
#ZRLET,

show crypto ca trustpoints CA FT A KA MZHONT
DI ERTLET,

PKI 0 &% 7 11

Z Z TIiX. Microsoft Windows Certificate ¥-—/3%fi | L T Cisco NX-OS 7 /34 A CiEHE &
CRL Z % T DFEDFN DWW TR L £ 7,

)

Note % LZElAEDOIERICIZ. FD X O A TOY— "THLEHTEX £9, Microsoft Windows
Certificate ' — NIZIROEND Z EEH Y FH A,

Cisco NX-0S 7 /N1 X COIIBHEDNHRT

Cisco NX-OS 7 /34 A TREMHEAFRET D12, IROTFIEIHES T IZS 0,
Procedure

ATFYFT1  T/A ZADFQDN % E L7,

switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (config) # hostname Device-1

PKI DE%E
T I
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ATy T2

ATvT3

RATvT4

ATvTh

ATvT6
ATy T17

Cisco NX-08 7731 2 coitmEn®E [

Device-1(config) #

FTINA ADDNS RAAL VA ERELET,

Device-1(config)# ip domain-name cisco.com

N7 ARRA L FEAERLET,

Device-1(config)# crypto ca trustpoint myCA
Device-1(config-trustpoint) # exit
Device-1(config)# show crypto ca trustpoints
trustpoint: myCA; key:

revokation methods: crl

ZDF A ZAHD RSA F— X7 ZER L £9,

Device-1(config) # crypto key generate rsa label myKey exportable modulus 1024

Device-1 (config) # show crypto key mypubkey rsa
key label: myKey

key size: 1024

exportable: yes

RSA F— <7 L M T A MARA » b EBEEMNTET,

Device-1(config) # crypto ca trustpoint myCA
Device-1 (config-trustpoint)# rsakeypair myKey
Device-1(config-trustpoint) # exit
Device-1(config) # show crypto ca trustpoints
trustpoint: myCA; key: myKey

revokation methods: crl

Microsoft Certificate Service ® Web f > % — 7 = A AH CA XX ua— R LET,

T A RRA L MOBEKT D CA ZR8GEL £,

Device-1(config)# crypto ca authenticate myCA
input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT

MIIC4jCCAoygAwIBAgIQBWDSiay0GZRPSRI1jK0Ze jANBgkqhkiGOwOBAQUFADCB
kDEgMB4GCSQGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAJBgNVBAYTAk10
MRIWEAYDVQQIEwW1LYXJuYXRha2ExEjAQBgNVBAcCTCUJhbmdhbG9yZTEOMAWGA1UE
ChMFQ21zY28xEzARBgNVBASTCm51dHNOb3JhZ2UXEjAQBgNVBAMTCUFwYXJuYSBD
QTAeFwOWNTA1MDMyMjQ2MzdaFwOwNzA1MDMyMjU1IMTdaMIGQMSAwWHgYJKoZIhvcN
AQkBFhFhbWFuZGt1QGNpc2NvLmNvbTELMAkGA1UEBhMCSU4xXEjAQBgNVBAGTCUth
cm5hdGFrYTESMBAGA1UEBXxMJQmMFuZ2Fsb3J1MQ4wDAYDVQQOKEWVDaXNjbzETMBEG
AlUECxXMKbmV0c3RvcmFnZTESMBAGA1UEAXMJQXBhcm5hIENBMFwwDQYJKoZIhveN
AQEBBQADSWAwWSAJBAMW/ 7b3+DXJPANBsIHHz1uNccNM8 7ypyzwuoSNZXOMpeRXXI
0zyBAgiXT2ASFuUOwQ1iDM8r0O/41jf£8RxvYKvysCAWEAAaOBvzCBvDALBgNVHQSE
BAMCAcYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUJyjyRoMbrCNMRU20yRhQ
GgsWbHEwawYDVRO £BGQwY jAuoCygKoYoaHROcDovL3NzZSO0wOCODZXJORWSyb2xs
LOFwYXJuYSUyMENBLMNybDAwoC6gLIYqZmlsZTovL1lxcc3N1LTA4XENlcnRFbnJv
bGxcQXBhem5hITIWQOEUY3JsMBAGCSsGAQQBg ) cVAQQODAGEAMAOGCSGGSIb3DQER
BQUAAOEAHV6UQ+8nE399Tww+KaGrOgONIJagNgLhOAFcTOrEyuyt/WYGPzksF9Ea
NBG7EOON66zex0EOEfG1lVs6mXpl//w==

END OF INPUT

Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

Do you accept this certificate? [yes/no]l:y

PKI DERFE .
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ATvT8

ATvT9

ATy 710

PKI DR TE

K3
it

Device-1(config)# show crypto ca certificates

Trustpoint: myCA

CA certificate 0:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA
serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
purposes: sslserver sslclient ike

N7 A RRA  MTBEKT D7 O 23EHEZRZER L 7,

Device-1(config)# crypto ca enroll myCA

Create the certificate request

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password: nbv123

The subject name in the certificate will be: Device-1l.cisco.com
Include the switch serial number in the subject name? [yes/nol: no
Include an IP address in the subject name [yes/no]l: yes

ip address: 10.10.1.1

The certificate request will be displayed...

MIIBgzCCARQCAQAWHDEaMBgGALUEAXMRVMVNYXMtMS5jaXNjby53b20wgZ8wDQYJ
KoZIhvcNAQEBBQADGYOAMIGJAOGBALS8Y1UAJ2NC7jUJ1DVaSMgNIgJd2kt8rl141KY
0JC6ManNy4gxk8VeMXZSiLJ4JgTzKWAdxbLDkTTysnjuCXGvib+wjOhEhv/y51T9y
P2NJJ8orngShrvFzZgC7ysN/PyMwKcgzhbVpj+rargZvHtGJI91XTg4WoVkSCzXv8S
VgyHOVEVAgMBAAGYTzAVBgkghkiGOw0OBCQcxCBMGbmJI2MTIzMDYGCSQGSIb3DQEJT
DIEpMCcwJIQYDVRORAQH/BBSwWGY IRVMVNYXMtMS5jaXNiby5ib2 2HBKwWH6 ITwDQY J
KoZIhvcNAQEEBQADGYEAKT60KER6Q08nj0sDXZVHSfJZh6K6JtDz3Gkd99G1lFWgt
PftrNcWUE/pw6HayfQl2T3ecgNwel2d15133YBF2bktEx1iI6U188nTOjglxXMjjas8
8a23bNDpNsM8rklwA6hWkrVL8NUZEFJIxgbj fngPNTZacJCUS6ZgKCMetbKytUx0=

Microsoft Certificate Service @ Web £ > Z — 7 = A4 ANSLT AT T 4T 4 EHELER L E
7,
TATYT AT A EE A R —-FLET,

Device-1(config) # crypto ca import myCA certificate
input (cut & paste) certificate in PEM format:

MIIEADCCA6qgAwWIBAGIKCjOO0QAAAAAAIDANBgkghkiGOwOBAQUFADCBKDEGMBAG
CSQGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAJBgNVBAYTAk 1OMRIWEAYD
VQQIEwlLYXJuYXRha2ExXEjAQBgNVBACTCUJhbmdhbG9yZTEOMAWGA1UEChMFQ21z
Y28xEzARBgNVBASTCm51dHNOb3JhZ2UxEjAQBgNVBAMTCUFwYXJuYSBDQTAeFwOw
NTExMTIwMzAyNDBaFwOwNjExXMTIwMzEyNDBaMBwxGjAYBgNVBAMTEVZ1Z2FzLTEu
Y21zY28uY29tMIGEMAOGCSQGSIb3DQEBAQUAA4GNADCBiQKBgQC/GNVACdjQu4dlcC
dQ1WkjKjSICApLEfK5eIJSmMNCQujGpzcuKsZPFXjF2UoiyeCYE8ylncWyw5E08xrJ47
glxr42/sI9IRIb/8udU/cj9jSSEKK56koa7xWYAu8rDfz8 jMCnIMAWlaY/q2q4Gb
x7RifdV06uFqFZEgsl7/Elash9LxLwIDAQAB04ICEzCCAg8wJQYDVRORAQH/BBsw
GYIRVMVNnYXMtMS5jaXNjby5jb22HBKwWH6 IWHQYDVROOBBYEFKCLi+2sSpWEEGrR
bhWmlVyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6wjTEVNjskYUBoLFmxxoYGW
PIGTMIGQOMSAwWHgYJKoZIhvcNAQkBFhFhbWFuZGt1QGNpc2NvLmNvbTELMAkKGA1UE
BhMCSU4xEjAQBgNVBAgGTCUthcm5hdGFrYTESMBAGA1UEBXMJIQOmMFuZ2Fsb3J1MQ4w

II PKI DERTE
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DAYDVQQKEwVDaXNjbzETMBEGA1UECxXMKbmV0c3RvemFnZTESMBAGA1UEAXMJQXBh
cm5hIENBGhAFYNKJIrLQZ1E9JEiWMrR1 6MGsGA1UdHWRkMGIwLgAsoCqGKGhOdHA6
Ly9zc2UtMDgvQ2VydEVucm9sbC9BcGFybmE1MjBDQS5 jcmwwMKAuoCyGKmZpbGU6
Ly9cXHNzZSOwOFxDZXJORW5yb2xsXEFwYXJuYSUyMENBLmNybDCBigYIKwYBBQUH
AQEEfjB8MDsGCCsGAQUFBzAChi90dHRwOi8vc3N1LTA4LONlcnRFbnJvbGwve3N1
LTA4X0FwYXJuYSUyMENBLmNydDA9BggrBgEFBQcwAOYxZmlsZTovL1xcc3N1LTA4
XEN1lcnRFbnJvbGxcc3N1LTA4X0FwYXJuYSUyMENBLMNydDANBgkghkiG9wOBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSuDDcOcUZUUTgrpnTqVpPyejtsyflw
E36cIZud4WsEXREqxbTk8ycx7V50=

Device-1 (config) # exit
Device-1#

AFyv TN FFHEOREEZWR LT,
ATFvT12 FHEORELZAZ— T v a7 4 X2 lb— g VIRIELET,

Related Topics
CATENIHD S 7 m—F (33 5—)
TAF LT 4T A FREOER (39 =—)

CASFFARZEMD A H>nO—FK

Microsoft Certificate Service ® Web 1 % —7 = A A5 CAFEFAEEZ X v oo — R4 5 F)E
X, ko EBY TT,

PKI DEXE
|
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Procedure

PKIDEE |

AT 71 Microsoft Certificate Services ® Web f > % —7 = A [Retrieve the CA certificate or certificate
revocationtask] #27 U w7 L, [Next| %27 U v 7 LET,

Microsoft Cerificate Services - Aparna CA

YWelcome

You use this web site to request a certificate for your web browser, e-mail client, or ather

will be able to securely identify yourself to other people aver the web, sign your e-mail mes
depending upon the type of certificate you request.

Select atask:

&+ Retrieve the CA certificate or centificate revocation list
' Request a certificate

' Checlk on a pending certificate

B rroEE
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casimgosyoo—r |

ATV T2 FRENTZIVA MDD, FUra—RT5CAGEAEY 7 A VZEIRL £9, [Base 64 encoded]
%27V v 7 L. [Download CA certificate] #27 V v 7 L ¥7,

Microsoft Cerificate Services - Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from t

It is not necessary to manually install the CA certification path if you request and install ;
CA cerification path will be installed for you automatically.

Choose file to download:
A Certificate: (il el

T DER encoded or & Ease 64 encoded

Download CA certificate
Download CA certification path
Download latest cerificate revocation list

pkinEE [
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AT w73 [File Download] # A 7 0 7R v 7 A2 % [Open] 7 U v 7 LET,

Microsoft Certificate Services -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust cerificates issued from this

It is not necessary to manually install the CA

CA certification path will be installed foryou
@ Some files can harm pour computer. [ the file informs

looks sugpicious, or vou do not fully trust the zource,
zave thiz file.

Choose file to download:
CA Certificate: (il aar e e

File name: certnew.cer
File type:  Secunty Certificate

Frorm: 10.76.45.108

[ i
DER encoded or Bas ,ri\, Thiz type af file could harm your camputer if it o

Download CA certificate MElCEERer
Download CA certification pi whould vou like to open the file or save it to your com
Download latest certificate re

Open | Save Cancel

¥ | &lwavs ash before opening thiz pe of file

PKI D& TE
[ 3% | |
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AT v T4 [Certtificate] XA 7 7R v 7 A& % [CopytoFile] 27 Vw27 L, [OK]Z27 Vv LET,

Microsoft Cerificate 5

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA certification path to allow canesl Dekais |.:Ertiﬁcatim Path |

Itis not necessary to manually install th -~ shaw: {<all> |

A cerification path will be installed fio
Field | Walue

Choose file to download: Elversion V3

CA Cerificate; SR i ey [ serial number 0560 D289 ACE4 1994 4F4
ESignature algorithm shalRsa
Elssuer Aparna A, netstarage, C
E'-.-'alid From 04 Mei 2005 ¢ 16;37
Elvalid o 04 Mei 2007 4:25:17

¢ DER encoded or ¢ Eﬁubject Aparna CA, netstorage, C
Download CA certifica | Elpublic key RSA (512 Bits)

Download CA certifica
Download latest cerific

Edit Properties, .. Copy

PKI DERFE
|
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AT w75 [Certificate Export Wizard] % A 7 1 277K v 77 A/ & [Base-64 encoded X.509 (CER)] %3 L |
[Next] 27 U v 7 LET,

Microzsoft Certificate Senices -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA certification path to allow cores  Detais |cErtiﬁcatiDn Path |

Itis not necessary to manually install th - show: | <al> |
CA certification path will be installed fc

Field Certificate Export Wizard
ChOOSE. ﬁ|E! tﬂ GWH'OEd. — E'u‘er.suljn " Export File Format
CA Certificate; (SN EnaElE R Serial numbe Cettificates can be exported in a wariety
ESignature alg
Elssuer
E'-.-'alid From
E'-.-'alid ko Select the Format wou wank o use:

T DER encoded or o Blsubject

Download CA certifica |ElPublic key
Download CA certifica
Download latest cerdific

{” DER encoded binary ¥.509 ¢ CER

{* Base-64 encoded %.509 { CER)

i Cryptographic Message Synkax S

™| Include &l cetbificates inthe

= Bersonal Information Exchange -

[T Induds &l certificates in the o

[T Enable strong protection freg

[T Celete the private keyif Eheie

AT w76 [Certificate Export Wizard] Z A 7 12 77K v 7 ZZ&% % [Filename:] 7% A b R v 7 AR FET D
Ty ANGLEATIL, [Next] 227 Vw7 LET,

AT 71 [Certificate Export Wizard] % A 7 7@ 77K > 7 AT, [Finish] #7 U » 7 LET,

PKI DERTE
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AT v 78 Microsoft Windows @ type 2~ > K% AJj LT, Base-64 (PEM) JER TERIFEI TV 5 CA GE
HELXRRLET,

MWINNT system32hcmd.exe

D:stestcerts2type aparnalCl.cer

BEGIN CERTIFICATE
MIIC4jCCAoygAwI BAgIQBWDS iayAGERPSRI 1 jKBZe jANBgkaghkiGYwABAQUFADCE
kDEgHB4GCSgGS I h3DQEJARY RY U1 hbmRrZUBjaXNjbyS jh28xC=zAJBgNUBAYTAK 1O
MRIwEAYDUQQI EwlLY X Ju¥iRhaZ2ExEjAQBgNUBAcT CUJhbmdhbG? wZT EOMAWGALUE
ChMFQ2 1=¥Y28xEzARBgHUBA=TCnS 1dHNAL3JhZ2UxEjAQBgNUBAMT CUFwY X Ju¥ SBD
QTAe FuBuwNTA1IMDMyM jO2MzdaFuBuNzA1MDMyMjU1IHT daMI GGMSAvHgY JEo ZT hucH
AQkBFhFhhUFuZGt 13GHpc 2Ny LmNv bT ELMAKGA1UEBhMCEU4xEjAQBgMUBAgTCUth
cmShdGFrYTESMBAGALUEBxMJQnFuZ2Fsh3J1MQ4uDAY DUQQKEWUDaXNijhzETHBEG
ALUECxMEbmUBc IRvcmFnZT ESMBAGALUEAXMJQX BhecmShl ENBMFuwwDQY JKoZI hucN
AQEBBGQADS wAwSAJBAMY . 7h3 +DEJPANBz IHHz JuNcc MM Pypuzuuo SHZE OMpe REXE 1T
Oz yBAgiT2ASFulO0wQl iDMB8r 041 jf 8RxvYKvys CAwWEAAaQBv=zCBvDALBgNUHQBE
BAMCAcYwDuwYDURBT AGH /BAUwAWER/zAdBgNUHG4EF QU Jy jyRoMh»CHMRU2 O uRhG
GgzWhHEwawY DURBE BGQuY jAuoCugKoYoaHRBcDovL3NzZ5Aw0C? DEE JARWS yh2 xs
LAFuY ¥ JuYSUyMENBLmMubDAwo CogLIYgZmlsZTovLl xccIN1ILTA4REM1ecnRFhndu
hGxcQEBhemShJT I w@AEWY3JsMBAGCS s GAQQBy jeVAQQDAGEAMABGCEgGSTh3DQER
BQUAABEAHuvGUG+8nEI??Twuw+KaGrBglNI JagNgLhBAFc THrEyuyt AUYGP=zksF?Ea
MBG7EBoMNbbzexAEQEf GiUsbmA pl ~ /v

END CERTIFICATE

D:stestcerts?

TATUTA4T4BAEDEXR

PKCS#12 FERAEE 4 Zk (CSR) % f# [l L T Microsoft Certificate %-— /N2 7 A T 27 4 7 A Gk
B2 R 5121%, ROFIRIZHE> TS ZSVY,

PKI DERFE .
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Procedure

PKIDEE |

AT w71 Microsoft Certificate Services ® Web o > % —7 = A A5, [ZEBAZDMER (Request a
certificate) | Z#27 Vv 27 L. [R~ (Next) |27 Vv 27 LET,

Microsoft Cerificate Services - Aparna CA

YWelcome

You use this web site to request a certificate for your web browser, e-mail client, or ather

will be able to securely identify yourself to other people aver the web, sign your e-mail mes
depending upon the type of certificate you request.

Select atask:

" Retrieve the CA certificate or centificate revocation list
& Request a certificate

' Checlk on a pending certificate

B rroEE
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71457571571 mnE0ER ]

ATw 72  [EMLTER (Advancedrequest) |27 U v 7 L, [R~ (Next) 1227V v LET,

Microsoft Cerificate Services - Aparna CA

Choose Request Type

Flease select the type of request you would like to make:

C User cerificate request:

E-Mail Protection Cerificate

& Advanced reguest

AFv 73 [Baseb4 T a— RFEHPKCSHIOZHEMT SR EERF 1= ($ basess T > O — FiFH PKCSHT
T7AIIWVEFERTIEHEREEIET S (Submit a certificate request using a base64 encoded
PK CS#10 file or arenewal request using a base64 encoded PKCSH7 file) 1 227 U v 7 L. [&RA~

PKI DERFE
|
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PKIDEE |

(Next) 1227V v 27 LET,

Microsoft Cerificate Services - Aparna CA

Advanced Certificate Requests

You can request a cerificate for yourself, another user, or a computer using one of the foll:
cerification authority (CA) will determine the cerificates that you can obtain.

C Submit a certificate request to this CA using a form.
& Submit a cerificate reguest using a basetd encoded PRCS #10 file or a renewal rec

¢ Request a certificate for a smart card on behalf of another user using the Smart Card
You must have an enraliment agent certificate to submit a request for another wser,

ATy T4 [RIFFEADER (SavedRequest) |7 F A b 7R v 7 AT, base64 D PKCSH#10 FEAHEF K &R —
ARL, [N (Next) |27V w7 LET, GEFZRD CiscoNX-0OS 7/3A ADa —)b

B rroEE
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71457571571 mnE0ER ]

MHharv—shET,

Microsoft Cerificate Services - Aparna CA

Submit A Saved Request

Faste a basetd encoded PKCS #10 cerificate request or PRCS #7 renewal reguest
server) into the request field to submit the request to the cerification authority (CA).

Saved Request:

vqngEIvaAgHBAAGgTzA?ngqhkiGBwDBCchCBHGZ;I
DIEpMCowIQYDVRORLAQH BEswGY IRVHWVn TEME M35

Easebd Encoded |KoZIThweNAQEERQADGYEAKTEOKERAQOEN O=DIZVH
Certificate Reguest |[PECrNoWUE/ pudHayfQl2 Tiecolwe 12415133 VEFZ]
(PKCS #10 or #): |3823bNDpNsMSr k1wl hTkr VLENUZEF Txob j £ngPH
————— END CERTIFICATE REQUEZT-————-

4| |

Browse for a file to insed.

Additional Atributes:

=
Attributes: -
i k

pkinEE [
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B 77 7 7 amgoEx

ATFYTE CATRI=ZAPL—ZMBiFHENREITENDET, 1 ~2 BB E T,

Microsoft Cerificate Services - Aparna CA

Certificate Pending

Your certificate reguest has been received. Howewer, you must wait for an administrator te
Flease return to this web site in a day or two to retrieve your certificate.

Hote: You must return with this web browser within 10 days to retrieve your certificate

PKI DERTE
T I
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71457571571 mnE0ER ]

ATYT6 CAT FI=AML—ZNRFEHEEREZKRTL202MRELET,

{3 Certification Authority

J Action  Yiew |J a o= | | | @

Tree I

@ Certification Authority (Local)
El@ Aparna Ch

i 7] Revoked Certificates
[ Issued Certificates

: £ Pending Requests
D Failed Requests

Request ID | Binary Reguest | Request Disposition Message | Reguest S

----- BEGIM ME. ., Taken Under Submission

Refresh

Help

<] |

I |C|:|ntains operations that can be performed on the object,

PKI DERFE .
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AT wF1  Microsoft Certificate Services O Web A > % —7 = A Anb, REBRDIBAEEX*F I vI T3
(Check on a pending certificate) 147 U v 27 L, [R~ (Next) 127 U v 27 LET,

Microsoft Cerificate Services - Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or ather s

will be able to securely identify yourself to other people aver the web, sign your e-mail mes
depending upon the type of certificate you request.

Select a task:
" Retrieve the CA certificate or certificate revocation list
' Request a certificate
& Checlon a pending certificate

B rroEE
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71457571571 mnE0ER ]

ATYT8 Fx=v /T HEAFHEEREZBIRL T, [RN (Next) |27V v 7 LET,

Microsoft Cerificate Services - Aparna CA

Check On A Pending Certificate Request

Flease select the certificate request you want to checls

Saved-Fequest Cerificate (12 Mo 2005 20:30; 22

PKI DERFE
|
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B 77 7 7 amgoEx

ATv 79 [Base64 Tra— KFH (Basebdencoded) |27 U v 7 LT, [CASEAEDA Y O—FK
(Download CA certificate) | #27 U v 27 L&,

Microsoft Cerificate Services - Aparna CA

Certificate Issued

The certificate you requested was issued to you.

T DER encoded or & Base 64 encoded

o] Dowinload CA certificate
= Download CA certification path

PKI DERTE
N I
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ATy 710

ATvINn

71457571571 mnE0ER ]

[Z7ANVDF T a—FR (FileDownload) 1% A 712 Ry 7 AT, [B< (Open) |27V v
7 LET,

Microsoft Certificate Services - Aparna CA

Certificate Issued

The certificate you requested was issued to you.

: :
C DER encoded of & Base 6 ilaaui i

i Download CA certificate Some files can harm vour computer. I the file infar
== Download CA cerdification path looks suspiciouz, of you do ot fullp st the sour
zave this file.

File name: certhew. cer
File tupe:  Security Certifizate
Frorm: 10.76.45.108

& Thiz type aof file could harm vour cormputer if §
malicious code,

“WWould yau like to open the file or zave it ba pour o

Open | Save Canicel

¥ | &lwaps ash before opening this pe of file

[Certificate] 7~ v 7 A C, [Details)] # 7% 2 U2 L, [CopytoFile.] %7 Vv 27 LEd, .[GE
BHEDxT 7 AR —k ¥4 71/ (Certificate Export Dialog) ] v 27 AT, [Base64 T>a—FK
FEH X.509 (.CER) (Base-64 encoded X.509 (CER)) 1 %7 U v 7 L, [R~ (Next) |27 U v

PKI DERFE .
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B 77 7 7 amgoEx

=M Mirrgen prbificabe Servires - Micrnsn eroel B E ide Cisco Systems, Inc.
; Certificate , il
_.1 General Details |Certificatinn F‘athl év = E s
=":" Show: I::.ﬁ.ll:b j
= = | —
E'-.-'ersiu:un W3
=] serial number 0433 SEAL 0000 0000 0074
Eﬁignature algorithm shalRSA
Elssuer Aparna CA, netstorage, Cisca. .. i
[=]valid from 12 Nopember 2005 8:32:40
[F]valid to 12 Mopember 2006 5:42:40
ESubject Vegas-1.cisco.com
[Fpublic key RS54 (1024 Bits) |

Certificate Export Wizard

Expott File Format
Certificates can be exported in a va

Select the Format wou wank fo use:

™ DER encoded binary ¥.509 1,

Edit Propertiss.. St (% Base-54 encoded ¥.509 (. CE

. Cryptographic Message Swnt
(0] 4
[ | Include all cerbificates in

" Personal Information Exchan

[ | Include all cerkificates in
™| Enable strang proteckon
[T | Celete bheiprivate keyit

ATYF12 [FEHETZ AKR— K 7 4% — K (Certificate Export Wizard) XA 707 Ry 7 AZHDH[7 7
A4 . (Filename:) | 7F A N Ry 7 ARG TH7 7 ANV EATIL, [RN (Next) 1%

PKI DERTE
N I
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7145707471 EBEOER [

7V w7 LET,

='-.-'ersinn
=Serial nurmber 0&a33 SEAL 0000 0000 0074
ESignature algarithm shalR5A
EIssuer Aparna CA, netsborage, Cisca. ..
E'-.-'alid Fram 12 Mopernber 2005 5:32:40
='-.-'a|iu:| ko 12 Mopember 2006 3:42:40
= Subject Vegas-1.cisco.com

1S public key RSA (1024 Bits)

CnikestoertsimyID, cer

PKI DE%E
I
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AFy T3 [ET

Show: | <Al -]
Field | Yalue i -
E'-.-'ersiu:un W3
Eﬁerial number 0A33 SEAL 0000 0000 0074
ESignature algorithim shalRs5A
Elssuer Aparna CA, netskorage, Cisco, ., o
E'-.-'alid From 12 Mopember 2005 3:32:40
E'-.-'alid ko 12 Mopember 2006 3:42:40
ESubject Vegas-1.cisca, com
[ElPublic key RS54 (1024 Bits) |
Edit Fraperties. .. Copy to F

. PKI DERTE

Completir
Wizard

‘fou have succes
wizard.

‘fou have specifi

File Mame
Export Keys
Include all certi
File Format




| PriDEE
amzomysl

AT 714 Microsoft Windows Dtype 2~ RE AT LT, TAT 7 47 1k #E% Base-64 T2 22—
RENEATERRLET,

D:stestcerts>tupe mylD.cer

————— BEGIN CERTIFICATE———

MI IEADCCAGggAw] BAgI KCj00oQAAAAAAdDANBykghkiG?uwABAQUFADCBLDEgMB4G
CSgGE I h3DQEJARY RY U1 hbhmRrZUB jalNjbyb jh28xCzAJBgNUBAY TAK1OMRI wEAY D
QI EulLYEJu¥Y2Rha2 ExEjAQBgNUBAc T CUJThbmdhbhG? yZT EOMAWwGALUEChMFQ2 1=
Y28xE=ARBgNUBAsT Cm5 1dHNAL3 JThZ2UxE jAQBgHUBAMT CUFwY X JuY SBDQT A e Fubw
MT ExMT I wMzAyNDBaFuluM jExMT I wHz EyNDBaMBuxGjAY BgNUBANTEUZ1Z2F=LT En
Y21=¥28uY22tHIGFHAAGCS gGS I h3DQEBAQUAA4GNADCEiQKBgQC GNUACA jOud1 G
dQ1 Wk JHISICdpLf KSe JEmMNCQu jGpzcuksZPFE jF2UoiveCYEE ylncyuSEAS »J47
glxrd2-,21?IRIh/Budl cj? 55 f KKS6koa?xWYAuBrDf =8 jHCn I H4WM a¥ g2 g4Gh
WIRif AB6uFgFZEg=17-Elazsh?LyLuwl DAQABo 4] CEzCCAgEwJQY DURARAQH ~BB=u
GY I RUmUnYAMtMES5 jakNjbyS jh22ZHBKEwWHG [ wHQY DURAOBBY EFKCLi +Z25 s pUWESf grR
bhiim1Uyo? jngMI HHBgNUHSHEgc Quagc GAFCe o8 kaDGow jTEUN = kY UBo LEFmyxoxo ¥ GU
pIGTHI GQMEAwHgY JKoZ1 hecNAQKBFhFhhUFuZGt 1QGHpc 2Nv LmNvhT ELHAKGALUE
BhMCSU4xEjAQBgHUBAgT CUthemShdGFrY¥ TESMBAGA1IUEBxMJOmFuZ2Fzh3J1MQ 4w
DAY DUQQKEWUDaRNjb=ETMBEGA1UECxMKbmUAc 3RvemFnZT ESMBAGALUEAxMJQRBh
cmShl EHNBghAFYNEJrLQZ1E?JEilMrR16MG= GA1 UdHwRKMGI wLgAs o CgGKGhAdHAL
Ly?zcZUtMDguQ2Uyd EUucm? s hGC?Be GFybmE1MFBDASS jemuuwMKAuo CyGKnZphGlU 6
Ly?cXHNzZ5 BulFxDZXJARWS yh2 s KEFuY X JuY S U yMENMBLmNybhDCBigh I KuY BBQUH
AQEEf jBBHD=GCCsGAQUFBzAChi?odHRw(iBvcINILTA4LANlcnRFhnduhGuec 3N
LTA4ZAFuY Ju¥SUyMENBLmMydDA? BaggrBgEFBQcwAoY xZml s ZTovLl xcc3N1LTA4
AENM1cnRFhbnduhGxcc3N1LT A48 BFwY S JuY SU yMENBLmMyd DANBykghkiGFwABAQUF
AANBADhGBGs he ?GHLh? xe OTWBNbm2 U6 Z5uDDe OcUZUUT grpnTqUpPye jtsuf 1w
E3bc I ZudWsExREqxhT kB yecx?USo=

————— END CERTIFICATE———

D:stestcerts

Related Topics
AEEEDR OERL (20 X—2)
Cisco NX-O8 7 /34 A TOFERAEDHKRE (30 =X—)

AEBAZEDERY JH L

Microsoft CA BHE 70 77 A& H L CGGEFAELZIY ETFIEX, RO LBV TT,

Procedure

AT w71 [Certification Authority] > V —72>% . [Issued Certificates] 7 #/V 4% 27 UV v 7 LE9d, U A k)
O, WMOHEITIEAEELLE 7Y v 7 LET,

PKI DEXE
|
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FEBREDER YA L

AT w 72 [All Tasks] > [Revoke Certificate] DIEIZEIN L F 9,

Pt

& Certification Authority

Ackion  Wiew |J o = | [| |@

—

Tree I Reguest I | Requester Mame | Binary Certificate | Serial Mumber |
£ Certification Autharity (Local) Edsa SSE-08YIUSR_55... ---- BEGIN CERTL.. 786263d00000000000S
= Aparna CA Edao SSE-DS\IUSR_S5... - BEGIN CERTL... 7862643d00000000005;
" (27 Revoked Certificates Edn SSE-0&\IUSR_55... - BEGIMN CERTL... 786264d900000000005E
{‘3 Issued Certificates 92 SSE-03\IUSR_S5... - EEGIN CERTIL... 7c32781800000000005:
D Pending Requests 93 S3E-0IUSR_55... - EEGIN CERTIL.., 7327827 00000000005:
fni D Failed Requests 94 S3E-0IUSR_S55.., - BEGIN CERTL... 7c32783700000000005e
95 S3E-0IUSR_55.., - BEGIMN CERTI... TC3Z2784700000000005F
o5 S3E-0IUSR_55.., - BEGIN CERTIL... 7cadSc2200000000006:
'?J'?J S3E-0&IUSR_55... - BEGIMN CERTI... 021a9d1a00000000006:

100 SSE-0AMIUSR_55... - BEGIMN CERTI... 1c1013cFO00000000064
101 SSE-084IUSR_S5... - BEGIM CERTI... 1c10d191000000000068
102 SSE-03\IUSR_S5... - BEGIM CERTI... 2b4eb3a700000000006¢
103 S3E-0IUSR_55... - BEGIM CERTI...  453beb43000000000067
104 S3E-0IUSR_S55.., - BEGIMN CERTI... 4ebSh32700000000006E
105 S3E-0IUSR_55.., - BEGIMN CERTI... <fE00&84 1000000000069

106 S3E-0IUSR_55.., - BEGIMN CERTI... <4fdFeSa<400000000006a
107 S3E-0&IUSR_55... - BEGIMN CERTI... Sf3edc9s000000000060
108 SSE-0AMIUSR_55... - BEGIM CERTI... Sf413d2000000000006:
109 SSE-084IUSR_S5... - BEGIM CERTI... 17b22ded00000000006:
110 SSE-03\IUSR_S5... - BEGIM CERTI... 17b3067400000000006:
111 S3E-0IUSR_55... - BEGIM CERTI... 11ea380s0000000000aF
112 S3E-0IUSR_S55.., - BEGIMN CERTI... 170beaSb00000000007(

113 S3E-0IUSR_55.., - BEGIM CERTI... <aafffz2e00000000007 1
114 S3E-0IUSR_55.., - BEGIN CERTIL... 78cceebc00000000007:2
115 S3E-0&IUSR_55... - EEGIN CERTIL... 78e341a100000000007:

1]

Conkains operations that can be performed on the object,

PKI D& TE
[ 5| |
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% Certification Authori

|J fckion  View |J = o= | |

|

amzomysl

AT w73 [Reasoncode] K v 7 H D UARNNLEDIELOBEEEZEIINL, [Yes] 227V v 7 LET,

Tree I

@ Certification Authority {Local)
El@ Aparna Ch
i Revoked Certificates

Request I | Requester Mame | Binary Certificate | Serial Mumber |
a9 S3E-0IUSR_55.., - BEGIN CERTI... 7E6263d000000000
an S3E-0&IUSR_55... - BEGIN CERTI... 78626<43d00000000
91 SSE-0AMIUSR_55... - BEGIMN CERTI... 7E6264d900000000
92 SSE-084IUSR_S5... - EEGIN CERTL... 7c32721800000000C
a3 SSE-03\IUSR_S5... - EEGIMN CERTIL... TFc327327000000000
a4 S3E-0IUSR_55... - EEGIN CERTIL... 7c327a3700000000c
95 S3E-0IUSR_S55.., - BEGIN CERTL... 7327847 700000000C
98 el e et T AR 00C

ifi i i 7

B Certificate Revocation : el i
100 Are pou sure you want to revoke the selected certificate(s]? oo
101 hooo;
10z “f'ou may zpecify a reazson for this revocation. hOa
103 Reason code: oo
104 Ihzpecified j o
105

108

107

108 =

109 SSE-0AMIUSR_55... - BEGIMN CERTI... 17b22des00000000
110 SSE-084IUSR_S5... - BEGIN CERTI... 17b30&67a00000000
111 SSE-03\IUSR_S5... - EEGIMN CERTIL... 11ea380c00000000
112 S3E-0IUSR_55... - BEGIM CERTI...  170beadbO000o000o:
113 S3E-0IUSR_S55.., - BEGIMN CERTI... <aafffze000000000
114 S3E-0IUSR_55.., - EEGIN CERTIL... Vacceetc000000000
115 S3E-0IUSR_55.., - EEGIN CERTIL... VSe341a100000000
116 S3E-0RIUSR_S55.., - BEGIMN CERTIL... Da338eal00oooooo

<

pkinEE [
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B crooreme

AT 74 [Revoked Certificates] 7+ /X %27 U v 7 LT, GEAZEORVELZR B L OWMRELET,

{&3 Certification Authority

Jﬂctiun Yiew |J¢' -P|||@

Tree I Request ID l Requester Mame | Binary Certificate | Serial Mumber |
29 Certification Authority (Local) 15 SSE-08IIUSR_S5... - BEGIN CERTIL... SdaeS3cd00000000000F
=03 Aparna CA 16 SSE-ORIUSR_SS.., - BEGIMN CERTL.. Sdb140d300000000001C
Y oked Certificates 17 SSE-DBVILSR_SS.,, ---- BEGIMN CERTL... Serd7cibO00000000011
[ Issued Certificates 18 SSE-08\IUSR_S5... - BEGIM CERTI.. 16db4f8f000000000012
(1] Pending Requests 19 SSE-0S\IUSR_5S5... - BEGIM CERTL.. 261c3924000000000013
& CI Failed Requests ZEI S3E-0IUSR_55.., - BEGIMN CERTI.., 262bS202000000000019
21 S3E-0IUSR_S55.., - BEGIM CERTI..., 2634cyfz2000000000015
22 S3E-0IUSR_S55.., - BEGIM CERTI.., 2635b00000000000001¢
23 S3E-0IUSR_55... - BEGIMN CERTIL... 28435040000000000017
24 SSE-ORIUSR_55.., - BEGIMN CERTIL... 2az276357000000000018
25 SSE-08IUSR_S5... - BEGIM CERTI..., 3fE3chF7000000000019
26 SSE-03\IUSR_S5... - BEGIM CERTI.., GedbSFEFO00000000014
2? SSE-0FIUSR_55... - BEGIM CERTI... 725b89d500000000001k
28 S3E-0IUSR_55.., - BEGIN CERTIL... 735a587300000000001¢
29 S3E-0IUSR_S55.., - BEGIM CERTI.., 148511c700000000001d
3I:I S3E-0IUSR_S55.., - BEGIN CERTL... 14a7170100000000001¢
31 S3E-0IUSR_55... - BEGIM CERTI... 14fc<4ShS0O0000000001F
32 SSE-ORIUSR_55.., - BEGIM CERTI.., 486ceS0b000000000020
33 SSE-08IUSR_S5... - BEGIM CERTIL... 4catazaal00o00oo00zl
47 SSE-03\IUSR_S5... - BEGIM ZERTI... 1aaS55cSe00000000002F
&3 SSE-0FIUSR_55... - BEGIM CERTI.,. 3f0S845dd00000000003F
(a1} S3E-0IUSR_55.., - BEGIMN CERTI.., 3f619b7e000000000042
82 S3E-0IUSR_S55.., - BEGIN CERTIL... 6313c46300000000005:
96 S3E-0IUSR_S55.., - BEGIN CERTIL... 7c3861e3000000000060
'.:J? S3E-0IUSR_55... - BEGIMN CERTIL... 7ceee3S1000000000061
116 SSE-ORIUSR_55.., - BEGIMN CERTIL... 0a332eal000000000074
1] |

CRL D ERL & 2B

Microsoft CA BHE 71 /7 A% H LT CRL #1ERB L OABRTA2FIE X, kOB T
7,

PKI D& TE
[ 56| |
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Procedure

ATy I

crLofeme 28 [

[Certification Authority] O E[{fi 74>, [Action] > [All Tasks] > [Publish] DJEIZER L F 7,

Publish Request ID | Reguester Mame | Binary Certificate | Serial Mumber |
Refresh by (Local) 15 SSE-08YIUSR_55... ---- BEGIN CERTL... SdaeS3cd00o0oooo
E: Expork Lisk. .. 16 S3E-0#IUSR_55...  --—--- BEGIM CERTI... Sdbil40d3000000001
§ 17 SSE-OAIUSR_S55...  -—--- BEGIM CERTI.., Se2d7clbO00o0ooo
Fropsis 13 SSE-DEVIUSR_S5.., - BEGIN CERTL..  16db4faf00000000C
Help 19 SSE-08\IUSR_S5... - BEGIM CERTI... 261c392400000000
2|:I S3E-08\IUSR_55... - BEGIM CERTI... 262bS20zZ00000000
21 S3E-0IUSR_55.., - BEGIM CERTI.., 2634c7f2000000000
22 S3E-0IUSR_55... - BEGIM CERTI..., 2635b00000000000!
23 S3E-0IUSR_55..,  ----- BEGIM CERTI... 2643304000000000
24 S3E-0#IUSR_55...  --—--- BEGIM CERTI... 2az7e35700000000
25 SSE-OAIUSR_S55...  -—--- BEGIM CERTI..., 3fg8chfrO00000000
26 SSE-08\IUSR_S5... - BEGIM CERTI... 6e4bSFSFO00000000
2? SSE-08\IUSR_S5... - BEGIM CERTI.., 725b&9d300000000
28 S3E-08\IUSR_55... - BEGIM CERTI.., 73%2ag87 300000000
29 S3E-0IUSR_55.., - BEGIM CERTIL... 14851 1700000000
3EI S3E-0IUSR_55... - BEGIM CERTI... 14a7170100000000
31 S3E-0IUSR_55..,  ----- BEGIM CERTI..., 14fc45bS000000000
32 S3E-0#IUSR_55...  --—--- BEGIM CERTI.., 48Aced0b00000000;
33 SSE-OAIUSR_S55...  -—--- BEGIM CERTI... 4catazaalooooooo
4.'-" SSE-08\IUSR_S5... - BEGIM CERTI... 1aaSScSe00oooooo
63 SSE-08\IUSR_S5... - BEGIM CERTI..., 3f0845dd00000000r
66 S3E-08\IUSR_55... - BEGIM CERTI... 3fe19b7e0O000000r
82 S3E-0IUSR_55.., - BEGIM CERTI.., 6313c4a300000000i
96 S3E-0IUSR_55... - BEGIM CERTI... 7c386le3000000001
9? S3E-0IUSR_55..,  ----- BEGIM CERTI... 7coee3Sl00000000i
116 S3E-0#IUSR_55...  --—--- BEGIM CERTI... 0a338ealloo0ooon
1] |
Zonkains operations that can be performed on the object, =

pkinEE [



B creosyon—¢

PKIDEE |

AT w 72 [Certificate Revocation List] A 7 2 7R v 7 AT, [Yes] %7 U v L THHO CRL ZABL

£7,

L
153 Ler

tification Authorit

|J fction  Wiew |J . -I'|| |@

Tree I

B8

@ Certification Autharity (Local)

Aparna Ch
5 Revoked Certificates

I:l Issued Certificates
I:l Pending Requests
i []] Failed Requests

Request ID | Requester Mame | Binary Certificate | Serial Mumber |
15 SSE-OAIUSR_S55...  --—--- BEGIM CERTI.., SdasS53cd00000000000F
16 SSE-08IUSR_S5... - BEGIM CERTI.., Sdb140d3000000000011
17 SSE-08\IUSR_sS5... - BEGIM CERTI.., Se2d7clb000o00o00o] |
15 S3E-08\IUSR_55... - BEGIM CERTI... 16db4f3f000000000012
19 S3E-0IUSR_55...  --—--- BEGIM CERTIL... 261c392400000000001:
2EI S3E-0&IUSR_55.., - BEGIM CERTI.., 262b520200000000001:
21 S3E-0IUSR_55..,  --—--- BEGIM CERTI.., 2634c7fz000000000015
22 S3E-0#IUSR_55..,  --—--- BEGIM CERTI.., 2635b00000000000001:
23 SSE-OAIUSR_S55,.,  --—--- 2648504000000000001°

BEGIM CERTI...

& The last published CRL is skill valid and can be used by clients, Are wou sure you wank to p

Mo

752 e}
75 e
F5: ok

F5;
Edes

P52 [
752 [
5 [T

75 BN
s

al

SSE-08\IUSR_SS...
SSE-08\IUSR_SS...
SSE-08\IUSR_SS...
S3E-08\IUSR_SS. .,
SSE-08\IUSR_SS..,
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS...
SSE-08\IUSR_SS...

BEGIM CERTIL..
BEGIM CERTIL..
BEGIM CERTIL..
BEGIM CERTIL...
BEGIM CERTIL..
BEGIM CERTI...
BEGIM CERTI...
BEGIM CERTI...
BEGIM CERTIL..
BEGIM CERTIL..

14fc45b500000000001F
4586ceB0b000000000021
4catadaaioo0oononoz
15555c5e00000000002f
3f0345dd00000000003f
3f613b7=00000000004:
631 3c46300000000005:
Fr3861e300000000006(
Fobee35100000000006
0a33582a100000000007:

[

CRLOAo>ro—Fk

Microsoft ££> CA @ Web ¥4 25 CRL 24X v v — K35 FEIX, kDO LBV T,

B rroEE



| Pz
cLogyro—r [
Procedure

AT 71 Microsoft Certificate Services ® Web f > % —7 = A5 [Retrieve the CA certificate or certificate
revocation list] #27 UV >~ 27 L, [Next| %27 U v 7 LE7,

Microsoft Cerificate Services - Aparna CA

YWelcome

You use this web site to request a certificate for your web browser, e-mail client, or othe

will be able to securely identify yourself to other people over the web, sign your e-mail n
depending upon the type of certificate you request.

Select atask:

&+ Retrieve the CA certificate or centificate revacation list
' Request a certificate

' Checlk on a pending certificate

pkinEE [
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AT w72 [Download latest certificate revocation list] 27 U v 7 L £7°,

Microsoft Cerificate Services - Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this

It is not necessary to manually install the CA certification path if you request and install a ¢
CA cerification path will be installed for you automatically.

Choose file to download:
A Certificate: (el

T DER encoded or & Ease 64 encoded

Download CA certificate
Download CA certification path
Download latest cerificate revocation list
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AT 73 [File Download] ¥4 72/ ARy 7 AT, [Savel &7 Vv 7 LET,

Microsoft Certificate Services -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

CA certification path will be installed foryoL @

Choose file to download:
A Cerificate. MilCIaar T

T DER encoded or & Ea

Download CA cerdificate
Download CA cerification ¢
Download latest certificate t

Install this CA certification path to allow your computer to trust certificates issued from t

It i5 not necessary to manually install the CA RS

Some files can harm vour computer. [F the file infar
looks suzpicious, or wou do not fully trust the zour
zave thiz file.

File name: certcrl.cil
File type:  Certificate Revocation List
Frorm: 10.76.45.108

Ywould pou like to open the file or zave it to your o

Open | Save Canicel

¥ Always ask before opening thiz type of file

pkinEE [
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ATV T4 [SaveAs| XA TRy 7 AT, IRTGGFT D77 ANLEANTILT, [Save] &7 U 7 LET,

Microsoft Certificate Services -- Aparna CA,

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cedification path to allow your computer to trust certificates issued from this

It is not necessary to manually install the CA ¢

CA certification path will be installed for you & i 4

Save in: I ] testcerts

3

Hiztory
T DER encoded or & Base ri”f

Download CA cerdificate

Download CA certification pa .mi\
Download latest certificate re

Choose file to download:
CA Certificate; (6ol e

documents

File name: Iaparnam.crl

Save as type: IEertificate Revacatis
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AT w75 Microsoft Windows @ type =~ > K& AJJL T, CRL ZF/RL 7,

) f
i HY H
i Ha8CAG ILF 0 iLF BN i A eH FwHBCG
H B 9 ¥ Y DUGQ BAGA ' A
H A Y DU G I jAMH HAoTH H QY DUQG
i g i Y DUGQT i QAERDTF A o RDTH
(0 i : AAAAAAATLXDTALMD Olo
DU O fi b § ;
[ : AAARAAAUEDTALMD i 2PIAAAAAAR
i I i 4MDF AL A b § ; i
RYAAAAAAAgADTA oKy AAAAAAACH !
AN=H AMMA o GF QT AARAAAAOXDTALME [
owDDAKBgMUHRUEfivo BA jAph 5 i 3MD O ODAAMT g
DURBUBAMKRAG RS6=zgAAAAAADE DU T HpH ¥
g 1 1 1 DURBUBAMKEAQ
I I AMDA i b PNARAAAAAPFWE fi4 i
GHMARARAABAXDTALMD oK BGuwARARAAEH [ 1
AMMA o GF ¥ i 48AAAARABI XDTA1MI
i [ OD i bl oo g
: QuMD BaMH § AARARABUXDT A1 MI i ANU o
[ AMDF i bl oo g : QuMD
i i AAAAAABGXDT AL MI 0 p
[ OD fihi) g 1 :
AAAAAABsXDTA1MI 0 DU
ibfigoUhRHHAARAARA g 1 :
DTA1MD 0 p QARARAAR LT 11 fi b
OgLAARAARR g 1 0D [ : pGoRARAAR DTALMD
fIAM1 o DU OT A 7 fibAgo
g ASMI DI : g DT A1 MDkwOT DAAOFo
p i) 4U JAbAg PR § i i
: DTALMD [ i 0o QARAARR
i ) [ 3 3 ) DUHA jBH il RO H OuyRh(
3 HEN HEN AR wDG 0 A HGA D GN 11
0 HmY b8 3 B H b 3
) i, H

Related Topics
AEERGE MR TEDORE (19 =)

CRLD A R— k

CRL % CAIZKHET A R T A RRA v ML AR — T BHFET, kOEEBY T,

Procedure

AFYT1 CRL77A/L% CiscoNX-OS THRA ZADT— 7T vailat’—LET,

Device-1# copy tftp:apranaCA.crl bootflash:aparnaCA.crl
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ATy T2 CRLZFZFELET,

Device-1# configure terminal
Device-1(config)# crypto ca crl request myCA bootflash:aparnaCA.crl
Device-1 (config) #

ATFv T3 CRLONEFEHRZRLET,

Device-1(config)# show crypto ca crl myCA
Trustpoint: myCA
CRL:
Certificate Revocation List (CRL) :
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /emailAddress=admin@yourcompany.com/C=IN/ST=Karnatak
Yourcompany/OU=netstorage/CN=Aparna CA
Last Update: Nov 12 04:36:04 2005 GMT
Next Update: Nov 19 16:56:04 2005 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:27:28:F2:46:83:1B:AC:23:4C:45:4D:8E:C9:18:50:1
1.3.6.1.4.1.311.21.1:

Revoked Certificates:
Serial Number: 611B09A1000000000002
Revocation Date: Aug 16 21:52:19 2005 GMT
Serial Number: 4CDE464E000000000003
Revocation Date: Aug 16 21:52:29 2005 GMT
Serial Number: 4CFC2B42000000000004
Revocation Date: Aug 16 21:52:41 2005 GMT
Serial Number: 6C699EC2000000000005
Revocation Date: Aug 16 21:52:52 2005 GMT
Serial Number: 6CCF7DDC000000000006
Revocation Date: Jun 8 00:12:04 2005 GMT
Serial Number: 70CC4FFF000000000007
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 4D9B1116000000000008
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 52A80230000000000009
Revocation Date: Jun 27 23:47:06 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 5349AD4600000000000A
Revocation Date: Jun 27 23:47:22 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 53BD173C00000000000B
Revocation Date: Jul 4 18:04:01 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Certificate Hold
Serial Number: 591E7ACE00000000000C
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 5D3FD52E00000000000D
Revocation Date: Jun 29 22:07:25 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: 5DAB771300000000000E
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Revocation Date: Jul 14 00:33:56
Serial Number: S5DAE53CD0O0000000000F
Revocation Date: Aug 16 21:53:15
Serial Number: 5DB140D3000000000010
Revocation Date: Aug 16 21:53:15
Serial Number: 5E2D7C1B000000000011
Revocation Date: Jul 6 21:12:10
CRL entry extensions:
X509v3 CRL Reason Code:
Cessation Of Operation

Serial Number: 16DB4F8F000000000012

Revocation Date: Aug 16 21:53:15 2005 GMT

Note

Revocation Date: Aug 16 21:53:15
Serial Number: 261C3924000000000013
Revocation Date: Aug 16 21:53:15
Serial Number: 262B5202000000000014
Revocation Date: Jul 14 00:33:10
Serial Number: 2634C7F2000000000015
Revocation Date: Jul 14 00:32:45
Serial Number: 2635B000000000000016
Revocation Date: Jul 14 00:31:51
Serial Number: 26485040000000000017
Revocation Date: Jul 14 00:32:25
Serial Number: 2A276357000000000018

Serial Number: 3F88CBF7000000000019
Revocation Date: Aug 16 21:53:15
Serial Number: 6E4B5F5F00000000001A
Revocation Date: Aug 16 21:53:15
Serial Number: 725B89D800000000001B
Revocation Date: Aug 16 21:53:15
Serial Number: 735A887800000000001C
Revocation Date: Aug 16 21:53:15
Serial Number: 148511C700000000001D
Revocation Date: Aug 16 21:53:15
Serial Number: 14A7170100000000001E
Revocation Date: Aug 16 21:53:15
Serial Number: 14FC45B500000000001F
Revocation Date: Aug 17 18:30:42
Serial Number: 486CE80B000000000020
Revocation Date: Aug 17 18:30:43
Serial Number: 4CA4A3AA000000000021
Revocation Date: Aug 17 18:30:43
Serial Number: 1AA55C8E00000000002F
Revocation Date: Sep 5 17:07:06
Serial Number: 3F0845DD00000000003F
Revocation Date: Sep 8 20:24:32
Serial Number: 3F619B7E000000000042
Revocation Date: Sep 8 21:40:48
Serial Number: 6313C463000000000052
Revocation Date: Sep 19 17:37:18
Serial Number: 7C3861E3000000000060
Revocation Date: Sep 20 17:52:56
Serial Number: 7C6EE351000000000061
Revocation Date: Sep 20 18:52:30
Serial Number: OA338EA1000000000074
Revocation Date: Nov 12 04:34:42

Signature Algorithm: shalWithRSAEncryption
Ob:cb:dd:43:0a:08:62:1e:80:95:06:6f:4d:ab:0c:d8:8e:32:
44:8e:a7:94:97:af:02:09:a6:9c:14:fd:eb:90:cf:18:c9:96:
29:bb:57:37:d9:1f:d5:bd:4e:9a:4b:18:2pb:00:2f:d2:6e:cl:

1la:9f:1a:49:07:9¢c:58:24:d7:72

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

2005

<—-
2005

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

GMT

caLos>i—+ i

Revoked identity certificate

GMT
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B raicmyzemiEs

BYOEINET AL ADT AT T 4T 45EAE (U 7 A%E 513 0A338EA1000000000074)
DEBIZFERENTVET,

PKI [CE9 % E01EER

Z 2T, PKI 0TI 2 BIMEHICOWTE L £,

PKI DB EE

ESPEREYS T=aTFILRAL L

CiscoNX-OS D7 A A |CiscoNX-OST AL A HA K

VRF 27 4 ¥ =2l —3v3 | [CiscoNexus9000 > U — A NX-OS =% ¥ A h )L—F (7

v RAEATA K]
PKI D1ZEERE
T 24 k

U

ZOMEETYR— FSNDFROBEEELIIEE SNTAREIDH Y FHA, Fo, | —
BEFOFEREDOY RN — MILES L T ERA,

Cisco SUDISFRAEF =t — U FER L1=7/ 1 A REEEA

Cisco NX-OS VU U — & 10.6(2) LA, Cisco Nexus 9000 A1 » F X, Cisco Secure Unique Device
Identifier (SUDID) RERAET = — OMKGEA & B4 2P AR— M LET, ZOHEICEID, X
A v FILSUDIGEAEF = — 2 FR L, 22— =2 5 F 0 ATHANWTEL 2B T
X TS ZAKANHEREINBY 2T L EDHEEZYR—F LET,

SUDISERAEF = —ViIHAZE DR R

ZOWREIX, BHEOFSERIELET

o TN AR AHERS (Device identity verification) : EHIF B L OB E > A7 AL, SUDIE
HETF -V EBAERG L AL Y TFOTAT T 4T 4 ZREETE ET,

e Ny J T RUVAT AEDWHEES : AA v FIE, CLIa~> K& L TSUDIGEFHEF = —
VEBLZEFRTEET, HANTEEMEL TRy 7 R — =M 45 72 D12 JSON
X TRATEET,
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SUDISEBE T = — U HAGE S L USaotEs |

« BHEMEI L OHIHBESTY — 2 72 —@H5R— |k : JSON TD CLIH I . AEHEF = —
VB ORUEE FRO HENERFTHEIC 2 Y . %f@ﬁ§/27A3®ﬁ IMEE S E
j—o

et X 2T A AR—T 4T NTANY—I T —OYR— b BERA VT T
AT TANT VT X ~DT 78 AZFHAIT LRI, T3 ADOEEMENLER BT TF
NWNAATAT T 4T 4 DFEHEZFENLET,

SUDISEFAZEF = — UGS L UER DA

CiscoNX-0SVU U —210.6 (2) 12X V. CiscoNexus 9000 A A v FiLEF 2T REHFT /A X
WA (SUDD iEHEF = — U Z2F R L, T30 AESAERGFHOZL At 4, =
DT ALY, 22— —[TEEHKOCLIZ~Y FEN LU CEHHETF = — L B4 SR
—g—é kf X/I) /?‘%nunﬁi—a—

process_summary

Zo7evRZLY, 22—V —(LSUDIGEHETF =— FHfSE L, A v F CLIZEALTT
INA AERRGEA D BEL B TE £77,

process_workflow
SUDI GiEFH EDHERGER & B4 D7t 22id, KOFIENEGENET

1 a—HF—ZCLI 2N LTAAS v FICT 7 EA L, SUDIGEHIETF = — 2 ZEGT 250, F
TIFFEE SNIZME (nonce) ZAEM L CEAM SINE 2 AT 2 2R Z MG L £ 7

2. AAvFIL, BEX 2T AL —U0 5 SUDLEFAEF = — 0 Z2HE L ET,
3. FUARBESNTWDLEA, AL v FIGEHEF = — L F U AR L TE4 24K

L/\i‘a_(]
4. AA v FiE, BEHEF=— & BUTLHHEAE. BRLEHOENTEALZRRLE
—é—O

5. a—H—iF, FARSNIEMERET A AORIERING L AT A & ORAIHATE £,

TIERFEEHNWER

s ZOMBEIX. MEREFXF 2T RANL—VEEEY - RAERMMTE 7Ty T+ — AT
DHPR—FENFET, LERAN— R 27 03— AR WA, EREITRIH T
FHEA,

« SUDIZEFAETF = — L L BAKEREIZIE. A vTFDa~ry RIAv f v X —T oA ANDG
DHBT 7 EATEET,

s BABART BT, 22— NI EF U ARME T, FURABRBEEIN TV
WEAIE, SFHEF = — U OLDRERINTE T,
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B svoisimiEs - omssEn L B2 0®E

SUDIFEBAEF = — U DIERIFA L EL DFERR

FIE

ATy T

o HMNIIHEVERIME F 721X ISON B CTERTE B720, FEHCTOMER & B EVULEL O 525 nf
REIZ72 0 £97,

o ZOMEREIX. TNA AFRGE, WEAGE. FRXEBREEY — 7 7 o — N REREE A R
LLTWET,

WDa<y REFEHALT, T/35 AD SUDI FEHET =~ — > O AGGEH I KX OB 4 B RE % feiR
LEd,

SUDI iEAEF = — %2 F R L, U AEEH L TELZ4E/L L, BEMEDO7ZDIZ JSON B
TOHNEFRRTEET,

DX AT T, T A > TR SN DHERRGEHAB L OEBAERICT 7 B A L CHERT
DIEERLUET,

Zoawy REHEHL, 2a—YP—EEDF o 2EE2HEH LT, SUDIZFHEF = — L OE4 %
AR LE T (<hex nonce> (X 16 DT L ALFH|TE XX 7))

sh platform security certificate sudi nonce <hex nonce>

switch# sh platform security certificate sudi nonce abcl23
———————————————————————————————————— Node location: SUP
———————————————————————————————————— Nonce: abcl23 Certificate name: Cisco SUDI Root

MIIDITCCAgmgAwWIBAgIJAZozWH]OFsHBMAOGCSgGSIb3DQEBCWUAMCOxDjAMBgNV

BAOTBUNpc2NVMRSwWGQYDVQQDExJDaXNjbyBSb290TENBIDIwOTkwIBCNMTYWODAS ... —-——--- END
CERTIFICATE-—-—- Certificate name: Cisco SUDI CA ----- BEGIN CERTIFICATE-----
MITEZzCCAO+gAwIBAgIJCmMR1UkzYYXxiMAOGCSqGSIb3DQEBCWUAMCOXDIAMBGNY ... -—=-—-= END
CERTIFICATE-—-—- Certificate name: Cisco SUDI ----- BEGIN CERTIFICATE-----
MIID2DCCASCgAWIBAGIKCINIgmUgRgUIPTANBgkghkiGIwOBAQSFADAXMRE8WHQYD ... -—=-—- END

CERTIFICATE----- signature:

T

signature version: 2

SUDIGEETF = — B I ORES T o AMETER S NIZBEA EFRLET, HITE.
J = RO%E, T A, GEAE, B4 BLOEANN—VaryPREaEhET,

J— ROBET, A, GEHETF = —v, BXOEAPHNICRRINET,

ATv T2 ISONFEXROHNEFRLET, BEMESCAZ U 7 M EIFAMNTT AT A EDOREDT=DIT,

ljson-pretty] A7 arv&ma<wr RIBMLET,
i
sh platform security certificate sudi <hex nonce> | json-pretty

switch# sh platform security certificate sudi nonce abcl23 | json-pretty
{ "system-certificates": { "TABLE system-certificates": { "ROW system-certificates": ({
"node-location": "SUP", "nonce": "YWJJMTIz", "certificates": { "TABLE certificate": {

. PKI DERTE
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suDiiEmEF = — v onan s a0z [

"ROW certificate": [ { "name": "Cisco SUDI Root",

}, { "name": "Cisco SUDI CA", "value":
"MIIEZzCCAO+gAWIBAgGIJCmR1UkzYYXxiMAOGCSgGSIb3DOEBCWUAMCOxD]jAMBgNVBAOTBUNpc2NV. . . END
CERTIFICATE----- "}, { "name": "Cisco SUDI", "value":

"MIID2DCCAsSCgAWIBAGIKCINIgmUgRgUJpTANBgkaghkiGO9wOBAQSFADAXMRE8WHQYD. . .END CERTIFICATE----—
} 1} }, "signature":

180

"signature version": "2" } } } }

HEb & HED=DIZ, JSON BT SUDIsFHEF = — v ¢ B4 4L 4, HAIDIE,
J— ROBFT, 7 A (Base64d > a— ) | iEAE, B4, BIXOBAAA—Ta v BEEh
iﬁ—o

JSON N2, /— RO, Ty X, SEAETF =— ', BLOBADBEENT T,
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