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Table 1: MACACL DT 2 A JL k 1IX5 A —4

MACACL D7 7 #+ L FE&TE .

REZRLET,

INTA—4H

TI7AIE

MAC ACL

F7 4L F TIE MAC ACL IZFEE L EH A

ACL /L— /b

T _TOACLIZHEERO /L — /L EH S ET,

=L

MAC ACL @D zEx7E

MAC ACL D 1ERK

MAC ACL Z1EfR L. ZHIC/L— L ZBiNnTE £9,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

7 a—NUERCE— R Bl L £ 7,

ATy T2

mac access-list name

Example:

switch (config)# mac access-list
acl-mac-01
switch (config-mac-acl) #

MAC ACL Z{Ef L C, ACL 2> 7 ¢
Fal—arEB— FE2HBLET,
Notice

B4 F3IvY. expanded, BL W
summary & W) ARNE, VAT AER
DT AV A NI TR, Mk
DFRFE T IMERITH A N AE L D AT hE
MRS DHI-0, 22— —EHKDACLIZ
EINOOAFTIEZHEHLRZNTES
AN

ATvT3

{permit | deny} source destination-protocol

Example:

switch (config-mac-acl)# 100 permit mac
00c0.4£00.0000 0000.00ff.ffff any
0x0806

MAC ACL WIZV— VA2 VERR L £ 7,
permit 2+ > R & deny =~ RIZiX,
T T 4w BT 720D EL D
ERHESNTWET,

MAC ACL DE&FE .
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Command or Action

Purpose

ATvT4

(Optional) statistics per-entry

Example:

switch (config-mac-acl)# statistics
per-entry

Z®D ACL D)L—)L & —FT 537 v b
DT 1 —r Ui TS ADHERET 5
EOITRELET,

ATy Th

(Optional) show mac access-lists name

Example:

switch (config-mac-acl)# show mac
access-lists acl-mac-01

MAC ACL O EEFr~LET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-mac-acl)# copy
running-config startup-config

FlTar T 4 Fal—rarh, AX—
NPy ar7 4 Xal—rgila
[:0_ Lij—o

UDF R— X ) MAC ACL D& FE

Cisco Nexus9300 > J — R 2 A v F D UDF X—ADMACT 7 A U AL~ (ACL) #HZETX
9, ZOBRBICKY, TS R F2—VERT +—/L K (UDF) THREL, —EHT25/7 v
% MAC ACL |[ZEH X £,

CiscoNX-0S U U —2%9.3(3) LAF&, CiscoNexus 9364C-GX, CiscoNexus 9316D-GX, 3 J O Cisco
Nexus 93600CD-GX A4 v F TCUDFX—ZAMACTZ7tEA URXK (ACL) 2R ETXE T,

FIE

ARV RFEREETO 3y

El:)

ATy T

configure terminal

1

switch# configure terminal
switch (config) #

Ja—nRN) a7 4 FX¥al— g
E— FEBBLET

ATy T2
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udf udf-name offset-base offset length
i

switch (config)# udf pktoffl0
packet-start 10 2

WKDEH5IZUDF #EFZELET,

« udf-name : UDF O4iTAfEE L £
T, AENZITRRK 16 TFORHT
EAITEET,

« offset-base : UDF 47t v k X—

A % {packet-start} ® X 9 IR TE
LET,
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aAv U RFERET7TIVaY B#)
ATy b AT Y hR=A7
BAA M ATEY FOBEEEL
i—g—o

RS ATy MBS FOHK
FHRELET, 1 £F2 .4k
DIHMWYHR—PEINTWHET, B
MDA MZ—FHSEDH72DIT

1. B> UDF Z &84 2 MEEN
HoEJ,

BEHOUDF# EETEET2, VA
TR UDF DA TEFRT D 2 & 2 H#ELE

LEY,
RXF w73 |hardwareaccesslisttcamregioning-ifacl | [Pv4 & 7213 IPv6 45— b ACLIZ# 5
qualify {udf udf-name } % ing-ifacl TCAM U —< = | UDF %
15“ : 7& V%Lij—o

switch (config) # hardware access-1list H’%j( 18 ﬂﬁ]@ UDF 23U R— k éﬂi

tcam region ing-ifacl qualify udf
pktoffl0 TO

G¥)

UDF &ffi -8 &b &, TCAM
U— g AT v T VIED SRS
RKLUET, +0REEAI—2AN1NHD
ZEEERL T TESN, FNLSo
BEZoa~xy RidESTInET, &
FIGA, REEAOU —Y a3 b
TCAM ARX— AN Y £ DT, ZD
a~w2 REHADLET, FEMizo0
Tix. TACLTCAM UV — 3> HA
ADORE)] BB LTSN,

GE)
Zoa<wr Ko no Uk, UDF %
TCAM Y — g bV EEL, U —
CarkVUINUBICRLET,

ATwv 74 | WZE: copy running-configstartup-config| V 7' — F B L VY A ¥ — FFICFE T2
V74 FXalb—valrEAY—F T v

i - ) )
i tch (config) # . o TJarZ74¥alb—varilar—L
switch (config copy running-config . =
startup-config <. %E%fﬁ%fﬁ:gﬂ;{%ﬁ Lijﬁo
AT TS5 | WH: reload TARAARY B— RENET,
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1 :

switch(config)# reload

GE)
UDF # €% copy running-config
startup-config+reload # A7) L7=#% D
HEIINTR D £7,

ATvT6

mac access-list udf-acl

51

switch(config)# mac access-1list udfacl
switch (config-acl) #

MACT7T Z7®A a>ha—L X

(ACL) #1ERkL T, MACACL ==
T4 FXal—arE— REEEBLE
j—O

ATy T1

per mit mac source destination udf
udf-name value mask

1 -

switch (config-acl)# permit mac any
any udf pktoffl0 0x1234 Oxffff

MAC ACL % #%7E LT, s 37 » k
74— )L RIZOWTCHEDT 7R 2
Yhfue—x=> hU (ACE) &ff#T
UDF C—EH S LHICREL T
F12) ., EE~R7 OFEOHFAIL
0x0~0xFFFF T,

v IVACLIX, UDFRH LA &7
WO L, ACEEHTHZ &
NTEET, FACEIIT T2 H%A
HUDF 7 4 — /L RRHB M, T3TD
ACE % UDF ORI LV A MZ—FH X #
HZEMWTEET,

ATvT8

interface port-channel channel-number

) -

switch(config)# interface port-channel
5
switch (config-if)#

LAY 2DR—F Fy R/ A Z—
Tz ADA U H—T 2 AT 4
XFal—ag L E— ReBBLET,

ATvT9

mac port access-group udf-access-list

1 -

switch(config-if)# mac port
access—-group udf-acl-01

UDF X—ZMACACL %A v #—7 =
A AZ#EHALET,

ATy 710

(f£&) copy running-config
startup-config

&1

switch (config)# copy running-config
startup-config

FElTar 74 Xal—TarEk, A
H— K Ty a7 4 Xal—av
IZae—LET,

MACACL DZEH

MAC ACL Z 7 /34 A bLHIBRTE £,
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Before you begin

MACACL BERE SN TWNDA X —T = A A%HTITIL, showmacaccesslists 2~ 2 K%,
summary ¥ —7 — RZEE L TEITLET,

Procedure

macacLozE i

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (confiqg) #

Jua—r Ui E— K2R L F7,

ATy T2

mac access-list name

Example:

switch (config)# mac access-list
acl-mac-01
switch (config-mac-acl) #

LETTHEELZACLDO ACL 2> 7 4
Xal—ay F— REBEBLEST,

ATvT3

(Optional) [sequence-number] {permit |
deny} source destination-protocol

Example:

switch(config-mac-acl) # 100 permit mac
00c0.4£00.0000 0000.00ff.ffff any
0x0806

MAC ACL Wi V— Va2 ERR L5,

= U AF G EEET DL, ACLIN
DL—VENMIBEZEETCEET, V—
AR EERELRVE, — X
ACL OKREITBEMEnET,

permit =~ > N & deny =~ > NIZI,

T T 4w BT 2720 DEL DF
ENHESNTWET,

ATvT4

(Optional) no {sequence-number | {per mit
| deny} source destination-protocol }

Example:

switch(config-mac-acl)# no 80

¥eE LT-L—/L % MACACL > S IR L
i—a‘o

permit =< > K & deny =~ 2 NI,
N7 47 @RI D0 D% L DFF
EPHESNTVET,

ATy Th

(Optional) [no] statistics per-entry

Example:

switch (config-mac-acl)# statistics
per-entry

Z® ACL D/L—)L & —F$ 2537 v |k
DT =I5 T A ADHERFT S
EIHERELET,
noAd7>arifdse, 742
L% D ACL O 7 1 — )V OHER: %
=ik L Ed,

ATvT6

(Optional) show mac access-lists name

Example:

switch (config-mac-acl)# show mac
access-lists acl-mac-01

MAC ACL OB ExE R LET,

MAC ACL DE&FE .
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Command or Action

Purpose

ATy T17

(Optional) copy running-config
startup-config
Example:

switch (config-mac-acl)# copy
running-config startup-config

FlTar 7 4 Fal—rarh, AX—
Ny ar7 4 Xal—rgila
[:0_ Lij—o

MACACLND > — 7 D ABENDER

MACACLIND/L— AT BT R T — 7 o AR R ERETxFE S, ACLIZL—L%
AT DVENHDLGAET, V=TV ABFBRARELTWND & &3, HEY LTI D EFEHT

j"o

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥alb— g
E— FEBBLET

ATy T2

resequence mac access-list name
starting-sequence-number increment
Example:

switch (config)# resequence mac
access-1list acl-mac-01 100 10

ACL WIZFREIR & TV D — iz —
v A AT £97, starting-sequence
number (ZF5E LIz v —7 v A 50
WON— T DIVET, %D
=W, ERIOL—L LY HREWN
FEDFTONET, FHoOMRIL. 5
ELEHEZICL o TIRFED 9,

ATvT3

(Optional) show mac access-lists name

Example:

switch(config)# show mac access-lists
acl-mac-01

MAC ACL O EEFr~LET,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

Fifrar 74Xl —rarr, AX—
Ny a7 ¥alb—vgila
I:O— Liﬂ_o

MAC ACL O &lIf&

MAC ACL 25 /3 AMLHIBRTE £97,
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Procedure

#—racL & Lo macacL oEs ]

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—UERE— &R L ET,

ATvT2

Nno mac access-list name

Example:

switch (config)# no mac access-list
acl-mac-01
switch (config) #

A ETTHEE L7 MAC ACL #%#f7=
T4 X2l —arnbyllLET,

ATvT3

(Optional) show mac access-lists name
summary
Example:

switch (config)# show mac access-lists
acl-mac-01 summary

MACACL D% E &+~ LE7, ACLA
AV H—T oA AT EFEEAINT
WAEARIE, A v X —T 2 A ANRERS
nET,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

FETar I 4 Fal—ark, AX—
Ty a7 40Xl — a0l
vE—LEd,

7R— k ACL & L T MAC ACL 03 F
MAC ACL #"— F ACL & LT, ROWVWTNDDA v H—T x4 XA XA TITHHATEET,
AT 2L YRy A HE—T = R

LAY 2AR—FFx RV A HX—T AR

Procedure

Before you begin

WHT 2 ACL WIFEL, MBERFETIN I T4 v 787 4N E V) TTDHILITHEINT
WAZ EERERLET,

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—r iR — K2R L E7,

MAC ACL DE&FE .
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Command or Action Purpose

ATy T2 |\ kOWNTFNLDavwy REATLET, e LAV2FELIZILAYIDA L H—
T AT 4 Fal—Tay

* interface ethernet slot/port

« interface port-channel T RFERBLET,
channel-number CLA Y 2 EIE LA Y 3 OH— b
Example: FYRN A H—T oA ADA
switch (config)# interface ethernet 2/1 2 —7 :E/]) AarT7 4 ﬁ?\‘ﬂ- L—y3
switch(config-if) # v E— ]\%gﬂﬁé\ Li‘@—o
Example:

switch(config)# interface port-channel
5
switch(config-if) #

R T 73| mac port access-group access-list MACACL%Z A 4 —7 = A AT L
Example: E30

switch(config-if)# mac port
access-group acl-01

R Fw 7 4 |(Optional) show running-configaclmgr |ACL & ExF R LET,

Example:
switch(config-if)# show running-config
aclmgr
R F 75| (Optional) copy running-config FFar 74 X¥al—a Lk, AX—
star tup-config T w7 a7 X2l — g 020
Example: E—LET,

switch (config-if)# copy running-config]
startup-config

MAC ACL @ VACL & L T F

MACACL # VACL & L CHEATx £7,
MAC /N7y R 3ED A4 r— T ILIE E = I1XESHE
LAY2A X =T 2 A AZH LTMAC N7y N E B E I3 ENCEE TE 97,

1R BHHIIZ
AV E—T a2 A A%, LAX2A L EZ—T oA AL LTHRETALERHY 1,

. MAC ACL DE&FE
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\)

(GE) A ¥—7=A A ipport access-group =~ > RKE 7% ipv6 port traffic-filter =~ > K%
LTHESNTWAEAIE, A v F—T A A a7 4 X2 L—3 3 )5 ipport access-group
a2 RE X Wipve port trafficfilter 2~ REZHIBRLZRWRY . MAC /X7 v hy¥EEH %)
IZTEEEA,

Fig
ARV REEEFET7OV3 Y B

X w 71 | configureterminal Jua—r" U RERE— REBB L ET,
1
switch# configure terminal
switch (config) #

ATy T2 RONTNADOa~vy REANLET, s f—H Ry b A HF—TxARIT

« interface ethernet slot/port ’L‘TLT4):/&‘—7:E4:X 3\174’
« interface port-channel Fal—arET-Fefnl %
channel-number EE
1 e IR—MNF¥RFNL A H—T A A
switch(config)# interface ethernet 2/1 DA HE—=T A A AT 4 X
switch (config-if) # L—y g B— REftE L £,
i -
switch(config)# interface port-channel
5
switch (config-if) #

Z 5w 7 3| [no] mac packet-classify A H—T x4 ADMAC /7 v R3HE
i - A LES, noA 7 v a v afif
switch (config-if) # mac packet-classify] ‘é‘é CE N 4’ ‘//5:47 :\:4’ AP MAC 7~

7y NFENENZ 0 £,

ATy 4| (EE) kOoVWTFhhroa~r FaA e A=V Iy N AL HF—=T = A AD
SILES, FTar 74X al—3 g L EFR

« show running-config interface LET
ethernetslgt/port N R F R AT oA R
+ show running-config interface DFEIFAL T 4 Fa L—ta LB
port-channel channel-number _
RLET,
1
switch (config-if)# show running-config]
interface ethernet 2/1
1
switch (config-if)# show running-confid]
interface port-channel 5

MAC ACL DE&FE .
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ARV RFEREET7TOVa Y ]3]

AT 75| (f£E&) copy running-config FTar74¥al—vark, AX—
startup-config Ty ar74Fal—arila
15'] Eb‘bij‘o
switch (config-if)# copy running-configd]
startup-config

SUP JL—/LIZxt9 % MAC ACL )L— )L D& S B RL{F T D F

CiscoNX-0OS U U — % 10.4(1)F A& Ti%., MACACL TH LWACE ¥—U—F (all) RH¥H—
FENTWET, ZAUTEY . [AUEMAET—ET 5o SUPACL/L—/L LD H ACL/L—/LD
EESEIENT S E2v 0 . 0 (i) 12720 £9,

FE
ARV RFEEETIVa Y B
R 71 |configureterminal Ja— R — REBE LET,
1 -
switch# configure terminal
AT v 7 2 | mac access-list name MACACL % {Ef% L C. ACL#&RE— F
- B L E 3, names | $id 64 3L LI

THELET,

switch (config)# mac access-1list
acl-mac-01
switch (config-acl) #

R 7 3 | {permit | deny} sourcedestination-protocol | SUP /L — L J ¥ ¢ MAC ACL L —/L %
al T % all ¥—U— FEMALT,
Bl - MAC ACL [Z/V—/LZ B L £,

switch (config-mac-acl)# 100 permit
00c0.4£f00.0000 0000.00ff.ffff any all

ATy T | ROVWTUIDavr REANLET, [BELEA v F—T oA A XL T D=

« interface ether net slot/port Y74 Fab—Yary B FERinL

« interface port-channel ER
channel-number

1

switch(config) # interface ethernet 2/3
switch(config-if) #

R 5w 75 | mac port access-group access-listin MACACL #A v H—T7 = A AFE 71X
il - A—F FyrxMZ@EHLET, R—F
ACL TlI, /1> RN R 74 0&1)

switch(config-if)# mac port

access-group acl-mac-01 in 77L:07L75Hj‘ﬂ‘\°~ k éﬂf‘/‘ijﬂo 120

. MAC ACL DE&FE
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ARV RFEEETIIa Y BRI
A B —=T A A2 1 2DKR— bk ACL
A CTEFET,

ATy 76| ({EE) showrunning-configacmgr |ACL O%EEFRLET,

i
switch(config-if)# show running-config
aclmgr

ATFv 1| (&) copy running-config FTar74¥al—vark, AX—
startup-config Ny 7 arvrz4Fal—vavila
15“ . EO_ngjﬂo

switch (config-if)# copy running-configd]
startup-config

MAC ACL D&% E DR

MAC ACL R EFH A2 XRT DITIL, KOWTNHOIEEERITLET,

avw vk i)

show mac access-lists MAC ACL OFEE R LET,

show running-config MAC ACL BXU'MACACL Nl &ND A v H—T = A A%EH
aclmgr [all] T, ACL DREZ#F T LET,

Note

Toawr Rt Efrar 74 FXal—a roa—PRiE ACL
ERALET, dlF7va 2l T5E, Efrar7 s ¥ab—
TarD7T 74N (CoPPREE) &2 —FERIZE D ACL Ol

FNFEREINET,
show startup-config ACLOAZ— T v a7 4X¥al—rgr2FILET,
aclmgr [all] Not

ote

Zpa<wyRE, A= T v ar7 4 Falb—rarDa—
PHREACLAZERLET, aldA 7 a2 ifl+sL, AX—F
Tl ar74Xal—varDF 7405 (COPPRE) &a—
PEFRIZE D ACL Ol FNFRINET,

MAC ACL DE&FE .
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MAC ACL D#ETEHRODE=R )T &EHD )T

MAC ACL OFEFHEROE =X 72137 VU T 21T HI2E, ROFIRT a~<wr ROoWTng

AL ET,
avy kR B#)
show mac access-lists MACACL D% E# s LE T, MACACL | Satisticsper-entry

o<y RREENTWDEAIL, showmacaccessliss 2~ N
O, ZL—ve =Ly hOBREENET,

clear mac access-list counters | MAC ACL OffiEtE#% 27 U 7 L £,

MAC ACL 05 E 51

KIZ, acl-mac-01 &9 4RO MAC ACL #Epk L. Zina A —VHry b A F—T AR
21 (b AX¥2A4 0 H—TxAR) CHEATIHEZRLET,
mac access-list acl-mac-01

permit 00c0.4£00.0000 0000.00ff.ffff any 0x0806

interface ethernet 2/1
mac port access-group acl-mac-01

MAC ACL (ZB89 % EMN1EER

BEEEHR
ESPEREYS T=aTFILBRA ML

TAP 7 7'V %—< = | [Configuring TAP Aggregation and MPLS Stripping]

. MAC ACL DE&FE
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