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H—F) AH 7 ACLIZ, NX-OSACLCLI #fH LT, FEHBIO7a b 2S%/L R— b
LtoEET ) r—va B RE#ELET, H-OACLZ#RETH I LT, NX-08 L4
DEBT SV r—a U ERETEAVNERDH Y F7,

=V AL 7 ACL X, 2—HF—DFHN ALZEEL, ACL 23 mgmt0 A > ¥ —7 = A A
WEM EN 5 & & iptable = N 2 HEBNIC T 0 7T AT 5aR—R2 T,

LRI, —x)v A% v 7 ACL ¥ 26 T1,

swtich# conf t

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# ip access-list kacll

switch (config-acl)# statistics per-entry

switch (config-acl)# 10 deny tcp any any eq 443

switch (config-acl)# 20 permit ip any any

switch (config-acl) # end

switch#

switch (config-if

( interface mgmtO
switch (config-if

(

(

ip access-group acll in
switch (config-if ipv6e traffic-filter aclé in

switch (config-if

H= H F 3

switch# sh ip access-lists kacll

IP access list kacll

statistics per-entry

10 deny tcp any any eq 443 [match=136]
20 permit ip any any [match=44952]
switch (config) #

PAFIE, #ERIZ IS Wz iptables = R U D —R)V AH¥ 7 7 4 Vv HZ Y T TH,

bash-4.4# ip netns exec management iptables -L -n -v --line-numbers
Chain INPUT (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination

1 9 576 DROP tcp -- * * 0.0.0.0/0 0.0.0.0/0 tcp dpt:443
2 0 0 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0
30 0 DROP all —— * * 0.0.0.0/0 0.0.0.0/0

Chain FORWARD (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination
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getrsme acL [l

Chain OUTPUT (policy ACCEPT 0 packets, 0 bytes)
num pkts bytes target prot opt in out source destination
bash-4.4#

=N AZ 7 ACL ¥7R— hOHIRITIRD &1 T,

« ZOMREIE, mgmt0Af X —T = A ATOHYR—FSh, oA R R 2 —T =
AATIEFYR—FSNEEA,

cACL=> KU ® 520 % 7L (protocol, source-ip, destination-ip, source-port, 33 &
destination-port) |, iptables (7' 1277 LI TWET, ACL=> bV TSN 55D
DA 7 a vidiptables TR T T AINTELT, Z0O LI BRGEITEE D syslog & A
n—LE7,

7Lz, [#E&. 3o ACL A7 3 idkstack TIIHAR— FENTWER A, 55
I —IVDIBA A N—LENET, |

« TNA A 2—W =R A K bash 77 B AL FF > TV D %G, = — P —1LFH) T iptables
EREHCTEXET, ZOFEHLY, v s T AZH TS iptable L— /LM 3 2 FIHENE
B0 ET,

s RAE S 4D ACE O REIL, IPvd N T 7 4 v 7 OFAEIX 100, IPv6 T 7 1 v 7 OEE
IIMATESBIZI00TT, ZOAr— AU EZREATHE, ZANV—Ty MIEBEL 52 5
AREMERH D F 9,

#atiEER & ACL

ZDF A AL IPv4, IPv6, 3L TUIMAC @ ACL IZF%E L7245 — LD 7 — Ui gk a5
FBCEXFET, 1 2DACLBEED A VX —7 = A AZWA SN A %A, V—L#festicix, o
ACLWEH IND TR COA v H—T oA AL —FT 5 (v bT5) 7y bORFHENDHE
FBanxd,

N\

Note (> % —7 > RL~LD ACL FEFHITHFE—FINTOERAL

RETDACL Z &2, 0 ACL OMFHERE T A APHERF T 20 E I 0 EfRETE 7,
TIUWCED, ACLIZKD NI 7 4 w7 T4 F ) U TRLENE S NG L TACLHFHOA
V. A TEBETEET, £, ACLRED N7 TNy a—T 4 TICHHELLET,
T34 AITIX ACL ORFBRL— LV OFEHEBITHERF SN EF A, 72 & 2IE, T3 TD IPv4 ACL
DRI HHEE O denyipanyany L—/L & =T 537w DT 7 2 MIT A ZTHERF S
IWEE A, BEEL— L OREHEREMERFT 25613, WROL— /L EE UL —/LZ457E L7- ACL
EURIICERET D HERH D £97,
Related Topics

IP ACL OFEGHERDOE=H2 V7 L7 U T (79 —)

IP ACL 35 XU MAC ACL ORFERL—/L (5 _—2)
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B romicacLo7 v 77—+

Atomic ACLD 7 v 75—k

77 L hTl&, CiscoNexus 9000 2 U —AD T /A ZAD A —/8—=_4f Y £ 2—/L T, ACL
DERZ O ETY 2—/VIT v 77— b DL, Atomic ACL DT v 7’75 — haS4TLE
T, Atomic 7 v T — R TlE, Ty 7T —FENDACLBEHEND bT 7 ¢4 v 7 il
HHERHY EHA, LML, Atomic 7 v 7T — K Tlid, ACLDOT v 77— N &% TS
/O EY 2 —MZ, BfRT 5 ACL DEEFOT X TCO L MIICIA T, 7Ty 77— h3iiz
mmmxh)%%f#é@ a7 ) Y —ARH D ENRMETT, Ty ST — Fa¥MfThihvke
%, Ty 7T — MUERINEY Y —REFRKENET, VO EY 2 — M7 Y Y — AR
RVGAIE, TR ANL T T — A vt —URHENhER, 2010 Y 2—/iZxd 5 ACL
DT v 7T — MIRBLET,

/O &Y = —/VIZ Atomic 7 v 7T — MIMLER Y VY — AN WIEATL, nohardwareaccess-list
updateatomic =~ > FZfEH LT Atomic 7 v 77— haT 4 =T MITHZ ENTEET

N, TANAZATHEEDOACLZHIBRL T, 7Ty 75— SN ACL ZEHAT 5121, 2D 0l
IR0 £4, ACLREHAIND NI 74w 2Fk, T740V TRy rEnEd,

ACL 73§LFH SINDTRXTONT 7 4w 7 ZFAIL, FRICIE Atomic 7 v 77— &5 T 5
\Z9 5 121%, hardware access-list update default-result permit =~ > R&2#H L T 72 &

I/\O

WROBITIX, ACLIZXT 2 Atomic 7 v 77— b T 4 B—T7 MZT 5 EE R LET,

switch# config t
switch (config) # no hardware access-list update atomic

WOFITIL, FE Atomic ACL 7 v 75— ORI, BT D N7 7 4 v a3 5 HikEmR
L/iﬁ‘o

switch# config t
switch (config) # hardware access-list update default-result permit

WOFITIL, Atomic 7 v 77— M HFRUITES HiEEZRLET,

switch# config t
switch (config)# no hardware access-list update default-result permit
switch (config)# hardware access-list update atomic

IP ACL [Z%t 3 % Session Manager ®H7R—

Session Manager (% IP ACL 33 X O MAC ACL D% €& VAR — kL TWET, ZOMEEZ M HT
HE, ACLORREZMNT, TOHREICKELIND Y Y —APFHAETHLNE D g,
VY —2R&%EfTary 7 4 F¥al—giialy MTARNCHERTE £,

ACLTCAM 'J—2 3 >

/n— K17 =7 ® ACL Ternary Content Addressable Memory (TCAM) U — a3 > DA X&EH
TEET,
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accteam y—>a> i

Cisco Nexus 9300 35 LT 9500 > U — X A A »FTid, 1)1 TCAM A XX 1K T, 4 DD 256
T MU pEIE L ET, Mo Cisco Nexus 9300 B L9500 vV — & 2 A v FTlE, AJJ

TCAM H A Z(F 4K T, 8 DD 256 AT A AL 4 DD 512 AT A AIpEIESNET, AT AR
IFEID Y TOHMTT, 1 DDARATARAEZEN B TLZIENTEDLDEF I DDOY —Va 2T
T, e xiE, P A ABS12DRATA RAEMEH LT, A4 ZANRENEI 256 D2 DDOHEHE

RETDHI LIXTEEHA, FERIZ, 2564 XADRATA REFEH LT, A ANRZENZEI128
D2ODEREZRET HZ LT TEE A, IPATCAM U —2 3 Iy v ZUIETY, IPv6,
QoS. MAC, CoPP, BIWV AT ATCAM U — 3 LI X T VIET, MEETCAM =2 VU %
2EHE LET, e 2E, A X256 DimBl ) — v a > = b U BNEBITHE T 5L TCAM
> hUIX512 T,

IPv6, 7"— k ACL., VLAN ACL, B X O/L—#% ACLZ/ERLTX. QoS ® IPv6 & MAC 7 KL
AZMWMAETEET, 72721, CiscoNX-0O8 TIIT X CEFIFICYAR— 52 L3 TEEH

Mo Ipv6, MAC, BIORZDMALD TCAM U — 3 » 24802 d 512i%. BEFD TCAM

V—Yay (TCAM —Er 7)) OV A XZHIBREIFHET A2 ERH Y £7, 3TD
TCAM V —¥ 3 VORREaA~ Y RTIEL, #iic T % TCAM ISHAAT Z LN TE D0 &7
fliLET, TEXRWEAIZ, =7 —2@®EL, a~vr N3ER SN ET, BEFD TCAM U —
TarOY A REHIBREZITHENEL T, STLWEEDOZD D AR—ZXEZHERT HLENRH D F
7

N9K-X9636C-RX Tli%. PACL 234 & TCAM V —2 a3 U 2 A4 556, WNEF TCAM i ifacl
22K 2T AH0ERH Y . A RACL-IPv4 13K 2044 2l Tx £, H /1 PACL Mg
TCAM V—v a v EFEHT5E8F,. BNo4->0=> 8 RLETT,

ACLTCAM UV —Y a v H A XX, WOEEFHEFHNFELIDY £,

« BE{700 TCAM U —< 2 > T RACL ¥ 721% PACL % 1 32— 7 /(b3 5I2I1%, 12,288 ##x
HTCAM Y —V a U E2S5EITHHLENSY FT,

*VACLY =V a VERTETHHEIE. ANMBLOEAFBOME S THERCY A ANHRE SN
F9, V—Va v g ARWNT DO FHICRIE CERWVERTEITIES SN ET,
« RACL v6, CoPP, BLO=/LFF v X F®D TCAM VA RIxF 7 /v METT, LLTFD

ClscoNexus9504ioJ:U\ClscoNexus9508 FAH—FRTE, Ve—FHZIA4> —FK
FEENEALZNL I, ZNHD TCAM A X B a ST 208 RN H D £7,

* N9K-X96136YC-R
* N9K-X9636C-RX
* N9K-X9636Q-R

* N9K-X9636C-R

o 177 RACL W 4K ##8 2 534, TCAM B —E» V#H/ETIE. AJTRACL (RACL) + Hi
71 RACL (e-racl) O/ F% 20480 1T A MLERH Y £9°, RO TCAM I — B> 7 OH %
SR LT EE,

hardware access-list tcam region ifacl 0
hardware access-list tcam region ipv6-ifacl 0
hardware access-list tcam region mac-ifacl 0
hardware access-list tcam region racl 0O
hardware access-list tcam region ipvé6-racl 0

IP ACL D& 5k .
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hardware access-list tcam region span 0O
hardware access-list tcam region redirect v4 0
hardware access-list tcam region redirect v6 0
hardware access-list tcam region e-racl 20480

 IPv6 RACL [ IPv6 IFCAL CE 0 BIIZBE TE 9, Z4id, NIK-X96136YC-R,
NIK-X9636C-R, NIK-X9636Q-R. + L UNIK-X9636C-RX 7 A > /71— K% ## L 7= Cisco
Nexus N9K-C9508 5 L TF N9K-C9504 (i &4,

« N9K-X9636C-R 1 L TN NIK-X9636Q-R 7 A > 1— RiL, K 12KDTCAM V —Y 3 > ¥
AR R—FLET, LVRKREREAEZHFTLTH, TCAM U — 9 03 RKITRES
WET,

* N9K-X96136YC-R 35 L TNNIK-X9636C-R 71 > 71— Fid, 2K DHF/JRACL ZHAHR— kL
£

* NOK-X9636C-RX 74 > #— RNiE, 2K %25 TCAM U —2 a3 %A X&HhR—HL
F9, RACLIPV4TCAM U — 2 % 100K IZRE LT E XD TCAMY —Y 3 O A X
1%, N9K-X9636C-R 35 L TU'NIK-X9636Q-R 7 1 > 71— RDLAIEL 12K 12, NIK-X9636C-RX
TA Y = ROLEGHEIZ 100K IZRESNET (OTXTHO TCAM J— 3 UNIEE S
NTEY, NIK-X9636C-R B L TUINIK-X9636Q-R 7 1 > H— FHIZ 12K IZx it B 7207
DAR—=ARHBHZ EaFMELET)

* CiscoNX-OS U U —210.2 (2) FLLFE, NIK-X9636C-R 35 L TYNIK-X9636Q-R 7 A > /1 —
Rix, & K20K D TCAM YV —Y g v A4 XY R—bLET, LD R&BREEHELLT
H, TCAM V— 3 T 20K ICHRESNE T,

¢ N9K-X9636C-RX T A > H— R TlL. NE TCAM Iz T, 128K DO#E TCAM 2 {# AT
=FET,

« U u— FENZRFED lingracl] ¥ —3 3 > O TCAM IR 50% 22 5L, Yr—F
RICET v 77 L= FEOAL v FEIRIC BN 22 7R DR B 0 F 4,

WDOFRIZ, FFEOHREEEZIMESEDT-OIERETAMNERHD ) —VaredtdEd, V—
Var A XL, FFEOHEED A — VEHAIZE SN CEIRT AMLERH Y F7,
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R 2:ACLTCAM ') —> 3 U T L DHEE

accteam y—>a> i

HEER y—304%
A— K ACL ifacl ; IPv4"d~— FACLH

ifacl-udf : IPv4 i"— ~ ACL @ UDF H

ing-ifacl : AJjIPv4, IPv6, K5I O
MAC #~— ~ ACL f

ing-ifacl : AJJ IPv4, 1Pv6, MAC
A— K ACL., BLOMAC F— |k
ACL @ UDF H

ipv6-ifacl : IPv6 7" — k ACL H
mac-ifacl : MAC ;"— ~ ACL H

A=k QoS (LA ¥ 2HR—FEIFTHR—F F¥ R
WHENS QoS HEARY v —)

-
-

qos. qos-lite, rp-qos. rp-qos-lite,
ns-qos, e-qos, x7z1X e-qos-lite : IPv4
Ny Moy s

ing-12-qos : AJjLA ¥ 2,37y hD
A

ipv6-qos. rp-ipv6-qos. ns-ipv6-qos.
F721% e-ipv6-qos : IPV6 /37 R4y
FEH

mac-qos, rp-mac-qos, Nns-mac-qos. =
721% e-mac-qos : FEIP X7 v M3 E
H

GE)
Cisco Nexus 9300 > — X A A v T
DAGHR— F THHT DMERDH D
774y 7 OEEIX, qos U —
¥ a v Exi T D ns- * qos FEIK & 4y
BT 50 RZHY ET,

VACL

vacl : IPv4 /X7 v N H
ipv6-vacl : IPv6 /37 > ~ H
Mac-vacl : FEIP /N7~ M

IP ACL D& 5k .
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y—o3 v

VLAN QoS (VLAN (Zi#f S415 QoS #3¥EHR U v —)

vqos F 721 ns-vqos : IPv4 /37 > |
D5yFEH

ipv6-vqos &% 7213 ns-ipv6-vqos : IPv6
Ny h O

ing-13-vlan-qos : AJJ LA ¥ 3,
VLAN. 3 X TESVIQoS /%% v ko
57

S

mac-vqos or ns-mac-vqos : FEIP /37 v
~D5FEM

GE)

Cisco Nexus 9300 > J — X A A v
DA0G AN — P THEHT LBENDH D
T 7 4 w7 DAL, qos fEIK &
KT 5 ns- * qos FEI & 3 El T 5

EnRbD £,

RACL

egr-racl : {1177 IPv4 33 L UM IPv6 RACL
!

e-racl : HiJ) IPv4 RACL H
e-ipv6-racl : 117) IPv6 RACL H

igr-racl : AJJ1Pv4 35 X OVNIPv6 RACL
M

racl : IPv4 RACL D355

racl-lite : TPv4 RACLH

racl-udf : IPv4 RACL =@ UDF H
ipv6-racl : IPv6 RACL O%4&

LA¥3QoS (LAY 3AR—MEITA—F FrxriL
W &4 D QoS HEA Y v—)

L3qos. 13qos-lite, ZF 7213 ns-13qos :
IPv4 737 b D53

Ipv6-13qos F 7213 ns-ipv6-13qos : IPv6
Ny NS ¥R

G
Cisco Nexus 9300 > — X & A wF
D40G AN — b THHT DMENDH D
T 7 4 w7 OEEIL, qos fEIK &
X9 % ns-* qos TEHIK A 43I T 5
ERHY £T,
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accteam y—>a> i

HaE

iy

y—o3 v

VLAN ZEETLE 71X VLAN 7 ¢ /L' Z SPAN (Cisco Nexus
9500 £721% 9300 >V — X 2 A v FH)

40G 7" — b @ Rx SPAN (Cisco Nexus 9300 U — X &
A F D)

span

SPAN 7 4 V&%

Ifacl: L' A4 ¥ 2 (RA vF FR—}K)
EETA v Z—T = A ATDIPv4
T4 I DT 4K T,

ifacl-udf : IPv4 &8— ~ ACL ® UDF H

Ipvé-ifacl : LA ¥ 2 (AA »F FK—
K EETLAH—T = A ATD
IPV6 T 7 4 DT 4 E ) T
%O

Mac-ifacl : VA4 V¥ 2 (AA v F KR—
K EETLA v H—T =2 ATDOL
AVY2 LT T4 DT 4 NF)
7 M.

racl-udf : IPv4 RACL F® UDF H

vacl : VLAN X{E550 IPv4 ~ 5
TUATETANEZY T LUET,

ipv6-vacl : VLAN =560 IPv6 k7
TAw T uaTANE )T LET,

mac-vacl : VLAN IZE 7t LA ¥ 2
N7 4T 4 NE2Y) T LFE
ﬁ‘o

Racl: LA ¥ 34 HZ—T A AT
DIPVANT T 4T DT IVHF Y
7 M,

Ipv6-racl : LA Y3 A H—T = A

ATDIPV6 T 7 4T DT 4)VF
IS

ing-12-span-filter : AJJ L 1 ¥ 2 SPAN
NG T4 D7 402 T H

ing-13-span-filter : AJJL A ¥ 3 B X
"VLANSPAN h 77 4 w7 D7 4
USRI

IP ACL D& 5k .
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HEEA y—o3 v
SVI 1o % svi
GE)
ZOEKIT, LAY 3SVIA A —T A ADNRT
N IO ERHCLET,
BFD. DHCP V L —, F 721X DHCPv6 V L — redirect
GE)

BFD /L ing-sup U —3 =3 > &
L. DHCPv4 U L-—, DHCPv4 A
X—v 7, BILUDHCPv4 7 7 A
7 > M ing-redirect U —3 3 > & ff
HLET,

CoPP

copp
GE)

V—=yar A %0275 Lix

TEEHE A,

VAT LEFACL

system

G¥)
TRl A RIEETE EE A,

VPC 2/ R—T =2 A

GE)

ZOMEEIE, vVPC Y I N E L, VT T 4 v T E
BTV EA VT NTOHARERD LGRS
NP v AR 2 N S £,

VPC 2/ R—T 2 A

GE)
Z DMWY A A& 0IZHRTET D &
VPCU V7 EEDa L X— 2 A
REMI N A2 T B REME N H 0 £
7,

777V 2y AT K% (FEX)

fex-ifacl, fex-ipv6-ifacl,
fex-ipv6-qos, fex-mac-ifacl,
fex-mac-qos. fex-qos. fex-qos-lite

HZAF v ARP A A7 v 2 (DA

arp-ether

IP Y —2Z Ji—F (IPSG)

ipsg

< /)LFF ¥ A b PIM Bidir

mcast_bidir

AL T 4 7 MPLS mpls

Ty bT—2 T R A% (NAT) nat
NetFlow ing-netflow
OpenFlow OpenFlow
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AcL 5 1 FTyf— b xhdBAS L H1X [}

Haes J—oa g
sFlow sflow
R R AP T 2 egr-sup : ) A—/3— 31 H

ing-sup : AJJ A —/ 38— 31 4

RY —_—2)L—F 47 (PBR) ing-racl : PBR OAJJL3 hT7 7 4 v
7 DA,

L A v 2 Intelligent Traffic Director (ITD) vacl : VLANL~)LCL2 U XA LY
FNACLZZ R Z T ALET,

L 4 ¥ 3 Intelligent Traffic Director (ITD) ing-racl : ITD® L3 Y ¥4 L7 ~ ACL
77T L LET,

L2 TOMIERY > —_—2Z JZ A L7 | (ePBR) ing-ifacl : ePBRL2 D L2 U # A L 2

NACLZ7 a2/ 7 L LFE9,

L3 TOPLREARY == U X A L2 | (ePBR) ing-racl : ePBRL3 D L3 U XA L7
NACLZ7 a7 Z ALET,

BMELEYY
ACLTCAM UV —> 3 ¥ %A XAOFE (43 *X—)
TCAM B —E > T DOERE (57 =)
TCAM 7 —E > 7 DF%FE : Cisco NX-0S U U — 2 6.1(2)11(1) i

ACLZ A TTHR—FINEZHZRINILHAX
CiscoNX-0S 21 v Fix. 5T DACLA A S LTIRD T~ YA &P R—FLET,

RIVACLZATERRIRNIL YA X

ACLZ AT %A (Direction) | 5 )L (Label) |SR)LEAT
RACL/PBR/VACL/L3-VLAN QoS/L3-VLAN | = (2 i 62 BD

SPAN ACL

PACL/L2 QoS/L2 SPAN ACL =2 62! IF
RACL/VACL/L3-VLAN QoS R 254 BD

L2 QoS EEM 31 IF

RACL A 510 L3

" hardwareaccess-list tcam label ingifacl6 2~ REANLTAAS v FEYVa—RFT5H &,

T A Xk QTR T Z N TEET,

IP ACL D25
|
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B racLowmzgs

CiscoNX-OS U U —29.3(6) T, hardwareaccess-list tcam label ing-ifacl 6 ==~ > K3 A
SIHE L7z, Cisco Nexus 9300-FX 77 v F 7 4 —25 AA v FIZOHLBEH I ILE T,

Cisco NX-0S VU U — =% 10.1(2) LA TlE, hardware access-list tcam label ing-ifacl 6 =~ >
RiX. Cisco Nexus 9300-FX2 7' > b7+ —L AA v FTHLHHR— FINET,

Cisco NX-0S U U — =% 10.4(3) LA CTlE, hardware access-list tcam label ing-ifacl 6 ==~ >
Ki%. Cisco Nexus 9300-FX3. GX. GX2. H2R, HI 7T v b7 —2& AL v FTHH
A—hEnEd,

IP ACL DHIRSEH

IP ACL ORFESM IR D LB T,
cIPACLAZHETHEOIIL. IPT RLy 78X a Fa L CElT 2N HET
—a_o
cACLEZRET DA HZ—T A A XA FITONT OB MLIETT,

IPACL DEEEIE & HIFNEIE

IP ACL OFX BB 21 EFIH L HINFRITKRO LBV TT,

)

GE) U U—R7.0)7()MHHIEDY V—RFTOSFEIFE2HREL 7R — 3% Cisco Nexus 9000
V=X T Ty NI — AL TFOFEMIZONTIE, Nexus AA v F 7T v N7 4—AhH
R—=hF =R ) w7 2Z2BZRLTIEIN,

* Cisco NX-0OS U U — = 10.2(1)F LA, A 71 PACL X Cisco Nexus 9364D-GX2A 1 L O
9332D-GX2B A A v FTHHR— b INFT,

« /1 PACL L H /I VACL Z[FAI U A v #—T = A AITRET H &, HJ1 VACL 21 03 F%)
2720 F£9,

* ACL D% EIZIX Session Manager i 425 Z L Z#HELE L 7, ZOHREIZ L > T, ACL
OREEMRL, WELEFAL 74 Fal—vaitaly MBI, TORENL
LT AY Y —ARFHATENE I DEMBTEET, ORI, 1,000 L EDOL—L
NEFENTWD ACL 123 L TRACHESE X 41 E§, Session Manager DFEMIIZ DU Tl

FCisco Nexus 9000 3+ U — X NX-OS v A F AEHIREN A R] 2B LT &0,

« 12K — 64K OFiH D IPv4 PACL D& EIL. -RX T A I — K& ##E L 7= Cisco Nexus 9500
V=R AL v FTHR—PFENET,

s B A AT OBEBE LT ACL = MY X, BETHTINET, 751,
INODOEBE L M) IFIAN— R 27 77 EA VA MRS I8N ER A,

IP ACL D& 5K
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pacLozeEEssinsEE

s BIICHERR S NI AT A ACL 1L, RE B THRINCER LT ZEW, ¥ A+

2 v 7B &7 ACL &7 5121E,  show access-list dynamic =~ > K&/ L %
R

KD EDACLEZHRETEET, £ACLIE, 1 >2OTF7 Lz HFHEJ, R L ACL

DEE DAV H—T 2 A ATHREINDIHE, LT~ ApndkmganEd, 2700, &
ACLN—EBDxT > M) ZEO84 . ACL DT ~LTfFENT. FOF~Lr0 LRI 62
T, Z L. Cisco Nexus 9500 Y — X A A v F,

cHBHDOLAYIA LA —T A AZHA SN D IPv4 B LV IPv6 RACL B L UYPBR AR U
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VTHEENETSINDZ L bV ET, ZOHE. FIZERONL—ARERESNTND
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BT DIPRXTry MRV A Y3 X —T oA ADLHDEGE, ZNHO/7r Y M A—
RN P T 2= VIELN TR SN ET,

s LA VIRKIBIEFNTF = v 7KL, ZDOIZT7 T 7 A MEEZERLTWD
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MR 72 BTN D D A& [ANEE L £,

AT A ACLZ AT A L, T8 AL, TOACL=> U TR I DI
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* VACL ® ACL 2 X 73V AR — I TWWEREA,
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* VACL (VLAN ACL) 2MEEOVLANIZ#EH S5 56,
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s HTTP * Y v NIZFEX A — FTliIHHR—F SN FEFHA,
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I TEERA,

sing-sup U — a O/ A XiE512 20 U T, egr-sup U — 3 > D/ A XX 256
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IP ACL D25
|



IPACL DR |
B racoxssEcnnss

A

GE)  CoPP 27—V 3 OFEHE#RIZ. AT DAL v F A —3—%#%
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« FAR— F & d CIR O/ MEIE 125 PPS T,
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* Cisco NX-OS U U — % 10.4(1)F LARE i, Cisco Nexus 9300-FX/FX2/FX3/GX/GX2., B XL
X97160YC-EX, 9700-/FX/GX T A > 71— F%&#i#§ L 7= Cisco Nexus 9500 T, SUP /L—/L|Z
*9% IP £721% IPv6 ACL /L— /L OEENA I 2@ T 5729012, B LW ACE ¥—U— R

(all) EfEINTWVET,

* CiscoNX-0S U U — % 10.4(1)F LA, &3 = U 5 1 ACL |Z Cisco Nexus 9332D-H2R 7T
R 74 —b AL v FTER—FSNTHET,

. IP ACL D#E5K
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* CiscoNX-OS U U — R 10.4(2)F LAF&, &% =Y 5 ¢ ACL | Cisco Nexus 93400LD-H1 A A =
FTHR— SN TWVET,

* Cisco Nexus Y U —2A 10.4(3)F LIFE, £ = U7 1 ACL IZ Cisco Nexus 9364C-H1 A A » F
THR—bFSNET,

o 272 TCAM 3R E 1L, Cisco Nexus 9332D-H2R, 9364C-H1. 35X 1N93400LD-H1 A A v F
THR—FENTWET, AHWBIOHAYV—Vaid, 2Oy F 74— AL vF
T 14K OIF TCAM 2 H L £ 7,

A

G¥) « Cisco Nexus 9332D-H2R, 9364C-HI, 35 118 93400LD-H1 A
A > FTlE. CiscoNexus9300-FX3. GX2 A1 v FD L H 7,
A TCAM T VDO FH T & DOAEFH TCAM YA ZOHI R
b EH A, 4KOHIRIL, 717D TCAM YA XOHEFHT
HWHINET,

4K X, ZNENns512=> FU D28 7 ay Z7iIZnpElEinE
T, ANERIZH IO TCAM ~DOEI Y YL, 7 av
YA XORETITONE T, RESNTZANY =T a A

BRIN256 DEETHLGE. 7y 7 LLOEID Y
TRIEIZE B 256 NEI D Y TonEI2, RIS ES
o BRESNTWEIHANY =Yg P Ag XOEEFHITHONTYH
R,

* Cisco NX-0O8 U U —Z 10.4(2)F LAFE Tix, #r L\ ACE #RK 7 1 /L # route-tag default-route

DI R—=FINTVWET, ZOREICEY, "N T T4 v I BT 7+ A—RE—ET5
B2, QSHHEDIZDD NT 7 4 v 7 DT 4 NE ) U TRHEMII D £3, T OMERER
feic i WOEEFE L HIRFENEH SN ET,

« route-tag default-route =~ > RZHEH L7 ACL X, 7 7 A~ v, QoS ¥ A 7 TD
HYR—RENET, ZOERBITKROAL vy F TORYR—FEINET,

* Cisco Nexus 9300-FX3

* Cisco Nexus 9300-GX

* Cisco Nexus 9300-GX2

* Cisco Nexus 93400LD-H1
* Cisco Nexus 9332D-H2R

- route-tag default-route ki, 1Pv4 38 LV IPv6 727 A U A~ ACE TOAHHR— K&
nEJ,

¢« A4 v FIZPBRACL T 7 4 /v M — hOR FE#ERT 22 LIETEEHA, WHFOH
RERFEESELZ LT TEERA,

IP ACL D& 5k .
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« AA » F T hardware access-list tcam pbr match-default-route =~ > K24k L7254
PBR 7~ U o —#L T route-tag default-route =~ > RZ#pk+ 2 Z L3 T £ A,

« hardwareaccess-list tcam label ing-ifacl 6 =~ > K& H 75 X 9 (2 VXLAN A~ FabricPath
FERERER STV N2 L 2R L £,

* CiscoNX-OS U U —Z 104Q3)F LIETIZ, = RRA > b ®F =2V T 4 Z—7 (ESG)
EHALIEEX=2V T 4 ZV—FACLTYZ ZAEIPT RLARHR—FEINTWET,

¢ CiscoNX-OS U U — & 10.5(1)F LA Tld, OMREICKIT 5, B2V T 4 7/ L—7ACL
(SGACL) HERED Y R— F Rk EnCTnE 1,

o A=Yy b7 A NEAIT (ESD
« ABJEIRFRE LAN b7 7 4 v 7 =0 =7 U 2 (VXLAN-TE)
« ABHLIE AT BE LAN AR ) & —~_—2 JL—F 1 7 (VXLAN-PBR)
T H—Af v —axs s (DC) ®7T7YU KEXx=2UT 1 (CloudSec)
« N7 74w 7 —NEE (TRM)
« Cisco Nexus NX-OS U U —2 10.5(3)F LAF%, Cisco Nexus 9364E-SG2-Q & 9364E-SG2-O A
Ay FTIZACL B R— I TWET,

« LA 4 (TCP/UDP) R— " EEZEHH>T /A a2 rua—L JUZx L (ACL) =
MR —%T2HE, (777X 7V a 3HAIOIPVGT 7 A a2 ba—
x> Y (ACE) IZIBIMENFEH A,

¢« ACL u XU JHEREIZ AR — SN TV EH A,
cACLON—FT7 7 b—FJ I ZEOELFTVR— I TWHEEA,
¢ PACL 1TV R—FENTWEEA,
* Cisco NX-OS U U—2 10.53)F LA, &%= V5 1 Z/—7 ACL (SGACL) LA ¥ 3
YT =T 2 A A N—T v R A HF =Tz, A, BIOKR—-F+sFyr L7 1

H—TxAf AP R—bTH5LIRVFELE, ZHITEY, SGACLRY > —THHAT
XA LB —T oA ADEATNENY 97,

* Cisco NX-OS U U — & 10.5(3)F LAK%, Cisco 9364E-SG2-Q A1 v F T, RACL X, AJJ
EHNFHTHR— SN TWET,

cHR—FENTWASL L Z—T oA A L3, L3R—FFyr 2, L3V T A
H—=T 2 ABIRLIR—FrF ¥R NV YT X —T A A,

e PIR—FENTWVWD ACL ¥ 1 7 : IPv4 B L OV IPv6,
e AJJACL : AT A4 ZAHT=0D K 1,450 D IPvd = b U F721L 725 D IPv6 = bV,
e HJTACL: AT A4 ZABT-0DHERKN1,022DIPvd = MU 721X 511 O IPv6 = R U,

c AT UL 2 — L BEFET L O TOR T & 12 14 D EH @ ACL,

. IP ACL D#E5K
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IPACLDT 7+ )L hEEE .

e F~YL 24— L TOR Z LT 6 fHld—E D ACL,

*RACLIZ, TV A F— FROEFEBRIZED, SVIA v H—T = A ATIIVHR—FEN
TWEH A,

Cisco Nexus 9336C-SE1 X v F ) ACL DI EEI1E L HIfREE

« CiscoNX-OSV U —=%10.6 (1) F LIf%, Cisco Nexus 9336C-SE1 A1 v FI1IK D ACL ¥ERE
PR —FLTWET,

* PACL

I3AVH—T A A L3R F¥ RNV A H—T A A, BT H—TxA
A, BELOSVIA % —7 = A AD RACL

* PBR ACL

« mac packet-classify =~ > R} Cisco Nexus 9336C-SEl A A » F CTlEHHR— h I T\ EH
/Vo

¢« £ TCAM A5 4 Z1%. RACLE7-1ZPACLD 7136 => F U Z P R— Kk LE9, CiscoNexus
9336C-SE1 A A v FITIZ2 DDATA ARH Y £,

IPACLOT 74 )L FERFE

WDFEIZ, IPACLXT A =X DT 7 )V " iR TEERLET,

Table 4: IPACL/NS *—52 DT 7 4+ )L ME

INT A—4H TIHILE

IP ACL 77 4 /L b TIXIP ACLIZTFE L £H A,
IPACL=> |V 1024

ACL /L —/L T _TO ACL ITHFERD /L — /L3 S ET,

FT2 I N IN—F | F I NTIEA T2l N I —T I FELEE A

Hey ] i R 77 /b b TR HEEIIAE L EE A

Related Topics
IP ACL 3 L UNMAC ACL ORFERL—L (5 RX—)

IP ACL D& 5k .
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IP ACL D% E

IP ACL D{ERK

T34 AT IPv4 ACL F£7213 IPv6 ACL Z{ER L. ZHIZN—LZBINT&EFE9,

Before you begin

ACL D% EIZ1% Session Manager Z {75 Z L ZH#ELE L £9, ZOMEEIZ L > T, ACL O
EEHRL, REZFTar 74 Fal—ravicaly bT5HIIC, TORENSLELTD
U Y —=ZARFNHFEENE D DA TEET, ZOMERIZ, £ 1,000 BL EDO/L— /L3 E £ T
W5 ACL T L CRICAEZN T,

Procedure
Command or Action Purpose
XFw 71 |configureterminal ra— " ERE— FEBELET,
Example:

switch# configure terminal
switch (config) #

ATFvFT2 | kowTnhoa~vwr REASLE |IPACL /B LT, IPACL =7 ¢

+. Xal—varE—RNefhLET,
« ip accesslist name name?s | # L 64 SCFLANTHRE L £ 77
* ipv6 access-list name Notice

Example: A4+ 2vY, expanded, BLW

switch(config)# ip access-list acl-01 summary LS AT, “/X?‘Aﬁiﬂ
switch (config-acl) # #ZDOT 7 AU A NHITTRE> 1H
R DFER E TR THEA DL DAl
REMEDS D D72, 2 —P —EFDACL
WZIXZH O DARTZER LRnT 72

S,
X7 w73 |(Optional) fragments {permit-all | VHIRBEE T2 W T T T A vDT T T
deny-all} Ay ML A Fai{k L £, fragments
Example: a< 2 RREEN TS ACLINT XA
switch (config-acl)# fragments X&:J:O/C ]\374 \77 LC%H% éhé
permit-all WA, fragments =t~ 2 RIZWJHRAE

TRWT T TAVN (ZDOT7TT A
FiE. ACL N ¥ DI R permit
a<wy RERIT deny a~wr REd—
FHLEVTA) OHE—HLET,

. IP ACL D#E5K
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Command or Action

Purpose

A7 w74 |[sequence-number] {permit | deny} IPACLINIZ/V— VBB L 9, 25K
protocol {source-ip-prefix | source-ip-mask} | ¢ 51— L % VERE ¢ & £
{destination-ip-prefix | destination-ip-mask} sequence-number B iz IE. 1 ~
Example: 4294967295 DEEF A FEE L 7,

oo s68 an0re g TP permit =1~ > ¥ & deny = > FIZH,

E le: N O R Gl AN IOF 2

xample: FESRE SN TOET,

switch (config-acl)# 10 permit ipve

1::1 2::2 3::3 4::4 IPvd BLWNIPV6 7 7B X U X FDY;
Ay BEIT &SSO IPva F 721X IPv6
TV 4 P AERETEET, Ih
L. BAIOERFET HE Y FTOH—E
LET, £F/21E, 7 RL20oWFnn
DOEy MZ—HTHXE L LD
IPv4 £721XIPVv6 VAV K I— K< R
JHERETEET, IPv6 VAL KA1 —
K <= A 7%, Cisco Nexus
9300-FX/FX2/FXP A A v FTHHR— b
SNET,

ZF w75 |(Optional) statisticsper-entry FDACLDO/—)L & —FT B3 > |
Examp'e: () 7 I? *‘fi\ﬂ/%%{‘%?‘/{{ A 7537%\%*#—9,«
switch(config-acl)# statistics 2 BN ? W_Eﬁﬂi sz—g_o
per-entry Note

Cisco NX-0S U U —=2 9.2(3) LI T

1X. -R 74 >~ 51— R %1z 7~ Cisco

Nexus 9500 A A FOHHR— K238
SN TWET, CiscoNexus9500 77
N7 —LAAL v TFEHEHALTNEE
Gy ZAUIREDTFIETT,

RFw 76 |hardware profileacl-stats module xx N TCAM & 445 TCAM D )5 ¢
Example: ACLTCAM = N DI 7 ¥ %G5
switch(config-acl)# hardware profile te Li?‘}

acl-stats module 10 Note
ZDha<wrRiE, REBELWUW-RX 71
v J1— R%{ii 2. 7= & Cisco Nexus 9500
T N T F—I AL T D I
ENET, U EEAMNITBH L.
VLAN & SVI OfEEHERIZ DI E
R

AFw 71 |reload module xx AA vFEYVua—RFLET,
Example: Note

IP ACL D& 5k .
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IPACLOZERE

IPACL D#R |

Command or Action Purpose

switch(config)# reload module 10 Cisco Nexus 9500 7"3 % }\ 71_%_5 Z
A v FORE, Z0avy Rigt+7
3 THY ., hardwareprofile
ac-stats i H SN TWVWAHEY 2 — /b
DHEY v— NTLBENRDH Y T4,

AT w78 |ignorerouteable Cisco Nexus 9300-FX 7°*F » ~ 7 4 — A
Example: AL v FTCINFHXRY AN NT T 4w
ITDT4NEY T EEMILET,

switch (config)# ignore routeable

AT 79 | (Optiona) IRDOWF DI~ K& A|IPACL DREEF R LET,
HLET,

« show ip access-lists name
» show ipv6 access-lists name

Example:

switch (config-acl) # show ip
access—-lists acl-01

A7 710 |(Optional) copy running-config EiTary7 4 Fal—yarre, A
startup-config F—bTyTarT 4 Fal—ay
Example: WZav—L%Ed,

switch (config-acl)# copy
running-config startup-config

BETE D IPv4 ACL F721% IPv6 ACL ®L— L DB & BIBRIZFEIT TE 320, BEfFO/L—v %
BESTAHZLIFITEETA, V—VELEETHIZE, TOL—LEHIRLTHLL, BEELXINZ
T — N ZFERC L £,

BEF O — L ORINZHT LWV — L E AT HMLER D D55 T, BIEO LV —7r v AFFD2EX
R TITTRTEIFEATERNE ZT, resequence 2~ > REHH LTy —47 v 2% 5% HE|
DHCTLET,

Before you begin

ACL DX EIZIL Session Manager #1345 Z L 2 H#E5E L9, ZOMEEEZMEHAT 5L, ACL
DFREETART, TOREICHELEINDY Y —ARFHAETHINE Ik, VY —RA%
FTar74Falb—rvarilaly FTORNCHERTE 9, ZoMEEIX. 91,000 LA ED
L= RE EIN TN D ACL IZKE L TRICHZI T,

. IP ACL D#E5K
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Procedure

raccozz [

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—UERE— &R L ET,

ATvT2

ROWTNNOa~ R AN LET,

* ip access-list name
* ipv6 access-list name

Example:

switch(config)# ip access-list acl-01
switch (config-acl) #

ZETTCHEELIZACLOIPACL =7 4
Xal—gry ET—RFEHBLET,

ATvT3

(Optional) [sequence-number] {permit |
deny} protocol source destination
Example:

switch(config-acl)# 100 permit ip
192.168.2.0/24 any

IP ACL WIZ— v Z2ERR L3, v—
U ARG REET DL, ACLND/L—
JAEMMIEZRECEET, v—FT A
FegwigE LW E | L—LT ACL @
REBEIMEET, sequence-number
FIEITIZ. 1 ~ 4294967295 DI %45
ELET,

permit 2~ R & deny =+ NITid,
NI T 4w 7 AT DT 0D DI
ERHESNLTHET,

ATv74

(Optional) [no] fragments {permit-all |
deny-all}
Example:

switch (config-acl) # fragments
permit-all

PIHRRE TN T T T A hDT T T R
v MO SRk L E 9, fragments =
<V RBREENTWVD ACL AT /31 A
LTI 74 w7 IR END Y
A . fragments =~ > RIZWIHLIRAE T2
WI T T AN (ZDT7FT7 A2 M
ACL WD £ DRI permit =2~ > K
Flolddeny a~v > FEb—HLEH
) DIE—FLET,

not7varefffdsE, 7772
v N O REAL S EIRE S L E T,

ATvTh

(Optional) no {sequence-number | {per mit
| deny} protocol source destination}

Example:

switch (config-acl) # no 80

BE LI /L—L% IPACL 2 HHIR L F
—é—o

permit =< > K & deny =~ NI,
N E s Gl AV olOF AQPb]
EPHE SN TVET,

IP ACL D& 5k .
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Command or Action

Purpose

ATvT6

(Optional) [no] statistics per-entry

Example:

switch (config-acl) # statistics
per-entry

ZD ACL D)v—v & —E$T 587 v b
DT a—r R AT S AT S
XoITwRELET,
noA7varuEHTsE, T34
X% D ACL O 7 10—V R DR %
Bk L £,

ATy T17

(Optional) IROWFT I ND I~ RaE A
SILES,

* show ip access-lists name
« show ipv6 access-lists name

Example:

switch (config-acl) # show ip
access-lists acl-01

IPACL O EEFRLET,

ATvT8

(Optional) copy running-config
startup-config
Example:

switch (config-acl)# copy running-configd]
startup-config

FiTar74Xal—vark, AX—
FF T ar7 4 ¥al—vgla
E—LEd,

Related Topics
IPACL WD —47 v AFS DR (42 ~—)

VTY ACL D 1ERK

AN FHEEZIFIH I B O4 VTY BFR T, $XTOIPv4 £72013IPv6 T 7 4w 7 ~DT 7
TRAEHETHZLICLY, VIYACL 23R ETE £,

Before you begin

FTRTOFEAEREFRIC 2 —F BB TE 5720

HMENRH D T,
ACL DFTEIZIT Session Manager Z i35 Z L 2R L £, ZOEAMHHIT 5L, ACL

DEX ﬂi%ﬁﬂﬁf\7:\ FDOFREL
FTar 74X lb—r 30

23 v T ARIIC

ACL T B E9,

. IP ACL D#E5K
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Procedure

vivacLo#it I

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—ary7 4 Xalb—g v
E—RFZRBLET,

ATvT2

{ip | ipv6} access-list name

Example:

switch (config)# ip access-list vtyacl

ACL Z1E L., D ACLDIP 77 &
AR Nary74F¥alb—v gy E—
RZBME L ET, name 5l OEKEIT
64 L7 TY,

ATvT3

{permit | deny} 7' & k =)L 245 T BEfE
¢ [log] [time-range Ff#]
Example:

switch (config-ip-acl)# permit tcp any
any

ACL V—/VZ1ER L. F8€ L7=1EE 50
EDOFTRTDOTCP T 7 v 7 &
LET,

ATvT4

exit
Example:

switch(config-ip-acl)# exit
switch (config) #

P77EA VAN T X2 l—
varyE—FREKTLET,

ATvT5

line vty

Example:

switch (config)# line vty
switch (config-line) #

A EIREL, 74 a7 4% a
L—ay ®—RE20BLET,

ATvT6

{ip | ipv6} access-class name {in | out}

Example:

switch (config-line)# ip access-class
vtyacl out

FRESNTZACL ZHHALTITo

VTY [BIFRIZ x5 515 F L OV (5 Hake
ZHIR L E9, name s O KE I 64
LFTY,

ATy T17

(Optional) show {ip | ipv6} access-lists

Example:

switch# show ip access-lists

fEED VTY ACL # &8, REINT-

ACL ZRRL%ET,

ATvT8

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FEfTar 7 4 Xal—arkr, AX—
Ty a7 44Xl — g0l
I:O*‘ Li‘?’*o

IP ACL D& 5k .
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IPACLAD L —4H VABFDER
IP ACL NDO/L— WA BT R TO—r U AHF S AR TEET,

Before you begin

ACL DX EIZIL Session Manager #1345 Z L 2 H#5E L 9, ZOMEEZMEHT 5L, ACL
DFREETART, TOREICKELINDY V—ARFHAETHDINE Ik, VY —RA%
FTar 74 FXab—rarilaliy MYORNCHRR TS £9, ZoMEEE. K 1,000 LLED
L= RE ENTWD ACL TR L TRICHEI T,

Procedure
Command or Action Purpose
X 71 |configureterminal Sa— L AT 4R e l—g
Example: E— RNEBBLES

switch# configure terminal
switch (config) #

R 2 |resequence {ip | ipv6} access-list name ACL NIzt ENCWVWAL— Ly —

starting-sequence-number increment b AF R AT ET, SE LB

Example: = U A E AN D= AT &

switch (config)# resequence access-list] WET, BlEDOK /L —/VITIE, ERID
ip acl-01 100 10 = X0 HEREVESHFIT HNE

T, HHORRRIL. fEE LIz k-
TWED £9, starting-sequence-number
5% & increment SIEIE, 1~
4294967295 DEHTHRE L X7

Z 5w 7 3 | (Optional) show ip access-lists name IP ACL DRREZFRLET,
Example:
switch (config)# show ip access-lists
acl-01

A5 7 4| (Optional) copy running-config Effar T Kol —ta Lk, AX—
startup-config NPy T ar74Falb—a il
Example: E—LET,

switch(config)# copy running-config
startup-config

IP ACL D HlIB%

IP ACL %7 XA AL HIBRTE £97,

. IP ACL D#E5K
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acLteam y—va v 44 2oxE [

Before you begin

ZDACLINA A —T oA ATHAEINTWDENE I D EMRLET, HIRTED01F, B
EEH SN TVWHACLTY, ACLZHIFRLTH, ZOACLAEH I WA X —T = A
ADFENTELZ T EE vy 735 RFHIBRS N ACL ZETHDH L e LE T, IPACL
DEREINTWNWEA VX —T = A AEHETITIL, ShOWIpaCCESS-hSS:I’?/]\if_

show ipv6 access-lists 2~ > R & —#£Z summary ¥ — 7 — FZEH L £ 7,

Procedure
Command or Action Purpose
Z w71 |configureterminal Ja— T — REBE LET,
Example:

switch# configure terminal
switch (config) #

ATV T2 ROVTNIOa~wy REASJLET, |ARTCHELZIPACL #7207 «
+ noip access it narme Fal—varnbHlRLET,
* NO ipv6 access-list name

Example:

switch(config)# no ip access-list
acl-01

AT 73 |(Optional) ROWFNNDa~2 RaE A |IPACL D% EEFK/xLET, ACL A
SILET, VH—T 2 A ATFIE R EEA ST
* show ip access-lists name summary DERIE, A =T = A ARFRSI
* show ipv6 access-lists name ESER
summary
Example:

switch (config)# show ip access-lists
acl-01 summary

R 7 4 | (Optional) copy running-config FTar74FXal—vark, AL—
startup-config NPy ar74Xal—g 0o
Example: E—L £,

switch (config)# copy running-config
startup-config

ACLTCAM ') —> 3 > H A4 XDEKRTFE

/»— R17 =7 @ ACL Ternary Content Addressable Memory (TCAM) V=Y a DA XEEHE
TEET, TCAMA—E > 7#&IZ, TCAMZRBET DI2E, REEZRFELTAS v F &) n—
RTHMERHY £, AA v FITfE 0)5)5%/1_/1/75%5)5*5/\ $. BRE DPRAFIZ R AN
ZARV/ERI I S A

IP ACL D25
|
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B aciteam y—vaL v axomE

ZOFNEE, TP Cisco Nexus 9300, :5XLT9500 >V —RX AL v FTHHATEET, 7=
72 L. NEE2 5T /34 A (X9432C-S100G 7 A > /71— R C9508-FM-S 7 7 7' U v 7 &V 2 —
e E) IBREET, bk, TCAM 7o 7FL— &2 LT, ACLTCAM U — 3
A RERETHVLENHY £, TCAMT > 7 L— FOEHFEOFEMIONWTIE, [Fo 7
L— &2 H L7ZACLTCAMY — 2 5 A XD E] 2B LT IEE,

)

6=3) e (BEHLTC) 77 L—FbaEHATHE., ZDET v a3 Dhardware access-list tcam
region=~ > NIIMEEL FHA, 77 L — & L7 ACLTCAM U —Y 3 > $4 X
DORE (555—) avwr REFEHT I, 77— bE2a Iy MERT HLERN
HYET,

o ¥ /LF ¥ ¥ A |k PIM Bidir #HE D hardware access-list tcam region =~ > K{%, Broadcom
R — AP Cisco Nexus 9000 + J — A2 A A v FIZOHEA SN ET,

* QOSTCAM 1 —E > 7 DR TEIZ OV TIE,  [Cisco Nexus9000 SeriesNX-OSQuality of Service
Configuration Guide] ZZM L T 7Z& 0y,

FE
ARV RFEREET7IVa Y B
Z 5w 71 | configureterminal Jua—N\)aryZ 4 Xal— g
i - T— REHBELET,

switch# configure terminal
switch (config) #

25w 7 2|[no] hardware access-list tcam region | ACLTCAM U — 2 b A RAZE L

region team-size ET. ERATER Y —Y s VRO LB
ﬁﬂ: 0 7?7ro
switch (config)# hardware access-list . ngk_arp_ad :CPU@:r’mﬁ)ﬁﬁEﬁ-@,"

tcam region mpls 256

VE—T A A ANDHARPIT k-
DL — MiRZFELE T, arp /¥
oy RRERTE ST L— MIYEILS
HEol, A vE—Tf AT LT
ZOL— MlRZRET L 0LE)R B
nET,

s arp-ether : ARP /L 1 -¥2 Ethertype
TCAMY — 5 DO A REREL
£7

s copp : COPPTCAM J —¥ = > %A
AR ELET,

IP ACL D& 5K
T I
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acLtcam y—> a3 44 20%z |

AU RFERETOVa Y

B8

«Eracl : HA7O—: Hh7ua—3
W2 TCAM U — g B A X%
RELET,

copp : COPPTCAM U —Y 3 v YA
RERELET,

egr-racl : {177 1Pv4 F 7213 IPv6 /L —
% ACL (RACL) TCAMV — 3 v
YA REBELET,

egr-sup : iy 2 —,%34 % TCAM
J—Pa oy YA REBELET,

e-ipv6-qos : IPv6 {1177 QoS TCAM
V=g A XemELET,

e-ipv6-racl : IPv6 i /)1 —% ACL
(ERACL) TCAM J — 3 > %A
REBELET,

e-mac-qos : MAC QoS TCAM U —
Vary VA XERELET,

e-qos : IPv4 177 QoS TCAM U —
Var YA XeRELET,

e-gos-ite : IPv4 {177 QoS Lite TCAM
V—Yar A XEHELET,

eracl : IPv4 i /j/1—% ACL
(ERACL) TCAM UV —> 3> YA
REBELET,

fex-ifacl : FEX IPv4 in— k ACL
TCAM U — a3y A ZEHEL
e

fex-ipv6-ifacl : FEXIPv6 7~— ~ ACL
TCAM UV —Y a > A4 XEREL
EJS AN

fex-ipv6-gos : FEX IPv6 /R — b QoS
TCAM V—Y 3 > A XEREL
iﬁ‘o

fex-mac-ifacl : FEX MAC &"— b

ACLTCAM YV —Y g > %4 X%
Hﬂiﬂbij_o

IP ACL D& 5k .
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« fex-mac-qos : FEXMAC " — | QoS
TCAM U — 3> g XafkE L
\i‘g—(}

« fex-gos : FEX IPv4 78— I QoS
TCAM Y —Ya v A REREL
£7

» fex-gos-lite : FEX IPv4 7" — b QoS
TCAM UV —Y 3> A XEREL
£75

sfhs: thsTCAM UV —> g DY A X
A TE LE T, Cisco Nexus 9300 5
X 9500 U — X 2 A »F D ths
J— 3 VIZTCAM 2% ET& £
7

sflow : ASg7a— B ¥ TCAM
JV—V gy A REeRELET,

- ifacl : IPv4 "— b ACL TCAM U —
Var A XEERELET,

« ifacl-udf : IPv4 &"— ~ ACL == —
EFe7 4 —/V K (UDF) TCAM Y —
CarDOY A XAEHRELET,

s ing-ifacl : AJjIPv4, IPv6, F721%
MAC R— h ACLTCAM U —¥ =
VHARERELET,

GE)

2—HEET —/L K (UDF) %
ing-ifacl TCAM U — < = /2L
T. UDFX—Z2®DIPv4 F 7~ 11 IPv6
AR—MACLZZETE £J, UDF
NR—Z2DIPv6 R — ~ ACL, #fffll7e
T L OB EDOFIEIZOWTUE,
[UDF X— 2 7R— h ACL DR E
(63 X—) | ZZRL TS
U,

*ing-12qos : AJJ LA ¥ 2QoS TCAM
V—Yar A XEHELET,

. IP ACL D#E5K
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« ing-12-span-filter : AJJLA1 ¥ 2
SPAN 7 4 /L Z TCAM U — 3 >
A RXERELET,

¢ ing-13-span-filter : A7V A4¥ 3%
L TV VLAN SPAN 7 ¢ /L% TCAM
V—Vay A XEHELET,

s ing-13-vlan-qos : AJjL A1 ¥ 3,
VLAN, # L U'SVIQoS TCAM U —
Var A XERELET,

« ing-netflow : NetFlow TCAM U —
Var A RXERELET,

sing-racl : IPv4 £ 721X 1Pv6 AJj/L—
# ACL (RACL) TCAM U — 3 v~
YA XEFHELET,

e ing-redirect : DHCPv4 U L —,
DHCPv4 AX—E 7 BIW
DHCPv4 7 FA T hDO U XA LY
N TCAM U — = > H oA XEghiE
LE7,

eing-sup : AJJA—s%—,31 FTCAM
V—=Yar A XeRELET,

«ipsg: IP Y —Z #'— K SMAC-IP /?
AT 47 TCAM Y —Y a3 D
YA XEHELET,

s ipv6-ifacl : IPv6 I"— ~ ACL TCAM
V—yar A REHELET,

« ipv6-13qos : IPv6 L 1 -¥ 3 QoS
TCAM V —Y 3 v YA XEBRE L
£

* ipv6-gos : IPv6 " — b QoS TCAM
V—Yar A XERELET,

e ipv6-racl : IPv6 RACL TCAM U —
Var A XEHRELET,

« ipv6-vacl : IPv6 VACL TCAM Y —
Var A XeRELET,

IP ACL D& 5k .
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* ipv6-vgos : IPv6 VLAN QoS TCAM
U—=Vay A REBFELET,

*13gos : IPv4 L' 1 ¥ 3 QoS TCAM
V=g A X ELET,

» I3gos-lite : IPv4 L 1 ¥ 3 QoS TCAM
V—Yar A XERELET,

» mac-ifacl : MAC "— ~ ACLTCAM
V—Yar A XEHELET,

* mac-13qos : MAC L ¥ 3 QoS
TCAM V —V 3 v A XEBREL
7.

» mac-qos : MAC /K— bk QoS TCAM
V=V ar A X=RELET,

mac-vacl : MAC VACL TCAM VU —
Tary P A RXEHRELET,

mac-vqos—Configures the size of the
MAC VLAN QoS TCAM region.

mcast_bidir : ¥/LFF ¥ A FPIM
Bidir TCAMYU —Y 3 D% A4 X%
RELET,

mpls: MPLS TCAM UV — 3 > #
A AR ELET,

Nat : v 7 —% : network address
translation (NAT) TCAM U —< 3
VYA RXERELET,

ns-ipv6-13qos : X9536PQ,
X9564PX, B L UXI564TX T A
B — R L OMI2PQILAYLEE

Y a2—/L (GEM) DIPv6L A ¥3
QoSTCAMU —v a v DY A X&F%
ELET,

ns-ipv6-qos : X9536PQ, X9564PX,
BLOXS64TX T A — FB I
MI2PQILAIEIEEY = — v

(GEM) ®DIPv67R— QoS TCAM
V=V a DA RERELET,



| PACL D#R

acLtcam y—> a3 44 20%z |

AU RFERETOVa Y

B8

* ns-ipvo-vqos : X9536PQ, X9564PX,
BLOXSATXT A — FB XD
MI2PQIL LR ¥ 2 — /1

(GEM) ®IPv6 VLAN QoS TCAM
V=2 a v OV A REBRELET,

* ns-13qos : X9536PQ. X9564PX,
L OX564TX T A 1 — FB LW
MI2PQILHFEIRE ¥ = — /L

(GEM) DIPv4l A 3 QoS TCAM
V—2a O A XERELET,

* ns-mac-13qos : X9536PQ,
X9564PX, #5 L U'X9564TX T A
1 — R L OMI2PQILHYLEE
¥ a2—/L (GEM) OMACL A ¥3
QoSTCAM VU —¥ a v DA REf%
ELET,

* ns-mac-qos : X9536PQ. X9564PX.
BLOXSATXT A 1 — FB LD
MI2PQILHHLHRE ¥ 2 — /1

(GEM) OMACK— ~QoS TCAM
V=Y a v OV A RERELET,

* ns-mac-vqos : X9536PQ, X9564PX,
BILOXIS6ATX T A 1 — B LD
MI2PQILAPEIEE v = — L

(GEM) ®OMAC VLAN QoS TCAM
V=T arDh A XERELET,

* ns-qos : X9536PQ. X9564PX, ¥ X
OX564TXT7 A 71— FB XY
MI2PQILAIEIEE Y = — L

(GEM) ®DIPv47~— K QoS TCAM
J—Va P A ReRELET,

* ns-vqos : X9536PQ, X9564PX. ¥
FOX9564TX T A » T1— B LK
MI2PQILHPEIRE ¥ = — /b

(GEM) ®IPv4 VLAN QoS TCAM
V=V a O A XEFELET,

« openflow : OpenFlow TCAM Y —7 =
YDA RERELET,

IP ACL D& 5k .
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*qos : IPv4 7" — | QoS TCAM U —
Vary VA XERELET,

s gos-ite : IPv4 7" — I QoS lite TCAM
V—Yar A XEeRHELET,

eracl : IPvd L— % O ACL (RACL)
TCAM U — 3y A ZAEHREL
iﬁ‘o

e racl-lite : IPv4 /L'— % ACL
(RACL) Lite TCAM U — 30 ®
PA RERELET,

e racl-udf : IPv4 /.'—% ACL
(RACL) = —HEHRZ7 4 — /L R
(UDF) TCAM UV —¥ a3 > OH A

ReBRELET,

sredirect : Y ¥4 L7 N TCAM V —
a4 A EHRELET,

« redirect-tunnel : VXLAN Z/ L 7=
BFD IZfEH SN AU XA L7 K b
YHENVTCAM UV —2a D% A4 X
ERELET,

GE)
Zhavwr NI,
TP_SERVICES PKG 7 A &> AN
AVAR—= L ERTVWDEEHAITD
HYAR—hSnFET,

* rp-ipv6-qos : 100G 9408PC 7 1 >~
J1— R X TN00G M4PCIHLHHETE
TV a—/b (GEM) ODIPv6HR— k
QoSTCAM VU — 5 > DA XE& %
ELET,

* rp-mac-qos : 100G 9408PC 7 1 » J1—
K35 & UNM00G MAPCIHLHJETEE
v a—L (GEM) ®OMACH— ~QoS
TCAMY — a > OV A XZi&iE L
7

* 1p-qos : 100G 9408PC T A > J1— K
B L O100GMAPCILAIEIEE Y = —
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L (GEM) ODIPv4AR— QoS TCAM
V=g DY A AERELET,

* rp-qos-lite : 100G 9408PC 7 A > 1 —
R X 000G M4PCIL A HEIRE
Y2 —/ (GEM) DIPv4R— FQoS
Lite TCAMU — Y 3 o DY A X%&7%
ELET,

o sflow : sFlow TCAM UV —> 3 > %
ARXEFHELET,

s span : SPANTCAM U — g > H
A ReiE LET,

*svi: AJJSVIA D% TCAM U —
Var A REHRELET,

- vacl : IPv4 VACLTCAM J —¥ =
YA REBELET,

s vpc-convergence : VPC >/ N\— =
Y ATCAMY —¥ g DY A X%
% L/jz—é—o

* vqos : IPv4 VLAN QoS TCAM Y —
Var A XERELET,

» vgos-ite : IPv4 VLAN QoS lite TCAM
J—=Var A XEeRELET,

« tcamsize : TCAM ¥4 X, ¥4 R
256 DEECTT, A XH3256 L0
REWEAIT., sR2oME8TRITH
I$72 0 £, FHS O4. #iH
1% 0—4096 T,

Zoavry RonBXEFEHALT, 7
TAN D TCAM Y —V 3 > A X2
RLET,

G¥)
har dwar e access-list tcam region {racl |
ifacl | vacl} qualify udf udf-names =~ >~
REMEH L CIPvd 21— —EFHRT (—
/UK (UDF) % racl, ifacl, 3 & Uvacl
TCAM UV —> g 27 % vF L., IPv4
UDF ~X— A ® ERSPAN # % & L £,
har dwar e access-list tcam region

IP ACL D& 5k .
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{ing-ifacl | ing-12-span-filter |
ing-13-span-filter } qualify véudf
veudf-names =~ > R & L T IPv6
UDF % ing-12-span-filter and
ing-13-span-filter TCAM |27 # v F L,
IPv6 UDF ~X— A O ERSPAN % 3% E L &
o wEM & BREFRRIZ OV T,
['Cisco Nexus 9000 + U — X NX-0OS
27 LEHRE] 22U T IES0,

ATvT3

copy running-config startup-config

1

switch (config) # copy running-config
startup-config

FFar 74 Xal—vark, AX—
Ny a4 Falb—vg iz
I:O*_‘Lji—gﬂo

ATvT4

(f£&) show hardware access-ist tcam
region
R

switch (config)# show hardware
access-list tcam region

THRAATROY u— REHZEA SN D
TCAM HA X EFRLET,

ATvTh

hardwar e access-list tcam label vrf-nat

1 -

switch (config)# hardware access-list
tcam label vrf-nat

VRF TITD NAT #3%E L £,

GE)
Cisco NX-0OS U U — A 10.3(1)F LLF%,
Z O < Fid CiscoNexus 9300-GX A
A v FTHR—FINET,

ATvT6

reload
51 -

switch (config)# reload

TNAAR) m— FSNET,

GE)

Bt A XOfEIX, copy
running-config startup-config+reload %
AT, T_XTDOITA L T— K E
Va—NEVa—RLERIZORER
2720 E9,

1

&KIZ. Cisco Nexus NFE %fii~7 734 A T n9k-arp-acl TCAM U — 5 VDA X & ZEH
ToH R L ET,
switch (config) #hardware access-1list tcam region n9k-arp-acl 256switch(config) #copy r s

switch(config)# reload
Configuring storm-control-cpu:

switch

. IP ACL D#E5K

(config) # interface ethernet 1/10switch
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switch (config-if)# storm-control-cpu arp rate 150
switch (config)# show access-list storm-control-cpu arp-stats interface ethernet 1/10

slot 1

acLteam y—o 3> 44 ZogE [

&IZ. Cisco Nexus 9500 > J — X ZA v FTRACLTCAM V —Y 3 v OV A XREEE

THBZRLET,

switch (config)# hardware access-list tcam region racl 256

[SUCCESS] New tcam size will be applicable only at boot time.
You need to 'copy run start' and 'reload'
switch(config)# copy running-config startup-config

switch(config)# reload

WARNING: This command will reboot the system

Do you want to continue? (y/n) [n] y

WIT, BEEMRTHZOIC, TCAM Y —2 3 VOV A REFnT 2025~ LET,

switch (config)# show hardware access-list tcam region

TCAM Region Sizes:

IPV4 PACL [ifacl] size
IPV6 PACL [ipvé6-ifacl] size
MAC PACL [mac-ifacl] size
IPV4 Port QoS [gos] size
IPV6 Port QoS [ipv6-gos] size
MAC Port QoS [mac-gos] size
FEX IPV4 PACL [fex-ifacl] size
FEX IPV6 PACL [fex-ipv6-ifacl] size
FEX MAC PACL [fex-mac-ifacl] size
FEX IPV4 Port QoS [fex-gos] size
FEX IPV6 Port QoS [fex-ipv6-gos] size
FEX MAC Port QoS [fex-mac-gos] size
IPV4 VACL [vacl] size
IPV6 VACL [ipvé6-vacl] size
MAC VACL [mac-vacl] size
IPV4 VLAN QoS [vgos] size
IPV6 VLAN QoS [ipv6-vgos] size
MAC VLAN QoS [mac-vgos] size
IPV4 RACL [racl] size
IPV6 RACL [ipvé-racl] size
IPV4 Port QoS Lite [gos-lite] size
FEX IPV4 Port QoS Lite [fex—-gos-lite] size
IPV4 VLAN QoS Lite [vgos-lite] size
IPV4 L3 QoS Lite [1l3gos-lite] size
Egress IPV4 QoS [e-gos] size
Egress IPV6 QoS [e-ipv6-gos] size
Egress MAC QoS [e-mac-gos] size
Egress IPV4 VACL [vacl] size
Egress IPV6 VACL [ipv6-vacl] size
Egress MAC VACL [mac-vacl] size
Egress IPV4 RACL [e-racl] size
Egress IPV6 RACL [e-ipvé6-racl] size
Egress IPV4 QoS Lite [e-gos-lite] size
IPV4 L3 QoS [1l3gos] size
IPV6 L3 QoS [ipv6-13gos] size
MAC L3 QoS [mac-13gos] size
Ingress System size
Egress System size
SPAN [span] size
Ingress COPP [copp] size

Ingress Flow Counters [flow] size =

Egress Flow Counters [e-flow]

size

512

o N O O
u
()}

O O O ONOOUIOO OO OO0 OUooOOOOOoOUTooooooo

o

256
256
256
256

0
=0

IP ACL D& 5k .
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Ingress SVI Counters [svi
Redirect [redirect

NS IPV4 Port QoS [ns-gos

NS IPV6 Port QoS [ns-ipv6-gos

NS MAC Port QoS [ns-mac-gos

NS IPV4 VLAN QoS [ns-vgos

NS IPV6 VLAN QoS [ns-ipv6-vgos
NS MAC VLAN QoS [ns-mac-vgos

NS IPV4 L3 QoS [ns-13gos

NS IPV6 L3 QoS [ns-ipv6-13gos

NS MAC L3 QoS [ns-mac-13gos

VPC Convergence [vpc-convergence
IPSG SMAC-IP bind table [ipsg
Ingress ARP-Ether ACL [arp-ether
ranger+ IPV4 QoS Lite [rp-gos-lite
ranger+ IPV4 QoS [rp-gos

ranger+ IPV6 QoS [rp-ipvé6-gos
ranger+ MAC QoS [rp-mac-gos

NAT ACL[nat]

Mpls ACL

Ingress IPv4 N3K QoS

Ingress IPv6 N3K QoS

MOD RSVD

sFlow ACL [sflow]

mcast bidir ACL

Openflow

1
1
]
]
1
1
1
]
1
]
1
1
]
]
]
]
]
1

size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size

size =

switch (config)# show hardware access-list tcam region

TCAM Region Sizes:

IPV4 PACL [ifacl

IPV6 PACL [ipve-ifacl

MAC PACL [mac-ifacl

IPV4 Port QoS [gos

IPV6 Port QoS [ipv6-gos

MAC Port QoS [mac-gos

FEX IPV4 PACL [fex-ifacl

FEX IPV6 PACL [fex-ipvé6-ifacl
FEX MAC PACL [fex-mac-ifacl
FEX IPV4 Port QoS [fex-gos
FEX IPV6 Port QoS [fex-ipv6-gos
FEX MAC Port QoS [fex-mac-gos
IPV4 VACL [vacl

IPV6 VACL [ipv6-vacl

MAC VACL [mac-vacl

IPV4 VLAN QoS [vgos

IPV6 VLAN QoS [ipv6-vgos

MAC VLAN QoS [mac-vgos

IPV4 RACL [racl

IPV6 RACL [ipv6-racl

IPV4 Port QoS Lite [gos-lite
FEX IPV4 Port QoS Lite [fex-gos-lite
IPV4 VLAN QoS Lite [vgos-lite
IPV4 L3 QoS Lite [l3gos-lite
Egress IPV4 QoS [e-gos

Egress IPV6 QoS [e-ipv6-gos
Egress MAC QoS [e-mac-gos
Egress IPV4 VACL [vacl

Egress IPV6 VACL [ipv6-vacl
Egress MAC VACL [mac-vacl
Egress IPV4 RACL [e-racl
Egress IPV6 RACL [e-ipv6-racl
Egress IPV4 QoS Lite [e-gos-lite
IPV4 L3 QoS [l3gos

IP ACL D#E5K

size =

size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size

size =

O O O O o o
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IPV6 L3 QoS [ipv6-13gos] size = 0

MAC L3 QoS [mac-13gos] size = 0
Ingress System size = 256

Egress System size = 256

SPAN [span] size = 256

Ingress COPP [copp] size = 256

Ingress Flow Counters [flow] size = 0
Egress Flow Counters [e-flow] size = 0
Ingress SVI Counters [svi] size = 0
Redirect [redirect] size = 256

NS IPV4 Port QoS [ns-gos] size = 256

NS IPV6 Port QoS [ns-ipv6-gos] size = 0
NS MAC Port QoS [ns-mac-gos] size = 0

1
1
]
1
1
]
1
1
NS IPV4 VLAN QoS [ns-vgos] size = 256
1
1
1
1
1
1
1
1

NS IPV6 VLAN QoS [ns-ipv6-vgos] size = 0
NS MAC VLAN QoS [ns-mac-vgos] size = 0

NS IPV4 L3 QoS [ns-13gos] size = 256

NS IPV6 L3 QoS [ns-ipv6-13gos] size = 0

NS MAC L3 QoS [ns-mac-13gos] size = 0

VPC Convergence [vpc-convergence] size = 512
IPSG SMAC-IP bind table [ipsg] size = 0
Ingress ARP-Ether ACL [arp-ether] size = 0

Iz, T 74/ D RACLTCAM V— g v A XICETHIZ R LET,

switch (config) # no hardware profile tcam region racl 512
[SUCCESS] New tcam size will be applicable only at boot time.
You need to 'copy run start' and 'reload'

switch (config)# copy running-config startup-config
switch(config)# reload

WARNING: This command will reboot the system

Do you want to continue? (y/n) [n] y

FUOTL—FEFERALE-ACLTCAM Y —> 3 Y 4 XDERTE

HAZDL T T — MEFR, Bk, BLXOWEHTAZ LT, ACLTCAM Y —Y a3y (4R
ERETEET,

F_T D Cisco Nexus 9300, L9500 2 U —X A v FTlx, ZDOFINEE 21T ACL TCAM
U=V a v YA O FIEZ#HA L TACLTCAM U —Y 2 > YA &R CTE £, 7F
L. NFE2 XIGT 734 A (X9432C-S 100G T A > 71— KRR C9508-FM-S 7 7 7 U v 7 T o —
V72 E) 1X. hardwareaccesslisttcamregion =~ > K& ¥R — Kk LT\ 7272, ACLTCAM
U= ay A RXERETDLERDHY £,

\}

GE) *TCAM 7 > 7' L— h &3 H7 5 &, hardware access-list tcam region =~ > RiZf§EE L
Hh, a~r REERTHICE, 77— b2asy MEBBERTHOVLERS Y 7,
* QoS TCAM 1 —E > 7 DFFEIZOWTIL,  [Cisco Nexus9000 U — & NX-OSH— B A iy
EHRETA R] #2ZRLTIZIV,

cTCAM 7' a7 7 A )T 7 L— KX, CI508-FM-S7 77 U v EY 2 — /)L TIEHHR— |k
INFEH A,

IP ACL D25
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ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— gy
T FEBIBLET,

ATy T2

[no] hardware profile tcam resource
template template-name ref-template {nfe
|nfe2| {12-13|13}}

1

switch(config)# hardware profile tcam
resource template SR MPLS CARVE
ref-template nfe2

switch (config-tcam-temp) #

ACLTCAM V —> 3 > YA X5 ET
5707 b — MNefERR L ET,

nfe : Network Forwarding Engine (NFE)
*}hix Cisco Nexus 9300 3 L 19500 © U —
R, T 74/ TCAM 77 L— |,

nfe2 : NFE2 %})t Cisco Nexus 9500 > 1 —
R, TINNA ADT 7 vk TCAM T
Al

[2-13: LAV 2BLOLAVIREDT
TH NN TCAM T 7 L— K,

[3 : Cisco Nexus 9200 >V — X A A v F
T,

ATvT3

CE=D)
1

switch (config-tcam-temp) # mpls 256

region tcam-size

WVBERTCAMY —V a 2DV A X%
T —NIEBNLET, 77—
MIEBMNT5)—YarZlEiczma~w
YREANLUES, EHARERY —V
DY A RNMIDONTIE, ACLTCAM Y —
Vary A XAOERESRLTLES
A%

ATvT4

exit
51 -

switch (config-tcam-temp) # exit
switch (config#)

TCAM T 7'L—h a7 ¥ alb—
varyE—REKTLET,

ATvT5

[no] hardware profile tcam resource
service-template template-name

1 -

switch (config) # hardware profile tcam
resource service-template
SR_MPLS CARVE

TRTCOITA L H—REBLOT7 77U v
T a— )W IHAZ LT L—
wWHLET,

ATvT6

. IP ACL D#E5K

(f£&) show hardware access-list tcam
template {all | nfe| nfe2 | 12-13]13]
template-name}

T_TO TCAM 7> 7 L— ~NE 7= 134
EDT T L— DR ELF R LET,


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/security/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_7x_chapter_01001.html#task_05981BEEC92441AF9F4BBC5E097B51CE
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/7-x/security/configuration/guide/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_7x/b_Cisco_Nexus_9000_Series_NX-OS_Security_Configuration_Guide_7x_chapter_01001.html#task_05981BEEC92441AF9F4BBC5E097B51CE

| PACL D#R

eamr—ev gz |

AU RFERETOVa Y

B8

1

switch (config)# show hardware
access-list tcam template SR MPLS CARVE

ATy T17

(f£&) copy running-config
startup-config
fi

switch (config)# copy running-config
startup-config

FEifrar 74X al—arhr, AX—
Ny a7 4X¥al—3 g0l a
vE—L$9,

ATvT8

reload
1 -

switch (config)# reload

FAL AR B— FERET,

GE)

Z DFEEIL, copy running-config
startup-config + reload %z A7) L 721
DHAMII2Y £7,

TCAM Hh—E 5 DEFE

F 74V EDODTCAMY —V 5 VBREIZ T T N7 +—

DI -THERY . $XTOTCAMY —

Va Al L TWAEDITTIEH Y FH A, HLEDY —Ta U EFIICTHITIE. 1 DDV —
Ta D TCAM VA XZ2WH L Torb, HEDY —T 3 D TCAM YA A& L E9,

QoS TCAM B —E > 7 DR EIZDOWTIL,

Configuration Guidel] & L T Z &,

['Cisco Nexus 9000 Series NX-OS Quality of Service

=)

Ay FTHEMINET,

e TCAM I —E L IV R—FENTWERTA, 727700, lHx OMEEICEREE Y Y TOHNT

Cisco NX-0OS U U — 2 10.3(1)F L%, & TCAM DR A Cisco Nexus 9800 77 » k7 4 — L

VW5 TCAM Z#FRTEE T, BEHID ¥ THA TN D TCAM %K 5I1C1%, show
har dware access-list resourceusage =~ > R&fiH L £7°,

o L TCAM XY R— b ENTWET, 72720, AJJTACL L1 ACL ol TG &N

iTo

WDFEIZ, D577 v 74 —2DAHITCAM ) =V a o DOF 730 A XaxLE

j—_O

IP ACL D& 5k .



B cwvsr—corom

R5:TIHILETCAM ') —> 3 VERE (AH)

IPACL DR |

: Cisco Nexus 9500 > ') —X R4 v FH

)—23 4 Y4 X iz At X
IPv4 RACL 1536 1 1536
IPv4 L A ¥ 3 QoS 256 2 512
SPAN 256 1 256
CoPP 256 2 512
VAT A 256 2 512
V&AL bk 256 1 256
VPC o R—T = % 512 1 512
4K

RKE6:TIHILLTCAM ') —2 3 URE (HH)

: Cisco Nexus 9500 ') —X XA v F A

)—Tarvd R (N U=} Bt X
IPv4 RACL 768 1 768
VAT A 256 1 256

1K

R7:TITHI LD TCAMY A X : Cisco Nexus 9504 £ =1V 9508 TS5 b T+ —L AL v F

Hhigk Y4 X (Size)
MAC PACL [mac-ifacl] 1952

IPV6 78— b QoS [ipv6-qos] 256

PV6 L3 QoS [ipv6-13qos] 256

SPAN [span] 96

Ingress CoPP [copp] 128

VAL LT b IPv4 2048

VA4 L2k IPV6 2048

RE:TIHILETCAM ') —2 3 VEE (AH)

: Cisco Nexus 9300-FX ') —X A4 v FH

J—oavk HA4 X ] CERE S
IPv4 RACL 2304 1 2304
LA ¥ 2 QoS 256 1 256

. IP ACL D#E5K




| PACL D#R

eamr—ev gz |

)—oav4 a4 X e B4 X
LA ¥ 3/VLAN QoS |512 1 512
VAT A 512 1 512
LA ¥ 2SPAN 7 ¢ /L |256 1 256
v
LA ¥ 3 SPAN 7 ¢ /L |256 1 256
v
SPAN 512 1 512
NetFlow/Analytics 7 « | 512 1 512
i

5K

R FIHILNTCAM ) —S 3 VBT (HA)

. Cisco Nexus 9300-FX ') —X R4 v FH

)—o a4 e 78 e BEYA4X
IPv4 RACL 1792 1 1792
VAT A 256 1 256
2K

R10:TITHILETCAM ') —2 3 VE&TE (A1) : CiscoNexus 9300 ') —X XA v F

)—o a4 Y4 X e BEtYA4X
IPv47;R— FACL 512 1 512
[Pv47R— F QoS 256 2 512

IPv4 VACL 512 1 512

IPv4 RACL 512 1 512

SPAN 256 1 256

CoPP 256 2 512
ACLY —7 A 71— |256 1 256

R DOIPv47R— k QoS

ACIY —7 F A v 71— |256 1 256

R dIPv4 VLAN QoS

AClY —7 A 71— |256 1 256
RDIPv4L A 3 QoS

VAT A 256 2 512

KA LY R 512 1 512

IP ACL D& 5k .



IPACL D#R |
B cwvsr—corom

JES T $AZ 2 a5 A X
vVPCa o _R— = & (256 1 256
4K

RMN:TIHILETCAM ) —> 3 VERFE (HBH) : Cisco Nexus 93003 ') —RX XA v FH

JIEDEPZ H4 X & CER R
IPv4 VACL 512 1 512
IPv4 RACL 256 1 256
AT I 256 1 256

1K

KIZ. Cisco Nexus 95003 Y — X 2 A+ F TIPv6 RACL TCAMM A X&256\1C%ET AHl AR L
F9, VA XM 256 D IPv6 RACL 1%, IPVv6 RNA TR TH D=, 512 = MY ZfEHLE
j—o

\}

GE) Bl U—Ta OTCAMREZZEFE LY, BT NS, ADTCAMREEZZEE L0 T 51T
. FEEOFIEIZRENE T,

2L

Cisco Nexus 9500 >V — X A A v F TCAJIIPVv6 RACLTCAM VJ — 5 DY A REHRET D
Wi, 2920047y a ronThigl 22FEITLET,

A7vavwm
AJJIPVARACL % 1024 => M U5 L (1536-1024=512) . AJJIPv6 RACL # 512 => |k
VR LET, ZOF S a o BEEEhET,

switch (config) # hardware access-list tcam region racl 512

Warning: Please reload the linecard for the configuration to take effect
switch (config) # hardware access-list tcam region ipvé6-racl 256

Warning: Please reload the linecard for the configuration to take effect

R 12:IPv4RACL (AA) %#iBE LI-BOEBEHF <N TCAM')— 3 V%

)—T 3 4 Y4 X ] B4 X

IPv4 RACL 1024 1 1024

IPv6 RACL 256 2 256fHOT v 2T
A ADBMERTE R
. 1024 fii 2

IPv4 L ¥ 3 QoS 256 2 512

SPAN 256 1 256

CoPP 256 2 512

. IP ACL D#E5K



| PACL D#R
eamr—ev gz |

)—oav4 H4 X ] Bt a4 X
AT A 256 2 512
VxA L7k 256 1 256
VPC a2 /R —V = A 512 1 512
4K

2ox512 20 R RTA AREY ST HRET,
T arw

IPv4 3 QoS DH A X% 01235 LCHIBR L, AJJIPV6 RACL ZBMLEF, ZoA4 7 a v
I%. IPv4 LA ¥ 3 QoS Z il L T s WEAICfiH T& 9,

switch (config)# hardware access-list tcam region 1l3gos 0

Warning: Please reload the linecard for the configuration to take effect
switch (config) # hardware access-list tcam region ipvé-racl 256

Warning: Please reload the linecard for the configuration to take effect

R13: L1V 308 (A1) ZHIRLE-BOEHFEIN:- TCAM') —2 3 VERTE

)—oavs H4X e Bt a4 X
IPv4 RACL 1536 1 1536
IPv6 RACL 256 2 512
IPv4 L 1 ¥ 3 QoS 0 2 0
SPAN 256 1 256
CoPP 256 2 512
AT A 256 2 512
UyxAvs k 256 1 256
VPC 2 R—V = A | 512 1 512
4K

A X256 DHJ) IPv6 RACL % A 12— 7 /W 2121, 1) IPv4 RACL % 256 12086 L.
J11Pv6 RACL ZiEM L £,

switch (config)# hardware access-list tcam region e-racl 256

Warning: Please reload the linecard for the configuration to take effect
switch (config)# hardware access-list tcam region e-ipvé6-racl 256
Warning: Please reload the linecard for the configuration to take effect

& 14:IPv4RACL (HiH) EF5 LI=EDT IV~ TCAM ') —2 3 V5%

J—2arvd R (N & RN
IPv4 RACL 256 1 256

IP ACL D25
|



IPACL D#R |
B cwvsr—covoms

y—Uavs H4 2 i B4 X
IPv6 RACL 256 2 512
VAT A 256 1 256

1K

R15: T4 +D TCAMH A X : Cisco Nexus 9800 75 < b T+ —L XA v FDIER

HEES Y4 X (—RxE)
AJJ RACLv4 9216
A7) QoSv4

AJJSPAN 7 4 /L& v4

H 77 RACLv4

AJJ SUP

A71 RACLv6 4608

A7) QoSvé

AJISPAN 7 4 )V Z v6

177 RACLv6

\}

(G¥) £ IPv6 ACL 1% 1,000 ACE IZHIFR S CWET, ZiuE, +-3TD IPv6 ACL (RACL, QoS.
F7ILSPAN 7 4 V&) IZHEAHSNET, 2Dk 5 REIFRIE IPv4 ACLIZITEH S E R A

TCAM U — a > O% A X% 7% L7-#. show hardware access-list tcam region =~ > K& A
NL T, TAA ZADOWENY v — R ] ATREZ: TCAM A R & RKRm L £ T,

)

EFB TR TOEV2—NORIZHERFT 212X, X TOITA = REV2—LE2Yr—RT5
7>, copy running-config startup-config+reload Z A JJ L TT A A& Y o — RT3 08N’ H 1
ET, TCAM U —V 3 VR ERER TH->ThH, U r—FT20ERH DO AT T,
TCAM V=V a VRENRT R CETTDHDER>TND, T4 A% n— R TEET,

RIEIZE > TE, TCAMY A ZEBRT2D, ATAAPRRRLIEVTHZ LD £7,

TCAM V — 3 VORERFIZ, T XTOTCAM UV —V a3 D 4K ANHIRZ#BZ 5 E . (kD
Ayb—UNERENET,

ERROR: Aggregate TCAM region configuration exceeded the available Ingress TCAM space.
Please re-configure.

IP ACL D& 5K
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| PACL DR
uof ~—2 #K—+ acL oz I

ATAADEEBADE, MDA v =V NERSNET,

ERROR: Aggregate TCAM region configuration exceeded the available Ingress TCAM slices.
Please re-configure.

TCAM U —> 5 VOORERIZ, T _XTOTCAM Y —2 a3 D IK HARKIBEBZ 5 L. kRO
Av—UnRErREINET,

ERROR: Aggregate TCAM region configuration exceeded the available Egress TCAM space.
Please re-configure.

KrE DHERED TCAM BERE SN TWRVVREET TCAM H— YV v 7 A VI L T A REZ A L
Lo2LTBLE, ROA v E—UNERINET,

ERROR: Module x returned status: TCAM region is not configured. Please configure TCAM
region and retry the command.

)

CE) 256 EWVWHT 73 DY EAL L7 FNTCAM J—2 3 > A X1k, £%® BED £ 7-1% DHCP
Vil —ty a2 T LTCWAEEII T ThROVAREERSH Y £, LVE<DBFD £/
IZDHCP U L— & v ¥ a VRIS T B2, TCAM HA X% 512 IZHRTHERH 555G
NH Y FI,

)

GE)  NI9K-C9508 (Fretta) T AT AT 7e< &b 120 INIK-X9624D-R2| T4 > H— Rind 545
A, Te-racl] tcam fEIGEY 1 X1dH K 16K TI,

BEErEYD
ACLTCAM YV — g v B A ZA0FHE (43 2—)

UDF R—X 7R— ~ ACL DERE

Cisco Nexus 9300 ) — X ZAA v F D UDF X—AZADMACT 7t A JUZXK~ (ACL) #HET
EFET, ZOMEICLY, TS RFT2—VPEFKT +—/L F (UDF) TO=vT T EITUV,
< v F LNy hE IPvA F— N ACL ICEH X £9,

FIE

ARV FERET7TIVa Y B#
AT w 71 | configureterminal JTa— ) a7 4 X2 lb—3a
Bl T REMBLET

switch# configure terminal
switch (config) #

2 5w 7 2 | udf udf-name offset-base offset length WKDEHIZUDF Z#EFKLE T,
E

IP ACL D25
|
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IPACL D#R |

ARV RFERETIVa Y

B8

switch (config)# udf pktoffl0
packet-start 10 2

1

switch (config)# udf pktoffl0 header
outer 13 20 2

« udf-name : UDF D4R ZHE L E
T, AR 16 XF O ST
EANTEET,

e offset-base : UDF A7 & v h _X—X
ZUTOLIHELEY, 22T
header I3, &7t v F&2EE LI
Ty NNy B =TT,
{packet-start | header {outer |inner

{13]14}}}.

I 7ty b FTEY N RX—ZN

LOF Ty b XA MIAETEEL
¥F9, A7y kX=X (LAF
3/ AT A~y Z—) DRGIDNA
FNEWETHIZE, A7y FEO
WCRELET,

CEE A TRy b AL 0K
FRRELET, 1E720E2514 b
HOYHE— R SR TNET, BN
A MBS E BT, B
® UDF ZEHFTHLENH D £
KR

DO UDF # CETEETMN, v R
[T 72 UDF OB EFRT D I & & HELE
L/iﬁ‘o

ATvT3

. IP ACL D#E5K

har dwar e access-list tcam region ing-ifacl
qualify {udf udf-name| véudf véudf-name}

1

switch (config)# hardware access-list
tcam region ing-ifacl qualify udf
pktoffl0

IPv4 £7-1ZPv6 R — ~ ACLIZTHE AT %
ing-ifacl TCAM J —< 2 /{2 UDF &7
HoFLET,

TCAM V — 3 |2 T %5 UDF ®
B, 77 v b7 A — Ao THERY
%3, Cisco Nexus 9200 A A1 v FDIFH
138 K 2 -2 UDEF, Cisco Nexus 9300 A
A v FOEAEITIR K 8 DDOUDF, Cisco
Nexus 9300-EX A A~ F D513 IPv4
A— k ACL {Z%f L Tk 18 @ UDF,
F721XIPv6AR— b ACL (2K LT 720D
UDF Z##i C& £,

GE)

UDF &fifi7-25BME s &, TCAM
U— g 3y ZOVIE D S g3k
KLET, toREEARR—ZANHD



| PACL DR

uof ~—2 #K—+ acL oz I

AU RFERETOVa Y

B8

ZEEBRLTLLTEEZN, EnUso
LEZoavwy NIEREsnEd, &
BWIGA. REEADOY —Y a3 vk
TCAM AX—ZANED £ DOT, ZD
o< REHASNLET, FEHICoOW
Tix, TACLTCAMY —Y g H A X
DEE|] 2B L TIIEEN,

GE)

Zoa<wy Fono BT, UDF %
TCAM U —>a U6 0EEL., U —
CarEI U NEICRELET,

AT 7 4 | ¥ZH: copy running-config startup-config | U 7' — B L VY A ¥ — MRFIZF T
5 - T4 X2b—arbBAX— T v
,;M . , Ny Ay 74 X2 lb— g ilab—LT,
SW1TC conri CcCO running—-conri
startup—conf(ig oY ? J %E %%%%ﬁé@bcf%ﬁ Lij«o
AT 75| ¥ZE: reload TNAARY) B— RSN FET,
1 - GE)
switch (config)# reload UDF X &% copy running-config
startup-config + reload % AJj L=t D
HAM72 0 £7,
AT 76 |ip accesslist udf-acl IPvd 772 2y ha—L U Rk
il - (ACL) Z{EpLT, IPT7 272 U2
switch(config)# ip access-list udfacl PIYT 4 Fab—a T M
switch (config-acl) # ﬁéIJEEjko
ATV T ROWTROOa~wy ReEASLET, |ACLZZEL, UDF (1) TOH, F

* permit udf udf-name value mask
* permit ip source destination udf
udf-name value mask

1

switch (config-acl) # permit udf pktoffl0
0x1234 Oxffff

1 -

switch (config-acl) # permit ip any any
udf pktoffl0 0x1234 Oxffff

TINER N b T 4 =L RIZHOWT
BWEOT VA aryva—L xR
(ACE) & ff¥TUDF T—#&H5 L
ICERELET (H2) fEE~AT DF|
B D#iPHIL 0x0 ~ 0XFFFF T,

7V ACL 1L, UDFIRH D4 & 7
WA ODOm LS, ACEZAT 52 &
NTExET, % ACE 1T —&%T 5 %%
5 UDF 74—V RI’nB D), TXTDH
ACEZ# UDF ORI LY R MZ—EHI® 5
ZEMTEET,

IP ACL D& 5k .



IPACL DR |
B —sacticoracomm

ARV RFEREET7TOVa Y ]3]

ATy 78| (f£E) copy running-config FTar74¥al—vark, AX—
startup-config Ny ar74¥Fab—varila
15'] . Eb‘bij‘o
switch (config)# copy running-config
startup-config

JL—% ACL & LT IPACL MsEF
IPv4 ACL £721E IPv6 ACL 1%, IRDZA T DA 2 —T = A ZAZHHATEET,
B3I H =T 2 A ABIOH T X —T = A A
L AFXIL—F Ry F K= Fr R A F—T AR
*VLAN A VX —T = A A

cEHA L H—T AR

INBDAHE—T 2 A A XA TZHEH SN ACL iZ/V—4 ACL & R SnEz T,
Y

Note /5,1 —# ACL i3 CiscoNexus 9300 >V — R ZAA v F T v Y U R— FTIIHR—FEh
E I

Before you begin

WHT S ACL NFEEL, HEGN LT N T 747 T4V Z ) U ITRRESN TSI L%

i L £9
Procedure
Command or Action Purpose
AT 71 |configureterminal 7 a—r e — R EBG L E T,
Example:

switch# configure terminal
switch (config) #

ATy T2 RONTNIOav REARLET, |[HBELIEA v H—T A A XA T D
« interface ethernet dot/port[ . number] | <~ 1 Fal—rarE-Fefnl
« interface port-channel ESE

channel-number
* interface vlan vian-id
« interface mgmt port

IP ACL D& 5K
66 I
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#—racLeLcoracoaEs

Command or Action

Purpose

Example:

switch(config) # interface ethernet 2/3
switch(config-if)#

switch(config)# interface ethernet
2/3.1
switch(config-if)#

ATvT3

(Optional) encapsulation dot1q 21

Example:

switch (config-if)# encapsulation dotlq]
21
switch (config-if) #

Note
Zoa<wy R, VA Y37 A 4—
7I4X¢:0)$LZ\%:/G'§<O

ATv74

KOWTNHDa~y REANLET,
* ip access-group access-list {in | out}
« ipv6 traffic-filter access-list {in | out}

Example:

switch(config-if)# ip access-group acll
in

IPv4 ACL £ 721X IPV6 ACL %, $5E
DT T4 I DLAXIA L HZ—T =
A ABIOYTA o H—T A A TTHH
LEd, &HIMIc—4 ACL % 1 O
AcxEd,

ATvTh

ip access-list match-local-traffic

Example:

switch (config-if)# ip access-1list
match-local-traffic

n—hNVTERINTZ—KTDH T
T4 EFRRLET, AL vT %
BETDO NI 74 v VI LER
/L/o

ATvT6

(Optional) show running-config aclmgr

Example:

switch (config-if)# show running-config]
aclmgr

ACL OB EER T LET,

ATy T1

(Optional) copy running-config
startup-config
Example:

switch (config-if)# copy running-config]
startup-config

FEifrar 74X al—rarr, AX—
Ny a7 s X¥al—vgila
[:O— L/iﬁ—o

Related Topics
IP ACL DfERL (36 ~—2)

R— K ACL & LTO IPACL DiEF

IPv4 ACL £721% Ipv6 ACL (X, LA V2 A Z—T A A (WFR—FEITHR— K Frx
V) WCHEHTEET, N U F—T oA A XA TIHEH S ACL X, "— hACL &
RiapshEd,

IP ACL D& 5k .



IPACL DR |
B & raccicoracomm

\)

Note (> % —7 = { 2% macpacket-classify Ti% &3 541X, mac packet-classify =~ > K& A
VH—=T 2 A ARENOHIRT HE T, IPA—FMACLEZA V¥ —7 oA ATHATE £ A,

Before you begin

WHT 2 ACLTFEL, BN LTI N T 74w T4 NZ ) TRERESNTNWDHI LR

MR LET,
Procedure
Command or Action Purpose
R T 71| configureterminal 7 a—rUERRCE— REBB L £,
Example:

switch# configure terminal
switch (config) #

ATy T2 RONTFN LD awr Fe AN LET, |[HELIEA v F—T A R ZA T D=
« interface ether net slot/port YA Fab—Yary - FERnL
« interface port-channel ER

channel-number

Example:

switch (config)# interface ethernet 2/3
switch (config-if) #

ATY T3 | ROWT PO A~y REASLET, |IPv4 £721XIPV6 ACL & A v 4 —7 = A
AFEIR = Fr RUTHEH L ET,
A—FACLTIE, £ N7 41
SN TR R—FSNTVWET,
1 2DA 2 H—T x4 A1 DOOHR—h
switch (config-if)# ip port access-group ACL %ﬁﬂz}’(% iﬂ”o

acl-1l2-marketing-group in

* ip port access-group access-list in
* ipv6 port traffic-filter access-listin

Example:

R 7 4 |(Optional) show running-configaclmgr |ACL & Ex*F R LET,

Example:
switch (config-if)# show running-confid]
aclmgr
R w 75 | (Optional) copy running-config FITar 74 Xal—Tarr, AHX—
startup-config bF Y7 v T g Fal—avica
Example: E—LE7,

switch (config-if)# copy running-configd]
startup-config

IP ACL D& 5K
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Related Topics
IP ACL DfERL (36 ~—77)
MAC /347 v MDA F— 7 ML £ 2138 L

IPACL®D VACL & L TOEA

IPACL IZ VACL & L CEHATE £,

Related Topics
VACL D% E

pacLovac & LcoEm i

SUP JL—JLIZxt9 B IPACL JL— )L DEFIERLT (TDE A

CiscoNX-OS U U —Z 10.4(1)F A& TiE, IP 721X IPv6 ACL TH LW ACE ¥ —U— F (all)
DY R—FINTWEST, ZHICKY, RICEHET—HT 5o SUPACL LV—/L L0 H ACL

— VOB END . 0 (RS

FIE

2720 £9,

ARV RFERETIVa Y

=)

ATy T

configureterminal

1

switch# configure terminal

Ja— T — &R L £,

ATvT2

ROWTNNOa~ Rae A LET,

* ip access-list name
* ipv6 access-list name

1

switch (config)# ip access-1list acl-01
switch (config-acl) #

IP £ 7213 IPv6 ACL Z{ER L C. ACL =
V74X al—arEB—REHBEL
F9. names | BT 64 SLIFLINTIRE L
F9,

ATvT3

[sequence-number] {permit | deny} protocol
{source-ip-prefix | source-ip-mask}
{destination-ip-prefix | destination-ip-mask}
all

f1

IP D&

switch(config-acl)# permit ip
192.168.2.0/24 any all

IPv6 DA

switch (config-ipvé6-acl)# 10 permit ipve
1::1 2::2 3::3 4::4 all

SUP L—/L X 0 % IP £7-1% IPv6 ACL
= VBT S Al F—U— R&H
LT, ACLIZA— % ER L 7,

IP ACL D& 5k .
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IPACL D#R |
B rciossonz

avYRFERET7IOI Y BRI
ATV T RONTNIAO vy REANLET, |EBELFEA X —T oA R XA T D
Y74 FXal—varE®— RERBBL
3

« interface ethernet sot/port
« interface port-channel

channel-number
1 -

switch(config)# interface ethernet 2/3
switch (config-if) #

AT TS | ROWTN O a~ REASLET, |IPvd £/ IPVOACL AV F— 7 = A
AFEIFAR— b F v xMCEHLET,
AR—FACLTiZ, £ XU K7 4 v
ZV L TEFRYR—FENTHWET,
- 1 DDA v H—T = A AT 1 DDFE— k
IP DL ACL ZHEHTE £,

switch(config-if)# ip port access-group
acl-01 in

* ip port access-group access-list in
* ipv6 port traffic-filter access-listin

ATv 76| ({£E) showrunning-configacmgr |ACL OFEEFRLET,

i -
switch(config-if)# show running-confid]
aclmgr
ATv 71| ({£E) copy running-config FITar 74 F¥al—ark, AL—
startup-config a7 s XalL— gtz
ﬁ“: Ef*‘L/§E7ro

switch (config-if)# copy running-config]
startup-config

ACLOX VYT DEKRE
ACLE X7 7uab REFRETHITIE, AT 7R VR MEERLTOLL, HEINT

ACLEFEHLTA VX —T oA A LD T T4 v I DT 4 NE Y T A F—T VI, &tk
ICACL BX > Y Fat R G A—2 5B ELET,

FIg
ATV RFEREETIVaY B
AT w71 |configureterminal 7o — R — REBB LT,
i -

switch# configure terminal
switch (config) #

. IP ACL D#E5K
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acLoxronE I

aAv U RFERET7TIVaY B#)

ATy F2 |ipaccesslist name IPv4 ACL Z{ER L, IPACL =27 ¢
B - Fal—varE— FELET,
switch (config)# ip access-list narre%l%di@jt?ﬂlﬂ’(?ﬁﬁibiﬁ}
logging-test
switch (config-acl) #

AT w73 |{permit|deny} ip source-address SIRIC BT B IPVA LT 7 1 v 7 &R
destination-addresslog " EITEST 5, ACLONLV—L%1E
i : RLET, VAT LAA— T
switch (config-acl) # permit ip any é%\/\obq > b &:ng—é‘rﬁi&m ’J’r‘/ﬁ
10.30.30.0/24 log Ay —VEEKTELHLIICTHIC

1%, log¥—U—REEDLNLENRH D
E3 a8

Source-address 35 & U* destination-address
SIELCIE, IPT RLRERY hT—2
JANRH—F, IPT RL R LAERE
YT Hxy h~<wRAT | RARNT RLA|
FRIMEEDOT FLAZEEET S any
RENHY ET,

ATvT4 |exit REZTEHL, IPACL=7 ¥ =
B - L—varyE—REKRTLET,
switch (config-acl) # exit
switch (config) #

AT w75 |interfaceethernet slot/port A B —T 2 ABRTET— RERIEL
i ESXR
switch(config)# interface ethernet
1/1
switch (config-if)#

AFw 6 |ipaccess-group namein BEINT ACLZEHLTA ¥ —
B - TxAALEDIPVANT T 4 T DT 4
switch(config-if)# ip access-group }lj& H “7 %4’ Z\“—jﬂ/i; biﬁ‘o %
logging-test in N7 74 v 7ICACL A CTE F

ﬁ—o

A7y T7 |exit REEEH L, AV F—T =R
Bl - T4 X2l —varyET—RFEKTLE
switch (config-if)# exit R
switch (config) #

25w 78 |loggingip accessist cacheinterval ACLu X7 7ut 20 n 7 Bk

interval

1 -

(BHfL) Z#RELET, T 741 b

IP ACL D& 5k .
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IPACL D#R |

ARV FFEREETIVa Yy

S

switch(config)# logging ip access-list
cache interval 490

fl1E 300 F> T3, #EPHIZ 5 ~ 86400 7
TTO

ATvT9

logging ip access-list cacheentries
number-of-flows

1 -

switch(config)# logging ip access-1list
cache entries 8001

ACLeX. 7 7ubv A TE=XT5H7
0 —DRREERELET, T 74V
MIEIX 8000 TF, HAR— h ZNDHED
FPHIX 0 ~ 1048576 T,

ATy 710

logging ip access-list cache threshold
threshold

51

switch (config)# logging ip access-1list]
cache threshold 490

77— MIRAUINDENC, fRES N
7oy NS | TR S LT BepE
T, Syslog A vE—UBEKIIE
7

ATvIN

logging ip access-list detailed
1 -

switch(config)# logging ip access-list
detailed

show logging ip access-list cache =~ >
RO T)THRR SN DIRDIER % AR
WCLET, 77 BAHBEZ Y
(ACE) ¥ —7 A% %, ACET”
v a v, ACL%4., ACLJim, ACL~7 ¢
NEBAT BIORACL#EHA v —
Tz A A,

AT T12

hardwarerate-limiter access-list-log /¥
7 b

1 -

switch (config) # hardware rate-limiter
access-list-log 200

ACL 1 ¥ 2 7 DIz A==/ 1 W
TV a—/MIab—XnbH 7y b
L— MR % pps TRRE L 9, #ilH
1% 0 ~ 30000 T3,

ATy 713

acllog match-log-level severity-level

151

switch (config)# acllog match-log-level
5

ACLO—E & 7ekT D/ ET 7 1
(ERE) VL~V ERELET, 7
ZxNMEe (fF@) T3, #PHIZO0
(B2 ~7 (T v r) TY,

ATy 714

CE=9)
gt
1 -

switch (config)# logging ip access-1list]
include sgt

logging ip access-list include

show logging ip access-list cache =~ >
KoMz, X274 7 —7%
7 (SGT) | s/ N—"T 27
(DGT) . #fZI7EMAC (SMAC) | B
X U%6%: MAC (DMAC) @ SGACL 1
WMERRTEDLLIICLET,

ATy 715

. IP ACL D#E5K

(EE)
mac

1 -

switch(config)# logging ip access-1list
include mac

logging ip access-list include

show logging ip access-list cache =~ >
FOHINIFRES L 5H ACLLOG =~ |k
VO—fE LTMACT RLAZED
LI EMTEDLEIICLET GEET
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BREYLALY FTBEHOHTIP A vy Fizs b AcL0EE [

avyREERFT7IYa Y =]
MAC (SMAC) X U%% MAC
(DMAC) ) .

ZPawr N, detailed 7> 3
(loggingip access-list detailed) & & %
ICRETHZ &b, detailed 72 3 v

RLTHETHIEHLTEET,
AT 716 | (f£&) show loggingip access-list EEITCIP B RO IP T R X
cache [detail] PR TR — M5 L OB A — M
- W, EETA AT oA ARE T
. . o 774 Zhea s 7a—ZMlY o EHE
switch(config)# show logging ip T _ R
access-list cache FRLET, 777472 70—0D%

OMOIEFER TIE, FFZHR—bhENT
WRWTRTOA TV a3 VITRREN
¥ A,

loggingip access-list detailed =~ > K%
ANNTBHE HAKE, 778 RAar
fa—n x> U (ACE) ¥ —/r v
A&, ACEDT 7 a v, ACLD4
Ai. ACL ®J5m, ACL D7 4 /)% X
A7, BEOACLOERAA v % —7 =
A ADIERbEENET,
GF)
e KD < RITMEIZHAY T
R

* logging ip access-list detailed

* logging ip access-list include
sgt

« show logging ip access-list cache

[detail] =~ > FOH BT, &
RUTAT v a v ofRicikSE
7,

BREUSALY T BEHOHTTP AV FIZ& 5 ACLDEETE
KR EDHTTP A Y v REMRITZEL, HEDKR— MIEHRINTWE I —NIZVF A L7 T
HEIICACL ZRETEET,
WOHTTP AV v K2V XA LT NTEXET,

* connect

IP ACL D25
|



B =xzu5L5 19200 HTIP x Yy FIZE 5 ACLORE

* delete
. get

* head
* post

* put

e L —X

1R BHEIIZ

IPACL D#R |

har dwar e access-list tcam region ifacl 512 double-wide =~ > K% i f§ L C, IFACL fEIKDOfE1E
TCAM B LET, Zoavr R, Ze— b ar7 s Falb—valdfansg
T, ZOBREEANCTDHICE, AL vTFEIr—RFLET,

FIE

ARV RFEERETIVa Y

B8

ATy T

configureterminal

1 -

switch# configure terminal
switch (config) #

Ja— R — &R L ET,

ATv T2

ip access-list name

1

switch (config)# ip access-list acl-01
switch (config-acl) #

IP ACL Z{ERk L C, IPACL =27 ¢
Xal—aryEB— RNEBEBLEL,
names | #iL 64 IFLUINTHREL 7,

ATvT3

. IP ACL D#E5K

[sequence-number] per mit protocol source
destination http-method method
[tcp-option-length length] [redirect
interface]

1

switch (config-acl)# permit tcp
1.1.1.1/32 any http-method get

FEDHTTP A Y v Rath— 12 XA
L7 b 5E9ICACLEZHRELET,

WOHTTP A Y v RBVPR— I T
F7,

e connect : CONNECT X YV v R
[0x434f4ede] T HTTP /N7~ h &
ALET,

s delete : DELETE # Y v R
[0x44454c45] THTTP 23/~ b %
ALET,

e get : GET A YV v K [0x47455420] C
HTTP /X7 v F&WREL £,

* head : HEAD * v K [0x48454144]
THITP X7 v hERAELET,



| PACL DR

BREYLALY FTBEHOHTIP A vy Fizs b AcL0EE [

ARV RFEEETIIa Y B8
e post : POST AV v K [0x504f5354]
THITP N7 v FEBRAELET,

«put : PUT # ¥ v R [0x50555420] C
HTTP /N7y b & A LET,

s trace : TRACE XV v K
[0x54524143] THTTP /37 v k&R
/El\[/iﬂqo

tcp-option-length 47" = %, "

FNDTCP AT ay ~y A —DES
BEELET, 77X arbao—L
= hU (ACE) (Z1E, H&K4>DTCP
F7a vk (A OB ERGE
T&Ed, RSOHEPMIL 0~ 40 TY,
ZOFTvarERELRWVEA, EX
X0 ESIL, TCP AT v a vy ~y
X —D7p\ Ry N2 ACE & —3
LEd, 2oFFara2lifldsl,
WERTCP A7 v ay ~y X —%FED
Ny TCTH HTTP R EBATE £
7

YEAL LY b ATV ad, BEOR—
MZEEE S LTV D B —/ 3|2 HTTP A
Yy REVXA L7 NLET, HTTP U
XA L7 MEREIZ, LA Y3R—FTIX
HEERE L £ A,

ATw 74| (f£&) show ip accesslists name IPACL ODREZ R LET,
fi

switch (config-acl) # show ip
access-lists acl-01

ATy 5| ({£E) showruninterfaceinterface B =T 2 ADRELFZTLET,
slot/port
1 -

switch (config-acl)# show run interface
ethernet 2/2

1

WROFITIE, 7y "OTCP AT v a vy ~y X —DEIEHEEL, KA— K Fy 3L
4001 128 SN TN DY — T post HTTP A Y v K& U XA L7 hLET,

IP ACL D& 5k .
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B e~y 5—oacomE

switch (config) # ip access-list http-redirect-acl

switch(config-acl)# 10 permit tcp any any http-method get tcp-option-length 4 redirect
port-channel4001

switch (config-acl)# 20 permit tcp any any http-method post redirect port-channel4001
switch (config-acl) # statistics per-entry

switch (config) # interface Ethernet 1/33

switch(config-if)# ip port access-group http-redirect-acl in

N> E I-.—I
IPv6 58\ v 3 —® ACL DX E
ZOFEX, ROT A AZOREASINET,
« Cisco Nexus 9504 33 L T8 9508 E =T & ¥ —3 (NIK-X9636C-R, NIK-X9636Q-R.
NIK-X9636C-RX, B L TXNIK-X96136YC-R)

* Cisco Nexus 3600 77 v 7 4 —2Ah ZA v F (N3K-C36180YC-R 35 L U8 N3K-C3636C-R)

U

CiscoNX-0S U U—293(7) LA TIX, 222U A R EN TS T /31 ATIPv6 ACL % % iE
TH%E . TR~y X —% &1 IPV6 /N7 ORI T 28 LWL — L2 &0 5 NERH
D F9, IPv6 JEIRE~ v X —DFEIZ O\ TiE,  [CiscoNexus9000 3 U — X NX-OS . =% v A
=T 4 VTREHTA R] ONX-0S VY U —R93(x) LAFED [fHiEL L2 IPv6 /7 v ko~
H—| BB LTSN,

\}

GE)  ZOFETEIRLEZF L= EFESL—UE, X7y hOMO 7 4 —)b RiZ—E7T 51t
D ACL /V— VIZBHR72< . D7 &b 1 DOHEE~y X —%F O IPv6 /37 v MIEHA SN E

7,
FlE

aAv Y RFEEETIVa Y B8

X w 71 | configureterminal Jua—r"URERE— REBB L ET,
51 -
switch# configure terminal
switch (config) #

AT 72 |ipv6 access-list name MAC ACL ZfEp LT, ACL 2> 7 ¢

il - Fal—varT—FefihLET,

switch (config)# ipv6é access-1list acl-01
switch (config-acl) #

25 v 73| extension-header {permit-all | deny-all} | 5L/ o MR BT 7o 4 %
15“ : ig‘gfl{j_\l Liﬂqo

IP ACL D& 5K
76 I



| PACL D#R

wpactogzowz |

AU RFERETOVa Y

B8

switch(config-acl)# extension-header
permit-all
switch (config-acl) #

e permit-all : 72 < &b 1 DDOYLIE
N~ B = FEO IPV6 /N7 N INEF
AIEANET,

e deny-all : L7e< &b 1 DOYLHE
N~ B = O IPV6 /N7 RS R
0y 7INET,

IP ACL &% 7E D HEER

REFHREZFTT DI, ROWTNDLDIEELITVET,

IP ACL @

avy kR

B

show hardwar e access-list tcam region

FRA ATRD Y 17— RERZ
H Z 45 TCAM YA X &3
R~LET,

show hardwar e access-list tcam template {all | nfe| nfe2 | [2-13 |
I3 | template-name}

T_RTCHOTCAM T > 7L — |k
FIIBEDT UL — D
REEF R LET,

nfe : Network Forwarding Engine
(NFE) x}i& Cisco Nexus 9300
BILU9500 ) — X534 &
DT 74/ TCAM 7 7
L—k,

nfe2 : NFE2 %t)it~ Cisco Nexus
9500 /XA ADTFT 7 )L b
TCAMT > 7L — |,

2-113: LA VP28V A-F
3REDT 7 4V s TCAM 7
L= b,

13: LA Y3WRDOT 74V b
TCAM 7> 7L — |k,

show ip access-lists

IPv4 ACL DR EZ R L E
TO

show ipv6 access-lists

IPv6 ACL DR EXFr LE
T,

IP ACL D& 5k .
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IPACL D#R |

avy kR

S

show logging ip access-list cache [detail ]

EECIPI L O%EEIPT R L
A EFIEAR— B L U%EL
A— ME®, FEILA v F—
T A RIRE TIT 4T
0 77— T 5 FREE
RLET, TIT 4T eT

2 —D % DMOTFERTIX, FF
WZHAR— S THhRng
TOF Ty a A NIFRRENFE
A,

logging ip access-list detailed =
~V RaEANT5E, I
. 772 aryhfe—Lx
»R~Y (ACE) O¥—/r A
FZ. ACEDT 7+ a,
ACL O4Hii, ACL O],
ACLOZ 4 NVvEZ AT, B&
WACLOBEHA v 2 —7 = A4
ADIEHRbEENET,

show logging ip access-list status

BT 1 —OR k¥, BHED
Ahien ZTHNE, LBAEDOH
ip LEWVEZ RN LR T,

show running-config acllog

ACL Ou JETREEFRL
F9,

show running-config acimgr [all]

IP ACL OF%ER L OVIP ACL
NEHINDA v H—T = A
AZEW T, ACL DFEfr=a
T4 X2l —varEERL
3

Note
Zoawr RiE, Erar
T4 Xzl —TarDa—H
X ACL &R LEJ, all
FTvarvEERTLE E
Far74¥al— 300
774/~ (CoPP % E) &
a—WEHRIZE D ACL O
FIMFRSNET,

show startup-config acllog

ACLOO JAH— T v &
ExEFRLET,

. IP ACL D#E5K
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ipacL o#EtEROE=2 U507

avy kR

S

show startup-config aclmgr [all]

ACLOAZ— | T v
TA4FX a2l —arEHFE L
i‘a—o

Note
Zoavy RiE, AFX— |
TS ar 4 Xal—3
Y Oa—HERE ACL & £R
LEd, alA7ya a2l
THE, AX—F T v T ar
T4 X2l —a DT T F
U~ (CoPP&iE) &=a—H
EFIT L D ACL Oi 72 %
RSIVET,

detail

show hardware access-list interface ethernet X/Y input entries

N—=RU =7 ACL A > ¥ —
7z A ADANTJE MY DFF
MaFzR LET,

Note

9500-RUND T T > 87—
AT, = MUERBALT
HEFHN xy DL I ICFE RS
IWET,

9500-R @ Hi 1 -

permit tcp 100.1.1.0/24 eq
10006 100.1.1.0/24 eq
Ox4e24/fffe [0]

9300-FX3S D H A4 :

permit tcp 100.1.1.0/24 eqgq
10006 100.1.1.0/24 range
20004 20005 routeable 0x1l [0]

IPACL D#EEHFHDE=R2 )T &H YT

IP ACL O#EEHERDOE=FF 2127 VT %

iE. ROFIRTa<y ROWTEE

ALET,
avw vk ]3]
show ip access-lists IPv4 ACL DRRE %7 LEJ, IPv4 ACL (T statistics per-entry

avy RBREFENTWDHEAITEL, showip accesslists =~ > KD
Wz, Sr—ne—8 L7y hOBEREGEERET,

IP ACL D& 5k .
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IPACL @

IPACL D#R |

av Uk E]:g]
show ipv6 access-lists IPv6 ACL DR E % Fr LE T, IPv6 ACL | statistics per-entry

a<y RBREEN TV DHEATX, showipvb accesslists =~ R
DA, FL—e—F L7237y hOBERED HLIET,

clear ip access-list counters | 4-~=-CT IPv4 ACL F 71345 E D IPvd ACL OFiitiEH4 7 V7
LE,

clear ipv6 access-list counters| 4-~=-T IPv6 ACL F 7~ 1345 E D IPv6 ACL OFiEHE#HA 7 V7
Li—a—o

&% TE 151

acl-01 L WO AHIDIPVAACL #1Ef L., ZNEZFR—FACLL LA —Y Xy b A F—T =
AA2N1 (A F¥2A4 0 H—T A R) IZWHATDHHZRLET,

ip access-list acl-01

permit ip 192.168.2.0/24 any
interface ethernet 2/1

ip port access-group acl-01 in

acl-120 E WO ARTDIPV6 ACL #1ER L., T EL—HX ACLE LA —HY Ry b A ¥ —T =
L2213 (bA¥3IA L E—T A R) ICEBATAHEZRLET,

ipv6 access-list acl-120
permit tcp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
permit udp 2001:0db8:85a3::/48 2001:0db8:be03:2112::/64
permit tcp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
permit udp 2001:0db8:69f2::/48 2001:0db8:be03:2112::/64
interface ethernet 2/3
ipv6 traffic-filter acl-120 in

RIZ, single-source & D 4 HITD VIY ACL Z1ER L, Z41% VTIY [E# EOATIIP T 7 1
W L CHEATAHE R LET, ZDACL L, BT 5T XTOTCP NT 7 4 v &FFd]
L. ZOMOFTXTOIP v 7747 % Ky LET,

ip access-list single-source
permit tcp 192.168.7.5/24 any
exit
line vty
ip access-class single-source in
show ip access-lists

Wiz, IPv4 ACL X 7 OB TEHIZ R L ET,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# ip access-list logging-test

switch (config-acl)# permit ip any 2001:DB8:1::1/64 log
switch (config-acl) # exit

switch (config) # interface ethernet 1/1

switch (config-if)# ip access-group logging-test in

. IP ACL D#E5K
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switch (config-if)# exit

switch (config)# logging ip access-list cache interval 400
switch (config)# logging ip access-list cache entries 100
switch(config)# logging ip access-list cache threshold 900
switch (config)# hardware rate-limiter access-list-log 200
switch (config) # acllog match-log-level 5

LLTIZ, UDF R— 2R F— ~ ACL DFEEFZRLET,

switch# configure terminal
switch (config) # hardware access-list tcam region ing-ifacl 256
switch (config) # udf pktoffl0 packet-start 10 2
switch (config)# udf pktoff20 packet-start 10 1
( )

ipacLozsEs |

switch (config) # hardware access-list tcam region ing-ifacl qualify udf pktoffl0 pktoff20

switch# configure terminal
switch(config)# ip access-list udfacl
switch (config-acl) # statistics per-entry

switch (config-acl)# 10 permit ip any any udf pktoffl0 0x1234 Oxffff

switch# configure terminal

switch (config)# interface Ethernetl/1

switch (config-if)# ip port access-group udfacl in
switch (config-if)# switchport

switch(config-if)# no shutdown

IZ. route-tag default-routeD s Bz~ L £ 9,

switch (config)# ip access-list global-acl

switch (config-acl)# 10 permit ip any any route-tag default-route

switch (config-acl) # exit

switch (config) #class-map type gos global
switch (config-cmap-gos) #match access-group name global-acl

switch (config) #class-map type gos domestic
switch (config-cmap-gos) #match access-group name domestic-acl

switch (config) #policy-map type qos pmap
switch (config-pmap) #class global

switch (config-pmap) #class domestic

(
(
switch (config-pmap-c) #police cir 100 mbps bc 200 ms conform transmit violate drop
(
(

switch (config-pmap-c) #police cir 200 mbps bc 200 ms conform transmit violate drop

switch (config) #interface ethernetl/12
switch (config-if) #service-policy type gos input pmap

switch (config) # show running-config ipgos

'Running configuration last done at: Tue Jun 13 10:08:38 2023
!Time: Tue Jun 13 10:10:05 2023

version 10.4(2) Bios:version 01.08

class—-map type gos match-all global

match access—-group name global-acl

class-map type gos match-all domestic

match access-group name domestic-acl

policy-map type gos pmap

class global

police cir 100 mbps bc 200 ms conform transmit violate drop
class domestic

police cir 200 mbps bc 200 ms conform transmit violate drop

IP ACL D& 5k .
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B o x7zacizo0c

OARATLACLIZDINT

Cisco Nexus 9500 &'V — X AA v F T, REBLVPRXTFTA LV W—FREFEHL T AT A
ACLEZRETEET, VAT ALAACLEZEHTLE, A4y TFHNORILT 7 EAY A FEFFD
TRTCOR—MMILAF¥2HR—FACL (PACL) 2% ETEET, VAT ALAACLEZRET D
L. TCAMODOEHAFEMET L, RY o —0OmH E 72 IFEEPICREE & AT Y O HEMET L
3

AT I ACL OFEIZHOWTIEL, ROFTEFIALFHIBEHEEZZB L T EE N,
e VAT APACLIZ, VA V24X —T 2 A ATOHYR—FENET,

e R 712 H— FZ{E 27 Cisco Nexus 9500 > UV — R A A v F CTAA v FNEENTH-D
12, DT R TOEAEEE TR N I0K D ACE R R— FENFT, RXTFA v I— K%
g L 72 Cisco Nexus 9500 v U — X A A v F D/ N— KT =7 K EIL 64K ACE T,

« N3K-C3636C-R & L TIN3K-C36180YC-R 7 A » 7 — R &8 L 7= Cisco Nexus 3600 77
74— AL v FTUVATAACLERETHZ L TEE T,

¢« IPvAPACLTCAM V — 3 > (ifacl) & -R 54 » I— ROGEHE TCAM &% (12k)
FOEELBETHE, RIAY I— ROLOEBERPEUIM S ET,

¢ ACE #3HMEHIZ. AT A ACL TIIEAYR—FENTWVERA,

¢ IPv6 1. AT AACL TITELEVAR—FEZNLTWER A,

e VAT AACLIE, 7L—277 7 b R—bFTIEVAR—FrENEHEA,

e RV U —R T A F— RE#H#H L7 CiscoNexus ¥ U — X A A F TO Quality of Service,
ACL, F721X TCAM »— B U ZEHEIZOWTIEL,  [Cisco Nexus 3600 NX-OS Quality of
Service REAA R, VU —R7x] #ZRLTIZ3W,

cHET IV IEHIT, TRTOIN T 74w 7 & Fry PEEFAILET, 77440 8T
X, ET NI v I EHIZACL EHNE T TH5ETIRTCON I 7o v kany 7 LE
7, T FI v/ ACL EHEIEIL, hardware access-list update default-result permit CLI
a<y REFEALCHBETE £, ZOCLIE, YEAR— M L TORERELET, &
OBl BB LTSN,

hardware access-list update default-result permit => #Allows all the traffic
during ACL updates. There may be < 10secs traffic drop.
no hardware access-list update default-result permit => #This is the default

behavior. It denies all the traffic during ACL updates.

* CiscoNX-0S U U —2922) LAFiD Y U —ATi%, 7 ;I v 2 ACL H#E Cisco Nexus -R
V=X T D= RTEPR— SN TOEEALN, FET b v 7 EH hardware
access-list updatedefault-result 73 CiscoNexus -R &) —X T4 > I — R THER—hEnFE
j_o
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| PACL D#R
Team U —v 3 n5# [

TCAM ') —> 3 D5 &l

VAT AACL ZRHET AR, T TCAM Y —2 a3 U &245EILE9, 1k RidD ACL #iRT
TAHEAIE. TCAM Y —Y g U ES5ETANENRN LICEE LT ZE W, FEic oW T
1Z. TACLTCAM UV — 3y Y4 X0 E (43 2—) | ZBHLTLEE N,

N

GE)  Cisco NX-OS U U — 2 7.0(3)F3(4) LAW& TiZ, PACLIPv4, RACL IPv4, 35 J T8 RACL IPv6 %
Rk ZHZ TRETEET,

XTI ACL DEETE
IPv4 ACL #{EfS L5, AT AACL ZRELET,

1R BHEIIZ

T4 ATIPv4 ACL Z1ERK L E T, FFEMC W TIE, [P ACL OfERk (36 X—2) | &%
LT &0,

FIE
ARV EFERERTIVa Y El:5)
ZFw 71| configt a7 4 F¥alb—ar E— REth
LET,
R 7y 72 |system acl VAT DACLERELET,
AT 73 |ipport access-group <pacl name>in AU B —T A AT LA ¥ 2PACL % il

HALET, &—F ACL Tit, 4 > v
VR TZANE VTR R— R
NTWET, 120 U F—T A AT
1 >OAR—F ACL i T& 97,

DATLACLDERTES LU show a <> DI

AT I ACL Dshow 2= RIZOWTIL, ROBREFH SR L T 7Z &0,
K RT—ILDOIATLPACL DRTE (T74/ F TCAM Z{ER)

IK A7 —LD 2T 5 PACL DFETEICHOWTIL, ROFIZBR LTSN (F 740 1
TCAM %) .

25 w7 1: PACL Z{ER L £,

config t
ip access-1list PACL-DNA

IP ACL D25
|
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IPACL D#R |

BEHS LU show a7 KDHI

10 permit ip 1.1.1.1/32 any

20 permit tcp 3.0.0.0/8 255.0.0.0 eqg 1500
25 deny udp any any eqg 500

26 deny tcp any eq 490 any

1000 deny any any

AT w2 PACL A VAT A L-ULICHEALET,

configuration terminal
system acl
ip port access-group PACL-DNA in

AL Yy FIZREINTND VAT L ACLEMREET H1TiE. shrunacimgr | secsystem =2~ o R
EHEALET,

switch# sh run aclmgr | sec system
system acl

ip port access-group test in
switch#

AL FUITEIE ZI TV D PACL ZIREET 5 121%, ship access-lists <name> [summary] =~ >
RE@HEHLET,

switch# sh ip access-lists test

IP access list test
10 deny udp any any eq 27

20 permit ip 1.1.1.1/32 100.100.100.100/32
30 permit ip 1.2.1.1/32 100.100.100.100/32
40 permit ip 1.3.1.1/32 100.100.100.100/32
50 permit ip 1.4.1.1/32 100.100.100.100/32
60 permit ip 1.5.1.1/32 100.100.100.100/32
70 permit ip 1.6.1.1/32 100.100.100.100/32
80 permit ip 1.7.1.1/32 100.100.100.100/32
90 permit ip 1.8.1.1/32 100.100.100.100/32

switch# sh ip access-lists test summary
IPV4 ACL test
Total ACEs Configured: 12279
Configured on interfaces:
Active on interfaces:
- ingress
- ingress

switch#

PACL IPv4 (ifacl) TCAMY —< a3 » YA XZ&HRFET 5 121E. show hardware access-list tcam
region =2~ RZHERALET,

switch# show hardware access-list tcam region
****************~k~k~k**************WARNING********************************
*****************The Output ShOWS NFE tcam region info******************

***Please refer to 'show hardware access-list tcam template' for NFE2***
LR EEE SRR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEET

. IP ACL D#E5K
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IPV4 PACL [ifacl

IPV6 PACL [ipv6-ifacl

MAC PACL [mac-ifacl

IPV4 Port QoS [gos

IPV6 Port QoS [ipv6-gos

MAC Port QoS [mac-gos

FEX IPV4 PACL [fex-ifacl

FEX IPV6 PACL [fex-ipv6-ifacl
FEX MAC PACL [fex-mac-ifacl
FEX IPV4 Port QoS [fex-gos
FEX IPV6 Port QoS [fex-ipv6-gos
FEX MAC Port QoS [fex-mac-gos
IPV4 VACL [vacl

IPV6 VACL [ipv6-vacl

MAC VACL [mac-vacl

IPV4 VLAN QoS [vgos

IPV6 VLAN QoS [ipv6-vdgos

MAC VLAN QoS [mac-vgos

IPV4 RACL [racl

IPV6 RACL [ipvé6-racl

IPV4 Port QoS Lite [gos-lite
FEX IPV4 Port QoS Lite [fex-gos-lite
IPV4 VLAN QoS Lite [vgos-lite
IPV4 L3 QoS Lite [1l3gos-lite
Egress IPV4 QoS [e—-gos

Egress IPV6 QoS [e-ipv6-gos
Egress MAC QoS [e-mac—-gos
Egress IPV4 VACL [vacl

Egress IPV6 VACL [ipv6-vacl
Egress MAC VACL [mac-vacl
Egress IPV4 RACL [e-racl
Egress IPV6 RACL [e-ipv6-racl
Egress IPV4 QoS Lite [e-gos-lite
IPV4 L3 QoS [l3gos

IPV6 L3 QoS [ipv6-13gos

MAC L3 QoS [mac-13gos

Ingress System

Egress System

SPAN [span]

Ingress COPP [copp]

Ingress Flow Counters [flow]

1
1
1
1
1
1
1
1
1
1
1
1
]
1
1
]
1
1
]
1
1
1
1
1
1
1
1
]
1
1
1
1
1
1
1
1

switch#

size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size
size

size =

12280

640
256

O O O OO OO OO0 0O0OOWwOOO0OO0OO0OOOLOLOLo oo o

N oy
e (G2~
o O O O oy O

128

+7vz4 rsn—Jouz ]

ACL BE DT 7 = 1)V R — MEH AR AT HI121E, show tech-support aclmgr 35 L OF show

tech-support aclqos =~ > RZ{Ef L £7°,

show tech-support aclmgr
show tech-support aclgos

I b TIL—TDEE

IPv4 ACL 3 X OV IPv6 ACL D/LV—VITEETL L F0e DT FL AR IO 1 b o)L R— M &R

ETDHEIC, AT V=0 b IN—T A TEET,

IP ACL D& 5k .
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. T2 Y b JI—TIZxF % Session Manager D+ R—

A7 b JIL—TIZxt9 % Session Manager D H7R— k

Session Manager |34 7Y =7 b V=T DOk ELZ P AR— ML TWET, ZOWELZHEHT S
L BRERYyVaYEERL, ATV N IIN—TOREEEEE T T 4 Fal—T g
NZa Xy T AHENCHER TE 9, Session Manager DFEAIZ DU TiX,  [Cisco Nexus 9000
Series NX-OS System Management Configuration Guidel] % 28 L T < 72 &\,

PB7 RLRARA TSz P TL—TDERELIUVESR
IPv4 7 RVR IN—TF 37 V=27 FOERBIOEREEZEITTEEI,

\}

Note  Cisco Nexus U U — % 7.0(3)I5(2) LAKE ClZ, nohost IPv4-address =2~ > RiZHHR— kST
FtH A, DME %74 — hTid, nosequence 2~ R&EFH LARWVHIBRIZY AR — I TWHER

/Vo
Procedure

Command or Action Purpose

R 71 |configureterminal Ja— R ERTE— REBE L ET,
Example:
switch# configure terminal
switch (config) #

AT 72 |object-group ip address name IPv47 RLAZF T2l N I V—T%

Example: ERR L, IPV4 7 RV A F T2 b
switch (config)# object-group ip address N—7 a7 4FXalb—arE—F
ipv4-addr-group-13 R £ 9,

switch (config-ipaddr-ogroup) #

ATy T3 | ROWTNIDa~v REANLET, | A7V F 2 A—Fox b &2
BRLET, ETH o bY Z &I,

* [sequence-number] host |Pv4-address
host =~ R L TH—OKRA M &

* [sequence-number]

| Pv4-address/prefix-len BET 50, £ildhost 2~ K&4
« [sequence-number] | Pv4-address L CTRA RDOXR Y FU—7 EfREL &
network-wildcard 7
Example: IPV4E T2 NI N—T DT VT (>
switch (config-ipaddr-ogroup) # host 7;(%%5?5%’(% 35’9‘*0 :*Wi\ %*}]@
10.99.32.6 Ly b TOR—HELET, i,

T RLADIEEDOEY y hT—HT5U 4
VR —R~RA7 &BETEET,

ATy Td | RONTN PO~ REANLET, |7 V=2 b Z—T0x b &4l
PRLET, A7 V=7 N T =705

* NO [Ssequence-number]

IP ACL D& 5K
85 I
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P67 FLR +T514 k Y—Fokms s vzE [

Command or Action

Purpose

* no host |Pv4-address
* no |Pv4-address/prefix-len
* no |Pv4-address networ k-wildcard

Example:

switch (config-ipaddr-ogroup)# no host
10.99.32.6

B4+ 5x Y Z L2, nofBEod host

av s REFHLET,

ATvT5

(Optional) show object-group name

Example:

switch (config-ipaddr-ogroup) # show
object-group ipvé4-addr-group-13

FT 2 N I —TOREETF L
i‘a‘o

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-ipaddr-ogroup) # copy
running-config startup-config

a7 4 X al—ark, AX—
cNry 7 arz4Xalb—vaila
I:O“A[/ij—o

Pv6 7 KLRA TSz FTIL—TDEBRELUVER

IPVv6 7 RLA TN—F F 7= FOVERB L OERE L2 EITTEET,

Procedure

Command or Action

Purpose

&M

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— R — a2 L ET,

ATvT2

object-group ipv6 address name

Example:

switch (config)# object-group ipvé6
address ipvé6-addr-group-A7
switch (config-ipvé6addr-ogroup) #

IPV6 7 RLA X TV x=s b I A—T%
ERE L., IPV6 7 RL A ATV 7
N—F a7 4 FXal—vgFT—F
B LET,

ATvT3

wKOWENHDa~vy RE AT LET,

* [sequence-number] host |Pv6-address

* [sequence-number]
| Pv6-address/prefix-len

* [sequence-number] | Pv6-address
networ k-wildcard

Example:

F T2 N IN—TF D b EE
BLET, (BT D=2 FY 2 &I,
hot =~y REMEH L TH—-OFRA M
BET 50, £t host 2~ K&H
BELTCHRR FDORy NU—27 Z5ELE
7

IPV6A T B TN—T DT VT
JARERBETEET, L KO

IP ACL D& 5k .
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IPACL D#R |

Command or Action

Purpose

switch (config-ipv6addr-ogroup) # host
2001:db8:0:3ab0::1

Example:

switch (config-ipv6addr-ogroup)# 10 1::1
2::2

HH Y hTOA—EHLET, D Cisco
NX-0S U U — & 7.03)17(3) LAFE TH R —
FEnET, FiF, T RLVADEE
Dy hevwvTFTHIANVR A—F
ZIRECTEET, IPV6 VAV KH— K
~ A7 %, CiscoNexus 9300-FX/FX2/FXP
AA v FTHHR—FENET,

ATvT4

KOWTHhOa<wy REASLET,
* NO sequence-number
* no host |Pv6-address
* no |Pv6-address/prefix-len
* no |Pv6-address network-wildcard

Example:

switch (config-ipv6addr-ogroup) # no host
2001:db8:0:3ab0::1

FT 2 N TN—T b N &
iR LET, #7227 h ZL—T
SHIBRET 2= Y Z &2, noEXD
host =~ > R&MEHLET,

ATy Th

(Optional) show object-group name

Example:

switch (config-ipvé6addr-ogroup) # show
object-group ipvé-addr-group-A7

FT 2T N TN—TOREERRL
ij—o

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-ipveaddr-ogroup) # copy
running-config startup-config

FEifrar 74Xl —rarr, AX—
Ny a7 s X¥alb—vgila
[:O— Liﬁ_o

JOraNLR—+AT

N~

P g

98 IL—TDERSELUER

T braVR— b ATV N INA—TDOERB L OEEZETTE LT,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

7 a—NUERCE— R Bl LE 9,

ATy T2

IP ACL DHERL
88

object-group ip port name

Example:

JubariR—rFT V=T N T—
TEER L, AR—h AT V=T T
N—T a7 4 Fal— g F—R
ZRBLET,
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Forarf—r 4724k vu—TokmssvzE

Command or Action

Purpose

switch (config)# object-group ip port
NYC-datacenter-ports
switch (config-port-ogroup) #

AT 7 3 | [sequence-number] operator port-number | A7 =/ k Z—T Dz b U E1E
[port-number] MRLUET, kT2 Y ki, &
Example: DFEH T~y a1 SHEHLET,
switch (config-port-ogroup) # eq 80 . eq Z?Efﬁl/fiﬁfb— F%&g%ﬁ:‘giﬁl/fi
JET,
et FHELIEA— FEELD REWN
ELWHDIEEEERY) R—E
%ﬂ:—ﬁ( Liﬁqo
ct:FBELIEA—FEELD/EIN
(FLWHDIXEER) A—hE
%ﬁ:*ﬁ [_/ji—gﬂo
eneq : FEE L72AR— FESLS DT
RTOR— FEFIZT—HLET,
erange: fEE L7 2 2OFR— hEE
& ZOMOFEHDOR— hFHIT—
ﬁ Li—a‘o
Note
range =~ 72171, 250
port-number 518 & LB L LET,
Z F v 7 4 | no {sequence-number | operator port-number | 4~ = 7 K FL—F by MY B
[port-number]} IR LE, BT 2= hY DR,
Example: AT DA A 2~ Fa noflEal Tl
switch (config-port-ogroup)# no eq 80 H L/jETfO
AT 75 | (Optional) show object-group name FTox2T b TNA—TORELFETL
Example: 7
switch (config-port-ogroup) # show
object-group NYC-datacenter-ports
Z 5w 76 | (Optional) copy running-config FEiTarv 74 Fal—valrk, AL—

startup-config

Example:

switch (config-port-ogroup)# copy
running-config startup-config

N ary74¥al—grila
to"—'[/ijqo

IP ACL D& 5k .
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B 000 rv—Jomr

ATz H b JIL—TDHIR

IPv4 7 LA FT V2 v J—7  IPv6 T LA X7Vl v Z—7, £ 7 8w b
ANVFR— N FTV 2T N ITNA—TEHIRTEET,

Procedure
Command or Action Purpose
R Fw 71 | configureterminal Ja—r\L Ay 7 4 Fal—g
Example: F—FEBBLET

switch# configure terminal
switch (config) #

R Fw 72 |noobject-group {ip address|ipvbaddress| {g5ieD 47 =7 b FA—TFEHI L
|ip port} name F4,
Example:

switch (config)# no object-group ip
address ipv4-addr-group-A7

R 7 3 |(Optional) show object-group FTRCDAT P2V b T N—T 5 Fm
Example: LET, HibrEhizA 7Y =2 b 71—
switch (config)# show object-group THERRFSNEE A,

R 7 4 | (Optional) copy running-config FFar T 4 Xal— gk, AX—
startup-config KNP wF av7 4Xal—avica
Example: E—L %7,

switch (config) # copy running-config
startup-config

AT ON—TDHEDIER

3TVl N TN—TOREEREFRT DHIZE, ROWThOa~w ReERALET,

av> R B &

show obj ect-group FT 2l N IN—TORELF R LET,

show {ip | ipv6} access-lists name ACLEREDILERFHE R EZ TR L E T,

[expanded]

show running-config aclmgr FT2l b IN—TEEH T, ACL DRE % F
RLET,

. IP ACL D#E5K
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ey ] 2E Bl OD 5%

B £ E 0D Session Manager Y-7h— k

Session Manager |ZFFHFIHORELZ AR — N L TWET, ZOEBEMFHT S &

pmaREon: [

HEL v

va el L, BEEHORELE Z2FTa 7 4 X2 b—a a3y MY DANCHES

TZF7, SessionManager DFEAIIZDUVTIL,

Configuration Guide] ZZM L T 72 &0,

F=F i) 200 B 0D 1E Ak

['Cisco Nexus 9000 Series NX-OS System Management

TNA A L CRM#EEZER L. 2 — & BNTE £,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— N ERRE— REBG L ET,

ATvT2

time-range name

Example:

switch (config)# time-range
workday-daytime
switch (config-time-range) #

IRFFHIAEDE 2 PERk U, IRFRIEEPH = o 7 o
Fal—TaryE®—RFRE2RBLET,

ATvT3

(Optional) [sequence-number] periodic
weekday time to [weekday] time
Example:

switch (config-time-range)# periodic
monday 00:00:00 to friday 23:59:59

FREBMH K T HEFOR (Wi &
W5) O1HLL EOHER LR A
72D XD I EMIV— VB ERR L E
—é‘o

ATvT4

(Optional) [sequence-number] periodic
list-of-weekdays time to time
Example:

switch (config-time-range)# periodic
weekdays 06:00:00 to 20:00:00

list-of-weekdays 5 | ¥t CHiE S L7 A
O, FEERRMGREZ &R TRZI O/ (WG
EEte) AN D K5 REHL—
NEERR L E T, list-of-weekdays 514D
EIZIIROF—T— RbEHTE £,
e daily : 1M OT X TOREH
« weekdays : HIEA 2264 A £ T

«weekend : LHEH O HIEH £ T

IP ACL D& 5k .
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Command or Action

Purpose

ATvT5

(Optional) [sequence-number] absolutestart
time date [end time date]
Example:

switch (config-time-range)# absolute
start 1:00 15 march 2013

sart ¥ —U— RDO%AIZHEE Lz HEF
MHHEMN 72 HHERHHEIETO L — L EE
RLET, end¥x—U— FE2EMs L=
Gy EON— VTR AR IR E 5 & F
IR £,

ATvT6

(Optional) [sequence-number ] absolute[start
time date] end time date
Example:

switch (config-time-range)# absolute
end 23:59:59 31 may 2013

endX¥—7— FDOE%AIZIRE LT-HEFE
THIMN 2 DHaxHFEUET DL — L EVERK,
LEd, sartF—U— FaEE+5 &,
FEDN—VIK T HREEZRZTS5ETT o
EHTT,

ATy T17

(Optional) show time-range name

Example:

switch (config-time-range)# show
time-range workday-daytime

IFEI L OB E 2 Fom L E T,

ATvT8

(Optional) copy running-config
startup-config
Example:

switch (config-time-range) # copy
running-config startup-config

a7 4 X2l —arEk, AX—
Ny a7 s ¥alb—vgila
EO_ Lijﬂo

R DL E

WEAF OIRFRIFEIH O/ — L DB L OHIBRZEITTE £, BIFOLV—VIZAETE EHA,
N—VEERTHITIE, EOL—LVEHIERLTHhE, BEEZMAT2— LV E2FER L £,

BEAF DN — VORI LWL — VAT D UER S D56 T, BUED Y — 7 U AF S DAEE

KU TEFA~NTEHATE 2L (T,

DETLET,

Procedure

resequence 2~ RZEHA L Co—r v AEF S 2 HE

Command or Action

Purpose

&M

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—r)UiERRE— REB L £7,

ATy T2

time-range name

Example:

switch (config)# time-range
workday-daytime
switch (config-time-range) #

HFE ORI ORM&EH 2 > 7 4 ¥ =2
L—y gy T— K& LET,

. IP ACL D#E5K
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pneEozE [

Command or Action Purpose
A5y 7 3 | (Optional) [sequence-number] periodic | §R7EBisA H I & # T HIFORM (Wi &
weekday time to [weekday] time H5) O1ALEOERE LR ZA
Example: N7 X9 I — v A ERR L &
switch (config-time-range) # periodic B
monday 00:00:00 to friday 23:59:59
R 7y 7 4 | (Optional) [sequence-number] periodic | |ist-of-weekdays 5|4 CTHiE S L7 H
list-of-weekdays time to time D, FEEBILAIRLZ] & TRZIOR (i
Example: EETe) IETEMIILD KO REML—
switch (config-time-range)# 100 periodic /I/%{’EE}Z Li‘j—o Iist-of-weekdays%lik@
weekdays 05:00:00 to 22:00:00 R OF—T— RHEH X E3,
s daily : 1B OFT X TOREH
» weekdays : AEH 2 GEMEHE T
«weekend : THEHO HBER £ T
Z 5 75 | (Optional) [sequence-number] absolutestart | start — 17— K0 572 L 7= H I
time date [end time date] NS AN 72 DM EUE T DL — L %R
Example: RLET, end¥—7— REHIE L=
switch (config-time-range) # absolute /ﬁ\\ %@/I/_/I/Liﬁfﬂﬁé  Rf 2088 %5 L %L’
start 1:00 15 march 2013 AN/ Y F97,
Z 5 v 7 6 | (Optional) [sequence-number] absolute | end % — 7 — > A IcHiE L= AR
[start time date] end time date CHINT 72 5 feset B — L 2 VR
Example: LET, gart¥—U— REHKT5 &,
switch (config-time-range) # absolute %@/I/W/Véir%%T H H#;EJLEJ %%) i "C'g—/)
end 23:59:59 31 may 2013 &:%{Qﬁj}jﬁo
X 77 |(Optional) no {sequence-number | periodic | BER&EFE > S EFE DL — L ZHIE L F
arguments. . .| absolute arguments. . . } +,
Example:
switch (config-time-range)# no 80
Z 5 7 8 | (Optional) show time-range name R OB E 2 FoR LT
Example:
switch (config-time-range)# show
time-range workday-daytime
R 779 |(Optional) copy running-config FTar 74 Xal—valrk, AX—

startup-config

Example:

switch (config-time-range) # copy
running-config startup-config

Ny a7 s X¥alb—vgila
[:O—I/iﬁ_o

IP ACL D& 5k .
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Related Topics
BEEIEEH D S — o o AF S DOLEE (94 =2—2)

i<F i) &0 B D HI| Bk

T A A BRI 2 HIFR T & £

Before you begin

Z OFFMEPHA ACL L— L OWNWTIIZEA IR T ENE I DR LET, HIFRTE 5
DX, ACL — Ul &30 T 5 B CF, ACL b— Ul S 30T B R i &
HIEELCTH, TOACLABEHA SN TWDEA v H—T = ADREIITELEEA, T34
AT S - R 2 95 ACL L — /L &228Th b & R L £,

Procedure
Command or Action Purpose
R w 71 |configureterminal Ja— U E— &G L ET,
Example:

switch# configure terminal
switch (config) #

A7y 72 |notimerange name Az FRE LR REaH 2 HIBR L £ 9,
Example:

switch (config)# no time-range
daily-workhours

Z v 7 3 |(Optional) show time-range T _RCORSHOREL TR LET,
Example: HIER S LRI IR R S ER A,

switch (config-time-range)# show
time-range

A w 7 4 | (Optional) copy running-config FATar74FXal—vark, AH4—
startup-config NPy ar7 4 Xal—vgila
Example: E—LET,

switch# copy running-config
startup-config

BEEED S — D ABEFDER

I O —VZEI D B THON TN DT R TOY =T U ARG eLETEET,

. IP ACL D#E5K
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Procedure
Command or Action Purpose
R w 71 |configureterminal Fa—n)L ary 7 4 X¥al—g
Example: T—FzfnLET

switch# configure terminal
switch (config) #

25w 72 | resequencetime-range name G D /L— S o — T o A K5
starting-sequence-number increment VUTES FEELEBG —r s A%
Example: IR DN —ZEI D I THNET,
switch(config)# resequence time-range Bt DAL —/WZIE, ERIO/L—L LD

daily-workhours 100 10 HREXNESNHTONET, RO
switenlcontion® WRiE. $EE LI L - TiED £
R

R T 7 3| (Optional) show time-range name RFIEH O EZ RN L ET,
Example:
switch (config)# show time-range
daily-workhours

R 7y 7 4 | (Optional) copy running-config FITar 74 ¥al—ark, AX—
startup-config Ty ar 74 ¥al—vavica
Example: E—LET,

switch (config)# copy running-config
startup-config

FFfE S0 B ER e D FEER

I HLPH DR E T M a £R T 5121, ROWTNNDIEEELITVET,

avU R E]:p]

show time-range R OB EZ T LET,

show running-configaclmgr | -~ C WL 24D T, ACLOFTEEF < LET,

IP ACL D25
|
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B pacLicest zEmins

IP ACL (ZBH9 41BN
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