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A=Y REL, lenient KU — LD/ 2D FEF,

e Lenient : ZDORY > —X1b— b, 2HF7—TF, BEEY T AD/3—R ; YA XX moderate
A=Y RKREL, dense RV > — LV /hEL Y F9,
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D HIRLS 720 £,
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class-map type control-plane match-any copp-system-p-class-critical
copp-system-p-acl-bgp
copp-system-p-acl-rip
copp-system-p-acl-vpc
copp-system-p-acl-bgpb
copp-system-p-acl-ospf
copp-system-p-acl-rip6
copp-system-p-acl-eigrp
copp-system-p-acl-ospf6
copp-system-p-acl-eigrp6
copp-system-p-acl-auto-rp
copp-system-p-acl-mac-13-isis

match
match
match
match
match
match
match
match
match
match
match

copp-system-class-exception 7 7 A D

access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group
access-group

name
name
name
name
name
name
name
name
name
name
name

Eun
54

i

E

IFRD EFD TT,

class-map type control-plane match-any copp-system-p-class-exception

match
match
match
match

copp-system-class-exception-diag 7 7 A D

exception
exception
exception
exception

ip option
ip icmp unreachable
ipv6 option
ipv6 icmp unreachable

RETKRD EFBY TT,

class-map type control-plane match-any copp-system-p-class-exception-diag
match exception ttl-failure
match exception mtu-failure

copp-system-class-important 27 7 A D

=N
AxX

=3

rE

IFRD EFD TT,

class-map type control-plane match-any copp-system-p-class-important
copp-system-p-acl-hsrp
copp-system-p-acl-vrrp
copp-system-p-acl-hsrp6
copp-system-p-acl-vrrp6
copp-system-p-acl-mac-11dp

match
match
match
match
match

copp-system-class-12-default 7 = A D

access-group
access-group
access-group
access-group
access-group

name
name
name
name
name

Ean
AX

=

rE

IFRD EFRY TT,

class-map type control-plane match-any copp-system-p-class-12-default
match access-group name copp-system-p-acl-mac-undesirable

copp-system-class-12-unpoliced 7 7 A D

Ean
AX

EFTRD &Y T,

class-map type control-plane match-any copp-system-p-class-12-unpoliced
copp-system-p-acl-mac-stp
copp-system-p-acl-mac-lacp
copp-system-p-acl-mac-cfsoe
copp-system-p-acl-mac-sdp-srp
copp-system-p-acl-mac-12-tunnel
copp-system-p-acl-mac-cdp-udld-vtp

match
match
match
match
match
match

copp-system-class-13mc-data 7 7 A D

access-group
access-group
access-group
access-group
access-group
access-group

name
name
name
name
name
name

Enn
AX

==

JE

FRD LBV TY,

class-map type control-plane match-any copp-system-p-class-13mc-data
match exception multicast rpf-failure
match exception multicast dest-miss

copp-system-class-13uc-data 7 7 A DR EITIRD L Y T,
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class-map type control-plane match-any copp-system-p-class-13uc-data
match exception glean

copp-system-class-management 77 7 A D EIFIRD &Y T,

class—-map type control-plane match-any copp-system-p-class-management

match access—-group name copp-system-p-acl-ftp
match access—-group name copp-system-p-acl-ntp
match access—-group name copp-system-p-acl-ssh
match access—-group name copp-system-p-acl-http
match access-group name copp-system-p-acl-ntp6
match access—-group name copp-system-p-acl-sftp
match access-group name copp-system-p-acl-snmp
match access-group name copp-system-p-acl-sshé
match access—-group name copp-system-p-acl-tftp
match access—-group name copp-system-p-acl-https
match access-group name copp-system-p-acl-snmp6
match access-group name copp-system-p-acl-tftp6
match access-group name copp-system-p-acl-radius
match access—-group name copp-system-p-acl-tacacs
match access—-group name copp-system-p-acl-telnet
match access-group name copp-system-p-acl-radiusé6
match access-group name copp-system-p-acl-tacacsé6
match access-group name copp-system-p-acl-telneté6

copp-system-class-monitoring 7 7 A DR EIZIKD LB Y TT,

class-map type control-plane match-any copp-system-p-class-monitoring
match access-group name copp-system-p-acl-icmp
match access-group name copp-system-p-acl-icmp6
match access—-group name copp-system-p-acl-traceroute

copp-system-class-multicast-host 7 7 A DX EILIRD & Y TH,

class-map type control-plane match-any copp-system-p-class-multicast-host
match access-group name copp-system-p-acl-mld

copp-system-class-multicast-router 7 7 A DR EITIRD &0 TT,

class-map type control-plane match-any copp-system-p-class-multicast-router
match access-group name copp-system-p-acl-pim
match access-group name copp-system-p-acl-msdp
match access-group name copp-system-p-acl-pimé
match access-group name copp-system-p-acl-pim-reg
match access-group name copp-system-p-acl-pimé-reg
match access-group name copp-system-p-acl-pim-mdt-join

copp-system-class-nat-flow 27 7 A DFEITIRD LY T,

class-map type control-plane match-any copp-system-p-class-nat-flow
match exception nat-flow

copp-system-class-ndp 27 7 A DFREITIRD L0 T,

class-map type control-plane match-any copp-system-p-class-ndp
match access-group name copp-system-p-acl-ndp

copp-system-class-normal 77 7 2 DFREIFIRD & Y TT,
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strict 7 74 1L CoPP KU o — [

class—-map type control-plane match-any copp-system-p-class-normal
match access—-group name copp-system-p-acl-mac-dotlx
match protocol arp

copp-system-class-normal-dhcp 77 7 A D EIIIRD &1 T,

class—-map type control-plane match-any copp-system-p-class-normal-dhcp
match access—-group name copp-system-p-acl-dhcp
match access-group name copp-system-p-acl-dhcp6

copp-system-class-normal-dhcp-relay-response 7 7 A D EILIRD &£ BV TT,

class—-map type control-plane match-any copp-system-p-class-normal-dhcp-relay-response
match access—-group name copp-system-p-acl-dhcp-relay-response
match access-group name copp-system-p-acl-dhcp6-relay-response

copp-system-class-normal-igmp 7 7 A DR EIFRD LBV T,

class-map type control-plane match-any copp-system-p-class-normal-igmp
match access-group name copp-system-p-acl-igmp

copp-system-class-redirect 27 7 A DFXEILIRD & B T,

class-map type control-plane match-any copp-system-p-class-redirect
match access-group name copp-system-p-acl-ptp

copp-system-class-undesirable 7 7 2 DEEITIRD &0 TH,

class-map type control-plane match-any copp-system-p-class-undesirable
match access-group name copp-system-p-acl-undesirable
match exception multicast sg-rpf-failure

copp-system-class-fcoe 7 7 ADFEITIRD &V T,

class-map type control-plane match-any copp-system-p-class-fcoe
match access-group name copp-system-p-acl-mac-fcoe

strict 7 74 JL k CoPP7R1) o —

Cisco Nexus 9300 & 9500 >V — X A A v F DA strict CoPP R Y v —DFHTEIFIRDO EEBY T
7,

policy-map type control-plane copp-system-p-policy-strict

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-multicast-host
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set cos 1

police cir 2000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 32 packets conform transmit violate drop

moderate 7 7 # JL k CoPP 7R!) o —

Cisco Nexus 9300 & 9500 3V —X A A v F DA, moderate CoPP 7R Y 2 — DR TEITRD L F
Gt

policy-map type control-plane copp-system-p-policy-moderate
class copp-system-p-class-13uc-data
set cos 1
police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical
set cos 7
police cir 19000 pps bc 192 packets conform transmit violate drop
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moderate 7 7 # JL k CoPP K1) & — .

class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-normal

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-normal-dhcp

set cos 1

police cir 300 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 96 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 48 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 48 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 1500 pps bc 192 packets conform transmit violate drop
class copp-system-p-class-nat-flow

set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 48 packets conform transmit violate drop
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Cisco Nexus 9300 & 9500 U — X A A v F DA, lenient CoPP R Y 2 — DR EITKRD LB
Tﬁ‘o

policy-map type control-plane copp-system-p-policy-lenient

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 19000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 3000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 3000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 1

police cir 2000 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 3000 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 6

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1

police cir 300 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 400 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 6000 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 300 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-fcoe

set cos 6

police cir 1500 pps bc 256 packets conform transmit violate drop
class copp-system-p-class-nat-flow
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set cos 7

police cir 100 pps bc 64 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop
class class—-default

set cos 0

police cir 50 pps bc 64 packets conform transmit violate drop

FURTITHILECoPPRY S —

Cisco Nexus 9300 & 9500 >V — R A A v F DA, dense CoPP R U o —DFREIIKD LB
‘(“‘a‘o

policy-map type control-plane copp-system-p-policy-dense

class copp-system-p-class-13uc-data

set cos 1

police cir 250 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-critical

set cos 7

police cir 2500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-important

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-router

set cos 6

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-management

set cos 2

police cir 1200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-multicast-host

set cos 2

police cir 1000 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-13mc-data

set cos 1

police cir 1200 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-ndp

set cos 1

police cir 750 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp

set cos 1

police cir 150 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-dhcp-relay-response

set cos 1

police cir 200 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-normal-igmp

set cos 3

police cir 2500 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-redirect

set cos 1

police cir 1500 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-exception-diag

set cos 1

police cir 50 pps bc 32 packets conform transmit violate drop
class copp-system-p-class-monitoring

set cos 1

police cir 50 pps bc 128 packets conform transmit violate drop
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class copp-system-p-class-12-unpoliced

set cos 7

police cir 20000 pps bc 8192 packets conform transmit violate drop
class copp-system-p-class-undesirable

set cos 0

police cir 15 pps bc 32 packets conform transmit violate drop
class copp-system-p-class—-fcoe

set cos 6

police cir 750 pps bc 128 packets conform transmit violate drop
class copp-system-p-class-12-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop
class class—-default

set cos 0

police cir 25 pps bc 32 packets conform transmit violate drop
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BRI TP BRAIE. IPVA 771X IPv6 U 27 a—H L <=L FX¥ A R 7 RL AEPR—
FLE®A,

« OSPF, RIP, EIGRP, AUTO-RP 72DV > 7 a—N <wLFFx A~ =2 hUD
IPv4 33 X OV IPv6 ACL 1%, AU CoPP 7 7 APNIZIEBINT 2 M BN H Y 97, FEEIC,
HSRP 33 (N VRRP @ IPv4 B L NIPV6 ACL &, T 7 4/ h®D CoPP 712 7 7 A )L &
[[lC CoPP 7 FATHLLENDY £T, &HIZ, Vo7 v—L~LrFFy AL
T MU D ACL 412i%,  Tacl-ospf] =° lacl-eigrp) 72 EDF 7 4L h® CoPP 7R U
VDTN EEZDDHNER DY ET,

Cisco Nexus 9336C-SE1 X4 v F LD CoOPP D HA KS54 > L#IREIF
ARV Y— L— NI 1By N (PPS) THRESNET,

e W AF LA v a—LTFL—r R 7 (CoPP) Tlt, $EEIP_R—ADT 7 AY A
FEEIZYR—FINTWETA,

c =P —ERDOMACT 7 £ R VA MIPHR—FEEEA, #7iA% MACACL 721 %
EHTEET,

e HAZ AL arhr—L FL—> KUY S (CoPP) RU L —Tl, HK28DF7 T X
<~y TEEBRCE £,

e HWAZ L Ay ba—)L FL—r RY Y (CoPP) 1. £K 360 D IPv4 (—kit) &
180 @ IPv6 (—¥kit) O TCAM = kU ZHR— K LET,

e hAH L ayfu—)L T L—2 R (CoPP) Oy ho—)L FL—r R
7" (CoPP) BEEMF = v I —1FVAR—FINTWEFTA,

s PoREF#HRL—F (CIR) IV FA—FEnTWEEA, 2—VF—NEoHEHFERL— b
(CIR) kSN B EN—RFU =TT, WRERE/IMEICREINET,

= B ooro— L IJL—rRYLUIDHE
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CoPP DT 7+ )L MERTE .

CoPP DT 7 A+ )L FEXTE

WDFEIZ, CoOPP RTF A —ZDF 7 )V "NREEZ R LET,

Table 1: COPP /X5 A —B2 DT 7+ )L &RTE

NS A—4H TI7AILE

F 7 4L kB Y S — |strict

FIFNV IR —|9RY— xR

Note

BT 57 7R vy 7 THR—-FENERY —DiHKEIT 128 T
ﬁ‘o

R Ar—) 7 7 7 A | 1.00

CoPP D&% TE

Z Z T, CoPP DFEFIEIC OV T L £,

avhkA—I)L TL—2 OS5 RTY TDERTE
avhar— L FL—rRY—Dary b ha— L L —r I TASYy T EHRTETHLERHD
F7,

N7 T 4w 7 BT AR, BEFED ACLIZESW Ty y hE2BRAELET, ACL ¥—U—
R permit 35 LU deny 1&, HERHICITEHE <N E T,

IPX—Y a4 (IPvd) BEXOIP A=Y 36 (IPve) Oy ML TR Y O —%2RET
XFET,
Before you begin

IITAyTINTACE Yy N B2 52GEHT 55813, IPACLAREL THDH I L&

HBLET,
Procedure
Command or Action Purpose
ATy I1 configureterminal ra—\ ) ar7Z 4 ¥al—gy
Example: T— &AM LET
switch# configure terminal
switch (config) #

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

ATvT2

class-map type control-plane [match-all
| match-any] class-map-name

Example:

switch (config)# class-map type
control-plane ClassMapA
switch (config-cmap) #

ayvha—L L —r VT ATYS
EHEL, /7 I9A~y T ary7 4Xa
L—yay E—REfBLET, 7
7 4V F D7 T A—EHE match-any T
T ARNTIRK 64 0T T, RILF &/
SRR E I ET,

Note

class-default, match-all, F7-1%
match-any % 27 7 A < v T4 T
XFEH A,

ATvT3

(Optional) match access-group name
access-list-name
Example:

switch (config-cmap) # match
access—-group name MyAccessList

IPACL DO~ v F U 7 HIBELET,

Note

ACL ¥ — U — K permit 3 L O deny
IZ. CoPP ~ v F o JHHZIZEM SN
£

ATv74

(Optional) match exception {ip | ipv6}
icmp redirect
Example:

switch (config-cmap) # match exception
ip icmp redirect

IPv4 £721ZTPV6 ICMP U % A L 7 )
HNolry bDO~yF U T ERELE
7,

ATy Th

(Optional) match exception {ip | ipv6}
icmp unreachable
Example:

switch (config-cmap)# match exception
ip icmp unreachable

IPv4 % 721% IPv6 ICMP F5EARREFSR %
o b=y F Ul ERELET,

ATvT6

(Optional) match exception {ip | ipv6}
option
Example:

switch (config-cmap)# match exception
ip option

IPv4 F 7213 IPv6 ICMP A4 73 = sk
NRry v~y F o TE2EBELET,

ATy T17

match protocol arp

Example:

switch (config-cmap) # match protocol
arp

IP7 RLAfR-7 1 k=L (ARP) B
KOWT FU AT v k=
(RARP) 7> DO~y F 7 %fg
ELET,

ATvT8

exit
Example:

switch (config-cmap) # exit
switch (config) #

JPIGAR S a7 4 F¥al—rg v
ETE—RERTLET,

= B ooro— L IJL—rRYLUIDHE
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Procedure

Ay kA= TL—rRY =3V TORE .

Command or Action

Purpose

XFw 79 |(Optional) show class-map type ayhka—) L= VTR
control-plane [class-map-name] DB/EEFRLET,
Example:
switch (config)# show class-map type
control-plane
Z 7w 710 |(Optional) copy running-config FFaL T4 Kab—T gk, A

startup-config

Example:

switch (config)# copy running-config
startup-config

H— K NT T a7 4FXal— g
WZabve—L%E1,

O [o] ~ O E |
O kO—I)L L=V AR O—T Y TDERFE
CoPPDORY v — < T ERETIHILENHVET, R v—< IR T RT A—
REghET, 7T ADORI Y —%2RELRNSTZHE. IROT 7 5V bR ESNET,
« 50 % MBS (pps) . 3237w D 3—A k (Cisco Nexus 9300 35 L 109500 & U — X
24w FOBE)

<150 F 2ty MEY (kbps) . 32,000 /XA FD/S—RA |

Before you begin

arvhua—nN L= ITASTyTNRELTHDZ L 2R LET,

Command or Action

Purpose

Z5wF1 |configureterminal Ja—r) ay 7 4 X¥a L— g
Example: T— FEBIBLET,
switch# configure terminal
switch (config) #

RFw 72 |policy-map type control-plane ayvhka— FL—r R — <
policy-map-name TEEEL, RV —~vy T a7y
Example: Xal—raryE—RelBLET,
switch (config)# policy-map type R v—~ b 70%1 Liﬂ%j( 64 X?VC\
control-plane ClassMapA j(j(? & /J\Xili Xl éﬂij—o
switch (config-pmap) #

R w73 |class {classmap-name [insert-before ayha— FL—r ISR S

class-map-name2] | class-default}

Example:

LENTITAT 7 H IV NEREL,
ayvihe— VL= I TR T 4
X2l — g ET— REBBLET,

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

switch (config-pmap)# class ClassMapA
switch (config-pmap-c) #

class-default 7 7 A = v 71X, T KV
V=N T DI TATy T UARD
KEITHLE LET,

ATv74

KOWNTNILDOa<vwr READLE
7,

* police[cir] {cir-rate [rate-type]}
* police[cir] {cir-rate [rate-type]} [bc]
burst-size [burst-size-type]
* police [cir] {cir-rate [rate-type]]}
conform transmit [violate drop]
Example:
switch (config-pmap-c)# police cir
52000 bc 1000 packets
Example:

switch (config-pmap-c) # police cir 3400
kbps bc 200 kbytes

HEHBHRL— b (CIR) ZHEELET,
L— M ZRIR L ET,

+ 01 — 268435456 pps (Cisco Nexus
9300 B XL T9500 >V — KX A A v
FOHE)

+ 0 — 80000000000
bps/gbps/kbps/mbps

Note

CIR L' — N OHIPHIZ 0 N HEEED £
9, LAEio Y U —ATiE, CIRL— b
OFMAIX 1 S EV £9, 0 DET
INTry R Ry LET,

committed burst (BC) #iHIZR D X 91
7m0 ET,

e 1—107374173/r > = (Cisco Nexus
9300 BLTN9500 > — R A A v
FOLHA)

* 1— 512000000 bytes/kbytes/mbytes
BEREET 7 v aix, Ny bk
BFELET,

Note

[f U CIR IZ BC & —% (conform) 7
JvarEEETEET,

ATvTh

(Optional) logging drop threshold
[drop-count [level syslog-level]]
Example:

switch (config-pmap-c)# logging drop
threshold 100

Ry 7EN/eTry RO LEWEE
BEL, Fey7HRRELZLEN
EA# 2 72545, Syslog £ L &
7, drop-count 54X DOHEEFHIT 1 ~
8000000000 /N K T3, syslog-level 5|
BOFHFIX1I~TTHY, T 741
L~ULiE 4 TY,

ATvT6

(Optional) set cos cos-value

Example:

switch (config-pmap-c)# set cos 1

802.1Q CoSfEZ & L £9, #iPHIZ 0
~7TC¥, T74/N MEIZO TT,

B =oro—LJdL—rHKyL LI
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Command or Action Purpose
ATy T1 |exit RYv—~wwF IF52ar7 ¥
Example: L—va = FRaTLET,

switch (config-pmap-c)# exit
switch (config-pmap) #

ATvT8 |exit RYVv—~vyTar7 i Fal—a
Example: vVE—RERKTLET,

switch (config-pmap) # exit
switch (config) #

ZF w9 |(Optional) show policy-map type ayher—nNTL—rR)— <y
control-plane [expand] [name TOREEFRLET,
class-map-name]
Example:

switch (config)# show policy-map type
control-plane

X+ 710 |(Optional) copy running-config FTar 74 Xalb—rvarEkE, A
startup-config H—KT T a7 Xalb—Tg
Example: WZav—LET,

switch (config) # copy running-config
startup-config

Related Topics
ayvbhp—NTL—r TRy T ORE 21 X—)

O hkA—)LTL—2HY—ERXRRYO—DEHRTE

CoPP —bE R R o —{Zx LTI DFELITEEDOR) v —~ v TERETEET,

avrao—LFL—rvRysoioEE |}
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\)

#x |

Note

TEHET FI vy 7 L LTRESH, ROA vy E—VRERRSNET,

This operation can cause disruption of control traffic.

update done for CoPP

2013 Nov 13 23:16:46 switch $ACLQOS-SLOT23-5-ACLQOS NON ATOMIC:

update done for CoPP
2013 Nov 13 23:16:46 switch
update done for CoPP
2013 Nov 13 23:16:46 switch
update done for CoPP
2013 Nov 13 23:16:46 switch
update done for CoPP
2013 Nov 13 23:16:46 switch
update done for CoPP
2013 Nov 13 23:16:46 switch
update done for CoPP

$ACLQOS-SLOT21-5-ACLQOS NON ATOMIC:
$ACLQOS-SLOT25-5-ACLQOS NON ATOMIC:
$ACLQOS-SLOT26-5-ACLQOS NON ATOMIC:
$ACLQOS-SLOT22-5-ACLQOS NON ATOMIC:

$ACLQOS-SLOT4-5-ACLQOS NON ATOMIC:

Proceed (y/n)?
2013 Nov 13 23:16:46 switch $ACLQOS-SLOT24-5-ACLQOS NON ATOMIC:

Non

Non

Non

Non

Non

Non

Non

[no] y
atomic ACL/QoS

atomic ACL/QoS
atomic ACL/QoS
atomic ACL/QoS
atomic ACL/QoS
atomic ACL/QoS

atomic ACL/QoS

CoPPRY S —%BHELCPP DI AZ LR —%HALLY LSS, N—FRy=TH

policy
policy
policy
policy
policy
policy

policy

Before you begin

arvhe—L L= R =< RRELTHDL I 2R LET,

Procedure
Command or Action Purpose

AT w 71 | configureterminal Ja—_ ary7 4 ¥al— gy
Example: F—FEBBLET
switch# configure terminal
switch (config) #

A 72 |control-plane aryho— FL—r ar7 s ¥a
Example: L—yaryE—RNEBBLET,
switch (config)# control-plane
switch (config-cp) #

R T 73| [no] service-policy input policy-map-name| A v 57 ¢ v 7 DR v— ~ v T &g
Examp|e: ELET, RV v— v 7 BNEEHD
switch (config-cp)# service-policy input %/E'\ci‘ ZDOAT ‘\/70;8%75""‘0 ﬁbi‘é—o

11 . .
Folieytiapa CoPPIZT 4 B —T MZCE EH A, =
Da<wry ROnKXEATTTHE, N
s ML 50 287y N,

AT w74 |exit ayhe—L Fl—r ar7 4 Xa
Example: L —yaryB—REKRTLET,
switch (config-cp)# exit
switch (config) #

= B ooro— L IJL—rRYLUIDHE
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Command or Action

Purpose

ATvT5

(Optional) show running-config copp [all]

Example:

switch (config)# show running-config
copp

CoPP X EEFR T LET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config)# copy running-config
startup-config

T T4 F¥al—T gk, AX—
Ny ary7 4 F¥Fal—grila
to“*[/ij—o

Related Topics
arvir—L FL—r RY— <y FTORE

(23 =)

SAH—FKZTEDCPP DR —IL T 79 BDKTE

FGALVH—RITEDCOPP DAY —)V 777 X%

RETEET,

Rr—)v 7 7 7 X DORET, FEDTA > H— RIZ#H Sz CoPP DR Y v —D R Y H—
L— DR =Y o ZIERHESNET, ZTAIEIL0.10 ~2.00 T, FEDTA L — K
Wk U CTHED CoPP AR Y — 2 BRI, AU — L— s E2#EINETHcEEd, £
FIx T <ICHEDE 25720, CoPP AR > —%2HEATILEIH Y FHA,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—nR_) a7 4 F¥al— gy
EF—FEBLET

ATy T2

control-plane

Example:

switch (config)# control-plane
switch (config-cp) #

aykar—)L L —r a7 4 Xa
L—y gy EB—REHBLES,

ATvT3

scale-factor value module
multiple-module-range
Example:

switch (config-cp)# scale-factor 1.10
module 1-2

FGAL A= RZEIZR) Y — L — |+ %
BELET, HFEINTZATr— 77
7 Zf#1%0.10 ~ 2.00 T4, A&7 —/L
77 7 ZEPRRESINTNDGE, R
UTEICIZEY 2 — ORIt B A
=)V 77 7 AENRRES N, FFED
TV a2/ WIT R T T IV T SNET,

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

FIFINVRDAT—)L 77 7 ZfE 1.00
W2 97121%, noscale-factor valuemodule
multiple-module-range =~ > K % {# fi9"
57>, scalefactor 1 module
multiple-module-range =~ > K& H L
THRIZT 7 4V hDARr—)L 7 7
72 THDHIE 100 IZERELET,

ATvT4

(Optional) show policy-map interface
control-plane
Example:

switch (config-cp)# show policy-map
interface control-plane

CoPP "RV v —23 @ S 5 6123w A
SNDBARTF—)V 77 7 FZEERRLE
—g—O

ATvTh

(Optional) copy running-config
startup-config

Example:

switch (config)# copy running-config

startup-config

FEfrar 74X al—arr, AX—
NPy a7 42l — g0l a
vE—L$9,

TI7AILEFDCPP R O—DEEF-ITHEEH

BDT 74 K CoPP AR —IZEF LY, WILT 74/ b CoPPARY > —2fEH LY
TEHZLENTEET,

Procedure

Command or Action

Purpose

ATy T

(10l'11]nocopp
profilestrictmoderatelenient dense

Example:

switch (config)# copp profile moderate

COPPRA T T 75 4 AR I —%i#
ALET,

CoPPIZF 4 B—7 NMIZTEFEHRHA, =
Da<wRZno 7 +—2b&x AT 55
By Ty MITBSHEY 50 37y b

== IEN

Wiz — MRS E T

ATy T2

(Optional) show copp status

Example:

switch (config)# show copp status

% DR EMEB L OED AT —HF ¢
L. CoPP DAT—H AForm LET,
ZOavy ReFETT5H L CoPP A
NS0T 4 AR —Bar he—
T L= THyTFENTNDHI L
HERTHZ L L TEET,

= B ooro— L IJL—rRYLUIDHE
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CoPP 2+ T5557 42 Ky v—nat— [

Command or Action

Purpose

ATvT3

(Optional) show running-config copp

Example:

switch (config)# show running-config
copp

FITar 7 4 X2 b—a N CoPP
REZRRLET,

Related Topics
Tty NPy 2—F 4 UF 4L AT 74/~ CoPP R O—OEFE-ILFEH 41

R )

COPPRR + TS0 T4 RARY—DaE—

Procedure

CoPP XA N7 Z 77 4 ARV —I%

=T HMERDHY ET,

A HHTY, TORELELTHHE1T. Thz

Command or Action

Purpose

A7 71| copp copy profile {strict | moderate | COPPRANTZ 7T 4 AKRY v—D=
lenient | dense} {prefix | suffix} string v— e LET,
Example: CoPP (%, ¥ELET V74 v 7 AT
switch# copp copy profile strict prefix] ﬂi"j‘74’ o 7;{@#/\«(@7 52 < >
b
- FHEORY v~ v FORFIEEE
Liﬁ—o
A 7w 72| (Optional) show copp status BEROBEIER L OZD AT —2 A
Example: . CoPP @X?H#& 2EFRLET,
switch# show copp status DoAY }\%%ﬁ‘jﬁé & . FE b‘éﬂ
TR r—nnarbe— 7FL—Z
TEFINTWRWT & ZERT 52
EHTEET,
23w 73| (Optional) show running-configcopp | = b'— i U o —@ i % G, 47

Example:

switch# show running-config copp

Oy 7 4 X2 lb— g UND CoPPRIE
BFRRLET,

HACPPO 7O RIJLACL D4 LB Y

Vo7 cEET,

HFJCoPPD 72 ka2 /LACL 7 4 % U 725D . NX-OS A A v Fix. /5A2 F MAC. IPv4.
BIOIPv6e 7 RLRIZHESWTCar ha—L FL—0~DFT_XTCDONT T 4w T FT fIVH

avrao—LFL—rvRysoioEE |}
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171 CoPP @ ARPACL 7 « JLZ 1) VU DR

H 77 CoPP C, MACACL 7 4 VX2 ) v TR TE FT,

Before you begin

aryhep— N = R — v TIBPRELTHDLHZ 2R LET,

Procedure

avra—LFL—rRyYysoioEE |

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—) a7 4 F¥al—g
E— RERBLET

ATy T2

[no] hardware access-list tcam region
erg-copp size
Example:

switch(config)# hardware access-list
tcam region erg-copp 128

CoPPTCAM V — 3 o A R E
L/i—a—o

ATvT3

copy running-config startup-config

Example:

switch (config)# copy running-config
startup-config

ElTar 74 Xal—T gk, A
H— K T a7 4 Xal—av
IZar—L%9,

ATvT4

reload

Example:

switch(config)# reload

FRALARY B— FSHET,

Note

H LA XOffIL, copy
running-config startup-config + reload
EANNT M TXTOITAA—F
EVa—E)r— RLRIZORE
N2 £,

ATy TH

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—n) a4 FXal—g
F— RZEHBELET

ATvT6

mac access-list mac-foo-1

Example:

switch# mac access-1list mac-foo-1
switch (config-mac-acl) #

= B ooro— L IJL—rRYLUIDHE
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Hi7 CoPP 0 ARPACL 7 1 L5 U w o otER |

Command or Action

Purpose

ATy T17

class-map type control-plane [match-all
| match-any] class-map-name

Example:

switch (config)# class-map type
control-plane match-any c-map2
switch (config-cmap) #

ayvha—L L —r VT ATYS
EHEL, /7 I7A~y T ary7 4Xa
L—yay E—REfBLET, 7
7 4V F D7 T A—EE match-any T
T ARNTIRK 64 T T, RILFE /N
SCFIFRAIE I ET,

ATvT8

(Optional) match access-group name
access-list-name
Example:

switch (config-cmap) # match
access—-group name IP-foo-1

ATvT9

policy-map type control-plane
policy-map-name
Example:

switch (config)# policy-map type
control-plane ClassMapA
switch (config-pmap) #

arvhre—nNFL—r R v— v
TEEEL, RV —~<yv T a7y
Fal—raryE—ReftALET,
R — <~y T 4ITEK 64 LFT,
KILTFE/NLTFIERB S vE T,

ATy 710

class {class-map-name [insert-before
class-map-name2] | class-default}
Example:

switch (config-pmap)# class ClassMap?2
switch (config-pmap-c) #

ayvhka—FL—r TRy
HETNLT TAT 74V NEREL,
ayha— VT L= I TRaArT g
Fal—varyev—FRelBLET,
class-default 7 5 2 <=~ A3, TR
V= TDITA T JAND
RIBIZOE L E T,

ATvIN

KOWNTN O a~vy REAHLE
KR

* police[cir] {cir-rate [rate-type]}
* police[cir] {cir-rate [rate-type]} [bc]
burst-size [burst-size-type]
* police [cir] {cir-rate [rate-type]]}
conform transmit [violate drop]
Example:

switch (config-pmap-c)# police cir
52000 bc 1000 packets

SEFRML— b (CIR) Z#fEELET,
L— MR Z RIS LET,

BEN—A N (BC) O&FHIIKRD B
D ‘/C:\—g—o

ATvT12

control-plane Dynamic mode

Example:

switch (config)# control-plane dynamic]
switch (config-cp-dyn) #

HEF L — @z 7 4 F 21—
vary E'T—FRICAY ET,

avrao—LFL—rvRysoioEE |}
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Command or Action

Purpose

ATv 713

service-policy-dynamic input
policy-map-name
Example:

switch (config-cp-dyn) #
service-policy-dynamic input
PolicyMapl

ANT T4y 7 DORY > —~ v T hig
/\':.E_’I_/i‘a‘o

H A CPPDIPACL 7 4 LAY T DIERR

H4) CoPP TIPACL 7 4 M E Vv T HH/ETEET,

4RO HREIIC

arvbha— FL—r R v— <y FIREIE

FIE

LTHhDZLaERBLES,

ARV FFEREETIVa Yy

EL:)

ATy T

configureterminal

1 :

switch# configure terminal
switch (config) #

Jaua—)Lary7 4 ¥al—g v
EF— Nz LET

ATvT2

[no] hardware access-list tcam region
erg-copp size

1 :

switch(config)# hardware access-list
tcam region erg-copp 128

CoPP TCAM U — a v O H A X
ERELET,

ATvT3

copy running-config startup-config

&1

switch (config)# copy running-config
startup-config

Efrary 74 Fal—arE, A
H—= KT a7 4 FXal— g
Zav—L%E7,

ATvT4

reload
B -

switch (config)# reload

FALABY m— RERET,

G¥)

B Lo XOfEIL, copy
running-config startup-config + reload
EANNIT D TRXTDITA L H—F
EFEVa—NE)n— FLERICZORE
720 £,

ATy TH

configureterminal

1 -

= B ooro— L IJL—rRYLUIDHE
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wHcoPPIPACL 7 1 sy v oot |

ARV FFEREETIVa Yy

E:)

switch# configure terminal
switch (config) #

ATvT6

ip access-list IP-foo-1

1 -

switch# ip access-1list mac-foo-1
switch (config-acl) #

ATy T1

permit tcp access-list | P-foo-1 eq bgp
i -

switch (config-acl)# 10 permit tcp
10.1.1.1/32 10.1.1.2/32 eq bgp

ATvT8

class-map type control-plane [match-all
| match-any] class-map-name

51

switch (config)# class-map type
control-plane match-any c-map2
switch (config-cmap) #

ayvira—) FL—r VTR S
EHEL, Z77A~y S ary7 4Xa
L—yaryE—RERBLEST, 7
7 v kD7 7 A—%I1% match-any T
T, ARNTIRK 64 CF T, RXF-E&/h
SCFIERBIE I E T,

ATvT9

match access-group hame access-list-name

51

switch (config-cmap) # match
access-group name IP-foo-1

ATy 710

policy-map type control-plane
policy-map-name

1 -

switch (config) # policy-map type
control-plane ClassMapA
switch (config-pmap) #

ayvha—) FL—r R — vy
TEEEL, R —~wv T a7
Fal—a E— ReBBLET,
RN v— vy T4 EK 64 LFT,
KICTF LN LFIERB S vE T,

ATvIN

class {class-map-name [insert-before
class-map-name?] | class-default}

&1

switch (config-pmap)# class ClassMap2
switch (config-pmap-c) #

= =B A A S A
HETFT TAT T4V M EEEL,
ayvhg— L FL—r I T AarT
Xal—varyrev—FElBLET,
class-default 7 7 2 < v 71X, 4T R Y
VT DI TAy TS URAND
REINELET,

ATvT12

KONT PO a~wr ReE A LE
ﬁ‘o
* police [cir] {cir-rate [rate-type]}

* police[cir] {cir-rate [rate-type]} [bc]
burst-size [burst-size-type]

WEHHRL— T (CIR) ZHEELET,
L— M ZRITR L ET,

BEN—A - (BC) D#&FHITKRD LB
HTT,
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aAv U RFERET7TIVaY B#)
* police [cir] {cir-rate [rate-type]]}
conform transmit [violate drop]

51

switch (config-pmap-c)# police cir
52000 bc 1000 packets

1 -

switch (config-pmap-c) # police cir 3400
kbps bc 200 kbytes

AT w713 |control-plane Dynamic mode WIS — B8 as 7 X2 b—
i - vary E'—RNICADET,

switch(config)# control-plane dynamic
switch (config-cp-dyn) #

R 714 |service-policy-dynamicinput AT T4y DRY =~y TEAR
policy-map-name ELET, KT
i -

switch (config-cp-dyn) #
service-policy-dynamic input
PolicyMapl

CoPP MEXE MDHEEE

CoPP O EEHRAEZ AT HITIE, ROWVTNNOIEEEITVET,

avw ok B#)

show policy-map type control-plane [expand] [ name ay hba—)L 7L —r R

policy-map-name] e~y T LBET 57 TR
~v 7, BLXUCIR & BC®
xR RLET,

= B ooro— L IJL—rRYLUIDHE
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corp 0EOHE |

avy kR

S

show policy-map interface control-plane

RY T —OfEE BT %7 Z
A< BLORY) —T
LERR I TA T TED
Fa v 7BRERSNET, F
72, CoPPRY v —m@EH &
TWAEEIE, A—n 77
JHEbFRRINET, A
r—)v 77 7 BEINT T v
~ (1.00) OEEITFERINE
A,

Note

A —)v 777 &%, CIR &
BC DA &EY 2 —/LTH
HENZER LETH, T4 A
TUAIZRRINDDIE, &
E XN 7= CIR & BC OfED #
TY, Y 2 —/LIHEERITHE
HENDEX A7—n 77
7 BT EE A BT T2ET

7

show class-map type control-plane [class-map-name]

DY TGA <y TIIAA 2R
SNTWHACLEED, a3
fag—L L —r 7T RA<y
TOREERRFLET,

avrao—LFL—rvRysoioEE |}
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avok B8

show copp diff profile {strict | moder ate | lenient | dense} 229D CoPPRA KT T 75 4
[prior-ver] profile {strict | moderate | lenient | dense} show copp | z # 1 o — &N A FE 5 L E
diff profile 4+

prior-ver 47 3 U EAFRE L
RWEE, Zoawy Rk,
BIEEH ST D 2 507
7 %V b @D CoPP DA | 7
F7T 4 AR — (BAEE
AEnTODERRY) > —
EHBITEEH STV D R
DRY =72 &) DFERER
~LET,

prior-ver 7' a U EFRE L
A, Zoawr R, B
HEHEASNTHWET 740 b
D CoPP XA N 7T 75 4 A
AU —EURNZ@EH L7z7
7 4/ D CoPP XA~ 75
T 4 AR —DENE R
ALET BEEAITY
DREEE TR Y o— L LR
L7z WA Y =7 L)

show copp prafile {strict | moderate | lenient | dense} IJIABLORI S —fEE &
HiZ, CoPPXA N ST 7 4
A2 R —OFfl e £R L E
R

show running-config acimgr [all] Eitar 7 4 F¥al—v g
Da—PHREICLDT 7 A
= hfue—1 U XK~ (ACL)
ARALET, Al 7=~
T L, Elrar T4
Xal—varOF 74/ E
(CoPPE%IE) & —HERIC
&% ACL O 7 i3ER S ivE
R

show running-config copp [all] a4 Xalr—rvar
WD CoPP X E & FR L £,
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copp E27—5 20%T

avw vk =E):g]

show startup-config aclmgr [all] AR— K T S a7 X
L—va rOa—PREICL
HT77EAay ha— )R
F (ACL) &L £, al
FFarEFERTLHE, A
A=K N7 v a7 4¥a
L—ya D7 7 4Lk
(CoPPELIE) & —HERIC

&% ACL O J7 iR S vE
R
=1 — —
CoPP BXERXT—HZ AMDFER
Procedure
Command or Action Purpose
R T 71| switch# show copp status CoPP HEREDRREAT —# A% KR L E
R

Example
WIZ, CoPP REAT —H AT DB~ LET,

switch# show copp status

CoPPESMHEF TV H—
CiscoNX-0OS U U—A 10.5Q)F e, Y7 b =7, HAL, BLUON—RKoU =7 LA P2
T, T_XTD SUP D ACL O—EMEfERT 572D CoPP AT = v I —DBEA IR
* L7-, ZO#REIX. Cisco Nexus 9300-FX3/GX/GX2/HX. Nexus 9808. 3 X T8 Nexus 9804 >
V=X Z2A v FTHR—FEINET,

\)

(GE)  CiscoNX-OS U U —2 10.5(3)F LAF&, show consistency-checker copp extended module =2~ > K
I3FEIE S AVE Lz, CoPPHEGTET = » I —OFFMIC- DWW TiE,  [Cisco Nexus9000 & J — X
NX-OS T TNy a—T 47 A K, V)—2105 (x) ] ®» TE&EFzyvh—a<y
Fl oBEZZRLTIZSN,

avrao—LFL—rvRysoioEE |}
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FIE

avra—LFL—rRyYysoioEE |

AR NFERERTOVa Y

=)

ATy T

switch#<module_no>[brief | detail]show
consistency-checker copp extended module

CoPP #BAMMEEZFZITLET,

brief : BAHMF = v I — ORI S
fbanizHhuaFRLET,

detail : BAMETF = v H—DOEEL SN
IO AEFR R L ET,

COPPDOE=H2Y) V29

Procedure

Command or Action

Purpose

&M

switch# show policy-map interface
control-plane

WHENTZCPPRY > —D—FThH D
TRTOI7TRITEALT, N7y b b
~VOFEHERE R R LET,

FEHEHIL. OutPackets (> ke —/L
T L= X L TR SN Ty )
& DropPackets (L— MHIFRIC L > TR
By ZINry ) ICELTHREL
£9

Example

WIZ, CoPP =4 T 202 R LET,

switch# show policy-map interface control-plane
Control Plane

Service-policy

class-map copp-system-p-class-critical

input:

set cos 7

police cir 19000 pps ,

bc 128 packets

module 4 :
transmitted 373977 packets;
dropped 0 packets;

= B ooro— L IJL—rRYLUIDHE
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SNMP T®D CoOPPDE=H ) 45 .

SNMP TD CoPPDE=A1) Y

CiscoNexus U U —2%9.2(3) LA, CoPP % Cisco 77 7 A-X—Z QoSMIB (cbQoSMIB) % H7~—
FLEF, CoPPEH(TT T, SNMP AL CE=FT&HL IRV ELE (HELE
FIIARR) . ZOfREIE. ar har— A T L— T X v TF IR R — e TEE (VT
A, —FHA— I By N T varihl) LormEAsnEd, 2 hr—L FL— Tl
HENTWRNWARY 2 —DEHRIL, SNMP Tl EFH A,

WD cbQoSMIB 7 — 7 LY R — h EnET,
* ccbQosServicePolicy
* cbQoslInterfacePolicy
* cbQosObjects
* cbQosPolicyMapCfg
* cbQosClassMapCfg
* cbQosMatchStmtCfg
* cbQosPoliceCfg
* cbQosSetCfg

)

G¥)  SNMPMIB X, #1473 v 7 CoPP TIEHAR—hFEINTWERA,

CoPP #aTIRERDV ) 7

Procedure
Command or Action Purpose
R T 71| (Optional) switch# show policy-map HAE#M ST % CoPP AN Y & —F &
interface control-plane NI FGAT L O ERAPFRLET,
R T 72 | switch# clear copp statistics CoPP #tati#A 7 U T LET,
Note

NIK-X9836DM-A 5 LY
NI9K-X98900CD-A 71 > F— K.
NOK-C9232E-B1. 9364E-SG2., B LW
N9324C-SE1U A A » F %1 2. 7= Cisco
Nexus 9800 >V — X A A »F T, clear
copp statistics 2~ > Kix, /N—Fozx

avrao—LFL—rvRysoioEE |}
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CoPP 0D

CoPP 0% 7E 5l

arvrO—)L FL—rRYDUVTDHE

Command or Action Purpose

7 L—rD2yRRY)Y—=LSDOET
DR Y Y —d CoPP #iatz 7 V7 LE
B

Example

WIT, A v H—T A ABREET, CoPP ¥ieHEHREZ 27 UV 7T 50 %E R LET,

switch# show policy-map interface control-plane
switch# clear copp statistics

&% 7 131

Z Z T, CoPP OFEFZRLET,

&IZ, IPACL & MAC ACL #fEH9 % CoPP R ET HHl &~ LET,

configure terminal
ip access-list copp-system-p-acl-igmp
permit igmp any 10.0.0.0/24

ip access-list copp-system-p-acl-msdp
permit tcp any any eq 639

mac access-list copp-system-p-acl-arp
permit any any 0x0806

ip access-list copp-system-p-acl-tacas
permit udp any any eq 49

ip access-list copp-system-p-acl-ntp
permit udp any 10.0.1.1/23 eq 123

ip access-list copp-system-p-acl-icmp
permit icmp any any

class-map type control-plane match-any copp-system-p-class-critical
match access-group name copp-system-p-acl-igmp
match access-group name copp-system-p-acl-msdp

class-map type control-plane match-any copp-system-p-class-normal
match access-group name copp-system-p-acl-icmp

match exception ip icmp redirect

match exception ip icmp unreachable

match exception ip option

policy-map type control-plane copp-system-p-policy

class copp-system-p-class-critical

= B ooro— L IJL—rRYLUIDHE
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£y Py T 1—FAUFAI2EBFIAL b CoPPRY L—nzEE-EER [

police cir 19000 pps bc 128 packets conform transmit violate drop

class copp-system-p-class-important
police cir 500 pps bc 128 packets conform transmit violate drop

class copp-system-p-class—-normal
police cir 300 pps bc 32 packets conform transmit violate drop

class class—-default
police cir 50 pps bc 32 packets conform transmit violate drop

control-plane
service-policy input copp-system-p-policy

CoPP 7 7 A% AER L. ACL ZBHHEATHT 21213, kO X HIZLET,

class—-map type control-plane copp-arp-class
match access-group name copp-arp-acl

CoPP ARV ¥ —|27 T A& EBMTHITiE, kDX H>ICLET,

policy-map type control-plane copp-system-policy
class copp-arp-class
police pps 500

wIZ. COPPHIfRAZH A X~ A AT 52T~ LET,

copp copy profile strict suffix CUSTOMIZED-COPP

policy-map type control-plane copp-policy-strict-CUSTOMIZED-COPP
class copp-class-redirect-CUSTOMIZED-COPP

police cir 1500 mbps bc 125 mbytes conform transmit violate drop
control-plane

service-policy input copp-policy-strict-CUSTOMIZED-COPP

Yy b7y T A—TFT4)TAIZ&BTIAHILECPPR) S —DEE

F-XHEA

vy N7y a—F 4 UF 4 ZHH LT CoPP OF 7 4 b k RY > —% F3 AT A6 % ki
%Li—g‘o

switch# setup
---- Basic System Configuration Dialog ----
This setup utility will guide you through the basic configuration of

the system. Setup configures only enough connectivity for management
of the system.

*Note: setup is mainly used for configuring the system initially,
when no configuration is present. So setup always assumes system
defaults and not the current system configuration values.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

Would you like to enter the basic configuration dialog (yes/no): yes

avrao—LFL—rvRysoioEE |}
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Do you want to enforce secure password standard (yes/no) [y]: <CR>
Create another login account (yes/no) [n]: n
Configure read-only SNMP community string (yes/no) [n]: n
Configure read-write SNMP community string (yes/no) [n]: n
Enter the switch name : <CR>
Enable license grace period? (yes/no) [n]: n
Continue with Out-of-band (mgmt0) management configuration? (yes/no) [yl: n
Configure the default gateway? (yes/no) [yl: n

Configure advanced IP options? (yes/no) [n]: <CR>

Enable the telnet service? (yes/no) [n]: y
Enable the ssh service? (yes/no) [y]l: <CR>
Type of ssh key you would like to generate (dsa/rsa) : <CR>

Configure the ntp server? (yes/no) [n]: n
Configure default interface layer (L3/L2) [L3]: <CR>
Configure default switchport interface state (shut/noshut) [shut]: <CR>

Configure best practices CoPP profile (strict/moderate/lenient/dense/skip) [strict]:
strict

The following configuration will be applied:
password strength-check
no license grace-period
no telnet server enable
no system default switchport
system default switchport shutdown
policy-map type control-plane copp-system-p-policy

Would you like to edit the configuration? (yes/no) [n]: <CR>
Use this configuration and save it? (yes/no) [yl: y

switch#

CoPP 7/R1) —HIRDZEE

wOFITlL, CoPP HIfREZZEE LT, PTP A v Z—7 = A AR TPTP RELZ L E ST E T,

copp copy profile strict suffix CUSTOMIZED-COPP

policy-map type control-plane copp-policy-strict-CUSTOMIZED-COPP
class copp-class-redirect-CUSTOMIZED-COPP

police cir 1500 mbps bc 125 mbytes conform transmit violate drop
control-plane

service-policy input copp-policy-strict-CUSTOMIZED-COPP
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copP (B8 S 2iemiEsk [

CoPP [ZB§9 % E/MEH

Z ZTiE., CoPP OFEIEIZET B BIMFEHRICOWTHEHA L £,

BEEER
BEEIEE |w=aTFIL A4 kL

FA A |CiscONX-OST7 A 2 A A R

1R
T4 24 b

RFC2698 | ['A Two Rate Three Color Marker ]
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