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https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/fundamentals/cisco-nexus-9000-series-nx-os-fundamentals-configuration-guide-release-104x/m-using-device-file-systems.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/fundamentals/cisco-nexus-9000-series-nx-os-fundamentals-configuration-guide-release-104x/m-using-device-file-systems.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/104x/config-guides/cisco-nexus-9000-series-nx-os-system-management-configuration-guide-release-104x/m-configuring-smart-call-home-10x.html
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. Smart Licensing Using Policy
* 802.1x 802.1X 311

* gRPC gRPC

* LDAP LDAP 143

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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FIPS

Cisco NX-0S FIPS

* FIPS 13

* FIPS 15

* FIPS 15
* FIPS 15

* FIPS 16

* FIPS 18

* 2048 RSA 18
* FIPS 19

* FIPS 19

FIPS

FIPS 140-2 Security Requirementsfor Cryptographic Modules
FIPS 140-2

FIPS
FIPS

FIPS

FIPS

Cisco Nexus 9000 Series NX-0S 10.6(x) .
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2048 crypto key generate rsa label test exportable modulus
2048 FIPS FIPS
KAT
FIPS 140-3
FIPS
KAT
Cisco TrustSec
S
CTS
FIPS
FIPS
FIPS FIPS
FIPS
FIPS

FIPS

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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FIPS .

FIPS

* Telnet SSH

*« SNMPv3

AES/3DES SHA
* SSH RSA1
* Cisco TrustSec SAP
HMAC-SHA1 MIC
cts-manual cts-dot1x sap hash-algorithm HMAC-SHA-1

FIPS

* SSH

X.509
. 8
* FIPS Radius TACACS FIPS
OpenSSL
* RadSec FIPS Radius
« ASCII fips mode enable copy running-config
startup-config CiscoNX-0S
FIPS
2: FIPS

FIPS

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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FIPS

FIPS

Cisco NX-0S FIPS
Cisco NX-0S 7.0(3)15(1) FIPS
VDC
1 | configure terminal
switch# configure terminal
switch(config)#
2 | fipsmode enable FIPS
switch(config)# Ffips mode enable fips mode enable LC
LC
LC
3 | exit
switch(config)# exit
switch#
4 show fips status FIPS

switch# show fips status
FIPS mode is enabled

5 : copy running-config startup-config

switch# copy running-config
startup-config

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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FIPS

FIPS B

: reload Cisco NX-0S
switch# reload
FIPS
FIPS
FIPS
VDC
configureterminal
switch# configure terminal
switch(config)#
no fips mode enable FIPS
switch(config)# no fips mode enable
exit
switch(config)# exit
switch#
show fips status FIPS

switch# show fips status
FIPS mode is disabled

copy running-config startup-config

switch# copy running-config
startup-config

Cisco Nexus 9000 Series NX-0S
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B res

6 |reload Cisco NX-0S

switch# reload

FIPS

FIPS

show fips FIPS
status

Cisco Nexus 9000 NX-OS

2048 RSA

2048 RSA

* N9k-Switch# conf t

Enter configuration commands, one per line. End with CNTL/Z.

* N9k-Switch(config)# no feature ssh

XML interface to system may become unavailable since ssh is disabled
* N9k-Switch(config)# no ssh key rsa
* N9k-Switch(config)# ssh key rsa 2048

* New SSH Key has a bitcount of 2048:
N9k-Switch(config)# show ssh key

rsa Keys generated:Wed Apr 28 13:05:18 2021
ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAABAQDHpXEgZ9LwmbOEpJeJtLwgedmTLkZV7Setxb9D4xg0o

p202F6wt/48bPp/vLDGSXTF2PtLRtRSSDFNSQmkwObg+MXvTpgN i vdxWL j xtwo3YpYwPkBiReVmy rFgE
UuBmV/sDFhJIpHXLOHI9IR2+y0L5w10G3cIxMe30T13703M8FZPj rAtHgkUubfEpi TbcyEw+alHf+chyoR
eDJIxcEdnlboi TDFRO/+jMUUM/vMtxd5x5DH3A07htA/ 181 vskrReR1CpX1s00dcshmS57EEUEZRICcs+w
KSFtQh6vLD802207T6+J37/+cXMVNQEbgOMCSzeTmOsu1Qe8u9ZC24pgYzZ19

bitcount 2048

fingerprint:

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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FIPS B

SHA256 : Am9861A1g5MzFSPQr4ZXGe0f5M9crnhk7HVZBXhMVBo

could not retrieve dsa key information

could not retrieve ecdsa key information

FIPS

FIPS

config terminal
fips mode enable
show fips status

exit
copy running-config startup-config
reload
FIPS
Cisco NX-0S Cisco NX-0S
Cisco Nexus 9000 NX-OS
FIPS 140-2

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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AAA

CiscoNX-0S AAA
* AAA , 0N page 21
* AAA , 0N page 27
« AAA , 0N page 27
* AAA , 0N page 29
* AAA , 0N page 29
. AAA , 0n page 58
« AAA , 0N page 58
* AAA , 0N page 60
. 60
. 61
* AAA , 0N page 61
AAA
Cisco NX-0S AAA
AAA
AAA Cisco NX-0S ID
Cisco NX-0S
Remote Access Dial-In User Service RADIUS Terminal Access Controller Access

Control System Plus TACACS+
CiscoNX-0S ID

Cisco NX-0S AAA

Cisco Nexus 9000 Series NX-0OS 10.6(x) .



AAA

B
AAA AAA
AAA
ID
ID Cisco NX-0S
ID Cisco NX-0S
1
RADIUS TACACS+
AAA
Cisco NX-0S
AAA RADIUS
TACACS+
AV
AAA
Cisco NX-0OS
AAA
)
Note  Cisco NX-OS
AAA
. RADIUS TACACS+

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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RADIUS TACACS+ AAA
AAA
. Cisco NX-0S
« AAA AAA
. Cisco NX-0S
. Cisco NX-0S Cisco
NX-0S
AAA
AAA AAA
AAA
AAA
CiscoNX-0S
Cisco NX-0S AAA
AAA
» User Telnet Secure Shell SSH
AAA CLI
Table 3: AAA
AAA
Telnet SSH aaa authentication login default

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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AAA |

AAA
aaa authentication login console
aaa accounting default
AAA
RADIUS
RADIUS
RADIUS TACACS+ LDAP
AAA
S
Note RADIUS Cisco
NX-0S RADIUS RADIUS
Cisco NX-OS
RADIUS
AAA AAA
Table 4: AAA AAA
AAA AAA
S
Note
Cisco NX-0OS

login {console | default} fallback error local

no aaa authentication

. Cisco Nexus 9000 Series NX-OS 10.6(x)



1:
Local
lHer'lale
Mo more
servers left
—
Found a
RADIUS server
RADIUS ¥
Mo Failure
response

Accepl

1970

Cisco Nexus 9000 Series NX-0S 10.6(x) .



AAA

process_workflow

2:
Local
lP.BI‘IUlB |
No more
servers left Is tallback Success
—

to local
enabled?

Found a
RADIUS server

RADIUS ¥ Denied
Failure - access

Failure

* Telnet SSH

Cisco NX-0OS
. AAA
AAA
. AAA AAA
. AAA
* Cisco NX-0S AAA
* AAA RADIUS cisco-av-pair

. Cisco Nexus 9000 Series NX-0S 10.6(x)
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AES

AAA

AAA

AES .
« AAA TACACS+
1
A\
128 AES 6
6 AES
AES 6
RADIUS
TACACS+ 6
6
Cisco NX-0S
AAA
. 1 RADIUS TACACS+ LDAP IP
* Cisco NX-0S AAA
. Cisco NX-0S AAA
. Cisco NX-0S AAA
AAA

Cisco Nexus 9000 Series NX-0S
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AAA |

* Cisco NX-0S 102 1 F cisco-av-pair shell roles SNMPV3

* LDAP snmpv3

. Cisco NX-0S AAA
Cisco NX-0OS AAA
* Cisco Nexus 9000 TACACS + aaa authentication login
ascii-authentication RADIUS
. local

aaa authentication login console {group group-list [none] | local | none}

* login block-for login quiet-mode
system login block-for system login quiet-mode

* system login quiet-mode access-classQUIET_LIST

SSH Telnet
HTTP 22 23 80 443
* Cisco NX-OS Release 10.2(2)F CLI SNMP
S\NMP
7.03)I7(2) Cisco Nexus
9000 Nexus
. CLI SNMP
« DCNM 12.0.1.a Nexus Dashboard Fabric Controller
CLI SNMPv3
SNMP

SNMP userDB

SNMP
DCNM CLI
Cisco Nexus 9000 NX-OS

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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AAA B
* Cisco NX-0S 10.3(1)F AAA  Cisco Nexus 9808
» Cisco NX-0S 10.4(L)F AAA Cisco Nexus X98900CD-A
X9836DM-A 9808
* Cisco NX-0S 10.4(1)F AAA X98900CD-A X9836DM-A
Cisco Nexus 9804
* Cisco NX-0S 10.4(3)F TACACS+ X.509 SSH
Cisco Nexus 9000
aaa authorization ssh-certificate default group tac-group-name
TACACS AAA SSH
, 0N page 45
AAA
Table 5: AAA
CHAP
MSCHAP
250 KB
Cisco NX-OS AAA
)
Note  Cisco I0OS  CLI Cisco NX-OS
Cisco 10S

Cisco Nexus 9000 Series NX-0S
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B

\)

Note  Cisco Nexus 9K TACAAS+ CLI aaa authentication
login ascii-authentication RADIUS
PAP aaa authentication login ascii-authentication
syslog

AAA
1. RADIUS TACACS+ LDAP CiscoNX-0S
2.
3.
4 AAA

* RADIUS

* RADIUS TACACS+ LDAP

* Cisco NX-0S

. none

)

Note  aaaauthentication group radius groupserver-name
RADIUS radius-server host
aaa group server radius

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Note
Cisco NX-0S
AAA
CiscoNexus9000 NX-OS
Before you begin
RADIUS TACACS+ LDAP
Procedure
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | aaa authentication login console {group
group-list [none] | local | none}
Example: group-list
switch(config)# aaa authentication
login console group radius
radius
RADIUS
named-group

Cisco Nexus 9000 Series NX-0S

RADIUS TACACS+

local
none

local

LDAP

106 [



AAA

Command or Action

Purpose

3 | exit
Example:

switch(config)# exit
switch#

4 | (Optional) show aaa authentication

Example:
switch# show aaa authentication

5 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

* RADIUS
* RADIUS TACACS+ LDAP

* Cisco NX-0S

Before you begin

RADIUS TACACS+ LDAP

Procedure

Command or Action

Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

2 | aaa authentication login default {group
group-list [none] | local | none}

. Cisco Nexus 9000 Series NX-OS 10.6(x)




Command or Action

Purpose

Example:

switch(config)# aaa authentication
login default group radius

Cisco Nexus 9000 Series NX-0S

group-list

e radiusRADIUS

* named-group RADIUS
TACACS+ LDAP

local
none

local

* AAA

. AAA

Note
local AAA

aaa authentication login

default group g1 AAA
gl
aaa
authentication login default group g1
none AAA
gl

106 [



AAA

Command or Action

Purpose

Note
Cisco NX-OS AAA

6/7

exit
Example:

switch(config)# exit
switch#

(Optional) show aaa authentication

Example:

switch# show aaa authentication

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Cisco NX-0OS

A

AAA

Caution

Cisco NX-0S

Before you begin

Procedure

Command or Action

Purpose

. Cisco Nexus 9000 Series NX-0OS

configureterminal

Example:

10.6(x)




Command or Action

Purpose

switch# configure terminal
switch(config)#

no aaa authentication login {console |
default} fallback error local

Example:

switch(config)# no aaa authentication
login console fallback error local

"WARNING!!!I Disabling fallback can
lock your switch."

(Optional) exit

Example:

switch(config)# exit
switch#

(Optional) show aaa authentication

Example:
switch# show aaa authentication

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

AAA

TACACS+

AAA

Procedure

Cisco NX-0S

RADIUS

Command or Action

Purpose

configure terminal

Example:

switch# configure terminal
switch(config)#

Cisco Nexus 9000 Series NX-0S
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Command or Action

Purpose

aaa user default-role

Example:

switch(config)# aaa user default-role

AAA

no

exit
Example:

switch(config)# exit
switch#

(Optional) show aaa user default-role

Example:

switch# show aaa user default-role

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Remote AAA servers unreachable; local authentication done.

Remote AAA servers unreachable; local authentication failed.

Procedure

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

aaa authentication login error-enable

Example:

switch(config)# aaa authentication
login error-enable

. Cisco Nexus 9000 Series NX-OS 10.6(x)



Command or Action

Purpose

exit
Example:

switch(config)# exit
switch#

(Optional) show aaa authentication

Example:

switch# show aaa authentication

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

syslog
configureterminal
switch# configure terminal
: [no] login on-failurelog 6
. . i i syslog
switch(config)# login on-failure log
syslog

Cisco Nexus 9000 Series NX-0S

AUTHPRIV-3-SYSTEM_MSG pam aaa
Authentication failed for user admin from
172.22.00.00

authpriv. = 6
Linux

106 [



AAA

authpriv 3
: [no] login on-success log 6
_ _ i syslog
switch(config)# login on-success log
switch(config)# logging level authprivy
6 syslog

switch(config)# logging level daemon
6

AUTHPRIV-6-SYSTEM_MSG pam_aaa
Authentication success for user admin from
172.22.00.00

authpriv. 6
Linux
authpriv 3
show login on-failurelog syslog
switch(config)# show login on-failure
log
show login on-successful log syslog

switch(config)# show login
on-successful log

copy running-config
startup-config

switch(config)# copy running-config
startup-config

. Cisco Nexus 9000 Series NX-0OS

Denial of Service DoS
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configureterminal

switch# configure terminal

aaa authentication reected
attemptsinsecondsbanseconds

switch(config)# aaa authentication
rejected 3 in 20 ban 300

no aaa authentication rejected

switch(config)# exit

EXEC

show running config

switch# show running config

show aaa local user blocked

switch# show aaa local user blocked

clear aaalocal user blocked {username
user| all}

switch(config)# switch# clear aaa local
user blocked username testuser

all

show aaa user blocked

switch(config)# show aaa user blocked

Cisco Nexus 9000 Series NX-0S
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B o

8 clear aaauser blocked{username

user| all}
all
switch# clear aaa user blocked username
testuser
A\
network-admin vdc-admin show clear
20 3 300

switch(config)# aaa authentication rejected 3 in 20 ban 300
switch# show run | i rejected

aaa authentication rejected 3 in 20 ban 300

switch# show aaa local user blocked

Local-user State

testuser Watched (till 11:34:42 IST Nov 12 2020)
switch# clear aaa local user blocked username testuser

switch# show aaa user blocked

Local-user State

testuser Watched (till 11:34:42 IST Nov 12 2020)
switch# clear aaa user blocked username testuser

CHAP

Cisco NX-0OS CHAP
Message Digest MD5

RADIUS TACACS+ Cisco NX-0OS CHAP
Cisco NX-0OS Cisco NX-0S
PAP CHAP CHAP
VSA RADIUS TACACS+

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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CHAP B

Note  Cisco Nexus 9K TACAAS+ CLI aaa authentication
login ascii-authentication RADIUS
PAP aaa authentication login ascii-authentication
syslog
2017 Jun 14 16:14:15 N9K-1 %RADIUS-2-RADIUS_NO_AUTHEN_INFO: ASCII authentication not
supported
2017 Jun 14 16:14:16 N9K-1 %AUTHPRIV-3-SYSTEM_MSG: pam_aaa:Authentication failed from
192.168.12.34 - dcos_sshd[16804]
CHAP RADIUS TACACS+ VSA
Table 6: CHAP RADIUS TACACS+ VSA
ID VSA
311 11 CHAP-Challenge | AAA CHAP
Access-Request Access-Challenge
211 11 CHAP-Response CHAP
Access-Request

Before you begin

Procedure

AAA ASCII

Command or Action Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

2 | no aaa authentication login ASCII
ascii-authentication
Example:

switch(config)# no aaa authentication
login ascii-authentication

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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MSCHAP

. Cisco Nexus 9000 Series NX-0OS

AAA

Command or Action

Purpose

aaa authentication login chap enable

Example:

switch(config)# aaa authentication
login chap enable

CHAP

Note
Cisco NX-0S
MSCHAP

CHAP
MSCHAP V2

(Optional) exit

Example:

switch(config)# exit
switch#

(Optional) show aaa authentication log
chap
Example:

switch# show aaa authentication lo
chap

in |CHAP

gin

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

MSCHAP V2

Cisco NX-0OS
RADIUS
MSCHAP
CiscoNX-0S
TACACS+

MSCHAP

MSCHAP Version2 MSCHAP V2
Cisco NX-0S

TACACS+
MSCHAP V2

AAA

RADIUS
MSCHAP

Cisco NX-0S

Warning: MSCHAP V2 is supported only with Radius.

RADIUS

MSCHAP V2

10.6(x)



MSCHAP MSCHAP V2 .
Cisco NX-0S Cisco NX-0S
PAP MSCHAP MSCHAP V2
MSCHAP MSCHAP V2 VSA RADIUS
MSCHAP RADIUS VSA
Table 7: MSCHAP MSCHAP V2 RADIUS VSA
ID VSA
311 11 MSCHAP-Challenge | AAA MSCHAP MSCHAP V2

Access-Request
Access-Challenge

211 11 MSCHAP-Response

MSCHAP V2
Access-Request

MSCHAP

Before you begin

AAA ASCII

Procedure

Command or Action

Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

2 | no aaa authentication login
ascii-authentication

Example:

login ascii-authentication

switch(config)# no aaa authentication

ASCII

3 | @aaa authentication login {mschap |
mschapv2} enable

Example:

login mschap enable

Cisco Nexus 9000 Series NX-0S

switch(config)# aaa authentication

MSCHAP

Note

MSCHAP V2

106 [
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B o AAA

Command or Action Purpose

Cisco NX-0S MSCHAP
MSCHAP V2

4 | exit
Example:

switch(config)# exit
switch#

5 | (Optional) show aaa authentication login | MSCHAP MSCHAP V2
{mschap | mschapv2}
Example:

switch# show aaa authentication login
mschap

6 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

LDAP AAA

LDAP AAA

Before you begin

LDAP

Procedure

Command or Action Purpose

1 | configure terminal

Example:
switch# configure terminal
switch(config)#
2 | aaa authorization ssh-certificatedefault { | LDAP AAA
group group-list [none] | local | none}
Example: ssh-certificate
switch(config)# aaa authorization LDAP
ssh-certificate default group ldapl
ldap2

. Cisco Nexus 9000 Series NX-OS 10.6(x)



TACACS

TACACS AAA SSH .
Command or Action Purpose
group-list LDAP
AAA
local
none
AAA
3 | exit
Example:
switch(config)# exit
switch#
4 | (Optional) show aaa authorization [all] | AAA all

Example:

switch# show aaa authorization

5 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics

TACACS+ 108

AAA SSH

TACACS AAA SSH

1 | configure terminal

switch# configure terminal
switch(config)#

Cisco Nexus 9000 Series NX-0S
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AAA

2 | aaa authorization ssh-certificatedefault { | TACACS X509

group group-list [none] | local | none} SSH
AAA
switch(config)# aaa authorization ssh-certificate
ssh-certificate default group tacl TACACS
group-list TACACS
AAA
local
none AAA

3 | exit
switch(config)# exit
switch#

4 show aaa authorization [all] | AAA all
switch# show aaa authorization

5 copy running-config
startup-config
switch# copy running-config
startup-config

Cisco NX-0S TACACS+ RADIUS
CiscoNX-0OS
TACACS+ RADIUS
AV AAA
10.6(x)
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AAA CiscoNX-0S
RADIUS
RADIUS
RADIUS TACACS+

S
Note

Before you begin

RADIUS TACACS+
Procedure
Command or Action Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

aaa accounting default {group group-list
| local}
Example:

switch(config)# aaa accounting default
group radius

Cisco Nexus 9000 Series NX-0S

group-list
* radiusRADIUS

* named-group TACACS+
RADIUS

106 [



B cisconxos AAA VSA

AAA

Command or Action

Purpose

local

local

3 | exit
Example:
switch(config)# exit
switch#
4 | (Optional) show aaa accounting AAA
Example:
switch# show aaa accounting
5 | (Optional) copy running-config
startup-config
Example:
switch# copy running-config
startup-config
Cisco NX-0S AAA VSA
VSA AAA Cisco NX-OS
SNMPv3
VSA
IETF RADIUS
VSA IETF 26
VSA
RADIUS 1
ID 9
1 cisco-av-pair
protocol : attribute separator value *
protocol separator =

. Cisco Nexus 9000 Series NX-0OS
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Cisco NX-0S RADIUS
RADIUS RADIUS
VSA
VSA
VSA Cisco NX-0OS
Shell
access-accept
Accounting
accounting-request
Cisco NX-0OS
roles
network-operator
network-admin network-operator network-admin
Access-Accept VSA RADIUS
shell
shell:roles=network-operator network-admin
shell:roles*network-operator network-admin
FreeRADIUS
Cisco-AVPair = shell:roles=\network-operator network-admin\
Cisco-AVPair = shell:roles*\network-operator network-admin\
S
Note vSA shell:roles*""network-operator network-admin" "shell:roles*\"network-operator
network-admin\"" VSA
accountinginfo
RADIUS
RADIUS
Account-Request VSA
PDU
AAA Cisco NX-0S SNMPv3
AAA VSA cisco-av-pair Cisco NX-0S

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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shell:roles="roleA roleB .."

cisco-av-pair
network-operator

SNMPv3 SNMPv3

snmpv3:auth="SHA” priv="AES-128" shell:roles="network-admin" shell:priv-1lvl=15

shell:roles="network-admin" shell:priv-1lvl=15 snmpv3:auth=""SHA” priv="AES-128"

SNMPv3 SHA MD5
AES-128 DES cisco-av-pair
MD5 DES
DoS

\}

AAA

\ )

login block-for login quiet-mode
system login block-for system login quiet-mode

1 | configure terminal

switch# configure terminal

2 | [no] system login block-for seconds
attempts tries within seconds 1 65535

60 2

switch(config)# system login 100
block-for 100 attempts 2 within 60

. Cisco Nexus 9000 Series NX-OS 10.6(x)



Telnet
SSH

(ACL)
system

[no] system login quiet-mode
access-class acl-name

switch(config)# sSystem login
quiet-mode access-class myacl

ACL

show system login [failures]

switch(config)# show System login

failures

copy running-config
startup-config

switch(config)# copy running-config
startup-config

SSH Telnet

configureterminal

switch# configure terminal

[no] user max-logins max-logins

Cisco Nexus 9000 Series NX-0S
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switch(config)# user max-logins 1

1
Telnet

SSH

show running-config all | i
max-login

switch(config)# show running-config
all | 1 max-login

copy running-config
startup-config

switch(config)# copy running-config
startup-config

password strength-check

configureterminal

switch# configure terminal

. Cisco Nexus 9000 Series NX-OS 10.6(x)



[no] user passphrase {min-length
min-length | max-length max-length}

switch(config)# userpassphrase
min-length 8 max-length 80

4 127

80 127

show user passphrase {length |
max-length | min-length}

switch(config)# show userpassphrase
length

copy running-config
startup-config

switch(config)# copy running-config
startup-config

configureterminal

switch# configure terminal

password prompt username

switch(config)# password prompt
username
Password prompt username is enabled.
After providing the required options
in the username command, press enter.
User will be prompted for the username|
password and password will be hidden.
Note: Choosing password key in the same|
line while configuring user account,
password will not be hidden.

Cisco Nexus 9000 Series NX-0S

password
username
user

Cisco NX-0S
password

snmp-server

no

10.5(2)F
SNMP

106 [



B reous TACACS+

AAA

3 copy running-config
startup-config

startup-config

switch(config)# copy running-config

RADIUS TACACS+
RADIUS TACACS +

radius-server [host] key tacacs-server [host] key

SHA256

1 | configure terminal

switch# configure terminal

2 | generate type7_encrypted_secret

switch(config)# generate
type7_encrypted_secret
Type-7 (Vigenere) Encryption,

Use this encrypted secret to configure

7 RADIUS
TACACS+

. Cisco Nexus 9000 Series NX-0OS

radius and tacacs shared secret with
key type 7.
Copy complete secret with double
quotes.
Enter plain text secret:
Confirm plain text secret:
Type 7 Encrypted secret is : "fewhg"
radius-server [host] key
tacacs-server [host] key
3 copy running-config
startup-config
10.6(x)



RADIUS

startup-config

switch(config)# copy running-config

RADIUS

Cisco NX-0S RADIUS
Cisco RADIUS
RADIUS
RADIUS
. RADIUS
. CLI

RADIUS

process_workflow

1

2. Nexus

A

RADIUS

RADIUS

Cisco Nexus 9000 Series NX-0S
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AAA

B reous

e clear
* RADIUS AAA
RADIUS
o RADIUS TACACS LDAP
. clear AAA
RADIUS
e clear
. AAA RADIUS
RADIUS
RADIUS Cisco Nexus

Nexus

1 | configure terminal

switch# configure terminal

. Cisco Nexus 9000 Series NX-OS 10.6(x)



RADIUS

aaa authentication cachetimeout minutes

switch(config)# aaa authentication
cache timeout 10

RADIUS

1 1440

RADIUS

show running-config aaa

Switch(config)# show running-config
aaa

ICommand: show running-config aaa
TRunning configuration last done at:
Thu Jan 30 08:41:11 2025

ITime: Thu Jan 30 08:41:18 2025

version 10.5(3) Bios:version 05.52

show aaa authentication cache

Switch# show aaa authentication cache

Remote user cache status: enabled
Remote user cache timeout: 10

show aaa authentication cache
users

Switch# show aaa authentication cache
users
Total Users: 4
Username

time

Expiry|

bob:
06:46:29 2025 UTC
bob1:
06:46:42 2025 UTC
bob2:
06:46:55 2025 UTC
bob3:
06:47:10 2025 UTC

Thu Feb 13

Thu Feb 13
Thu Feb 13

Thu Feb 13

AAA

clear aaa authentication cache

Cisco Nexus 9000 Series NX-0S
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Switch# clear aaa authentication cache

AAA

Cisco NX-0S AAA

Procedure

Command or Action Purpose

1 | show accounting log [size | last-index |
start-segnum number | start-time year
month day hh: mm:ss]

250,000
Example:
switch# show accounting log size
0 250000
1 1000000
last-index

2 | (Optional) clear accounting log [logflash]
Example: logflash

switch# clear aaa accounting log

AAA

show aaa accounting AAA

. Cisco Nexus 9000 Series NX-OS 10.6(x)



show aaa authentication [login {ascii-authentication | chap | AAA
error-enable| mschap | mschapv2}]
show aaa groups AAA
show login [failures]
failures
Note

clear login failures

show login on-failurelog syslog
show login on-successful log syslog
show running-config aaa [all]

AAA
show running-config all | i max-login 1

show startup-config aaa

show user passphrase {length | max-length | min-length}

show user passphr ase sequence alphabet length

show user passphr ase sequence keyboard length

Cisco Nexus 9000 Series NX-0S
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B

AAA

AAA

aaa authentication login default group radius
aaa authentication login console group radius
aaa accounting default group radius

60 3 100

switch# configure terminal
switch(config)# login block-for 100 attempts 3 within 60
switch(config)# show login

No Quiet-Mode access list has been configured, default ACL will be applied.

Switch is enabled to watch for login Attacks.
If more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Normal-Mode.
Current Watch Window remaining time 45 seconds.
Present login failure count O.

switch(config)# show login failures
*** No logged failed login attempts with the device.***

ACL myacl ACL

switch# configure terminal
switch(config)# login block-for 100 attempts 3 within 60
switch(config)# login quiet-mode access-class myacl

switch(config)# show login

Switch is enabled to watch for login Attacks.
IT more than 3 login failures occur in 60 seconds or less,
logins will be disabled for 100 seconds.

Switch presently in Quiet-Mode.
Will remain in Quiet-Mode for 98 seconds.
Denying logins from all sources.

switch(config)# show login failures
Information about last 20 login failure"s with the device.

Username Line SourcelPAddr Appname TimeStamp

asd /dev/pts/0 171.70.55.158 login Mon Aug 3 18:18:54 2015
qweq /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:02 2015
qwe /dev/pts/0 171.70.55.158 login Mon Aug 3 18:19:08 2015

. Cisco Nexus 9000 Series NX-OS 10.6(x)



username

switch# configure terminal

switch(config)# password prompt username

Password prompt username is enabled.

After providing the required options iIn the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key iIn the same line while configuring user account, password
will not be hidden.

switch(config)# username userl

Enter password:

Confirm password:

warning: password for user:userl not set. S/he may not be able to login

snmp-server user

switch# configure terminal

switch(config)# password prompt username

Password prompt username is enabled.

After providing the required options iIn the username command, press enter.

User will be prompted for the username password and password will be hidden.

Note: Choosing password key in the same line while configuring user account, password
will not be hidden.

N9K-1(config)# snmp-server user userl
Enter auth md5 password (Press Enter to Skip):
Enter auth sha password (Press Enter to Skip):

AAA

AAA

Cisco NX-0S Cisco NX-OS

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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AAA

MIB

MIB MIB

AAA MIB MIB
URL

https://cisco.qgithub.io/cisco-mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html

. Cisco Nexus 9000 Series NX-0OS
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https://cisco.github.io/cisco-mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html
https://cisco.github.io/cisco-mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html

RADIUS

Cisco NX-0S Remote Access Dial-In User Service RADIUS

* RADIUS , 0N page 63

* RADIUS 67

* RADIUS , 0N page 68

* RADIUS 68

* RadSec 69

* RADIUS 70
* RADIUS , on page 70

* RADIUS , 0N page 71

« Dynamic Author Server 94
* RADIUS 94

* RADIUS , 0n page 95

* RADIUS 96

* RADIUS , 0N page 96

* RADIUS , 0N page 97

* RADIUS , 0n page 98

* RADIUS 98

. , 0n page 98

* RADIUS , 0n page 98

RADIUS

RADIUS /
RADIUS Cisco NX-0S
RADIUS

Cisco Nexus 9000 Series NX-0OS 10.6(x) .



RADIUS

B reous

RADIUS
RADIUS
*« RADIUS
RADIUS
. RADIUS RADIUS Cisco NX-0OS
AAA
. RADIUS RADIUS
RADIUS RADIUS
ISP RADIUS
o RADIUS
AAA
Cisco NX-0S RADIUS
SLA
RADIUS Cisco NX-0S

. RADIUS
. RADIUS

ACCEPT

REJECT

CHALLENGE

RADIUS
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RADIUS .
CHANGE PASSWORD
RADIUS
ACCEPT REJECT EXEC
RADIUS RADIUS
ACCEPT REJECT
. Telnet rlogin
LAT PPP
SLIP EXEC
. IPv4 IPv6
RADIUS AAA AAA
RADIUS RADIUS
Cisco NX-OS Cisco
NX-OS RADIUS dead
RADIUS AAA Cisco NX-0S
RADIUS
AAA RADIUS
RADIUS
SNMP CiscoNX-0S
Figure 3: RADIUS
RADIUS
Alive and
Application used
request
]
response
ik B_i|;||[ imer A:;.r;iﬁgm Tesl AAA packets :" ridad
lirecle
Tes! AAA request
Deadand [ Dead limer expired 3
testing s g
)
Note
RADIUS RADIUS

Cisco Nexus 9000 Series NX-0OS 10.6(x) .



RADIUS |

IETF RADIUS
VSA IETF 26
VSA
RADIUS 1
ID
1 cisco-av-pair
protocol : attribute separator value *
protocol separator =
*
Cisco NX-0S RADIUS
RADIUS RADIUS
VSA

VSA Cisco NX-0OS

Shell
access-accept

Accounting

accounting-request
Cisco NX-0S
roles

network-operator
network-admin network-operator network-admin
Access-Accept VSA RADIUS

Cisco Access Control Server ACS

shell:roles=network-operator network-admin

shell:roles*“network-operator network-admin

FreeRADIUS

Cisco-AVPair = shell:roles=\network-operator network-admin\

Cisco-AVPair = shell:roles*\network-operator network-admin\

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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RADIUS .

\)

Note \/SA shell:roles*"network-operator network-admin" "shell:roles*\"network-operator

network-admin\"" VSA

accountinginfo

RADIUS
RADIUS Account-Request
VSA
PDU
RADIUS
CiscoNX-0S
RFC5176 RADIUS Change of Authorization
CoA
AAA
Dotlx
COA
AAA
Cisco VSA 1 ID CoA
Cisco VSA  Cisco:Avpair="subscriber:.command=reauthenticate”
. IEEE 802.1x Extensible
Authentication Protocol over LAN EAPoL  -Requestld
. MAC MAB
ID

Cisco Nexus 9000 Series NX-0S
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CoA CoA

Session Context Not Found
Disconnect-NAK

NAS
Session Context Not Removable Disconnect-NAK

Disconnect-ACK

RADIUS

RADIUS
* RADIUS IPv4 IPv6

* RADIUS

« Cisco NX-0S AAA RADIUS

RADIUS

RADIUS
» Cisco NX-0S RADIUS 64

. Cisco NX-0S AAA
Cisco NX-0S AAA

. RADIUS

* N9K-X9636C-R N9K-X9636Q-R N9K-C9508-FM-R
RADIUS

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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RadSec .
* Cisco Nexus 9K TACAAS+ CLlI aaaauthentication
login ascii-authentication RADIUS
PAP aaa authentication login ascii-authentication
syslog

« Cisco NX-0S 10.3(1)F RADIUS  Cisco Nexus 9808

» Cisco NX-0S 10.4(2)F RADIUS Cisco Nexus X98900CD-A

X9836DM-A 9808
« Cisco NX-0S 10.4(1)F RADIUS X98900CD-A X9836DM-A
Cisco Nexus 9804
e radius-server key radius-server hosthostnamekey key
secret "secret"”
. a" "abc
. ab"cd
"ab"cd"
« Cisco NX-0OS 10.4(4) radius-server CLI
0
Cisco NX-0OS 10.4(4) show running-config
0
10.4(4) 9.3(11)
0 0 RADIUS
0
RadSec
RadSec
* Cisco NX-0S 10.3(2)F RADIUS/TCP
RADIUS Secure RadSec Cisco Nexus

* RadSec /

UDP  TCP-with-TLS
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B reous
* radius-serverdirected-request RadSec
* test aaa server radius RadSec RadSec
test aaa group
* Dotlx  RadSec
* RADIUS RadSec
* RADIUS UDP RADIUS
RadSec
* Cisco NX-0S 10.4(3)F TLS 1.3 1.2 Cisco Nexus
TLSv1.1
RADIUS
RADIUS
* RADIUS FEX
* RADIUS VXLAN EVPN
RADIUS
RADIUS
Table 8: RADIUS
0
1
5
1812
1813
0

test
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RADIUS

RADIUS

RADIUS

\)

Cisco NX-0S

RADIUS B

RADIUS

Note

\)

CiscolOS CLI

Cisco NX-0S Cisco 10S

Note

Cisco Nexus 9K
login ascii-authentication
PAP

TACAAS+ CLI aaa authentication
RADIUS
aaa authentication login ascii-authentication
syslog

Cisco NX-0S

RADIUS

RADIUS RADIUS

AAA

- TCP

RADIUS
RADIUS

Related Topics

RADIUS
RADIUS

RADIUS

RADIUS RADIUS

RADIUS

71
73

RADIUS IP
64 RADIUS

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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Procedure

\)

RADIUS

Note

RADIUS IP
RADIUS
RADIUS

CiscoNX-0S
RADIUS

RADIUS

Before you begin

RADIUS

Cisco NX-0S AAA

RADIUS

Command or Action

Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

2 | radius-server host {ipv4-address |
ipv6-address | hosthame}

Example:

10.10.1.1

switch(config)# radius-server host

RADIUS
IPv6

1Pv4

3 | exit
Example:

switch(config)# exit
switch#

4 | (Optional) show radius-server

Example:

switch# show radius-server

RADIUS

5 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics
RADIUS

. Cisco Nexus 9000 Series NX-0OS
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| RADIUS

RADIUS .
Cisco NX-0S RADIUS RADIUS
Cisco NX-0S TACACS+
Before you begin
RADIUS RADIUS
RADIUS RADIUS
Procedure
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | radius-server key [0] 6| 7] key-value RADIUS RADIUS
Example: key-value
switch(config)# radius-server key 0 0 6
QsSEFThUKO 6 7 7
Example: Cisco NX-0S
switch(config)# radius-server key 7
"fewhg”
63
RADIUS
Note
generatetype7_encrypted secret
RADIUS TACACS+
, 0N page 54
3 | exit
Example:
switch(config)# exit
switch#

Cisco Nexus 9000 Series NX-0S
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RADIUS

RADIUS

Procedure

Command or Action Purpose
4 | (Optional) show radius-server RADIUS
Example: Note
switch# show radius-server RADIUS
RADIUS
show running-config
5 | (Optional) copy running-config
startup-config
Example:
switch# copy running-config
startup-config
Related Topics
RADIUS 81
AES 617
Cisco NX-0S RADIUS RADIUS
Cisco NX-0OS RADIUS
Before you begin
1 RADIUS
RADIUS
RADIUS
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | radius-server host {ipv4-address | RADIUS RADIUS
ipv6-address | hostname} key [0 6| 7] key-value
key-value 0 6
Example: 6 7 7

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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RADIUS .

Command or Action Purpose

switch(config)# radius-server host Cisco NX-0S
10.10.1.1 key O PlIjUhYg

Example:

switch(config)# radius-server host

10.10.1.1 key 7 "fewhg” 63

RADIUS
RADIUS

Note
generatetype7_encrypted _secret

RADIUS TACACS+
, 0N page 54

3 | exit
Example:

switch(config)# exit
switch#

4 | (Optional) show radius-server RADIUS

Example: Note
switch# show radius-server RADIUS

RADIUS
show running-config

5 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics
RADIUS 71
AES 617

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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B reous

RADIUS

CiscoNX-0S RADIUS
RADIUS Extended Access Protocol EAP;
HMAC-MD5 EAP

)

Cisco Fabric Services CFS RADIUS

Cisco NX-0OS 10.2(9)M Cisco Nexus 9000 radius-server attribute
message-authenticator

1 | configure terminal

switch# configure terminal

switch(config)#
2 | radius-server attribute RADIUS RADIUS
message-authenticator message-authenticaton

RADIUS

switch(config)# radius-server attribute message-authenticator
message-authenticator

3 | exit

switch(config)# exit
switch#

4 show radius-server RADIUS

switch# show radius-server
etransmission count:1

timeout value:5

deadtime value:0

message-authenticator attribute:enabled
source interface:any available

total number of servers:4

following RADIUS servers are
configured:
10.10.1.1:
available for

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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RadSec .

authentication on port:1812

available for

accounting on port:1813

RADIUS shared

timeout:60

copy running-config

startup-config

switch# copy running-config
startup-config

RadSec

RadSec TLS

» RadSec
group

RADIUS
RadSec
ID CA
AAA
RadSec
TLS

/IP

test aaa

RadSec TLS

1 | configure terminal

switch# configure terminal

2 | radius-server securetls

switch# radius-server secure tls

CLI

RadSec

Cisco Nexus 9000 Series NX-0S
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. RadSec

RADIUS

3 | radius-server host t {ipv4-address|
ipv6-addresy hostname} key {key}
auth-port 2083 acct-port 2083
authentication accounting

switch# radius-server host
10.105.222.161 key radsec auth-port
2083 acct-port 2083 authentication
accounting

RadSec

RadSec
2083 radsec
RadSec

4 |radius-server host {ipv4-address |
ipv6-address | hosthame} tls
client-trustpoint trustpoint

switch# radius-server host
10.105.222.161 tls client-trustpoint
radl

ID
TLS

5 | radius-server host {ipv4-address|
ipv6-address | hostname} tisidle-timeout
value

switch# radius-server host
10.105.222.161 tls idle-timeout 80

TLS
600

RadSec

TLS

20

RadSec TLS

TLS

\)

RadSec

show run

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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DTLS RADIUS
Cisco NX-0S 10.4(1)F
UDP
RADIUS DTLS
RADIUS
DTLS RADIUS
. IP IDNS

* DTLS/RADIUS

* RADIUS

test aaa group
. RADIUS
«DTLS TLS

DTLS

RADIUS

ISE

AAA
RADIUS

DTLS

DTLS RADIUS .

RADIUS
RADIUS

CA ISE

/1P

RADIUS

1 | configure terminal

switch(config)#

switch# configure terminal

2 | radius-server securedtls

Cisco Nexus 9000 Series NX-0S

RADIUS withDTLS
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B o RADIUS

switch(config)# radius-server secure
dtls

3 | radius-server host {ipv4-address|
ipv6-address| hostname} key {radius/dtls}
auth-port 2083 acct-port 2083

I . RADIUS
authentication accounting

switch(config)# radius-server host

10.105.222.161 key radius/dtls DTLS UDP/2083
auth-port 2083 acct-port 2083 RFC DTLS
authentication accounting

ISE
radius/dtls
ISE
DTLS Nexus

4 |radius-server host {ipv4-address | ID
ipv6-address | hostname} dtls DTLS

client-trustpoint trustpoint client-trustpoint

radl
switch(config)# radius-server host

10.105.222.161 dtls client-trustpoint
radl

5 | radius-server host {ipv4-address | DTLS
ipv6-address | hostname} dtlsidle-timeout 600
value

RADIUS
switch# radius-server host
10.105.222.161 dtls idle-timeout 80

DTLS

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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RADIUS

20
RADIUS
TLS

TLS

* RADIUS

show run

RADIUS

AAA

RADIUS

Before you begin

Procedure

RADIUS

Command or Action Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

aaa group server radius group-name RADIUS

Example:

switch(config)# aaa group server radius|
RadServer
switch(config-radius)#

127

RADIUS

Note

Cisco Nexus 9000 Series NX-0S

RADIUS

group-name

no

106 [



B reous

RADIUS

Command or Action

Purpose

RADIUS

server {ipv4-address|ipv6-address |
hostname}

Example:
switch(config-radius)# server 10.10.1.1

RADIUS RADIUS

RADIUS
radius-server host

(Optional) deadtime minutes

Example:
switch(config-radius)# deadtime 30

1 1440

Note
RADIUS

(Optional) server {ipv4-address|
ipv6-address | hosthame}

Example:
switch(config-radius)# server 10.10.1.1]

RADIUS RADIUS

Tip
RADIUS
radius-server host

(Optional) use-vrf vrf-name

Example:

switch(config-radius)# use-vrf vrfl

VRF

exit
Example:

switch(config-radius)# exit
switch(config)#

(Optional) show radius-server groups
[group-name]

Example:

switch(config)# show radius-server

groups

RADIUS

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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RADIUS .

Command or Action Purpose

9 | (Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

Related Topics
RADIUS 92

RADIUS

RADIUS RADIUS
RADIUS
Cisco NX-0S

Procedure

Command or Action Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)

2 | ip radius source-interface interface
Example: RADIUS

switch(config)# ip radius
source-interface mgmt 0O

3 | exit
Example:

switch(config)# exit
switch#

4 | (Optional) show radius-server RADIUS

Example:

switch# show radius-server

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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RADIUS

RADIUS |

Command or Action Purpose
5 | (Optional) copy running-config startup
config
Example:
switch# copy running-config
startup-config
Related Topics
RADIUS 81
Cisco NX-0S AAA
VRF RADIUS CiscoNX-0S
directed-request
username@vr fname: hostname vrfname
VRF hosthame RADIUS
S
Note  directed-request Cisco NX-0OS RADIUS
S
Note Telnet
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | radius-server directed-request
RADIUS

Example:

switch(config)# radius-server
directed-request

3 | exit
Example:

switch(config)# exit
switch#

10.6(x)
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Procedure

RADIUS

Command or Action

Purpose

4 | (Optional) show radius-server
directed-request
Example:

switch# show radius-server
directed-request

directed request

5 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

RADIUS

RADIUS
Cisco NX-0S

Cisco NX-0S

RADIUS
5
RADIUS

Command or Action

Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

2 | radius-server retransmit count

Example:

switch(config)# radius-server
retransmit 3

RADIUS

3 | radius-server timeout seconds

Example:

10

switch(config)# radius-server timeout

RADIUS

4 | exit
Example:

switch(config)# exit
switch#

Cisco Nexus 9000 Series NX-0S
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RADIUS

Command or Action

Purpose

(Optional) show radius-server

Example:

switch# show radius-server

RADIUS

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

RADIUS

Cisco NX-0S

Cisco NX-0S

Before you begin

1

Procedure

RADIUS

RADIUS
5
RADIUS

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

radius-server host {ipv4-address |
ipv6-address | hostname} retransmit count
Example:

switch(config)# radius-server host
serverl retransmit 3

Note
RADIUS
RADIUS

radius-server host {ipv4-address |
ipv6-address | hosthame} timeout seconds
Example:

switch(config)# radius-server host
serverl timeout 10

. Cisco Nexus 9000 Series NX-OS 10.6(x)

Note
RADIUS
RADIUS



| RADIUS

RADIUS

Procedure

RADIUS

Command or Action

Purpose

4 | exit
Example:

switch(config)# exit
switch#

5 | (Optional) show radius-server

Example:

switch# show radius-server

RADIUS

6 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics
RADIUS 71

RADIUS
RADIUS

UDP

Before you begin

1 RADIUS

RADIUS

Command or Action

Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

2 | (Optional) radius-server host {ipv4-address| RADIUS

| ipv6-address | hosthame} acct-port UDP
udp-port UDP
Example: 0 65535

Cisco Nexus 9000 Series NX-0S

1813

106 [
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RADIUS

RADIUS

Command or Action

Purpose

switch(config)# radius-server host
10.10.1.1 acct-port 2004

(Optional) radius-server host {ipv4-address
| ipv6-address | hosthame} accounting
Example:

switch(config)# radius-server host
10.10.1.1 accounting

RADIUS

(Optional) radius-server host {ipv4-address
| ipv6-address | hostname} auth-port
udp-port

Example:

switch(config)# radius-server host
10.10.2.2 auth-port 2005

RADIUS

1812

0

UDP
UbP
65535

(Optional) radius-server host {ipv4-address
| ipv6-address | hosthame} authentication
Example:

switch(config)# radius-server host
10.10.2.2 authentication

RADIUS

exit
Example:

switch(config)# exit
switch#

(Optional) show radius-server

Example:

switch# show radius-server

RADIUS

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics

RADIUS

71

Cisco Nexus 9000 Series NX-OS 10.6(x)
Illliﬂlll

RADIUS
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RADIUS

\)

Note

CiscoNX-0S

\}

RADIUS

Note RADIUS

\}

Note 0
RADIUS

Before you begin

RADIUS

Procedure

Command or Action Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

2 | radius-server test {idle-time minutes |
password password [idle-time minutes] |
username name [password password

test

idle-time minutes
[ 11} tost
Example: 0
switch(config)# radius-server test 1440
username userl password Ur2Gd2BH
idle-time 3 Note

RADIUS

Cisco Nexus 9000 Series NX-0S

106 [
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RADIUS

Command or Action

Purpose

radius-server deadtime minutes

Example:

switch(config)# radius-server deadtime
5

Cisco NX-0S
RADIUS

1440

exit
Example:

switch(config)# exit
switch#

(Optional) show radius-server

Example:

switch# show radius-server

RADIUS

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics
RADIUS

RADIUS

RADIUS

NX-OS

)

RADIUS

90

Cisco

Note

\}

Note

RADIUS

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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“
Note 0 Cisco NX-0OS
RADIUS
Before you begin
RADIUS
1 RADIUS
Procedure
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | radius-server host {ipv4-address |
ipv6-address | hostname} test {idle-time
minutes | passwor d password [idle-time test
minutes] | user name name [password test
password [idle-time minutes]]}
0 0 1440
Example:
switch(config)# radius-server host
10.10.1.1 test username userl password NOt€
Ur2Gd2BH idle-time 3 RADIUS
0
3 | radius-server deadtime minutes Cisco NX-0S
Example: RADIUS
switch(config)# radius-server deadtime
5 0 1
1440
4 | exit
Example:
switch(config)# exit
switch#
5 | (Optional) show radius-server RADIUS

Example:

switch# show radius-server

Cisco Nexus 9000 Series NX-0S

106 [
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RADIUS |

Command or Action

Purpose

6 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics
RADIUS
RADIUS

71

RADIUS

RADIUS

NX-0S RADIUS

\)

88

Cisco

Note 0

RADIUS

RADIUS

Procedure

Command or Action

Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

2 | radius-server deadtime minutes

Example:

switch(config)# radius-server deadtime
5

1440

3 | exit
Example:

switch(config)# exit
switch#

(Optional) show radius-server

Example:

switch# show radius-server

RADIUS

10.6(x)

. Cisco Nexus 9000 Series NX-0OS
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Command or Action Purpose

5 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics
RADIUS 81

RSA SecurlD Cisco NX-0S
OTP
RSA SecurlD
Cisco NX-0S

\}

Note  Cisco NX-OS 60
Cisco Secure ACS

Before you begin

Cisco NX-0S RADIUS

« Cisco Secure Access Control Server ACS Version 4.2

* RSA Authentication Manager Version 7.1 RSA SecurlD
* RSA ACE Agent/Client

Cisco NX-0OS RADIUS
Cisco Secure ACS

1. RSA SecurlD

2. RSA SecurlD

RADIUS

RADIUS

Cisco Nexus 9000 Series NX-0OS 10.6(x) .



. Dynamic Author Server

Procedure

RADIUS

Command or Action

Purpose

test aaa server radius {ipv4-address |
ipv6-address | hosthame} [vrf vrf-name]
username password

Example:

switch# test aaa server radius
10.10.1.1 userl Ur2Gd2BH

RADIUS

test aaa group group-name username
password
Example:

switch# test aaa group RadGroup user2
As3He3Cl

RADIUS

Dynamic Author Server

configureterminal

switch# configure terminal
switch(config)#

aaa server radius dynamic-author

switch(config)# aaa server radius
dynamic-author

RADIUS dynamic author server
no
RADIUS dynamic author server

RADIUS

. Cisco Nexus 9000 Series NX-0OS

configureterminal

10.6(x)
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RADIUS B

switch# configure terminal
switch(config)#

2 | [no] aaa server radius dynamic-author AAA

switch(config)# aaa server radius no

dynamic-author RADIUS

3 | [nQ] client {ip-address | hostname } AAA IP
[server-key [0] 7] string ]

server-key string

switch(config-locsvr-da-radius)# client
192.168.0.5 server-key ciscol

no

4 | [no] port port-number RADIUS
RADIUS

switch(config-locsvr-da-radius)# port
3799 65535

no

1700

5 | [no] server-key [0] 7] string RADIUS RADIUS

no

RADIUS

RADIUS

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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RADIUS

RADIUS

RADIUS

show radius{status| pending | pending-diff}

Cisco Fabric Services RADIUS

show running-config radius [all]

RADIUS

show startup-config radius

RADIUS

show radius-server [hostname | ipv4-address
| ipv6-address] [directed-request | groups|
sorted | statistics]

RADIUS

RADIUS

show running-config dot1x

dotlx

show running-config aaa

AAA

show running-config radius

RADIUS

show aaa server radius statistics RADIUS
show aaaclient radiusstatistics{ip address RADIUS
| hostname }

clear aaa server radius statistics RADIUS
clear aaaclient radius statistics{ip address RADIUS

| hostname }

Cisco NX-0S RADIUS

. Cisco Nexus 9000 Series NX-0OS

10.6(x)
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RADIUS .
Before you begin
1 RADIUS
Procedure
Command or Action Purpose
1 | show radius-server statistics {hostname| |RADIUS
ipv4-address | ipv6-address}
Example:
switch# show radius-server statistics
10.10.1.1
Related Topics
RADIUS 71
RADIUS 97
Cisco NX-0S RADIUS
Before you begin
Cisco NX-0OS RADIUS
Procedure
Command or Action Purpose
1 | (Optional) show radius-server statistics | Cisco NX-OS RADIUS
{hostname | ipv4-address | ipv6-address}
Example:
switch# show radius-server statistics
10.10.1.1
2 | clear radius-server statistics{hosthame| |RADIUS

ipv4-address | ipv6-address}

Example:

switch# clear radius-server statistics
10.10.1.1

Related Topics

RADIUS

71

Cisco Nexus 9000 Series NX-0S

106 [
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RADIUS

RADIUS
radius-server key 7 "TolkLhPpG"

radius-server host 10.10.1.1 key 7 "ShMoMhTI" authentication accounting

aaa group server radius RadServer

server 10.10.1.1

RADIUS

RADIUS

RADIUS

radius-server host 10.77.143.170 key 7 'fewhgl23" authentication accounting

aaa server radius dynamic-autho

client 10.77.143.170 vrf management server-key 7 "fewhgl23"

r

AAA
RADIUS
RADIUS
Cisco NX-0S Cisco NX-OS
VRF Cisco Nexus 9000 NX-OS

. Cisco Nexus 9000 Series NX-0OS

10.6(x)
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RADIUS .

MIB

MIB MIB

RADIUS MIB MIB
URL

https://cisco.qgithub.io/cisco-mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html

Cisco Nexus 9000 Series NX-0OS 10.6(x) .


https://cisco.github.io/cisco-mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html
https://cisco.github.io/cisco-mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html

RADIUS

B reous
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TACACS+

Cisco NX-0S Terminal Access Controller Access Control System Plus
TACACS+
* TACACS+ , On page 101
* TACACS+ , on page 105
* TACACS+ 106
* TACACS+ , on page 107
. 107
* TACACS+ , 0n page 108
* TACACS+ , On page 133
* TACACS+ , On page 133
« TACACS+ , 0N page 134
* TACACS+ , 0N page 134
* TACACS+ Over TLS 135
* TACACS+ Over TLS 137
. , On page 137
* TACACS+ , On page 137

TACACS+

TACACS+ Cisco NX-0OS

TACACS+ UNIX Windows NT
TACACS+ Cisco NX-0S
TACACS+ TACACS+
TACACS+
TACACS+
TACACS+ TACACS+

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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TACACS+ /
TCP 49

Cisco NX-0OS 10.4(3)F
Cisco Nexus 9000

ssh-certificatedefault group
X.509

TACACS+

TACACS+ RADIUS
. AAA

* AAA

. AAA

RADIUS

TACACS+ |

TCP
Cisco NX-OS TACACS+

TACACS+ X.509 SSH
aaa authorization
TACACS

SSH , 0N page 129

Cisco NX-0S

TCP

TACACS+

TACACS+
NX-OS

)

PAP Cisco

Note  TACACS+

1. Cisco NX-0S

2. Cisco NX-0S

ACCEPT

REJECT

. Cisco Nexus 9000 Series NX-0OS

TACACS+

TACACS+

Cisco NX-0S

TACACS+

10.6(x)
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TACACS+ B

ERROR
CiscoNX-0S
CiscoNX-0S ERROR
Cisco NX-0S
Cisco NX-0S
TACACS+ TACACS+
3. TACACS+ Cisco NX-0OS TACACS+
ACCEPT REJECT ACCEPT
EXEC NETWORK
ACCEPT
« Telnet rlogin PPP
SLIP EXEC
. IP IPv4 IPv6
TACACS+
TACACS+ TACACS+
Cisco NX-0S TACACS+
63 ASCII
Cisco NX-0S TACACS+
TACACS+ key
TACACS+
CLI
CiscoNX-0S
TACACS+
TACACS+
TACACS+ AAA
AAA Cisco NX-0S TACACS+
TACACS+
Cisco NX-0S TACACS+ dead

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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TACACS+

TACACS+ AAA Cisco NX-OS
TACACS+
AAA
TACACS+ TACACS+
SNMP
Cisco NX-0OS
Figure 4: TACACS+
TACACS+
Alive and
Application used
request
[RS]
response
Alive e_il;llrldur A:;.r;iﬁgm Tesl Mﬁspéict:kels :" Péad
Nrecied
Test AARA request
Deadand [ Dead limer expired 3
testing s g
S
Note
TACACS+ TACACS+
TACACS+
IETF
TACACS+ VSA
IETF 26 VSA
TACACS+ Cisco VSA
TACACS+ IETF
1 ID 9
1 cisco-av-pair
protocol : attribute separator value *
protocol separator =
10.6(x)

. Cisco Nexus 9000 Series NX-0OS



| TAcAcs+

TACACS+ .
Cisco NX-0OS TACACS+ TACACS+
TACACS+
VSA
VSA Cisco NX-0OS
Shell
access-accept
Accounting
accounting-request
Cisco NX-0S
roles
network-operator
network-admin network-operator network-admin
Access-Accept VSA TACACS+
Cisco ACS

shell:roles=network-operator network-admin

shell:roles*network-operator network-admin

\}

Note \/SA  shell:roles*"network-operator network-admin" VSA

accountinginfo

TACACS+
TACACS+
Account-Request VSA
PDU
TACACS+
TACACS+

* TACACS+ IPv4 IPv6

* TACACS+

* Cisco NX-OS AAA TACACS+

Cisco Nexus 9000 Series NX-0OS 10.6(x) .



TACACS+ |
B acacs:

TACACS+

TACACS+
* Cisco NX-0OS 10.6(2)F Cisco Nexus 9000 netstack
Linux kstack TACACS+ AAA
* TACACS+ IP VRF
AAA kstack
. TACACS+ IP AAA netstack
* |Pv4 IPv6 TACACS+ kstack
TACACS+ kstack
DNS
netstack
. kstack TACACS-over- TLS
* TACACS+ kstack RADIUS LDAP netstack
* Cisco NX-0S 10.6(1)F TLS TACACS+
AAA
* Cisco NX-0S TACACS+ 64
. Cisco NX-0S AAA
Cisco NX-0S AAA
. 6
6 0
« TACACS+ vty
* N9K-X9636C-R N9K-X9636Q-R N9K-C9508-FM-R
TACACS+
* Cisco NX-0S 10.3(1)F TACACS+  Cisco Nexus 9808

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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TACACS+ .
» Cisco NX-0OS 10.4(1)F TACACS+  Cisco Nexus X98900CD-A
X9836DM-A Cisco Nexus 9808
« Cisco NX-0S 10.4(1)F TACACS+ X98900CD-A X9836DM-A
Cisco Nexus 9804
« Cisco NX-0S 10.4(3)F TACACS+ X.509 SSH
Cisco Nexus 9000 aaa authorization
ssh-certificate default group
» CiscoNX-0S /
TACACS+
TACACS+
Table 9: TACACS+
TACACS+
0
5
0
test
TACACS+
OoTP 1
OTP
OTP
OTP OTP
OTP RADIUS TACACS RADIUS
ASCII TACACS +

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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TACACS+ |

ASCII TACACS+
ASCII aaa authentication login ascii-authentication
TACACS+
Cisco NX-OS TACACS+

N

Note  Ciscol0S CLI Cisco NX-0S Cisco 10S
TACACS+

Procedure

1 TACACS+

2 TACACS+ Cisco NX-OS

3 TACACS+

4 AAA TACACS+ TACACS+

5 TCP

6 TACACS+

7 TACACS+ TACACS+

Related Topics
TACACS+ 108
TACACS+
Cisco NX-0OS TACACS+
TACACS+

. Cisco Nexus 9000 Series NX-0OS

10.6(x)
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Procedure

TACACS+

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

featuretacacst

Example:
switch(config)# feature tacacs+

TACACS+

exit
Example:

switch(config)# exit
switch#

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

TACACS+

\)

TACACS+

Cisco NX-0S
64

TACACS+
TACACS+

Note

TACACS+ IP

TACACS+

TACACS+ TACACS+

Cisco NX-0S
TACACS+

Before you begin

TACACS+

TACACS+ IP 1Pv4

Cisco Nexus 9000 Series NX-0S

IPv6

106 [
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Procedure

TACACS+

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

tacacs-server host {ipv4-address |
ipv6-address | hostname}
Example:

switch(config)# tacacs-server host
10.10.2.2

TACACS+ IP IPv4
IPv6

(Optional) show tacacs+ {pending |
pending-diff}

Example:

switch(config)# show tacacs+ pending

TACACS+

(Optional) tacacs+ commit

Example:

switch(config)# tacacs+ commit

TACACS+

exit
Example:

switch(config)# exit
switch#

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics
TACACS+
TACACS+

. Cisco Nexus 9000 Series NX-0OS

108

113

10.6(x)



| TAcAcs+

TACACS+

CiscoNX-0S

Cisco NX-0OS

Before you begin

TACACS+

TACACS+

Procedure

TACACS+ B

TACACS+
TACACS+

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

tacacs-server key [0| 6| 7] key-value

Example:

switch(config)# tacacs-server key 0
QsEFThUkO

Example:

switch(config)# tacacs-server key 7
"fewhg”

TACACS+
TACACS+ key-value

7 Cisco
NX-0S

63

Note
generate type7_encrypted_secret

RADIUS TACACS+
, 0N page 54

exit
Example:

switch(config)# exit
switch#

Cisco Nexus 9000 Series NX-0S

106 [
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TACACS+ |

Command or Action Purpose
4 | (Optional) show tacacs-server TACACS+
Example: Note
switch# show tacacs-server
show running-config
5 | (Optional) copy running-config

startup-config

Example:

switch# copy running-config
startup-config

Related Topics

TACACS+ 108
AES 617
TACACS+
TACACS+ Cisco NX-0S TACACS+
Before you begin
TACACS+
TACACS+
Procedure
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | tacacs-server host {ipv4-address| TACACS+
ipv6-address | host-name} key [0] 6| 7] key-value
key-value 0 6 6
Example: 7 7
switch(config)# tacacs-server host CiscoNX-0OS

10.10.1.1 key O PI1jUhYg

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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TACACS+ B

Command or Action Purpose

Example:
switch(config)# tacacs-server host

10.10.1.1 key 7 "fewhg” 63

Note
generate type7_encrypted_secret

RADIUS TACACS+
, 0N page 54

3 | exit
Example:

switch(config)# exit
switch#

4 | (Optional) show tacacs-server TACACS+

Example: Note

switch# show tacacs-server

show running-config

5 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics
AES 617

TACACS+

1 AAA
TACACS+

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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AAA

Before you begin

TACACS+

Procedure

TACACS+

Command or Action

Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

2 | aaa group server tacacs+ group-name

Example:

switch(config)# aaa group server
tacacs+ TacServer
switch(config-tacacs+)#

TACACS+
TACACS+

3 | server {ipv4-address | ipv6-address |
hostname}
Example:

switch(config-tacacs+)# server
10.10.2.2

TACACS+ TACACS+

TACACS+
tacacs-server host

4 | exit
Example:

switch(config-tacacs+)# exit
switch(config)#

TACACS+

5 | (Optional) show tacacs-server groups

Example:

switch(config)# show tacacs-server
groups

TACACS+

6 | (Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

Related Topics
TACACS+ 108
AAA 23

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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TACACS+

TACACS+ 109
TACACS+ 123

TACACS+

TACACS+

Procedure

TACACS+
TACACS+
Cisco NX-0S

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)

ip tacacs source-inter face interface

Example:

switch(config)# ip tacacs
source-interface mgmt O

TACACS+

exit
Example:

switch(config)# exit
switch#

(Optional) show tacacs-server

Example:
switch# show tacacs-server

TACACS+

(Optional) copy running-config startup
config
Example:

switch# copy running-config
startup-config

Related Topics
TACACS+ 108
TACACS+ 113

Cisco Nexus 9000 Series NX-0S

106 [
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TACACS+
TACACS+
directed-request
TACACS+ CiscoNX-0S
AAA
user name@vrfname: hostname vrfname
VRF hostname TACACS+
“
Note  directed-request CiscoNX-0S TACACS+
“
Note Telnet
Before you begin
TACACS+
Procedure
Command or Action Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

2 | tacacs-server directed-request
Example: TACACS+

switch(config)# tacacs-server
directed-request

3 | (Optional) show tacacs+ {pending | TACACS+
pending-diff}

Example:
switch(config)# show tacacs+ pending

4 | (Optional) tacacs+ commit TACACS+

Example:
switch(config)# tacacs+ commit

5 | exit

Example:

. Cisco Nexus 9000 Series NX-OS 10.6(x)



| TAcAcs+

TACACS+

Procedure

TACACS+ .

Command or Action

Purpose

switch(config)# exit
switch#

6 | (Optional) show tacacs-server
directed-request
Example:

switch# show tacacs-server
directed-request

TACACS+  directed request

startup-config

Example:

switch# copy running-config
startup-config

7 | (Optional) copy running-config

Related Topics

TACACS+ 108
Cisco NX-0OS TACACS+
Cisco NX-0S
TACACS+
Before you begin
TACACS+
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
tacacs-server host {ipv4-address |
ipv6-address | hosthame} timeout seconds
Example:
switch(config)# tacacs-server host Note
serverl timeout 10 TACACS+

TACACS+

Cisco Nexus 9000 Series NX-0S

106 [
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TACACS+

Command or Action

Purpose

(Optional) show tacacs+ {pending |
pending-diff}

Example:

switch(config)# show tacacs+ pending

TACACS+

(Optional) tacacs+ commit

Example:

switch(config)# tacacs+ commit

TACACS+

exit
Example:

switch(config)# exit
switch#

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics

TACACS+

TCP

49

108

Cisco NX-0S

Before you begin

TACACS+

Procedure

TACACS+ TCP

TACACS+

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

. Cisco Nexus 9000 Series NX-0OS

10.6(x)
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TACACS+

Command or Action Purpose

2 | tacacs-server host {ipv4-address | TACACS+
ipv6-address | hosthame} port tcp-port TCP
Example: TCP 49
switch(config)# tacacs-server host 1 65535
10.10.1.1 port 2

3 | (Optional) show tacacs+ {pending |
pending-diff} TACACS+
Example:
switch(config)# show tacacs+
distribution pending

4 | (Optional) tacacst+ commit TACACS+
Example:
switch(config)# tacacs+ commit

5 | exit
Example:
switch(config)# exit
switch#

6 | (Optional) show tacacs-server TACACS+
Example:
switch# show tacacs-server

7 | (Optional) copy running-config
startup-config
Example:
switch# copy running-config
startup-config

Related Topics
TACACS+ 108
TACACS+
TACACS+

Note

Cisco Nexus 9000 Series NX-0S

106 [
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B acacs:
TACACS+
CiscoNX-0OS
1
“
Note
1
“
Note TACACS+
“
Note 0 TACACS+
Before you begin
TACACS+
Procedure
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | tacacs-server test {idle-time minutes |
passwor d password [idle-time minutes] |
username name [password password test
[idle-time minutes]]} test
Example: 0 0
switch(config)# tacacs-server test 1440
username userl password Ur2Gd2BH
idle-time 3 Note
TACACS+
0

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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TACACS+

TACACS+

Command or Action

Purpose

tacacs-server dead-time minutes

Example:

switch(config)# tacacs-server dead-time
5

Cisco NX-0S
TACACS+

1440

exit
Example:

switch(config)# exit
switch#

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics
TACACS+

TACACS+

NX-OS

)

TACACS+

121

Cisco

Note

\}

Note

TACACS+

Cisco Nexus 9000 Series NX-0S

106 [
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TACACS+
S
Note 0 0 TACACS+
S
Note
Before you begin
TACACS+
1 TACACS+
Procedure
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | tacacs-server host {ipv4-address |
ipv6-address | hostname} test {idle-time
minutes | password password [idle-time test
minutes] | username name [passwor d
. . . test
password [idle-time minutes]]}
0 0 1440
Example:
switch(config)# tacacs-server host
10.10.1.1 test username userl password NOte
Ur2Gd2BH idle-time 3 TACACS+
0
3 | tacacs-server dead-time minutes Cisco NX-0S
Example: TACACS+
switch(config)# tacacs-server dead-time
5 0 0
1440
4 | exit
Example:

. Cisco Nexus 9000 Series NX-0OS

10.6(x)
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TACACS+

Command or Action

Purpose

switch(config)# exit
switch#

5 | (Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+

6 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics
TACACS+
TACACS+

109

TACACS+

TACACS+

NX-OS TACACS+

)

119

Cisco

Note 0 TACACS+

Before you begin

TACACS+

Procedure

Command or Action

Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

2 | tacacs-server deadtime minutes

Example:

switch(config)# tacacs-server deadtime
5

1 1440

Cisco Nexus 9000 Series NX-0S

106 [
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TACACS+

Command or Action

Purpose

(Optional) show tacacs+ {pending |
pending-diff}

Example:

switch(config)# show tacacs+ pending

TACACS+

(Optional) tacacs+ commit

Example:

switch(config)# tacacs+ commit

TACACS+

exit
Example:

switch(config)# exit
switch#

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

ASCII

TACACS+

ASCII

Before you begin

TACACS+

Procedure

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

. Cisco Nexus 9000 Series NX-0OS

10.6(x)
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TACACS+

TACACS+ .

Command or Action

Purpose

aaa authentication login
ascii-authentication

Example:

switch(config)# aaa authentication

login ascii-authentication

ASCII

(Optional) show tacacs+ {pending |
pending-diff}

Example:

switch(config)# show tacacs+ pending

TACACS+

(Optional) tacacs+ commit

Example:
switch(config)# tacacs+ commit

TACACS+

exit
Example:

switch(config)# exit
switch#

(Optional) show tacacs-server

Example:

switch# show tacacs-server

TACACS+

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

RBAC

Cisco Nexus 9000 Series NX-0S

106 [
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. Cisco Nexus 9000 Series NX-0OS

TACACS+

“
Note
AAA
“
Note
Cisco NX-0S
Before you begin
TACACS+
Procedure
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | aaa authorization {commands| TACACS+
config-commands} {console | default}
{group group-list [local] | local}
E le: commands
xample: EXEC

switch(config)# aaa authorization

commands

default group TacGroup

Per command authorization will disable
RBAC for all

users. Proceed (y/n)?

10.6(x)

config-commands

console
default

group-list TACACS+

local



| TAcAcs+
TACACS+ H

Command or Action Purpose

local

local

local
TACACS+

Enter
n

3 | (Optional) show tacacs+ {pending | TACACS+
pending-diff}

Example:

switch(config)# show tacacs+ pending

4 | (Optional) tacacs+ commit TACACS+

Example:

switch(config)# tacacs+ commit

5 | exit
Example:

switch(config)# exit
switch#

6 | (Optional) show aaa authorization [all]] | AAA all

Example:

switch(config)# show aaa authorization

7 | (Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

Related Topics
TACACS+ 108
TACACS+ 128

Cisco Nexus 9000 Series NX-0OS 10.6(x) .



TACACS+
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TACACS+

TACACS+
N
Note
N
Note tegt

Before you begin
TACACS+
TACACS+

Procedure

Command or Action Purpose

1 | test aaa authorization command-type TACACS+
{commands| config-commands} user
username command command-string

commands EXEC

Example: config-commands

switch# test aaa authorization
command-type commands

user TestUser command reload
Note
command-string

Related Topics

TACACS+ 108
TACACS+ 125
RBAC 277
CLI

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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TACACS X509 SSH B
S
terminal verify-only [ username username]
switch# terminal verify-only ]
CiscoNX-0OS

terminal no verify-only [ username
username]

switch# terminal no verify-only

TACACS

Cisco NX-0S

TACAC+

X.509

10.4(3)F Cisco Nexus

SSH
X.509

SSH

TACAC+

SSH

configureterminal

switch# configure terminal
switch(config)#

aaa authorization ssh-certificate default
group tacacs-group-name

switch(config)# aaa authorization
ssh-certificate default group tac

Cisco Nexus 9000 Series NX-0S

TACAC+ AAA

ssh-certificate
TACACS

106 [
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* aaa group server tacacs+
tacacs-group-name
TACACS
tacacs-group-name
* SSH
CA
PKI 207
3 | exit
switch(config)# exit
switch#
4 show aaa authorization [all]] | AAA all
switch# show aaa authorization
5 copy running-config
startup-config
switch# copy running-config
startup-config
e priv-14 priv-15
. priv-0
* priv-0 configure copy dir enable

ping show ssh telnet terminal traceroute end exit

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Procedure

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

[no] role name priv-n

Example:

switch(config)# role name priv-5
switch(config-role)#

13

rule number {deny | permit} command
command-string
Example:

switch(config-role)# rule 2 permit
command pwd

1

command-string

Note

256

exit
Example:

switch(config-role)# exit
switch(config)#

(Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

Related Topics

288

Cisco Nexus 9000 Series NX-0S

106 [
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TACACS+

TACACS+

Before you begin

TACACS+

Procedure

TACACS+

Command or Action

Purpose

username password

Example:

10.10.1.1 userl Ur2Gd2BH

switch# test aaa server tacacs+

1 | test aaa server tacacs+ {ipv4-address | TACACS+
ipv6-address | hostname} [vrf vrf-name]

2 | test aaa group group-name username TACACS+

password

Example:

As3He3ClI

switch# test aaa group TacGroup user2

Related Topics

TACACS+ 109

TACACS+

TACACS+

TACACS+

A

113

Caution TACACS+

Procedure

Command or Action

Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

. Cisco Nexus 9000 Series NX-0OS

10.6(x)
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TACACS+

Command or Action

Purpose

no featur e tacacs+

Example:

switch(config)# no feature tacacs+

TACACS+

exit
Example:

switch(config)# exit
switch#

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

TACACS+

Cisco NX-0S

TACACS+

Before you begin

Cisco NX-0S

Procedure

TACACS+

Command or Action

Purpose

show tacacs-server statistics {hostname |
ipv4-address | ipv6-address}
Example:

switch# show tacacs-server statistics
10.10.1.1

TACACS+

Related Topics

TACACS+ 109
TACACS+ 133
TACACS+
Cisco NX-0S TACACS+

Cisco Nexus 9000 Series NX-0S
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Before you begin

Cisco NX-0S

Procedure

TACACS+

TACACS+

Command or Action Purpose
1 | (Optional) show tacacs-server statistics | Cisco NX-0S TACACS+

{hostname | ipv4-address | ipv6-address}

Example:

switch# show tacacs-server statistics

10.10.1.1
2 | clear tacacs-server statistics{hosthame| | TACACS+

ipv4-address | ipv6-address}

Example:

switch# clear tacacs-server statistics

10.10.1.1
Related Topics
TACACS+ 109
TACACS+
TACACS+
show tacacst+ { status| pending | Cisco Fabric Services ~ TACACS+
pending-diff}
show running-config tacacs [all] TACACS+
show star tup-config tacacs
TACACS+

show tacacs-server [host-name| ipv4-address TACACS+

| ipv6-address] [directed-request | groups|
sorted | statistics]

TACACS+

TACACS+

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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feature tacacs+
tacacs-server key 7 "TolkLhPpG"
tacacs-server host 10.10.2.2 key 7 "ShMoMhTI"
aaa group server tacacs+ TacServer
server 10.10.2.2

switch# terminal verify-only

switch# show interface ethernet 7/2 brief
%Success

switch# terminal no verify-only

switch# show interface ethernet 7/2 brief

Ethernet VLAN Type Mode Status Reason
Interface

Eth7/2 1 eth access down SFP not inserted

priv-5 pwd

switch# configure terminal
switch(config)# role name priv-5
switch(config-role)# rule 1 permit command pwd

TACACS+ Over TLS .

auto(D) --

priv-5 show running-config

priv-5

switch# configure terminal
switch(config)# role name priv-0

switch(config-role)# rule 2 deny command show running-config

switch(config-role)# exit
switch(config)# role name priv-5

switch(config-role)# rule 3 permit command show running-config

switch(config-role)# exit

TACACS+ Over TLS

Cisco NX-0S 10.6(1)F TACACS+
TLS TACACS+ TCP TCP
TACACS+ TLS

Cisco Nexus 9000 Series NX-0S

priv-0
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TACACS+

TLS

TLS

TACACS+

TACACS+

TLS

TACACS+
TACACS+

configureterminal

switch# configure terminal
switch(config)#

featuretacacs+

switch(config)# feature tacacs+

TACACS+

tacacs-server securetls

switch(config)# tacacs-server secure
tls

TACACS+
TLS1.3

tacacs-server host tacacs-server-name port
port-number

switch(config)# tacacs-server host
10.0.0.1 port 449

TACACS+

TCP
TACACS+

TSL
TACAC TLS

AAA

tacacs-server host tacacs-server-nametls
client-trustpoint trustpoint-name

switch(config)# tacacs-server host
10.0.0.1 tls client-trustpoint
trusttplus

TACACS+

aaa group server tacacs+ server-pool-name

switch(config)# aaa group server
tacacs+ tacl

AAA TACACS+

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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TACACS+ Over TLS B

7 | server tacacs-server-name AAA

switch(config-tacacs+)# server 10.0.0.1

8 | use-vrf vrf-name VRF

switch(config-tacacs+)# use-vrf
management

TACACS+ Over TLS

TACACS+ over TLS

ICommand: show running-config tacacs+
TRunning configuration last done at: Wed Apr 23 00:21:38 2025

ITime: Wed Apr 23 00:21:43 2025

version 10.6(1) Bios:version 05.52
feature tacacs+

tacacs-server secure tls
tacacs-server host 10.0.0.1 port 449
tacacs-server host 10.0.0.1 tls client-trustpoint trusttplus
aaa group server tacacs+ tacl
server 10.0.0.1
use-vrf management

AAA
TACACS+
TACACS+
Cisco NX-OS Cisco NX-0S
VRF Cisco NX-OS 9000 Series NX-OS Unicast Routing Configuration
Guide

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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TACACS+

MIB

MIB MIB

TACACS+ MIB MIB
URL

https://cisco.github.io/cisco-mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html

. Cisco Nexus 9000 Series NX-0OS

10.6(x)
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LDAP

LDAP

* LDAP
* LDAP
* LDAP
* LDAP
* LDAP
* LDAP
* LDAP
* LDAP
* LDAP

* LDAP

Cisco NX-0S
139
142
143
143
144
159
160
160
161
162
162

Lightweight Directory Access Protocol LDAP

LDAP

LDAP
389

LDAP
LDAP
LDAP

LDAP

Cisco NX-0S

Cisco Nexus 9000 Series NX-0S

Cisco NX-0S
UNIX
LDAP
LDAP
LDAP

Lightweight Directory Access Protocol LDAP

Windows NT
Cisco NX-0S

TCP

106 [



LDAP |

B o
LDAP TCP
LDAP
baseDN cn
DN DN
DN DN baseDN
bindDN  baseDN +
append-with-baseDN append-with-base DN cn=$userid
~
LDAP
userPassword
LDAP CiscoNX-0S PAP
1. Cisco NX-OS
LDAP

2. Cisco NX-0S LDAP

* ACCEPT Cisco NX-0S

« REJECT LDAP

*« ERROR

Cisco NX-0S Cisco
NX-0S ERROR
Cisco NX-0S
LDAP LDAP
3. LDAP Cisco NX-0S LDAP
ACCEPT REJECT ACCEPT
EXEC NETWORK ACCEPT

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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LDAP

LDAP B
* Telnet rlogin PPP
SLIP EXEC
. IP IPv4 IPv6
“
LDAP
“
LDAP
LDAP AAA
AAA LDAP LDAP
Cisco NX-0S
LDAP dead LDAP AAA
Cisco NX-0S LDAP
AAA
LDAP LDAP
SNMP Cisco
NX-0S
LDAP
5:LDAP
Alive and Respo
Application used remote s
request
o
response
ave (oo | At el | MAgmes [ | g
iracle
/ AARA request
Dead and e Dead limear expired "
testing o g

Cisco Nexus 9000 Series NX-0S
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B o
S
LDAP LDAP
LDAP
Internet Engineering Task Force IETF;
LDAP Vendor-Specific Attribute VSA;
IETF 26 VSA
LDAP Cisco VSA
LDAP IETF
1 ID 9
1 cisco-av-pair

protocol : attribute separator value *

protocol separator =
* Cisco NX-0S
LDAP LDAP LDAP
VSA Cisco
NX-OS VSA

* shell access-accept

Cisco NX-0S

* roles

LDAP

CiscoNX-0S / VRF LDAP
VRF Cisco Nexus 9000 Series NX-OS Unicast
Routing Configuration Guide

LDAP

LDAP
* LDAP IPv4 IPv6
« Cisco NX-0S AAA LDAP

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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LDAP B
LDAP
* Cisco NX-0S 64 LDAP
» Cisco NX-OS LDAP 3
* Cisco NX-0S LDAP
* OpenLDAP
 Microsoft Active Directory
* Secure Sockets Layer SSL LDAP SSL 3 Transport Layer Security
TLS 1.2
* Cisco NX-0S 10.4(3)F Secure Sockets Layer SSL LDAP Cisco
Nexus TLS 1.3 1.2 TLSv1.1

* LDAP over SSL LDAP LDAP
. Cisco NX-OS AAA

Cisco NX-OS AAA
« Cisco NX-0S 10.3(1)F LDAP  Cisco Nexus 9808

» Cisco NX-0S 10.4(1)F LDAP Cisco Nexus X98900CD-A
X9836DM-A Cisco Nexus 9808
« Cisco NX-0OS 10.4()F LDAP  Cisco Nexus 9804 Cisco Nexus
X98900CD-A X9836DM-A
* Cisco NX-0S 10.4(2)F Cisco NX-OS LDAP
LDAP
LDAP

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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LDAP

LDAP

LDAP

LDAP
LDAP
0
5
60
test
Cisco
Cisco NX-0OS LDAP
process_workflow
LDAP
1. LDAP
2. LDAP Cisco NX-0S
3. AAA LDAP LDAP
4. TCP
5. LDAP AAA
6. LDAP
7. LDAP
LDAP 145
LDAP 146
LDAP rootDN 147
LDAP 148
TCP 152
LDAP 153
10.6(x)

. Cisco Nexus 9000 Series NX-0OS
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LDAP

LDAP 154

LDAP NX-OS
LDAP

LDAP

configure terminal

switch# configure terminal

feature ldap LDAP

switch(config)# feature ldap

LDAP

copy running-config startup-config

switch(config)# copy running-config startup-config

LDAP
LDAP 144
LDAP 146
LDAP rootDN 147
LDAP 148
LDAP 150
LDAP 151
TCP 152
LDAP 153
LDAP 154
LDAP 155

Cisco Nexus 9000 Series NX-0S

LDAP

no

106 [
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LDAP

LDAP AAA 156
Cisco NX-0S LDAP
LDAP LDAP IP
SSL
S
LDAP IP Cisco NX-0S
LDAP LDAP LDAP
LDAP
LDAP
. LDAP
* LDAP IPv4 IPv6
* SSL LDAP
1 configureterminal
switch# configure terminal
switch(config)#
2 LDAP IP
Idap-server host
* enable-ssl
. referral-disable

switch(config)# switch(config)# ldap-server host 10.10.2.2 enable-ssl

3 show Idap-server

switch(config)# show ldap-server

. Cisco Nexus 9000 Series NX-0OS

LDAP

10.6(x)



| Loap

LDAP rootDN .
4 copy running-config startup-config
switch(config)# copy running-config startup-config
LDAP
LDAP 144
LDAP 145
LDAP 148
LDAP rootDN 147
LDAP 148
LDAP 154
LDAP 159
LDAP 160
LDAP rootDN
LDAP DN rootDN LDAP
LDAP
LDAP IPv4 IPv6
1 | configure terminal
switch# configure terminal
switch(config)#
2 | [no] Idap-server host {ipv4-address | LDAP rootDN
ipv6-address | hostname} rootDN root-name
[passwor d password [port tcp-port [timeout
seconds] | timeout seconds]]
LDAP
itch fi | h TeP
switch(config)# ldap-server host 1 65535

10.10.1.1 rootDN
cn=manager ,dc=acme,dc=com password
Ur2Gd2BH timeout 60

Cisco Nexus 9000 Series NX-0S

TCP
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389
1
5
3 show ldap-server LDAP
switch(config)# show ldap-server
4 copy running-config
startup-config
switch(config)# copy running-config
startup-config
LDAP 144
LDAP 145
LDAP 146
1 AAA
LDAP
AAA
Before you begin
LDAP
Procedure
Command or Action Purpose

1 |configureterminal

Example:

switch# configure terminal
switch(config)#

2 | [no] aaa group server |dap group-name | LDAP
Example: LDAP

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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LDAP B

Command or Action

Purpose

switch(config)# aaa group server ldap|
LDAPServerl
switch(config-ldap)#

[no] server {ipv4-address | ipv6-address |
host-name}

Example:
switch(config-ldap)# server 10.10.2.2

LDAP LDAP

LDAP
Idap-server host

(Optional) [no] authentication {bind-fir st
[append-with-baseDN DNstring] |
compar e [passwor d-attribute password] }

Example:

switch(config-ldap)# authentication
compare password-attribute TyulL8r

LDAP
LDAP

(Optional) [no] enable user-server-group

Example:

switch(config-ldap)# enable
user-server-group

LDAP

LDAP

(Optional) [no] enable Cert-DN-match

Example:

switch(config-ldap)# enable
Cert-DN-match

DN

(Optional) no [use-vrf vrf-name]

Example:
switch(config-ldap)# use-vrf vrfl

VRF

exit
Example:

switch(config-ldap)# exit
switch(config)#

LDAP

(Optional) show Idap-server groups

Example:

switch(config)# show ldap-server
groups

LDAP

Cisco Nexus 9000 Series NX-0S
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LDAP

Command or Action

Purpose

10

(Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

Related Topics

LDAP
LDAP
LDAP
LDAP

LDAP

Cisco NX-0OS

LDAP

144
146
145
146

LDAP

configureterminal

switch# configure terminal
switch(config)#

[no] Idap-server timeout seconds

switch(config)# ldap-server timeout 10

LDAP

60

show Idap-server

switch(config)# show ldap-server

LDAP

copy running-config
startup-config

switch(config)# copy running-config

startup-config

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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LDAP B
LDAP 145
LDAP 151
LDAP 151
Cisco NX-0S LDAP
LDAP
1 | configure terminal
switch# configure terminal
switch(config)#
2 | [no] Idap-server host {ipv4-address|
ipv6-address | hosthame} timeout seconds
switch(config)# ldap-server host
serverl timeout 10 LDAP
LDAP
3 show Idap-server LDAP
switch(config)# show ldap-server
4 copy running-config
startup-config
switch(config)# copy running-config
startup-config

LDAP

Cisco Nexus 9000 Series NX-0S

150
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LDAP

TCP

389

LDAP

145
LDAP

Cisco NX-0S

LDAP

150

LDAP TCP

LDAP

configureterminal

switch# configure terminal
switch(config)#

[no] Idap-server host {ipv4-address |
ipv6-address | hosthame} port tcp-port
[timeout seconds]

switch(config)# ldap-server host
10.10.1.1 port 200 timeout 5

LDAP
TCP
TCP
1 65535

389

LDAP
LDAP

show Idap-server

switch(config)# show ldap-server

LDAP

. Cisco Nexus 9000 Series NX-0OS

copy running-config
startup-config
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LDAP B

switch(config)# copy running-config
startup-config

LDAP 144
LDAP 145

LDAP

LDAP LDAP

LDAP

1 | configure terminal

switch# configure terminal
switch(config)#

2 | Idap search-map map-name

switch(config)# ldap search-map mapl
switch(config-ldap-search-map)#

LDAP

3 [userprofile| trustedCert |
CRLL ookup | user-certdn-match |
user-pubkey-match | user-switch-bind]
attribute-nameattribute-name sear ch-filter
filter base-DN base-DN-name

switch(config-ldap-search-map)#
userprofile attribute-name att-name

search-filter
(&(objectClass=inetOrgPerson) (cn=$userid))
base-DN dc=acme,dc=com

CRL DN
user-switchgroup

DN
LDAP

Attribute-name Nexus
LDAP

4 exit

switch(config-ldap-search-map)# exit
switch(config)#

LDAP

Cisco Nexus 9000 Series NX-0S
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5 show Idap-sear ch-map LDAP

switch(config)# show ldap-search-map

6 copy running-config
startup-config

switch(config)# copy running-config
startup-config

LDAP 144

LDAP 145
LDAP

rootDN
LDAP
Cisco NX-0S
1
\)
LDAP

LDAP

1 | configure terminal

switch# configure terminal
switch(config)#

2 : [no] Idap-server host {ipv4-address
| ipv6-address | hostname} test rootDN
root-name [idle-time minutes | password

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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LDAP B

switch(config)# ldap-server host
10.10.1.1 test rootDN rootl username
userl password Ur2Gd2BH idle-time 3 LDAP

password [idle-time minutes] | username | test Cisco
name [password password [idle-time
minutes]]] 60 1 1,440

3 | [no] Idap-server deadtime minutes LDAP
Cisco NX-0S
switch(config)# ldap-server deadtime
5 0 0
60
4 show |dap-server LDAP
switch(config)# show ldap-server
5 copy running-config
startup-config
switch(config)# copy running-config
startup-config
LDAP 144
LDAP 145
LDAP 146
LDAP Cisco
NX-0OS LDAP
S
0 LDAP

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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B o AAA

LDAP

1 | configure terminal

switch# configure terminal
switch(config)#

2 | [no] Idap-server deadtime minutes

switch(config)# ldap-server deadtime
5

3 show ldap-server LDAP

switch(config)# show ldap-server

4 copy running-config
startup-config

switch(config)# copy running-config
startup-config

LDAP 145

LDAP AAA

LDAP AAA

LDAP

1 | configure terminal

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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switch# configure terminal
switch(config)#

2 | aaa authorization {ssh-certificate | LDAP AAA
ssh-publickey} default {group group-list |
local}

ssh-certificate

LDAP
switch(config)# aaa authorization _ ;
ssh-certificate default group ssh-publickey
LDAPServerl LDAPServer2 SSH LDAP

group-list LDAP

AAA
local

3 show aaa authorization [all]] | AAA all

switch(config)# show aaa authorization

4 copy running-config
startup-config

switch(config)# copy running-config
startup-config

LDAP 145
LDAP SSH
AAA LDAP
LDAP
LDAP SSH
. LDAP
- SSH

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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B oaessH

SSH LDAP

LDAP

user-pubkey-match

sshPublicKeys LDAP
Idap-server host fully qualified domain name.com rootDN
""CN=ucsadminl,CN=Users,DC=PI1-Sec-DT,DC=com" password 7 passwordl
lIdap search-map Mapl

userprofile attribute-name "description” search-filter "(cn=$userid)" base-DN
""DC=P1-Sec-DT,DC=com"

user-pubkey-match attribute-name *'sshPublicKeys'" search-filter "(cn=%userid)’" base-DN
""DC=P1-Sec-DT,DC=com"
aaa group server ldap ldapl

server fully qualified domain name.com

use-vrf management

ldap-search-map Mapl

aaa authorization ssh-publickey default group ldapl

SSH IP

ssh ldapuser@10.0.0.1 -i ldap_pub_key_ test

LDAP SSH

AAA LDAP DN
LDAP

LDAP SSH
. CA SSH

 enable cert-dn-match
LDAP DN cert-DN-match

LDAP

. user-certdn-match LDAP
DN

x509v3-sign-rsa DN /DC=com, DC=PI-Sec-DT, CN=Users, CN=usernamel

lIdap-server host fully qualified domain name.com rootDN
""CN=ucsadminl,CN=Users,DC=PI-Sec-DT,DC=com"™ password 7 passwordl
lIdap search-map Map24

userprofile attribute-name "description’ search-filter "(cn=%userid)" base-DN
"'DC=P1-Sec-DT,DC=com"

user-certdn-match attribute-name <attribute> search-filter "(cn=$userid)" base-DN
"'DC=P1-Sec-DT,DC=com"

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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LDAP

LDAP

aaa group server ldap ldap24
server fully qualified domain name.com
enable Cert-DN-match
use-vrf management
lIdap-search-map Map24

aaa authorization ssh-certificate default group ldap24

show rootCA

switch# show crypto ca certificates

Trustpoint: ldap

CA certificate 0:

subject=C = IN, ST = KAR, L = BGL, O = Cisco, OU = DCBG-Cert, CN

= RooOtCA

issuer=C = IN, ST = KAR, L = BGL, O = Cisco, OU = DCBG-Cert, CN = RootCA

serial=82EE7603BF7E74A9

notBefore=May 29 07:12:30 2023 GMT

notAfter=May 26 07:12:30 2033 GMT

SHA1l Fingerprint=D5:AE:75:8E:A1:4F:79:1E:80:3E:5E:67:C5:42:44:10
purposes: sslserver sslclient

n7700-DE#
SSH

* SSH
<user> .crt

e rootCA.crt  rootCA

. IP 1P

:13:C6:F7:1D

ssh usernamel@®10.0.0.1 -i usernamel.crt -vvv -oCACertificateFile=rootCA.crt

Cisco NX-0S LDAP

Cisco NX-0S LDAP

1 | show ldap-server statistics {hostname | LDAP
ipv4-address | ipv6-address}

switch# show ldap-server statistics
10.10.1.1

Cisco Nexus 9000 Series NX-0S
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LDAP
LDAP
LDAP

LDAP

Cisco NX-0S

Cisco NX-0S

146
160
160

LDAP

LDAP

LDAP

show Idap-server statistics
{hostname | ipv4-address | ipv6-address}

switch# show ldap-server statistics
10.10.1.1

LDAP

clear Idap-server statistics {hostname |
ipv4-address | ipv6-address}

switch# clear ldap-server statistics
10.10.1.1

LDAP

LDAP
LDAP
LDAP

LDAP

LDAP

159
146
159

show running-config Idap [all]

LDAP
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LDAP

LDAP B

show startup-config Idap LDAP
show Idap-server LDAP
show Idap-server groups LDAP

show Idap-server statistics {hostname | LDAP
ipv4-address | ipv6-address}

show Idap-sear ch-map LDAP

LDAP

feature ldap

Idap-server host 10.10.2.2 enable-ssl
aaa group server ldap LdapServer
server 10.10.2.2

exit

show ldap-server

show lIdap-server groups

LDAP

Idap search-map sO

userprofile attribute-name att-name search-filter "
(&(objectClass=Person) (sAMAccountName=$userid))" base-DN dc=acme,dc=com
exit

show ldap-search-map

LDAP AAA

aaa authorization ssh-certificate default group LDAPServerl LDAPServer2
exit
show aaa authorization

failing
test aaa group LdapServer user <user-password>
user has failed authentication

1 working

test aaa group LdapServer user <user-password>
user has been authenticated

Cisco Nexus 9000 Series NX-0OS 10.6(x) .



LDAP

AAA

Cisco NX-0S Cisco NX-OS

VRF Cisco Nexus 9000 NX-OS

MIB

MIB MIB

LDAP MIB MIB
URL
https://cisco.github.io/cisco-mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html

. Cisco Nexus 9000 Series NX-0OS
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SSH Telnet

Cisco NX-0OS SSH Telnet
* SSH Telnet , 0n page 163
« SSH Telnet , 0n page 172
«SSH  Telnet 172
* SSH Telnet , on page 174
* SSH , 0n page 175
* Telnet , 0n page 197
* SSH Telnet , on page 199
e SSH , 0N page 200
e SSH , 0n page 202
» X.509v3 SSH 203
* SSH Telnet , 0n page 204
SSH Telnet
SSH Telnet
SSH SSH CiscoNX-0S
SSH Cisco NX-0S
SSH SSH
SSH Remote Authentication Dial-In User Service

RADIUS TACACS+ LDAP

Cisco Nexus 9000 Series NX-0OS 10.6(x) .



SSH

Telnet |

B s
SSH SSH
Cisco NX-0OS SSH Cisco NX-0OS
SSH
SSH
Cisco NX-0OS SSH SSH
SSH
SSH CiscoNX-0OS SSH
SSH
* Rivest, Shamir, and Adelman RSA SSH 2
« Digital System Algrorithm DSA SSH 2
. ECDSA SSH 2
SSH SSH
SSH SSH
SSH SSH 2 2
* dsa SSH 2 DSA
°rsa SSH 2 RSA
* ecdsa SSH 2 ECDSA
Cisco NX-0S 1024 RSA
SSH
* OpenSSH
* [ETF SSH SECSH
* Privacy-Enhanced Mail PEM
Caution SSH SSH
10.6(x)

. Cisco Nexus 9000 Series NX-0OS



| ssH Telnet

SSH B
Cisco NX-0S SSH X.509
X.509
CA X.509
DSA RSA
Secure Socket Layer SSL
CA

X.509 SSH
X.509v3 RFC 6187 SSH X.509v3
SSH

2 SSH Pragma Systems

known_hosts
Cisco Nexus 9000
SSH CA
SSH
HIBA
SSH
. CA
HIBA SSH AAA
HIBA
HIBA SSH
HIBA
. SSH

Cisco Nexus 9000 Series NX-0OS 10.6(x) .



SSH Telnet
- SSH

. AAA

HIBA SSH
HIBA SSH

process_summary

SSH HIBA
HIBA
HIBA SSH
process_workflow
HIBA SSH

1. [SSH SSH Connection Attempt ] SSH
2. CertificatePresentation ] SSH SSH
3. [HIBA HIBA Modulelnvocation ] SSH

AuthorizedPrincipalsCommand HIBA
4. | Certificate Validation ] HIBA

. HIBA CA
5 AccessDecison | HIBA

SSH

HIBA

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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SSH HIBA B
HIBA SSH
SSH HIBA
SSH HIBA
SSH HIBA CA SSH
HIBA SSH
S
HIBA AAA
SSH HIBA
SSH
HIBA
. CA PKI
* CA

1 configureterminal

switch# configure terminal

2 ssh key ecdsa bits

switch(config)# ssh key ecdsa 384

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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B oss HIBA

ECDSA 384 ECDSA

3 ssh key export bootflash:file_name ecdsa

switch(config)# ssh key export bootflash:host_key ecdsa
Enter Passphrase:

SSH ECDSA file_name

SFTP host_key host_key.pub CA

switch(config)# feature sftp-server
# On CA machine:

sTtp admin@<switch_ip>

sftp> get host_key .

sftp> get host_key.pub .

4 crypto catrustpoint openssh-ca type ssh

switch(config)# crypto ca trustpoint openssh-ca type ssh

HIBA CA openssh-ca

5 crypto ca authenticate openssh-ca type ssh ecdsa-sha2-nistp384 public_key

switch(config-trustpoint)# crypto ca authenticate openssh-ca type ssh ecdsa-sha2-nistp384
AAAAE2V jZHNhLXNoYT I tbml zdHAzZODQAAAA I bml zdHAZODQAAABhBBP IMs3fwftVUOMT. . .
/home/admin/.hiba-ca CA

CA HIBA CA CA

6 crypto caenroll openssh-ca type ssh host-certificate ecdsa-sha2-nistp384-cert-vOl@openssh.com
certificate_content

switch(config)# crypto ca enroll openssh-ca type ssh host-certificate
ecdsa-sha2-nistp384-cert-v0l@openssh.com

root@switch

CA SSH Google HIBA CA Wiki

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Linux  HIBASSH B

Linux HIBA SSH

| o

Linux HIBA SSH
SSH
SSH

SSH HIBA

HIBA Cisco Nexus 9000 HIBA
SSH

HIBA SSH
. openssh-client
« CA ca.pub
. HIBA

. key_rsa.pub

1 $cat /etc/ssh/ssh_config

$ cat /etc/ssh/ssh_config

# Enable host key checking
StrictHostKeyChecking yes

# Declare our trusted CA
GlobalKnownHostsFile /etc/ssh/known_hosts

SSH

/etc/ssh/ssh_config SSH
CA GlobalKnownHostsFile

2 $echo" @cert-authority * $(cat /etc/ssh/ca.pub)” > /etc/ssh/known_hosts

$ echo "@cert-authority * $(cat /etc/ssh/ca.pub)" > /etc/ssh/known_hosts
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-

known_hosts CA

@cert-authority known_hosts CA
SSH CA

3 $cat ~/.ssh/key_rsa.pub

$ cat ~/.ssh/key_rsa.pub
ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAQE. .. user@host

4 $ssh-i <path_to_private key> <user>@=<hiba_server_ip>

$ ssh -i <path_to_private_key> <user>@<hiba_server_ip>
HIBA SSH
SSH

SSH HIBA CA
authorized_keys

HIBA

1 show crypto ca certificates type ssh

switch(config)# show crypto ca certificates type ssh
trustpoint: openssh-ca
CA Public Key:
ecdsa-sha2-nistp384

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Telnet

HIBA B

/home/admin/ _hiba-ca CA

Finger Print:

384 SHA256:ZcJws/mPrts6twB2900ZU/ c3AMALOX3mUpOOYXwSRmk /home/admin/.hiba-ca
CA (ECDSA)

Host Certificate:

Type: ecdsa-sha2-nistp384-cert-v0l@openssh.com host certificate

Public key: ECDSA-CERT SHA256 :bZkNWnvyxUK1DHRwqgayWivobGUwWA25GRGKUMNEd/Ujw

Signing CA: ECDSA SHA256:ZcJws/mPrts6twB2900ZU/c3AMALOX3mUpO0YXxwSRmk (using
ecdsa-sha2-nistp384)

Key ID: "'cisco_nexus_9000"

Serial: 1

Valid: from 2025-06-05T04:34:00 to 2025-08-28T04:35:39

Principals:

cisco_nexus_9000

Critical Options: (nhone)

Extensions:

identity@hibassh.dev

HIBA Info:
certificate "cisco_nexus_9000" (1 principal) contains 1 HIBA grant
principal: "cisco_nexus_9000*

identity@hibassh.dev (v2):
[0] domain = "google.com”

SSH openssh-ca

[ Expected Output ] HIBA HIBA Info
SSH

HIBA

show crypto catrustpointstype ssh

switch(config)# show crypto ca trustpoints type ssh
trustpoint: openssh-ca

SSH HIBACA openssh-ca
[ Expected Output ] ssh
HIBA CA

ssh-i path_to_private_key> <user>@<switch_ip

ssh -i /home/admin/.hiba-ca/users/google-user admin@10.126.67 .44

CA HIBA SSH

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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. Telnet
-i
HIBA CA
SSH
Telnet
Telnet TCP/IP Telnet
TCP
Telnet IP
Telnet Cisco NX-0S
SSH Telnet
3 IP mgmtO
SSH Telnet
SSH Telnet
* Cisco NX-0S SSH 2 SSHv2
« Cisco NX-0OS 10.4(3)F Cisco Nexus 9000 TACACS+
X.509 SSH
RADIUS
* no feature ssh feature 22
22
* Poodle SSLv3
* IPSG
 CiscoNexus9372PX 9372TX 9332PQ 6 40Gb
» Cisco Nexus 9396PX 9396TX 93128TX 40G
10.6(x)
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Telnet

SSH  Telnet B
» X.509 SSH
* SFTP SFTP  chown chgrp
* SFTP admin SFTP
* SSH AAA RADIUS TACACS+
SSH
Nexus
SSH
« SSH tac-pac
VSH VSHD-2-VSHD_SYSLOG_EOL_ERR
tac-pac showtech 0
« Cisco NX-0S 10.4(3)F show running-config all
* no feature telnet
» no feature nxdb
* no feature scp-server
« no feature sftp-server
CiscolOS  CLI Cisco NX-0S Cisco 10S
« Cisco NX-OS Release 10.2(2)F CLI SNMP
SNMP
7.0(3)17(1) CiscoNexus
9000 Nexus
. CLI SNMP
« DCNM 12.0.1.a Nexus Dashboard Fabric Controller

CLI SNMPv3

SNMP
SNMP userDB

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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SSH Telnet
B oss Telnet

SNMP
DCNM CLI
Cisco Nexus 9000 NX-OS
« Cisco NX-0OS 10.6(1)F DSA DSA SSH
CLI
* show ssh key dsa

* [no] ssh key dsa

* [no] username username keypair generate {dsa [force]}

* username username keypair export {bootflash:filename | volatile:filename} {dsa} [force]
* username username keypair import {bootflash:filename | volatile:filename} {dsa} [force]
e username user-id ssh-cert-dn dn-name {dsa}

* [n0] ssh cipher-mode weak

» ssh ciphers aes256-gcm
Undefined algorithm name

DSA CLli CLI
Netconf
SSH
RSA ECDSA
* Cisco NX-0OS 10.6(2)F Cisco Nexus 9000 netstack
Linux kstack SSH
SSH Telnet
SSH Telnet
Table 10: SSH Telnet
SSH
SSH 1024 RSA
RSA 1024

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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| ssH Telnet
Telnet
Telnet 23
SSH 3
SCP
SFTP
SSH
SSH
SSH
1024 RSA
Procedure

SSH

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

no feature ssh

Example:

switch(config)# no feature ssh

SSH

ssh key export export-host-keypath {rsa |
ecdsa} [force]

Example:

switch(config)# ssh key rsa export
bootflash:host_key rsa
Enter Passphrase:

SSH

SSH
force

ssh rekey max-data max-data max-time
max-timei
Example:

switch(config)# ssh rekey max-data 1K
max-time 1M

Cisco Nexus 9000 Series NX-0S
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IETF SECSH

SSH Telnet

Command or Action Purpose
feature ssh SSH
Example:
switch(config)# feature ssh
exit
Example:
switch(config)# exit
switch#
(Optional) show ssh key [dsa|rsa|ecdsa] | SSH
[md5]
SHA256

Example:
switch# show ssh key SHA256

MD5

MD5

md5

Note

CiscoNX-0S 10.6(1)F dsa

NX- OS

show run security all

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

SSH

SSH

* OpenSSH

« Internet Engineering Task Force IETF SECSH

IETF SECSH SSH

. Cisco Nexus 9000 Series NX-OS 10.6(x)

SSH



| ssH Telnet
OpensSsH SSH B

Before you begin

IETF SCHSH SSH

Procedure

Command or Action Purpose

1 | copy server-file bootflash:filename IETF SECSH SSH

Example:
switch# copy FTP Secure Copy SCP

tftp://10.10.1.1/secsh_Ffile.pub SecureFTP SFTP TFTP
bootflash:secsh_file.pub

2 | configureterminal

Example:

switch# configure terminal
switch(config)#

3 | username username sshkey file IETFSECSH SSH
bootflash:filename
Example:

switch(config)# username Userl sshkey
file bootflash:secsh_file.pub

4 | exit
Example:

switch(config)# exit
switch#

5 | (Optional) show user-account

Example:

switch# show user-account

6 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

OpenSSH SSH
OpenSSH SSH

Before you begin

OpenSSH SSH

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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Procedure

SSH

Telnet

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

username username sshkey ssh-key

Example:

switch(config)# username Userl sshkey
ssh-rsa

OpenSSH

SSH

exit
Example:

switch(config)# exit
switch#

(Optional) show user-account

Example:

switch# show user-account

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

SSH

SSH

\)

Note

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Procedure

SSH

SSH B

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

ssh login-attempts number

Example:
switch(config)# ssh login-attempts 5

SSH

Note
no

(Optional) show running-config security
all
Example:

switch(config)# show running-config
security all

SSH

(Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

Cisco NX-0S

IPv4 IPv6

Before you begin

SSH

Cisco Nexus 9000 Series NX-0S

SSH
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SSH Telnet

SSH
Procedure

Command or Action Purpose

1 | ssh [username@]{ipv4-address| hostname} | |pv4
[vrf vrf-name] SSH IPv4
Example: VRF VRF
switch# ssh 10.10.1.1

2 | ssh6 [username@]{ipv6-address| hostname} | |Pv6
[Vl’f vrf-name] SSH IPv6
Example:
switch# ssh6 HostA

SSH Cisco NX-0OS
Before you begin
SSH
Procedure

Command or Action Purpose

1 | ssh [username@]hostname SSH
switch(boot)# ssh user1@10.10.1.1 VRF

2 | exit
Example:
switch(boot)# exit

3 | copy scp://[username@]hostname/filepath SCP
directory Cisco NX-0S
Example:

VRF

switch# copy
scp://userl@10.10.1.1/users abc

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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SSH B
Cisco NX-0OS Secure Copy SCP Secure FTP  SFTP
SSH
RSA DSA
Procedure
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | [no] username username keypair generate | SSH
{rsa [bits [force]] | dsa [force]} Cisco NX-0S
Example:
switch(config)# username userl keypair, $HOME/.ssh Cisco
generate rsa 2048 force NX-0S
SSH
bits
768 4096 1024
force
force
SSH
SSH
Note
CiscoNX-0OS 10.6(1)F dsa
NX- OS
3 | (Optional) show username username
keypair
Example: Note

switch(config)# show username userl
keypair

Cisco Nexus 9000 Series NX-0S
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B s

Command or Action Purpose
4 | Required: username username keypair Cisco NX-0S
export {bootflash:filename |
volatile:filename} {rsa | dsa} [force]
Example:
switch(config)# username userl keypair]
export bootflash:key rsa rsa
force
force
SSH
SSH
.pub
CiscoNX-0OS
SCP SFTP
*.pub
Note
Note
CiscoNX-0OS 10.6(1)F dsa
NX- OS
5 | Required: username username keypair
import {bootflash:filename | Cisco
volatile:filename} {rsa | dsa} [force] NX-OS
Example:
switch(config)# username userl keypair]
import bootflash:key rsa rsa
Note
CiscoNX-0OS 10.6(1)F dsa
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scp SFTP B
Command or Action Purpose
NX- OS
force
force
SSH
SSH

.pub

Note

Note
What to do next
SCP SFTP * pub
key_rsa.pub authorized_keys
$cat key_rsa.pub >>$HOME/.ssh/ authorized_keys

SSH SCP
Cisco NX-0S
SCP SFTP
CiscoNX-0S SCP
SFTP SCP SFTP
Cisco NX-0S SCP
SFTP
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\)

SSH Telnet

Note  arcfour

blowfish cipher SCP

Procedure

Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | [no] feature scp-ser ver Cisco NX-0S scp
Example:
switch(config)# feature scp-server
3 | Required: [no] feature sftp-server Cisco NX-0S SETP
Example:
switch(config)# feature sftp-server
4 | Required: exit
Example:
switch(config)# exit
switch#
5 | (Optional) show running-config security |ScCp SFTP
Example:
switch# show running-config security
6 | (Optional) copy running-config

startup-config

Example:

switch# copy running-config
startup-config

X.509v3

X.509v3

SSH

SSH

SSH
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X.500v3 SSH B
configure terminal
switch# configure terminal
switch(config)#
user name user-id [password [0 | 5]
password)] user-id
28
switch(config)# username jsmith
password 4Ty18Rnt
A Z a z
0 9
+
= @
0
5
0
CiscoNX-0OS
SNMP
CLI

Cisco Nexus 9000 Series NX-0S
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SSH

SSH Telnet

SNMP

username user-id ssh-cert-dn dn-name
{dsa|rsa}

switch(config)# username jsmith

ssh-cert-dn '"/0 = ABCcompany, OU =

ABC1,

emai lAddress = jsmith@ABCcompany.com,
L = Metropolis, ST = New York, C =

US, CN = jsmith" rsa

SSH X.509 DSA

512

emailAddress ST

[no] crypto ca trustpoint trustpoint

switch(config)# crypto ca trustpoint
winca
switch(config-trustpoint)#

no

deletecrl delete ca-certificate
CRL CA

crypto ca authenticate trustpoint

switch(config-trustpoint)# crypto ca
authenticate winca

CA

CA
delete ca-certificate
crypto cacrl request trustpoint
bootflash:static-crl.crl
CRL CRL
switch(config-trustpoint)# crypto ca
crl request winca
bootflash:crllist.crl CRL
CA
CRL
CRL deletecrl
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TACACS

SSH

TACACS SSH B

7 show crypto ca certificates

switch(config-trustpoint)# show crypto
ca certificates

8 show crypto ca crl trustpoint

switch(config-trustpoint)# show crypto
ca crl winca

CRL

9 show user-account

switch(config-trustpoint)# show
user-account

10 show users

switch(config-trustpoint)# show users

11 copy running-config
startup-config

switch(config-trustpoint)# copy
running-config startup-config

SSH

Cisco NX-0OS 10.4(3)F Cisco Nexus 9000
X.509 SSH

TACACS+
RADIUS

aaa authorization ssh-certificate default group

tac-group-name
AAA SSH 45

Cisco Nexus 9000
Security Baseline PSB

MAC

Cisco Nexus 9000 Series NX-0S

TACACS

Cisco Product

SSH
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SSH Telnet

1 | configure terminal

switch# configure terminal

2 ssh kexalgos [all |
key-exchangealgorithm-name]

switch(config)# ssh kexalgos
ecdhsha2-nistp384

KexAlgorithm
all

KexAlgorithm

* curve25519-sha256

* curve25519-sha256@libssh.org
« diffie-hellman-groupl14-shal

« diffie-hellman-group14-sha256
« diffie-hellman-group16-sha512
« ecdh-sha2-nistp256

« ecdh-sha2-nistp521

KexAlgorithm
« diffie-hellman-groupl-shal
« diffie-hellman-group-exchange-sha256

ecdh-sha2-nistp384 KexAlgorithm
ecdh-sha2-nistp384

Cisco NX-0S 10.4(2)

KexAlgorithm
ecdh-sha2-nistp384

3 ssh macs [all | mac-name]

Cisco Nexus 9000 Series NX-OS 10.6(x)




| ssH

Telnet

SSH B

switch(config)# ssh macs
hmacsha2-256-etm@openssh.com

MAC

MAC

» hmac-shal

» hmac-sha2-256

» hmac-sha2-512

» hmac-sha2-256-etm@openssh.com
* hmac-sha2-512-etm@openssh.com

* hmac-shal-etm@openssh.com

Cisco NX-0OS 10.4(2)F

MAC

ssh ciphers[all | cipher-name

switch(config)# ssh ciphers aes192-ctr]

Cisco Nexus 9000 Series NX-0S

all

* aes128-chc
* aes192-chc
* aes256-chc
* aes128-ctr
* aes192-ctr
* aes256-ctr
* aes128-gcm@openssh.com

« chacha20-poly1305@openssh.com

Cisco NX-0S 10.4(2)F

aes256-gcm

106 [
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B s

Cisco NX-0OS 10.6(1) ssh

ciphers aes256-gcm

CR ISSU

5 ssh keytypes[all |
keytype-string]

switch(config)# ssh keytypes PubkeyAcceptedKeyType

ecdsa-sha2-nistp256

« ecdsa-sha2-nistp256

* ecdsa-sha2-nistp384

* ecdsa-sha2-nistp521

* ecdsa-sha2-nistp256-cert-v01@openssh.com
* ecdsa-sha2-nistp384-cert-v01@openssh.com
* ecdsa-sha2-nistp521-cert-vOl@openssh.com
* ssh-dss

* rsa-sha2-256

* ssh-rsa-cert-vO1@openssh.com

* ssh-rsa

Cisco NX-OS 10.4(2)F

rsa dsa ecdsa
SSH

switch(config)# ssh key rsa 2048
switch(config)# ssh key dsa

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Telnet

SSH B

switch(config)# ssh key ecdsa 256

show ssh [ciphers| macs | keytypes| kexalogs| version]

show ssh ciphers
Cipher

aesl28-ctr

aesl92-ctr

aes256-ctr

aes128-cbc

aes192-cbc

aes256-cbc
aes256-gcm@openssh.com
aes128-gcm@openssh.com
chacha20-poly1305@openssh.com

show ssh macMAC

permitted
denied
permitted
denied
denied
denied
permitted
permitted
permitted

Status FIPS

hmac-sha2-256-etm@openssh.com
hmac-sha2-512-etm@openssh.com
hmac-shal-etm@openssh.com
hmac-sha2-256

hmac-sha2-512

hmac-shal

hmac-shal-96

hmac-md5

hmac-md5-96
umac-64@openssh.com
umac-128@openssh.com
hmac-shal-96-etm@openssh.com
hmac-md5-etm@openssh.com
umac-64-etm@openssh.com
umac-128-etm@openssh.com

show ssh keytypes Keytype

permitted
permitted
permitted
permitted
permitted
permitted
unsupported
unsupported
unsupported
unsupported
unsupported
unsupported
unsupported
unsupported
unsupported

yes
yes
yes
no
no
no
no
no
no
no
no
no

Status FIPS

ecdsa-sha2-nistp256-cert-v0l@openssh.com
ecdsa-sha2-nistp384-cert-v0l@openssh.com
ecdsa-sha2-nistp521-cert-v0l@openssh.com
ssh-rsa-cert-v0l@openssh.com
ecdsa-sha2-nistp256

ecdsa-sha2-nistp384

ecdsa-sha2-nistp521

rsa-sha2-256

ssh-rsa

ssh-dss

ssh-ed25519
ssh-ed25519-cert-v0l1@openssh.com
ssh-dss-cert-v0l@openssh.com

permitted

permitted

permitted
permitted
permitted
permitted
permitted
permitted
permitted
denied
unsupported
unsupported
unsupported

Cisco Nexus 9000 Series NX-0S

no <<Currently not suppported>>
no <<Currently not suppported>>
no <<Currently not suppported>>
no
yes
yes
no
no
yes
no
no
no
no
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FIP

show ssh kexalgos
KexAlgorithm

curve25519-sha256
curve25519-sha256@l1 ibssh.org
ecdh-sha2-nistp256
ecdh-sha2-nistp384
ecdh-sha2-nistp521
diffie-hellman-groupl6-sha512
diffie-hellman-groupl4-shal
diffie-hel Iman-groupl4-sha256

show ssh version

permitted
permitted
permitted
permitted
permitted
permitted
permitted
permitted

yes
yes
yes
yes

no

CiscoSSH 1.9.29, OpenSSH_8.3p1, CiscoSSL 1.1.1t.7.2.500

FIP
FIP
11: FIP

ciphers * 3es128-ctr * aes192-ctr
* aes256-ctr * aes128-chc
* aes256-gcm@openssh.com * aes192-chc
* aes128-gcm@openssh.com * aes256-chc
« chacha20-poly1305@openssh.com

hmac » hmac-sha2-256 -

* hmac-sha2-512

* hmac-shal

* hmac-sha2-256-etm@openssh.com
« hmac-sha2-512-etm@openssh.com

* hmac-shal-etm@openssh.com

. Cisco Nexus 9000 Series NX-0OS

10.6(x)

SSH

Telnet
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Telnet

kexalgo

« ecdh-sha2-nistp256

« ecdh-sha2-nistp384

« ecdh-sha2-nistp521

« diffie-hellman-group16-sha512
« diffie-hellman-group14-shal

« diffie-hellman-group14-sha256
« curve25519-sha256 @libssh.org
* curve25519-sha256

keytypes

* ecdsa-sha2-nistp256-cert-vO1@openssh.com
« ecdsa-sha2-nistp384-cert-vO1@openssh.com
« ecdsa-sha2-nistp521-cert-vO1@openssh.com
* ssh-rsa-cert-vO1@openssh.com

* rsa-sha2-256

* ssh-rsa

« ecdsa-sha2-nistp256

« ecdsa-sha2-nistp384

* ecdsa-sha2-nistp521

* ssh-dss

SSH

Cisco NX-OS Cisco

22

9.2(1) SSHv2
SSH

SSH

configureterminal

switch# configure terminal
switch(config)#

Cisco Nexus 9000 Series NX-0S
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SSH Telnet

no feature ssh

switch(config)# no feature ssh

SSH

show sockets local-port-range

switch(config)# show sockets local port
range (15001 - 58000)

switch(config)# local port range (58001
- 63535) and nat port range (63536 -
65535)

switch# show sockets local-port-range

Kstack local port range (15001 - 22002)
Netstack local port range (22003 —
65535)

ssh port local-port

switch(config)# ssh port 58003

9.3(1)

9.3(1)

SSH

9.3(2) Kstack
15001 58000 netstack

63535 nat
65535

9.3(3)
58000 netstack

58001
60536

58001
63536

Kstack
15001

60535 nat
65535

feature ssh

switch(config)# feature ssh

SSH

exit

switch(config)# exit
switch#

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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SSH B

7 show running-config security all

switch# ssh port 58003

8 copy running-config
startup-config

switch# copy running-config
startup-config

SSH

SCP SFTP
SSH SSH
SSH
Procedure
Command or Action Purpose
1 | clear ssh hosts SSH
Example:
switch# clear ssh hosts
CiscoNX-0S SSH SSH
SSH
Procedure
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | nofeature ssh SSH

Example:
switch(config)# no feature ssh

Cisco Nexus 9000 Series NX-0S

106 [
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SSH Telnet

Command or Action

Purpose

exit
Example:

switch(config)# exit
switch#

(Optional) show ssh server

Example:

switch# show ssh server

SSH

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

SSH

SSH

)

Cisco NX-0S

SSH

Note SSH

SSH

Procedure

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

no feature ssh

Example:

switch(config)# no feature ssh

SSH

no ssh key[dsa |rsa |ecdsa]

Example:
switch(config)# no ssh key rsa

SSH
SSH

. Cisco Nexus 9000 Series NX-0OS

exit

Example:

10.6(x)




| ssH Telnet

SSH B

Command or Action

Purpose

switch(config)# exit
switch#

5 | (Optional) show ssh key

Example:

switch# show ssh key

SSH

6 | (Optional) copy running-config

startup-config

Example:

switch# copy running-config
startup-config

Related Topics

SSH

SSH

175

Cisco NX-OS SSH

Procedure

Command or Action

Purpose

show users

Example:

switch# show users

clear linevty-line

Example:

switch(config)# clear line pts/12

SSH

Telnet

Telnet

Cisco NX-0S Telnet

Cisco NX-0S Telnet

Cisco Nexus 9000 Series NX-0S

Telnet
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Procedure

Telnet

SSH Telnet

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

featuretelnet

Example:
switch(config)# feature telnet

Telnet

exit
Example:

switch(config)# exit
switch#

(Optional) show telnet server

Example:

switch# show telnet server

Telnet

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Telnet

Cisco NX-0S SSH

IPv4

IPv6 Telnet

Before you begin

Cisco NX-0S

Telnet
Telnet

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Telnet .

Procedure
Command or Action Purpose
1 | telnet {ipv4-address | host-name} IPv4
[port-number] [vrf vrf-name] Telnet
Example: 23
switch# telnet 10.10.1.1 1 65535 VRF
VRF
2 | telnet6 {ipv6-address | host-name} IPV6
[port-number] [vrf vrf-name] Telnet
Example: 23
switch# telnet6 2001:0DB8::ABCD:1 vrf| 1 65535 VRF
management VRE
Related Topics
Telnet 197
Telnet

Cisco NX-0S Telnet

Before you begin

Cisco NX-0OS Telnet

Procedure

Command or Action Purpose

1 | show users

Example:

switch# show users

2 | clear line vty-line Telnet

Example:
switch(config)# clear line pts/12

SSH Telnet

SSH Telnet

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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SSH Telnet

show ssh key [dsa | rsa] [md5] | SSH

Cisco NX-0S 7.0(3)14(6) 7.0(3)16(1)
SHA256
SHA256
MD5 MD5
md5

show running-config security SSH
[all] all SSH
show ssh server SSH
show telnet server Telnet
show user name username
keypair
show user-account
show users
show crypto ca certificates X.509v3 SSH CA
show crypto ca crl trustpoint CRL

SSH

OpenSSH SSH

Procedure

1 SSH

Example:

switch# configure terminal
switch(config)# no feature ssh

2 SSH

Example:

. Cisco Nexus 9000 Series NX-0OS
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SSH B

switch(config)# ssh key rsa
generating rsa key(1024 bits)......
generated rsa key

3 SSH

Example;

switch(config)# feature ssh

4 SSH

Example:

switch(config)# show ssh key
could not retrieve dsa key information

rsa Keys generated:Tue Mar 14 13:13:47 2017

ssh-rsa AAAAB3NzaClyc2EAAAADAQABAAAAQQDh4+DZboQJbJt10nJIhgKBYL510lhsFM20ZRi9+JgEU
GA4419ej+ES5NIRZ1x80h 1t6VX9Et5cs07Pw72r jUWR3UPMuAm79k7 1 /SyLGEP3WUL7sqgbLVNF5GgKXph
ogMTO75WUdbGWphorA2g0tTObRrFIQBJVQOSSBh3oEaaALqYUQ==

bitcount:1024
fingerprint:
SHA256 : V6KAeLATKRRUPBZmM1Yq3r16JW7E07vhLi6CXYXnD/+Y

switch(config)# show ssh key
rsa Keys generated:Sat Sep 29 00:10:39 2013

ssh-rsa AAAAB3NzaClyc2EAAAABIWAAAIEAVWhEBsF550aPHNDBnpX0Tw6+/0dHOLJIZKr
+MZm99n2U0ChzZG4svRWmHUJY4PeDWI10e5yE3g3EO3p jDDmt923siNiv5aSga60K361r39
HmXL6VgpRVN1XQFiBwn4na+H1d3Q0hDt+uWEAOtka2uOtXIDhliEmn4HVX0jGhFhoNE=

bitcount:1024
fingerprint:
51:6d:de:1c:c3:29:50:88:df:cc:95:f0:15:5d:9a:df

could not retrieve dsa key information

5 OpenSSH SSH

Example:

switch(config)# username Userl sshkey ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAATEAY190F6Qaz 19G+3F1XswK30iW4H7YyUyuA50r
V7gsEPjhOBYmsi6PAVKuUi1n1f/DQhum+1JINgJIP/eLowb7ubO+IVKRXFY/G+1INIQ
W3g9i9gG30c6k6+XVn+Njn11B7 ihvpVh7dLddMOXwONXHYshXmSiH3UD/vKyziEh5
4TpIx8=

Example:

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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SSH

Procedure

SSH

switch(config)# copy running-config startup-config

Cisco NX-0S Secure Copy SCP Secure FTP

SSH Cisco NX-OS

Example:

switch# configure terminal

switch(config)# username admin keypair generate rsa
generating rsa key(1024 bits)......

generated rsa key

Example:

switch(config)# show username admin keypair

rsa Keys generated: Thu Jul 9 11:10:29 2013

ssh-rsa

AAAAB3NzaClyc2EAAAAB IWAAATEAXWmjJIT+oQhlcvnrMbx2BmDOP8boZEITTJ
Fx9fexWp6rOoiztlwODtehnjadWc6A+DE2DvYNvgsrU9TBypYDPQKR/+Y6cKubyFW
VxSBG/NHztQc3+QC1zdk IXGNIbEHYyFoajzNEOSLLOVFIMCZ2Td7gxUGRZc+Tbq
S33GZsCAX6vO0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b:44:95:36:d0:7d:F2:b5:78:74:7d

could not retrieve dsa key information

Cisco NX-0S

Example;

switch(config)# username admin keypair export bootflash:key rsa rsa
Enter Passphrase:
switch(config)# dir

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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X.509v3

X.500v3 SSH B
951 Jul 09 11:13:59 2013 key_rsa
221 Jul 09 11:14:00 2013 key_rsa.pub
2 Cisco NX-0S copy scp copy sftp
Cisco NX-0OS

Example:

switch(config)# username admin keypair import bootflash:key rsa rsa
Enter Passphrase:
switch(config)# show username admin keypair

rsa Keys generated: Thu Jul 9 11:10:29 2013

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAATEAXWMJT+oQhlcvnrMbx2BmDOP8boZEITFJ
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DVYNvgsrU9TBypYDPQKR/+Y6cKubyFW
VxSBG/NHztQc3+QC1zdk IXGNIbEHyFoajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbq
S33GZsCAX6vO0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b:44:95:36:d0:7d:f2:b5:78:74:7d

could not retrieve dsa key information

switch(config)#

SCP SFTP key_rsa.pub

Example:
$ cat key_rsa.pub >> $HOME/.ssh/ authorized_keys

SSH SCP
Cisco NX-0S

6 (Optional) DSA

SSH

X.509v3 SSH

Cisco Nexus 9000 Series NX-0S

authorized_keys
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SSH

Telnet

SSH Telnet |

\)

Cisco NX-0OS 10.4(3)F Cisco Nexus 9000 TACACS+
X.509 SSH RADIUS

configure terminal

username jsmith password 4Tyl8Rnt

username jsmith ssh-cert-dn /0 = ABCcompany, OU = ABC1,

emailAddress = jsmith@ABCcompany.com, L = Metropolis, ST = New York, C = US, CN = jsmith"
rsa

crypto ca trustpoint tpl

crypto ca authenticate tpl

crypto ca crl request tpl bootflash:crll.crl

show crypto ca certificates

Trustpoint: tpl

CA certificate O:

subject= /CN=SecDevCA

issuer= /CN=SecDevCA

serial=01AB02CDO3EF04GHO51J06KLO7MN

notBefore=Jun 29 12:36:26 2016 GMT

notAfter=Jun 29 12:46:23 2021 GMT

SHA1 Fingerprint=47:29:E3:00:C1:C1:47:F2:56:8B:AC:B2:1C:64:48:FC:F4:8D:53:AF
purposes: sslserver ssilclient

show crypto ca crl tpl
Trustpoint: tpl CRL: Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /CN=SecDevCA
Last Update: Aug 8 20:03:15 2016 GMT
Next Update: Aug 16 08:23:15 2016 GMT
CRL extensions:
X509v3 Authority Key ldentifier:
keyid:30:43:AA:80:10:FE:72:00:DE:2F:A2:17:E4:61:61:44:CE:78:FF:2A

show user-account
user:-userl

this user account has no expiry date

roles:network-operator

ssh cert DN : /C = US, ST = New York, L = Metropolis, O = cisco , OU = csg, CN
= userl; Algo: x509v3-sign-rsa

show users
NAME LINE TIME IDLE PID COMMENT
userl pts/1 Jul 27 18:43 00:03 18796 (10.10.10.2) session=ssh

Telnet

SSH Telnet

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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SSH Telnet B

Cisco NX-0OS Cisco NX-OS

VRF Cisco Nexus 9000 NX-OS

RFC

RFC

RFC X.509v3
6187

MIB

MIB MIB

SSH Telnet MIB
MIB URL

https://cisco.github.io/cisco-mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html

Cisco Nexus 9000 Series NX-0OS 10.6(x) .


https://www.rfc-editor.org/rfc/rfc6187
https://www.rfc-editor.org/rfc/rfc6187
https://cisco.github.io/cisco-mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html
https://cisco.github.io/cisco-mibs/supportlists/nexus9000/Nexus9000MIBSupportList.html

SSH Telnet
B oss Telnet

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Cisco NX-OS

PKI
* PKI , on page 207
o PKI 214
* PKI , 0n page 215
*CA , on page 215
* PKI , on page 236
* PKI , 0n page 236
* PKI , 0N page 272
* Cisco SUDI

PKI

CA
CA

CA

RSA

Cisco Nexus 9000 Series NX-0S

PKI

SSH

272

10.6(x) .



i ca

CA
CA
Web
PKI
CA
CA
CA
CA
CA
CA
Cisco NX-0S
CA
CA CA
CA
crypto CA trustpoint CA

NX-OS certstore

. Cisco Nexus 9000 Series NX-0OS

PKI

IP
CA
CA
CA
CA
CA
Cisco NX-0S
CA
CA
CA
CA CA
CA
CA CA
NX-OSPKI
CLI 1
CA
CA
CRL

/isan / etc / certstore

10.6(x)
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PKCST CA B
CA SSL NX-0S
SSL CA CA
import pkcs CA
CA import
pkes7 CA pkes7
Cisco NX-0OS 10.1(2) CA CA
pkcs7
CA
PKCS7 CA
CA
'pkes7’ crypto import
1 | configure terminal
switch# configure terminal
switch(config)#
2 | crypto caimport <baselabel> pksc7 2
<urio> force Ca
<urio>
pkes7
cabundle
cabundle
CA
import
CA
CA 2

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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PKI |

force CA
CA
CA
3 | crypto ca cabundle <bundle-name> bundle-name
baselabel
no CA
CA
import
CA
force
CA
CA
20
4 | exit
switch(config)# exit
switch#
5 show crypto ca certificates CA
switch# show crypto ca certificates
6 copy running-config
startup-config
switch# copy running-config
startup-config
1 RSA RSA
Cisco NX-0OS CA

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Cisco NX-0S
CA 1

Cisco NX-0S

* Cisco NX-0OS

* CiscoNX-0S

* Cisco NX-0S

RSA
CA 1
1
512
RSA
Cisco NX-0S
CA
CA
CA
RSA
Cisco NX-0S
1 RSA
1
1 1 CA 1
1

CA

Cisco Nexus 9000 Series NX-0S

RSA
RSA
FQDN
SSH
CA
1
CA
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PKI

1
CA CA
CA
CA
Cisco NX-0S CA
CA CA
CA
CA Cisco NX-0S
CA
ID CA
PKI
SSH
Cisco NX-0S PKI
o RSA
. CA
\)
Note CA CA CA
. CA CA
Cisco NX-0OS
CA
. Cisco NX-0S base64
10.6(x)

. Cisco Nexus 9000 Series NX-0OS
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CA
. base64
Web
RSA
CA
CA
CiscoNX-0OS
CA
RSA
CA
RSA
PKI CiscoNX-0S
SSH
. CA
. CA
Cisco NX-0OS
CA
Cisco NX-0S CA
for Syslog

Cisco Nexus 9000 Series NX-0S

RSA

CA

CA

SSH

Web

CA

cA B
CA E
CiscoNX-0S
Cisco NX-0S

CRL

CRL NDcPP:OCSP
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CRL
CA
CA
Cisco NX-0S
CA CRL

NDcPP syslog OCSP

PKI

Online Certificate Status Protocol OCSP

syslog

CA

RSA

PKI

PKI
* Cisco NX-0S

. Cisco Nexus 9000 Series NX-0OS

CRL
CA CRL
URL
CRL
CA CRL
CRL
CRL
cert-store
CiscoNX-0S CRL
CRL
Cisco NX-0S CRL
OCSP
OCSP URL
OCSP CA CA
CA
PEM base64
PKCS#12
PKCS#12
CA
16
10.6(x)
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* Cisco NX-0S
* Cisco NX-0S
*CA

. CA

 Cisco NX-0S
Syslog

 Cisco NX-0S

\}

PKI
9.3 (5)

10.33)F

10
10

Cisco NX-0S

Cisco Nexus

ECC

PKI B

16
16

NDcPP: OCSP for

CiscolOS CLI

Cisco NX-0OS

Cisco 10S

PKI

PKI

Table 12: PKI

RSA

RSA

FQDN

RSA

512

RSA

CRL

CA

Cisco NX-0S

CA

Cisco Nexus 9000 Series NX-0S
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IP
IP
Cisco NX-0S
FQDN CiscoNX-0S
FQDN
DeviceA.example.com DeviceA
example.com IP
Caution IP
Procedure
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | hostname hostname
Example:
switch(config)# hostname DeviceA
3 | ip domain-name name [use-vr f vrf-name] P

Example: VRF

DeviceA(config)# ip domain-name
example.com

VRF

4 | exit
Example:

switch(config)# exit
switch#

5 | (Optional) show hosts IP

Example:

switch# show hosts

6 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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RSA B

RSA
RSA
Cisco NX-0OS 9.3(3) Cisco NX-0S CA
RSA Cisco NX-0S 9.3(3)
RSA
Procedure
Command or Action Purpose
1 | configure terminal
Example:
switch# configure terminal
switch(config)#
2 | cryptokey generatersa[label label-string] | RSA
[exportable] [modulus size] 16
Example:
switch(config)# crypto key generate
rsa exportable
64
FQDN
512 768
1024 1536 2048 3072 4096
512
Note
Cisco NX-0S CA
PKCS#12
Caution

Cisco Nexus 9000 Series NX-0S
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PKI

Command or Action

Purpose

exit
Example:

switch(config)# exit
switch#

(Optional) show cryptokey mypubkey rsa

Example:
switch# show crypto key mypubkey rsa

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

ECC

ECC

Cisco NX-0S

ECC

10.3(3)F ECC
CA

ECC RSA

Cisco NX-0OS

configureterminal

switch# configure terminal
switch(config)#

crypto key gener ate ecc [label
ecc-key-label] [exportable] [modulus size]

switch(config)# crypto key generate
ecc exportable modulus 224

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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CA B
224 384
521
224
Cisco NX-0OS CA
PKCS#12
no crypto key gener ate ecc [label ECC
ecc-key-label]
switch(config)# no crypto key generate
ecc label label-name
exit
switch(config)# exit
switch#
show crypto key mypubkey ecc ECC

switch# show crypto key mypubkey ecc

copy running-config
startup-config

switch# copy running-config

startup-config

Cisco NX-0S

CA

Cisco Nexus 9000 Series NX-0S

106 [



CA

Before you begin

RSA

Procedure

PKI

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

crypto ca trustpoint name

Example:

switch(config)# crypto ca trustpoint
admin-ca
switch(config-trustpoint)#

CA

Note

50

cabundle baselabel

Example:

switch(config-trustpoint)# cabundle
test

CA

No CA

CA
CA

enrollment terminal

Example:

switch(config-trustpoint)# enrollment
terminal

Note
Cisco NX-0S

rsakeypair label

Example:

switch(config-trustpoint)# rsakeypair
SwitchA

RSA

Note

CA 1 RSA

. Cisco Nexus 9000 Series NX-0OS
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Command or Action Purpose

6 | exit
Example:

switch(config-trustpoint)# exit
switch(config)#

7 | (Optional) show crypto catrustpoints

Example:

switch(config)# show crypto ca
trustpoints

8 | (Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

Related Topics
RSA 217

CA
CA

Cisco NX-0S
* Yousername%

* %hostname%

cert-store

1 | configure terminal

switch# configure terminal
switch(config)#

2 | crypto certificatemap mapname map-name

Cisco Nexus 9000 Series NX-0OS 10.6(x) .



PKI |

switch(config)# crypto certificatemap
mapname filtermapl

filter [subject-name subject-name |
altname-email e-mail-ID | althame-upn
user-principal-name]

switch(config-certmap-filter)# filter
altname-upn %username%@cisco.com

* subject-name
LDAP DN

filter subject-name CN=%username%

filter subject-name
/C=IN/ST=KA/L =B R/0-CI SO/0U-AB/ONA usermemeo

* altname-email

Ffilter altname-email
%username%@cisco.com

« altname-upn

filter altname-upn
%username%@hhostname%

switch(config-certmap-filter)# exit
switch(config)#

. Cisco Nexus 9000 Series NX-0OS

crypto cert ssh-authorize
[default | issuer-CAname] [map map-namel
[map-name2]]

10.6(x)
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CA B

switch(config)# crypto cert
ssh-authorize default map filtermapl

CA

CA

show crypto certificatemap

switch(config)# show crypto
certificatemap

show crypto ssh-auth-map SSH

switch(config)# show crypto
ssh-auth-map

copy running-config
startup-config

switch(config)# copy running-config
startup-config

CA

CA Cisco NX-0S CA

\)

PEM CA
CA
CA
CA

Cisco NX-0OS

CA
CA
CA

Note

CA CA CA
CA CA

CA

CA
CA
CA

CA CA
CA CA
10

Cisco Nexus 9000 Series NX-0S

106 [



Before you begin

CA
CA

Procedure

CA

PKI

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

crypto ca authenticate name pemfile uriO

Example:

switch(config)# crypto ca authenticate
admin-ca

input (cut & paste) CA certificate
(chain) in PEM format;

end the input with a line containing
only END OF INPUT :

BUAEH 808 EROwHeOrG NI HOAC
NBG7EOON66zexOEOEFG1Vs6mXpl//w==
————— END CERTIFICATE-----

END OF INPUT

Fingerprint(s): MD5
Rroepnt=65:84:97:27-06- 71 :08:33:3C:12-23:P-3B:6-:78:12
Do you accept this certificate?
[yes/no]: yes

CA

CA

CA

Note
CA

CA

PKCS#12

CA

10

Cisco NX-0OS
CA

CA

exit
Example:

switch(config)# exit
switch#

(Optional) show crypto ca trustpoints

Example:

switch# show crypto ca trustpoints

CA

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Procedure

Command or Action

Purpose

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics

CA

CA

SSH

CRL

Before you begin

CA
CRL

CRL

219

Cisco NX-0S

CRL

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

crypto catrustpoint name

Example:

switch(config)# crypto ca trustpoint
admin-ca
switch(config-trustpoint)#

CA

revocation-check {crl [none] | none}

Example:

switch(config-trustpoint)#
revocation-check none

crl.

CiscoNX-OS

Cisco Nexus 9000 Series NX-0S

106 [
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Command or Action

Purpose

4 | exit
Example:

switch(config-trustpoint)# exit
switch(config)#

5 | (Optional) show crypto catrustpoints

Example:

switch(config)# show crypto ca
trustpoints

CA

6 | (Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

Related Topics
CA 223
CRL 232

RSA
CA E Web

Before you begin
CA
CA CA

Procedure

CA

Command or Action

Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

2 | crypto caenroll name

Example:

switch(config)# crypto ca enroll
admin-ca

. Cisco Nexus 9000 Series NX-OS 10.6(x)

CA
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Command or Action

Purpose

Create the certificate request ..
Create a challenge password. You will
need to verbally provide this

password to the CA Administrator in
order to revoke your certificate.

For security reasons your password

will not be saved in the configuration.

Please make a note of it.
Password:nbv123
The subject name in the certificate
will be: DeviceA.cisco.com
Include the switch serial number in
the subject name? [yes/no]: no
Include an IP address in the subject
name [yes/no]: yes
ip address:172.22.31.162
The certificate request will be
displayed. ..
————— BEGIN CERTIFICATE REQUEST-----

WVIVEDJA

Example:

switch(config-trustpoint)# exit
switch(config)#

(Optional) show crypto ca certificates

Example:

switch(config)# show crypto ca
certificates

CA

(Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

Related Topics

CA

Cisco Nexus 9000 Series NX-0S

219
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CA E
CA

Before you begin

CA
CA

Procedure

CA

PKI

Web base64

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

crypto caimport name certificate

Example:

switch(config)# crypto ca import
admin-ca certificate

input (cut & paste) certificate in PEM
format:

————— BEGIN CERTIFICATE-----

MITEADEA G WIB OIKOJ GO o BB LD BA

admin-ca CA

16

Example:

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Command or Action

Purpose

switch(config)# exit
switch#

4 | (Optional) show crypto ca certificates

Example:

switch# show crypto ca certificates

CA

5 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Related Topics
CA

Cisco NX-0S

Cisco NX-0S

CRL

CRL

)

219

CRL

CRL

Note

Related Topics
PKCS 12

Cisco Nexus 9000 Series NX-0S

230

106 [



B rcse

PKCS 12

RSA
PKCS#12

RSA

)

PKI

CA

Note URL bootflash:filename

Before you begin

CA

Procedure

Command or Action Purpose

1 | configure terminal

Example:

switch# configure terminal
switch(config)#

2 | crypto caexport name pkcsl2
bootflash:filename password CA

Example:

switch(config)# crypto ca export
admin-ca pkcsl12 bootflash:adminid.pl2| 128
nbv123

CA

3 | exit
Example:

switch(config)# exit
switch#

4 | copy booflash:filename scheme://server/ [url | PKCS#12
[filename
Example:

switch# copy bootflash:adminid.pl2
tftp:adminid.pl2

scheme
scp:
server

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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PKCS 12

PKCS 12 PKCS 7 ID .
Command or Action Purpose
server url filename

Related Topics
RSA 217
CA 223

PKCS 7 ID

RSA

\)

Note URL

bbootflash:filename f

Before you begin

CA RSA
CA
Command or Action Purpose
1 | copy scheme:// server/[url /]filename PKCS#12
bootflash:filename
Example: scheme tftp:  ftp:
switch# copy tftp:adminid.pl2 . .
bootflash:adminid.pl2 Sep: sitp:
server
url
server url filename

2 | configureterminal

Example:

Cisco Nexus 9000 Series NX-0S

106 [
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B

Command or Action Purpose

switch# configure terminal
switch(config)#

3 | crypto caimport name [pkscl2 | pkcs7]
bootflash:filename CA CA

Example:

switch(config)# crypto ca import
admin-ca pkcsl12 bootflash:adminid.pl2
nbv123

4 | exit
Example:

switch(config)# exit
switch#

5 | (Optional) show crypto ca certificates CA

Example:
switch# show crypto ca certificates

6 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

CRL

CRL CiscoNX-0OS
CRL cert-store
Cisco NX-0S CA CRL
CRL CRL
Before you begin
Procedure
Command or Action Purpose
1 | copy scheme:[//server/[url []]filename CRL
bootflash:filename
Example: scheme tftp:  ftp:
switch# copy tftp:adminca.crl . .
bootflash:adminca.crl Sep: sftp:
server

. Cisco Nexus 9000 Series NX-OS 10.6(x)



| Pk

CA B

Command or Action Purpose

url

server url filename

2 | configureterminal

Example:

switch# configure terminal
switch(config)#

3 | crypto cacrl request name CRL
bootflash:filename CRL
Example:

switch(config)# crypto ca crl request
admin-ca bootflash:adminca.crl

4 | exit
Example:

switch(config)# exit
switch#

5 | (Optional) show crypto ca crl name CA CRL

Example:

switch# show crypto ca crl admin-ca

6 | (Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

CA

CA
CA
RSA

CA

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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. Cisco Nexus 9000 Series NX-0OS

PKI

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

crypto ca trustpoint name

Example:

switch(config)# crypto ca trustpoint

admin-ca
switch(config-trustpoint)#

CA

delete ca-certificate

Example:

switch(config-trustpoint)# delete
ca-certificate

CA

delete certificate [force]

Example:

switch(config-trustpoint)# delete
certificate

force

SSH

exit
Example:

switch(config-trustpoint)# exit
switch(config)#

(Optional) show crypto ca certificates
[name]
Example:

switch(config)# show crypto ca
certificates admin-ca

CA

10.6(x)
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Cisco NX-0S RSA B

Command or Action

Purpose

(Optional) copy running-config
startup-config
Example:

switch(config)# copy running-config
startup-config

Cisco NX-0S

RSA

RSA RSA
Cisco NX-0S
\)
Note RSA CA CA

Procedure

Command or Action

Purpose

configureterminal

Example:

switch# configure terminal
switch(config)#

crypto key zeroizersa label

Example:

switch(config)# crypto key zeroize rsa
MyKey

RSA

exit
Example:

switch(config)# exit
switch#

(Optional) show crypto key mypubkey rsa

Example:
switch# show crypto key mypubkey rsa

RSA

(Optional) copy running-config
startup-config

Example:
switch# copy running-config

startup-config

Cisco Nexus 9000 Series NX-0S
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B ~

Related Topics

226
PKI
show crypto key mypubkey rsa Cisco NX-0S
RSA
show crypto ca certificates CA
show crypto cacrl CA CRL
show crypto catrustpoints CA
Microsoft Windows Certificate Cisco NX-0S
CRL
N
Note Microsoft Windows
Certificate
Cisco NX-0OS
Cisco NX-0S
Procedure
1 FQDN

switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# hostname Device-1

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Device-1(config)#

2 DNS

Device-1(config)# ip domain-name cisco.com

Device-1(config)# crypto ca trustpoint myCA
Device-1(config-trustpoint)# exit
Device-1(config)# show crypto ca trustpoints
trustpoint: myCA; key:

revokation methods: crl

4 RSA

Device-1(config)# crypto key generate rsa label myKey exportable modulus 1024
Device-1(config)# show crypto key mypubkey rsa

key label: myKey

key size: 1024

exportable: yes

5 RSA

Device-1(config)# crypto ca trustpoint myCA
Device-1(config-trustpoint)# rsakeypair myKey
Device-1(config-trustpoint)# exit
Device-1(config)# show crypto ca trustpoints
trustpoint: myCA; key: myKey

revokation methods: crl

6 Microsoft Certificate Service ~ Web CA
7 CA

Device-1(config)# crypto ca authenticate myCA

input (cut & paste) CA certificate (chain) in PEM format;

end the input with a line containing only END OF INPUT :

————— BEGIN CERTIFICATE-----
M11C4jCCAoygAwIBAgIQBWDSi1ay0GZRPSRI 1 jKOZejANBgkghk i GOwOBAQUFADCB
kDEgMB4GCSqGS 1b3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAIBgNVBAYTAKIO
MRIWEAYDVQQIEwILYXJuYXRha2EXEjAQBgNVBAcTCUJIhbmdhbG9yZTEOMAWGALUE
ChMFQ21zY28xEzARBgNVBASTCm5 1dHNOb3JhZ2UXE j AQBgNVBAMTCUFwWYXJuYSBD
QTAeFWOWNTA1MDMyMjQ2MzdaFwOwNzA1MDMyMjUIMTdaM I GQMSAwWHgYJKoZ IhvcN
AQKkBFhFhbWFuZGt1QGNpc2NvLmMNVbTELMAKGALUEBhMCSU4XEjAQBgNVBAgTCUth
cm5hdGFrYTESMBAGALUEBXMJIQmFuZ2Fsb3JIMQ4wDAYDVQQKEwWVDaXNjbzETMBEG
ALUECXMKbmVOc3RvemFnZTESMBAGALUEAXMJIQXBhecm5h IENBMFwwDQYJKoZ ThveN
AQEBBQADSWAWSAJIBAMW/ 7b3+DXJPANBs IHHZ luNccNM87ypyzwuoSNZXOMpeRXX1
0zyBAgiXT2ASFuUOWQ1iDM8r0/41j f8RxvYKvysCAWEAAaOBvzCBvDALBgNVHQSE
BAMCAcYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUJy j yRoMbrCNMRU20yRhQ
GgsWbHEwawYDVROFBGQwY jAuoCygKoYoaHROcDovL3NzZSOwOC9DZXJORW5yb2xs
LOFwYXJuYSUyMENBLmNybDAwoC6gL 1YgZmIsZTovL1xcc3NILTA4XENIcnRFbnJv
bGxcQXBhcm5hJITIwQOEuUY3JsMBAGCSsGAQQBgJ cVAQQRDAgGEAMAOGCSAGS Ib3DQEB
BQUAAOEAHV6UQ+8NnE399Tww+KaGrOgON1JagNgLhOAFCTOrEyuyt/WYGPzksF9Ea
NBG7EO0N66zex0EOEFG1Vs6mXpl//w==

END OF INPUT

Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
Do you accept this certificate? [yes/no]:y

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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Device-1(config)# show crypto ca certificates

Trustpoint: myCA

CA certificate O:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/0O=Yourcompany/OU=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/0O=Yourcompany/OU=netstorage/CN=Aparna CA
serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
purposes: sslserver sslclient ike

Device-1(config)# crypto ca enroll myCA
Create the certificate request ..

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.

Please make a note of it.
Password: nbv123
The subject name in the certificate will be: Device-1.cisco.com
Include the switch serial number in the subject name? [yes/no]:
Include an IP address in the subject name [yes/no]: yes
ip address: 10.10.1.1
The certificate request will be displayed...
————— BEGIN CERTIFICATE REQUEST-----
M11BqzCCARQCAQAWHDEaMBgGALUEAXMRVMVNYXMEMS5 jaXNjby5 jb20wgz8wDQYJ
KoZ 1hvcNAQEBBQADgYOAMIGJAOGBAL8Y1UAJ2NC7jUJ1DVaSMgNIgJ2kt8r141KY
0JC6ManNy4gxk8VeMXZSiLJ4JgTzKWdXbLDKTTysnjuCXGv jb+wjOhEhv/y51T9y
P2NJJ8orngShrvFZgC7ysN/PyMwKcgzhbVpj+rargZvHtGJ91XTq4WoVkSCzXv8S
VqyHOVEVAgMBAAGQTzAVBgkghk i GOWOBCQcxCBMGbmJ2MT 1zMDYGCSqGS 1 b3DQEJ
DjEpMCcwJQYDVRORAQH/BBsWGY IRVMVNYXMEMS5 jaXNjby5jb22HBKwWWH6 IwDQYJ
KoZ 1hvcNAQEEBQADgYEAKT60KER6Q08N j 0sDXZVHSFIZh6K6JtDZz3Gkd99G I FWgt
PFtrNcWUE/pw6HayfQl2T3ecgNwe 12d15133YBF2bktExi 16U188nTOjgIXMj jas8
8a23bNDpNsM8rkIwA6hWkrVL8NUZEFJIxgbjfngPNTZacJCUS6ZgKCMetbKytUx0=
————— END CERTIFICATE REQUEST-----

Microsoft Certificate Service ~ Web

Device-1(config)# crypto ca import myCA certificate

input (cut & paste) certificate in PEM format:

————— BEGIN CERTIFICATE-----

M1 1EADCCA6qgAw I BAg I KCjO00QAAAAAAdDANBgkaghk i GO9WOBAQUFADCBKDEgMBA4G
CSgGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAJBgNVBAYTAKIOMR IWEAYD
VQQIEWILYXJuYXRha2EXEjAQBgNVBAcCTCUJIhbmdhbG9yZTEOMAWGALUEChMFQ21z
Y28xEzARBgNVBASTCm5 1dHNOb3JhZ2UXE j AQBgNVBAMTCUFwWYXJuYSBDQTAeFwOw
NTEXMT lwMzAyNDBaFwOwN j EXMT lwMzEyNDBaMBwxG jAYBgNVBAMTEVZ1Z2FzLTEu
Y21zY28uY29tMIGFMAOGCSQGS I b3DQEBAQUAA4GNADCB 1 QKBgQC/GNVACd jQu41C
dQ1WkjKjSICdpLFK5eISmNCQujGpzcuKsZPFXjF2UoiyeCYE8y IncWyw5E08rJ47
glxr42/s191R1b/8udU/cj9jSSTKK56koa7xWYAu8rDfz8jMCnIM4WlaY/q294Ghb
X7RifdVO6uFqFZEgs17/Elash9LxLwIDAQAB04 I CEzCCAg8wJIQYDVRORAQH/BBsw
GYIRVMVNYXMEMS5jaxXNjby5jb22HBKWWHE IwWHQYDVROOBBYEFKCL i +2sspWEFgrR
bhWmlVyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6wj TEVN jskYUBOLFmxxoYGW
p1GTMIGQMSAWHgYJKoZ lhveNAQKBFhFhbWFuZGt1QGNpc2NVLMNVbTELMAKGALUE
BhMCSU4xE jAQBgNVBAgTCUthcm5hdGFrYTESMBAGALIUEBXMJIQmFUZ2Fsb3J IMQ4w

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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DAYDVQQKEwVDaXNjbzETMBEGALUECXMKbmVOCc3RvemFNZTESMBAGALUEAXMIQXBh
cm5h IENBghAFYNKJrLQZ IE9QJE I WMrRI6MGSGALUdHWRKMG IwLgAsoCqGKGhOdHAG
Ly9zc2UtMDgvQ2VydEVucm9sbCIBcGFybmE IMjBDQSS5 j cmwwMKAUoCyGKmZpbGU6
Ly9cXHNzZSOWOFXDZXJORW5yb2xsXEFwYXJuYSUyMENBLmMNybDCBigY I1KwYBBQUH
AQEETjB8MDsGCCsGAQUFBzAChi190dHRwWOi18vec3NILTA4LONIcnRFbnJIvbGwvc3NI
LTA4XOFwYXJuYSUyMENBLmMNYdDA9BggrBgEFBQcwAOYXZmIsZTovL1Xcc3NILTA4
XENIcnRFbnJvbGxcc3NILTA4XOFwYXJuYSUyMENBLmNYdDANBgkghk i GOWOBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSubDcOcUZUUTgrpnTqVpPyejtsyflw
E36c1Zu4WsEXREqQxbTk8ycx7V50=

Device-1(config)# exit
Device-1#

11
12

Related Topics

CA 239
245

CA

Microsoft Certificate Service ~ Web CA

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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Procedure

1 Microsoft Certificate Services  Web [Retrieve the CA certificate or certificate
revocation task] [Next]

Microsoft Cerificate Services - Aparna CA

YWelcome

You use this web site to request a certificate for your web browser, e-mail client, or ather

will be able to securely identify yourself to other people aver the web, sign your e-mail mes
depending upon the type of certificate you request.

Select atask:

&+ Retrieve the CA certificate or centificate revocation list
' Request a certificate

' Checlk on a pending certificate

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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CA [Base 64 encoded]
[Download CA certificate]

Microsoft Cerificate Services - Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from t

It is not necessary to manually install the CA certification path if you request and install ;
CA cerification path will be installed for you automatically.

Choose file to download:
A Certificate: (il el

T DER encoded or & Ease 64 encoded

Download CA certificate
Download CA certification path
Download latest cerificate revocation list

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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PKI |

Microsoft Certificate Services -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

CA certification path will be installed foryou

Choose file to download:
CA Certificate: (il aar e e

T DER encoded or & Eas

Download CA cerdificate
Download CA certification p:
Download latest cerificate re

2)

Install this CA certification path to allow your computer to trust cerificates issued from this

It is not necessary to manually install the CA

Some files can harm pour computer. [ the file informs
looks sugpicious, or vou do not fully trust the zource,
zave thiz file.

File name: certnew.cer
File type:  Secunty Certificate
Frorm: 10.76.45.108

/4 This type of file could harm yaur computer if it o
malicious code.

“Wwhould pou like to open the file or zave it to your com

Open | Save Cancel

¥ | &lwavs ash before opening thiz pe of file

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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CA B

4 [Certificate] [Copy to File] [OK]

Microsoft Cerificate 5

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA certification path to allow canesl Dekais |.:Ertiﬁcatim Path |

Itis not necessary to manually install th -~ shaw: {<all> |

A cerification path will be installed fio
Field | Walue

Choose file to download: Elversion V3

CA Cerificate; SR i ey [ serial number 0560 D289 ACE4 1994 4F4
ESignature algorithm shalRsa
Elssuer Aparna A, netstarage, C
E'-.-'alid From 04 Mei 2005 ¢ 16;37
Elvalid o 04 Mei 2007 4:25:17

¢ DER encoded or ¢ Eﬁubject Aparna CA, netstorage, C
Download CA certifica | Elpublic key RSA (512 Bits)

Download CA certifica
Download latest cerific

Edit Properties, .. Copy

Cisco Nexus 9000 Series NX-0S 10.6(x) .
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5 [Certificate Export Wizard] [Base-64 encoded X.509 (CER)]
[Next]

Microzsoft Certificate Senices -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA certification path to allow cores  Detais |cErtiﬁcatiDn Path |

Itis not necessary to manually install th - show: | <al> |
CA certification path will be installed fc

Field Certificate Export Wizard
ChOOSE. ﬁ|E! tﬂ GWH'OEd. — E'u‘er.suljn " Export File Format
CA Certificate; (SN EnaElE R Serial numbe Cettificates can be exported in a wariety
ESignature alg
Elssuer
E'-.-'alid From
E'-.-'alid ko Select the Format wou wank o use:

T DER encoded or o Blsubject

Download CA certifica |ElPublic key
Download CA certifica
Download latest cerdific

{” DER encoded binary ¥.509 ¢ CER

{* Base-64 encoded %.509 { CER)

i Cryptographic Message Synkax S

™| Include &l cetbificates inthe

= Bersonal Information Exchange -

[T Induds &l certificates in the o

[T Enable strong protection freg

[T Celete the private keyif Eheie

6 [Certificate Export Wizard] [File name:]
[Next]
7 [Certificate Export Wizard] [Finish]

. Cisco Nexus 9000 Series NX-0S 10.6(x)
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8 Microsoft Windows  type Base-64 PEM CA

MWINNT system32hcmd.exe

D:stestcerts2type aparnalCl.cer

BEGIN CERTIFICATE
MIIC4jCCAoygAwI BAgIQBWDS iayAGERPSRI 1 jKBZe jANBgkaghkiGYwABAQUFADCE
kDEgHB4GCSgGS I h3DQEJARY RY U1 hbmRrZUBjaXNjbyS jh28xC=zAJBgNUBAYTAK 1O
MRIwEAYDUQQI EwlLY X Ju¥iRhaZ2ExEjAQBgNUBAcT CUJhbmdhbG? wZT EOMAWGALUE
ChMFQ2 1=¥Y28xEzARBgHUBA=TCnS 1dHNAL3JhZ2UxEjAQBgNUBAMT CUFwY X Ju¥ SBD
QTAe FuBuwNTA1IMDMyM jO2MzdaFuBuNzA1MDMyMjU1IHT daMI GGMSAvHgY JEo ZT hucH
AQkBFhFhhUFuZGt 13GHpc 2Ny LmNv bT ELMAKGA1UEBhMCEU4xEjAQBgMUBAgTCUth
cmShdGFrYTESMBAGALUEBxMJQnFuZ2Fsh3J1MQ4uDAY DUQQKEWUDaXNijhzETHBEG
ALUECxMEbmUBc IRvcmFnZT ESMBAGALUEAXMJQX BhecmShl ENBMFuwwDQY JKoZI hucN
AQEBBGQADS wAwSAJBAMY . 7h3 +DEJPANBz IHHz JuNcc MM Pypuzuuo SHZE OMpe REXE 1T
Oz yBAgiT2ASFulO0wQl iDMB8r 041 jf 8RxvYKvys CAwWEAAaQBv=zCBvDALBgNUHQBE
BAMCAcYwDuwYDURBT AGH /BAUwAWER/zAdBgNUHG4EF QU Jy jyRoMh»CHMRU2 O uRhG
GgzWhHEwawY DURBE BGQuY jAuoCugKoYoaHRBcDovL3NzZ5Aw0C? DEE JARWS yh2 xs
LAFuY ¥ JuYSUyMENBLmMubDAwo CogLIYgZmlsZTovLl xccIN1ILTA4REM1ecnRFhndu
hGxcQEBhemShJT I w@AEWY3JsMBAGCS s GAQQBy jeVAQQDAGEAMABGCEgGSTh3DQER
BQUAABEAHuvGUG+8nEI??Twuw+KaGrBglNI JagNgLhBAFc THrEyuyt AUYGP=zksF?Ea
MBG7EBoMNbbzexAEQEf GiUsbmA pl ~ /v

END CERTIFICATE

D:stestcerts?

PKCS#12 CSR Microsoft Certificate

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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Procedure

1 Microsoft Certificate Services ~ Web [

Request a
certificate | [ Next ]

Microsoft Cerificate Services - Aparna CA

YWelcome

You use this web site to request a certificate for your web browser, e-mail client, or ather

will be able to securely identify yourself to other people aver the web, sign your e-mail mes
depending upon the type of certificate you request.

Select atask:

" Retrieve the CA certificate or centificate revocation list
& Request a certificate

' Checlk on a pending certificate

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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2 ] Advanced request ] [ Next ]

Microsoft Cerificate Services - Aparna CA

Choose Request Type

Flease select the type of request you would like to make:

C User cerificate request:

E-Mail Protection Cerificate

& Advanced reguest

3 [Baset4 PKCS#10 base64 PK CSH7
Submit a certificate request using a base64 encoded
PK CS#10 file or a renewal request using a base64 encoded PK CS#7 file ] [

Cisco Nexus 9000 Series NX-0S 10.6(x) .
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Next ]

Microsoft Cerificate Services - Aparna CA

Advanced Certificate Requests

You can request a cerificate for yourself, another user, or a computer using one of the foll:
cerification authority (CA) will determine the cerificates that you can obtain.

C Submit a certificate request to this CA using a form.

& Submit a cerificate reguest using a basetd encoded PRCS #10 file or a renewal rec

¢ Request a certificate for a smart card on behalf of another user using the Smart Card
You must have an enraliment agent certificate to submit a request for another wser,

4 [ Saved Request ] base64 PKCS#10
[ Next ] Cisco NX-0S

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Microsoft Cerificate Services - Aparna CA

Submit A Saved Request

Faste a basetd encoded PKCS #10 cerificate request or PRCS #7 renewal reguest
server) into the request field to submit the request to the cerification authority (CA).

Saved Request:

vqngEIvaAgHBAAGgTzA?ngqhkiGBwDBCchCBHGZ;I
DIEpMCowIQYDVRORLAQH BEswGY IRVHWVn TEME M35

Easebd Encoded |KoZIThweNAQEERQADGYEAKTEOKERAQOEN O=DIZVH
Certificate Reguest |[PECrNoWUE/ pudHayfQl2 Tiecolwe 12415133 VEFZ]
(PKCS #10 or #): |3823bNDpNsMSr k1wl hTkr VLENUZEF Txob j £ngPH
————— END CERTIFICATE REQUEZT-————-

4| |

Browse for a file to insed.

Additional Atributes:

=
Attributes: -
i k

Cisco Nexus 9000 Series NX-0S 10.6(x) .
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Microsoft Cerificate Services - Aparna CA

Certificate Pending

Your certificate reguest has been received. Howewer, you must wait for an administrator te
Flease return to this web site in a day or two to retrieve your certificate.

Hote: You must return with this web browser within 10 days to retrieve your certificate

. Cisco Nexus 9000 Series NX-0S 10.6(x)
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CA

ertification Authority

f—

C
Action  Yiew |J a o= | | | @

Tree I

@ Certification Authority (Local)
El@ Aparna Ch

i 7] Revoked Certificates
[ Issued Certificates

: £ Pending Requests
D Failed Requests

Request ID | Binary Reguest | Request Disposition Message | Reguest S

----- BEGIM ME. ., Taken Under Submission

Refresh

Help

<] |

I |C|:|ntains operations that can be performed on the object,

Cisco Nexus 9000 Series NX-0S 10.6(x) .
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7 Microsoft Certificate Services  Web [
Check on a pending certificate ] [ Next ]

Microsoft Cerificate Services - Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or ather s

will be able to securely identify yourself to other people aver the web, sign your e-mail mes
depending upon the type of certificate you request.

Select a task:
" Retrieve the CA certificate or certificate revocation list
' Request a certificate
& Checlon a pending certificate

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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Microsoft Cerificate Services - Aparna CA

Check On A Pending Certificate Request

Flease select the certificate request you want to checls

Saved-Fequest Certificate (12 Nopember 2005 20:30:22)

Cisco Nexus 9000 Series NX-0S 10.6(x) .
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9 [Base64 Base 64 encoded ] [CA
Download CA certificate ]

Microsoft Cerificate Services - Aparna CA

Certificate Issued

The certificate you requested was issued to you.

T DER encoded or & Base 64 encoded

1 Download CA cerdificate
| Download CA certification path

’.e-.-@.‘i-.

. Cisco Nexus 9000 Series NX-0S 10.6(x)
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100 [ File Download ] [ Open ]

Microsoft Cerificate 5

Certificate Issued

The certificate you requested was issued to you.

_ —
€ DER encoded of & Base 6

i Download CA certificate Some files can harm vour computer. I the file infar
== Download CA cerdification path looks suspiciouz, of you do ot fullp st the sour
zave this file.

File name: certhew. cer
File tupe:  Security Certifizate
Frorm: 10.76.45.108

& Thiz type aof file could harm vour cormputer if §
malicious code,

“WWould yau like to open the file or zave it ba pour o

Open | Save Canicel

¥ | &lwaps ash before opening this pe of file

11  [Certificate] [Details] [Copy toFile...] N
Certificate Export Dialog ] [Base-64
X.509 (.CER) Base-64 encoded X.509 (.CER) ] [ Next ]

Cisco Nexus 9000 Series NX-0S 10.6(x) .
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R Mirrnsg erbificate Services — Mirrnen proet Bx E ife Cisco Systems, Inc.
; Certificate , il
_.1 General Details | Certification Path I év = E s
=":" Show: I::.ﬁ.ll:b j
= = | —
E'-.-'ersiu:un W3
=] serial number 0433 SEAL 0000 0000 0074
Eﬁignature algorithm shalRSA
Elssuer Aparna CA, netstorage, Cisca. ..
[=]valid from 12 Nopember 2005 8:32:40
[F]valid to 12 Mopember 2006 5:42:40
ESubject Vegas-1.cisco.com
[Fpublic key RS54 (1024 Bits) |

Certificate Export Wizard

Expott File Format
Certificates can be exported in a va

Select the Format wou wank fo use:

™ DER encoded binary ¥.509 1,

Edit Propertiss.. St (% Base-54 encoded ¥.509 (. CE

. Cryptographic Message Swnt
(0] 4
[ | Include all cerbificates in

" Personal Information Exchan

[ | Include all cerkificates in
™| Enable strang proteckon
[T | Celete bheiprivate keyit

12 [ Certificate Export Wizard ] [
File name: ] [ Next ]

. Cisco Nexus 9000 Series NX-0S 10.6(x)
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='-.-'ersinn
=Serial nurmber 0&a33 SEAL 0000 0000 0074
ESignature algarithm shalR5A
EIssuer Aparna CA, netsborage, Cisca. ..
E'-.-'alid Fram 12 Mopernber 2005 5:32:40
='-.-'a|iu:| ko 12 Mopember 2006 3:42:40
= Subject Vegas-1.cisco.com

1S public key RSA (1024 Bits)

CnikestoertsimyID, cer

Cisco Nexus 9000 Series NX-0S 10.6(x) .
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PKI

Show: | <Al -]
Field | Yalue i -

E'-.-'ersiu:un W3
Eﬁerial number 0A33 SEAL 0000 0000 0074
ESignature algorithim shalRs5A
Elssuer Aparna CA, netskorage, Cisco, ., o
E'-.-'alid From 12 Mopember 2005 3:32:40
E'-.-'alid ko 12 Mopember 2006 3:42:40
ESubject Vegas-1.cisca, com
[ElPublic key RS54 (1024 Bits) |

Edit Fraperties. .. Copy to F

. Cisco Nexus 9000 Series NX-0OS

Completir
Wizard

‘fou have succes
wizard.

‘fou have specifi

File Mame
Export Keys
Include all certi
File Format

10.6(x)
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14 Microsoft Windows  type Base-64

D:stestcerts>tupe mylD.cer
BEGIN CERTIFICATE
MI IEADCCAGggAw] BAgI KCj00oQAAAAAAdDANBykghkiG?uwABAQUFADCBLDEgMB4G
CSgGE I h3DQEJARY RY U1 hbhmRrZUB jalNjbyb jh28xCzAJBgNUBAY TAK1OMRI wEAY D
QI EulLYEJu¥Y2Rha2 ExEjAQBgNUBAc T CUJThbmdhbhG? yZT EOMAWwGALUEChMFQ2 1=
Y28xE=ARBgNUBAsT Cm5 1dHNAL3 JThZ2UxE jAQBgHUBAMT CUFwY X JuY SBDQT A e Fubw
MT ExMT I wMzAyNDBaFuluM jExMT I wHz EyNDBaMBuxGjAY BgNUBANTEUZ1Z2F=LT En
Y21=¥28uY22tHIGFHAAGCS gGS I h3DQEBAQUAA4GNADCEiQKBgQC GNUACA jOud1 G
dQ1 Wk JHISICdpLf KSe JEmMNCQu jGpzcuksZPFE jF2UoiveCYEE ylncyuSEAS »J47
glxrd2-,21?IRIh/Budl cj? 55 f KKS6koa?xWYAuBrDf =8 jHCn I H4WM a¥ g2 g4Gh
WIRif AB6uFgFZEg=17-Elazsh?LyLuwl DAQABo 4] CEzCCAgEwJQY DURARAQH ~BB=u
GY I RUmUnYAMtMES5 jakNjbyS jh22ZHBKEwWHG [ wHQY DURAOBBY EFKCLi +Z25 s pUWESf grR
bhiim1Uyo? jngMI HHBgNUHSHEgc Quagc GAFCe o8 kaDGow jTEUN = kY UBo LEFmyxoxo ¥ GU
pIGTHI GQMEAwHgY JKoZ1 hecNAQKBFhFhhUFuZGt 1QGHpc 2Nv LmNvhT ELHAKGALUE
BhMCSU4xEjAQBgHUBAgT CUthemShdGFrY¥ TESMBAGA1IUEBxMJOmFuZ2Fzh3J1MQ 4w
DAY DUQQKEWUDaRNjb=ETMBEGA1UECxMKbmUAc 3RvemFnZT ESMBAGALUEAxMJQRBh
cmShl EHNBghAFYNEJrLQZ1E?JEilMrR16MG= GA1 UdHwRKMGI wLgAs o CgGKGhAdHAL
Ly?zcZUtMDguQ2Uyd EUucm? s hGC?Be GFybmE1MFBDASS jemuuwMKAuo CyGKnZphGlU 6
Ly?cXHNzZ5 BulFxDZXJARWS yh2 s KEFuY X JuY S U yMENMBLmNybhDCBigh I KuY BBQUH
AQEEf jBBHD=GCCsGAQUFBzAChi?odHRw(iBvcINILTA4LANlcnRFhnduhGuec 3N
LTA4ZAFuY Ju¥SUyMENBLmMydDA? BaggrBgEFBQcwAoY xZml s ZTovLl xcc3N1LTA4
AENM1cnRFhbnduhGxcc3N1LT A48 BFwY S JuY SU yMENBLmMyd DANBykghkiGFwABAQUF
AANBADhGBGs he ?GHLh? xe OTWBNbm2 U6 Z5uDDe OcUZUUT grpnTqUpPye jtsuf 1w
E3bc I ZudWsExREqxhT kB yecx?USo=
END CERTIFICATE

D:stestcerts

Related Topics

226
Cisco NX-0S 236
Microsoft CA
Procedure
1 [Certification Authority] [Issued Certificates]

Cisco Nexus 9000 Series NX-0OS 10.6(x) .
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2 [All Tasks] > [Revoke Certificate]

Pt

& Certification Authority

Ackion  Wiew |J o = | [| |@

—

Tree I Reguest I | Requester Mame | Binary Certificate | Serial Mumber |
£ Certification Autharity (Local) Edsa SSE-08YIUSR_55... ---- BEGIN CERTL.. 786263d00000000000S
= Aparna CA Edao SSE-DS\IUSR_S5... - BEGIN CERTL... 7862643d00000000005;
" (27 Revoked Certificates Edn SSE-0&\IUSR_55... - BEGIMN CERTL... 786264d900000000005E
{‘3 Issued Certificates 92 SSE-03\IUSR_S5... - EEGIN CERTIL... 7c32781800000000005:
D Pending Requests 93 S3E-0IUSR_55... - EEGIN CERTIL.., 7327827 00000000005:
fni D Failed Requests 94 S3E-0IUSR_S55.., - BEGIN CERTL... 7c32783700000000005e
95 S3E-0IUSR_55.., - BEGIMN CERTI... TC3Z2784700000000005F
o5 S3E-0IUSR_55.., - BEGIN CERTIL... 7cadSc2200000000006:
'?J'?J S3E-0&IUSR_55... - BEGIMN CERTI... 021a9d1a00000000006:

100 SSE-0AMIUSR_55... - BEGIMN CERTI... 1c1013cFO00000000064
101 SSE-084IUSR_S5... - BEGIM CERTI... 1c10d191000000000068
102 SSE-03\IUSR_S5... - BEGIM CERTI... 2b4eb3a700000000006¢
103 S3E-0IUSR_55... - BEGIM CERTI...  453beb43000000000067
104 S3E-0IUSR_S55.., - BEGIMN CERTI... 4ebSh32700000000006E
105 S3E-0IUSR_55.., - BEGIMN CERTI... <fE00&84 1000000000069

106 S3E-0IUSR_55.., - BEGIMN CERTI... <4fdFeSa<400000000006a
107 S3E-0&IUSR_55... - BEGIMN CERTI... Sf3edc9s000000000060
108 SSE-0AMIUSR_55... - BEGIM CERTI... Sf413d2000000000006:
109 SSE-084IUSR_S5... - BEGIM CERTI... 17b22ded00000000006:
110 SSE-03\IUSR_S5... - BEGIM CERTI... 17b3067400000000006:
111 S3E-0IUSR_55... - BEGIM CERTI... 11ea380s0000000000aF
112 S3E-0IUSR_S55.., - BEGIMN CERTI... 170beaSb00000000007(

113 S3E-0IUSR_55.., - BEGIM CERTI... <aafffz2e00000000007 1
114 S3E-0IUSR_55.., - BEGIN CERTIL... 78cceebc00000000007:2
115 S3E-0&IUSR_55... - EEGIN CERTIL... 78e341a100000000007:

1]

Conkains operations that can be performed on the object,

. Cisco Nexus 9000 Series NX-OS 10.6(x)
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3 [Reason code]

% Certification Authori

|J fckion  View |J = o= | |

|

[Yes]

Tree I

@ Certification Authority {Local)
El@ Aparna Ch
i Revoked Certificates

Request I | Requester Mame | Binary Certificate | Serial Mumber |
a9 S3E-0IUSR_55.., - BEGIN CERTI... 7E6263d000000000
an S3E-0&IUSR_55... - BEGIN CERTI... 78626<43d00000000
91 SSE-0AMIUSR_55... - BEGIMN CERTI... 7E6264d900000000
92 SSE-084IUSR_S5... - EEGIN CERTL... 7c32721800000000C
a3 SSE-03\IUSR_S5... - EEGIMN CERTIL... TFc327327000000000
a4 S3E-0IUSR_55... - EEGIN CERTIL... 7c327a3700000000c
95 S3E-0IUSR_S55.., - BEGIN CERTL... 7327847 700000000C
98 el e et T AR 00C

= ; g 2

B Certificate Revocation = el i
100 Are pou sure you want to revoke the selected certificate(s]? oo
101 hooo;
10z “f'ou may zpecify a reazson for this revocation. hOa
103 Reason code: oo
104 Ihzpecified j o
105

108

107

108 =

109 SSE-0AMIUSR_55... - BEGIMN CERTI... 17b22des00000000
110 SSE-084IUSR_S5... - BEGIN CERTI... 17b30&67a00000000
111 SSE-03\IUSR_S5... - EEGIMN CERTIL... 11ea380c00000000
112 S3E-0IUSR_55... - BEGIM CERTI...  170beadbO000o000o:
113 S3E-0IUSR_S55.., - BEGIMN CERTI... <aafffze000000000
114 S3E-0IUSR_55.., - EEGIN CERTIL... Vacceetc000000000
115 S3E-0IUSR_55.., - EEGIN CERTIL... VSe341a100000000
116 S3E-0RIUSR_S55.., - BEGIMN CERTIL... Da338eal00oooooo

<

Cisco Nexus 9000 Series NX-0S
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4 [Revoked Certificates]

CRL

Microsoft CA

. Cisco Nexus 9000 Series NX-0OS
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