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MPLS
MPLS

. FEC

FEC
. show mpls switching labels

/ /
show forwarding mpls labellabelstats platform
. unit0
uLIB show mpls switching labels low-label-value
[high-label-valug] detail show forwarding

mpls labellabelstats platform

. Cisco Nexus 9200
« ECMP

* MTU MPLS

MPLS

MPLS

MPLS MPLS
MPLS

1 | configure terminal

switch# configure terminal
switch(config)#

2 | [no] install feature-set mpls MPLS
no MPLS

switch(config)# install feature-set
mpls

. Cisco Nexus 9000 NX-0S 10.6(x)



MPLS

[no] feature-set mpls MPLS
no
switch(config)# feature-set mpls MPLS
[no] feature mpls static MPLS
no MPLS

switch(config)# feature mpls static

show feature-set MPLS
switch(config)# show feature-set
Feature Set Name 1D State
mpls 4 enabled

show feature | inc mpls_static MPLS
switch(config)# show feature | inc
mpls_static
mpls_static 1 enabled

MPLS
configure terminal
switch# configure terminal
switch(config)#
[no] mpls label range min-value max-value
[static min-static-value max-static-value]
16 471804

switch(config)# mpls label range 17 99
static 100 10000

Cisco Nexus 9000 NX-0S
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3 show mpls label range
switch(config)# show mpls label range
4 copy running-config
startup-config
switch(config)# copy running-config
startup-config
MPLS
1 | configure terminal
switch# configure terminal
switch(config)#
2 | interface type sot/port
switch(config)# interface ethernet 2/2
switch(config-if)#
3 | [no] mpls ip forwarding MPLS
no
switch(config-if)# mpls ip forwarding
MPLS
NX-0S 10.6(x)
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MPLS

mpls static configuration

switch(config-if)# mpls static
configuration
switch(config-mpls-static)#

MPLS

address-family {ipv4 | ipv6} unicast

switch(config-mpls-static)#
address-family ipv4 unicast
switch(config-mpls-static-af)#

IPv4 iPv6

local-label local-label-value prefix
destination-prefix destination-prefix-mask

switch(config-mpls-static-af)#
local-label 2000 prefix 1.255.200.0
255.255.255.25
switch(config-mpls-static-af-1bl)#

IPv4 IPv6

local-label-value mpls
label range
MPLS

next-hop {auto-resolve |
destination-ip-next-hop out-label
implicit-null | backup local-egress-interface
destination-ip-next-hop out-label
output-label-value}

switch(config-mpls-static-af-1bl)#
next-hop auto-resolve

* next-hop auto-resolve

« next-hop destination-ip-next-hop
out-label implicit-null

* next-hop backup local-egress-interface
destination-ip-next-hop out-label
output-label-value

copy running-config
startup-config

switch(config-mpls-static-af-1bl)# copy|
running-config startup-config

Cisco Nexus 9000 NX-0S
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MPLS

MPLS

configure terminal

switch# configure terminal
switch(config)#

[no] install feature-set mpls

switch(config)# install feature-set
mpls

MPLS

no

MPLS

[no] feature-set mpls

switch(config)# feature-set mpls

MPLS

MPLS

no

[no] feature mpls segment-routing

switch(config)# feature mpls
segment-routing

MPLS

MPLS

no

[no] hardware profile mpls adjacency-stats
bytes

switch(config)# hardware profile mpls
adjacency-stats bytes

no

show running-config | grep
adjacency stats

witch(config)# show running-config |

grep adjacency-stats

hardware profile mpls adjacency-stats
bytes

switch(config)#

. Cisco Nexus 9000

NX-0S
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MPLS B

show feature-set MPLS
switch(config)# show feature-set
Feature Set Name 1D State
mpls 4 enabled

show feature | grep MPLS

segment-routing

switch(config)# show feature | grep
segment-routing

segment-routing 1

enabled

show forwarding mpls [ label label] stats

switch(config)# show forwarding mpls
label 22 stats

= = = = =

Local |Prefix |FEC |Next-Hop |Interface
JOut

Label |Table 1d |(Prefix/Tunnel id) |
| |Label

= = =

22 |Ox1 |182.1.1.7/32 |30.1.8.1 |Poll
10 SWAP

Input Pkts : 488482 Input Bytes :
250102784

SWAP Output Pkts: O SWAP Output Bytes:
84215808

TUNNEL Output Pkts: O TUNNEL Output
Bytes: O

switch(config)#

show feature | inc mpls_static

MPLS

Cisco Nexus 9000 NX-0S
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MPLS

show feature-set

MPLS

show ip route

Unicast Route Information Base

RIB

show mpls label range

MPLS

show mpls static binding {all | ipv4 | ipv6}

show mpls switching [detail]

MPLS

show mpls switching label [detail]

MPLS

show forwarding mpls [ label label] stats

show forwarding adjacency mpls stats

show mpls static binding all

1.255.200.0/32: (vrf: default) Incoming label: 2000

Outgoing labels:
1.21.1.1 implicit-null
backup 1.24.1.1 2001

2000:1:255:201::1/128: (vrf: default) Incoming label: 3000

Outgoing labels:

2000:1111:2121:1111:-2211-12221:1111:1 implicit-null

backup 2000:1:24:1::1 3001

show mpls switching detail

VRF default

1Pv4 FEC

In-Label

Out-Label stack

FEC

Out interface

Next hop

Input traffic statistics
Output statistics per label
IPv6 FEC

In-Label

Out-Label stack

FEC

Out interface

Next hop

Input traffic statistics
Output statistics per label

. Cisco Nexus 9000 NX-0S

: 2000

: Pop Label

: 1.255.200.0/32

: Po21

- 1.21.1.1

: 0 packets, 0 bytes
: 0 packets, 0 bytes

: 3000

: Pop Label

: 2000:1:255:201::1/128

: port-channel2l

- 2000:1111:2121:121121:-21121:-12112:21121:1
: 0 packets, 0 bytes

: 0 packets, 0 bytes
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MPLS

IPv4
XML JSON

switch# show run mpls static | sec "ipv4 unicast”
address-family ipv4 unicast
local-label 100 prefix 192.168.0.1 255.255.255.255 next-hop auto-resolve out-label 200

switch# show mpls switching

Legend:

(P)=Protected, (F)=FRR active, (*)=more labels in stack.
In-Label Out-Label FEC name Out-Interface Next-Hop

VRF default

MPLS B

show mpls switching

200 192.168.0.1/32 Eth1/23 1.12.23.2

switch# show mpls switching | xml
<?xml version="1.0" encoding="1S0-8859-1"?> <nf:rpc-reply
xmIns:nf=""urn:ietf:params:xml:ns:netconf:base:1.0"
xmIns="http://w
ww.cisco.com/nxos:1.0:ulib">
<nf:data>
<show>
<mpls>
<switching>

<_XML__OPT_Cmd_ulib_show_switching_cmd_labels>
<_XML__OPT_Cmd_ulib_show_switching_cmd_detail>
<_XML__OPT_Cmd_ulib_show_switching_cmd_vrf>
<_XML__OPT_Cmd_ulib_show_switching_cmd__ readonly__ >
<_readonly_ >
<TABLE_vrf>
<ROW_vrf>
<vrf_name>default</vrf_name>
<TABLE_inlabel>
<ROW_inlabel>
<in_label>100</in_label>
<out_label_stack>200</out_label_stack>
<ipv4_prefix>192.168.0.1/32</ipv4_prefix>
<out_interface>Ethl/23</out_interface>
<ipv4_next_hop>1.12.23.2</ipv4_next_hop>
<nhlfe_p2p_flag> </nhlfe_p2p_flag>
</ROW_inlabel>
</TABLE_inlabel>
</ROW_vrf>
</TABLE_ vrf>
</_readonly__ >
</_XML__OPT_Cmd_ulib_show_switching_cmd__ readonly_ >
</_XML__OPT_Cmd_ulib_show_switching_cmd_vrf>
</__XML__OPT_Cmd_ulib_show_switching_cmd_detail>
</__XML__OPT_Cmd_ulib_show_switching_cmd_labels>

</switching>
</mpls>
</show>
</nf:data>
</nf:rpc-reply>
11-11>

switch# show mpls switching | json
{"TABLE_vrf": {"ROW_vrf": {"vrf_name": "default", "TABLE_inlabel"
{""ROW_inlabel

"o {"in_label": 100", "out_label_stack': "200", "ipv4_prefix":
""192.168.0.1/32"

Cisco Nexus 9000 NX-0S
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MPLS
MPLS

, "out_interface": "Ethl1/23", "ipv4_next_hop": "1.12.23.2",
"nhilfe_p2p_flag": nu

113333}

MPLS

MPLS
show forwarding [ipv6] adjacency mpls stats MPLS IPv4 IPv6
show forwarding mpls drop-stats MPLS
show forwarding mpls ecmp [module slot | ECMP MPLS

platform]

show forwarding mpls label label stats [platform] | MPLS

show mpls forwarding statistics [interface type | MPLS
slot/port]

show mpls switching labels low-label-value MPLS
[high-label-valug] [detail] 0 524286

show forwarding adjacency mpls stats

FEC next-hop interface tx packets tx bytes Label info
1.255.200.0/32 1.21.1.1 Po21 87388 10836236 POP 3
1.255.200.0/32 1.24.1.1 Po24 0 0 SWAP 2001
switch(config)#

switch(config)# show forwarding mpls drop-stats

Dropped packets : 73454
Dropped bytes : 9399304

show forwarding ipv6 adjacency mpls stats

FEC next-hop interface tx packets tx bytes Label info
2000:1:255:201::1/128 2000:1.21.1.1 Po21 46604 5778896  POP 3
2000:1:255:201::1/128 2000:1:24:1::1 Po24 0 0 SWAP 3001

show forwarding mpls label 2000 stats

-------- —————
Local |Prefix | FEC | Next-Hop | Interface |Out
Label |Table Id | (Prefix/Tunnel id) | | |Label
-------- —————
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2000 |Ox1 |1.255.200.0/32 |]1.21.1.1 |Po21 |Pop Label
HH: 100008, Refcount: 1

Input Pkts : 77129 Input Bytes : 9872512

Output Pkts: 77223 Output Bytes: 9575652

show mpls forwarding statistics

MPLS software forwarding stats summary:

Packets/Bytes sent : 0/0
Packets/Bytes received : 0/0
Packets/Bytes forwarded : 0/0
Packets/Bytes originated : 0/0
Packets/Bytes consumed : 0/0

Packets/Bytes input dropped : 0/0
Packets/Bytes output dropped : 0/0

MPLS

MPLS

clear forwarding [ipv6] adjacency mpls stats MPLS IPv4 IPV6
clear forwarding mpls drop-stats MPLS

clear forwarding mpls stats MPLS

clear mpls forwarding statistics MPLS

clear mpls switching label statistics [interface | MPLS

type slot/port]

MPLS

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# mpls label range 17 99 static 100 10000
switch(config)# show mpls label range

Downstream Generic label region: Min/Max label: 17/99

Range for static labels: Min/Max Number: 100/10000

MPLS IPv4

switch# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
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switch(config)# interface ethernet 1/1

switch(config-if)# mpls ip forwarding

switch(config-if)# mpls static configuration
switch(config-mpls-static)# address-family ipv4 unicast
switch(config-mpls-static-af)# local-label 2000 prefix 1.255.200.0/32
switch(config-mpls-static-af-1bl)# next-hop auto-resolve out-label 2000

MPLS IPv6

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# interface ethernet 1/1

switch(config-if)# mpls ip forwarding

switch(config-if)# mpls static configuration

switch(config-mpls-static)# address-family ipv6 unicast
switch(config-mpls-static-af)# local-label 3001 prefix 2000:1:255:201::1/128
switch(config-mpls-static-af-1bl)# next-hop auto-resolve out-label 3001

MPLS IPv4

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch(config)# interface ethernet 1/1

switch(config-if)# mpls ip forwarding

switch(config-if)# mpls static configuration

switch(config-mpls-static)# address-family ipv4 unicast
switch(config-mpls-static-af)# local-label 2000 prefix 1.255.200.0/32
switch(config-mpls-static-af-1bl)# next-hop 1.31.1.1 out-label implicit-null
switch(config-mpls-static-af-1bl)# next-hop backup Po34 1.34.1.1 out-label 2000

MPLS IPv6

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

switch(config)# interface ethernet 1/1

switch(config-if)# mpls ip forwarding

switch(config-if)# mpls static configuration

switch(config-mpls-static)# address-family ipv6 unicast
switch(config-mpls-static-af)# local-label 3001 prefix 2000:1:255:201::1/128
switch(config-mpls-static-af-1bl)# next-hop 2000:1:31:1::1 out-label implicit-null
switch(config-mpls-static-af-1bl)# next-hop backup Po34 2000:1:34:1::1 out-label 3001
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MPLS

MPLS

MPLS
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MPLS
RIB
SR
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32
1
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MPLS IP
out-label-stack
MPLS feature mpls
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MPLS feature mpls segment-routing feature mpls static
feature mpls segment-routing
MPLS MPLS
feature mpls static MPLS
MPLS

* MPLS

* 9400 9500 9600 9700-FX Cisco Nexus 9200 9300

9300-EX 9300-FX 9500

* Cisco Nexus 3164Q 31128PQ 3232C 3264Q

* Cisco NX-0S 9.2(1) Cisco Nexus 9364C

» Cisco NX-0S 9.3(3) Cisco Nexus 9364C-GX Cisco Nexus 9316D-GX

Cisco Nexus 93600CD-GX
*« MPLS IPv4
. Cisco Nexus 9200 9300-EX 9300-FX
5 CiscoNexus9300 9500
Cisco Nexus 3164Q 31128PQ 3232C 3264Q 3
syslog

. MPLS
. Cisco Nexus 9200 9300-EX
. MPLS
. ( )
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MPLS

MPLS

MPLS MPLS
MPLS

1 | configure terminal

switch# configure terminal

switch(config)#
2 | [no] install feature-set mpls MPLS
no MPLS
switch(config)# install feature-set
mpls
3 | [no] feature-set mpls MPLS
no
switch(config)# feature-set mpls MPLS
4 | [no] feature mpls segment-routing MPLS
no
switch(config)# feature mpls MPLS
segment-routing
5 show feature-set MPLS
switch(config)# show feature-set
Feature Set Name 1D State
mpls 4 enabled
6 show feature | grep MPLS

segment-routing

switch(config)# show feature | grep
segment-routing

segment-routing 1

enabled
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MPLS

MPLS

1 | configure terminal

switch# configure terminal
switch(config)#

2 | [no] mpls label range min-value max-value
[static min-static-value max-static-val ue]

16 471804
switch(config)# mpls label range 17 99
static 100 10000

3 show mpls label range MPLS

switch(config)# show mpls label range

4 copy running-config
startup-config

switch(config)# copy running-config
startup-config

MPLS

MPLS

\}

feature mpls segment-routing feature nv overlay nv overlay evpn feature vpc
feature vn-segment-vlan-based
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MPLS
mpls label range 16 16 static 17 50000

1 configure terminal

switch# configure terminal
switch(config)#

2 |interface type sot/port

switch(config)# interface ethernet
2/2
switch(config-if)#

3 |[no] mpls ip forwarding MPLS
no

switch(config-if)# mpls ip forwarding
MPLS

4 | mpls static configuration MPLS

switch(config-if)# mpls static
configuration
switch(config-mpls-static)#

5 | address-family ipv4 unicast IPV4

switch(config-mpls-static)#
address-family ipv4 unicast
switch(config-mpls-static-af)#

6 |Ispname LSP

switch(config-mpls-static-af)# Isp
Ispl
switch(config-mpls-static-Isp)#

7 | in-label value allocate policy prefix in-label

switch(config-mpls-static-Isp)#
in-label 8100 allocate policy
15.15.1.0/24
switch(config-mpls-static-Isp-inlabel)#
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g8 |forward
switch(config-mpls-static-Isp-inlabel)#
forward
switch(config-mpls-static-Isp-inlabel-forw)#
9 | path number next-hop ip-address
out-label-stack label-id label-id 32
swirtch(config-mpls-static-1sp-inlabel-forw)#
path 1 next-hop 13.13.13.13
out-label-stack 16 3000
10 copy running-config
startup-config
switch(config-mpls-static-Isp-inlabel-forw)#
copy running-config startup-config
MPLS
show feature | grep segment-routing MPLS
show feature-set MPLS
show forwarding mpls label label MPLS

show mpls label range MPLS

show mpils static binding {all | ipv4}

show mpls switching [detail] MPLS

show running-config mpls static

MPLS

show forwarding mpls label 8100

. Cisco Nexus 9000
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slot 1
Local |Prefix|FEC |[Next-Hop |Interface | Out Label |Table Id |(Prefix/Tunnel
id) | Label
+ + + + +

8100 |ox1 ]125.25.0.0/16 |12.12.1.2 |Pol21 |3131 SWAP | |

| 17
" Jox1 |25.25.0.0/16 |12.12.2.2 |Ethl1/51 |3131 SWAP | |

| 17
" Jox1 |25.25.0.0/16 |12.12.3.2 |VIanl22 |3131 SWAP | |

| 17
" |Ox1 |25.25.0.0/16 |12.12.4.2 |VIanl123 |3131 SWAP | |

| 17

show mpls static binding all

LI_TEST1 25.25.0.0/16: (vrf: default) Incoming label: 8100
LSP Type: POLICY
Outgoing labels:

(path 1) 12.12.1.2 3131,17
(path 2) 12.12.2.2 3131,17
(path 3) 12.12.3.2 3131,17
(path 4) 12.12.4.2 3131,17

LI_TEST2 (vrf: default) Incoming label: 8200

LSP Type: XC

Outgoing labels:
(path 1) 12.12.3.2 3132,16
(path 2) 12.12.4.2 3132,16
(path 3) 12.12.1.2 3132,16
(path 4) 12.12.2.2 3132,16

show mpls switching

Legend:

(P)=Protected, (F)=FRR active, (*)=more labels in stack.
Local Out-Label FEC

Next-Hop

8200 3132 Label 8200
12.12.3.2

8200 3132 Label 8200
12.12.4.2

8200 3132 Label 8200
12.12.1.2

8200 3132 Label 8200
12.12.2.2

Local Out-Label FEC

Next-Hop

8100 3131 Pol 25.25.0.0/16
12.12.1.2

8100 3131 Pol 25.25.0.0/16
12.12.2.2

8100 3131 Pol 25.25.0.0/16
12.12.3.2

8100 3131 Pol 25.25.0.0/16
12.12.4.2

show running-config mpls static
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mpls static configuration
address-family ipv4 unicast
Isp LI_TEST2
in-label 8100 allocate policy 25.25.0.0 255.255.0.0

forward

path 1 next-hop 12.12.1.2 out-label-stack 3131 17

path 2 next-hop 12.12.2.2 out-label-stack 3131 17

path 3 next-hop 12.12.3.2 out-label-stack 3131 17

path 4 next-hop 12.12.4.2 out-label-stack 3131 17

show running-config mpls static all

switch# show running-config mpls static all

ICommand: show running-config mpls static all
ITime: Mon Aug 21 14:59:46 2017

version 7.0(3)17(1)

logging level mpls static 5

mpls static configuration

address-family ipv4 unicast

Isp 9 _label_stack_LPM

in-label 72000 allocate policy 71.200.11.0 255.255.255.0

forward

path 1 next-hop 27.1.32.4 out-label-stack 21901 29701 27401 24501 25801
Isp 9 label_stack LPM_01

in-label 72001 allocate policy 72.201.1.1 255.255.255.255

Isp DRV-01

in-label 71011 allocate policy 71.111.21.0 255.255.255.0
forward

path 1 next-hop 27.1.31.4 out-label-stack implicit-null
Isp DRV-02

in-label 71012 allocate policy 71.111.22.0 255.255.255.0
forward

path 1 next-hop 8.8.8.8 out-label-stack 28901

Isp DRV-03

switch# show forwarding mpls label 72000

slot 1

-------- R R
Local |Prefix |FEC |Next-Hop |Interface |Out

Label |Table Id |(Prefix/Tunnel id) | | |Label

-------- R R
72000 |Ox1 |71.200.11.0/24 |27.1.32.4 |Eth1/21 |21901 SWAP
I 1111 29701

I 1111 27401

I 111 | 24501

Il 111 | 25801

MPLS
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show forwarding [ipv4] adjacency mpls stats MPLS IPv4

Cisco Nexus 9200 9300-EX

show forwarding mpls label label stats [platform] | MPLS

show mpls forwarding statistics [interface type | MPLS
slot/port]

show mpls switching labels low-label-value MPLS
[high-label-value] [detail] 0 524286

show forwarding adjacency mpls stats

FEC next-hop interface tx packets tx bytes Label info

12.12.3.2 Vianl122 0 0 SWAP 3131 17
12.12.3.2 Vian122 0 0 SWAP 3132 16
12.12.4.2 Vian123 0 0 SWAP 3131 17
12.12.4.2 Vian123 0 0 SWAP 3132 16
12.12.1.2 Pol121 0 0 SWAP 3131 17
12.12.1.2 Pol121 0 0 SWAP 3132 16
12.12.2.2 Eth1/51 0 0 SWAP 3131 17
12.12.2.2 Eth1/51 0 0 SWAP 3132 16
show forwarding mpls label 8100 stats
slot 1
-------- Ry
Local |Prefix | FEC | Next-Hop | Interface |Out
Label |Table Id | (Prefix/Tunnel id) | | |Label
-------- Ry
8100 [ox1 |25.25.0.0/16 [12.12.1.2 |Po121 3131
SWAP
| | | | | 17
" ]Ox1 ]25.25.0.0/16 ]12.12.2.2 |Eth1/51 |3131
SWAP
| | | | | 17
" Jox1 |25.25.0.0/16 [12.12.3.2 [Vlan122 [3131
SWAP
| | | | | 17
" Jox1 |25.25.0.0/16 [12.12.4.2 [Vlan123 [3131
SWAP
| | | | | 17
Input Pkts : 126906012 Input Bytes : 64975876096
SWAP Output Pkts: 126959183 SWAP Output Bytes: 65764550340
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TUNNEL Output Pkts: 126959053 TUNNEL Output Bytes: 66272319384

show mpls forwarding statistics

MPLS software forwarding stats summary:

Packets/Bytes sent : 0/0
Packets/Bytes received : 0/0
Packets/Bytes forwarded : 0/0
Packets/Bytes originated : 0/0
Packets/Bytes consumed : 0/0

Packets/Bytes input dropped : 0/0
Packets/Bytes output dropped : 0/0

MPLS

MPLS

clear forwarding [ipv4] adjacency mpls stats MPLS IPv4

clear forwarding mpls stats MPLS

clear mpls forwarding statistics MPLS

clear mpls switching label statistics [interface | MPLS
type slot/port]

MPLS

incoming-label  out-label-stack
MPLS

switch(config-if)# mpls static configuration

switch(config-mpls-static)# address-family ipv4 unicast

switch(config-mpls-static-af)# Isp LI_TEST1

switch(config-mpls-static-Isp)# in-label 8100 allocate policy 25.25.0.0/16
switch(config-mpls-static-Isp-inlabel)# forward
switch(config-mpls-static-Isp-inlabel-forw)# path 1 next-hop 12.12.1.2 out-label-stack
3131 17

switch(config-mpls-static-Isp-inlabel-forw)# path 2 next-hop 12.12.2.2 out-label-stack
3131 17

switch(config-mpls-static-Isp-inlabel-forw)# path 3 next-hop 12.12.3.2 out-label-stack
3131 17

switch(config-mpls-static-Isp-inlabel-forw)# path 4 next-hop 12.12.4.2 out-label-stack
3131 17

next-hop

no path 1
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Isp
no Isp LI_TEST1

incoming-label  out-label-stack MPLS

switch(config-if)# mpls static configuration

switch(config-mpls-static)# address-family ipv4 unicast
switch(config-mpls-static-af)# Isp LI1_TEST1

switch(config-mpls-static-Isp)# in-label 8200 allocate
switch(config-mpls-static-Isp-inlabel)# forward
switch(config-mpls-static-Isp-inlabel-forw)# path 1 next-hop 12.12.3.2 out-label-stack
3132 16

switch(config-mpls-static-Isp-inlabel-forw)# path 2 next-hop 12.12.4_2 out-label-stack
3132 16

switch(config-mpls-static-Isp-inlabel-forw)# path 3 next-hop 12.12.1.2 out-label-stack
3132 16

switch(config-mpls-static-Isp-inlabel-forw)# path 4 next-hop 12.12.2.2 out-label-stack
3132 16
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VPN
« MPLS Quality of Service QoS 35
* MPLS
* MPLS QoS 39
48
* MPLS QoS 49
MPLS Quality of Service QoS
MPLS QoS
QoS
* MPLS QoS 35
* MPLS QoS 36
MPLS QoS
MPLS QoS
QoS
MPLS
EXP
« Diffserv DSCP
Cisco Nexus 9000 NX-0S

MPLS

38

MPLS
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« IPv4
« IPv6
. E-LSP

EXP
EXP

* EXP

EXP

MPLS EXP

* MPLS

3 MPLS EXP

MPLS QoS

QoS

MPLS
MPLSEXP

MPLSEXP

. Cisco Nexus 9000 NX-0S

ToS

IPv6

LSP 1
MPLS

QoS

EXP

3 DSCP

EXP

IP precedence

MPLS QoS

IP precedence

QoS
LSP 8
Per Hop Behavior
DSCP
IP DSCP

MPLS EXP

MPLS QoS

10.6(x)

MPLS QoS |

MPLS
QoS

EXP

DSCP

DSCP
MPLS EXP

MPLS
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MPLS QoS

MPLS QoS

DSCP

MPLS EXP

IP

IP precedence
MPLS EXP

QoS

DiffServ

DiffServ MPLS

IP

MPLS EXP
DSCP
IP DSCP

DSCP

Cisco Nexus

* Cisco Nexus 9300-FX/FX2/FX3/GX/GX2

* Cisco Nexus 9500-EX/FX/GX

* Cisco Nexus 9800

Cisco Nexus 9000

NX-0S

MPLS EXP

DSCP

DSCP

MPLS EXP
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\)

Cisco Nexus 9500-R

SR Traceroute
SR traceroute MPLS

TTL
TTL IP
SR traceroute
TTL IP
MPLS
IP DSCP
Uniform to Pipe Pipe to Uniform
switch(config)#mpls qos pipe-mode
no
“
Cisco Nexus 9500-R
MPLS /

Pipe-mode SR traceroute
MPLS Quality of Service QoS

* QoS topmost set mpls CLI

* MPLS QoS

* L3 EVPN - mpls-in-policy

* MPLS EXP QoS

* EXP

EXP
MPLS LSR ECN
N9K-X9700-EX NIK-X9700-FX

Cisco Nexus 9500
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. LER EXP
DSCP
N LER MPLS L3
EVPN
MPLS-Default
. ECN
« Cisco NX-0S 9.3(1) MPLS QoS
MPLS EXP
« Cisco NX-0S 9.3(5) MPLS QoS  Cisco Nexus 9364C-GX Cisco Nexus
9316D-GX Cisco Nexus 93600CD-GX
* PFC MPLS QoS VXLAN MPLS DCI
clear queuing burst-detect
. PE srdecap RACL
. EXP PE
EXP 7
MPLS QoS
S
Cisco NX-0S Cisco 10S
MPLS
MPLS
MPLS LSR
Differentiated Services Code Point DSCP QoS
match dscp
no
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QoS DSCP
EXP (encap )
* MPLS
. VDC switch to vdc
configure terminal
switch# configure terminal
switch(config)#
[no] class-map type qos class-map-name
switch(config)# class-map type gos
Classl
switch(config-cmap-qos)#
[no] match [not] dscp dscp-list DSCP
MPLS DSCP
switch(config)#
switch(config-cmap-qos)# match dscp
2-4
« dscp-list
63
MPLS
EXP
QoS set mpls experimental
imposition no
NX-0S 10.6(x)
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configure terminal

switch# configure terminal
switch(config)#

[no] policy-map type qos
policy-map-name

switch(config)# policy-map type qos
pmapl
switch(config-pmap-qos)#

class class-name

switch(config-pmap-qos)# class Classl

set mpls experimental imposition
exp_imposition_name

switch(config)#
switch(config-pmap-qos)# set mpls
experimental imposition 2

MPLS EXP 0

set qos-group group-number

switch(config-cmap-qos)# set qos-group
1

gos-group

police cir burst-in-msec bc
conform-burst-in-msec  conform-action
conformraction violate-action
violate-action

switch(config-pmap-qos)# police cir
100 mbps bc 200 ms conform transmit
violate drop

interface type sot/port

switch(config)# interface ethernet 2/2
switch(config-if)#

VC
VC
VC

Cisco Nexus 9000 NX-0S
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8 | service-policy type qos input
policy-map-name VC

switch(config-if)# service-policy type VC
gos input pmapl VC
switch(config-if)#

MPLS

MPLS

MPLS Transit LSR

MPLS EXP
QoS set mpls experimental topmost
no

1 | configure terminal

switch# configure terminal
switch(config)#

2 |[no] class-map type qos class-map-name

switch(config)# class-map type gos
Classl
switch(config-cmap-qos)#

3 |[no] match [not] mpls experimental MPLS EXP
topmost exp-list MPLS

MPLS 3
switch(config)# EXP
switch(config-cmap-qos)# match mpls
experimental topmost 2, 4-7

* exp-list
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MPLS

service-policy type qos input pmapl

no

EXP

configure terminal

switch# configure terminal
switch(config)#

[no] policy-map type qos
policy-map-name

switch(config)# policy-map type qos
Classl
switch(config-pmap-qos)#

class class-name

switch(config-pmap-qos)# class Classl

set mpls experimental imposition
exp_imposition_name

switch(config)#
switch(config-pmap-qos)# set mpls
experimental imposition 2

MPLS EXP

set qos-group group-number

switch(config-pmap-qos)# set qos-group
1

gos-group

police cir burst-in-msec bc
conform-burst-in-msec  conform-action
conform-action violate-action
violate-action

switch(config-pmap-qos)# police cir
100 mbps bc 200 ms conform transmit
violate drop

drop

LSR

Cisco Nexus 9000 NX-0S
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interface type sot/port

switch(config)# interface ethernet 2/2
switch(config-if)#

VC
VC
VC

service-policy type qos input

policy-map-name VC
switch(config-if ice- i vC
g-if)# service-policy type
gos input pmapl VC
switch(config-if)#
MPLS
MPLS LSR
SR MPLS Differentiated Services Code Point
DSCP
configure terminal
switch# configure terminal
switch(config)#
[no] class-map type qos class-map-name
switch(config)# class-map type qos
Classl
switch(config-cmap-qos)#
[no] match [not] dscp dscp-list DSCP
MPLS DSCP
switch(config)#
switch(config-cmap-qos)# match dscp
2-4
NX-0S 10.6(x)
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MPLS

LSR

* dscp-list

63

MPLS LSR -

EVPN

default-mpls-in-policy

no

1 | configure terminal

switch# configure terminal
switch(config)#

[no] system qos

switch(config)# system gos
switch(config-sys-qos)#

QoS

[no] service-policy type qos input
default-mpls-in-policy

switch(config-sys-qos)# service-policy
type qos input default-mpls-in-policy

SRL3EVPN MPLS

default-mpls-in-policy

service-policy type gos input default-mpls-in-policy

MPLS

policy-map type qos default-mpls-in-policy

class
set
class
set
class
set
class
set
class
set
class
set
class
set
class

c-dflt-mpls-gosgrpl
gos-group 1
c-dflt-mpls-gosgrp2
gos-group 2
c-dflt-mpls-gosgrp3
qos-group 3
c-dflt-mpls-gosgrp4
gos-group 4
c-dflt-mpls-gosgrp5
qgos-group 5
c-dflt-mpls-gosgrp6
qgos-group 6
c-dflt-mpls-gosgrp7
gos-group 7
class-default

Cisco Nexus 9000 NX-0S
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MPLS-in-Policy

set gos-group O

class-map type qos match-any c-dflt-mpls-qosgrpl
Description: This is an ingress default qos class-map that classify traffic with prec
1
match precedence 1

class-map type qos match-any c-dflt-mpls-qosgrp2

Description: This is an ingress default qos class-map that classify traffic with prec
2

match precedence 2

class-map type qos match-any c-dflt-mpls-qosgrp3

Description: This is an ingress default qos class-map that classify traffic with prec
3

match precedence 3

class-map type qos match-any c-dflt-mpls-qosgrp4

Description: This is an ingress default qos class-map that classify traffic with prec
4

match precedence 4

class-map type qos match-any c-dflt-mpls-qosgrp5

Description: This is an ingress default qos class-map that classify traffic with prec
5

match precedence 5

class-map type qos match-any c-dflt-mpls-qosgrp6

Description: This is an ingress default qos class-map that classify traffic with prec
6

match precedence 6

class-map type qos match-any c-dflt-mpls-qosgrp7

Description: This is an ingress default qos class-map that classify traffic with prec
7

match precedence 7

MPLS-in-Policy

mpls-in-policy QoS
gos-group  vlan-cos

class-map type qos match-all prec-1
match precedence 1
class-map type qos match-all prec-2
match precedence 2

policy-map type qos test-mpls-in-policy
class prec-1
set gos-group 3
class prec-2
set gos-group 4
system qos
service-policy type qos input test-mpls-in-policy

. Cisco Nexus 9000 NX-0S 10.6(x)
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mpls-in-policy

MPLS LSR

service-policy type gos input pmapl
no

SR L3 EVPN MPLS

1 | configure terminal

switch# configure terminal
switch(config)#

2 | [no] policy-map type qos
class-map-name

switch(config)# policy-map type qos
Classl
switch(config-pmap-qos)#

3 | policy policy-name

switch(config-pmap-qos)# class Classl

4 |set dscp dscp-value dscp

switch(config-pmap-qos)# set dscp 4

5 | set qos-group group-number (os-group

switch(config-pmap-qos)# set qos-group
1

Cisco Nexus 9000 NX-0S 10.6(x) .
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6 | [no] police cir burst-in-msec bc
conform-burst-in-msec  conform-action
conform-action violate-action
violate-action

switch(config-pmap-qos)# police cir
100 mbps bc 200 ms conform transmit
violate drop

7 | interface type slot/port

switch(config)# interface ethernet 2/2
switch(config-if)#

8 | [no] service-policy type qos input
policy-map-name VC

switch(config-if)# service-policy type VC
qos input pmapl VC
switch(config-if)#

WRED

QoS

no

set qos-group

1 | configure terminal

switch# configure terminal
switch(config)#

. Cisco Nexus 9000 NX-0S 10.6(x)
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2 | [no] policy-map type qos
class-map-name

switch(config)# class-map type qos
Classl
switch(config-cmap-qos)#

3 |class class-name

switch(config-cmap-qos)# class Classl

4 |set qos-group Qos_group_number QoS

switch(config-pmap-c-qos)# set
gos-group

MPLS QoS

MPLS QoS

show hardware internal forwarding table utilization MAX
Used

show class-map

show policy-map system type gos input

EVPN

show policy-map type gos interface interface

Cisco Nexus 9000 NX-0S 10.6(x) .
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MPLS QoS

show policy-map type qos <pmap name>

show queuing interface

Service-policy (qos) input:

EVPN

switch# show policy-map system type gos input

default-mpls-in-policy

Class-map (qos): c-dflt-mpls-qosgrpl (match-any)

Slot 3
2775483 packets
Aggregate forwarded :
2775483 packets
Match: precedence 1
set gos-group 1

Class-map (qos): c-dflt-mpls-qosgrp2 (match-any)

Slot 3
2775549 packets
Aggregate forwarded :
2775549 packets
Match: precedence 2
set gos-group 2

Class-map (qos): c-dflt-mpls-qosgrp3 (match-any)

Slot 2
2777189 packets
Aggregate forwarded :
2777189 packets
Match: precedence 3
set gos-group 3

Class-map (qos): c-dflt-mpls-qosgrp4 (match-any)

Slot 3
2775688 packets
Aggregate forwarded :
2775688 packets
Match: precedence 4
set gos-group 4

Class-map (qos): c-dflt-mpls-qosgrp5 (match-any)

Slot 3
2775756 packets
Aggregate forwarded :
2775756 packets
Match: precedence 5
set gos-group 5

. Cisco Nexus 9000 NX-0S
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Class-map (qos): c-dflt-mpls-gosgrp6 (match-any)

Slot 3
2775824 packets
Aggregate forwarded :
2775824 packets
Match: precedence 6
set gos-group 6

Class-map (qos): c-dflt-mpls-gosgrp7 (match-any)

Slot 3
2775892 packets
Aggregate forwarded :
2775892 packets
Match: precedence 7
set gos-group 7

Class-map (qos): class-default (match-any)

Slot 3
2775962 packets
Aggregate forwarded :
2775962 packets
set gos-group O

Cisco Nexus 9000 NX-0S 10.6(x) .
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* MVPN
* BGP

* MVPN
* MVPN
* MVPN
* MVPN
* MVPN

MVPN

VPN

VPN

VPN

MVPN
MVPN

Cisco Nexus 9000 NX-0S

MVPN

53
- MVPN 57
57
58
59
59
68

MVPN

3 VPN
3VPN

MPLS
VRF

VPN
VPN

3VPN

10.6(x) .
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VPN

MVPN

MPLS MVPN

MVPNs

MVRF

VPN

CE

MVPN
MDT

MVPN

MDT VPN

PE

. Cisco Nexus 9000

MDT

NX-0S

MVPN

ISP
MVPNs
PE CE
VPN
MVRF
MDT PE
PE
MDT
VPN
San Jose New York Dallas
San Jose
3
Houston
MDT P1 P2 P3
PE4
San Jose
MDT
10.6(x)
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Multicast Local multicast

sender recipient

m

.

o
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-
m
i |
m
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Customer 1 PE1
San Jose Site

CE4 A)ustomerE
Houston Site

New York
PE

PE
CEla

Cisco Nexus 9000

PE2 Customer 1

e MNew York Site

™,
MPLS Core | < PIM (ASM/SSM)

in Core

r/.
f

Customer 1 CE3

Dallas Site &
g
New York
MDT
PE1
PE
CE
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3 MDT
~ 3. PE1 receives join }I:‘ 1
A request and asks Sile
CE1ato begin
sending data =
. _ /,
| MPLS Core
P|:4 7
\FI:a il
CE CEla PE PE1
PE PE1 MDT
PE1 MDT MDT MDT
3 MDT
PE2
PE2 MDT MDT
MDT MDT
PE MDT
PE PIM P PIM
VPN / MVRF
MVRF
MVRF
MVRF
MVRF MVRF 1
MVPNs
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BGP

BGP - MVPN B

- MVPN

PIM-SM PIM Source Specific Multicast PIM-SSM MDT
PE PE MDT
PE S,G PE
RP PE
MDT BGP
BGP MDT SAFI MVPNs BGP
IPv4 MDT SAFI

*AFI=1

* SAFI = 66
Cisco NX-OS BGP MDT SAFI PE MDT

PIM RD RD type0 BGP PIM
MDT
address-family ipv4 mdt BGP MDT SAFI
BGP MDT SAFI
MDT SAFI VPNv4
BGP MVPNs

MVPN

. MPLS LDP

PE MPLS
PE VPNv4 BGP
* MPLS MPLS

Cisco Nexus 9000
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B we

MVPN

MVPN
* MVPN Cisco NX-OS 9.3(3)
* MVPN -R/-RX NIK-X96136YC-R
Nexus 9500

. BFD

MTI
. BGP MVPN

mdt source BGP
* MVPN 16 MDT
* MVPN MDT SAFI
. VPNv4 BGP iBGP
«MDT MTU MVPN
MTU

* MTU 1500 - IP = 1476

* MTU 9216 - IP =9192
. MVPN copp-system-p-class-12-default CoPP

CoPP
* MDT
«vPC MVPN
. PE RP CE
MDT MDT
PE

. MDT
* PE P /PE SVI
« MVPN Cisco Nexus 9.3(3)

. Cisco Nexus 9000 NX-0S 10.6(x)
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o MTI

« Cisco Nexus 9.3(3)

* VRF MTU

MTI

. MTI TX

MTI RX

MVPN

2: MVPN

Cisco Nexus 9.3(3)

ASIC 40G

MVPN B

VRF MDT MTU

MDTMTU

mdt default address

mdt enforce-bgp-mdt-safi

mdt source

mdt ip pim hello-interval interval

30000

mdt ip pim jp-interval interval

60000

mdt default asm-use-shared-tree

MVPN

CiscoNX-0S

MVPN

MVPN TCAM

ing-mvpn

switch# show hardware access-list tcam region | i ing-mvpn

Ingress mVPN [ing-mvpn] size = 10

switch#

10
TCAM

Cisco Nexus 9000
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TCAM 10 TCAM 10

switch (config)# hardware access-list tcam region ing-mvpn 10

WARNING: On module 2,

WARNING: On module 4,

Warning: Please reload all linecards for the configuration to take effect
switch (config)#

MVPN

Cisco NX-0OS 9.3(3) Cisco Nexus 9500-R MVPN
« install feature-set mpls feature-set mpls MPLS
*« MPLS LDP router-id force
ID
LDP

1 | configure terminal

switch#configure terminal
switch(config)#

2 | feature bgp BGP

switch(config)#feature bgp

3 | feature pim PIM

switch(config)#feature pim

4 | feature mvpn MVPN

switch(config)#feature mvpn

. Cisco Nexus 9000 NX-0S 10.6(x)
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PIM B

5 | feature mpls I3vpn

switch(config)#feature mpls 13vpn

MPLS

3 VPN

6 | feature mpls Idp

switch(config)#feature mpls Idp

MPLS

LDP
LDP
router-id force

PIM

PIM
PIM

IP PIM RP

PE

BGP
PIM

1 | configure terminal

switch#configure terminal
switch(config)#

2 | ip pim sparse-mode

switch(config)#ip pim sparse-mode

PIM

VRF MDT

VRF MDT
MDT VPN
IP BGP
Cisco Nexus 9000 NX-0S
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MVPN

configure terminal

switch#configure terminal
switch(config)#

vrf context VRF_NAME

switch(config)#vrf context vrfl

VRF

mdt default address

switch(config)#mdt default 232.0.0.1

VRF

MDTs

address

VRF  MDT SAFI

VRF  MDT

MDT SAFI

SAFI

MDT

configure terminal

switch#configure terminal
switch(config)#

vrf context VRF_NAME

switch(config)#vrf context vrfl
switch(config-vr)#

VRF

. Cisco Nexus 9000

no mdt enforce-bgp-mdt-safi

NX-0S

MDT SAFI

Multicast ASM

10.6(x)
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MVPN

BGP MDT B
switch(config-vrf)#no mdt MDT
enforce-bgp-mdt-safi

*,G
S,G ASM
no
VRF MDT SAFI
PE MDT MVPN  MDT
MDT address-family ipv4
mdt MDT BGP MDT Subaddress
Family Identifier SAFI PIM PE MDT
MVPN MDT CE
VPN PE MPLS BGP
1 |configure terminal
switch#configure terminal
switch(config)#
2 | feature bgp as-number
BGP
switch(config)#feature bgp 65635
3 | vrfcontext VRF_NAME vrf-name VPN
VRF
switch(config)#vrf context vpnl
switch(config-vrf)# vrf-name 32

Cisco Nexus 9000 NX-0S
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MVPN

rd route-distinguisher

VRF  vrf-name
route-distinguisher

switch(config-vrf)#rd 1.2.1 8 1Pv4
VPN IPv4
RD
* 16 32 AS
:32 1.2:3
* 32 IP :16
192.0.2.1:1
address-family ipv4 unicast IPV4
switch(config-vrf)#address-family
ipv4unicast
switch(config-vrf-af)#
route-target import VRE
route-target-ext-community import
VPN

switch(config-vrf-af)# route-target
import 1.0.1

route-target-ext-community

VRF

route-target-ext-community

. Cisco Nexus 9000

* 16 32 AS
132 1.2:3
« 32 IP 16
192.0.2.1:1
route-target export VRF
route-target-ext-community export
VPN

switch(config-vrf-af)# route-target
export 1.0.1

NX-0S

route-target-ext-community

10.6(x)
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MVPN

BGP MDT B

VRF
route-target-ext-community

* 16 32 AS
32 1.2:3

* 32 IP 16
192.0.2.1:1

router bgp as-number

switch(config)#router bgp 1.1
switch(config-router)#

BGP

as-number
BGP

AS 16 32
16
10 16 10
XX.XX

address-family ipv4 mdt

switch(config-router)#address-family
ipv4 mdt

IPv4d MDT

10

address-family {vpn4} [unicast]

switch(config-router-af)#
address-family vpnv4
switch(config-router-af)#

VPNv4
VPNv6
BGP
unicast
VPNv4
VPNv6

11

address-family {ipv4} unicast

switch(config-router-af)#
address-family ipv4 unicast
switch(config-router-af)#

IPv4 VPNvV6

12

neighbor neighbor-address

Cisco Nexus 9000 NX-0S

106 [



MDT
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switch(config-switch-af)# neighbor
192.168.1.1
13 | update source interface loopbackl
switch(config-switch-neighbor)#
update-source loopback 1
14 |address-family ipv4 mdt
IPMDT
switch(config-router-neighbor)#
address-family ipv4 mdt
15 |send-community extended BGP
swirtch(config-router-neighbor-af)#send-comunity
extended
16 | show bgp {ipv4} unicast neighbors BGP
VrfVRF_NAME vrf-name 32
switch(config-router-neighbor-af)#sho
bgp ipv4 unicast neighbors vrf vpnl
17 |copy running-config startup-config
switch(config-router-neighbor-af)#copy|
running-config startup-config
MDT MDT
IP PE
VRF MDT MDT
MDT VRF MDT
1 | configure terminal
NX-0S 10.6(x)
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MVPN

MVPN B

switch#configure terminal

225.1.1.1/32 route-map test

switch(config-vrf)# mdt data

switch(config)#

2 | vrf context VRF_NAME VRF
VRF

switch#ip vrf vrfl VPN
3 | mdt data prefix [immediate-switch]

[route-map policy-name] )

* prefix MDT
switch(config-vrf)# mdt data
225.1.1.1/32 immediate-switch route-map
test « policy-name MDT

immediate-switch

4 | exit

switch(config)#exit

MVPN

3: MVPN

show interface

show ip mroute vrf

show ip pim event-history mvpn

MVPN

show ip pim mdt

MVPN

MTI

Cisco Nexus 9000 NX-0S
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show ip pim mdt receive vrf vrf-name MDT
MDT

show ip pim mdt send vrf vrf-name MDT
MDT

show ip pim neighbor PIM

show ip route detail

show mvpn bgp mdt-safi MVPN BGP MDT SAFI
show mvpn mdt encap vrf vrf MVPN

vif  MVPN
show mvpn mdt route MDT

VRF

show routing [ip] multicast mdt encap MRIB

vrf  MVPN

MVPN 2

vrf context vpnl

ip pim rp-address 10.10.1.2 -list 224.0.0.0/8

ip pim ssm range 232.0.0.0/8

rd auto

mdt default 232.1.1.1

mdt source loopbackl

mdt data 225.122.111.0/24 immediate-switch
vrf context vpn4

ip pim rp-address 10.10.4.2 -list 224.0.0.0/8

. Cisco Nexus 9000 NX-0S 10.6(x)
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MVPN B

ip pim ssm range 232.0.0.0/8

mdt default 235.1.1.1

mdt asm-use-shared-tree
ip pim rp-address 10.11.0.2 -list 224.0.0.0/8
p pim rp-address 10.11.0.4 -list 235.0.0.0/8
ip pim ssm range 232.0.0.0/8

blue VRF VPN
VPN VRF  MDT 10.1.1.1 MDT
10.1.2.0 0.0.0.3

Vrf context blue
mdt data 225.122.111.0/24 immediate-switch

Cisco Nexus 9000 NX-0S 10.6(x) .
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Configuring MPLS Layer 3 VPNs

Cisco Nexus 9508

3 VPN
* MPLS 3 VPNs 73
* MPLS 3 VPNs 77
* MPLS 3 VPNs 77
* MPLS 3 VPNs 80

» Configuring MPLS Layer 3 VPNs 80

MPLS 3 VPNs

MPLS 3 VPN MPLS
1
2 1 PE

* MPLS 3 VPN

* MPLS 3 VPN

* MPLS 3 VPN

« MPLS VPN OSPF
MPLS 3 VPN

3
Cisco Nexus 9000 NX-0S

MPLS

CE

106 [



B ves 3VPN

MPLS

MPLS

4:MPLS

MPLS

MPLS 3 VPN

MPLS

. Cisco Nexus 9000

MPLS 3vpNs |

MPLS VPN
3 VPN
P P
VPN PE
MPLS
PE
VPN PE
CE
CE PE
CE PE
3 VPN
_ /._,-—— o Ty
Cuslomer Sit

R
T — Provider Edge

er Edge
e % % (PE) device

3 VPN MPLS PE
VPN
MP-BGP PE
3 VPN
VPN 3
NX-0S 10.6(x)
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3VPNs

1. VPN
3 VPN
VPN
2. VPN
VPN
3. MPLS
1 1
5-
Spoke
CE1

VPN
VPN
PE BGP
VRF
PE BGP
MPLS VPN
VPN
VPNs
VPNs 1
VRF
PE
1 VRF
8 S Spoke SDUI.‘-‘F
e ~—_ e é
/ VPN Care )
&1 Hub ]
s PE3 #

N o
VRF 2hub % VRF 2spokes
@PE3 Y @PE3
ToHub [ Hub | To Spoke
l | cE3 'IT

Cisco Nexus 9000 NX-0S

PE

BGP
VPN

VRF

VPNs

PE
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B vesven OSPF
. VRF 2hub
* VRF 2spoke CE
IGP
PE-CE
VRF 2spoke
PE CE eBGP
AS
PE VPN
CE AS
MPLS VPN OSPF
VPN
PE
OSPF
MPLS VPN  OSPF
* MPLS VPN
OSPF
VPN
* MPLSVPN
OSPF OSPF
VPN
OSPF VPN

NX-0S

. Cisco Nexus 9000

3VPNs |

MPLS
2 VRF PE
CE
BGP eBGP
VRF 2hub PE
CE
PE  VRF 2spoke
PE
PE VRF 2spoke
AS
PE VRF2spoke
MPLS VPN Open Shortest Path First  OSPF
CE
OSPF
VPN MPLS VPN
MPLS VPN
MPLS VPN
MPLS VPN
10.6(x)
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MPLS 3VPNs B
,f'_'/- s 7y f"'_/___ .
& Area 1 ) " Areat Ny
\_\ - oy T
== .
/’J \ - -\i\
I MPLS VPN y
T @ Backbone ) % Blage '."I
(" Area0 @ b @ =
i i
s e “'@ .’fJ Area 0 \,
( Awea3 , b TR
Pt
OSPF PE CE VPN
VPN
VRF VPN PE
VPN CE
VPN PE
MPLS VPN OSPF VPN
OSPF MPLS VPN
BGP ID BGP
PE
BGP OSPF PE-CE
LSA VPN VPN
OSPF
MPLS 3 VPNs
. MPLS LDP
PE MPLS
« MPLS MPLS
MPLS 3 VPNs
MPLS 3 VPNs
Cisco Nexus 9000 NX-0S
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B ves 3VPNs

» Cisco Nexus 3600-R NIK-X9636C-RX NIK-X9636C-R
NIK-X96136YC-R NIK-X9636Q-R Cisco Nexus
9504 9508 MPLS 3VPN LDP

* MPLSIP

. MPLS IP

VPN
PE CE MPLS IP

* N9K-X9636C-R N9K-X9636Q-R Cisco Nexus 9508

uRPF

«-R Cisco Nexus 9500

RACL RACL
OSPF
*-R Cisco Nexus 9500 SUP
NULL
NULL
* 500K -R

Cisco Nexus 9500

*-R Cisco Nexus 9500 ARP
64K MAC 64K
ECMP
« MPLS NULL
« MPLS 3 VPN CE-PE
* BGP IPv4 IPv6
. EIGRP IPv4

* Open Shortest Path First OSPFv2

. RIPv2

. set

. Cisco Nexus 9000 NX-0S 10.6(x)
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MPLS 3VPNs B
iBGP eBGP BGP
MRAI
EIGRP BGP EIGRP
BGP EIGRP
EIGRP
BGP EIGRP
MPLS 3 VPN M3
PE CE OSPF VPN
OSPF
PE OSPF BGP
BGP OSPF
MPLS RSVP NI9K-X9636C-R NI9K-X9636Q-R
Cisco Nexus 9508
Cisco NX-0S 9.3(1) BGP (POI)
NX-OS RPM BGP HMM
ID 128 129
BGP VPNv4 EIGRP ID
128 129
URIB ID
EIGRP URIB
URIB iBGP
EIGRP
ID 128 129
URIB
RACL e-RACL TCAM MPLS ECMP Cisco
Nexus N9K-X9636C-RX MPLS ECMP hardware profile mpls
extended-ecmp e-RACL TCAM 0
Cisco NX-OS 10.3(1) RX hardware profile
mpls extended-ecmp 21504 RACL TCAM
hardware access-list tcam region racl RACL
TCAM MPLS ECMP
MPLS VPN VRF 2,000 IPv4  IPV6
Cisco Nexus 9000 NX-0S
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B ves 3VPNs
MPLS 3 VPNS
4: MPLS 3VPN
L3VPN
L3VPN SNMP
allowas-in 0
disable-peer-as-check
Configuring MPLS Layer 3 VPNs
OSPF ID
VRF OSPF domain_ID OSPF Cisco NX-0S
domain_ID PE
CE BGP
. OSPF domain_ID
* OSPF OSPF ID
ID Cisco NX-OS RFC 4577
S
OSPF domain_ID MPLS L3VPN
PE CE OSPF
ID NX-0S OSPF BGP
BGP PE CE OSPF
* OSPF ID 80
* OSPF 1D 81
NX-0S 10.6(x)
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OSPF

OSPF

3VPNs

OSPF B

* OSPF 81

MPLS

NX-OS PE CE BGP OSPF

OSPFv2

1 | configure terminal

switch-1# configure terminal

Enter configuration commands, one per
line. End with CNTL/Z.

switch-1(config)#

2 | router ospf process-tag OSPF

switch-1(config)# router ospf 101
switch-1(config-router)# 20

3 | vrf vrf-name OSPF VRE
VRF VRF

switch-1(config-router)# vrf

pubstest
switch-1(config-router-vrf)#

4 | ospf domain-tag as-number

AS 0
2147483647

switch-1(config-router-vrf)# domain-tag
9999

nxosv2(config-router-vrf)#

ID

VRF
BGP

OSPF domain_ID CE PE OSPF

no domain-id

Cisco Nexus 9000 NX-0S 10.6(x) .
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OSPFv2

configure terminal

switch-1# configure terminal

Enter configuration commands, one per
line. End with CNTL/Z.

switch-1(config)#

router ospf process-tag

switch-1(config)# router ospf 101
switch-1(config-router)#

OSPF

20

vrf vrf-name

switch-1(config-router)# vrf

pubstest
switch-1(config-router-vrf)#

OSPF VRF

VRF VRF

32

domain-id {id|type domain-type value
value | Null }

switch-1(config-router-vrf)# domain-id
19.0.2.0

domain_ID
*id 10
( :1.23.4)

* type 0005

* value
16 (
0x0005)

Null domain_ID

domain-id Null

. Cisco Nexus 9000
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MPLS

3VPNs

OSPFv2

MPLS

configure terminal

switch-1# configure terminal

Enter configuration commands, one per
line. End with CNTL/Z.

switch-1(config)#

router ospf process-tag

switch-1(config)# router ospf 101
switch-1(config-router)#

OSPF

20

vrf vrf-name

switch-1(config-router)# vrf pubstest
switch-1(config-router-vrf)#

OSPF VRF

VRF VRF

domain-id {id | type domain-type value
value| Null }

switch-1(config-router-vrf)# domain-id
19.0.2.0

domain_ID

3 VPN
MPLS

3 VPN

VPN

VPN

Cisco Nexus 9000 NX-0S
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B MPLS
« MPLS VPN
“
MPLS VPN
Cisco NX-0OS
BGP LDP
« MPLS 3 VPN BGP
MPLS
MPLS
* MPLS LDP
* MPLS RSVP
PE BGP
PE BGP
* BGP LDP
configure terminal
switch# configure terminal
switch(config)#
feature bgp BGP
switch(config)# feature bgp
switch(config)#
NX-0S 10.6(x)
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PE BGP B

3 |install feature-set mpls MPLS

switch(config)# install feature-set
mpls
switch(config)#

4 | feature-set mpls MPLS

switch(config)# feature-set mpls
switch(config)#

5 | feature mpls 13vpn MPLS 3 VPN

switch(config)# feature mpls 13vpn
switch(config)#

6 | router bgp as - number BGP

as-number
BGP

switch(config)# router bgp 1.1

AS
16 32
16 10
16 10 XX. XX

7 | router-id ip-address BGP ID
IP BGP

switch(config-router)# router-id
192.0.2.255 BGP

8 |neighbor ip-address remote-as iBGP
as-number ip-address

10 IP

switch(config-router)# neighbor
209.165.201.1 remote-as 1.1

switch(config-router-neighbor)#

9 |address-family { vpnv4 | vpnv6 } unicast
VPNv4

switch(config-router-neighbor)# VPNv6
address-family vpnv4 unicast BGP

Cisco Nexus 9000 NX-0S 10.6(x) .
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switch(config-router-neighbor-af)#

10

send-community extended

switch(config-router-neighbor-af)#
send-community extended

BGP

11

show bgp { vpnv4 | vpnv6 } unicast
neighbors

switch(config-router-neighbor-af)#
show bgp vpnv4 unicast neighbors

BGP

12

copy running-config startup-config

switch(config-router-vrf)# copy
running-config startup-config

MPLS VPN

BGP

VRF

PE

PE
VPN

VPN

VRF

VRF
IP

VPN

configure terminal

switch# configure terminal
switch(config)#

. Cisco Nexus 9000
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PE VRF B
switch(config)# install feature-set
mpls
switch(config)#
feature-set mpls MPLS
switch(config)# feature-set mpls
switch(config)#
feature-set mpls 13vpn MPLS 3 VPN
switch(config)# feature-set mpls 13vpn
switch(config)#
vrf context vrf-name VRE VRE
switch(config)# vrf context vpnl VPN
vrf-name 32
switch(config-vr)#
rd route-distinguisher
route-distinguisher 8
switch(config-vrf)# rd 1.2:1 1Pv4
VPN IPv4

switch(config-vr)# RD

* 16 32 AS

:32 1.2:3
* 32 IP 116
192.0.2.1:1

address-family { ipv4 | ipv6 } unicast IPv4
switch(config-vrf)# address-family
ipv4 unicast
switch(config-vrf-af-ipv4)#
route-target { import | export } VRE
route-target-ext-community }

* import
switch(config-vrf-af-ipv4)# VPN

route-target import 1.0:1

Cisco Nexus 9000 NX-0S
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PE VRF
* export
VPN
* route-target-ext-community
VRF
route-target-ext-community
* 16 32
AS :32
1.2:3
32 IP 116
192.0.2.1:1
9 | maximum routes max-routes [ threshold VRF
value ][ reinstall ]
max-routes 1 4294967295
switch(config-vrf-af-ipv4)# maximum 1 100
routes 10000
10 |import [ vrf default max-prefix ] map VRF
route-map
VRF
switch(config-vrf-af-ipv4)# import
vrf default map vpnl-route-map .
* max-prefix 1
2147483647
1000
* route-map VRF
63

Cisco Nexus 9000 NX-0S 10.6(x)
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VPN

PE VRF B

11

show vrf vrf-name

switch(config-vrf-af-ipv4)# show vrf
vpnl

VRF
vrf-name 32

12

copy running-config startup-config

switch(config-router-vrf)# copy
running-config startup-config

VPN PE

PE
VRF

VRF

configure terminal

switch# configure terminal
switch(config)#

interface type number

switch(config)# interface Ethernet 5/0

switch(config-if)#

* type

* number

vrf member vrf-name

switch(config-if)# vrf member vpnl

VRF
vrf-name VRF

show vrf vrf-name interface

switch(config-if)# show vrf vpnl
interface

Cisco Nexus 9000 NX-0S
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5 | copy running-config startup-config

switch(config-router-vrf)# copy
running-config startup-config

CE

CE
PE-to-CE

PE

1 configure terminal

switch# configure terminal
switch(config)#

2 | vrfcontext vrf-name

switch(config)# vrf context vpnl

switch(config-vr)#

VRF VRF

VPN
vrf-name

32

3 |{ip ipv6 } route prefix nexthop

switch(config-vrf)# ip route
192.0.2.1/28 ethernet 2/1

PE CE

prefix nexthop

* |IPv4 10

*|Pv6 16

4 | address-family { ipv4 | ipv6 } unicast

switch(config-vrf)# address-family
ipv4 unicast

switch(config-vrf-af)#

IPv4

. Cisco Nexus 9000 NX-0S
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PE CE

feature bgp as - number

switch(config-vrf-af)# feature bgp

switch(config)#

BGP

router bgp as- number

switch(config)# router bgp 1.1

BGP

BGP

16

16

as-number

AS
32
16 10
10 XX XX

vrf vrf-name

switch(config-router)# vrf vpnl

switch(config--router-vrf)#

BGP

vrf-name

VRF
32

address-family { ipv4 | ipv6 } unicast

switch(config-vrf)# address-family
ipv4 unicast

switch(config-vrf-af)#

1Pv4

redistribute static route-map map-name

switch(config-router-vrf-af)#
redistribute static route-map
StaticMap

BGP

63

10

redistribute direct route-map map-name

switch(config-router-vrf-af)#
redistribute direct route-map
StaticMap

BGP

63

11

show { ipv4 | ipv6 } route vrf vrf-name

Cisco Nexus 9000 NX-0S
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B s e CE
switch(config-router-vrf-af)# show ip|\,f.name 32
ipv4 route vrf vpnl
12 | copy running-config startup-config
switch(config-router-vrf)# copy
running-config startup-config
BGP PE CE

eBGP PE-to-CE PE

1 | configure terminal

switch# configure terminal
switch(config)#

2 | feature bgp BGP

switch(config)# feature bgp

switch(config)#

3 | router bgp as - number BGP

switch(config)# router bgp 1.1

switch(config-router)# as-number BGP
AS 16
32
16 10 16
10 XX XX
4 | vrf vrf-name BGP VRE
vrf-name 32

switch(config-router)# vrf vpnl

switch(config--router-vrf)#
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PE CE RIPv2

neighbor ip-addressremote-as as-number

switch(config-router)# neighbor
209.165.201.1 remote-as 1.1

switch(config-router-neighbor)#

iBGP
ip-address
10 IP
as-number

address-family { ipv4 | ipv6 } unicast

switch(config-vrf)# address-family ipv4
unicast

switch(config-vrf-af)#

IPv4
IPv6
BGP

show bgp { vpnv4 | vpnv6 } unicast
neighbors vrf vrf-name

switch(config-router-neighbor-af)# sho
bgp vpnv4 unicast neighbors

BGP

vrf-name 32

copy running-config startup-config

switch(config-router-vrf)# copy
running-config startup-config

PE CE RIPv2

RIP

PE-to-CE

PE

configure terminal

switch# configure terminal
switch(config)#

feature rip

switch(config)# feature rip

switch(config)#

RIP

router rip instance-tag

Cisco Nexus 9000 NX-0S
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switch(config)# router rip Testl inﬁance%ag

20

4 | vrf vrf-name RIP

vrf-name
switch(config-router)# vrf vpnl

switch(config--router-vrf)#

VRF
32

5 | address-family ipv4 unicast

switch(config-router-vrf)#
address-family ipv4 unicast

switch(config-router-vrf-af)#

6 | redistribute { bgp as | direct | { egrip | ospf 1
| rip } instance-tag | static } route-map
map-name vrf-name

as 16

switch(config-router-vrf-af)# show ip
rip vrf vpnl

16

32
16 10
10 XX. XX
instance-tag
20

7 |show ip rip vrf vrf-name RIP

switch(config-router-vrf-af)# show ip|vrf-name
rip vrf vpnl

32

8 | copy running-config startup-config

switch(config-router-vrf)# copy
running-config startup-config

PE CE OSPF

OSPFv2 PE-to-CE PE
OSPF
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PE CE

OSPF B

configure terminal

switch# configure terminal
switch(config)#

feature ospf

switch(config)# feature ospf

switch(config)#

OSPF

router ospf instance-tag

switch(config)# router ospf Testl

OSPF

instance-tag

20

vrf vrf-name

switch(config-router)# vrf vpnl

switch(config--router-vrf)#

VRF

vrf-name

32

area area-id sham-link source-address
destination-address

switch(config-router-vrf)# area 1
sham-link 10.2.1.1 10.2.1.2

PE

PE

OSPF

address-family { ipv4 | ipv6 } unicast

switch(config-router)# address-family|

ipv4 unicast

switch(config-router-vrf-af)#

redistribute { bgp as | direct | { egrip |
ospf | rip } instance-tag | static }
route-map map-name

Cisco Nexus 9000 NX-0S
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H - CE EIGRP
switch(config-router-vrf-af)# CE EIGRP
redistribute bgp 1.0 route-map BGPMap|
EIGRP BGP
BGP
- 63
8 autonomous-system as-number
switch(config-router-vrf-af)#
autonomous-system 1.3 as-number BGP
AS
16 32
16 10
16 10 XX.XX
9 |show ipegrip vrf vrf-name VRF EIGRP
switch(config-router-vrf-af)# show |vyrf-name 32
ipv4 eigrp vrf vpnl _
10 |copy running-config startup-config
switch(config-router-vrf)# copy
running-config startup-config
PE CE EIGRP
PE CE Enhanced Interior Gateway Routing Protocol EIGRP
MPLS BGP EIGRP
PE EIGRP BGP
VPN BGP iBGP

BGP
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PE CE EIGRP B

1 | configure terminal

switch# configure terminal
switch(config)#

2 | feature eigrp

switch(config)# feature eigrp
switch(config)#

EIGRP

3 | router eigrp instance-tag

switch(config)# router eigrp Testl

EIGRP

instance-tag 20

4 |vrf vrf-name

switch(config-router)# vrf vpnl
switch(config-router-vrf)#

VRF

vrf-name 32

5 | address-family ipv4 unicast

switch(config-router-vrf)#
address-family ipv4 unicast
switch(config-router-vrf-af)#

IPv4

6 | redistribute bgp as-number route-map
map-name

switch(config-router-vrf-af)#
redistribute bgp 235354 route-map
mtestl

AS 16
32
16 10 16
10 XX.XX
instance-tag 20

Cisco Nexus 9000 NX-0S
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switch(config-router-vrf-af)# show ip
rip vrf vpnl

copy running-config startup-config

switch(config-router-vrf)# copy
running-config startup-config

MPLS VPN BGP  PE-CE

PE-CE
PE

BGP MPLS
PE-CE

3 VPN
BGP

configure terminal

switch# configure terminal
switch(config)#

feature bgp

switch(config)# feature bgp
switch(config)#

BGP

router bgp instance-tag

switch(config)# router bgp 1.1
switch(config-router)#

BGP

as-number
BGP

AS 16 32
16
10 16 10
XX.XX

router id ip-address

switch(config-router)# router-id
192.0.2.255 1
switch(config-router)#

BGP ID
IP BGP

BGP
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router id ip-addressremote-as as-number

switch(config-router)# neighbor
209.165.201.1 remote-as 1.2
switch(config-router-neighbor)#

BGP
BGP
ip-address
10
IP as-number

update-source loopback [0] 1]

switch(config-router-neighbor)#
update-source loopback 0#

BGP

address-family { ipv4 | ipv6 } unicast

switch(config-router-neighbor)#
address-family vpnv4
switch(config-router-neighbor-af)#

VPNv4
VPNvV6
BGP
unicast
VPNv4
VPNv6

send-community extended

switch(config-router-neighbor-af)#
send-community extended

BGP

vrf vrf-name

switch(config-router-neighbor-af)#
vrf vpnl
switch(config-router-vr)#

VRF

vrf-name 32

10

address-family { ipv4 | ipv6 } unicast

switch(config-router-vr)#
address-family ipv4 unicast
switch(config-router-vrf-af)#

IPv4 VPNvV6

11

redistribute { direct | { egrip | ospfv3 |
ospfv3 |rip } instance-tag | static }
route-map map-name

switch(config-router-af-vrf)#
redistribute eigrp Test2 route-map
EigrpMap

Cisco Nexus 9000 NX-0S
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instance-tag 20
map-name 63

12 | show bgp {ipv4 | ipv6 } unicast vrf BGP
vrf-name vrf-name 32
switch(config-router--vrf-af)# show
bgp ipv4 unicast vrf vpnlvpnl

13 | copy running-config startup-config
switch(config-router-vrf)# copy
running-config startup-config

PE VRF
PE VRF

1 |configure terminal
switch# configure terminal
switch(config)#

2 |install feature-set mpls MPLS
switch(config)# install feature-set
mpls
switch(config)#

3 | feature-set mpls MPLS
switch(config)# feature-set mpls
switch(config)#

4 | feature-set mpls I3vpn MPLS 3 VPN
NX-0S 10.6(x)
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PE VRF B

switch(config)# feature-set mpls 13vpn
switch(config)#

vrf context vrf-hub VRF VRF
switch(config)# vrf context 2hub PE VPN
vrf-hub
switch(config-vr)# 32
rd route-distinguisher
route-distinguisher 8
switch(config-vrf)# rd 1.2:1 1Pv4
VPN IPv4
switch(config-vr)# RD
* 16 32 AS
:32 1.2:3
« 32 IP :16
192.0.2.1:1
address-family { ipv4 | ipv6 } unicast IPv4
switch(config-vrf)# address-family
ipv4 unicast
switch(config-vrf-af-ipv4)#
route-target { import | export } VRF
route-target-ext-community }
e import
switch(config-vrf-af-ipv4)#
route-target import 1.0:1
VPN
* export
VPN

Cisco Nexus 9000 NX-0S
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MPLS

VRF

route-target-ext-community

* 16
AS
1.2:3

* 32

32

:32

IP 116
192.0.2.1:1

vrf context vrf-spoke

switch(config-vrf-af-ipv4)# vrf
context 2spokes

switch(config-vr)#

VRF

PE

32

VRF

VPN
vrf-spoke

10

address-family { ipv4 | ipv6 } unicast

switch(config-vrf)# address-family
ipv4 unicast

switch(config-vrf-af-ipv4)#

1Pv4

11

. Cisco Nexus 9000

route-target { import | export }
route-target-ext-community }

switch(config-vrf-af-ipv4)#
route-target export 1:100

NX-0S

VRF

* VRF

import

VPN

export

VPN

route-target-ext-community

10.6(x)
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PE eBGP B
route-target-ext-community
* 16 32
AS 132
1.2:3
32 IP 116
192.0.2.1:1
12 | show running-config vrf vrf-name VRF
switch(config-vrf-af-ipv4)# show vrf-name 32
running-config vrf 2spokes
13 | copy running-config startup-config
switch(config-router-vrf)# copy
running-config startup-config
PE eBGP
eBGP PE-to-CE
)
CE BGP AS
* PE BGP as-override CE allowas-in
. ASN BGP ASN
PE disable-peer-as-check
Cisco Nexus 9000 NX-0S
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PE eBGP

1 |configure terminal

switch# configure terminal
switch(config)#

2 | feature-set mpls MPLS

switch(config)# feature-set mpls

3 |feature mpls 13vpn MPLS 3 VPN

switch(config)# feature mpls 13vpn

4 |feature bgp BGP

switch(config)# feature bgp
switch(config)#

5 | router bgp as- number BGP

switch(config)# router bgp 1.1
switch(config-router)#

as-number BGP
AS
16 32
16 10
16 10 XX.XX
6 |neighbor ip-address remote-as iBGP
as-number
* ip-address 10
switch(config-router)# neighbor IP
209.165.201.1 remote-as 1.2
switch(config-router-neighbor)#
* as-number
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PE eBGP B

7 |address-family { ipv4|ipv6 } unicast | |p
switch(config-router-vrf-neighbor)#
address-family ipv4 unicast
switch(config-router-neighbor-af)#

8 |send-community extended BGP
switch(config-router-neighbor-af)#
send-community extended

9 |vrf wvrf-hub VRF vrf-hub

32
switch(config-router-neighbor-af)#
vrf 2hub
switch(config-router-vrf)#

10 |neighbor ip-address remote-as BGP BGP
as-number VRF
switch(config-router-vrf)# neighbor -ip-address 10
33.0.0.33 1 remote-as 150
switch(config-router-vrf-neighbor)# IP

* as-number

11 |address-family {ipv4|ipv6 } unicast ||p
switch(config-router-vrf-neighbor)#
address-family ipv4 unicast
switch(config-router--vrf-neighbor-af)#

12 |as-override

AS BGP
- - - AS
switch(config-router-vrf-neighbor-af)#
as-override
* PE BGP as-override
. CE allowas-in

Cisco Nexus 9000 NX-0S
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CE eBGP

13 |vrf vrf-spoke VRE
vrf-spoke 32
switch(config-router-vrf-neighbor-af)#

vrf 2spokes
switch(config-router-vrf)#

14 |neighbor ip-address remote-as BGP BGP
as-number VRE

switch(config-router-vrf)# neighbor « ip-address 10
33.0.0.33 1 remote-as 150
switch(config-router-vrf-neighbor)# IP

* as-number

15 |address-family {ipv4|ipv6 } unicast

P

switch(config-router-vrf-neighbor)#
address-family ipv4 unicast
switch(config-router--vrf-neighbor-af)#

16 |allowas-in [ number ] ( ) AS AS

switch(config-router-vrf-neighbor-af)# \/VPN
allowas-in 3

PE
PE

17 |show running-config bgp wvrf-name BGP

switch(config-router-vrf-neighbor-af)#
show running-config bgp

18 |copy running-config startup-config

switch(config-router-vrf)# copy
running-config startup-config

CE eBGP
eBGP PE-to-CE
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CE eBGP B
S
CE BGP AS
* PE as-override CE allowas-in
- CE disable-peer-as-check
. BGP ASN
PE disable-peer-as-check

configure terminal

switch# configure terminal

switch(config)#

feature-set mpls MPLS

switch(config)# feature-set mpls

feature mpls 13vpn MPLS 3 VPN

switch(config)# feature mpls 13vpn

feature bgp BGP

switch(config)# feature bgp

switch(config)#

router bgp as - number BGP

switch(config)# router bgp 1.1

switch(config-router)# as-number BGP

AS
16 32
16 10
16 10 XX.XX

Cisco Nexus 9000 NX-0S
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neighbor ip-addressremote-as as-number

switch(config-router)# neighbor
209.165.201.1 remote-as 1.2

switch(config-router-neighbor)#

iBGP

* ip-address 10

* as-number

address-family { ipv4 | ipv6 } unicast

switch(config-router-vrf-neighbor)#
address-family ipv4 unicast
switch(config-router-neighbor-af)#

send-community extended

switch(config-router-neighbor-af)#
send-community extended

BGP

vrf vrf-hub

switch(config-router-neighbor-af)#
vrf 2hub
switch(config-router-vrf)#

VRF vrf-hub

32

10

neighbor ip-addressremote-as as-number

switch(config-router-vrf)# neighbor
33.0.0.33 1 remote-as 150
switch(config-router-vrf-neighbor)#

BGP BGP

VRF

* ip-address 10

* as-number

11

address-family { ipv4 | ipv6 } unicast

switch(config-router-vrf-neighbor)#
address-family ipv4 unicast
switch(config-router--vrf-neighbor-af)#

. Cisco Nexus 9000
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CE eBGP

12

as-override

switch(config-router-vrf-neighbor-af)#
as-override

AS BGP

AS

* PE BGP as-override

. CE allowas-in

13

vrf vrf-spoke

switch(config-router-vrf-neighbor-af)#
vrf 2spokes
switch(config-router-vr)#

VRF

vrf-spoke 32

14

neighbor ip-addressremote-as as-number

switch(config-router-vrf)# neighbor
33.0.0.33 1 remote-as 150
switch(config-router-vrf-neighbor)#

BGP BGP

VRF

* ip-address 10

* as-number

15

address-family { ipv4 | ipv6 } unicast

switch(config-router-vrf-neighbor)#
address-family ipv4 unicast
switch(config-router--vrf-neighbor-af)#

16

allowas-in [ number ]

switch(config-router-vrf-neighbor-af)#
allowas-in 3

( ) AS AS

VPN
PE
PE

17

show running-config bgp vrf-name

Cisco Nexus 9000 NX-0S

BGP
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PE VRF
switch(config-router-vrf-neighbor-af)#
show running-config bgp
18 |copy running-config startup-config
switch(config-router-vrf)# copy
running-config startup-config
PE VRF

PE VRFs

1 configure terminal

switch# configure terminal
switch(config)#

2 install feature-set mpls MPLS

switch(config)# install feature-set
mpls
switch(config)#

3 | feature-set mpls MPLS

switch(config)# feature-set mpls
switch(config)#

4 | feature-set mpls I3vpn MPLS 3 VPN

switch(config)# feature-set mpls 13vpn

switch(config)#
5 | vrfcontext vrf-spoke VRE VRF
switch(config)# vrf context spoke PE VPN
vrf-spoke
switch(config-vr)# 32

. Cisco Nexus 9000 NX-0S 10.6(x)
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PE VRF B

6 rd route-distinguisher

route-distinguisher 8
switch(config-vrf)# rd 1.101 1Pv4
VPN IPv4
switch(config-vr)# RD
* 16 32 AS
132 1.2:3
* 32 IP 116
192.0.2.1:1

7 |address-family { ipv4 | ipv6 } unicast IPv4

switch(config-vrf)# address-family
ipv4 unicast

switch(config-vrf-af-ipv4)#

8 | route-target { import | export } VRF
route-target-ext-community }

e import
switch(config-vrf-af-ipv4)#
route-target import 1.0:1
VPN
* export
VPN

* route-target-ext-community

VRF

route-target-ext-community

* 16 32
AS 32
1.2:3

Cisco Nexus 9000 NX-0S 10.6(x) .
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* 32 IP 116
192.0.2.1:1

show running-config vrf vrf-name

switch(config-vrf-af-ipv4)# show
running-config vrf 2spokes

VRF

vrf-name 32

10

copy running-config startup-config

switch(config-router-vrf)# copy
running-config startup-config

PE eBGP
eBGP

PE

CE BGP AS

allowas-in

configure terminal

switch# configure terminal
switch(config)#

feature-set mpls

switch(config)# feature-set mpls

MPLS

feature mpls 13vpn

switch(config)# feature mpls 13vpn

MPLS 3 VPN

. Cisco Nexus 9000
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PE eBGP B

feature bgp BGP
switch(config)# feature bgp
switch(config)#
router bgp as- number BGP
switch(config)# router bgp 100
switch(config-router)# as-humber BGP
AS
16 32
16 10

16 10 XX.XX
neighbor ip-addressremote-as as-number iBGP
switch(config-router)# neighbor * ip-address 10
63.63.0.63 remote-as 100 IP
switch(config-router-neighbor)#

* as-number
address-family { ipv4 | ipv6 } unicast IPV4 IPV6
switch(config-router-vrf-neighbor)#
address-family ipv4 unicast
switch(config-router-neighbor-af)#
allowas-in number PE ASN

AS
switch(config-router-vrf-neighbor-af)# . 1 10
allowas-in 3
. BGP AS

Cisco Nexus 9000 NX-0S
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PE

allowas-in

as-number

16

16

BGP as-override

CE
BGP
AS
32
16 10
10 XX.XX

9 |send-community extended BGP
switch(config-router-neighbor)#
send-community extended
10 | show running-config bgp BGP
switch(config-router-vrf-neighbor-af)#
show running-config bgp
11 |copy running-config startup-config
switch(config-router-vrf)# copy
running-config startup-config
7.0(3)F3(3) NIK-X9636C-R NIK-X9636C-RX NIK-X9636Q-R
Cisco Nexus 9508
MPLS VXLAN
VXLAN
NX-0S 10.6(x)
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MPLS B

configure terminal

switch# configure terminal
switch(config)#

feature bgp

switch(config)# feature bgp
switch(config)#

BGP

hardware profile [ vxlan | mpls] module
all

switch(config)# hardware profile mpls
module all

MPLS

show hardware profile module [ all |
number]

switch(config)# show hardware profile
module all
switch(config)#

show module internal sw info | [ i| mpls]

switch(config)# show module internal
sw info

show running configuration | [i| mpls]

switch(config)# show module internal
sw info

Cisco Nexus 9000 NX-0S
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MPLS
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MPLS

3 VPN

Cisco Nexus 9508

* MPLS
* MPLS
* MPLS
* MPLS
* MPLS

* MPLS
* MPLS

3 VPN

MPLS

NX-OS

VRF

3 VPN
3 VPN
3 VPN
3 VPN
3 VPN

3 VPN
3 VPN

Cisco Nexus 9000

L3VPN
117
120
121
121
126
128
130
130
PE
VPN VRF
VPN
VRF
PE
BGP 3 VPN
NX-0S

MPLS

120

Cisco

VRF

CE

106 [
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-
CiscoNX-0S
. VPN 1
PE VPN CE
CE
PE CE
VPN
* VRF VRF VPN
VPN PE VRF IPv4
IPv6
BGP
Cisco NX-0S IPv4 IPv6
VRF
A\
EIBGP VRF
VRF
. BGP
VRF IPv4
IPv6 VRF
* VRF
VRF IPv4 IPv6
VRF
PE
10
BGP
IPv6
IPv6
iBGP eBGP
IPv4 IPv4
IPv6 1

IPv4 MPLS LSP

. Cisco Nexus 9000 NX-0S 10.6(x)
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VRF B
PE 6PE
iBGP
S
6PE 6VPE VRF

VRF

* VRF 1

* VRF VRF

VRF
VRF
VRF
CE
* VRF VRF BGP
SAFI BGP 1

4

* IPv4 U SAFI 1

* [Pv4 LU SAFI 4

* [Pv6 U AFI 2 SAFI 1

* [Pv6 LU AFI 2 SAFI 4
Cisco NX-0OS 9.2(2) 1 BGP IPv4d  IPv6

SAFI-1
SAFI-4
eBGP iBGP eBGP iBGP

Cisco Nexus 9000

NX-0S 106 [
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B ves 3VPN

MPLS 3 VPN

3 VPN

MPLS LDP RSVPTE
PE MPLS

* MPLS MPLS

* VRF /
BGP

* VRF 6VPE IPv6 VRF

MPLS 3VPN

3 VPN

* VRF BGP
MPLSVPN

MPLS VRF

VRF

. Cisco Nexus 9000 NX-0S 10.6(x)
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MPLS 3VPN B
5: 3 VPN
3 VPN
3VPN VRF 3 VPN
1 |configure terminal
switch# configure terminal
switch(config)#
2 | feature bgp BGP
switch(config)# feature bgp
switch(config)#
3 | feature-set mpls MPLS
switch(config)# feature-set mpls
switch(config)#
4 | feature-set mpls I3vpn MPLS 3 VPN
switch(config)# feature-set mpls 13vpn
switch(config)#
5 | router bgp as- number BGP
switch(config)# router bgp 1.1 as-number

Cisco Nexus 9000 NX-0S
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VRF  IPv6

BGP

AS
16 32
16 10
16 10 XX. XX

6 |vrfvrf-name VRF
vrf-name 32

switch(config-router)# vrf vpnl

7 | address-family { ipv4 | ipv6 } unicast | IP
multicast }

switch(config-router-vrf)#
address-family ipv6 unicast

8 label-allocation-mode per-vrf VRF

switch(config-router-vrf-af)#
label-allocation-mode per-vrf

9 |show bgp 13vpn detail vrf vrf-name VRF BGP
3 VPN

switch(config-router-vrf-af)# show vrf-name 32
bgp 13vpn detail vrf vpnl _

10 | copy running-config startup-config

switch(config-router-vrf)# copy
running-config startup-config

VRF IPv6

IPv4 MPLS IPv6 VRF  IPVv6

\)

VRF  IPv6

. Cisco Nexus 9000 NX-0S 10.6(x)
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VRE  IPV6 B

1 | configure terminal

switch# configure terminal
switch(config)#

2 | feature bgp BGP

switch(config)# feature bgp
switch(config)#

3 | feature-set mpls MPLS

switch(config)# feature-set mpls
switch(config)#

4 | feature-set mpls 13vpn MPLS 3 VPN

switch(config)# feature-set mpls 13vpn
switch(config)#

5 | router bgp as - number BGP

switch(config)# router bgp 1.1 as-number
BGP
AS
16 32
16 10
16 10 XX.XX

6 | address-family { ipv4 | ipv6 } unicast | IP
multicast }

switch(config-router-vrf)#
address-family ipv6 unicast

7 | allocate-label { all | route-map route-map VRF IPv6
}

« all
switch(config-router-af)# IPV6
allocate-label all

Cisco Nexus 9000 NX-0S 10.6(x) .
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* route-map

IPv6

63

route-map

8 | show running-config bgp BGP

switch(config-router-af)# show
running-config bgp

9 | copy running-config startup-config

switch(config-router-vrf)# copy
running-config startup-config

IBGP IPv4 MPLS 6PE
MPLS

6PE

iPv4 MPLS VRF
PE
IPv4 MPLS IPv6
address-family ipv6 labeled-unicast PE IPv6

\}

IPv6

iBGP
IPv6
LDP
BGP

address-family ipv6 labeled-unicast iBGP
address-family ipv6 unicast

1 | configure terminal

switch# configure terminal
switch(config)#

. Cisco Nexus 9000 NX-0S 10.6(x)
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iBGP IPv4 MPLS 6PE

IPv6  MPLS B

feature bgp

switch(config)# feature bgp
switch(config)#

BGP

feature-set mpls

switch(config)# feature-set mpls
switch(config)#

MPLS

feature-set mpls 13vpn

switch(config)# feature-set mpls 13vpn
switch(config)#

MPLS

3 VPN

router bgp as - number

switch(config)# router bgp 1.1

BGP

16

16

as-number
BGP

AS
32
16 10
10 XX.XX

neighbor ip-address

switch(config-router)# neighbor
209.165.201.1

switch(config-router-neighbor)#

BGP

BGP
ip-address
10 IP

address-family ipv6 labeled-unicast

switch(config-router-neighbor)#
address-family ipv6 labeled-unicast

switch(config-router-neighbor-af)#

IPv6

iBGP

show running-config bgp

switch(config-router-af)# show
running-config bgp

BGP

Cisco Nexus 9000 NX-0S
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copy running-config startup-config

switch(config-router-vrf)# copy
running-config startup-config

6 .'
Bestpath/ NHS NHU | Update-group SAFI
Addpath ?
1 NHS SAFI-1
RX
2 SAFI-4
3 NHU SAFI-1
NX-0S 10.6(x)

. Cisco Nexus 9000
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|
/ Bestpath/ NHS NHU | Update-group SAFI
Addpath ?
4 SAFI-4
5 NHS SAFI-1
6 SAFI-4
7 NHU SAFI-1
8 SAFI-4
9 NHS SAFI-1
RX
NbrKno
10 SAFI-4
11 NHU SAFI-1
12 SAFI-4
13 NHS SAFI-1
14 SAFI-4

Cisco Nexus 9000 NX-0S 10.6(x) .
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Bestpath/
Addpath

NHS NHU |Update-group SAFI

15

NHU SAFI-1

SAFI-4

configure terminal

switch# configure terminal
switch(config)#

feature bgp

switch(config)# feature bgp
switch(config)#

BGP

feature-set mpls

switch(config)# feature-set mpls
switch(config)#

MPLS

. Cisco Nexus 9000

router bgp as - number

switch(config)# router bgp 1.1

NX-0S

BGP

as-number
BGP

AS
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16 32
16 10
16 10 XX.XX

5 | address-family { ipv4 | ipv6 } unicast |
multicast }

P

switch(config-router-vrf)#
address-family ipv4 unicast

6 |allocate-label { all | route-map route-map VRE  IPV6
}

« all

switch(config-router-af)# IPV6
allocate-label all

* route-map
IPv6

route-map
63

7 | neighbor ip-address BGP
BGP
ip-address

switch(config-router)# neighbor
209.165.201.1 10

switch(config-router-neighbor)#

8 | [no] advertise local-labeled-route IPv4 IPV6 SAFI

SAFI-1 BGP
switch(config-router-neighbor)# IPv4
advertise local-labeled-route IPv6

BGP

9 |address-family { ipv4 | ipv6 } unicast |
multicast }

P

switch(config-router-vrf)#
address-family ipv6 unicast

Cisco Nexus 9000 NX-0S 10.6(x) .
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10 |[no] advertise local-labeled-route IPV4 IPV6 SAFI
SAFI-1 BGP
switch(config-router-neighbor)# IPv4
advertise local-labeled-route IPv6
BGP
11 | route-map label_routemap permit 10
switch(config-router-vrf)# route-map
label_routemap permit 10
12 | show running-config bgp BGP
switch(config-router-af)# show
running-config bgp
13 | copy running-config startup-config
switch(config-router-vrf)# copy
running-config startup-config
3 VPN
7:MPLS 3VPN
show bgp 13vpn [ detail ] [vrf vrf-name ] VRF BGP 3 VPN
show bgp vpnv4 unicast labels [vrf vrf-name ] | BGP
show ip route [vrf vrf-name ]
IPv4 MPLS VRF
PE1
10.6(x)

. Cisco Nexus 9000 NX-0S




| wmpLs

3VPNs

MPLS

vrf context vpnl

rd 100:1

address-family ipv4 unicast
route-target export 200:1
router bgp 100

neighbor 10.1.1.2 remote-as 100
address-family vpnv4 unicast
send-community extended
update-source loopbackl0

vrf vpnl

address-family ipv4 unicast
label-allocation-mode per-vrf
neighbor 36.0.0.2 remote-as 300
address-family ipv4 unicast

Cisco Nexus 9000 NX-0S
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Cisco Nexus 9508

* MPLS
* MPLS
* MPLS
* MPLS
* MPLS
* MPLS

MPLS 3 VPN

IMPLS

VRF

IBGP

Cisco Nexus 9000

3 VPN
3 VPN
3 VPN
3 VPN
3 VPN
3 VPN

3

3 VPN

VPN
133
139
141
141
145
1
iBGP
BGP
(NLRI)
NX-0S

MPLS

139

BGP
iBGP

BGP (iBGP)
1 iBGP

106 [
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. eBGP
iBGP BGP iBGP
IP
eBGP
1 2 eBGP
ID IP
eBGP
eBGP 1
IP
Layer 3 VPN
eBGP iBGP
PE eBGP eBGP iBGP
3VPN PE VPN IPv4  IPV6
BGP BGP
1
RIB BGP
RIB 1
3 VPN
eBGP iBGP
VPN VRF 3VPN
VRF
BGP MPLS
2 PEl  PE2 VPN
iBGP 2 PEl PE2
2 1
VPN 1 2 PE
eBGP
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6:BGP

Provider edpe
router 1

iBG

VRF21

RO
VAF

|eBGF peering

e A

MPLS

Provider edge

router 2

P peering

e P o
" Metwerki ) (" Network 2 )
S v [z
ﬂ__x___/_/ '\._-\ - ool
PE1 iBGP eBGP
1 VPN
. 2 PE1 PE2 IP
eBGP
* PE1 PE2 IP MPLS
* eBGP IP
2
21 RD22 PE1
« RD21 IP
« RD22 MPLS
VRF1
3 VPN
PE
PE
VPN PE
VPNv6
VPN
VRF
Cisco Nexus 9000 NX-0S

PE

VRF

3VPN B
IP
iBGP
RD
VRF1RIB
3 VPN

VPNv4

VRF

PE

PE
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. Cisco Nexus 9000 NX-0S 10.6(x)

B 2
PE VRF
PE VPN
3 PE 1
iBGP PE2 PES3 PE 1
eBGP 1
PE 1
S
VPN
RD
7
eBGP adwertizement for PE1
Pre
eBGP adwertizement for PE1
PE1
RD VRF
PE 1
2
2 VPN 3 VPN
3 VPN 2VPN 2
2 VPN
S
2 VPN PE
BGP VPNv4
BGP VPNv4 ASBR
MPLS PE
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MPLS
ASBR-2 CE
PE
RD
PE 2
IPv4 2
VPN-IPv4
Inter-AS B
VPN ASBR-2

22-4 BGP VPN
RD
B Inlabel L1
PE

Cisco Nexus 9000

(CE) 2
CE
RD
VPN-IPv4
Inlabel L1
ASBR-1 2

PE

ASBR-1
VPN

NX-0S

MPLS

Inlabel L2

Inter-AS

BGP VPNv4

ECMP

eBGP

VRF

BGP IPv4

VPN
PE

VRF

PE
ASBR-1
1
ASBR-2
ASBR-1 1

PE

iBGP

BGP
ASBR-1
ASBR-1

VRF
PE
Inter-AS
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B s

9: PE VRF RD

BGP

BGP iBGP
eBGP
iBGP
BGP ID
BGP
BGP
ID BGP
ID ID BGP

BGP

iBGP
IGP RIB

BGP iBGP
VPN IGP
iBGP

BGP

BGP POI
POI IGP
BGP
BGP

POI
POI
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ID
POI
EIGRP PE-CE
3VPN
BGP
EIGRP
BGP EIGRP
POI
MPLS 3 VPN
MPLS 3VPN
« MPLS  L3VPN
* MPLS
MPLS 3 VPN
MPLS 3VPN
* MPLS 3VPN

NIK-X9636Q-R

Cisco Nexus 9000

EIGRP PE-CE .
POI
POI
ID
POI ID
BGP
BGP EIGRP
3 VPN
POI VPN
3 VPN POI
POI EIGRP
POI BGP
N9K-X9636C-R N9IK-X9636C-RX

Cisco Nexus 9508

NX-0S

106 [
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B ves 3VPN

« Cisco NX-0S 9.3(3) Cisco Nexus 9364C-GX Cisco Nexus 9316D-GX
Cisco Nexus 93600CD-GX MPLS 3 VPN
* Cisco NX-0S 10.4(1)F
mpls Cisco Nexus 9300 -EX/FX/FX2/
FX3/GX/GX2 TOR EOR
Cisco Nexus 9000 NX-OS
* Cisco Nexus 9348GC-FX3PH 41 48
* Cisco Nexus C93108TC-FX3 41 48
VRF RD VRF
. iBGP BGP IP
. EIGRP PE-CE
BGP
* N9K-X9636Q-R NI9K-X9636C-R Cisco Nexus 9508
16K VPN NIK-X9636C-RX
Cisco Nexus 9508 470K
VPN
* 4K VRF
« Cisco NX-0S 10.1(1) Cisco Nexus 9300-FX2 9300-GX 9300-GX2
mpls ip
dotlq
CLI feature mpls segment-routing mpls load-sharing
[ label-only | [ label-ip] dotlq

* Cisco Nexus 9300-EX  9300-FX 9300-EX-LC 9300-FX-LC N9K-C9508-FM-E2

N9K-C9516-FM-E2 CLI feature mpls segment-routing
mpls load-sharing [ label-only | [ label-ip] dotlq
* Cisco Nexus 9300-EX 9300-EX-LC mpls
SRC/DST-IP ecmp CLI mpls
load-sharing label-ip label-only

. Cisco Nexus 9000 NX-0S 10.6(x)
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MPLS 3VPN B

* VXLAN BUM mpls L2
mpls load-sharing [ label-only | [ label-ip]

MPLS 3 VPN

MPLS 3VPN
8: MPLS 3 VPN
3 VPN
BGP ID 128
BGP 2147483647
1
BGP VPNv4
eBGP IBGP  BGP
eBGP iBGP 3 VPN
1 configure terminal
switch# configure terminal
switch(config)#
2 | feature-set mpls MPLS
switch(config)# feature-set mpls
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B e iBGP  BGP

3 | feature mpls I3vpn MPLS 3 VPN

switch(config)# feature mpls 13vpn

4 | feature bgp BGP

switch(config)# feature bgp

switch(config)#

5 | router bgp as- number BGP

switch(config)# router bgp 1.1

switch(config-router)# as-number BGP
AS
16 32
16 10
16 10 XX.XX
6 | bestpath cost-community ignore BGP

remote-as as-number

switch(config-router)# bestpath
cost-community ignore#

7 | address-family { ipv4 | ipv6 } unicast IP

switch(config-router)# address-family|
ipv4 unicast

switch(config-router-af)#

8 | maximum-paths [ bgp ] number-of-paths

ibgp
switch(config-router-af)# IBGP
maximum-paths 4 1 16
9 |show running-config bgp BGP

switch(config-router-vrf-neighbor-af)#
show running-config bgp
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BGPv4

10

copy running-config startup-config

switch(config-router-vrf)# copy
running-config startup-config

BGPv4

configure terminal

switch# configure terminal
switch(config)#

feature bgp

switch(config)# feature bgp

BGP

router bgp as - number

switch(config)# router bgp 2

switch(config-router)#

AS
BGP

address-family vpnv4 unicast

switch(config-router)# address-family
vpnv4 unicast

switch(config-router-af)#

BGP

VPNv4

maximume-paths eibgp parallel-paths

switch(config-router-af)# maximum-paths|
eibgp 3

eBGP iBGP
BGP VPNv4

MPLS ECMP

Cisco NX-0S

9.3(1)
Cisco Nexus 9200 Cisco Nexus 9300-EX

Cisco Nexus 9000 NX-0S

MPLS ECMP
Cisco Nexus 9300-FX

Cisco Nexus

106 [
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B vesecwe
N9K-X9700-FX Cisco Nexus 9500

Cisco NX-0OS 9.3(3) Cisco Nexus 9364C-GX  Cisco Nexus 9316D-GX
Cisco Nexus 93600CD-GX

1 | configure terminal

switch# configure terminal
switch(config)#

2 | feature-set mpls MPLS

switch(config)# feature-set mpls

3 | mpls load-sharing [ label-only | [ label-ip] | mpls

label-only
switch(config)# mpls load-sharing IabeL|p
label-only IP
switch(config)# mpls load-sharing
label-ip

4 | copy running-config startup-config

switch(config)# copy running-config
startup-config

MPLS ECMP
ECMP

9:MPLS ECMP

show mpls load-sharing mpls
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MPLS

MPLS

MPLS

3 VPN

3VPN

iBGP

configure terminal
feature-set mpls
feature mpls 13vpn
feature bgp

router bgp 1.1
bestpath cost-community ignore
address-family ipv6 unicast
maximum-paths ibgp 4

BGP VPNv4

MPLS

3 BGP VPNv4

configure terminal

router bgp 100
address-family vpnv4 unicast
maximum-paths eibgp 3

3 VPN

BGP

configure terminal
feature-set mpls
feature mpls 13vpn
feature bgp

route-map CostMap permit
set extcommunity cost 1 100
router bgp 1.1

router-id 192.0.2.255
neighbor 192.0.2.1 remote-as 1.1
address-family vpnv4 unicast
send-community extended
route-map CostMap in

Cisco Nexus 9000 NX-0S
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MPLS 3vpNs |
MPLS 3VPN
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. 157

. IS-IS 169

« OSPF 17

« SR-TE 193

« SRTE 215

* SRTE MPLS OAM 219

«SRTE BFD 233

. 245
. MPLS 2EVPN 255
. VPN SRTE 271

. VNF 277

«VPC 281

. 3EVPN 3VPN 285

« MPLS GRE 301

. VRF SRTE 309

* MPLS OAM 329

« MPLS SR VXLAN 339

. OAM 347

. Ping CLlI 349
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. 149

. 151
ID SID 32
BGP BGP
BGP
2
ECMP
MPLS
SR-APP
SR-APP
CLI
SRGB
SID SR-APP BGP IS-IS
OSPF
SR-APP
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B ves  netrlow

. SID

MPLS  NetFlow

157

NetFlow

NetFlow
Cisco

Cisco NX-0S NetFlow

NetFlow Collector Cisco

NetFlow Collector Cisco

NetFlow IP
NetFlow
NetFlow
Cisco Stealthwatch
Cisco NX-0S NetFlow
UDP

Stealthwatch NetFlow

UDP
Cisco NX-0S 9.3(1)
Nexus 9300-EX 9300-FX 9300-FX2 9500-EX 9500-FX
Cisco NX-0OS 9.3(5)
Nexus 9300-FX3
Netflow  Cisco Nexus 9300-GX
NetFlow Collector MPLS

VRF
MPLS
BGP
ipv4labeled-unicast bgp allocate-label
sFlow
Flow sFlow
sFlow
sFlow

Cisco NX-0S 9.3(1) sFlow
9300-EX 9300-FX 9300-FX2 9500-EX 9500-FX
Cisco NX-0S 9.3(5) sFlow
9300-FX3

10.6(x)
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NetFlow
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sFlow  Cisco Nexus 9364C-

sFlow

Nexus 9000 NX-OS

* MPLS

* Cisco NX-0S

. R
MPLS

Nexus N9K-X9736C-FX

C3132Q-V

* Cisco NX-0OS
3 VPN

* Cisco NX-0OS
9364C-GX Cisco Nexu

» Cisco NX-0S
Nexus 9316D-GX

9.3(3)

GX Cisco Nexus 9316D-GX Cisco Nexus 93600CD-GX

sFlow Cisco
9.3(x)
FEX
9.3(1) segment-routing mpls segment-routing
Cisco Nexus 9504 9508
BFD
BGP BFD
BGP
BGP
BFD
IGP (OSPF ) BGP AF
Cisco Nexus 9300-FX Cisco
SR-EVPN Cisco Nexus C31108PC-V C31108TC-V
9.3(3) Cisco Nexus 9300-GX
9.3(3) SR-EVPN  Cisco Nexus

5 9316D-GX Cisco Nexus 93600CD-GX

SID OSPF
Cisco Nexus 93600CD-GX

Cisco Nexus 9364C-GX Cisco

* Cisco NX-0S 9.3(3) OSPF IS-1S
BGP Cisco Nexus 9364C-GX Cisco Nexus 9316D-GX
Cisco Nexus 93600CD-GX
* BGP next-hop-self iBGP SRGB
RR IP/IPv6
1 RR  next-hop-self
Cisco Nexus 9000 NX-0S
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. Cisco Nexus 9000

* Cisco Nexus 9300-EX
ISSU

9300-FX

. MPLS MPLS

« Cisco NX-0S 9.3(5) MPLS

« MPLS
hardware acl tap-agg

 Cisco Nexus 9300-GX
ACL

* dotlg VLAN MPLS

. VLAN 2

* dotlq MPLS

* PACL
tap-aggregation

. MPLS MPLS
BGP

BGP eBGP

2 PHP
NULL
NULL

* BGP BGP

* BGP BGP

GRE VXLAN

* MTU RFC 2923

» Cisco Nexus 9200

NX-0S

MPLS

MPLS

Cisco Nexus 9300-GX

mpls strip

MPLS

VLAN 2 510

mode

MPLS

iBGP

MPLS
IPv4
FIB (LFIB)

IPv6

vPC

MPLS LSP

3 MPLS

10.6(x)



* Cisco Nexus 9500 MPLS LSP

« Cisco Nexus 9500
* BGP neighbor-down fib-accelerate suppress-fib-pending MPLS

* RFC 2973 RFC 3270
IP DSCP MPLS

. BGP
SRGB
SRGB

. SRGB BGP
URIB ULIB
SRGB

. SRGB

9000
SRGB 16000 23999

J ToR
BGP

* BGP MPLS LSP

. 3 MPLS

* Cisco Nexus 9000

. 3 VPN 3 EVPN Cisco
Nexus 9000

 Cisco NX-0S 9.3(3) 3 VPN

3 EVPN 9300-GX

* OSPFv2 Cisco Nexus 9000 IGP

Cisco Nexus 9000 NX-0S 10.6(x) .



. 3VPN 3 EVPN -EX
Cisco Nexus 9364C 9200 9300-EX 9500
» OSPF
Cisco Nexus 9364C
. Cisco Nexus 9300-FX2 9300-FX3
o 3VPN 3EVPN OSPF
Cisco Nexus 9364C
. 3VPN CiscoNexus3100 3200 9200 9300
9300-EX/FX/FX2/FX3 EX\FX R
Cisco Nexus 9500
. MPLS
. Cisco Nexus Cisco
NX-0S 9.3(1) NX-0S
MPLS
« Cisco NX-0S 9.3(1) ISSD
o MPLS
PHP
FEC
. dotlQ MPLS
Q-in-Q
VLAN 100 dotlq
MPLS 200 dotlQ
100 200( )
. MPLS VLAN
« BGP OSPF I1S-IS
NX-0S 10.6(x)

. Cisco Nexus 9000



« Cisco NX-0S 10.2(1q)F SR-MPLS N9K-C9332D-GX2B
SR PBR MPLS dotlq
GX2
« Cisco NX-0S 10.4(1)F SR-MPLS  N9K-C9332D-H2R
« Cisco NX-0OS 10.4(2)F SR-MPLS  N9K-C93400LD-H1
« Cisco NX-0S 10.4(3)F SR- MPLS
3 VPN X98900CD-A X9836DM-A
Cisco Nexus 9800 N9K-C9808 NI9K-C9804
. SR- MPLS
* SR-MPLS BGP-LU OSPF ISIS
* SR- MPLS L3VPN L3 EVPN eBGP
. SID SID SID
* SR- MPLS L3 L3 L3 PO
L3 PO
. ECMP 1 2 SR- MPLS
* MPLSTTL
* DSCP-EXP
* VRF VPN
* SR-MPLS + 1P 5
* MPLS Decap VPN
* SR-MPLS SVI
« Cisco NX-0S 10.6(1)F SR- MPLS
3 VPN Cisco Nexus N9336C-SE1
Cisco Nexus N9336C-SE1 Cisco Nexus 9800
N9K-C9808 NO9K-C9804 SR- MPLS

Cisco Nexus 9000 NX-0S 10.6(x) .



* SVI MPLS

* Cisco NX-0OS 10.6(2)F MPLS VPN Decap Cisco Nexus N9K-C9808
N9K-C9804 N9336C-SE1 SR- MPLS
e SVI MPLS MPLS Decap

. Cisco Nexus 9000 NX-0S 10.6(x)
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* segment-routing install feature-set mpls feature-set mpls
feature mpls segment-routing

16000 23999

* BGP set label-index<value> connected-prefix-sid-map CLI
SR-APP

1 | configure terminal

switch# configure terminal
switch(config)#

2 | segment-routing MPLS
no

Cisco Nexus 9000 NX-0S 10.6(x) .



switch(config)# segment-routing MPLS
switch(config-sr)# mpls
switch(config-sr-mpls)#

3 | connected-prefix-sid-map

switch(config-sr-mpls)#
connected-prefix-sid-map
switch(config-sr-mpls)#

4 | global-block <min> <max>

switch(config-sr-mpls)# global-block
<min> <max>
switch(config-sr-mpls)#

5 | connected-prefix-sid-map

switch(config-sr-mpls)#
connected-prefix-sid-map
switch(config-sr-mpls-conn-pfsid)#

6 | address-family ipv4 IPv4

swirtch(config-sr—mpls-conn-pfsid)#address-family
ipv4d

7 | <prefix>/<masklen> [index|absolute ] index
<label> absolute
SRGB

switch(config-sr-mpls)# 2.1.1.5/32
absolute 201101

show

switch# show segment-routing mpls
Segment-Routing Global info

Service Name: segment-routing
State: Enabled

Process 1d: 29123

Configured SRGB: 17000 — 24999

SRGB Allocation status: Alloc-Successful
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Current SRGB: 17000 — 24999
Cleanup Interval: 60

Retry Interval: 180

CLI SR-APP
VRF

switch# show segment-routing mpls clients
Segment-Routing Mpls Client Info

Client: isis-1
PIB index: 1 UUID: 0x41000118 PID: 29463 MTS SAP: 412
TIBs registered:
VRF: default Table: base

Client: bgp-1
PIB index: 2 UUID: 0x11b PID: 18546 MTS SAP: 62252
TIBs registered:
VRF: default Table: base

Total Clients: 2

show segment-routing mpls ipv4 connected-prefix-sid-map CLI SRGB
SID SRGB Indx
Abs
SRGB N SID
SRGB SR-APP
SRGB SID SR-APP

switch# show segment-routing mpls ipv4 connected-prefix-sid-map
Segment-Routing Prefix-SID Mappings
Prefix-SID mappings for VRF default Table base

Prefix SID Type Range SRGB
13.11.2.0/24 713 Indx 1 Y
30.7.7.7/32 730 Indx 1 Y
59.3.24.0/30 759 Indx 1 Y
150.101.1.0/24 801 Indx 1 Y
150.101.1.1/32 802 Indx 1 Y
150.101.2.0/24 803 Indx 1 Y
1.1.1.1/32 16013 Abs 1 Y

CLI  show running-config segment-routing

switch# show running-config segment-routing ?
> Redirect it to a file

>> Redirect it to a file in append mode

all Show running config with defaults

| Pipe command output to filter

switch# show running-config segment-routing
switch# show running-config segment-routing

ICommand: show running-config segment-routing
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MPLS

TRunning configuration last done at: Thu Dec 12 19:39:52 2019
ITime: Thu Dec 12 20:06:07 2019

version 9.3(3) Bios:version 05.39
segment-routing
mpls
connected-prefix-sid-map
address-family ipv4
2.1.1.1/32 absolute 100100

switch#
MPLS
MPLS install feature-set mpls feature-set mpls

1 | configure terminal

switch# configure terminal
switch(config)#

2 | interface type sot/port

switch(config)# interface ethernet 2/2
switch(config-if)#

3 | [no] mpls ip forwarding MPLS
no

switch(config-if)# mpls ip forwarding
MPLS

4 copy running-config
startup-config

switch(config-if)# copy running-config
startup-config
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SRGB

MPLS

* MPLS install feature-set mpls feature-set mpls
* MPLS
. BGP
SRGB
1 | configure terminal
switch# configure terminal
switch(config)#
2 | [no] segment-routing
16000
switch(config)# segment-routing 23999 SRGB
switch(config-sr)# mpls no
SRGB
SRGB
SRGB
3 | [no] global-block beginning-label SRGB MPLS
ending-label segment-routing
switch(config-sr-mpls)# global-block SRGB
16000 471804
MPLS MPLS
16000 471804 mpls
label range

Cisco Nexus 9000 NX-0S
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16 SRGB 16000

global-block 16000

SRGB

4 show mpls label range SRGB
SRGB

switch(config-sr-mpls)# show mpls label
range

5 | show segment-routing SRGB

6 | show segment-routing mpls SRGB

switch(config-sr-mpls)# show
segment-routing mpls

7 copy running-config
startup-config

switch(config-sr-mpls)# copy
running-config startup-config

network
label-index
BGP SID
network network
Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guide
Configuring Basic BGP )

\)

set

SR-APP
BGP SID
set label-index <value> connected-prefix-sid-map CLI
SR-APP

. Cisco Nexus 9000 NX-0S 10.6(x)
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network

route-map-name

allocate-label route-map

configure terminal

switch# configure terminal
switch(config)#

route-map map-name

switch(config)# route-map SRmap
switch(config-route-map)#

[no] set label-index index network

switch(config-route-map)# set 0 471788

label-index 10

exit

switch(config-route-map)# exit

switch(config)#

router bgp autonomous-system-number BGP BGP

AS AS

switch(config)# router bgp 64496 16 32

switch(config-router)# 16 10
16 10 XX.XX

: address-family ipv4 unicast IPv4

switch(config-router)# address-family
ipv4 unicast
switch(config-router-af)#

Cisco Nexus 9000 NX-0S
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7 | network ip-prefix [route-map map-name]
BGP

switch(config-router-af)# network
10.10.10.10/32 route-map SRmap

8 show route-map [map-name]

switch(config-router-af)# show
route-map

9 copy running-config
startup-config

switch(config-router-af)# copy
running-config startup-config

2 BGP SID

10.10.10.10/32  20.20.20.20/32 BGP 10 20

16000 23999
SRGB

hostname sl
install feature-set mpls
feature-set mpls

feature telnet

feature bash-shell

feature scp-server

feature bgp

feature mpls segment-routing

segment-routing
mpls
vian 1
segment-routing
mpls
connected-prefix-sid-map
address-family ipv4
2.1.1.1/32 absolute 100100

route-map label-index-10 permit 10
set label-index 10

route-map label-index-20 permit 10
set label-index 20

vrf context management
ip route 0.0.0.0/0 10.30.108.1
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interface Ethernetl/1
no switchport
ip address 10.1.1.1/24
no shutdown

interface mgmtO
ip address dhcp
vrf member management

interface loopbackl
ip address 10.10.10.10/32

interface loopback2
ip address 20.20.20.20/32

line console
line vty

router bgp 1
address-family ipv4 unicast

network 10.10.10.10/32 route-map label-index-10
network 20.20.20.20/32 route-map label-index-20

allocate-label all
neighbor 10.1.1.2 remote-as 2

address-family ipv4 labeled-unicast

BGP

hostname s2
install feature-set mpls
feature-set mpls

feature telnet

feature bash-shell

feature scp-server

feature bgp

feature mpls segment-routing

segment-routing mpls
vlan 1

vrf context management
ip route 0.0.0.0/70 10.30.97.1
ip route 0.0.0.0/70 10.30.108.1

interface Ethernetl/1
no switchport
ip address 10.1.1.2/24
ipv6 address 10:1:1::2/64
no shutdown

interface mgmtO
ip address dhcp
vrf member management

interface loopbackl
ip address 2.2.2.2/32
line console
line vty
router bgp 2

address-family ipv4 unicast
allocate-label all

Cisco Nexus 9000 NX-0S
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neighbor 10.1.1.1 remote-as 1
address-family ipv4 labeled-unicast

BGP show
16000 23999 SRGB 16010
10 10.10.10.10

switch# show bgp ipv4 labeled-unicast 10.10.10.10/32

BGP routing table information for VRF default, address family IPv4 Label Unicast
BGP routing table entry for 10.10.10.10/32, version 7
Paths: (1 available, best #1)
Flags: (0x20c001a) on xmit-list, is in urib, is best urib route, is in HW,
label af: version 8, (0x100002) on xmit-list
local label: 16010

, has label

Advertised path-id 1, Label AF advertised path-id 1
Path type: external, path is valid, is best path, no labeled nexthop, in rib
AS-Path: 1 , path sourced external to AS
10.1.1.1 (metric 0) from 10.1.1.1 (10.10.10.10)

Origin IGP, MED not set, localpref 100, weight O

Received label 0O

Prefix-SID Attribute: Length: 10

Label Index TLV: Length 7, Flags OxO Label Index 10

Path-id 1 not advertised to any peer
Label AF advertisement
Path-id 1 not advertised to any peer

BGP

hostname epe-as-1
install feature-set mpls
feature-set mpls

feature telnet

feature bash-shell

feature scp-server

feature bgp

feature mpls segment-routing

segment-routing mpls
vian 1

vrf context management
ip route 0.0.0.0/70 10.30.97.1
ip route 0.0.0.0/70 10.30.108.1

interface Ethernetl/1
no switchport
ip address 10.1.1.1/24
no shutdown

interface Ethernetl/2
no switchport
ip address 11.1.1.1/24
no shutdown

interface Ethernetl/3
no switchport
ip address 12.1.1.1/24
no shutdown
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interface Ethernetl/4
no switchport
ip address 13.1.1.1/24
no shutdown

interface Ethernetl/5
no switchport
ip address 14.1.1.1/24
no shutdown

show ip route vrf 2

show ip route vrf 2

IP Route Table for VRF "2"

"*" denotes best ucast next-hop

"*** denotes best mcast next-hop

"[x/y]" denotes [preference/metric]
"%<string>" in via output denotes VRF <string>

41.11.2.0/24, ubest/mbest: 1/0

*via 1.1.1.9%default, [20/0], 13:26:48, bgp-2, external, tag 11 (mpls-vpn)
42.11.2.0/24, ubest/mbest: 1/0, attached

*via 42.11.2.1, Vlan2, [0/0], 13:40:52, direct
42.11.2.1/32, ubest/mbest: 1/0, attached

*via 42.11.2.1, Vlan2, [0/0], 13:40:52, local

show forwarding route vrf 2

IPv4 routes for table 2/base

+ A+ + +
t y t t

Prefix | Next-hop | Interface |
Labels | Partial Install
0.0.0.0/32 Drop Nullo
127.0.0.0/8 Drop Nullo
255.255.255.255/32  Receive sup-ethl
*41.11.2.0/24 27.1.31.4 Ethernetl/3
PUSH 30002 492529

27.1.32.4 Ethernetl/21
PUSH 30002 492529

27.1.33.4 port-channel23
PUSH 30002 492529

27.11.31.4 Ethernetl/3.11
PUSH 30002 492529

27.11.33.4 port-channel23.11
PUSH 30002 492529

37.1.53.4 Ethernetl/53/1
PUSH 29002 492529

37.1.54.4 Ethernetl/54/1
PUSH 29002 492529

37.2.53.4 Ethernetl/53/2
PUSH 29002 492529

37.2.54.4 Ethernetl/54/2

PUSH 29002 492529
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80.211.11.1 VlIan801
PUSH 30002 492529

show bgp 12vpn evpn summary

show bgp 12vpn evpn summary

BGP summary information for VRF default, address family L2VPN EVPN

BGP router identifier 2.2.2.3, local AS number 2

BGP table version is 17370542, L2VPN EVPN config peers 4, capable peers 1
1428 network entries and 1428 paths using 268464 bytes of memory

BGP attribute entries [476/76160], BGP AS path entries [1/6]

BGP community entries [0/0], BGP clusterlist entries [0/0]

476 received paths for inbound soft reconfiguration

476 identical, O modified, O filtered received paths using O bytes

Neighbor \ AS MsgRcvd MsgSent  ThlVer InQ OutQ Up/Down State/PfxRcd
1.1.1.1 4 11 0 0 0 0 0 23:01:53 Shut (Admin)
1.1.1.9 4 11 4637 1836 17370542 0 0 23:01:40 476

1.1.1.10 4 11 0 0 0 0 0 23:01:53 Shut (Admin)
1.1.1.11 4 11 0 0 0 0 0 23:01:52 Shut (Admin)

show bgp 12vpn evpn

show bgp 12vpn evpn 41.11.2.0

BGP routing table information for VRF default, address family L2VPN EVPN

Route Distinguisher: 14.1.4.1:115

BGP routing table entry for [5]:[0]:[0]:[24]1:[41.11.2.0]:[0.0.0.0]/224, version 17369591
Paths: (1 available, best #1)

Flags: (0x000002) on xmit-list, is not in I2rib/evpn, is not in HW

Advertised path-id 1
Path type: external, path is valid, received and used, is best path
Imported to 2 destination(s)
AS-Path: 11 , path sourced external to AS
1.1.1.9 (metric 0) from 1.1.1.9 (14.1.4.1)

Origin incomplete, MED O, localpref 100, weight O

Received label 492529

Extcommunity: RT:2:20

Path-id 1 not advertised to any peer

Route Distinguisher: 2.2.2.3:113

BGP routing table entry for [5]:[0]:[0]:[24]1:[41.11.2.0]:[0.0.0.0]/224, version 17369595
Paths: (1 available, best #1)

Flags: (0x000002) on xmit-list, is not in I2rib/evpn, is not in HW

Advertised path-id 1
Path type: external, path is valid, is best path
Imported from 14.1.4_.1:115:[5]:[0]:[01:[24]:[41.11.2.0]:[0.0.0.0]/224
AS-Path: 11 , path sourced external to AS
1.1.1.9 (metric 0) from 1.1.1.9 (14.1.4.1)
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IS-IS

* IS-IS 169
* IS-IS 169

IS-IS

IS-1S ISO /IEC 10589 RFC 1995
IGP Cisco NX-OS
4 1Pv4 IPv6 I1S-IS

IS-IS

IS-1S
. IPv4

. SID
. IS-IS

. SID

1S-IS

IS-1S
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B s

IS-1S
» mpls segment-routing
* IS-IS
. IS-1S 1

1 | configure terminal

2 | router isis instance-tag instance tag IS-IS

3 | net network-entity-title IS-1S NET

4 | address-family ipv4 unicast

5 | segment-routing mpls IS-1S
* IS-IS IPv4
IPv6
* SR
ISIS
SID
ip router isis
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» OSPF 171

. SID 172

. SID 172

. 172

. 173

« SID 173

. MPLS 173

» OSPFv2 174

» OSPF 174
» OSPF SID 175

. N-flag-clear 177

* OSPF SID 177

. 178

OSPF

Open Shortest Path First OSPF Internet Engineering Task Force IETF OSPF
IGP OSPF IP
IP
OSPF

OSPF

OSPF
* OSPFv2

. IPv4 SID
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SID

. SID
OSPF
Adj-SID
Adj-SID
SID LSA Adj-SID TLV
OSPF OSPF 2 OSPF
SID OSPF
SID SID
OSPFv2 SID
OSPF
LSA TLV OSPF LSA
SR TLV
RIB
OSPF OSPF
-SID
Y
SID
NSSA
SID
SID
OSPF OSPF
SID
SID
OSPF SID SID
OSPF
SID
NX-0S 10.6(x)
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OSPF SID/ TLV
OSPFv2 SID/ TLV LSA
segment-routing mpls
OSPF segment-routing
OSPF OSPF OSPF
SRGB OSPF
SRGB OSPF
SID
SID
o1 SID SID
OSPF
OSPF SID
SID 1 SID
SID
* SID SID SID RIB
MPLS
OSPF MPLS
OSPF OSPF
OSPF OSPF
MPLS OSPF
OSPF

MPLS
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B osrre

MPLS

OSPFv2

OSPFv2

* OSPFv2

IPIP/GRE

OSPFv2

OSPF

configure terminal

switch# configure terminal
switch(config)#

[no]router ospf process

switch(config)# router ospf test

OSPF

segment-routing

switch(config-router)# segment-routing
mpls

OSPF

OSPF

OSPF

. Cisco Nexus 9000

NX-0S

10.6(x)

OSPF



OSPF SID

router ospf process

switch(config)# router ospf test

OSPF

area <area id> segment-routing [mpls |
disable]

switch(config-router)# area 1
segment-routing mpls

MPLS

[no]area <areaid> segment-routing [mpls
| disable]

switch(config-router)#area 1
segment-routing disable

mpls

show ip ospf segment-routing

switch(config-router)# show ip ospf
test segment-routing

OSPF SR

SID

ID SID

configure terminal

switch# configure terminal

[no]router ospf process

Cisco Nexus 9000 NX-0S
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SID

switch(config)# router ospf test

segment-routing

switch(config-router)# segment-routing
switch(config-sr)#mpls
switch(config-sr-mpls)#

OSPF

interface loopback interface_number

switch(config-sr-mpls)# Interface
loopback O

OSPF

ip address 1.1.1.1/32

switch(config-sr-mpls)# ip address
1.1.1.1/32

ospf IP

ip router ospf 1 area 0

switch(config-sr-mpls)# ip router ospf
1 area O

OSPF

segment-routing

switch(config-router)#segment-routing
(config-sr)#mpls

SR
SID

connected-prefix-sid-map

switch(config-sr-mpls)#
connected-prefix-sid-map
switch(config-sr-mpls-conn-pfxsid)#

SID

address-family ipv4

switch(config-sr-mpls-conn-pfxsid)#
address-family ipv4d
switch(config-sr-mpls-conn-pfxsid-af)#

OSPF
IPv4

10

1.1.1.1/32 index 10

switch(config-sr-mpls-conn-af)#
1.1.1.1/32 index 10

SID 100 1.1.1.1/32

NX-0S 10.6(x)



N-flag-clear .

11 |exit

switch(config-sr-mpls-conn-af)# exit

N-flag-clear

OSPF LSA TLV SID

LSA

1 | configure terminal

switch# configure terminal
switch(config)#

2 | interface loopback3

switch(config)# interface loopback3

3 | ip ospf prefix-attributes n-flag-clear N-flag

switch#(config-if)# ip ospf
prefix-attributes n-flag-clear

OSPF SID

OSPF SID

Router ospf 10
Segment-routing mpls
Interface loop O
Ip address 1.1.1.1/32
Ip router ospf 10 area O
Segment-routing
Mpls
connected-prefix-sid-m
address-family ipv4
1.1.1.1/32 index 10

Cisco Nexus 9000 NX-0S 10.6(x) .



TE

SR-TE

SR-TE

PCE

SR-TE

SR-TE
32

Cisco Nexus 9000

. SR-TE

. Cisco Nexus 9000 NX-0S

ECMP

SR-TE

PCE

SR-TE
TE
TE LSP

1 SR-TE LSP

SR-TE
MPLS-TE
SR-TE
SR-TE
SR-TE
MPLS
IPv4 SR-TE
SR-TE
SR-TE
PCE
SR-TE

10.6(x)



SR-TE B

SR-TE
. SR-TE
explicit-path
SR-TE
SR-TE ID SID
SR-TE 1
SR-TE 1
SR-TE 2
PCEP PCE
. SID SID
Cisco NX-OS 10.2(2)F SR-TE
SR-TE
SRTE
SRTE

Cisco Nexus 9300-EX 9300-FX 9300-FX2 9300-GX
N9K-C9332D-GX2B

SR-TE 193
7.03)17(2) Cisco Nexus 9000
Nexus
PCE
SRTE
(IGP)
SRTE IGP IGPtlv  BGP
3

Cisco Nexus 9000 NX-0S 10.6(x) .


https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html

* exclude-any:

* include-any:

« include-all:

Cisco NX-0S

ODN

. Cisco Nexus 9000

NX-0S

-PCE
PCE
9.3(1)
ODN
BGP
ToR1 AClL
ODN

BGP

SR-TE

10.6(x)

SR-TE

SR-TE

IGP

PCE



SR-TE

SR-TE B

10: ODN

2. Algorithmic computation of

Path Compute =a SiLsT
Engine (PCE)

— = Traffic Engineering
. i Database (TED)

1. Topeology collected and populated in TED database
. BGP Link State advertisements of Prefix/Adjacency SIDs

4“..

CIS—SR

Multi-Domain
Engineered Traffic Flow

502040

SR-TE
* |IPv4 IPv6 SR-TE ODN
* SR-TE ODN IS-IS

. SID

. PCEP SR-TE

* XTC 2

* SR-TE

. PCEP

. PCEP 1

. ECMP
NHLFE ECMP uLB 1

Cisco Nexus 9000 NX-0S 10.6(x) .
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NHLFE
ECMP SRTE FEC
* Cisco NX-0S 9.3(1) PCE XTC
* Cisco NX-0OS 9.3(3) SR-TE ODN

Cisco Nexus 9364C-GX Cisco Nexus 9316D-GX
Cisco Nexus 93600CD-GX

« Cisco NX-0S 10.2(2)F SR-TE show
SR-TE
CiscoNexus9300-EX  9300-FX
9300-FX2 9300-GX N9K-C9332D-GX2B
~
7.03)17(1) Cisco Nexus 9000
Nexus
SR-TE
mpls

1 |configure terminal

2 | segment-routing

3 | traffic-engineering

4 | encapsulation mpls source ipv4 SR-TE
tunnel_ip_address

5 |pcc PCC

. Cisco Nexus 9000 NX-0S 10.6(x)
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6 |source-address ipv4 pcc_source address | pCC

7 | pce-address ipv4 pce_source_address PCE IP
precedence num PCE

8 | on-demand color color_num

9 |candidate-paths

10 | preference preference_number

11 |dynamic

12 | pcep PCE

SR-TE
mpls

1 |configure terminal
switch# configure terminal
switch(config)#

2 | segment-routing MPLS
switch(config)# segment-routing
switch(config-sr)#

3 | traffic-engineering
switch(config-sr)# traffic-engineering
switch(config-sr-te)#

4 |pcc PCC
Cisco Nexus 9000 NX-0S

106 [



source-address ipv4 pcc_source address

PCC

pce-address ipv4 pce_source_address
precedence num

PCE

PCE

affinity-map

switch(config-sr-te)#affinity-map
switch(config-sr-te-affmap)#

color name bit-position position

switch(config-sr-te-affmap)# color
red bit-position 2
switch(config-sr-te-affmap)#

interface interface-name

Enter SRTE interface config mode
switch(config-sr-te-if)#interface
ethl/1

switch(config-sr-te-if)#

10

affinity

switch(config-sr-te-if)# affinity
switch(config-sr-te-if-aff)#
switch(config-sr-te-if-aff)# color
red

switch(config-sr-te-if-aff)#

11

policy name| on-demand color color_num

switch(config-sr-te)# on-demand color
211

switch(config-sr-te-color)# policy
test_policy

12

color color end-point address

switch(config-sr-te-pol)#color 200
endpoint 2.2.2.2

. Cisco Nexus 9000
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candidate-path

switch(config-sr-te-color)#
candidate-paths
switch(cfg-cndpath)#

14

preference preference_number

switch(cfg-cndpath)# preference 100
switch(cfg-pref)#

15

dynamic

switch(cfg-pref)# dynamic
switch(cfg-dyn)#

16

pcep

switch(cfg-dyn)# pcep
switch(cfg-dyn)#

PCEP

PCE

17

constraints

switch(cfg-dyn)# constraints
switch(cfg-constraints)#

18

affinity

switch(cfg-constraints)# affinity
switch(cfg-const-aff)#

19

exclude-any |include-all | include-any

switch(cfg-const-aff)# include-any
switch(cfg-aff-inclany)#

Cisco Nexus 9000 NX-0S

« exclude-any -

« include-any -
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« include-all -

20 |color color_name
switch(cfg-aff-inclany)# color blue
switch(cfg-aff-inclany)#

SR-TE
mpls

1 |configure terminal
switch# configure terminal
switch(config)#

2 | segment-routing MPLS
switch(config)# segment-routing
switch(config-sr)#

3 | traffic-engineering
switch(config-sr)# traffic-engineering
switch(config-sr-te)#

4 |pcc PCC

5 | source-address ipv4 pcc_source address | pCC

6 | pce-address ipv4 pce_source_address PCE IP
precedence num
NX-0S 10.6(x)
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policy name| on-demand color color_num

switch(config-sr-te)# on-demand color
211

switch(config-sr-te-color)# policy
test_policy

color color end-point address

switch2(config-sr-te-pol)# color 200
endpoint 2.2.2.2

candidate-path

switch(config-sr-te-color)#
candidate-paths
switch(cfg-cndpath)#

10

preference preference_number

switch(cfg-cndpath)# preference 100
switch(cfg-pref)#

11

dynamic

switch(cfg-pref)# dynamic
switch(cfg-dyn)#

12

pcep

switch(cfg-dyn)# pcep
switch(cfg-dyn)#

PCEP

PCE

13

constraints

switch(cfg-dyn)# constraints
switch(cfg-constraints)#

14

association-group

Cisco Nexus 9000 NX-0S

106 [



B s

switch(cfg-constraints)#
association-group
switch(cfg-assoc)#

15 |disjoint

switch(cfg-assoc)# disjoint
switch(cfg-disj)#

16 |type|link | node

switch(config-if)#type link

17 |id number

switch(config-if)#id 1

SR-TE

segment-routing
traffic-eng
affinity-map
color green bit-position O
color blue bit-position 2
color red bit-position 3

eth1/1 ethl/2

segment-routing
traffic-eng
interface ethl/1
affinity
color red
color green
1
interface ethl/2
affinity
color green

segment-routing
traffic-engineering
affinity-map
color blue bit-position 0
color red bit-position 1
on-demand color 10
candidate-paths
preference 100
dynamic

Cisco Nexus 9000 NX-0S 10.6(x)
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pcep
constraints
affinity
[include-any] include-all]exclude-any]
color <col_name>
color <col_name>
policy new_policy
color 201 endpoint 2.2.2.0
candidate-paths
preference 200
dynamic
pcep
constraints
affinity
include-all
color red

segment-routing
traffic-eng
on-demand color 99
candidate-paths
preference 100
dynamic
pcep
constraints
association-group
disjoint
type link
id 1

SR-TE ODN -

SR-TE ODN

11:

1. PE1 PE2 IS-IS

2. Rl R3 R6  IS-IS

Cisco Nexus 9000 NX-0S 10.6(x) .
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router isis 1
net 31.0000.0000.0000.712a.00
log-adjacency-changes
distribute link-state
address-family ipv4 unicast
bfd
segment-routing mpls
maximum-paths 32
advertise interface loopbackO

3. R1 R6 VRF

R1 VRF

interface Ethernetl/49.101
encapsulation dotlq 201
vrf member sr
ip address 101.10.1.1/24
no shutdown

vrf context sr
rd auto
address-family ipv4 unicast
route-target import 101:101
route-target import 101:101 evpn
route-target export 101:101
route-target export 101:101 evpn
router bgp 6500
vrf sr
bestpath as-path multipath-relax
address-family ipv4 unicast
advertise 12vpn evpn

4. R6 BGP VRF

route-map color1001 permit 10
set extcommunity color 1001

5. R6 R1 BGP VRF SR
R6

R6 < EVPN > R3 <EVPN >R1

BGP R6

router bgp 6500
address-family ipv4 unicast
allocate-label all
neighbor 53.3.3.3
remote-as 6500
log-neighbor-changes
update-source loopbackO
address-family 12vpn evpn
send-community extended
route-map Colorl1001 out
encapsulation mpls

BGP R1

router bgp 6500
address-family ipv4 unicast

. Cisco Nexus 9000 NX-0S 10.6(x)
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allocate-label all
neighbor 53.3.3.3

remote-as 6500

log-neighbor-changes

update-source loopbackO

address-family 12vpn evpn
send-community extended
encapsulation mpls

R3 BGP R1 R3.abd XTC BGP LS

BGP R3

router bgp 6500
router-id 2.20.1.2
address-family ipv4 unicast
allocate-label all
address-family 12vpn evpn
retain route-target all
neighbor 56.6.6.6
remote-as 6500
log-neighbor-changes
update-source loopbackO
address-family 12vpn evpn
send-community extended
route-reflector-client
route-map NH_UNCHANGED out
encapsulation mpls
neighbor 51.1.1.1
remote-as 6500
log-neighbor-changes
update-source loopbackO
address-family 12vpn evpn
send-community extended
route-reflector-client
route-map NH_UNCHANGED out
encapsulation mpls
neighbor 58.8.8.8
remote-as 6500
log-neighbor-changes
update-source loopbackO
address-family link-state

route-map NH_UNCHANGED permit 10
set ip next-hop unchanged

BGP R1

router bgp 6500
neighbor 58.8.8.8
remote-as 6500
log-neighbor-changes
update-source loopbackO
address-family link-state

BGP R6

outer bgp 6500
neighbor 58.8.8.8
remote-as 6500
log-neighbor-changes
update-source loopbackO
address-family link-state

R1 PCE SR-TE

Cisco Nexus 9000 NX-0S
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segment-routing
traffic-engineering
pcc
source-address ipv4 51.1.1.1
pce-address ipv4 58.8.8.8
on-demand color 1001
metric-type igp

. Cisco Nexus 9000 NX-0S 10.6(x)
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SR-TE

« SR-TE 193

« SRTE 198

. VRF

204
SR-TE
SR-TE
« Cisco NX-OS 10.2(2)F SR-TE SRTE
SR-TE

SR-TE
SR-TE

Cisco Nexus 9300-EX 9300-FX 9300-FX2 9300-GX
NIK-C9332D-GX2B

* Cisco NX-0S 10.5(3)F PBR  NON-PBR set

set

Cisco Nexus 9000 NX-0S 10.6(x) .
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SR-TE
Cisco NX-0S
* SRTE

10.2(2)F

* SRTE

* SRTE

. Cisco Nexus 9000

NX-0S

show srte policy
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SR-TE
SR-TE

mpls

SR-TE

1 | configure terminal

2 | segment-routing

3 | traffic-engineering

4 | on-demand colorcolor_num
name

policy

SR-TE

5 [no] lockdown

6 [no] shutdown

Cisco Nexus 9000 NX-0S
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7 | candidate-paths

8 | preference preference_number

9 [no] shutdown SR-TE

SRTE

SRTE segment-routing

traffic-engineering switch name <policy_name> pref <preference_number>

NX2# show srte policy Green_White

Policy: 8.8.8.0]801

Name: Green_White

Source: 2.2.2.0

End-point: 8.8.8.0

State: UP

Color: 801

Authorized: Y

Binding-sid Label: 22

Policy-1d: 3

Path type = MPLS Active path option

Path-option Preference:180 ECMP path count: 1

1. PCE Weighted: No

Delegated PCE: 11.11.11.11

Index: 1 Label: 16005

Index: 2 Label: 16008

NX2# segment-routing traffic-engineering switch name Green_White preference 170
NX2(cfg-pref)# show srte policy Green_white detail
Policy: 8.8.8.0]801

Name: Green_White

Path type = MPLS Path options count: 4

Path-option Preference:180 ECMP path count: 1 Admin: UP Forced: No
1. PCE Weighted: No

Delegated PCE: 11.11.11.11

Index: 1 Label: 16005

Index: 2 Label: 16008

Path-option Preference:170 ECMP path count: 1 Admin: UP Forced: Yes Active path option
1. Explicit Weighted: No

Name: Yellow

Index: 1 Label: 16006

Index: 2 Label: 16008

. Cisco Nexus 9000 NX-0S 10.6(x)
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SRTE SRTE B

* segment-routing traffic-engineering reoptimize name <policy_name>

SRTE SRTE
197
SRTE
SRTE segment-routing traffic-engineering
reoptimize name <policy_name> <policy_name>

NX2# show srte policy Green_White
Policy: 8.8.8.0]801

Name: Green_White

Source: 2.2.2.0

End-point: 8.8.8.0

State: UP

Color: 801

Authorized: Y

Binding-sid Label: 22

Policy-1d: 3

Path type = MPLS Active path option
Path-option Preference:170 ECMP path count: 1
1. Explicit Weighted: Yes Weight: 1
Name: Yellow

Index: 1 Label: 16006

Index: 2 Label: 16008

NX2# segment-routing traffic-engineering reoptimize name Green_White
NX2# show srte policy Green_White
Policy: 8.8.8.0]801

Name: Green_White

Source: 2.2.2.0

End-point: 8.8.8.0

State: UP

Color: 801

Authorized: Y

Binding-sid Label: 22

Policy-1d: 3

Path type = MPLS Active path option
Path-option Preference:180 ECMP path count: 1
1. PCE Weighted: No

Delegated PCE: 11.11.11.11

Index: 1 Label: 16005

Index: 2 Label: 16008

SRTE segment-routing traffic-engineering
reoptimize all SRTE

Cisco Nexus 9000 NX-0S 10.6(x) .
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SRTE

Cisco Nexus 9000-FX 9000-FX2 9000-FX3 9000-GX 9300
SRTE
Cisco NX-0OS 10.1(2)
UDP TCP
DSCP
SRTE
ACL
PBR
SRTE PBR RPM ACL
Manager AclQoS Cisco NX-0OS 10.1(2)
SRTE RPM SRTE ULIB
URIB
SRTE
* MPLS SR
* IPv4 VRF IPv4 IPv6
VRF
*5 tcp/udp
tep/udp ACL
. SRTE
* |Pv4 DSCP/TOS Cisco NX-0S
10.3(1)F VXLAN DSCP/TOS
* IPv6
. ACL
* VRF SRTE

. Cisco Nexus 9000 NX-0S 10.6(x)
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. ECMP
« ACL
 ToS/DSCP ACL
* next-hop-ip SRTE
SRTE
SRTE

« Cisco NX-OS 10.1(2) SRTE

Cisco Nexus 9000-FX  9000-FX2 9000-FX3 9000-GX 9300
* SRTE VRF

L3VPN/L3EVPN set statement

BGP BGP SRTE
. ECMP SRTE ECMP
9000-GX

* SRTE 1
* SRTE VRF

L3VPN/L3EVPN set

RIB BGP
ECMP
« SRTE
VRF
SRTE
SRTE

* set ip next-hop <> IP SRTE

» verify-availability

Cisco Nexus 9000 NX-0S 10.6(x) .
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* drop-on-fail

« force-order

* load-share

. 13 evpn 13vpn
srte-policy
srte-policy set-actions
. srte-policy srte-policy set
* srte-policy set-command next-hop-ip
MPLS
. VRF
IP N SRTE
IP VRF
SRTE IP SRTE
VRF
. VRF
SRTE IP

N IP N SRTE
* SRTE VXLAN EoMPLS PBR
* SRTE SR

ACL
. VRF  IPv6 SRTE MPLS SR
IPv4 IPv6 SR
SRv6
* 9000-FX 9000-FX2 9000-FX3 9300 ECMP
ECMP
SRTE 1
SID ECMP

. Cisco Nexus 9000 NX-0S 10.6(x)



SRTE B

. Cisco NX-0OS 10.1(2)
* Cisco NX-0S 10.2(2)F SRTE
Cisco N9K-C9332D-GX2B
« Cisco NX-0S 10.3(1)F DSCP SR-TE
IP DSCP SRTE VXLAN
. Cisco Nexus 9300-FX2 9300-FX3 9300-GX 9300-GX2TOR
* VXLAN ACL VXLAN IP
IPv4
 Cisco NX-0OS 10.3(2)F SRTE
Cisco Nexus 9700-FX 9700-GX
* Cisco Nexus 9508 VXLAN EVPN MPLS SR L3VPN
MPLS L2
dotlq
* Cisco Nexus 9500 EVPN MPLS SR L3VPN
SvI/
(MPLS VXLAN)
* DSCP MPLS EXP DCI FX TOR/
MPLS EXP DSCP
FX TOR/ MPLS EXP  0Ox7
 Cisco NX-0S 10.3(2)F DSCP SRTE
Cisco Nexus 9300-FX Cisco Nexus 9700-FX  9700-GX
* Cisco Nexus 9500 VXLAN EVPN MPLS SR L3VPN
MPLS L2
dotlq
* Cisco Nexus 9500 EVPN MPLS SR L3VPN
SvI/
(MPLS VXLAN)
* DSCP MPLS EXP DCI FX TOR/
MPLS EXP DSCP
FX TOR/ MPLS EXP  Ox7

Cisco Nexus 9000 NX-0S 10.6(x) .
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SRTE
1. IP IP
Cisco Nexus Series NX-OS IP ACL
2. SRTE
SRTE Cisco Nexus 9000 NX-0OS
3. 1 IP
SRTE VPN
ToS/DSCP ACL
SRTE ToS/DSCP
ACL
VRF
MPLS PBR
1 |configure terminal
switch# configure terminal
switch(config)#
2 |[ip | ipv6] access-list acl_name IP IPv6
IP IPv6
switch(config)# ip access-list L4 _PORT|
switch(config)#
3 |10 permitip ip_address any 1P IPV6

. Cisco Nexus 9000
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AL B

switch(config)# 10 permit ip any
5.5.0.0/716
switch(config)#

20 permit tcp tcp_address[any]

switch(config)# 20 permit tcp any
5.5.0.0/16
switch(config)#

IPv6

any

TCP

IPv6

[ip | ipv6] access-list dscp_name

switch(config)# ip access-list dscp
switch(config)#

IPv6

IP IPv6
DSCP IP

10 permit tcp any tcp_addressdscp <dscp
value>

switch(config)# 10 permit tcp any
5.5.0.0/16 dscp afll
switch(config)#

P

any

IPv6 DSCP

IPv6

[ip | ipv6] access-list acl_name

switch(config)# ip access-list acll
switch(config)#

IP IPv6
IP IPv6

10 permit tcp any tcp_address acl
acl_name

switch(config)# 10 permit tcp any
5.5.0.0/716 eq www dscp afll
switch(config)#

IPv6

any

TCP

IPv6

[ip | ipv6] access-list acl_name

switch(config)# ip access-list acll
switch(config)#

IP IPv6
IP IPv6

10

10 permit tcp any any time - range tl

switch(config-acl)# 10 permit tcp any|
5.5.0.0/716 eq www dscp afll
switch(config)#

any

IPv6 TCP

IPv6

Cisco Nexus 9000 NX-0S
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11

time-range name

switch(config-acl)# time-range tl
switch(config)#

IP

IPv6

12

F2(config-time-range)#
WOLF2(config-time-range)#

switch(config-time-range)# 10 absolute
start 20:06:56 8 february 2021
end 20:10:56 8 february 2021

VRF

VRF

SRTE
VRF

VRF

MPLS

PBR

route-map FLOW1 seq_num

switch(config)# route-map FLOW1 seq 10
switch(config-route-map)#

FLOW1

. Cisco Nexus 9000
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match [ip | ipv6] address acl_name

switch(config-route-map)# match ip
address L4_PORT
switch(config-route-map)#

ACL

set srte-policy color numendpoint ip
address

switch(config-route-map)# set
srte-policy color 121 endpoint 10.0.0.1
switch(config-route-map)#

SRTE

IPv4

interface interface-type/sot/port

switch(config-route-map)# interface
ethernet 171
switch(config-route-map-if)#

[ip | ipv6] policy route-map FLOW1

switch(config-route-map-if)# ip policy
route-map FLOW1
switch(config-route-map-if)#

IP IPv6

VRF

VRF

PBR

route-map FLOW1 seq_num

switch(config)# route-map FLOW1 seq 10
switch(config-route-map)#

FLOW1

Cisco Nexus 9000 NX-0S
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match [ip | ipv6] address acl_name

switch(config-route-map)# match ip
address L4_PORT
switch(config-route-map)#

ACL

set srte-policy name policy-name

switch(config-route-map)# set
srte-policy name policyl
switch(config-route-map)#

SRTE

interface interface-type/slot/port

switch(config-route-map)# interface
ethernet 1/1
switch(config-route-map-if)#

[ip | ipv6] policy route-map FLOW1

switch(config-route-map-if)# ip policy)|
route-map FLOW1
switch(config-route-map-if)#

IPv6

MPLS

VRF

VRF

MPLS VPN

PBR

route-map FLOW1 seq num

switch(config)# route-map FLOW1 seq 10
switch(config-route-map)#

FLOW1
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match [ip | ipv6] address acl_name ACL

switch(config-route-map)# match ip
address L4_PORT
switch(config-route-map)#

set [ip | ipv6] next-hop srte-policy
destination-ip-next-hop srte-policy color
num endpoint ip address

switch(config-route-map)# set ip
next-hop 5.5.5.5 srte-policy color 121
endpoint 10.0.0.1
switch(config-route-map)#

exit

switch(config-route-map)# exit
switch(config)#

interface interface-type/slot/port

switch(config)# interface ethernet 1/1
switch(config-if)#

vrf member vrf-name VRF

switch(config-if)# vrf member vrfl
switch(config-if)#

[ip | ipv6] policy route-map FLOW1 IP IPv6

switch(config-if)# ip policy route-map
FLOW1
switch(config-if)#

[no] shutdown

switch(config-if)# no shutdown
switch(config-if)#
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VRF

VRF

VRF

MPLS VPN
SRTE

MPLS PBR

1 | route-map FLOW1 seq _num FLOW1

switch(config)# route-map FLOW1 seq 10
switch(config-route-map)#

2 | match [ip | ipv6] address acl_name ACL

switch(config-route-map)# match ip
address L4_PORT
switch(config-route-map)#

3 [set [ip | ipv6] next-hop srte-policy
destination-ip-next-hop srte-policy color
num

switch(config-route-map)# set ip
next-hop 5.5.5.5 srte-policy color 121
switch(config-route-map)#

4 | exit

switch(config-route-map)# exit
switch(config)#

5 | interface interface-type/slot/port

switch(config)# interface ethernet 1/1
switch(config-if)#
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6 | vrf member vrf-name VRF

switch(config-if)# vrf member vrfl
switch(config-if)#

7 | [ip | ipv6] policy route-map FLOW1 IP IPV6

switch(config-if)# ip policy route-map)
FLOW1
switch(config-if-route-map)#

8 | [no] shutdown

switch(config-if-route-map)# no
shutdown
switch(config-if-route-map)#

VRF

VRF
MPLS VPN

MPLS PBR

1 | route-map FLOW1 seq_num FLOW1

switch(config)# route-map FLOW1 seq 10
switch(config-route-map)#

2 | match [ip | ipv6] address acl_name ACL

switch(config-route-map)# match ip
address L4_PORT
switch(config-route-map)#
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3 [set [ip | ipv6] next-hop srte-policy
destination-ip-next-hop srte-policy name

switch(config-route-map)# set ip
next-hop 5.5.5.5 srte-policy policyl
switch(config-route-map)#

4 | exit

switch(config-route-map)# exit
switch(config)#

5 | interface interface-type/slot/port

switch(config)# interface ethernet 1/1
switch(config-if)#

6 | vrf member vrf-name VRF

switch(config-if)# vrf member vrfl
switch(config-if)#

7 | [ip | ipv6] policy route-map FLOW1 IP IPV6

switch(config-if)# ip policy route-map)
FLOW1
switch(config-if)#

8 | [no] shutdown

switch(config-if)# no shutdown
switch(config-if)#

VRF

VRF
VPN VRF

VRF BGP
VRF
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MPLS PBR

1 route-map FLOW1 seq_num FLOW1

switch(config)# route-map FLOW1 seq
10
switch(config-route-map)#

2 | match [ip | ipv6] address acl_name ACL

switch(config-route-map)# match ip
address L4_PORT
switch(config-route-map)#

3 | setsrte-policy color numendpointip SRTE
address

switch(config-route-map)# set 1Pv4
srte-policy color 121 endpoint
10.0.0.1
switch(config-route-map)#

4 | interface interface-type/sot/port

switch(config-route-map)# interface
ethernet 1/1
switch(config-route-map-if)#

5 | vrf member vrf-name VRF

switch(config-route-map-if)# vrf
member vrfl
switch(config-route-map-if)#

6 [ip | ipv6] policy route-map FLOW1 IP IPV6

switch(config-route-map-if)# ip policy|
route-map FLOW1
switch(config-route-map-if)#

7 | [no] shutdown
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switch(config-route-map-if)# no
shutdown
switch(config-route-map-if)#

8 |exit

switch(config-route-map)# exit
switch(config)#

9 |feature bgp BGP

switch(config)# feature bgp
switch(config)#

10 |router bgp as-number BGP

switch(config)# router bgp 1.1
switch(config-router)#

11 | vrfvrf-name BGP VRE

switch(config-router)# vrf vrfl
switch(config-router-vrf)#

12 |allocate-index index VRF
VRF
switch(config-router-vrf)# MPLS VPN
allocate-index 10 BGP VRF
MPLS VPN
MPLS

VRF
VPN VRF

VRF BGP
VRF

. Cisco Nexus 9000 NX-0S 10.6(x)



MPLS PBR

1 route-map FLOW1 seq_num FLOW1

switch(config)# route-map FLOW1 seq
10
switch(config-route-map)#

2 | match [ip | ipv6] address acl_name ACL

switch(config-route-map)# match ip
address L4_PORT
switch(config-route-map)#

3 | setsrte-policy name SRTE

switch(config-route-map)# set
srte-policy policyl
switch(config-route-map)#

4 | interface interface-type/sot/port

switch(config-route-map)# interface
ethernet 1/1
switch(config-route-map-if)#

5 | vrf member vrf-name VRF

switch(config-route-map-if)# vrf
member vrfl
switch(config-route-map-if)#

6 [ip | ipvé] policy route-map FLOW1 IP IPV6

switch(config-route-map-if)# ip policy,
route-map FLOW1
switch(config-route-map-if)#

7 | [no] shutdown
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switch(config-route-map-if)# no
shutdown
switch(config-route-map-if)#

exit

switch(config-route-map)# exit
switch(config)#

feature bgp

switch(config)# feature bgp
switch(config)#

BGP

10

router bgp as-number

switch(config)# router bgp 1.1
switch(config-router)#

BGP

11

vrf vrf-name

switch(config-router)# vrf vrfl
switch(config-router-vrf)#

BGP

VRF

12

allocate-index index

switch(config-router-vrf)#
allocate-index 10

VRF

MPLS

VRF
VPN
BGP VRF
MPLS VPN

MPLS
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ToS/DSCP

SRTE

» ToS/DSCP
216
VRF
217
* SRTE

15

ACL
VRF

216

216

217

VRF
217

VRF

ACL

switch# configure terminal

switch(config)#
switch(config)#
switch(config)#
switch(config)#
switch(config)#
switch(config)#
switch(config)#
switch(config)#

ip
10
20
ip
10
ip
10
ip

access-list L4 _PORT

permit ip any 5.5.0.0/16

permit tcp any 5.5.0.0/16

access-list dscp

permit tcp any 5.5.0.0/16 dscp afll
access-list acll

permit tcp any 5.5.0.0/16 eq www dscp afll
access-list acll

215
VRF

216

VRF

VRF

217

switch(config-acl)# 10 permit tcp any 5.5.0.0/16 eq www dscp afll
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VRF

switch(config-acl)# time-range tl
start 20:06:56 8 february 2021 end 20:10:56 8 february 2021

VRF

switch(config)# route-map FLOW1 seq 10

switch(config-route-map)# match ip address L4_PORT
switch(config-route-map)# set srte-policy color 121 endpoint 10.0.0.1
switch(config-route-map)# interface ethernet 1/1
switch(config-route-map-if)# ip policy route-map FLOW1

VRF

switch(config)# route-map FLOW1 seq 10
switch(config-route-map)# match ip address L4_PORT
switch(config-route-map)# set srte-policy name policyl
switch(config-route-map)# interface ethernet 1/1
switch(config-route-map-if)# ip policy route-map FLOW1

VRF

switch(config)# route-map FLOW1 seq 10

switch(config-route-map)# match ip address L4_PORT

switch(config-route-map)# set ip next-hop 5.5.5.5 srte-policy color 121 endpoint 10.0.0.1
switch(config-route-map)# interface ethernet 1/1

switch(config-route-map)# vrf member vrfl

switch(config-route-map-if)# ip policy route-map FLOW1

VRF

switch(config)# route-map FLOW1 seq 10

switch(config-route-map)# match ip address L4 PORT
switch(config-route-map)# set ip next-hop 5.5.5.5 srte-policy color 121
switch(config-route-map)# interface ethernet 1/1
switch(config-route-map)# vrf member vrfl

switch(config-route-map-if)# ip policy route-map FLOW1
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VRF

switch(config)# route-map FLOW1 seq 10

switch(config-route-map)# match ip address L4_PORT
switch(config-route-map)# set ip next-hop 5.5.5.5 srte-policy policyl
switch(config-route-map)# interface ethernet 1/1
switch(config-route-map)# vrf member vrfl
switch(config-route-map-if)# ip policy route-map FLOW1

VRF

switch(config)# route-map FLOW1 seq 10

switch(config-route-map)# match ip address L4_PORT
switch(config-route-map)# set srte-policy color 121 endpoint 10.0.0.1
switch(config-route-map)# interface ethernet 1/1
switch(config-route-map)# vrf member vrfl
switch(config-route-map-if)# ip policy route-map FLOW1
switch(config)# feature bgp

switch(config)# router bgp 1.1

switch(config-router)# vrf vrfl

switch(config-router-vrf)# allocate-index 10

VRF

switch(config)# route-map FLOW1 seq 10
switch(config-route-map)# match ip address L4_PORT
switch(config-route-map)# set srte-policy policyl
switch(config-route-map)# interface ethernet 1/1
switch(config-route-map)# vrf member vrfl
switch(config-route-map-if)# ip policy route-map FLOW1
switch(config)# feature bgp

switch(config)# router bgp 1.1

switch(config-router)# vrf vrfl
switch(config-router-vrf)# allocate-index 10

SRTE

SRTE
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10: SRTE

show srte policy

show srte policy [all] SR-TE

show srte policy [detail]

show srte policy <name> SR-TE
SR-TE

TAB

show srte policy color <color> endpoint SR-TE
<endpoint>

TAB

show route-map [name]

show forwarding mpls srte module -FIB SRTE
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SRTE

SRTE

16

MPLS OAM

* SRTE MPLS OAM 219
* SRTE MPLS OAM

* MPLS OAM 221

* MPLS OAM 228

* MPLS OAM 230

Cisco NX-0S 10.1(2) MPLS OAM
SRTE
SRTE
SRTE
MPLS
MPLS OAM MPLS LSPV Nil-FEC ping SRTE
ping SRTE
ping
ping ping
Cisco Nexus 9000 NX-0S

MPLS OAM

220

SRTE

ping
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CLI OAM
1
OAM
MPLS OAM SRTE
index-limit X CLI ping
index-limit

index 100 mpls label 16001
index 200 mpls label 16002
index 300 mpls label 16003

index-limit ping 16001 16002 16003
index-limit 250 ping 16001 16002 index-limit
ping 16001 16002

SRTE MPLS OAM

SRTE MPLS OAM
* CiscoNX-0S 10.1(2) MPLS OAM
Cisco Nexus 9300 EX 9300-FX 9300-FX2 9300-GX
* SRTE SRTE MPLS OAM
feature mpls segment-routing traffic-engineering feature mpls oam
OAM
SRTE SR
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MPLS OAM ping
oam MPLS OAM
« SRTE 1000
* ping 1000
*« SRTE OAM
SRTEOAM
feature mpls oam
SRTE MPLS
1
MPLS OAM
« Cisco NX-OS 10.1(2) SRTE OAM
* OAM PCEP
CLI
OAM
OAM
MPLS
Cisco Nexus 9000 NX-0S

MPLS OAM B

feature mpls

feature mpls oam
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configure terminal

switch# configure terminal
switch(config)#

segment-routing

switch(config)#segment-routing
switch(config-sr)#

traffic-engineering

switch(config-sr)# traffic-engineering
switch(config-sr-te)#

[liveness-detection]

switch(config-sr-te)#
liveness-detection
switch(config-sr-te-livedet)#

. Cisco Nexus 9000

interval num 3000
ms

switch(config-sr-te-livedet)# interval

6000

switch(config-sr-te-livedet)#

multiplier num

switch(config-sr-te-livedet)#

multiplier 5

switch(config-sr-te-livedet)#

3

mpls mpl

switch(config-sr-te-livedet)# mpls

switch(config-sr-te-livedet-mpls)#

[no]Joam SRTE MPLS
OAM

switch(config-sr-te-livedet-mpls)#

oam

switch(config-sr-te-livedet-mpls)#
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no OAM

segment-list name sidlist-name

switch(config-sr-te)# segment-list
name blue
index 10 mpls label 16004
index 10 mpls label 16005

SID

sidlist-name

TAB

10

policy policy name

switch(config-sr-te)# policy 1
switch(config-sr-te-pol)

11

color number|P-end-point

switch(config-sr-te-pol)# color 1
endpoint 5.5.5.5
switch(config-sr-te-pol)

12

candidate-paths

switch(config-sr-te-pol)#
candidate-paths
switch(config-expcndpaths)#

13

preference preference-number

switch(config-expcndpaths)# preference|
100
switch(cfg-pref)#

14

sidlist-nameexplicit segment-list

switch(cfg-pref)# explicit
segment-list red
switch(cfg-pref)#

sidlist-name

TAB

15

on-demand color color_num

switch(config-sr-te)# on-demand color]
211
switch(config-sr-te-color)#

Cisco Nexus 9000 NX-0S
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16

candidate-paths

switch(config-sr-te-color)#
candidate-paths
switch(cfg-cndpath)#

17

preference preference-number

switch(cfg-cndpath)# preference 100
switch(cfg-pref)#

18

sidlist-nameexplicit segment-list

switch(cfg-pref)# explicit
segment-list red
switch(cfg-pref)#

sidlist-name

TAB

MPLS

configure terminal

switch# configure terminal
switch(config)#

segment-routing

switch(config)#segment-routing
switch(config-sr)#

traffic-engineering

switch(config-sr)# traffic-engineering
switch(config-sr-te)#
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[liveness-detection]

switch(config-sr-te)#
liveness-detection
switch(config-sr-te-livedet)#

interval num

switch(config-sr-te-livedet)# interval
6000
switch(config-sr-te-livedet)#

ms

3000

multiplier num

switch(config-sr-te-livedet)#
multiplier 5
switch(config-sr-te-livedet)#

segment-list name sidlist-name

switch(config-sr-te)# segment-list
name blue
index 10 mpls label 16004
index 10 mpls label 16005

SID

sidlist-name

TAB

policy policy name

switch(config-sr-te)# policy 1
switch(config-sr-te-pol)

color number | P-end-point

switch(config-sr-te-pol)# color 1
endpoint 5.5.5.5
switch(config-sr-te-pol)

10

candidate-paths

switch(config-sr-te-pol)#
candidate-paths
switch(config-expcndpaths)#

11

preference preference-number
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switch(config-expcndpaths)# preference

100
switch(cfg-pref)#

12

sidlist-nameexplicit segment-list

switch(cfg-pref)# explicit
segment-list red
switch(cfg-pref)#

sidlist-name

TAB

13

[liveness-detection]

switch(config-sr-te)#
liveness-detection
switch(config-sr-te-livedet)#

14

[no]index-limit num

switch(config-sr-te-livedet)#
index-limit 20
switch(config-sr-te-livedet)#

SID

15

[no]shutdown

switch(config-sr-te-livedet)# shutdown

switch(config-sr-te-livedet)#

no

OAM

16

mpls

switch(config-sr-te-livedet)# mpls
switch(config-sr-te-livedet-mpls)#

mpl

17

[noJoam

switch(config-sr-te-livedet-mpls)#

oam

switch(config-sr-te-livedet-mpls)#

SRTE
OAM

no

MPLS

OAM

18

on-demand color color_num

switch(config-sr-te)# on-demand color

211
switch(config-sr-te-color)#

. Cisco Nexus 9000

NX-0S

10.6(x)



19 |candidate-paths

switch(config-sr-te-color)#

candidate-paths

switch(cfg-cndpath)#
20 | preference preference-number

switch(cfg-cndpath)# preference 100

switch(cfg-pref)#
21 | sidlist-nameexplicit segment-list

switch(cfg-pref)# explicit sidlist-name

segment-list red

switch(cfg-pref)#

TAB

22 | [liveness-detection]

switch(config-sr-te-color)#

liveness-detection

switch(config-sr-te-color-livedet)#
23 | [no]index-limit num

SID

switch(config-sr-te-color-livedet)#

index-limit 20

switch(config-sr-te-color-livedet)#
24 | [no]shutdown

switch(config-sr-te-color-livedet)#

shutdown

switch(config-sr-te-color-livedet)#

no OAM

25 | mpls mpl

switch(config-sr-te-color-livedet)#
mpls
switch(config-sr-te-color-livedet-mpls)#
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B vrsoam

26

[noJoam

switch(config-sr-te-color-livedet-mpls)#
oam
switch(config-sr-te-color-livedet-mpls)#

OAM

SRTE

no

MPLS

OAM

MPLS OAM

MPLS OAM

11: MPLS OAM

show srte policy

show srte policy [all] SR-TE

show srte policy [detail]

show srte policy <name> SR-TE

SR-TE

TAB

<endpoint>

show srte policy color <color> endpoint

TAB

. Cisco Nexus 9000
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MPLS OAM B
show srte policy proactive-policy-monitoring promon
Enter
* brief
« color
promon
* name Promon
. ID ID  Promon
show srte policy proactive-policy-monitoring ID
[brief]
show srte policy proactive-policy-monitoring ID
[session <session-id>]
ID
TAB
show srte policy proactive-policy-monitoring
color <color> endpoint<endpoint>
TAB
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MPLS OAM

MPLS OAM

segment-routing
traffic-engineering
liveness-detection
interval 6000
multiplier 5
mpls
oam
segment-list name blue
index 10 mpls label 16004
index 20 mpls label 16005
segment-list name green
index 10 mpls label 16003
index 20 mpls label 16006
segment-list name red
index 10 mpls label 16002
index 20 mpls label 16004
index 30 mpls label 16005
policy customer-1
color 1 endpoint 5.5.5.5
candidate-paths
preference 100
explicit segment-list red
on-demand color 211
candidate-paths
preference 100
explicit segment-list green

segment-routing
traffic-engineering
liveness-detection
interval 6000
multiplier 5
segment-list name blue
index 10 mpls label 16004
index 20 mpls label 16005
segment-list name green
index 10 mpls label 16003
index 20 mpls label 16006
segment-list name red
index 10 mpls label 16002
index 20 mpls label 16004
index 30 mpls label 16005
policy customer-1
color 1 endpoint 5.5.5.5
candidate-paths
preference 100
explicit segment-list red
liveness-detection
index-limit 20
shutdown
mpls
oam
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on-demand color 211
candidate-paths
preference 100
explicit segment-list green
liveness-detection
index-limit 20
shutdown
mpls
oam
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SRTE

* SRTE
* SRTE
* SRTE
* SRTE
* SRTE

SRTE  BFD

SRTE BFD
1

SRTE BFD

SRTE

BFD

BFD 233
BFD
BFD 235
BFD 242
BFD 242
SRTE MPLS OAM
SRTE
SRTE
SRTE BFD
SRTE
MPLS
MPLS OAM
Cisco Nexus 9000 NX-0S

17

234

SRTE BFD
SRTE

BFD

106 [



B e s

1
MPLS OAM SRTE
SRTE
BFD SRTE
index-limit X
index-limit
. 100 mpls 16001
. 200 mpls 16002
. 300 mpls 16003
index-limit 16001 16002 16003
index-limit 250 16001 16002 index-limit 200
16001 16002
SRTE BFD
 Cisco NX-0OS 10.3(2)F 9300-FX 9300-FX2 9300-FX3 9300-GX 9300-GX2
TOR SRTE BFD
* |Pv4 SRTE MPLS BFD
SRv6

. vPC
. OAM BFD 1

OAM BFD
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SRTE  BFD B

«IP
BFD SR
* SRTE
SID
SID
. ECMP 8
ECMP ECMP
8 ECMP
8

* SRTE SRGB

BFD SRGB

SRGB
BFD
connected-prefix-sid-map SR

SRTE

* BFD pcep
SRTE BFD

. BFD
. BFD
« feature bfd

« feature mpls segment-routing

« feature mpls segment-routing traffic-engineering
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1 |configure terminal

switch# configure terminal
switch(config)#

2 | segment-routing

switch(config)#segment-routing
switch(config-sr)#

3 | traffic-engineering

switch(config-sr)# traffic-engineering
switch(config-sr-te)#

4 | [no] liveness-detection

switch(config-sr-te)#
liveness-detection
switch(config-sr-te-livedet)#

5 |interval num 3000
ms

switch(config-sr-te-livedet)# interval
6000
switch(config-sr-te-livedet)#

6 | multiplier num

switch(config-sr-te-livedet)# BFD

multiplier 5
switch(config-sr-te-livedet)#

7 | mpls MPLS

switch(config-sr-te-livedet)# mpls
switch(config-sr-te-livedet-mpls)#

8 [[no] bfd SRTE BFD
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switch(config-sr-te-livedet-mpls)#
bfd
switch(config-sr-te-livedet-mpls)#

no BFD

segment-list name sidlist-name

switch(config-sr-te)# segment-list
name blue
index 10 mpls label 16004
index 10 mpls label 16005

SID

sidlist-name

TAB

10

policy policy name

switch(config-sr-te)# policy 1
switch(config-sr-te-pol)

11

color color end-point address

switch(config-sr-te-pol)# color 1
endpoint 5.5.5.5
switch(config-sr-te-pol)

12

candidate-paths

switch(config-sr-te-pol)#
candidate-paths
switch(config-expcndpaths)#

13

preference preference-number

switch(config-expcndpaths)# preference
100
switch(cfg-pref)#

14

sidlist-nameexplicit segment-list

switch(cfg-pref)# explicit
segment-list red
switch(cfg-pref)#

sidlist-name

TAB

15

on-demand color color_num

switch(config-sr-te)# on-demand color
211
switch(config-sr-te-color)#
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16

candidate-paths

switch(config-sr-te-color)#
candidate-paths
switch(cfg-cndpath)#

17

preference preference-number

switch(cfg-cndpath)# preference 100
switch(cfg-pref)#

18

sidlist-nameexplicit segment-list

switch(cfg-pref)# explicit
segment-list red
switch(cfg-pref)#

sidlist-name

TAB

« feature bfd

« feature mpls segment-routing

- feature mpls segment-routing traffic-engineering

configure terminal

switch# configure terminal
switch(config)#

segment-routing

switch(config)#segment-routing
switch(config-sr)#

. Cisco Nexus 9000
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traffic-engineering

switch(config-sr)# traffic-engineering
switch(config-sr-te)#

[no] liveness-detection

switch(config-sr-te)#
liveness-detection
switch(config-sr-te-livedet)#

interval num

switch(config-sr-te-livedet)# interval
6000
switch(config-sr-te-livedet)#

ms

3000

multiplier num

switch(config-sr-te-livedet)#
multiplier 5
switch(config-sr-te-livedet)#

BFD

segment-list name sidlist-name

switch(config-sr-te)# segment-list
name blue
index 10 mpls label 16004
index 10 mpls label 16005

SID

policy policy name

switch(config-sr-te)# policy 1
switch(config-sr-te-pol)

color color end-point address

switch(config-sr-te-pol)# color 1
endpoint 5.5.5.5
switch(config-sr-te-pol)

10

candidate-paths
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switch(config-sr-te-pol)#
candidate-paths
switch(config-expcndpaths)#

11

preference preference-number

switch(config-expcndpaths)# preference

100
switch(cfg-pref)#

12

sidlist-nameexplicit segment-list

switch(cfg-pref)# explicit
segment-list red
switch(cfg-pref)#

13

[no] liveness-detection

switch(config-sr-te)#
liveness-detection
switch(config-sr-te-livedet)#

14

[no]index-limit num

switch(config-sr-te-livedet)#
index-limit 20
switch(config-sr-te-livedet)#

SID

15

[no]shutdown

switch(config-sr-te-livedet)# shutdown

switch(config-sr-te-livedet)#

16

mpls

switch(config-sr-te-livedet)# mpls
switch(config-sr-te-livedet-mpls)#

MPLS

17

[no] bfd

switch(config-sr-te-livedet-mpls)#

oam

switch(config-sr-te-livedet-mpls)#

no
BFD
BFD

BFD
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18 |on-demand color color_num
switch(config-sr-te)# on-demand color
211
switch(config-sr-te-color)#

19 |candidate-paths
switch(config-sr-te-color)#
candidate-paths
switch(cfg-cndpath)#

20 | preference preference-number
switch(cfg-cndpath)# preference 100
switch(cfg-pref)#

21 | sidlist-nameexplicit segment-list
switch(cfg-pref)# explicit
segment-list red
switch(cfg-pref)#

22 | [no] liveness-detection
switch(config-sr-te-color)#
liveness-detection
switch(config-sr-te-color-livedet)#

23 | [no] index-limit num

SID
switch(config-sr-te-color-livedet)#
index-limit 20
switch(config-sr-te-color-livedet)#

24 | [no] shutdown
switch(config-sr-te-color-livedet)#
shutdown
switch(config-sr-te-color-livedet)#

25 |mpls MPLS

switch(config-sr-te-color-livedet)#
mpls
switch(config-sr-te-color-livedet-mpls)#
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26 |[no] bfd

switch(config-sr-te-color-livedet-mpls)#
bfd
switch(config-sr-te-color-livedet-mpls)#

BFD

no

BFD

SRTE  BFD

SRTE BFD

feature mpls segment-routing traffic-engineering segment-routing

traffic-engineering
liveness-detection
multiplier NUM
interval NUM
mpls
bfd
segment-list name SEGLIST1
index 100 mpls label 16001
index 200 mpls label 16002
index 300 mpls label 16003
on-demand color 702
explicit segment-list SEGLIST1
liveness-detection
mpls
bfd
index-limit 200
policy name POL1
color 20 endpoint 1.1.1.1
liveness-detection
mpls
bfd
index-limit 200

SRTE  BFD

SRTE BFD

12: MPLS OAM

show srte policy

show srte policy [all] SR-TE

show srte policy [detail]
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SRTE  BFD B

show srte policy <name> SR-TE
SR-TE
TAB
show srte policy color <color> endpoint SR-TE
<endpoint>
TAB
show srte policy proactive-policy-monitoring promon
Enter
* brief
e color
promon
* name Promon
. ID ID  Promon
show srte policy proactive-policy-monitoring ID
[brief]

Cisco Nexus 9000 NX-0S 10.6(x) .



B sre e

show srte policy proactive-policy-monitoring
[session <session-id>]

ID
TAB
show srte policy proactive-policy-monitoring
color <color> endpoint<endpoint>
TAB
show mpls switching detail
SRTE
FEC NHLFE
SRTE
FEC
show bfd neighbors BFD
10.6(x)
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* BGP

* BGP
* BGP

* BGP
* BGP

BGP

ID SID

ECMP

SID

BGP

SID 245
SID 245
SID
BGP
SID BGP
SID

Cisco Nexus 9000

246
BGP
248
248
250
252
253
BGP BGP
BGP SID
BGP
SID
BGP
SID
NX-0S

246

BGP

10.6(x) .



(ISSU)  BGP

BGP
Cisco Nexus 9000 MSDC
SR BGP
EPE
SR
SR
SR SR
MPLS
BGP BGP
ID SID BGP SR
BGP BGP ECMP
BGP
BGP
SR EPE SDN
3 iBGP NRLI

ECMP
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12:

SDN Controller
20.20.20.20

BGP LS-Update

BGP EPE Path
r7.7.1.7
<1001, 24003>

A
14.1.1.20

Peer SIDs

10.1.1.2, Node-SID 24001
11.1.1.3, Adj-SID 24002

AS 1 Segment
Routing Domain

12.1.1.3, Adj-SID 24003
3.3.3.3, Node-SID 24004
13.1.1.4, Adj-SID 24005
4.4.4.4, Node-SID 24006

AS 2
0000
0111 10.1.1.2
, 14111 10.1.1.
AS 1 11111
Hosts or MNode-SID 11.1.1.3 AS 3
Routers 1001 12.1.1.1 3.333
1.1.1.1 12113
BGP Adjacencies o' 13114
10.1.1.1->10.1.1.2
11.1.1->33323
11114444 AS 4
4444
AS 2 3, 4
epah | o
7777 |
SDN 1.1.1.1
ID
BGP
NLRI SID 1.7.7.7
12.1.1.1->12.1.1.3 SID 24003
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BGP

BGP
* BGP IPv4 BGP
BGP
« BGP VPN
. EPE
CE
. BGP
64 NULL NX-0S
« Cisco NX-0OS 9.3(3) BGP
RFC 7752 draft-ietf-idr-bgpls-segment-routing-epe
BGP
RFC 7752
*« BGP
. 7.0(3)13(1) 7.0(3)14(2)
9000
TCAM

1. switch# hardware access-list tcam region vpc-convergence 0

2. switch# hardware access-list tcam region racl 0

. Cisco Nexus 9000
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EPE

IPv6
VRF
EPG
FEC 32
RPCFEC
63

Cisco Nexus 9300-GX
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BGP II

3. switch# hardware access-list tcam region mpls 256 double-wide

Cisco Nexus 9000 Series NX-OS Security Configuration Guide Using Templates
to Configure ACL TCAM Region Sizes Configuring ACL TCAM Region Sizes

1 | configure terminal

switch# configure terminal

switch(config)#
2 | router bgp <bgp autonomous humber> BGP
3 | neighbor <IP address> IP
4 | [no|default] egress-engineering [peer-set SID
peer-set-name] BGP BGP-LS

NLRI

switch(config)# router bgp 1
switch(config-router)# neighbor 4.4.4_4
switch(config-router)# BGP-LS NLRI

egress-engineering peer-set NewPeer

ECMP
Peer-Adj-SID
SID
SID
BGP-LS NLRI
BGP NLRI
EPE RFC 7752

draft-ietf-idr-bgpls-segment-routing-epe-05
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20.20.20.20 SDN

hostname epe-as-1
install feature-set mpls
feature-set mpls

feature telnet

feature bash-shell

feature scp-server

feature bgp

feature mpls segment-routing

segment-routing mpls
vian 1

vrf context management
ip route 0.0.0.0/70 10.30.97.1
ip route 0.0.0.0/70 10.30.108.1

interface Ethernetl/1
no switchport
ip address 10.1.1.1/24
no shutdown

interface Ethernetl/2
no switchport
ip address 11.1.1.1/24
no shutdown

interface Ethernetl/3
no switchport
ip address 12.1.1.1/24
no shutdown

interface Ethernetl/4
no switchport
ip address 13.1.1.1/24
no shutdown

interface Ethernetl/5
no switchport
ip address 14.1.1.1/24
no shutdown

interface mgmtO
ip address dhcp
vrf member management

interface loopbackl
ip address 1.1.1.1/32
line console

line vty

ip route 2.2.2.2/32 10.1.1.2

ip route 3.3.3.3/32 11.1.1.3

ip route 3.3.3.3/32 12.1.1.3
ip route 4.4.4.4/32 13.1.1.4
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ip route 20.20.20.20/32 14.1.1.20

router bgp 1
address-family ipv4 unicast
address-family link-state
neighbor 10.1.1.2
remote-as 2
address-family ipv4
egress-engineering
neighbor 3.3.3.3
remote-as 3
address-family ipv4
update-source loopbackl
ebgp-multihop 2
egress-engineering
neighbor 4.4.4.4
remote-as 4
address-family ipv4
update-source loopbackl
ebgp-multihop 2
egress-engineering
neighbor 20.20.20.20
remote-as 1
address-family link-state
update-source loopbackl
ebgp-multihop 2
neighbor 124.11.50.5
bfs
remote-as 6
update-source port-channel50.11
egress-engineering peer-set pset2 <<<<<<<
address-family ipv4 unicast
neighbor 124.11.101.2
bfd
remote-as 6
update-source V0Ian2401
egress-engineering
address-family ipv4 unicast

show bgp internal epe

switch# show bgp internal epe

BGP Egress Peer Engineering (EPE) Information:

Link-State Server: Inactive

Link-State Client: Active

Configured EPE Peers: 26

Active EPE Peers: 3

EPE SID State:

RPC SID Peer or Set Assigned

ID Type Set Name ID Label Adj-Info, iod

Node 124.1.50.5 1 1600

Set psetl 2 1601

Node 6.6.6.6 3 1602

Node 124.11.50.5 4 1603

Set pset2 5 1604

Adj 6.6.6.6 6 1605 124.11.50.4->124.11.50.5/0x1600b031, 80
Adj 6.6.6.6 7 1606 124.1.50.4->124.1.50.5/0x16000031, 78
EPE Peer-Sets:

IPv4 Peer-Set: psetl, RPC-Set 2, Count 7, SID 1601

Peers: 124.11.116.2 124.11.111.2 124.11.106.2 124.11.101.2
124.11.49.5 124.1.50.5 124.1.49.5

IPv4 Peer-Set: pset2, RPC-Set 5, Count 5, SID 1604

Peers: 124.11.117.2 124.11.112.2 124.11.107.2 124.11.102.2
124.11.50.5

~NO A WNBRE
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IPv4 Peer-Set:

Peers: 124.11

IPv4 Peer-Set:

Peers: 124.11

IPv4 Peer-Set:

Peers: 124.11
switch#

BGP

SID

BGP

pset3, RPC-Set O,
.118.2 124.11.113.2
pset4, RPC-Set O,
.119.2 124.11.114.2
pset5, RPC-Set O,
.120.2 124.11.115.2

Count 4, SID
124.11.108.2
Count 4, SID
124.11.109.2
Count 4, SID
124.11.110.2

unspecified
124.11.103.2
unspecified
124.11.104.2
unspecified
124.11.105.2

BGP

1 | configure terminal

switch# configure terminal
switch(config)#

2 | router bgp <bgp autonomous number>

BGP

3 | [no] address-family link-state

switch(config)# router bgp 64497
switch (config-router af)#
address-family link-state

4 | neighbor <IP address>

ink-state

ink-state

5 | [no] address-family link-state

switch(config)#router bgp 1
switch(config-router)#address-family

switch(config-router)#neighbor
20.20.20.20
switch(config-router)#address-family
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BGP SID
3 iBGP
NRLI 2.2.2.2
ECMP
13:BGP SID
BGP Data Center SR Deployment - Same AS
Common BGP SRGB: 2000-2500
Prefix SID advertised
throughout the domain
AS 1 AS1
Loopback Loopback
1114 < 3.3.33
Label Index: 1 10113 | | abel Index: 3
Prefix SID: 1.1.1.1/32 | 10111 " Prefix SID: 3.3.3.3/32
Label: 2001 Label: 2003
Label Index: 1 Label Index: 3
20111 30113 40113

NLRI for 1.1.1.1,
3.3.3.3 and next

hop<1.1.1.1=
30112
20112
AS1
Loopback
2222
Label Index: 2
Prefix SID: 2.2.2.2/32
Label: 2002
Label Index: 2
Router 1 ULIB
FEC Label MNexthop
222232 2002 <20112>
333382 2003 <10113>

Cisco Nexus 9000

3.3.3.3/32 2003

Router 2 ULIB

FEC Label
1.1.1.1/32 2002

NX-0S

FEC
2222132 2002
1.1.1.1/32 2001

Mext hop
<2011.1=
<30113, 40 113>

NLRI for 1.1.1.1,
2.2.22 and next

hop <2.2.2 2>
40112

Houter 3 ULIB

Label Mexthop

<101 11>

3.3.3.3

<30.1.1.2,401.1.2>

349991
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19

MPLS
2 EVPN

. 2 EVPN 255

. MPLS 2EVPN 256
. MPLS 2 EVPN 257

* EVI VLAN 260

* NVE 261

* VRF EVI 262

. 262

. 262
* SRv6 TE 263

* SRv6 TE 264

* Route-Target Auto 266

*BD RD 267

* VRF RD 268

. MPLS 2 EVPN 269

2 EVPN

VPN EVPN MPLS
EVPN
MAC LAN VPLS
EVPN EVPN PE MP-BGP
MAC
MAC
VPLS EVPN

EVPN
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MPLS 2 EVPN

VM

. East-West

/ East-West
VM
MAC IP
MAC IP
. 2 3
MPLS BD VRF

MPLS 2EVPN

MPLS 2 EVPN

. 2 EVPN

MPLS
« ARP
* vPC
. 2 EVI 3EVI
* Cisco NX-0OS 9.3(1) 2EVPN  Cisco Nexus 9300-FX2
» CiscoNX-0OS 9.3(5) MPLS 2EVPN

Cisco Nexus 9300-GX Cisco Nexus 9300-FX3
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MPLS 2EVPN B

MPLS 2 EVPN

« install feature-set mpls feature-set mpls MPLS
* MPLS

* nv overlay nv

* nv overlay evpn EVPN

1 |configure terminal

switch# configure terminal
switch(config)#

2 |feature bgp BGP

switch(config)#feature bgp

3 |install feature-set mpls MPLS

switch(config)#install feature-set
mpls

4 | feature-set mpls MPLS

switch(config)#install feature-set
mpls

5 | feature mpls segment-routing

switch(config)#feature mpls
segment-routing
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MPLS

2 EVPN

feature mpls evpn

switch(config)#feature mpls evpn

EVPN over MPLS

CLI

feature-nv

feature nv overlay

switch(config)#feature nv overlay

EVPN

NVE

nv overlay evpn

switch(config)#nv overlay evpn

EVPN

interface loopback Interface Number

switch(config)#interface loopback 1

NVE

10

ip address address

switch(config-if)#ip address
192.168.15.1

11

exit

switch(config-if)#exit

12

evpn

switch(config)#evpn

EVPN

13

evi number

switch(config-evpn)#evi 1000
switch(config-evpn-sr)#

RT

2 EVI

EVI

14

encapsulation mpls

switch(config-evpn)#encapsulation mpls|

MPLS

15

source-interface loopback
Interface_Number

swirtch(config-evpn-nve—-encap)#source-interface
loopback 1

NVE

. Cisco Nexus 9000
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2EVPN B

16 |exit
switch(config-evpn-nve-encap)#exit

17 | vrf context VRF_NAME VRF
switch(config)#vrf context Tenant-A

18 |eviEVI_ID L3 EVI
switch(config-vrf)#evi 30001

19 |exit
switch(config-vrf)#exit

20 |VLAN VLAN_ID VLAN
switch(config)#vlan 1001

21 |eviauto L2 EVI
switch(config-vlan)#evi auto

22 | exit
switch(config-vlan)#exit

23 | router bgp autonomous-system-number | BGP
switch(config)#router bgp 1

24 | address-family [2vpn evpn EVPN
switch(config-router)#address-family
12vpn evpn

25 | neighbor address remote-as BGP

autonomous-system-number

switch(config-router)#neighbor
192.169.13.1 remote as 2

Cisco Nexus 9000 NX-0S
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26

address-family 12vpn evpn

switch(config-router-neighbor)#address-family|
12vpn evpn

EVPN

27

encapsulation mpls

swittch(config-router-neighbor)#encapsulation
mpls

MPLS

28

send-community extended

swirtch(config-router-neighbor)#send-community|
extended

BGP

29

vrf VRF_NAME

switch(config-router)#vrf Tenant-A

BGP VRF

30

exit

switch(config-router)#exit

EVI VLAN

vlan number

VLAN

evi [auto]

VLAN BD

2 EVPN VLAN

. Cisco Nexus 9000
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NVE

NVE B

configure terminal

switch# configure terminal

switch(config)#
interface loopback loopback number P

IP
switch(config)# interface loopback 1
ip address IPv4
switch(config-if)#ip address
192.169.15.1/32
evpn EVPN
switch(config)#evpn
encapsulation mpls MPLS
switch(config-evpn)# encapsulation mpls
source-interface loopback _number NVE

swirtch(config-evpn-nve-encap)#source-interface)
loopback 1

exit

switch(config)# exit
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VRF EVI

1| vrf context VRF
2 | evi number VRF 3 EVI
Svi
1 | fabric forwarding anycast-gateway-mac MAC
0000.aabb.ccdd

2 | fabric forwarding mode anycast-gateway
Svi

2EVPN
BGP
MPLS

1 | configure terminal

switch# configure terminal
switch(config)#
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SRv6

TE B

[no]router ospf process

switch(config)# router ospf test

OSPF

segment-routing

switch(config-router)# segment-routing

mpls

OSPF

connected-prefix-sid-map

switch(config-sr-mpls)#
connected-prefix-sid-map

SID

address-family ipv4

switch(config-sr-mpls-conn)#
address-family ipv4

IPv4

1.1.1.1/32 index 100

switch(config-sr-mpls-conn-af)#
1.1.1.1/32 100

SID 100

1.1.1.1/32

exit-address-family

switch(config-sr-mpls-conn-af)#
exit-address-family

SRv6

SRv6

VRF

Cisco NX-0S

TE

TE

9.3(5) 1 VNF

Cisco Nexus 9000 NX-0S
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SRv6

TE

« install feature-set mpls feature-set mpls MPLS
« MPLS

1 |configure terminal
switch# configure terminal
switch(config)#

2 | vrfcontext VRF_Name VRF VRFE
switch(config)# vrf context vrf_2 7 8

3 | rdrd format RD VRF
switch(config-vrf)# rd 2.2.2.0:2

4 | address-family {ipv4 | ipv6 } VRF IPv4 IPv6
switch(config-vrf)# address-family
ipv4 unicast

5 | route-target import route-target-id VRE
switch(config-vrf)# route-target
import 1:2

6 | route-target import route-target-id evpn

3 EVPN VRF

switch(config-vrf)# route-target
import 1:2 evpn

7 | route-target export route-target-id VRF
NX-0S 10.6(x)
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TE

switch(config-vrf)# route-target
export 1:2

route-target export route-target-id evpn

switch(config-vrf)# route-target
export 1:2 evpn

VPN 3 EVPN

router bgp autonomous-system-number

switch(config)# router bgp 65000

BGP
AS

BGP

10

router-id id

switch(config-router)# router-id
2.2.2.0

11

address-family [2vpn evpn

switch(config-router-af)#
address-family 12vpn evpn

2 VPN EVPN

12

neighbor ipv4-address remote-as

switch(config-router)# neighbor
7.7.7.0 remote-as 65000
switch(config-router-neighbor)#

BGP
AS

1Pv4

13

update-source loopback number

switch(config-router-neighbor)#
update-source loopbackO

14

address-family [2vpn evpn

swirtch(config-router-neighbor)#address-fami ly|
12vpn evpn

EVPN

15

send-community extended

swirtch(config-router-neighbor)#send-community|
extended

BGP

16

encapsulation mpls

switch(config-router-neighbor)#encapsulation

mpls

MPLS

Cisco Nexus 9000 NX-0S
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. Route-Target Auto

17 |exit

switch(config-router-neighbor)#exit

VRF VT RPM

rf context vrf_2_7_8
rd 2.2.2.0:2
address-family ipv4 unicas
route-target import O.
route-target import O.
route-target export O.
route-target export O.
ip extcommunity-list standard vrf_2_
route-map Node-2 permit
match extcommunity vrf_2_ 7 8-test
set extcommunity color 204

0.
0.
0.
0.

t

1.1:2
1.1:2
1.1:2
1.1:2 evpn
7_8-t
4

Route-Target Auto

Route-Target route-target import/export/both auto

est permit rt 0.0.1.1:2

IETF RFC 4364

https://tools.ietf.org/html/rfc4364#section-4.2 0
IETF RFC 4364 4.2
IETF RFC 4364 431 Route-Target
0 2
Cisco NX-0OS Route-Target
ASN 4
EVI
2 ASN
0 2 4
Cisco NX-0OS Route-Target 2
ASN 4
Route-Target RT
« ASN 65001  L3EVI 50001 IP-VRF  Route-Target 65001:50001

* ASN 65001  L2VNI 30001 MAC-VRF Route-Target 65001:30001

Multi-AS Route-Target

. Cisco Nexus 9000 NX-0S 10.
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6(x)

ASN

2

EVI

4.2


https://tools.ietf.org/html/rfc4364#section-4.2

BD  RD B

4 ASN Route-Target
4 ASN
0 2 4
Cisco NX-0S Route-Target 2
ASN 4 EVI
4 ASN 24 3 EVI
2 6
EVI 4
ASN IETF RFC 6793 9 https://tools.ietf.org/html/rfc6793#section-9
AS_TRANS 2 ASN 2 ASN
23456 4 ASN AS AS_TRANS

IANA https://www.iana.org/assignments/iana-as-numbers-special-registry/
iana-as-numbers-special-registry.xhtml

4 ASN AS_TRANS Route-Target RT
*« ASN 65656  L3VNI 50001 IP-VR Route-Target 23456:50001

*« ASN 65656 L2VNI 30001 MAC-VRF Route-Target 23456:30001

BD RD

VLAN  eviauto (BD) RD
BD RD

1 | configure terminal

switch# configure terminal
switch(config)#

2 |evpn EVPN

switch(config)# evpn

3 | evi VLAN_ID RD/
L2 EVI

switch(config-evpn)# evi 1001
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4 | rd rd_format

switch(config-evpn-evi-sr)# rd
192.1.1.1:33768

RD

5 | route-target both rt_format

switch(config-evpn-evi-sr)#
route-target both 1:20001

VRF RD

VRF evievi_ID VRF RD
VRF RD

1 | configure terminal

switch# configure terminal
switch(config)#

2 | vrf context VRF_NAME

switch(config)# vrf context A

VRF

3| rd auto rd_format

switch(config-vrf)# rd auto

RD

4 | address-family ipv4 unicast

switch(config-vrf)# address-family
ipv4 unicast

IPv4

5 | route-target both rt_format evpn

switch(config-vrf-af-ipv4)#
route-target both 1:30001 evpn
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MPLS 2EVPN

MPLS 2 EVPN

install feature-set mpls
feature-set mpls

nv overlay evpn

feature bgp

feature mpls segment-routing
feature mpls evpn

feature interface-vlan
feature nv overlay

fabric forwarding anycast-gateway-mac 0000.1111.2222

vlan 1001
evi auto

vrf context Tenant-A
evi 30001

interface loopback 1
ip address 192.168.15.1/32

interface vlan 1001
no shutdown
vrf member Tenant-A
ip address 111.1.0.1/16
fabric forwarding mode anycast-gateway

router bgp 1
address-family 12vpn evpn
neighbor 192.169.13.1
remote-as 2
address-family 12vpn evpn
send-community extended
encapsulation mpls
vrf Tenant-A

evpn

encapsulation mpls
source-interface loopback 1
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VPN

VRF

GW-IP

VPN

SRTE

VPN

Cisco NX-0S

20

VPN SRTE

VPN SRTE 271
VPN SRTE

VPN SRTE 272
VPN SRTE 273
VPN SRTE 274

SRTE

VRF VRF
BGP
VPN SRTE
VRF
VRF
VPN SRTE BGP
SRTE
VRF CO

SRTE

10.3(2)F VPN

Cisco Nexus 9000 NX-0S

271
EVPN
IP
SR

BGP

SRTE
GW-IP

BSID
BSID
SRTE
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VPN SRTE

. IPv4

32

VPN

Cisco Nexus 9300-EX  9300-FX 9300-FX2 9300-GX
N9K-C9332D-GX2B

VRF

VRF

IPv4 VRF

SRTE

VRF

EVPN

VPN

5EVPN

configure terminal

switch# configure terminal

switch(config)#

router bgp number

switch(config)# router bgp 100
switch(config-router)#

BGP

vrf VRF_Name

switch(config-router)# vrf vrf3
switch(config-router)#

vrf

address-family ipv4 unicast

switch(config-router)# address-family
ipv4 unicast
switch(config-router)#

IPv4

. Cisco Nexus 9000

NX-0S
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SRTE B

switch(config-router)#
export-gateway-ip
switch(config-router)#

5 | export-gateway-ip gateway-ip

gateway-ip

EVPN

EVPN

switch(config-router)# address-family
12vpn evpn
switch(config-router)#

6 | address-family 12vpn evpn L2VPN EVPN

7 | route-map map-name out

switch(config-router)# route-map
setrrrnh out
switch(config-route-map)#

BGP

8 | route-map map-name [permit | deny] [seq]

switch(config-route-map)# route-map
ABC permit 10
switch(config-route-map)

9 | set extcommunity color color-num

switch(config-route-map)# set
extcommunity color 20
switch(config-route-map)

BGP

VPN SRTE

switch# configure terminal

switch(config)# router bgp 100
switch(config-route-map)# vrf vrf3
switch(config-router)# address-family ipv4 unicast
switch(config-router)# export-gateway-ip
switch(config-router)# 12vpn evpn
switch(config-router)# route-map setrrnh out
switch(config-router)# route-map ABC permit 10
switch(config-route-map)# set extcommunity color 20

Cisco Nexus 9000 NX-0S

106 [



VPN SRTE

VPN SRTE

VPN SRTE
13: VPN SRTE
show bgp ipv4 labeled-unicast prefix IPv4
show bgp paths
BGP

show mpls label range SRGB
show route-map [map-name]
show running-config rpm RPM
show running-config | inc ‘feature MPLS
segment-routing’
show running-config segment-routing
show srte policy
show srte policy [all] SR-TE
show srte policy [detail]
show srte policy <name> SR-TE

SR-TE

TAB
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show srte policy color <color> endpoint
<endpoint>

SR-TE

TAB

show srte policy fth

show segment-routing mpls clients SR-APP
show segment-routing mpls details
show ip route vrf <vrf-name> VRF

Cisco Nexus 9000 NX-0S
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1P
IP (PIP-GW)
IP
VNF P
1P VNF
PIP

IPv4

Cisco Nexus 9000

VNF
VNF

VNF

VNF

VNF

VNF

PIP
EVPN IP

IPv6 AF

VNF

NX-0S

VNF

NFVi

VM

EVPN

VNF

277
278
VNF
EVPN
VNF IP
NLRI
VNF
BGP
VM
VM
eBGP IS-IS OSPF
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VNF

IGP
EVPN 5

Cisco NX-0S 9.3(5)

« install feature-set mpls

* MPLS

VNF

VNF

IP

feature-set mpls

MPLS

1 |configure terminal

switch# configure terminal
switch(config)#

2 | route-map export-12evpn-rtmap permit 10 | << >>

switch(config)# route-map
export-12evpn-rtmap permit 10

3 | match ip address prefix-list pip-pfx-list | PIP-GW

switch(config-route-map)# match ip
prefix-list vm-pfx-list

4 | set evpn gateway-ip use-nexthop gateway-ip

switch(config-route-map)# set evpn
gateway-ip use-nexthop

5 | vrfcontext VRF_Name

. Cisco Nexus 9000 NX-0S
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switch(config-route-map)# vrf context
vrf

switch(config-route-map)#
address-family ipv4 unicast

switch(config-route-map)# export map
export-12evpn-rtmap

address-family ipv4 unicast

switch(config-route-map)#
address-family ipv4 unicast

switch(config-route-map)# export map
export-12evpn-rtmap

vrf

export map export-I2evpn-rtmap

switch(config-route-map)# export map
export-12evpn-rtmap

vrf

router bgp number

switch(config)# router bgp 100

BGP

vrf VRF_Name

switch(config-route-map)# vrf vrf3

vrf

10

address-family ipv4 unicast

switch(config-router)# address-family,
ipv4 unicast

1Pv4

11

export-gateway-ip

switch(config-route-map)#
export-gateway-ip

gateway-ip

gateway-ip

EVPN 5

EVPN

Cisco Nexus 9000 NX-0S
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. 281

e VPC 282

« VPC 282
Cisco Nexus vPC

EVPN Cisco Nexus
2 2
MCT vPC
IP BGP EVPN
BGP EVPN vPC IP VIP
/ BGP EVPN
vPC BD
vPC BD BD
Label value = Label_base + VLAN_ID
vPC VLAN vPC
vPC
Cisco NX-0S 9.3(1) BD
evi auto
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B~ VRF

vPC VRF

vPC VRF VRF

Label value = Label_base + vrf_allocate_index

vPC

Router bgp 1
vrf Tenant_A
allocate-index 11

vPC

interface vlan 100
ip add 10.1.1.1/24
mpls ip forwarding

< enable underlay protocol >

vPC

vPC
« ESI

. IP MPLS

* vPC BD

vPC

vPC
* vPC

interface loopbackl
ip address 192.169.15.1/32
ip address 192.169.15.15/32 secondary

evpn
encapsulation mpls
source-interface loopbackl

vlan 101
evi auto

. Cisco Nexus 9000 NX-0S 10.6(x)
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vrf context A
evi 301

router bgp 1
vrf A
allocate-index 1001

*vPC

interface loopbackl
ip address 192.169.15.2/32
ip address 192.169.15.15/32 secondary

evpn
encapsulation mpls
source-interface loopbackl

vlan 101
evi auto

vrf context A
evi 301

router bgp 1

vrf A
allocate-index 1001

Cisco Nexus 9000 NX-0S
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3 EVPN 3 VPN

3 EVPN L3 EVPN L3VPN
. VRF 285
* BGP EVPN 286
* BGP 3 EVPN 3 VPN 289
. 3 EVPN 3 VPN 292
. BGP L3 VPN 293
* SRTE BGP 3VPN 294
* SRTE 3 VPN 295
. 295

VRF

1 | configure terminal

2 [ vrf vrf-name VPN VRE
VRF

3 | rd auto RD VRF
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4 | address-family { ipv4 | ipv6 } unicast VRF IPV4 IPV6
5 | route-target import route-target-id
L3 VPN BGP NLRI VRF
6 | route-target export route-target-id VRF L3VPN BGP NLRI
L3VPN BGP
NLRI
7 | route-target import route-target-id evpn L3
EVPN BGP NLRI
8 | route-target export route-target-id evpn |VRF L3 EVPN BGP NLRI
BGP EVPN
NLRI
encapsulation mpls MPLS EVPN
NX-OS IP EVPN
VXLAN
BGP EVPN Cisco Nexus 9000 IP
IP
MPLS IP IP
IP 5
* MPLS 5
RT-5 Route — IP Prefix
RD: L3 RD
IP Length: prefix length
IP address: 1P (4 bytes)
Labell: BGP MPLS Label
Route Target
RT for IP-VRF
NX-0S 10.6(x)
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MPLS 3EVPN VRF
BGP EVPN
install feature-set mpls feature-set mpls MPLS
MPLS
1 |configure terminal
2 | [no] router bgp BGP BGP
autonomous-system-number AS AS
16 32
switch(config)# router bgp 64496 16 10
switch(config-router)# 16 10 XX.XX
BGP
no
3 : address-family 12vpn evpn 2 VPN EVPN

switch(config-router)# address-family|
12vpn evpn
switch(config-router-af)#

4 s exit

switch(config-router-af)# exit
switch(config-router)#

5 | neighbor ipv4-address remote-as BGP IPv4
autonomous-system-number AS

switch(config-router)# neighbor
10.1.1.1 remote-as 64497
switch(config-router-neighbor)#
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address-family 12vpn evpn

switch(config-router-neighbor)#
address-family 12vpn evpn
switch(config-router-neighbor-af)#

2 VPN EVPN

encapsulation mpls

router bgp 100
address-family 12vpn evpn
neighbor NVE2 remote-as 100
address-family 12vpn evpn
send-community extended
encapsulation mpls
vrf foo
address-family ipv4 unicast
advertise 12vpn evpn

BGP

router bgp 100
address-family ipv4 unicast
network 200.0.0.1/32 route-map
label_index_pol_100
network 192.168.5.1/32 route-map
label_index_pol_101
network 101.0.0.0/24 route-map
label_index_pol_103
allocate-label all
neighbor 192.168.5.6 remote-as 20
address-family ipv4
labeled-unicast
send-community extended

BGP EVPN
EVPN 5

NX-OS IP EVPN

VXLAN
MPLS
CLI

vrf <customer_name>

VRF

address-family ipv4 unicast

IPv4

10

advertise 12vpn evpn

2 VPN EVPN

11

redistribute direct route-map
DIRECT_TO_BGP

BGP-EVPN

Cisco Nexus 9000

12

label-allocation-mode per-vrf

VRF

no

NX-0S 10.6(x)
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label-allocation-mode per-vrf CLI

EVPN
VRF
CLI

CLI no

router bgp 65000
[address-family 12vpn evpn]
neighbor 10.1.1.1
remote-as 100
address-family 12vpn evpn
send-community extended
neighbor 20.1.1.1
remote-as 65000
address-family 12vpn evpn
encapsulation mpls
send-community extended
vrf customerl
address-family ipv4 unicast
advertise 12vpn evpn
redistribute direct route-map DIRECT_TO_BGP
no label-allocation-mode per-vrf

BGP 3 EVPN 3 VPN

3 VPN

1 |configure terminal

switch# configure terminal
switch(config)#
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3EVPN

3VPN

[no] router bgp
autonomous-system-number

switch# configure terminal
switch(config)# router bgp 64496
switch(config-router)#

BGP BGP
AS AS
16 32
16 10
16 10 XX. XX

BGP
no

address-family {vpnv4 | vpnv6} unicast

switch(config-router)# address-family|
vpnv4 unicast
switch(config-router-af)#
address-family vpnv6 unicast
switch(config-router-af)#

3 VPNv4 VPNv6

exit

switch(config-router-af)# exit
switch(config-router)#

neighbor ipv4-address remote-as
autonomous-system-number

switch(config-router)# neighbor
20.1.1.1 remote-as 64498

BGP L3VPN 1Pv4
AS

address-family {vpnv4 | vpnv6} unicast

switch(config-router)# address-family|
vpnv4 unicast
switch(config-router-af)#
address-family vpnv6 unicast
switch(config-router-af)#

VPNv4 VPNv6

send-community extended

BGP VPN

. Cisco Nexus 9000
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3VPN B

BGP EVPN
9 | neighbor ipv4-address remote-as 3 EVPN BGP
autonomous-system-number IPv4 AS
switch(config-router)# neighbor
10.1.1.1 remote-as 64497
switch(config-router-neighbor)#
10 |address-family {I2vpn | evpn 3 EVPN
switch(config-router-neighbor)#
address-family 12vpn evpn
switch(config-router-neighbor-af)#
11 |import vpn unicast reoriginate
BGP EVPNNLRI
3VPNBGP
12 |vrf <customer_name> VRFE
13 | address-family ipv4 unicast IPV4
14 |advertise 12vpn evpn 2 VPN EVPN

vrf context Customerl
rd auto
address-family ipv4 unicast
route-target import 100:100
route-target export 100:100
route-target import 100:100 evpn
route-target export 100:100 evpn

segment-routing
mpls
global-block 11000 20000
connected-prefix-sid
address-family ipv4 unicast
200.0.0.1 index 101
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int lol
ip address 200.0.0.1/32
1
interface el/13
description “MPLS interface towards Core”
ip address 192.168.5.1/24
mpls ip forwarding
no shut

router bgp 100
address-family ipv4 unicast
allocate-label all
address-family ipv6 unicast
address-family 12vpn evpn
address-family vpnv4 unicast
address-family vpnv6 unicast
neighbor 10.0.0.1 remote-as 200
update-source loopbackl
address-family vpnv4 unicast
send-community extended
import 12vpn evpn reoriginate
address-family vpnv6 unicast
import 12vpn evpn reoriginate
send-community extended
neighbor 20.0.0.1 remote-as 300
address-family 12vpn evpn
send-community extended
import vpn unicast reoriginate
encapsulation mpls
neighbor 192.168.5.6 remote-as 300
address-family ipv4 labeled-unicast
vrf Customerl
address-family ipv4 unicast
advertise 12vpn evpn
address-family ipv6 unicast
advertise 12vpn evpn

3 EVPN 3 VPN

VPN

feature interface-vlan

1 | feature bgp BGP

2 | install feature-set mpls MPLS
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3 | feature-set mpls MPLS

4 | feature mpls segment-routing

5 | feature mpls evpn EVPN over MPLS
feature-nv CLI

6 | feature mpls [3vpn EVPN over MPLS
feature-nv CLI

BGP L3 VPN

install feature-set mpls feature-set mpls MPLS
MPLS
feature mpls 13vpn MPLS L3 VPN

1 |configure terminal

switch# configure terminal

switch(config)#
2 | [no] router bgp BGP BGP
autonomous-system-number AS AS
16 32
switch(config)# router bgp 64496 16 10
switch(config-router)# 16 10 XX.XX
BGP
no
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SRTE

. Cisco Nexus 9000

BGP

3VPN

address-family {vpnv4 | vpnv6} unicast

switch(config-router)# address-family|
vpnv4 unicast
switch(config-router-af)#
address-family vpnv6 unicast
switch(config-router-af)#

3 VPNv4

VPNvV6

[no] allocate-label option-b

AS b

T exit

switch(config-router-af)# exit
switch(config-router)#

neighbor ipv4-address remote-as
autonomous-system-number

switch(config-router)# neighbor
20.1.1.1 remote-as 64498
switch(config-router-neighbor)#

BGP L3VPN
AS

IPv4

address-family {vpnv4 | vpnv6 } unicast

switch(config-router-neighbor)#
address-family vpnv4 unicast
switch(config-router-neighbor-af)#

VPNv4 VPNv6

send-community extended

BGP VPN

vrf <customer_name>

VRF

10

allocate-index x

11

address-family ipv4 unicast

1Pv4

12

redistribute direct route-map
DIRECT_TO_BGP

BGP-L3VPN

BGP

3 VPN

DCI /WAN

DCI

NX-0S 10.6(x)
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SRTE

SRTE 3VPN
VxLAN L3VPN SR
SLA
L3VPN SR-Policy DCI
L3VPN
BGP L3VPN
SRTE L3VPN
Cisco NX-0S 10.1(2)
Cisco Nexus 9300-FX3 N9K-C9316D-GX N9K-C93180YC-FX
3 VPN

. IPv6 SRv6

* BGP PCE BGP

*NXOS BGP-LS LSA PCE

. 1000 SRTE BGP VPNv4 32K

1000 SR
Cisco NX-0S 10.2(3)F Cco
SRTE
BGP
SRTE
Cisco Nexus 9000 NX-0S

SRTE
SRTE

DCI
SR

NI9K-C93240YC-FX2

PCE
OSPF-SRTE

BGP VPNV6 32k

Co
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configure terminal

switch# configure terminal
switch(config)#

route-map map-name

switch(config)# route-map ABC
switch(config-route-map)

set extcommunity color color-num

switch(config-route-map)# set
extcommunity color 20
switch(config-route-map)#

BGP

exit

switch(config-route-map)# exit
switch(config)#

[no] router bgp autonomous-system-number

switch(config)# router bgpl
switch(config-router)#

BGP BGP

AS AS
16 32
10

XX XX

16

16 10

BGP
no

neighbor ip-address

switch(config-router)# neighbor
209.165.201.1
switch(config-router-neighbor)#

BGP
BGP
ip-address
10

address-family vpnv4/vpnv6 unicast

switch(config-router-neighbor)#
address-family vpnv4/vpnv6 unicast
switch(config-router-neighbor-af)#

vpnv4/vpnve

. Cisco Nexus 9000
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route-map map-name in

switch(config-router-neighbor-af)#

route-map ABC in

switch(config-router-neighbor-af)#

BGP

63

configure terminal

switch# configure terminal
switch(config)#

route-map map-name

switch(config)# route-map ABC
switch(config-route-map)

set extcommunity color color-num

switch(config-route-map)# set
extcommunity color 20
switch(config-route-map)#

BGP

exit

switch(config-route-map)# exit
switch(config)#

[no] router bgp autonomous-system-number

switch(config)# router bgpl
switch(config-router)#

Cisco Nexus 9000 NX-0S
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16

16

BGP
AS AS
32
16 10

10 XX. XX
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BGP

no

6 | neighbor ip-address

switch(config-router)# neighbor
209.165.201.1
switch(config-router-neighbor)#

BGP
BGP

10

ip-address

7 | address-family vpnv4/vpnv6 unicast

switch(config-router-neighbor)#
address-family vpnv4/vpnv6 unicast
switch(config-router-neighbor-af)#

vpnv4/vpnve

8 | route-map map-name out

switch(config-router-neighbor-af)#
route-map ABC out
switch(config-router-neighbor-af)#

BGP

63

network/redistribute

1 | configure terminal

switch# configure terminal
switch(config)#

2 | route-map map-name

switch(config)# route-map ABC
switch(config-route-map)
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set extcommunity color color-num BGP

switch(config-route-map)# set
extcommunity color 20
switch(config-route-map)#

exit

switch(config-route-map)# exit
switch(config)#

[no] router bgp autonomous-system-number | BGP BGP
AS AS

switch(config)# router bgpl; 16 32
switch(config-router)# 16 10

16 10 XX. XX

BGP
no

vrf <customer_name> VRE

address-family ipv4 unicast VRF IPV4

switch(config-router-vrf)#
address-family ipv4 unicast
switch(config-router-af)#

redistribute static route-map map-name BGP
out 63

switch(config-router-vrf-af)#
redistribute static route-map ABC
switch(config-router-af)#

network ip-prefix [route-map map-name]
BGP
switch(config-router-vrf-af)# network

1.1.1.1/32 route-map ABC
switch(config-router-af-network)#
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MPLS GRE

* GRE 301

. MPLS GRE 301

. MPLS GRE 302
. MPLS GRE 303

. MPLS GRE 305

* SRTE 305

GRE

Generic Routing Encapsulation GRE

GRE IP
GRE GRE

14: GRE PDU

GRE Payload

MPLS GRE

Cisco NX-0OS 9.3(1) Cisco Nexus MPLS
(GRE)
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MPLS GRE

MPLS MPLS
GRE GRE GRE
MPLS
PE GRE GRE
MPLS
Cisco Nexus 9000
TTL
. IP GRE GRE TTL
IP TTL 1
. IP MPLS MPLS TTL
IP TTL 1
. GRE MPLS MPLS TTL
(255)
. MPLS GRE GRE TTL
(255)
MPLS GRE
* default template-mpls-heavy
* MPLS
. IP

Cisco Nexus 9300-FX/FX2
TX

. 4 GRE

* Cisco NX-0S 9.3(3) Cisco Nexus 9300-GX
MPLS GRE
. MPLS  GRE Rx
*» 9808 9804 Cisco Nexus X98900CD-A X9836DM-A
SR MPLS
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« ECMP ECMP
ECMP
NH
* SR MPLS PHP NULL
Nexus 9804 PHP NULL
NULL NULL
TTL TTL TTL

MPLS GRE

MPLS MPLS MPLS

MPLS install feature-set mpls feature-set mpls

feature tunnel

1 |configure terminal

switch# configure terminal

switch(config)#
2 | [no] feature segment-routing MPLS
no
switch(config)# feature MPLS
segment-routing
3 show running-config | inc MPLS

'feature segment-routing’
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MPLS GRE
switch(config)# show running-config
| inc "feature segment-routing”
4 copy running-config
startup-config
switch(config)# copy running-config
startup-config
5 | configure terminal
switch# configure terminal
switch(config)#
6 | feature tunnel
switch(config)# feature tunnel
switch(config-if)# no
7 | switch(config)# interface tunnel number
8 | switch(config-if)# tunnel mode {gre ip } GRE
IP GRE
gre ip
9 | tunnel source {ip-address|interface-name} IP
IP
switch(config-if)# tunnel source
ethernet 1/2
10 |tunnel destination ip{address| hostname} IP
IP
switch(config-if)# tunnel destination
192.0.2.1
11 | tunnel use-vrf vrf-name
switch(config-if)# tunnel use-vrf blue
12 |ipv6 address IPv6 switch(config-if)# 10.1.1.1

. Cisco Nexus 9000
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MPLS GRE B

IPv4
13 switch(config-if)# show
interface tunnel number
14 | switch(config-if)# mtu value I2)

Maximum Transmission Unit
MTU;

15 switch(config-if)# copy
running-config startup-config

MPLS GRE

MPLS GRE

show segment-routing mpls MPLS

SRTE

SRTE
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14: SRTE

show srte policy

. Cisco Nexus 9000 NX-0S

upP
DOWN
show srte policy [all] SR-TE
UP
DOWN
show srte policy [detail]
up
DOWN
show srte policy <name> SR-TE
SR-TE
TAB
10.6(x)




SRTE B

show srte policy color <color> endpoint SR-TE
<endpoint>

TAB

show srte policy fth

Cisco Nexus 9000 NX-0S 10.6(x) .
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VRF SRTE

. VRF SRTE 309

. VRF SRTE 311
. VRF SRTE 311

. VRF SRTE 326

. VRF SRTE 328

. 328

VRF SRTE

VRF SRTE

SRTE DC BGP

VRF SRTE

SR
DC

VRF SRTE
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VRF SRTE

15: VRF SRTE

Traffic Class Blue

Traffic Class Red

« BGP A D
« SRTE A SRTE
. 1
B C
E F

503569
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VRF SRTE B

VRF SRTE

* Cisco NX-0S 10.1(2)
Cisco Nexus 9300-FX3 N9K-C9316D-GX NO9K-C93180YC-FX
N9K-C93240YC-FX2 VRF
SR-TE
. IPv6 SRv6
* BGP PCE BGP
PCE
* NXOS BGP-LS LSA PCE OSPF-SRTE
. 1000 SRTE 130Kv4 BGP VRF v4
1000 SR
» CiscoNX-0S 10.2(3)F CO
SRTE Cco
BGP
Cisco Nexus 9300-EX 9300-FX 9300-FX2 9300-GX 9300-GX2

VRF SRTE

1 SR
SR
ebgp
2. /
3 SR
4. SR
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VRF

1 | configure terminal

switch# configure terminal
switch(config)#

2 | route-map map-name

switch(config)# route-map ABC
switch(config-route-map)

3 | [no] set ip next-hop unchanged

switch(config-route-map)# set ip
next-hop unchanged
switch(config-route-map)#

4 | exit

switch(config-route-map)# exit

switch(config)#
5 | [no] router bgp autonomous-system-number | BGP BGP
AS AS
switch(config)# router bgpl 16 32
switch(config-router)# 16 10
16 10 XX. XX
BGP
no
6 | neighbor ip-address BGP
BGP
ip-address
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switch(config-router)# neighbor
209.165.201.1
switch(config-router-neighbor)#

10 IP

address-family ipv4 unicast

switch(config-router-neighbor)#
address-family ipv4 unicast
switch(config-router-neighbor-af)#

IPv4

route-map map-name out

switch(config-router-neighbor-af)#
route-map ABC out
switch(config-router-neighbor-af)#

BGP

configure terminal

switch# configure terminal
switch(config)#

route-map map-name

switch(config)# route-map ABC
switch(config-route-map)

set extcommunity color color-num[co-flag
co-flag]

switch(config-route-map)# set
extcommunity color 20 [co-flag 00]
switch(config-route-map)#

Cisco Nexus 9000 NX-0S

co-flag

BGP

SR

106 [



00
co-flag 00
co-flag 00
SID
co-flag 01
co-flag
01
SID
null
null
SID
4 | exit
switch(config-route-map)# exit
switch(config)#
5 | [no] router bgp autonomous-system-number | BGP BGP
AS AS
switch(config)# router bgpl 16 32
switch(config-router)# 16 10
16 10 XX.XX
BGP
no
6 | neighbor ip-address BGP
BGP
switch(config-router)# neighbor ip-address
209.165.201.1 10 IP
switch(config-router-neighbor)#
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address-family ipv4 unicast

switch(config-router-neighbor)#
address-family ipv4 unicast
switch(config-router-neighbor-af)#

IPv4

route-map map-name out

switch(config-router-neighbor-af)#
route-map ABC out
switch(config-router-neighbor-af)#

BGP

SRTE

configure terminal

switch# configure terminal
switch(config)#

route-map map-name

switch(config)# route-map ABC
switch(config-route-map)

set extcommunity color color-num[co-flag
co-flag]

switch(config-route-map)# set
extcommunity color 20 [co-flag 00]
switch(config-route-map)#

Cisco Nexus 9000 NX-0S

BGP
co-flag

SR

00

co-flag 00

co-flag 00

106 [



SID

. Cisco Nexus 9000

co-flag 01
co-flag
01
SID
null
null
SID
exit
switch(config-route-map)# exit
switch(config)#
[no] router bgp autonomous-system-number | BGP BGP
AS AS
switch(config)# router bgpl 16 32
switch(config-router)# 16 10
16 10 XX.XX
BGP
no
neighbor ip-address BGP
BGP
switch(config-router)# neighbor ip-address
209.165.201.1 10 IP
switch(config-router-neighbor)#
address-family ipv4 unicast IPv4
switch(config-router-neighbor)#
address-family ipv4 unicast
switch(config-router-neighbor-af)#
NX-0S 10.6(x)



route-map map-name in

switch(config-router-neighbor-af)#
route-map ABC in
switch(config-router-neighbor-af)#

BGP

63

network/redistribute

configure terminal

switch# configure terminal
switch(config)#

route-map map-name

switch(config)# route-map ABC
switch(config-route-map)

set extcommunity color color-num[co-flag
co-flag]

switch(config-route-map)# set
extcommunity color 20 [co-flag 00]
switch(config-route-map)#

Cisco Nexus 9000 NX-0S

co-flag

co-flag 00

SID

BGP

SR

00

co-flag 00
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co-flag 01

01

SID

null

null
SID

co-flag

4 | exit

switch(config-route-map)# exit
switch(config)#

5 | [no] router bgp autonomous-system-number | BGP

AS

switch(config)# router bgpl 16

switch(config-router)#

16 10

BGP

BGP
AS
32
16 10
XX XX

no

6 | address-family ipv4 unicast VRF

switch(config-router)# address-family
ipv4 unicast
switch(config-router-af)#

1Pv4

7 | redistribute static route-map map-name
out

switch(config-router-af)# redistribute
static route-map ABC
switch(config-router-af)#

BGP
63

8 | network ip-prefix [route-map map-name]

switch(config-router-af)# network
1.1.1.1/32 route-map ABC
switch(config-router-af-network)#

BGP
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Default-Originate

Default-Originate

default-originate

configure terminal

switch# configure terminal
switch(config)#

route-map map-name

switch(config)# route-map ABC
switch(config-route-map)

63

set extcommunity color color-num[co-flag
co-flag]

switch(config-route-map)# set
extcommunity color 20 [co-flag 00]

Cisco Nexus 9000 NX-0S

co-flag

00

co-flag 00

SID
co-flag 01

01

SID

BGP

SR

co-flag 00
co-flag
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BGP SRTE

null
null
SID

4 | exit

switch(config-route-map)# exit
switch(config)#

5 | [no] router bgp autonomous-system-number

switch(config)# router bgpl
switch(config-router)#

BGP

16

BGP

AS
16
16
10

BGP
AS
32
10
XX.XX

no

6 | neighbor ip-address

switch(config-router)# neighbor
209.165.201.1
switch(config-router-neighbor)#

BGP

BGP

ip-address

10

7 | address-family ipv4 unicast

switch(config-router-neighbor)#
address-family ipv4 unicast
switch(config-router-neighbor-af)#

IPv4

8 | default-originate [ route-map map-name ]

switch(config-router-neighbor-af)#
default-originate route-map ABC
switch(config-router-neighbor-af)#

BGP

- 63

BGP SRTE

SRTE BGP

NX-0S

. Cisco Nexus 9000
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configure terminal

switch# configure terminal
switch(config)#

[no] feature bgp BGP

no

switch(config)# feature bgp
switch(config)

[no] router bgp BGP BGP
autonomous-system-number AS AS

16 32

switch(config)# router bgp 64496 16 10
switch(config-router)# 16 10 XX.XX

BGP
no

address-family ipv4 unicast IPv4

switch(config-router)# address-family|
ipv4 unicast
switch(config-router-af)#

neighbor ip-address BGP IPv4

ip-address XXX X
switch(config-router-af)# neighbor

209.165.201.1
switch(config-router-af-neighbor)#

remote-as as-number BGP AS

switch(config-router-af-neighbor)#
remote-as 64497

update-source interface number BGP

switch(config-router-af-neighbor)#
update-source loopback 300

Cisco Nexus 9000 NX-0S 10.6(x) .



BGP SRTE

8 |ebgp-multihop ttl-value eBGP eBGPTTL
2 255
switch(config-router-af-neighbor)# BGP
ebgp-multihop 5

9 |exit

switch(config-router-af-neighbor)#
exit

10 |address-family ipv4 unicast IPv4

switch(config-router)# address-family|
ipv4 unicast
switch(config-router-af)#

11 |route-map map-namein SRTE

switch(config-router-af)# route-map - 63
color 401 in

NLRI

BGP SRTE

SRTE BGP

1 |configure terminal

switch# configure terminal
switch(config)#
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[no] feature bgp

switch(config)# feature bgp
switch(config)

BGP

no

[no] router bgp
autonomous-system-number

switch(config)# router bgp 64496
switch(config-router)#

BGP BGP
AS AS
16 32
16 10

16 10 XX.XX

BGP
no

neighbor ip-address

switch(config-router)# neighbor
209.165.201.1
switch(config-router-neighbor)#

BGP 1Pv4

ip-address X.X.X.X

remote-as as-number

switch(config-router-neighbor)#
remote-as 64497

BGP AS

update-source interface-number

switch(config-router-neighbor)#
update-source loopback 300

BGP

ebgp-multihop ttl-value

switch(config-router-neighbor)#
ebgp-multihop 5

eBGPTTL
2 255
BGP

eBGP

exit

switch(config-router-af-neighbor)#
exit

Cisco Nexus 9000 NX-0S
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address-family ipv4 unicast

switch(config-router)# address-family|
ipv4 unicast
switch(config-router-af)#

1Pv4

10

send-community

switch(config-router-af)#
send-community
switch(config-router-af)#

BGP BGP

11

send-community extended

switch(config-router-
af)#send-community extended
switch(config-router-af)#

BGP

12

route-map map-name out

switch(config-router-af)# route-map
color 301 out
switch(config-router-af)#

SRTE

NLRI

SRTE

SRTE SRTE

configure terminal

switch# configure terminal
switch(config)#

. Cisco Nexus 9000
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SRTE

[no] feature mpls segment-routing
traffic-engineering

switch(config)# feature mpls
segment-routing traffic-engineering
switch(config)

MPLS SRTE

no

segment-routing

switch(config)#segment-routing
switch(config-sr)#

traffic-engineering

switch(config-sr)# traffic-engineering
switch(config-sr-te)#

segment-list name path

switch(config-sr-te)# segment-list
name path
switch(config-sr-te-exp-seg-list)#

index 1 mpls label label-ID

switch(config-sr-te-exp-seg-list)#
index 1 mpls label 16601
switch(config-sr-te-exp-seg-list)#

MPLS

index 2 mpls label label-1D

switch(config-sr-te-exp-seg-list)#
index 2 mpls label 16501
switch(config-sr-te-exp-seg-list)#

MPLS

policy policy-name-bgp

switch(config-sr-te-exp-seg-list)#
policy dcil-edgel-bgp
switch(config-sr-te-exp-seg-list)#

SRTE

color color-numendpoint endpoint ID

switch(config-sr-te)# color 13401
endpoint 1.0.3.1

SRTE

Cisco Nexus 9000 NX-0S
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10 |candidate-paths SRTE

switch(config-sr-te-color)#
candidate-paths

11 | preference preference-number

switch(cfg-cndpath)# preference 100

12 | explicit segment-list path

switch(cfg-pref)# explicit
segment-list path

VRF SRTE

VRF SRTE

route-map ABC
set ip next-hop unchanged

router bgp 1
neighbor 1.2.3.4
address-family ipv4 unicast
route-map ABC out

ip prefix-list pfxl seq 5 permit 7.7.7.7/32
ip prefix-list pfx2 seq 5 permit 5.0.0.0/24
route-map ABC
match ip address prefix-list pfxl pfx2
set extcommunity color 20

router bgp 1
neighbor 1.2.3.4
address-family ipv4 unicast
route-map ABC out
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ip prefix-list pfxl seq 5 permit 7.7.7.7/32
ip prefix-list pfx2 seq 5 permit 5.0.0.0/24
route-map ABC
match ip address prefix-list pfxl pfx2
set extcommunity color 20

router bgp 1
neighbor 1.2.3.4
address-family ipv4 unicast
route-map ABC in

/

route-map ABC
set extcommunity color 20

router bgp 1
address-family ipv4 unicast
redistribute static route-map ABC
network 1.1.1.1/32 route-map ABC

route-map ABC
set extcommunity color 20

router bgp 1
neighbor 1.2.3.4
address-family ipv4 unicast
default-originate route-map ABC

BGP SRTE

DCI-1(config)# show running-config bgp
feature bgp
router bgp 100
address-family ipv4 unicast
neighbor 1.0.3.1
remote-as 101
update-source loopbackO
ebgp-multihop 255
address-family ipv4 unicast
route-map color-3401 in

BGP SRTE

SRTE

Edge-1(config)# show running-config bgp
feature bgp
router bgp 101
neighbor 1.0.1.1
remote-as 100
update-source loopbackO
ebgp-multihop 255
address-family ipv4 unicast
send-community

Cisco Nexus 9000 NX-0S
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B SRTE SRTE

send-community extended
route-map color-3401 out

SRTE SRTE

DCI-1# show running-config srte
feature mpls segment-routing traffic-engineering
segment-routing
traffic-engineering
segment-list name dcil-edgel
index 1 mpls label 16601
index 2 mpls label 16501
policy dcil-edgel-bgp
color 13401 endpoint 1.0.3.1
candidate-paths
preference 30
explicit segment-list dcil-edgel

VRF SRTE

VRF SRTE
15: VRF SRTE
show running-config bgp SRTE
show running-config bgp SRTE
show running-config srte SRTE
BGP Cisco Nexus 9000
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MPLS

MPLS

26

OAM

MPLS OAM

* MPLS OAM 329

* MPLS SR OAM 331

* Nil FEC  MPLS ping 332

* BGP IGP SID MPLS ping 333

. OAM 333

* Ping CLI 335
MPLS SR Cisco Nexus 9000

MPLS SR
OAM

LSP
MPLS SR OAM 2
1. MPLS ping
2. MPLS Traceroute

OAM FEC
* SR-IGP IS-IS IPV4 ping IS-IS SR
SID
* BGP IPv4 ping BGP SR
SID
Cisco Nexus 9000
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. Ping

. IPv4 ping
SR SID
URIB
ULIB
* Nil FEC ping ping
MPLS SR
SR-TE
SR-TE
Cisco Nexus 9000 MPLS OAM feature mpls oam CLI
Cisco Nexus 9000 MPLS OAM
no feature mpls oam CLI
Ping
IPping IP MPLS ping MPLS
(LSP) LSP
FEC MPLS ping
* FEC LSP Nil FEC
FEC FEC
MPLS LSP ping LSP LSR LSR
MPLS LSP ping Internet Control Message Protocol ICMP
LSP MPLS
MPLS IP
IP 127.x.y.z/8
LSP IP IP
Traceroute
MPLS traceroute LSP
traceroute TTL1
TTL MPLS TTL
FEC LSP
ID
TTL+1
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MPLS SR OAM B

FEC
MPLS LSP LSP
MPLS LSP traceroute
TTL

MPLS TTL
MPLS OAM Nil FEC

* MPLS OAM Nil FEC Nexus 9300-FX

* MPLS OAM Nil FEC -R Cisco Nexus 9500

« Cisco NX-0S 9.3(1) FEC 1

FEC TLV
Nil FEC
« Cisco NX-0S 9.3(2) RFC 8287 SR-IGP
SID

* OSPF ping Cisco NX-0OS 9.3(1)

« Cisco NX-0S 9.3(3) MPLS OAM Nil FEC  Cisco Nexus 9300-GX

* ping mpls nil-fec traceroute mpls nil-fec 4

Cisco Nexus 9000 5
Nil FEC
4
* ping
* NIl FEC
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B nirec  wpLs ping

* Nil FEC

* Nil FEC ping

VRF

BGP EVPN 3

* Broadcom

MPLS

Cisco Nexus 9000
ECMP

ECMP

D 2 6.0.0.2 MRU 1496 [Labels: 2003/explicit-null Exp: 0/0] 4 ms

« OAM BGP EPE LSP
EPE
A--B---C
B PE C
OAM MPLS

Nil FEC ~ MPLS ping

Nil-FEC LSP ping
Nil FEC LSP ping
MPLS

FEC
ping

Nil FEC

« Outgoing interface

NX-0S

. Cisco Nexus 9000

ping/
OAM
MPLS
A B SR
CE B C
C
MPLS ping
LSP
MPLS OAM
LSR
MPLS
10.6(x)

BGP EPE

OAM

FEC
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BGP IGP SID  MPLS ping B

[ping|traceroute] mpls nil-fec labels comma-separated-label s [output {interface tx-interface} [nexthop
nexthop-ip-addr]] CLI ping

SR-TE CLI
ping SR-TE

[ping|traceroute] mpls nil-fec [policy name name] [endpoint nexthop-ip-addr] [on-demand color
color-num] CLI ping

BGP IGP SID MPLS ping

SID MPLS ping BGP
IGP

* IS-IS
* IS-IS
* BGP SR

FEC
ping FEC
Nil FEC

MPLS FEC TLV
FEC TLV FEC IGP/BGP IPv4
TLV FEC TLV IGP/BGP IPv4
TLV SID
IS-IS

ping|traceroute sr-mpls A.B.C.D/LEN fec-type [bgp | igp {isis} |
generic] CLI

OAM

OAM CLI

. OAM IS-IS 334
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OAM IS-IS

OAM IS-IS

ping IS-1S SR OAM

switch# ping sr-mpls 11.1.1.3/32 fec-type igp isis

Sending 5, 100-byte MPLS Echos to IGP Prefix SID(IS-1S) FEC 11.1.1.3/32,
timeout is 2 seconds, send interval is O msec:

Codes: "I" - success, "Q" - request not sent, "." - timeout,

"L" - labeled output interface, "B" - unlabeled output interface,

D" - DS Map mismatch, "F* - no FEC mapping, "f" - FEC mismatch,

*M® - malformed request, "m" - unsupported tlvs, *N* - no label entry,

"P" - no rx intf label prot, "p" - premature termination of LSP,

"R" - transit router, "1" - unknown upstream index,

*X® - unknown return code, "X - return code O

Type Ctrl-C to abort.
Success rate is 100 percent (5/5), round-trip min/avg/max = 2/2/3 ms
Total Time Elapsed 18 ms

switch# traceroute sr-mpls 11.1.1.3/32 fec-type igp isis

Codes: "1" - success, "Q" - request not sent, - timeout,
“"L" - labeled output interface, "B" - unlabeled output interface,
“D" - DS Map mismatch, "F" - no FEC mapping, "f" - FEC mismatch,
"M® - malformed request, "m" - unsupported tlvs, *N* - no label entry,
"P" - no rx intf label prot, "p" - premature termination of LSP,
"R" - transit router, "1" - unknown upstream index,
*X® - unknown return code, "X - return code O

Type Ctrl-C to abort.

0 172.18.1.2 MRU 1500 [Labels: 16103 Exp: 0]
L 1172.18.1.1 MRU 1504 [Labels: implicit-null Exp: 0] 4 ms
12172.18.1.10 3 ms

switch# ping sr-mpls 11.1.1.3/32 fec-type igp isis verbose

Sending 5, 100-byte MPLS Echos to IGP Prefix SID(IS-1S) FEC 11.1.1.3/32,
timeout is 2 seconds, send interval is 0 msec:

Codes: "I" - success, "Q" - request not sent, "." - timeout,

"L" - labeled output interface, "B" - unlabeled output interface,

“D" - DS Map mismatch, "F* - no FEC mapping, "f" - FEC mismatch,

"M® - malformed request, "m" - unsupported tlvs, "N* - no label entry,

"P" - no rx intf label prot, "p" - premature termination of LSP,

"R" - transit router, "1" - unknown upstream index,

*X® - unknown return code, "x" - return code O

Type Ctrl-C to abort.

! size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code

wWwwww

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/2/3 ms
Total Time Elapsed 17 ms

switch# ping sr-mpls 11.1.1.3/32 fec-type igp isis destination 127.0.0.1 127.0.0.2 repeat
1 verbose
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Sending 1, 100-byte MPLS Echos to IGP Prefix SID(1S-1S) FEC 11.1.1.3/32,
timeout is 2 seconds, send interval is 0 msec:

Codes: "!" - success, "Q" - request not sent, "." - timeout,
"L" - labeled output interface, "B" - unlabeled output interface,
“D" - DS Map mismatch, "F* - no FEC mapping, "f" - FEC mismatch,
*M® - malformed request, "m" - unsupported tlvs, "N* - no label entry,
"P" - no rx intf label prot, "p" - premature termination of LSP,
"R" - transit router, "1" - unknown upstream index,
X" - unknown return code, "Xx" - return code 0O

Type Ctrl-C to abort.
Destination address 127.0.0.1
! size 100, reply addr 172.18.1.10, return code 3

Destination address 127.0.0.2
! size 100, reply addr 172.18.1.22, return code 3

Success rate is 100 percent (2/2), round-trip min/avg/max = 3/3/3 ms
Total Time Elapsed 8 ms

Ping CLI

IGP BGP SR ping

CLI Ping

fec CLI IS-IS SR ping fecCLI BGP ping
ping sr-mpls fec-type igp isis ping sr-mpls fec-type bgp
switch# ping sr-mpls 11.1.1.3/32 fec-type igp isis

Sending 5, 100-byte MPLS Echos to IGP Prefix SID(IS-1S) FEC 11.1.1.3/32,
timeout is 2 seconds, send interval is 0 msec:

Codes: "!" - success, "Q" - request not sent, "." - timeout,
“"L" - labeled output interface, "B" - unlabeled output interface,
"D" - DS Map mismatch, "F" - no FEC mapping, "f" - FEC mismatch,
*M® - malformed request, "m" - unsupported tlvs, "N* - no label entry,
"P" - no rx intf label prot, "p" - premature termination of LSP,
"R" - transit router, "1" - unknown upstream index,
*X® - unknown return code, "X - return code O

Type Ctrl-C to abort.

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/2/3 ms
Total Time Elapsed 18 ms

switch# ping sr-mpls 11.1.1.3/32 fec-type igp isis verbose

Sending 5, 100-byte MPLS Echos to IGP Prefix SID(IS-1S) FEC 11.1.1.3/32,
timeout is 2 seconds, send interval is 0 msec:

Codes: "!" - success, "Q" - request not sent, "." - timeout,
“"L" - labeled output interface, "B" - unlabeled output interface,
“D" - DS Map mismatch, "F" - no FEC mapping, "f" - FEC mismatch,
*M® - malformed request, "m" - unsupported tlvs, "N* - no label entry,
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Nil FEC ping

"P" - no rx intf label prot, "p" - premature termination of LSP,
"R" - transit router, "1" - unknown upstream index,
X" - unknown return code, "Xx" - return code 0O

Type Ctrl-C to abort.

! size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code
1

size 100, reply addr 172.18.1.10, return code

WWWwww

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/2/3 ms
Total Time Elapsed 17 ms

CLI Ping

ping ping sr-mpls nil-fec labels comma-separated-labels [output {interface
tx-interface} [nexthop nexthop-ip-addr]] CLI

2 2001 2000
MPLS IP 4.0.0.2
171

switch# ping mpls nil-fec labels 2001,2000 output interface el/1 nexthop 4.0.0.2

CLI [output {interface tx-interface} [nexthop nexthop-ip-addr]]
VSH

switch# ping mpls nil-fec labels 1,2 ?
output Output options

switch# ping mpls nil-fec labelsl,2

N

% Invalid command at "~" marker.

CLI SRTE ping
CLI ping
switch# ping mpls nil-fec policy name policyl
switch# ping mpls nil-fec policy endpoint 2.0.0.1 color 16

CLI

CLI
switch# ping mpls nil-fec labels 2001,2000 output interface el/1 nexthop 4.0.0.2

CLI SRTE traceroute
CLI

switch# traceroute mpls nil-fec policy name policyl
switch# traceroute mpls nil-fec policy endpoint 2.0.0.1 color 16
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MPLS OAM

show mpls oam echo statistics
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MPLS SR

* MPLS

MPLS

MPLS SR
MPLS

VXLAN

* MPLSSR  WAN/

« VRF
MPLSSR  VXLAN
MPLS
MPLS SR
- DCI

Cisco Nexus 9000
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VXLAN

VXLAN 339

VXLAN

WAN

SR VXLAN

VXLAN EVPN
L3VPN
IVNI QoS
MPLS VXLAN
VXLAN
VXLAN
DCI

MPLSSR  VXLAN

NX-0S 106 [



B ves VXLAN

process_summary

MPLS SR
DCI VXLAN
MPLS VXLAN
L3VPN
* DCI / MPLSSR  VxLAN
* MPLS SR L3VPN
* VXLAN EVPN VXLAN ToR
process_workflow
1.
* DCI MPLS SR VXLAN EVPN BGP
VPN
* BGP
/
DCI EVPN |DCI VPN
VXLAN MPLS SR
DCI VRF BGP
MPLS SR VXLAN
2.
* MPLS SR DCI VXLAN
*QoS TTL ECN

MPLS  VXLAN

. Cisco Nexus 9000 NX-0S 10.6(x)
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VPN DCI VRF|DCI MPLS VXLAN
MPLS VNI
SR VXLAN
VNI DCI VNI |DCI VXLAN PE
VXLAN VRF MPLS SR
MPLS SR
DCI QoS
MPLSSR VxLAN
VXLAN
* VXLAN NVE DCI MPLS SR
NVE1l VxLAN VXLAN
DCI MPLS SR
MPLS SR
VXLAN
VXLAN
Cisco Nexus 9000 NX-0S

106 [



. FX2 FX3 GX GX2 Cisco
Nexus 9000 Cloudscale

* VXLAN-EVPN  MPLS SR-MPLS MPLSL3VPN LDP
DCI
*vPC VMCT pMCT SR MPLS VXLAN
. WAN
SVI
* VPN VRF

SRMPLS VXLAN

* MPLS/SR EVPN 5 IP
2 L2

. BGW DCI
. MPLS VXLAN

FX2 VPN LSR
. TTL ECN ASIC

TTL

* FX2 256  VXLAN 900 VRF 100

MPLS 48,000 500 MPLS
. PFC DCI
* VXLAN MPLS VRF /

VRF
* NVE VXLAN
MPLS
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MPLSSR  VXLAN B

MPLS SR VXLAN

DCI MPLS SR VXLANEVPN
DCI/ Nexus 9000 VXLAN EVPN
MPLS SR LDP WAN /

Before you begin

VXLAN  MPLS SR

* VXLAN  MPLS

. VLAN VRF

DCI MPLS SR VXLAN

switch# configure terminal switch(config)# feature-set mpls switch(config)# feature ospf
switch(config)# feature bgp switch(config)# feature mpls I3vpn switch(config)# feature
mpls segment-routing switch(config)# feature nv overlay switch(config)# feature
vn-segment-vlan-based

NX-0S

2 VRF VXLAN MPLS

switch(config)# vrf context Tenant-A <<< Create VRF switch(config-vrf)# vni 10010 <<<
Map VNI to VRF switch(config-vr)# rd auto switch(config-vrf)# address-family ipv4 unicast
switch(config-vrf-af)# route-target both 65000:10010 switch(config-vrf-af)# exit
switch(config-vrf)# address-family 12vpn evpn switch(config-vrf-af)# route-target import
65000:10010 evpn switch(config-vrf-af)# route-target export 65000:10010 evpn
switch(config-vrf-af)# exit switch(config-vrf)# exit switch(config)# interface nvel <<<
Configure NVE Interface switch(config-if-nve)# no shutdown switch(config-if-nve)#
host-reachability protocol bgp <<< Enable BGP for EVPN switch(config-if-nve)#
source-interface loopbackl <<< Set NVE source switch(config-if-nve)# member vni 10010
associate-vrf <<< Associate VNI with VRF switch(config-if-nve)# exit switch(config)#
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L3VPN / DC WAN
VXLAN- MPLS VRF
VRF VNI

3 MPLS VXLAN

switch(config)# interface Ethernetl/21 switch(config-if)# ip address 6.2.0.1/24
switch(config-if)# mpls ip forwarding switch(config-if)# no shutdown switch(config-if)#
exit switch(config)# interface Ethernetl/21.1 switch(config-if)# encapsulation dotlq
1211 switch(config-if)# vrf member evpn switch(config-if)# ip address 6.22.0.1/24
switch(config-if)# no shutdown switch(config-if)# exit switch(config)# end switch#

WAN/ MPLS VRF IP

MPLS L3

VXLAN MPLS

4 BGP

switch(config)# router bgp 600 switch(config-router)# address-family ipv4 unicast
switch(config-router-af)# redistribute direct route-map passall switch(config-router-af)#
allocate-label all <<< Enables per-prefix label allocation for MPLS VPNv4/vpnv6 routes
(DC1/SR-MPLS handoff) switch(config-router-af)# exit switch(config-router)# neighbor
6.6.6.3 switch(config-router-neighbor)# remote-as 300 switch(config-router-neighbor)#
update-source loopback6 switch(config-router-neighbor)# ebgp-multihop 255
switch(config-router-neighbor)# address-family vpnv4 unicast
switch(config-router-neighbor-af)# send-community switch(config-router-neighbor-af)#
send-community extended switch(config-router-neighbor-af)# next-hop-self
switch(config-router-neighbor-af)# import 12vpn evpn reoriginate <<< Enables import and
re-origination of EVPN routes into MPLS VPNv4 for DCI handoff
switch(config-router-neighbor-af)# exit switch(config-router-neighbor)# exit
switch(config-router)# neighbor 21.21.21.21 switch(config-router-neighbor)# remote-as
600 switch(config-router-neighbor)# update-source loopbackl switch(config-router-neighbor)#
address-family 12vpn evpn switch(config-router-neighbor-af)# send-community
switch(config-router-neighbor-af)# send-community extended
switch(config-router-neighbor-af)# import vpn unicast reoriginate <<< Enables import and
re-origination of VPNv4/vpnv6 routes into EVPN for DCI handoff
switch(config-router-neighbor-af)# exit switch(config-router-neighbor)# exit
switch(config-router)# exit switch(config)#

MPLS WAN/ VXLAN BGP

import [2vpn evpn reoriginate import vpn unicast reoriginate
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BGP

MPLS SR VXLAN

L3VPN
DCI VXLAN- MPLS
DCI VXLAN MPLS
Before you begin
VXLAN EVPN MPLS BGP
. BGP OSPF/ISIS

DCI VXLAN- MPLS

1 DCI NVE MPLS

switch# show nve interface switch# show interface nvel switch# show mpls interfaces

VXLAN MPLS

2 VXLAN MPLS

switch# show bgp 12vpn evpn summary switch# show bgp vpnv4 unicast summary switch# show
mpls forwarding-table
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EVPN MPLS

. VRF

3 DCI

switch# ping [destination-ip] vrf [vrf-name] source [source-ip] switch# traceroute
[destination-ip] vrf [vrf-name]

VXLAN MPLS

* ping

DCI VXLAN MPLS

. Cisco Nexus 9000 NX-0S 10.6(x)
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OAM

. OAM 347

OAM

OAM CLI
. OAM IS-IS 334
OAM IS-IS
ping IS-1S SR OAM

switch# ping sr-mpls 11.1.1.3/32 fec-type igp isis

Sending 5, 100-byte MPLS Echos to IGP Prefix SID(IS-1S) FEC 11.1.1.3/32,
timeout is 2 seconds, send interval is 0 msec:

Codes: "I" - success, "Q" - request not sent, "." - timeout,
“L® - labeled output interface, "B" - unlabeled output interface,
*D* - DS Map mismatch, "F" - no FEC mapping, "f" - FEC mismatch,
"M® - malformed request, "m" - unsupported tlvs, "N* - no label entry,
"P® - no rx intf label prot, "p" - premature termination of LSP,
"R" - transit router, "1" - unknown upstream index,
*X® - unknown return code, "X - return code O

Type Ctrl-C to abort.

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/2/3 ms
Total Time Elapsed 18 ms

switch# traceroute sr-mpls 11.1.1.3/32 fec-type igp isis

Codes: "1" - success, "Q" - request not sent, "." - timeout,
"L labeled output interface, "B" - unlabeled output interface,
*D* - DS Map mismatch, "F® - no FEC mapping, "f" - FEC mismatch,
"M® - malformed request, "m" - unsupported tlvs, "N* - no label entry,
"P® - no rx intf label prot, "p" - premature termination of LSP,
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"R" - transit router, "1" - unknown upstream index,
X" - unknown return code, "Xx" - return code 0O

Type Ctrl-C to abort.

0 172.18.1.2 MRU 1500 [Labels: 16103 Exp: 0]
L 1172.18.1.1 MRU 1504 [Labels: implicit-null Exp: 0] 4 ms
1 2172.18.1.10 3 ms

switch# ping sr-mpls 11.1.1.3/32 fec-type igp isis verbose

Sending 5, 100-byte MPLS Echos to IGP Prefix SID(1S-1S) FEC 11.1.1.3/32,
timeout is 2 seconds, send interval is 0 msec:

Codes: "!" - success, "Q" - request not sent, "." - timeout,
"L® - labeled output interface, "B" - unlabeled output interface,
“D" - DS Map mismatch, "F* - no FEC mapping, "f" - FEC mismatch,
"M® - malformed request, "m" - unsupported tlvs, "N* - no label entry,
"P" - no rx intf label prot, "p" - premature termination of LSP,
"R" - transit router, "1" - unknown upstream index,
*X® - unknown return code, "x" - return code O

Type Ctrl-C to abort.

! size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code

WWWwww

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/2/3 ms
Total Time Elapsed 17 ms

switch# ping sr-mpls 11.1.1.3/32 fec-type igp isis destination 127.0.0.1 127.0.0.2 repeat
1 verbose

Sending 1, 100-byte MPLS Echos to IGP Prefix SID(1S-1S) FEC 11.1.1.3/32,
timeout is 2 seconds, send interval is 0 msec:

Codes: "!" - success, "Q" - request not sent, "." - timeout,
"L® - labeled output interface, "B" - unlabeled output interface,
“D" - DS Map mismatch, "F* - no FEC mapping, "f" - FEC mismatch,
*M® - malformed request, "m" - unsupported tlvs, "N* - no label entry,
"P" - no rx intf label prot, "p" - premature termination of LSP,
"R" - transit router, "1" - unknown upstream index,
*X" - unknown return code, "x" - return code O

Type Ctrl-C to abort.
Destination address 127.0.0.1
! size 100, reply addr 172.18.1.10, return code 3

Destination address 127.0.0.2
! size 100, reply addr 172.18.1.22, return code 3

Success rate is 100 percent (2/2), round-trip min/avg/max = 3/3/3 ms
Total Time Elapsed 8 ms
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Ping CLI

* IGP BGP SR ping 349
* Nil FEC ping 350
. 351

IGP BGP SR ping

CLI Ping

fec CLI IS-IS SR ping fecCLI BGP ping
ping sr-mpls fec-type igp isis ping sr-mpls fec-type bgp
switch# ping sr-mpls 11.1.1.3/32 fec-type igp isis

Sending 5, 100-byte MPLS Echos to IGP Prefix SID(IS-1S) FEC 11.1.1.3/32,
timeout is 2 seconds, send interval is 0 msec:

Codes: "!" - success, "Q" - request not sent, "." - timeout,
“"L" - labeled output interface, "B" - unlabeled output interface,
"D" - DS Map mismatch, "F" - no FEC mapping, "f" - FEC mismatch,
*M® - malformed request, "m" - unsupported tlvs, "N* - no label entry,
"P" - no rx intf label prot, "p" - premature termination of LSP,
"R" - transit router, "1" - unknown upstream index,

X" - unknown return code, "x" - return code O

Type Ctrl-C to abort.

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/2/3 ms
Total Time Elapsed 18 ms

switch# ping sr-mpls 11.1.1.3/32 fec-type igp isis verbose

Sending 5, 100-byte MPLS Echos to IGP Prefix SID(IS-1S) FEC 11.1.1.3/32,
timeout is 2 seconds, send interval is 0 msec:

Codes: "!" - success, "Q" - request not sent, "." - timeout,
"L" - labeled output interface, "B" - unlabeled output interface,
"D" - DS Map mismatch, "F" - no FEC mapping, "f" - FEC mismatch,
*M® - malformed request, "m" - unsupported tlvs, "N* - no label entry,
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Nil FEC ping

"P" - no rx intf label prot, "p" - premature termination of LSP,
"R" - transit router, "1" - unknown upstream index,
X" - unknown return code, "Xx" - return code 0O

Type Ctrl-C to abort.

! size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code
size 100, reply addr 172.18.1.10, return code
1

size 100, reply addr 172.18.1.10, return code

WWWwww

Success rate is 100 percent (5/5), round-trip min/avg/max = 2/2/3 ms
Total Time Elapsed 17 ms

CLI Ping

ping ping sr-mpls nil-fec labels comma-separated-labels [output {interface
tx-interface} [nexthop nexthop-ip-addr]] CLI

2 2001 2000
MPLS IP 4.0.0.2
171

switch# ping mpls nil-fec labels 2001,2000 output interface el/1 nexthop 4.0.0.2

CLI [output {interface tx-interface} [nexthop nexthop-ip-addr]]
VSH

switch# ping mpls nil-fec labels 1,2 ?
output Output options

switch# ping mpls nil-fec labelsl,2

N

% Invalid command at "~" marker.

CLI SRTE ping
CLI ping

switch# ping mpls nil-fec policy name policyl
switch# ping mpls nil-fec policy endpoint 2.0.0.1 color 16

CLI
CLI

switch# ping mpls nil-fec labels 2001,2000 output interface el/1 nexthop 4.0.0.2

CLI SRTE traceroute
CLI
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switch# traceroute mpls nil-fec policy name policyl
switch# traceroute mpls nil-fec policy endpoint 2.0.0.1 color 16

MPLS OAM

show mpls oam echo statistics
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InterAS B

InterAS

* InterAS
e InterAS
*« EVPN
¢ InterAS
¢ InterAS
* EVPN
* InterAS
* EVPN

InterAS

AS

InterAS  ASBR

AS

* AS

AS VPN-IP

InterAS B
InterAS B InterAS
B InterAS
WAN IGP
353
354
L3VPN (MPLYS)
B
B BGP 359
L3VPN (MPLS)
B BGP
L3VPN MPLS
AS
VPN
VPN
ASBR EBGP
IP
IBGP
Cisco Nexus 9000 NX-0S

RFC 3107

30

B RFC 3107
B RFC 3107
BGP ASBR
356
359
361
365
367
VPN
VPN AS

IBGP VPN

106 [



- Y

* AS EBGP EBGP
AS
EBGP AS AS
AS EBGP
MPLS
MPLS VPN InterAS VPN
2 AS MPLS VPN
AS EBGP IBGP AS
VPN
AS VPN AS
PE EBGP
LFIB LFIB VPN PE EBGP
AS VPN
. MPLS
. RD1
VPN-IP VPN
ASBR IBGP VPN-IPv4 NLRI
ASBR IBGP NLRI
InterAS
Nexus 9508 InterAS
e InterAS A - Inter-AS A
ASBR 2
VPN 1 ASBR
VPN VRF
1P BGP
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InterAS .

VRF IP
VPN IP IP
Quality of Service QoS
1 BGP
VPN 1

* InterAS B - InterAS B ASBR MPLS

1

MP-BGP ASBR
VPN ASBR
MPLS IP
QoS VRF
InterAS B ASBR VPN
1 BGP A
NSF
ASBR
B
* AS Nexus 9508 IBGP VPNv4/v6
WAN EBGP VPNv4/v6
. VRF IBGP
«—LDP ASBR IGP
* InterAS B BGP-3107 RFC 3107
* AS Nexus 9508 IBGP VPNv4/v6
WAN EBGP VPNv4/v6
* BGP-3107 BGP ASBR LDP
. 1
BGP
. BGP
MPLS ISP IGP
* InterAS B —InterAS B CiscoNX-0S6.2(2)
InterAS B
Cisco Nexus 9000 NX-0S

106 [



B e ven veLs)

EVPN  L3VPN (MPLS)

DC
VXLAN EVPN

MPLS
VXLAN EVPN

. Cisco Nexus 9000 NX-0S

EVPN

DC

LDP

VXLAN
Cisco Nexus 9000
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3VPN L3VPN



EVPN  L3VPN (MPLS) B

P-Router

P-Router —

cer 222 VRE B

VXLANEVPN
VRF VRF_A VRF_B MPLS WAN /
L3VPN

VPNv4/VPNv6 VXLAN BGP EVPN  MPLS
/ BGW1/ PE1 BGW2/ PE2
BPE IPv4 VPNv4 / VPNv6
AF eBGP P-Router P
AF BGP iBGP MPLS
PE3 PE4 BGP
AS MPLS IGP OSPF
ISIS PE PE3 PE4 Inter-AS A
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VRF
1 MPLS

ASN 65003 |

P-Router ®

P-Router —

Leafl f Leaf2 # Leaf3 # Leafd Leafs § Leaft

AS
VXLAN EVPN
VRF VRF_A VRF_B MPLS
WAN /
L3VPN VPNv4/VPNv6 VXLAN BGP EVPN  MPLS
/ BGWYL/ PE1 BGW2/
PE2 BPE IPv4 VPNv4 / VPNv6
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InterAS

InterAS

InterAS B .

AF eBGP P-Router
P AF BGP eBGP MPLS
PE3 PE4 MPLS
PE PE3 PE4
Inter-AS A VRF
1 MPLS
InterAS B
¢ InterAS B BGP AS
* InterAS B -R Cisco Nexus 9500
« Cisco NX-0S 10.3(2)F InterAS B BGP-3107 RFC 3107
-FX -GX Nexus 9300-FX/FX2/FX3/GX/GX2 Cisco
9500
* PUSH InterAS IP MPLS VXLAN
InterAS MPLS
¢ InterAS MPLS SWAP MPLS
IBGP EBGP VPNv4/v6 DC
InterAS B BGP IBGP EBGP
1

1 configure terminal

switch# configure terminal
switch(config)#

Cisco Nexus 9000 NX-0S
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router bgp as-number

switch(config)# router bgp 100

BGP

BGP
AS

neighbor ip-address

switch(config-router)# neighbor
10.0.0.2

BGP

BGP

BGP

remote-as as-number

switch(config-router-neighbor)#
remote-as 200

as-number

address-family {vpnv4 | vpnv6} unicast

switch(config-router-neighbor)#
address-family vpnv4 unicast

IPVPN

send-community {both | extended}

switch(config-router-neighbor-af)#
send-community both

BGP

retain route-target all

switch(config-router-neighbor-af)#
retain route-target all

( ) VRF
VPNv4/v6

ASBR VRF

ASBR

import 12vpn evpn reoriginate

switch(config-router-neighbor-af)#
import 12vpn evpn reoriginate

3BGPEVPNNLRI

BGP EVPN

vrf vrf-name

switch(config-router-neighbor-af)#
vrf VPN1

BGP VRF

. Cisco Nexus 9000
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10 |address-family {ipv4 | ipv6} unicast IPV4 IPV6
switch(config-router-vrf)#
address-family ipv4 unicast
11 |exit IPv4
switch(config-vrf-af)# exit
12 | copy running-config startup-config
switch(config-router-vrf)# copy
running-config startup-config
Border Provider Edge (Border PE) VXLAN MPLS
1 |configure terminal
switch# configure terminal
2 | feature-set mpls MPLS
switch(config)# feature-set mpls
3 nv overlay evpn VXLAN
switch(config)# nv overlay evpn
4 | feature bgp BGP
switch(config)# feature bgp
5 | feature mpls I3vpn 3 VPN
switch(config)# feature mpls 13vpn

Cisco Nexus 9000 NX-0S
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6 |feature interface-vlan VLAN
switch(config)# feature interface-vlan
7 | feature vn-segment-vlan-based VLAN VN
switch(config)# feature
vn-segment-vlan-based
g8 |feature nv overlay VXLAN
switch(config)# feature nv overlay
9 router bgp autonomous-system-number | BGP
autonomous-system-number 1
switch(config)# router bgp 65095 4294967295
10 |address-family ipv4 unicast IPv4
switch(config-router)# address-family,
ipv4 unicast
11 | network address MPLS-SR BGP
switch(config-router-af)# network
10.51.0.51732 BorderPE  MPLS-SR
network
132
12 |allocate-label all network
switch(config-router-af)#
allocate-label all
13 | exit
switch(config-router-af)# exit
14 | neighbor address remote-as number — iBGP
IPv4
AS
NX-0S 10.6(x)
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L3VPN (MPLS)

switch(config-router)# neighbor
10.95.0.95 remote-as 65095

15

update-source type/id

switch(config-router)# update-source
loopbackO

eBGP

16

address-family [2vpn evpn

switch(config-router)# address-family,
12vpn evpn

L2VPN EVPN

17

send-community both

switch(config-router-af)#
send-community both

BGP

18

import vpn unicast reoriginate

switch(config-router-af)# import vpn
unicast reoriginate

Route-Target

19

exit

switch(config-router-af)# exit

20

neighbor address remote-as number

switch(config-router)# neighbor
10.51.131.131 remote-as 65013

eBGP
IPv4
AS

21

update-source type/id

switch(config-router)# update-source
Ethernetl/1

eBGP

22

address-family ipv4 labeled-unicast

switch(config-router)# address-family,
ipv4 labeled-unicast

IPv4

23

send-community both

switch(config-router-af)#
send-community both

BGP
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24

exit

switch(config-router-af)# exit

25

neighbor address remote-as number

switch(config-router)# neighbor
10.131.0.131 remote-as 65013

eBGP IPv4
AS

26

update-source typef/id

switch(config-router)# update-source
loopbackO

eBGP

27

ebgp-multihop number

switch(config-router)# ebgp-multihop
5

TTL
number 2 255

28

address-family vpnv4 unicast

switch(config-router)# address-family|
vpnv4 unicast

VPNv4 VPNv6

29

send-community both

switch(config-router-af)#
send-community both

BGP

30

import 12vpn evpn reoriginate

switch(config-router-af)# import 12vpn
evpn reoriginate

Route-Target

31

exit

switch(config-router-af)# exit
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InterAS B BGP RFC 3107

IBGP EBGP VPNv4/v6  BGP
DC

1 configure terminal

switch# configure terminal
switch(config)#

2 router bgp as-number BGP

BGP

switch(config)# router bgp 100 AS

3 | address-family {vpnv4 | vpnv6} unicast ||pVPN

switch(config-router-neighbor)#
address-family vpnv4 unicast

4 | redistribute direct route-map tag

switch(config-router-af)#
redistribute direct route-map loopback

5 |allocate-label all
BGP

switch(config-router-af)#
allocate-label all ASBR

6 |exit

BGP

switch(config-router-af)# exit

7 | neighbor ip-address BGP IP
BGP

switch(config-router)# neighbor
10.1.1.1
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RFC 3107
8 | remote-as as-number BGP AS
switch(config-router-neighbor)#
remote-as 100
9 |address-family {ipv4|ipv6}
labeled-unicast BGP
switch(config-router-neighbor)# ASBR
address-family ipv4 labeled-unicast
RFC 3107
10 |retain route-target all ( ) VRF ASBR
VPNv4/v6
switch(config-router-neighbor-af)#
retain route-target all
ASBR VRF
11 |exit BGP
Switch(config-router-neighbor-af)# BGP
exit
12 | neighbor ip-address IP
BGP
switch(config-router)# neighbor
10.1.1.1
13 | remote-as as-number BGP AS
switch(config-router-neighbor)#
remote-as 100
14 |address-family {vpnv4|vpnv6} unicast BGP VPNv4
ASBR
switch(config-router-vrf)#
address-family ipv4 unicast
15 | exit IPv4
switch(config-vrf-af)# exit
NX-0S 10.6(x)
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16 | address-family {vpnv4|vpnv6} unicast | BGPVPNv4
ASBR
switch(config-router-vrf)#
address-family ipv4 unicast
17 |Repeat the process with ASBR2 B RFC 3107
ASBR2 2
DC1 DcC2 IGP
18 | copy running-config startup-config
switch(config-router-vrf)# copy
running-config startup-config
DC MPLS IGP
VXLAN MPLS
CLI CLlI
PE

hostname BL51-N9336FX2
install feature-set mpls

feature-set mpls

feature bgp

feature mpls 13vpn

feature ospf

feature interface-vlan
feature vn-segment-vlan-based
feature nv overlay

nv overlay evpn

mpls label range 16000 23999 static 6000 8000

vlan 2000

vn-segment 50000

vrf context VRF_A

vni 50000
rd auto

address-family ipv4 unicast
route-target both auto
route-target both auto evpn
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route-target import 50000:50000
route-target export 50000:50000
address-family ipv6 unicast
route-target both auto
route-target both auto evpn
route-target import 50000:50000
route-target export 50000:50000

interface VI1an2000
no shutdown
vrf member VRF_A
no ip redirects
ip forward
ipv6 address use-link-local-only
no ipv6 redirects

interface nvel
no shutdown
host-reachability protocol bgp
source-interface loopbackl
member vni 50000 associate-vrf

interface Ethernetl/1
description TO_P-ROUTER
ip address 10.51.131.51/24
mpls ip forwarding
no shutdown

interface Ethernetl/36
description TO_SPINE
ip address 10.95.51.51/24
ip router ospf 10 area 0.0.0.0
no shutdown

interface loopbackO
description ROUTER-ID
ip address 10.51.0.51/32
ip router ospf UNDERLAY area 0.0.0.0

interface loopbackl
description NVE-LOOPBACK
ip address 10.51.1.51/32
ip router ospf UNDERLAY area 0.0.0.0

router ospf UNDERLAY
router-id 10.51.0.51

router bgp 65095
address-family ipv4 unicast
network 10.51.0.51/32
allocate-label all

neighbor 10.95.0.95
remote-as 65095
update-source loopbackO
address-family 12vpn evpn
send-community
send-community extended
import vpn unicast reoriginate

neighbor 10.51.131.131
remote-as 65013
update-source Ethernetl/1
address-family ipv4 labeled-unicast
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send-community
send-community extended

neighbor 10.131.0.131

remote-as 65013

update-source loopbackO

ebgp-multihop 5

address-family vpnv4 unicast
send-community
send-community extended
import 12vpn evpn reoriginate

address-family vpnv6 unicast
send-community
send-community extended
import 12vpn evpn reoriginate

vrf VRF_A
address-family ipv4 unicast
redistribute direct route-map fabric-rmap-redist-subnet

P

hostname P131-N9336FX2
install feature-set mpls

feature-set mpls

feature bgp
feature isis
feature mpls 13vpn

mpls label range 16000 23999 static 6000 8000

route-map RM_NH_UNCH permit 10
set ip next-hop unchanged

interface Ethernetl/1
description TO_BORDER-PE
ip address 10.51.131.131/24
ip router isis 10
mpls ip forwarding
no shutdown

interface Ethernetl/11
description TO_PE
ip address 10.52.131.131/24
ip router isis 10
mpls ip forwarding
no shutdown

interface loopbackO
description ROUTER-ID
ip address 10.131.0.131/32
ip router isis 10

router isis 10
net 49.0000.0000.0131.00
is-type level-2
address-family ipv4 unicast
segment-routing mpls

router bgp 65013

event-history detail
address-family ipv4 unicast
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allocate-label all

neighbor 10.51.131.51
remote-as 65095
update-source Ethernetl/1
address-family ipv4 labeled-unicast
send-community
send-community extended

neighbor 10.51.0.51

remote-as 65095

update-source loopbackO

ebgp-multihop 5

address-family vpnv4 unicast
send-community
send-community extended
route-map RM_NH_UNCH out

address-family vpnv6 unicast
send-community
send-community extended
route-map RM_NH_UNCH out

neighbor 10.52.131.52
remote-as 65013
update-source Ethernetl/11
address-family ipv4 labeled-unicast
send-community
send-community extended

neighbor 10.52.0.52

remote-as 65013

update-source loopbackO

address-family vpnv4 unicast
send-community
send-community extended
route-reflector-client
route-map RM_NH_UNCH out

address-family vpnv6 unicast
send-community
send-community extended
route-reflector-client
route-map RM_NH_UNCH out

PE

hostname L52-N93240FX2
install feature-set mpls

feature-set mpls

feature bgp
feature isis
feature mpls 13vpn

mpls label range 16000 23999 static 6000 8000

vrf context VRF_A

rd auto

address-family ipv4 unicast
route-target import 50000:50000
route-target export 50000:50000

address-family ipv6 unicast
route-target import 50000:50000
route-target export 50000:50000
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interface Ethernetl/49
description TO_P-ROUTER
ip address 10.52.131.52/24
ip router isis 10
mpls ip forwarding
no shutdown

interface loopbackO
description ROUTER-ID
ip address 10.52.0.52/32
ip router isis 10

router isis 10
net 49.0000.0000.0052.00
is-type level-2
address-family ipv4 unicast
segment-routing mpls

router bgp 65013
address-family ipv4 unicast
network 10.52.0.52/32
allocate-label all

neighbor 10.52.131.131
remote-as 65013
update-source Ethernetl/49
address-family ipv4 labeled-unicast
send-community
send-community extended

neighbor 10.131.0.131
remote-as 65013
update-source loopbackO
address-family vpnv4 unicast
send-community
send-community extended
address-family vpnv6 unicast
send-community
send-community extended

vrf VRF_A
address-family ipv4 unicast

L3VPN

MPLS B

redistribute direct route-map fabric-rmap-redist-subnet

DC
eBGP

VXLAN MPLS
CLI

P-Router Provider Edg PE

P

hostname P131-N9336FX2
install feature-set mpls

feature-set mpls

feature bgp
feature mpls 13vpn
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mpls label range 16000 23999 static 6000 8000

route-map RM_NH_UNCH permit 10
set ip next-hop unchanged

interface Ethernetl/1
description TO_BORDER-PE
ip address 10.51.131.131/24
mpls ip forwarding
no shutdown

interface Ethernetl/11
description TO_PE
ip address 10.52.131.131/24
mpls ip forwarding
no shutdown

interface loopbackO
description ROUTER-ID
ip address 10.131.0.131/32
ip router isis 10

router bgp 65013
event-history detail
address-family ipv4 unicast

network 10.131.0.131/32
allocate-label all

address-family vpnv4 unicast
retain route-target all

address-family vpnv6 unicast
retain route-target all

neighbor 10.51.131.51
remote-as 65095
update-source Ethernetl/1
address-family ipv4 labeled-unicast
send-community
send-community extended

neighbor 10.51.0.51

remote-as 65095

update-source loopbackO

ebgp-multihop 5

address-family vpnv4 unicast
send-community
send-community extended
route-map RM_NH_UNCH out

address-family vpnv6 unicast
send-community
send-community extended
route-map RM_NH_UNCH out

neighbor 10.52.131.52
remote-as 65003
update-source Ethernetl/11
address-family ipv4 labeled-unicast
send-community
send-community extended

neighbor 10.52.0.52
remote-as 65003
update-source loopbackO
ebgp-multihop 5
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address-family vpnv4 unicast
send-community
send-community extended
route-map RM_NH_UNCH out

address-family vpnv6 unicast
send-community
send-community extended
route-map RM_NH_UNCH out

PE

hostname L52-N93240FX2
install feature-set mpls

feature-set mpls

feature bgp
feature mpls 13vpn

mpls label range 16000 23999 static 6000 8000

vrf context VRF_A

rd auto

address-family ipv4 unicast
route-target import 50000:50000
route-target export 50000:50000

address-family ipv6 unicast
route-target import 50000:50000
route-target export 50000:50000

interface Ethernetl/49
description TO_P-ROUTER
ip address 10.52.131.52/24
mpls ip forwarding
no shutdown

interface loopbackO
description ROUTER-ID
ip address 10.52.0.52/32
ip router isis 10

router bgp 65003
address-family ipv4 unicast
network 10.52.0.52/32
allocate-label all

neighbor 10.52.131.131
remote-as 65013
update-source Ethernetl/49
address-family ipv4 labeled-unicast
send-community
send-community extended

neighbor 10.131.0.131
remote-as 65013
update-source loopbackO
ebgp-multihop 5
address-family vpnv4 unicast
send-community
send-community extended
address-family vpnv6 unicast
send-community
send-community extended

vrf VRF_A
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address-family ipv4 unicast
redistribute direct route-map fabric-rmap-redist-subnet
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address-family {ipv4 | ipv6} unicast 13
address-family ipv4 labeled unicast 363
address-family ipv4 unicast 27, 163, 362
address-family vpnv4 unicast 364

C

clear forwarding adjacency mpls stats 19, 32
clear forwarding ipv4 adjacency mpls stats 32
clear forwarding ipv6 adjacency mpls stats 19
clear forwarding mpls drop-stats 19

clear forwarding mpls stats 19, 32

clear mpls forwarding statistics 19, 32

clear mpls switching label statistics 19, 32

E

evi 260, 262, 267
evpn 267

F

feature bgp 361

feature interface-vlan 362

feature mpls 13vpn 361

feature mpls segment-routing 14, 25
feature mpls static 11, 303

feature nv overlay 362

feature tunnel 304

feature vn-segment-vlan-based 362
feature-set mpls 11, 14, 25, 361

G
global-block 161

in-label 28

install feature-set mpls 10, 14, 25
interface tunnel 304

ipv6 304

Cisco Nexus 9000

Isp 27

M

mpls ip forwarding 12, 27, 160
mpls label range 12, 26

mpls static configuration 13, 27
mtu 305

N

neighbor 287, 362-364
network 164, 362
next-hop 13

nv overlay evpn 361

R

route-map 163
router bgp 362

S

segment-routing 161

send-community both 364

set label-index 163

show feature | grep segment-routing 15, 26, 28
show feature | inc mpls_static 11, 15

show feature-set 11, 15-16, 25, 28

show forwarding adjacency mpls stats 18, 31
show forwarding ipv4 adjacency mpls stats 31
show forwarding ipv6 adjacency mpls stats 18
show forwarding mpls drop-stats 18

show forwarding mpls ecmp 18

show forwarding mpls ecmp module 18

show forwarding mpls ecmp platform 18
show forwarding mpls label 18, 28, 31

show interface tunnel 305

show ip route 16

show mpls forwarding statistics 18, 31

show mpls label range 12, 16, 26, 28, 162

show mpls static binding {all | ipv4d} 28
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show mpls switching 16, 28 vrf context 262
show mpls switching detail 16, 28

show mpls switching labels 18, 31

show route-map 164

showmplsstaticbinding{all|ipv4|ipv6} 16

304
T
tunnel destination 304
tunnel source 304 13
tunnel use-vrf 304 13
Vv
vlan 260 13
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