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ip access-list acl-sla-allow
10 remark ### ALLOW SLA control packets from 1.1.1.0/24
20 permit udp 1.1.1.0/24 any eq 1967
30 remark ### ALLOW SLA data packets from 1.1.1.0/24 using ports 6500-7000
40 permit udp 1.1.1.0/24 any range 6500 7000

class-map type control-plane match-any copp-ipsla
match access-group name acl-sla-allow

policy-map type control-plane Custom-copp-policy-strict
class copp-ipsla insert-before Custom-copp-class-12-default
police cir 1500 kbps

control-plane
service-policy input Custom-copp-policy-strict

switch# show policy-map interface control-plane | be copp-ipsla
class-map copp-ipsla (match-any)
match access—-group name acl-sla-allow
set cos 7
police cir 1500 kbps , bc 32000 bytes
module 1
transmitted 0 bytes;
dropped 0 bytes;

class—-map Custom-copp-class-1l2-default (match-any)
match access-group name Custom-copp-acl-mac-undesirable
set cos 0
police cir 400 kbps , bc 32000 bytes
module 1
transmitted 0 bytes;
dropped 0 bytes;

class—-map class-default (match-any)
set cos O
police cir 400 kbps , bc 32000 bytes
module 1
transmitted 122 bytes;
dropped 0 bytes;
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& 1:1SSU DR—

NnN—=3v T4 I bDR— EIFHE

9.3(1) Kstack 72— /L AR— h46PH (15001 ~ 58000)

Netstack = — /L " — ~&PH (58001 ~
63535)

nat AN— M&IFH (63536 ~ 65535)

9.3(2) Kstack @ — % /L /R — h4FH (15001 ~ 58000)

Netstack = —# /L AR— & (58001 ~
63535)

nat N — MEH (63536 ~ 65535)

9.3(3) LAFE Kstack = —77/L AR — R (15001 ~ 58000)

Netstack @ — /L 7R — R&FH (58001 ~
60535)

nat " — M&IFH (60536 - 65535)

show sockets local-port-range =~ & R &4 4E =~ > Ni&, EEANSEROR— i
HFRRALET,

PUFIX, netstack A8 — M &2 K3 541T9,

switch# show sockets local-port-range

Kstack local port range (15001 - 22002)
Netstack local port range (22003 - 65535)

5T /N1 X T IP SLA Responder D% 5E

Z DIETIL, LT /N A AT IP SLA Responder % 5% E T 2 JFIEICOWTHE L £,

1R BHHIIZ

IP SLA Responder Z i 19~ 2 8413, &M E L THERAT 2Ry NV —F 27 T8, ARV A
A TFNAATHY, TOTNA ARy NT—7 N L THRTE D Z 2R LET,

FIEDHE
1. enable
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2. configureterminal
3. featureslaresponder

4. ROWTNNEETLET,
* ip dlaresponder

1 -

585 T /XA R TO IP SLA Responder D% E .

switch (config)# ip sla responder

* ip dlaresponder tcp-connect ipaddressip-address port port

1 :
switch (config)# ip sla responder tcp-connect ipaddress 172.29.139.132 port 5000
5. exit
FED FH 4
Fig
ARV EFEREET7TOVa Y B#
RTw 71 |enable Rt EXEC E— REAICLET,
fi Tuar T IRERINTEH, NATY—REANLE
7
switch> enable
AT w 72 | configureterminal 7Ta— )L a7 4 X2 b—3ay B— FEELG
15“ : Liﬁ—o
switch# configure terminal
AT 7 3 |featureslaresponder IPSLA O L AR v ZHEREA# AN LET,
{5
switch (config)# feature sla responder
AT T4 ROWVTNEFATLET, -
« ip daresponder o (fEE) HEHEILHLOHIEA v =TI T
1 - T, Cisco 7734 AIZF51F 5 IP SLA Responder
' HRE 2 — PRI AE I LE T,
switch (config)# ip sla responder
; - , (BB #ExTTa ba kN T o 2—7
* ip da responder tcp-connect ipaddressip-address
pport poﬁp P P P /VT&)%%%&:@A%\ZET‘?_O Zha<w RN
iE. FREDIP 7 KL AB LR — FTIPSLA
I Responder #§8E 2 K FEIZ AN L E T,
witch (config)# ip sl der tcp- t . S s N
Sipad(;rezznﬂg.wﬁ?; .313r2eS§cf):t e5roooCp comnee HEL, 77 4V R T XTI D T
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i - RE#T L, $HE EXEC T— RICEY £,

switch (config)# exit
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M LET,
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RIETTNA ATOERD TCP BERBEORES L UVRTCa—1 T .

tcp-connect {destination-ip-address| destination-hostname} destination-port [sour ce-ip {ip-address

8. ip dlaschedule operation-number [life {forever | seconds}] [start-time {hh:mm[:ss] [monthday |
daymonth] | pending | now | after hh:mm:ss] [ageout seconds] [recurring]

FIEDHE
1. enable
2. configure terminal
3. featuredasender
4. ip sla operation-number
5.

| hostname} sour ce-portport-number] [control {enable| disable}]

6. frequency seconds
7. exit
9. exit

FIE D

FlE

ARV RFFEERTIVa Y

=)

A5 71 |enable H5HE EXEC E— RE AT L £,
1 - Tuar T MRRREINTZL, NAUY—=REANLE
-é‘o
switch> enable
R w 72 |configure terminal Jua—\)ary 7 4 ¥al—3g )y B— REEG
15'] : L/i‘g—o
switch# configure terminal
AT 7 3 |featuresla sender IP SLA Sh{EREZ A LE T,
I
switch (config)# feature sla sender
AT 7 4 |ip sla operation-number IP SLA BiEDORRELBIAA L, IPSLA 227 ¥
15“ . Lr—ra s Et— F‘&:%?‘Jﬁ L/i‘a—o
switch (config)# ip sla 10
R T w 75 |tep-connect {destination-ip-address | TCP #kiEEx E#F L. IPSLATCP 2> 7 4 X =

destination-hostname} destination-port [source-ip
{ip-address| hostname} sour ce-por tport-number] [control
{enable| disable}]

1

switch (config-ip-sla)# tcp-connect 172.29.139.132
5000

L—y gy E— RERHBLEST,

BETAAL v TF L H =y v AL v TFDOEFTIP
SLA#H~Z v k2L &2 o3 548504, control
disable ¥ —VU — ROfAEHOEEEH L £9,
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. BRETT NS ATOERD TCP HERHFORES L UR T V- v J

ARV RFERERTI VA Y B &
A7 76| frequency  seconds (FE) #0E L= 1P SLA Bhffe ) i I 2 i
U ELET,

switch (config-ip-sla-tcp)# frequency 60

ATy T1

exit

1

switch (config-ip-sla-tcp)# exit

IP SLATCP #E— K& T L, 7 a— Uik
T— NIZRY £9,

ATvT8

ip sla schedule operation-number [life {forever | f#l 2 D IP SLAEBWED A r V2 — 1 7 NT A —X
seconds} ] [start-time {hh:mm[:ss] [monthday | daymonth] | %=z | &4

| pending | now | after hh:mm:ss] [ageout seconds]
[recurring]

1

switch(config)# ip sla schedule 10 start-time now
life forever

ATvT9

exit

1

switch (config)# exit

EE) /Ja—\Lary74F¥al— gy £—
RZ#T L., %M EXEC E— RIZKEY £,

il

WIZ, BPEFIZBRSE SN CEHIRIZSEAT S LD TCP #55t D IP SLA iEX A 7 2T
LHE R LUET,

feature sla sender
ip sla 9
tcp-connect 172.29.139.132 5000

frequency 10
|

ip sla schedule 9 life forever start-time now

RDBERY

N7 v TERAEKT D EM, EENOEELBMAT D BRIT, BITEICTRIR L S WESAT &
J& BT =2BMT5ZiE, TFPHRLEWEE=42 Y 7 ORE] OHEZZRLTIZS
Wy,

IP SLA BiEDFERAZ R R L, WA EZ MR 511X, showip dadtatistics 2~ FEEH L £
To BFATTDHANS, 2= VAR T 4 Falb—ray Ty A MVHESNLTWD Z & s
LTSN, =R LV BRIOREEICHIET HT7 4 — /) ROM &5 &, —bE
A AN I BPHERGHNTH L0 E ) a2 T 2% I L b £9,
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EETTNARATOA T3> "5 A—4 & EALE TP EGBEOBRERrSa—y oy [

FEETLTTNAATDA T3V NTA—32FFRAL-TCPEHZEEIED
BRERTDa—) Y

ZITIE, ATV ar RIA=FEMER LT, RIEILT S A TO TCP @ E 23 E L,
ATV a— VT HFECOWTHHLET,

)

(G¥)  IP SLA Responder 23485 IP 7 K L A & 7R — K CKRBMINZH 72 > TV DAL, control
disable ¥ — 7 — K% tcp-connect =~ > RCHEH LT, #lfflA vE—T &ML ET,

Je

Ev b < IPSLABMENFET SN TE LT, M2 AR L TWRWGAIL, verify-data =~ K%
TEOHERIZIEM LT (IPSLAMEEKE— RTHRE) . 7 —F Rz AN LET, 1 X —
T D L FEMEDISEPER L TWRWNE I B3 F = v 7 ShEd, @EOEME
FflZverify-data=~ > REfHT 5 & RERA—/"—~y RPN LOTHEEL TS
AN

- debugip datrace =~ K&l L, XL debugip daerror =~ Ri%, IP SLA E{E
BT HMED N T TN a—T 4 T EITI DD a~v s R T,

FIEOHE

1 enable

2. configure terminal

3. feature sla sender

4 ip sla operation-number

5 tcp-connect {destination-ip-address| destination-hostname} destination-port [sour ce-ip {ip-address
| hostname} sour ce-port port-number] [control {enable| disable}]

6 history buckets-kept size

7 history distributions-of-statistics-kept size

8. history enhanced [interval seconds] [buckets number-of-buckets]

9. history filter {none|all | over Threshold | failures}

10. frequency seconds

11. history hours-of-statistics-kept hours

12. history lives-kept lives

13. owner owner-id

14. history statistics-distribution-interval milliseconds

15. tag text

16. threshold milliseconds

17. timeout milliseconds

18.  tosnumber

19. exit
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I
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. BEXTNARATOF T a v RS A—2 & FERALI-TCP ERBEOBRER T D1 —) 0T

20. ipdaschedule operation-number [life {forever| seconds}] [start-time {hh:mm[:ss] [monthday
| daymonth] | pending | now | after hh:mm:ss] [ageout seconds] [recurring]
21.  exit
22. show ip sla configuration [operation-number]
F gD F%H
FIR
ARV EFEREEFT7OV3 Y B
ATwvF1 |enable FiHE EXEC E— REZ AL E T,
Bl FuarF ERERENZDL, RAT—REANLE
R
switch> enable
R w 2 |configure terminal rTa— ) a7 4 X2 lb—3ay EB— NEEG
B - LET,
switch# configure terminal
RTw 73 |featureslasender IP SLA EifFEREREZ ARNIC L £,
£
switch (config)# feature sla sender
AT 74 |ipsla operation-number IP SLA EM{EDREZBAMH L, IPSLA 727 4 F =2
B L—v a3y = RIBITLET,
switch (config)# ip sla 10
RXF w5 |tcp-connect {destination-ip-address| TCP #kiEi{ExEF L. IPSLATCP =7 4 ¥ =
destination-hostname} destination-port [source-ip L—3 gy B— FE2BBLEST,
{ip-address | hostname} source-port port-number] B )
[control {enable| disable}] RETAAS Yy TFLZ =0y b AL vy FOMITTIP
Bl - SLAlfE 7 vt b =V 2 IS D55 DA, control
' disable ¥ — 7 — FOEAGOEEFEH L ET,
switch (config-ip-sla)# tcp-connect 172.29.139.132
5000
AT w76 |history buckets-kept size (EE) IPSLABMED T A 7 X% A ARIZRFFT 5
5l - TBIE Yy MIERE L E T
switch (config-ip-sla-tcp)# history buckets-kept
25
R w 77 |history distributions-of-statistics-kept size (£ IP SLA BMERIC A v FHAL TIREFT A5
i - A ROBIE R E L E T
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EETTNARATOA T3> "5 A—4 & EALE TP EGBEOBRERrSa—y oy [

ARV FFEREETIVa Yy

E:)

switch (config-ip-sla-tcp)# history
distributions-of-statistics-kept 5

RT w78 |history enhanced [interval seconds] [buckets (EE) IPSLABNMEIZ &3 D RsRIEIEINEE 2 1 R —
number -of-buckets] T LET,
i -
switch (config-ip-sla-tcp)# history enhanced
interval 900 buckets 100

ATy 79 |historyfilter {none|all | overThreshold | failures} (L&) IP SLA BIfEDBIET — 7 VITKET D1
Bl - BOLA T EERLET,
switch (config-ip-sla-tcp)# history filter
failures

A7 v 710 |frequency seconds (LE) #57E L7z IP SLA B)fEA 4 0 33 fHFRE 2 5%
1;“ : ﬁi_’ Lij*o
switch (config-ip-sla-tcp)# frequency 60

AT w711 |history hours-of-statistics-kept hours (&) 1P SLA BMEDKEEHE M A fRFF 2 Rl
15“ : %%&Li Liﬁﬂo
switch(config-ip-sla-tcp)# history
hours-of-statistics-kept 4

AT F12 |history lives-kept lives (L7) IP SLA BEDBIET —7 WTKEWT 5 7
Bl A THERELET
switch (config-ip-sla-tcp)# history lives-kept 5

AT v 713 |owner owner-id (EE) IPSLABMEDf SRy PV — 7 EH T 1
B - h=L (SNMP) FTAHZ#E L L7
switch (config-ip-sla-tcp)# owner admin

25w 714 |history statistics-distribution-interval milliseconds | ({£3) IP SLA BIE CHER T 2 & FZHERORYE
4 - MRz eRE L ET,
switch (config-ip-sla-tcp)# history
statistics-distribution-interval 10

ATv 15 |tag text (&) IPSLABMED = —W —F5EID Z1Emk L %
i kK
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. BEXTNARATOF T a v RS A—2 & FERALI-TCP ERBEOBRER T D1 —) 0T

ARV FFEREETIVa Yy

S

switch(config-ip-sla-tcp)# tag TelnetPollServerl

AFw 716 |threshold milliseconds (EE) IPSLABMEIZ L > TIER SN D Ry U —

Bl - 7 ®=2 ) TREHEREFIRE T 57000 ERL
SVMEZRELET,

switch (config-ip-sla-tcp)# threshold 10000

RFw 717 |timeout milliseconds (E&) 1P SLA BERZ DR/ 7w b b OIS
Bl - BT DI A RE L £
switch (config-ip-sla-tcp)# timeout 10000

AT 718 |tosnumber (EE) IPv4d v FU—27 2[RV | IP SLA Bi{ED
i - IPv4 ~ X —D ToS A F&EHRLET,
switch (config-ip-sla-jitter)# tos 160
1 :

ATy 19 |exit TCPa L 7 4 Fal— gL TE—REKT L,
Bl - Ja—rLary7 4 ¥alb—rgry ET—RIIRED

*7,

switch (config-ip-sla-tcp)# exit

Z 5w 720 |ip slaschedule operation-number [life {forever| il % DIPSLABNED A r ¥ a—Y 7 /NF A—4
seconds} ] [start-time {hh:mm[:ss] [monthday | daymonth] | 2z | g 4
| pending | now | after hh:mm:ss] [ageout seconds]
[recurring]
1 -
switch(config)# ip sla schedule 10 start-time
now life forever

2w F2 | exit (FR) ZJ7a— L ar 74 F¥al—valy T—
Bl - RZ#T L, %M EXEC E— FIZRY £,
switch(config)# exit

RTw 722 |show ip slaconfiguration [operation-number ] (EE) +XTOIPSLAEEE/ZIZFEE L= IP

&1

switch# show ip sla configuration 10

SLA BIMEICRET AR EME., 7 XTOT 7+ /L b
HE&EbTERRLET,
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tep gmraEns i

il

W, TCP ##t8EE S 10 D IPSLA NT A—Z 23T _XC (F7 3V b EET) &E
THHERLET,

switch# show ip sla configuration 10
IP SLAs Infrastructure Engine-III
Entry number: 10
Owner: admin
Tag: TelnetPollServerl
Operation timeout (milliseconds): 10000
Type of operation to perform: tcp-connect
Target address/Source address: 101.101.101.1/0.0.0.0
Target port/Source port: 5000/0
Type Of Service parameter: 0xal
Vrf Name: default
Control Packets: enabled
Schedule:
Operation frequency (seconds): 60 (not considered if randomly scheduled)
Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE
Randomly Scheduled : FALSE
Life (seconds): Forever
Entry Ageout (seconds): never
Recurring (Starting Everyday) : FALSE
Status of entry (SNMP RowStatus): Active
Threshold (milliseconds): 10000
Distribution Statistics:
Number of statistic hours kept: 4
Number of statistic distribution buckets kept: 5
Statistic distribution interval (milliseconds): 10
Enhanced History:
Aggregation Interval:900 Buckets: 100
History Statistics:
Number of history Lives kept: 0
Number of history Buckets kept: 25
History Filter Type: Failures

1]

RDBRY

N7y T EAERT D EN, T OBEEEZBAT S BT, BRI TN L EWESME &K
s B U =BT 51X, [TPHRLEWVEE=4 ) 7OfkE] OEEZRLTES
AR

IP SLA BiEDOFERZF /R L, NEZMERT 5IZ1X, showip dastatistics =~ R&fiH L £
T, ZIFEITTHEINC, 2—P LN T 4 Fal—ar 77 A VHEESHTWD Z L 2R
LTSN, =R LV OREICHIET H 7 4 — )V RO &R+ 5 &, —1
A AN w7 BHFRGHNTH 2008 ) el 2 &I b £9,

TCP £zt N 1E D15 Al

Wiz, TIP SLA TCP ##cEEICB 3 215 OHEDX [TCP #EEl RS Tnbd LD
2. AA Y FBMPLIPARARNL (IP7 FLX10.0.0.1) @ Telnet — ~ (TCP AR— k 23) ~
O TCP B EMEZ R ET HH 2R LET, BIEIL, 72EBICBBIND LA TV a—Y

IP SLA TCP #E£#EEN{E D ERE
I



B o zsnromms

IP SLATCP #£#81EDEE |

YI7ENET, ZOFITIE, EETL (AA vy FB) THIEIZ 7 N a LR EHIZ o THET,
IPSLA [ THIEH e harzH LT, ¥—7 > F A— b & —FIZAEDNCT H L 52 IPSLA
VARUAIWZEAMLET, 207733 ildh, VARCKIE TCP #EhfEICNE TE £
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configure terminal
feature sla responder
ip sla responder tcp-connect ipaddress 10.0.0.1 port 23
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configure terminal
feature sla sender
ip sla 9
tcp-connect 10.0.0.1 23 control disable
frequency 30
tos 128
timeout 1000
tag FLL-RO
ip sla schedule 9 start-time now

WIZ, BEDOR—F (BR—1F21) ZEH L, IPSLA L AR & &2 TCP k8 E4
W9 262~k LET, BIEIL, 7272 bicBitesh, BEIRICFETI A LI ATV a—U 7
INET,

configure terminal

feature sla sender

ip sla 9
tcp-connect 173.29.139.132 21 control disable
frequency 30

ip sla schedule 9 life forever start-time now
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