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Example:

-—-- System Admin Account Setup ----

Do you want to enforce secure password standard (yes/no) [yl: ¥y
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Example:

Enter the password for "admin": <password>

Confirm the password for "admin": <password>

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

Please register Cisco Nexus 9000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus devices must be registered to receive

entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

yes EANILT, By M7y 7 E—FEBMBLES,

Example:

Would you like to enter the basic configuration dialog (yes/no): yes

yes EAJILT (F 74V ~Nidno) | BMOT A7 MEERRLET,

Example:
Create another login account (yes/no) [n]:yes
a) —H s IDEASLET,
Example:

Enter the User login Id : user login

Caution
2—PHOEIHTRETETHMNERD Y £3, 22—V LHITITFRL T (+=. \-), #ilm& | ils
Y FR— s TnEEAL, 2—VPAIFFI SN TWRNWLFEREENLTWDEHA, HELZ=2—
HFixa /A o TEER A,

b) =—H RNRT—=RFEASLET,

Example:
Enter the password for "userl": user password
Confirm the password for "userl": user password
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Example:

Enter the user role (network-operator|network-admin) [network-operator]: default user role

T 7 F /v b O2—H— o — L OFEMIZ OV T, [Cisco Nexus 9000 Series NX-OS Security Configuration
Guide] &ML T 7230,

yes EANIL T, SNMP 23X =2=5 4 ANV U THEFELET,

Example:

Configure read-only SNMP community string (yes/no) [n]: yes
SNMP community string : snmp community string

SNMP DFEAMIZ OV CI,  [Cisco Nexus 9000 Series NX-OS System Management Configuration Guidel] % £
LT ZEN,

TNRA AL AN LET (T 7 40 h44I1E switch TT)

Example:

Enter the switch name: switch name

yesE AL T, 7U MAT AR REHEZ#ERLET, mgmtOIPvd 7 LA EH TRy b <A 7 & AT
TExFET,

Note
Ty N7y 7 2—7 4 VT 4 THERTE201E, IPv4 7 RL AT TT, IPv6 DR OFEMIZ DN T
1%, [Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guide] % 2B L T 72 &0y,

Example:

Continue with Out-of-band (mgmtO) management configuration? [yes/no]: yes
MgmtO IPv4 address: mgmt(O ip address
MgmtO IPv4 netmask: mgmt0 subnet mask

yes EANLTIPVEAT 74V K F— U =A (HLE) ZREKLET, 2T, IPT7T RLAZASTE
i—a—o

Example:

Configure the default-gateway: (yes/no) [y]: yes
IPv4 address of the default-gateway: default gateway

yes L AJJL T, AEZT 4y 7 Vv—h, T7x/VERXy hU—2 DNS, BLORAL VAR EDEE
RIPA YV a UL ET,

Example:
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Configure Advanced IP options (yes/no)? [n]: yes

ATYTN yes EANLT, A¥T v 7 b—F (L) 2R LET, TV 74 v I A BT VT 47
A=A BXORI AR KRy TDIPT RLAZASTEET,

Example:
Configure static route: (yes/no) [y]: yes
Destination prefix: dest prefix

Destination prefix mask: dest mask
Next hop ip address: next hop address

ATYT12 yes EANLT, 77400 Fy bU—27 (HESE) ZHELET, KIZ, IPVMT FLAZ AN TEE

R

Note

FTI7FINVE Xy NT—=FTDIPvAT RLVAIX, AXT 4 v 7 V— MEROZETRET V7 47 ALFELT
ﬁ‘o

Example:

Configure the default network: (yes/no) [y]: yes
Default network IP address [dest prefix]: dest prefix

ATYT13 yes EASJLT,. DNSDOIPv4 7 RLAZMHK LET, 7 RLAEZANTEET,

Example:

Configure the DNS IP address? (yes/no) [y]: yes
DNS IP address: ipv4 address

ATYT1 yes EANILT, T74N D RAL U AEMRLET, RIZ, ARTEZATLET,
Example:

Configure the DNS IP address? (yes/no) [y]: yes
DNS IP address: ipv4 address

ATYT15 yes E AN LT, Telnet h—ERAZHLHIZLET,

Example:

Enable the telnet service? (yes/no) [y]: yes

ATYF16 yesE AL T, SSHY—ERZHHILET, VT, F—F AT exF— vy MR A LET, &
AT oW TIE,  [Cisco Nexus 9000 Series NX-OS Security Configuration Guide] & LT 72 &0,

Example:

Enable the ssh service? (yes/no) [y]l: yes
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Type of ssh key you would like to generate (dsa/rsa) : key type
Number of key bits <768-2048> : number of bits

yes E AN LT, NTP — =% LET, ZNT, IPT FLAZANTEET, MOV TR,
['Cisco Nexus 9000 Series NX-OS System Management Configuration Guide] £ L T 72X,

Example:

Configure NTP server? (yes/no) [n]: yes
NTP server IP address: ntp server IP address

FIFNV DA HE—=T oA A LAY (L2 £721TL3) ZELET,
Example:

Configure default interface layer (L3/L2) [L3]: interface layer

FTIFNVIDAL v FR— b AV H—T 2 A ART—F (VY vy NETUVEREF Y Yy NE T L)
ZANLET, Yy MO AU F—T oA A%, B EZ T URBBIZAR Y 9, FEIC OV T,
CiscoNexus 9000 > U — X NX-OSA > X —T = A4 ABREHNA REHR LTI E X,

Example:

Configure default switchport interface state (shut/noshut) [shut]: default state
yes EANLT (F 74V MEno) . RN T 7 A4 Fx XML EITNET,
Example:

Enter basic FC configurations (yes/no) [n]: yes

Note
ZOFIEE, SAN AA v F U T2 Y R— b T577y N7+ —LTORMEHTEET,

a) shut EAJJLT (F 74/ Mdnoshut) , T 74NV DT 7 A N F ¥ )V AL v F K—h A ¥ —
7 A A% shut (&%) AREEITHERL L £ 7,

Example:

Configure default physical FC switchport interface state (shut/noshut) [noshut]: shut

b) on EASLT (F 74N MFon) . AAvyTF HR—bF FF7 7 E— R LET,

Example:

Configure default physical FC switchport trunk mode (on/off/auto) [on]: on

c) permit AL T (F 74/ Mideny) . T 74N DY —2 KU —EREZFTFATLET,

Example:
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Configure default zone policy (permit/deny) [deny]: permit

FIFIL RS = DFRTCDALAR~D NT T v 7a—rFa LET,
Example:

Note

writeerase 2~ REZ AN LB TEY T v 7 27 VP M2 EITT28E6, A7V 7 METH, IR
Da<wy REEHALTCT 74V DY —0 R —ZHRIIZEE L, VSAN 1 233 2 L3
HYFET,

switch(config)# zone default-zone permit vsan 1

d) yes EAHLT (F74/L MEno) . 7V —r ¥y MifEE A F—7 M LET,

Example:

Enable full zoneset distribution (yes/no) [n]: yes

ayha—) FL—2 iKY S (CoPP) DRANTFTZI0F 4 ADTa 77 A NvEANLET,
\Z DWW TCIE,  [Cisco Nexus 9000 Series NX-OS Security Configuration Guidel] £ L T 7230y,

il

=111}

Example:

Configure best practices CoPP profile (strict/moderate/lenient/none) [strict]: moderate

ZITYVRT AL, BREOMEZ/RL, ThEWET 20 E 2 0OEREROONET,
no E AJJLTRDOFIEICHEAE T, yesE AN THE, By M7 v 7 a2—7 4 UT 4 [TREDIHITE
V. HBAT v T eI LET,

Example:

Would you like to edit the configuration? (yes/no) [y]: yes

yes EADN LT, ZOWRAMEHNBEIOMRFLET, 2 TRELZRFL TELRVE, KEDT A
ALENFHCBREDN T SN EE A, WREZRFT O2HBIE, yes EADLEY, ZOFNAIL, nx-os A
A=VDT7— ML BB S NS 2 L 2RI LET,

Example:

Use this configuration and save it? (yes/no) [y]: yes

Caution
TS EIRTE L CEMN W E | REBIOT N, REREFFICERENETSNETA, yes E AT L TH
LUV ZRTE L. nx-0s £ A—T D7 — NEHH BEIMIER SN Lo LET,
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T4 A ['Cisco NX-OS Licensing Guidel

SSH 33 L U Telnet | ['Cisco Nexus 9000 Series NX-OS Security Configuration Guide]

2—HF m— ['Cisco Nexus 9000 Series NX-OS Security Configuration Guidel

IPv4 33 J UVIPV6 | [Cisco Nexus9000 oY — X NX-OS 2 =F ¥ R h b—T o« VT RENA
K]

SNMP 5 L O ['Cisco Nexus 9000 Series NX-OS System Management Configuration Guide]
NTP
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