2y bRD—=0 TS5 TF7oRTLADER

ZOETHHTIARIT. RO LBV T,

Xy NT—27 FZ 7 TR T AIZDVT, on page 1
X NT—=0 IS5 TR TIUVAD T TN 2—T 4 76 (12 3—2)

2y NIT—9 TS5 F7OoRTLAIZDWT

X NT—=2 TZ5 7 T RFLA (PnP) (%, CiscoNexus9500 'V —X A A »F (EALHIC
1L, N9K-C9504, NIK-C9508, ¥ L TINIK-C9516) THEITINDBY 7 b =7 77V /r—33
YT, PnPlE, HTLWT T U FRF Yy URADRBRERSHICLEZY, BEORY hU—ZC
FHTu I L7 ey a =y LT 50, YTV TRERFE-BIOHA SN
T REZERME LT, oL, RIEPe ¥ v FORBT 7 A = X &2 -85 0T
NAATHERENDF Y NT—27 %27y = VT 57008 —SnN-7 7 a—F 2t
LT,

fFLSNCRBAICE Y, a2 eSSBS, BREOEE L EF=2U T 4 NMELE
3, PPHEREIZ S A DT A ZD RO FELE . IROEFHBEDEN Z 27 2 k4 %
LIk LET,

« THA ZADHMF >y N U — T Bt A WAL T D,
« AL FR—FIZT N, AERERAZT D,
A PE=TILY T MU TBIOT 7 — AT =T DA A=V ERET D,
s A v FOOU—NN I LT Uy ETaEYa =TT 5,
« RBABIEH DA N MZOWTHLOEEL S 27 LT 5,
PnP X, 7947 b H—N"—=R—=2DEFTNVTT, 7747 (=== ) 1L Cisco

Nexus 9500 >V — X 24 v FTEMWEL, —— (2 hu—F) L CiscoDNA = h1z—
T CTEMELET,

PnPiI, =— Vv hearbe—I—Ho@BEICExaTREREZFEALET, Z0BGFR
e fbEncnEd,

rv b= 75570k FL10ERA I}



Y bD—9 F55 7R TLAnfER |
B <oro—v 75570k TLqizonT

PP H¥REICHEE 2 X 2 U 7 ¢ GEIFE O & EEIZ DWW TIE,  [Cisco Digital Network
Architecture Center ¥ ¥ = VT 4 XA N 7T 75 4 A HA K] 28R LTI TZEN,

PlP=—V =2 ME, Ry NT—JIHFEETDE Y ) a—varyalen—Yo 0 MK L,

BAEDOYY) a—a bt A8ELZEMNMLET, P0P=— 0 FOERHEHML. 7T
DR TV AT —EH L7 Day0 BB YV U = —va v &ihd 52 & T,

FYRIT=D TS TR TLAPWP) T— Mok TIRESh HHEE
Day0o 7mEYa=>4

Day0 7 — h A b T v 7 I2id, #k, 1 A=Y, BLORZOMOT7 7 A VBEENET, TN
A AIRANCEREZAND &, AX— T v THERT 7 A VIR OIGETX. T35 AT AA
FNTWA PP OBEE T ARKEI L, PnPay b —F £/ —"—D7 L ADKH
ZRAET, PnP=—T = MEIDHCP R KA A F—Lh VAT A (DNS) 72 EDHFIET,
PnP — R—DHBD IP 7 FL A Z S L £9,

PoP=—x ¥ h3PT RLAZEHICEET 5 L, — =L ORMIBORI LA Y34
WER L, =D RA v —VE/{HLET, PP Y — =TTV r— 3 0%, T3
ATCHERITENDERES —EREFERTHA v E—VEZ -V MIEFELET,

Cisco Nexus 9500 2 U — R AA v FTEITINTWDHT— = b, DHCP #ERILE D5
FRZIP T RLRZEREL, [EEZ R EVa = A 0Ilary e —5E0ORERTF ¥
FIVETESLLET, TOH, AL v FIFIAA—VET v 77— R, #EEEHALET,

BEAE
PnP =— x> M, ROWTNDHFEEZEHLT, PnP a2y b —JF—F =3 —1"—%
i LET,

« DHCP _"— 2D H

e DNS _X— 2 DOfi

« PnP %55t

Bitith, PnP=— Y x> MIMH EINTERE 7 7 A VICEZIALET, ZO7 7 A LL, PoP
H— 3= (DNA 2> b —F—/DNA-C) L D> R oA 7R SNET,

WDHATL, PlPBH 7 = — A T2—V 2 MZ X o THEITESNET,

T RTCDA LV H—T A A% T v IZLET,

e T RTOA U H—7 =— A% LTI T L CDHCP xR A2 %E L £,

«DHCP &% (2T 5L IPT RLRAE~RAYZ F 74/ F Lb— K, DNS Hh— 38— R
AA B ERER L, PnP Y —X—DIP% U —AffT 7 7 A MIZEZXIALFE T, CiscoNexus
ZA w FIZIEDHCP 7 74 7 & h e < | HHIMEALETH D Z LITERELTLES
U,

T RTDA L H—T oA AufEIELET,

B #*ybr7—9 TS5 7R TLADER


https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_dnac_security_best_practices_guide.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/hardening_guide/b_dnac_security_best_practices_guide.html

| #yb9—=9 TS5 7oK FLADER

2y k=5 75570k TLqizo0T |

\)

Note POAP (%, Day0 7 B g = Z DRYOEREE T, A7 POAP 47 7 =N WA

DH, PnP B RITENE I, £72. PnP iZ Cisco Nexus 9000 EoR £ /L N9K-C9504.,

NIK-C9508, 3 L TUNNIK-C9516 TDH YA — h Z4LE T, PnP (& Cisco Nexus 9000 ToR TlEH

R—hEhEHA,

DHCP R— X D&

AA v FDEFENPASTWT, AX— T v THERD 720546, PP IXDHCP R HEHSEAME L
¥ 9, DHCP I, PnP r— _—HEHOFEMA TS L ET,

PnP =— = ME, AT EMHRE L ET,

cIPT7 RLX

D e

T T7ANEN =Rz A

« DNS H—3

[ FAA 4 (Domain name) ]

T—Tx FOERNRRLZGEAIE. FEICTHALTCAL v F 2R TAMLENDY £97,
DHCP #iHICIZ, ko7 a—nH 0 £9°,

« A v FOEREBEALET,

ERNTFE LIRS, AL T REE L, PP Ve ARG INET,

« DHCP Feti & BRta L £ 77,

e DHCP ¥r—/N—(%, PnP — "—ERLTIHE L E7,

PP =— ¥ NI PP — "=t Ro=Af 7 LET,

cAA—THEXTE—RL, A VA R—LLTYr—RKLET,

carha—InbEREX Y e — L THEHLET,
NV-RAM ([Z A H— [T v TR NT A A, Day0 7’mbva=v7% M) J—L,
POAP 71 E X% 34T L %£7 (m using poweron auto provisioning 92x.ditamap#id 70221 % %
M) . HZ72 POAP 47 7 — 704, PnP =— = v F3BRLE S L E ., DHCP H— 13—
ERCE—EEOF TV a2 43 A L CEBMERZHFAT S L9 ICHETE £, DHCP
P—X—%, XFH Teiscopnpl DHDHT NA ANBAT T3 60 %[5 LTZRER T, Bk
DT ISA ZZ PP =/ N—D P T RLVAEIIARA MEELET, 7734 A0 DHCP )i
BrhZlGdT b, PaP =—T x> MISENL AT > a 43 2 LT, PaP — 3—D IP
T RUVAEIEIEARA MEZIRGLET, PnP=—T x> M, PnP r— =L @ETH72DIC
IDOIPT RUVAFIFARA M EHHALET,

rv b= 75570k FL10ERA I}


m_using_poweron_auto_provisioning_92x.ditamap#id_70221

*y b= TSI TR TLL0ER |

B <oro—v 75570k TLqi00T

Figure 1: PnP—/\—@ DHCP & 70+ X

Customer Network o e
=1

) |
Q5= = =

o New device is powered on.
Device starts DHCP discovery

9 DHCP server responds with PnP
server IP in Option 43 along
with device IP

6 New devices establishes
connects to PnP server

DNSA—ZX D&

DHCP #H 23 PnP — _—DEEIC R TS L, =—Y =2 MEIDNS _X—2DBHIZ 7 +—
WXy 7 LET, DNS X—2DfH & B4A9 % 121%,. DHCP 2> LR OE RN MLETT,

IPT7 RLABLORY bv A
A I Nl NV

* DNS #—/3—® [P

o[ KA A >4 (Domain name) ]

T—V = ME, DHCPIGE MM DHEED T v T =7 D KA AL 25 T&G L, 522E/Mi KA A
>4 (FQDN) = LET, KD FQDN (X, DHCPSED T V& v FDREHF— 4 & R A
A AEREFHALCPIP=—Y = Mo ko TSN E T, I, =—V = ME, r—
A = P —NTORFEZET L, AR D FQDN O IP 7 R L 2D & A £ 7,

B #*yb7—0 TS 7R TLADER



| #yb9—=9 TS5 7oK FLADER
2y k=5 75570k TLqizo0T |

Figure 2: pnpserver.[domainname].com @ DNS )L.» 5 7 v

Customer Network e
EI
DHCP -l

PnP
7 ﬁ! .
|

o MNew device is powered on.
Device starts DHCP discovery

o DHCP server responds with
device |P, domain name and
DNS server

9 Device reads domain name and
creates predefined PnP server
name (pnpserver.cisco.com) and
resolves for IP address

o New devices establishes
connects to PnP server

\}

Note 5= X1 R |X KA A U4 & AT | EEFHOD PnP Y—/3—4 % pnpserver.[ K A A 44 ].com
el LTERR L E9, 72 & 1%, pnpserver.cisco.com 72 & T,

TST TR TLAEE

DHCP & DNS OB+ % &, PnP = —2 = > M, #IHIEE D 7212 Cisco Cloud ~_—
ZORAYP—EAZBH L GRERELE T, PP =— =2 MI Python 74 77V 2 H LT
HTTPS F ¥ RV Z BB & . EST OpenSSL Z FEOMH L CHERR D 72027 T 7 KL fE L £
7T

CiscoBRAvBEFH I OE S a=y

Cisco EJRA > HEN 7 m 'Y a =27 (PoAP) X, DHCP X O TFTP #— 3— L @5 L T,
A A=V LR AEA Y 0 — R LET, PnPHEREDEAIZL Y, PP & PoAP 1% Cisco Nexus
9500 > ) — X AA v F THIFLET, POAP L PnP DA L X —U—F 721, ROT 1k %
N E£9,

*POAP |E, VAT AIZAZ — T v TRERDMAE L2 WG A RN SV E T,

*POAP N7 B EY a =07 I TWRWEA, PP (3% TGS ET,

*POAP & PnP (I HICa Yy bu—TF 2L E9,

I rv b= 75570k FL10ERA I}



*yhI—=9 TSTTFURTLLOER |

B <oro—v 75570k TLqi00T

caryhe—J0RHETrR AL, 2y b= RRONLE T, FLFEHEENEH T 0

EYa=r kT ETREET,

car b —J% B0 =7 nt A (POAP £721%PnP) (70t Va7 afksL, =

v ha—F RO NIRRTt T a AT A Z I, RIS T LET,
*YhI—=9 TS5 7RIS I—C 0 bOY—ER E#EE
PnP =— V= NI, ROZ AT HFEITLET,

 Backoff

- HnE

« CLI 3T

CREDT v L —FK

o TNA A

EEED A A F—L

e A A=V DA LA =)L

e UX A LT gy

)

Note

PnP 2> b —FF 77— —F, PlP=—2 =2 M EDBA A= DA VA F—/L L HER%
DT v 7T — R —bERAERTHERESNIA T arDF =y 7 VL2 72 LET,
F oy I APERIZEENTWDESE, A A—VDA A=AV TRERIZOT = v 7
LEETHOBIEDA A=V DF = v 7L E L ET,

F 2y 7V EAREICTHIEE, A VAN NVERET v 77— RENDA A —ViF, TN
AATIEITSINTWEBIEDA A=V ELEILTY, ZOVFIATIE, A A—VDA A R—
N7 A OBEEZ FITLEE A

F v I HARECTRWNGEE, BTLWA A—URa—hL 7 7 A )V AT AMIaE— 3,
Fxyv 7P ANFHEFEINT, BRTHESIN T =y 7L INET, FAULEHS
X, LA A=V DA AN VETZT AN, ZADFH LA A= ~DT 77 L— Rt

TENET, Fov 7V LARRRDLGE, 7B AF= T —TRTLET,

Backoff

PnP 7' h =)L (HTTP b7 > AAKR— F&fEH) Z %A — h7 5 CiscolOS 77314 A Ti, PnP
T— = MR PP = N — IR EEER 2 BT D B H W £, PP — I,
PnP =— = FWREITT DAY Va2 — VR E T ITRLBL D PnP H— B AR R NEE T,
#5972 no operation TEFHEZRIZE > TRy U=V HHIRIE & T /34 2 Y YV —ZAD S HME R
E3NET, ZTOPWP RNy 7 A T7H—ERIZLY, PnPH— NI PP =— V= MIHESN
TREREI7Z I RIE L, 2 Ca— Ny 735 LS ICBAMTEET,

HEHE

BRE—E AT RIL, =— V2 ML THFR—FENTWABI—EREZRET 572012,
PnPH—R_R— |2 L5 TF AL A LEDOPWP=—T = MIEEINET, WIZ, —_"— T A
NP Y= REREZEEFELT, T ADA X MUEREBESLET, KIZ, £ A—
CAVA P NEREZEFLT, A A=V EF U u— LTS A=A LET, ===

B #*ybr7—9 TS5 7R TLADER



| #yb9—=9 TS5 7oK FLADER
2y k=5 75570k TLqizo0T |

VDO DOIREERETAHE, TAR—FENTWVBPP Y —E X EERED U X N3 EER S,
P R—ZHENFET,

CLI OET

Cisco NX-OS 1%, HHEEXEC E— R & 7 o — "\ UERT— RO 250 a~<wy RETE— K&
AR—=FLTWET, EXEC 2~ FDIFLEALIL, show a~> K BEOa 7 4 Fab—
VIV AT —HALREIR) [ clear AN (WU EFERIFA L HF—T oA ABWHEE) L
DEHc, —ERYDa~<vy RTT, EXECa~y R, SRA 2% Y 7 — 5 & X |21

féﬂiﬁho%m%%%fi\n%# WEITHERR A AR CXE7, HEERGTFTDHE, Z
nNooa<y RixTF A AOFERE% bIRFESNET,

BEDTYvITITL—FK

VAADTNA ATETTDREEMENHZEROT v 77— R 2fEHY 3, 1 201FX
= NT o TRERADFH LER 7 7 A VD a bt — &9 1 DT THERA~DOHF LR T 7
A NDaE—TF,

AL =T TRERA~DOH LK T 7 A LD E— %Lwﬁﬁ7y4ﬂjwmy37yF
ERRILTT 7 A M/ sih b7/ AZaE—ShL, 77 A MORIMEL T 57
T7ANT = I NFATENET, 77 A NVDBAEN 2 %0)774’/1/75\151»—]\7/71%
RIS —SNET, AR T « X7 K1 +57 %éﬁAi LRI ORERL 7 7 A /LD
Ny T o TINFITINET, T35 ARFEY D‘—]\éi’bék E T BAAY 35 9 S [ e LIS
R

FATHERR D LVER 7 7 A LD E— - i LW 7 7 A Wi, copy =2~ > RE72iE
configurereplace =~ > R&fH L TT7 7 AV == D7 A A Zab—sEd, v—
wﬂ/7ﬁ%¥% IEITEND & KT 7 ANVDEHRE B — RNy TIZE S TY AT ADVR

RO FILRDZENHYET, LB ->T, 774 VEa— L THERET v 77
V— R3HZaBEIOLET,

[T /34 A1F#H  (Device Information) ]

PnP =— = ME, ERIZIG U TT A AL Ry M) EZOMOEERFHRE PnP ¥ —
N=CHIE T oA L E T, ROT A AT a7 7 A NVEREZ A TR R—FENTH
F9,

all : FEDF A ZiRITF (UDD) . A A=Y, "—FRu=7 . BEORTZ 7 AL AT A
DA R MY F=HEFRERRA R P UIEREIRLET,

e filesystem : 7 7 A )V VAT ADLAFIE XA T, v—T YA X (A NHELD) | ZBED
A X (A ML) | BRI 7T T EBEERABT T TIRE, T AN AT LDA N
R UEREZIRLET,

s hardware : IR A R4, N H—FH] 7Ty T r—24, Tukyh AT N—F
T VEVay, ALY AEY YA X VO AEY FA X, A—FID, R—K JU—
71D, 7atyH UEVar, Iv RFL—r IevarBLOHFHFRE, ~—Fyx
T AR P UIEREIRLUET,

eimage : N— V3 VIFEH| A A=A T — FEEL rommon ~DEIFELH, T — h m—
L, WL YA S KA — MO L A S BRORRER Y, A A=A
VAR MNUERERLET, N—Ta VIXFY], A A—TH, T — MEEL rommon ~D

I rv b= 75570k FL10ERA I}



*yhI—=9 TSTTFURTLLOER |
B <oro—v 75570k TLqi00T

BIRHAH, 7T— b=, kLR, KRET— O L U2 X B IO
B L
+UDI : 7 /34 A UDI i L £,

FEBREDA VR F—IL

FEED A A b—UiE, PP —R—RNFT A XA EOPWP=—V =2 MZ N A N7 —)LFE
TIXR T AR KA FOGEHED A VA M=V ETIEZT VA VA =N EERTIHEX 2V
T4 YP—ERXATE, ZOV—ERIL, HEHTLT 74~ ==y 7T v T Hh——
T 22—V FOIRELET, iEAELZEFICA VA M= T 510, ROFMHESRMEN
DAY G

FEEETIEX NI A N =V N NV EX T a— KT A0ENH 5 — "—|ZH|F#ET
XOHMENRDY 7,

SEFAEE LIV VRS v — RT 57007 72 A ORMEITH Y A,
PKIAPI |, =— V=¥ FREEFZIIAN RALEX 7o a— RLTA VA h—LT%
DI Z M TEDL LI, PlP=—V = "AMEAARIRETT 7 B ARRETH 5

VERH Y £,
U n— FLUCREAEEZEIANY PV ERGFT 2D TR AT Y NT AL AZH Y *
TO

PhPT—>x Y bk

PnP =— Y=Y MM, YARAADRY NT—7 TRALADH L, fliFfbsnNT-BET —F%7 7

FxE Y R— b TD2LDTRTUCEENTWDIMAIRAALRY 7 b7 =T T R—3 FTT,

PP =— = FAERER L. WEET 2% ZIL PnP — DA T, PnP = — = MIET,
5 ATREZR PnP Y — O 2R A £, Y — =3 S v S izt T, =—
Vv MIY—R—L@EL, W, A A=Y Ty ANFEHREOREMBEESCT 7T 4 B
TARFATLET, 72, TURNTTITNRT U ROBRELFERA VX —T 2 A A LOHF LT A
A AHfe e EORG DT X TORMAEEA X M — "—{2Em L £7,

PnP H—/\—

PP ¥ — =%, BT 57 A ZADORERAGE#R (A= RE, 77440, BLOTA L
) OEHSATO R Yy 7 ZfF 5T 2 RY—NTE, oY — N FEDRER T 0 b
aNEMERTHZ LT, MRLSNZEBRY e 22 R — 57 A XA EO=—V 2 b
LBfRELET,

Figure 3: R SN F-BRIY—N

aean

B #*yb7—0 TS 7R TLADER



| #yb9—=9 TS5 7oK FLADER
2y k=5 75570k TLqizo0T |

PnP#—NE, Av— b7+ EPCORMT 7Y r—a o7 v % #—s3— Neighbor
Assisted Provisioning Protocol (NAPP) & L CEIfET HO PP =—2 =~ BLVPN 7 —
NIz A DEIRZEOMDE A T DTk VB — —L bilfELET,

POP Y — =3, =Tz FERIOREY— A=Y F A L7 hTEET, UFA L7 hD
— B2 BNE PP —NIC LDV XA LY N T, 7—hMANT v TEEZNAPP Y — %4 L
THELEBICEBERET DT A 22V A L7 FLET, PPV — NI EENRA T
9, 2OV Y a—TarTiE, YAanE kT 5777 K X—2ADREMR—E AN AHEET
T, ZOBRE, TALRETAIADY T RR—=ZORMEY—E X2 L ClfE L, v
ANEFITLET, Z0O%, BEEORERY —N—CZ0OF N A& VXL hTEET,
TNA R L OWEITMZ, = =TGR, KB, TV T 47 (AAA) VAT A, 7r
EVa=V T VAT A, TOMOERT 7Y r—2a b R EOSEIERNBL AT LAV
H—=T 2 ALET,

PPPTI—>zy FOER

WIZ, YATDTNA ATO PP =—V = hORERFIEZ R L £,

1. PnP=—xl hEHATND T AIDT /NA AL PP h—"—Cfj G X AT %25
KLUET, DFV, PoP=—T = MIEEDTRE L HIZ, —EOT 1 A5+ (UDD
EEELET,

2. PP —NR—lZT A AHDE AT (A A=V DA LA M=), #ER, 777 L— K
Y RdD%E, (ERERDNEEFEINET,

3. PaP=—V =y hBEETREZZEFE LK T, FATEFETL, FARATDAT—H A, K
T T —p L BRI N R T D RICBE T 20085 % PP — "— 2K L 7,

PlPT—2zxo by hT—% bARED

rv b= 75570k FL10ERA I}



*y b= TSI TR TLL0ER |

B <oro—v 5570k TLronasELsIREE

Y cDJ—5

Figure 4: CiscoPnP T—> = > FOERO Ry D —4 kROD

Ell CHCP
IR Serer
o
s ,//
g e
L =Rl Fie
il : ¢
{ \j l Server , PnP server sends
\-'\ & ' request for
- e i neighbar
netivarkAdmin e B & » information
Ell FnP
il Server
— €« |
3 e b ¥
— ! Device invokes CDP |
Ll + and responds with
| i neighbor
+ information/Error
£5; status
£ P ger Hﬁ&?

gy 8
= -

PRPTI—> 1y FOFIEAE

PnP=— = MEIT 74V N THEMNZR > TWETN, AFZ— 8T v 7RI TE 20
BEIIZT A ATRBTEET,

AB— 7 TG L

LW RAaDT A AL, T/ ADNVRAMOHFN AKX — T v 7 ar7 4 Xalb—3
Y77 ANVDRWIREETEERRICHM S NET, FTLWT A ARy T — 7 (ZHEk S 4,
BRNPEASNIZRG R TAY — 8T v TR T 7 A VRT3 A EIZ72 041X, PnP =—

Vv FRHBICEE S, PP P — =D P T FL 2 &K L £,

PnPT—> x> b CLI R
PnP %, 74/ TCVLAN1 ZEH L TWAET A A& VR —bhLET,

TS5 TF7UF T4 DEFEEHELHFIREIE
X NU—27 FTZ77 TR 7 LA (PnP) DFEEFELHIREFEIIKRD L B0 T,

* NX-0S 9.2(3) LAF&, PnP IE Cisco Nexus 9500 77 v K 7 4 — A5 AL v FOFHKR— h TH
R—hSNTWET,

ePnPid, /1N AU HE—T oA ALEBRA X —T oA ADWFTEITINET, 1
VRV RIE, FEX VU =X T4 —F ($#IZ PnP OEEA 13 NIK-X9736C-FX) TD A
A—hrENhET,

]

01404

B #*yb7—0 TS 7R TLADER



Ry RT—8 FSTFUR TLA DER
2y k=9 755 7ok FLqoxasEssEsE

«PnP OEPAFIEIL, PnP 2 b —F IV — =% B 720N BB T ok
AN K- THERY F4,

«PnP ZiEET HH1IZ, DHCP v — "—KH 7 av A0, FRIE KA AL F—h —r3—
(DNS) #mH 7 at 2A0OWTIrOBHE A =X L& R L ET,

* PnP % J&BA9 2 Al DHCP H—/3—F 721X DNS $— —Z 4 L £ 77,

ePnP H——(IPnP = —T N EWBETHLENRDD T,

* PnP $5i Tl, DHCP %7213 DNS I L8 H 0 £/ A,

« PnP @ IPv6 ¥ 7R — L, Cisco Nexus 9500 ' U — X T /34 ATl C& EH A,

Cisco DNA Center H-7R—
R DOVEEETE & HIREEIEIL., Cisco DNA Center ~® PnP #E#:CE A D H DT,

* Cisco DNA Center |%. Cisco Nexus 9504, Cisco Nexus 9508, 35 & T Cisco Nexus 9516 A1 v
FTCIROEREE Y HR— N LET,

o T 4 AHNY
RPN
o hARm Y
TYT—bhTRI T~
VTR T A A=VORH
cBEAWMRE=S) T
* KD PnP OEFFIH & HIFRFIHIT, Cisco DNA Center 73— = > 1.2.6 LLRT D 2 5 52 &
LTWET,

T T T U R TUARICEREEEND AX — T v IR TIE. Cisco DNA Center |Z
B SN TWAA v Z—T = A ZADBEFNEZL DNV E I ICTH0ERDH D £,

o VA7 L image.bin & A X — T v THERL % Cisco DNA Center (27 > 7' — RJ 544
ERH Y ET,

e 7 — 77 v alll, CiscoDNA Center H A4 A=V EREZ XU — R34 57=
OD+53 72 AR— AR TT,

Cisco DNA Center D —H%— KEx 2 AL MIOWTIE, 22%27 Vv 7 LTLKEE
AN

rv b= 75570k FL10ERA I}


https://content.cisco.com/platform_home.sjs?platform=Cisco%20DNA%20Center&release=1.2.x

B <7557 0k TLq0r5T002—F 4 58

*yhI—=9 TSTTFURTLLOER |

2RI —H TSHTTF7ORTLADRS TN 2A—FT«

> 4

B #*ybr7—9 TS5 7R TLADER

BlPWPD RS TILYa—TFa05

WOBIX, PnP b T TNy a—T 4 a~vr ROHEAEZRLTWET,

Switch# show pnp status
PnP Agent is running
server-connection

status: Success

time: 08:41:26 Jan
interface-info

status: Success

time: 08:34:00 Jan
device-info

status: Success

time: 08:33:46 Jan
config-upgrade

status: Success

time: 08:31:36 Jan
capability

status: Success

time: 08:33:50 Jan
backoff

status: Success

time: 08:41:26 Jan
topology

status: Success

time: 08:33:54 Jan
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11
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Switch# show pnp version

PnP Agent Version Summa

PnP Agent: 1.6.0
Platform Name: nxos
PnP Platform: 1.5.0.rc2

ry

Switch# show pnp profiles

Created by

Primary transport:

Port: 443

CA file: /etc/pnp/certs/trustpoint/pnplabel

Work-Request Tracking:
Pending-WR: Correlator=

UDI
DHCP Discovery PID:N9K-C9504,VID:V01l,SN:FOX1813GCZ8

https
Address: 10.105.194.248

Cisco-PnP-POSIX-nxos-1.6.0-21-589%9a466a-0d88-427b-al7e-69afb7d0a226-1

Last-WR: Correlator=

Cisco-PnP-POSIX-nxos-1.6.0-20-ab225ded4-b0ef-46c5-9c4f-e3bd9f7c6b87-1

PnP Response Tracking:
Last-PR: Correlator=

Cisco-PnP-POSIX-nxos-1.6.0-20-ab225ded4-b0ef-46c5-9c4f-e3bd9f7c6b87-1
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Switch# show pnp lease

{

"lease": {
"uptime": "Fri Jan 11 05:32:17 2019",
"intf": "Vlanl",
"ip addr": "10.77.143.239",
"mask": "255.255.255.0",
"gw": "10.77.143.1",
"domain": "",
"opt 43": "5A1D;B2;K4;I10.105.194.248;J80",
"lease": "3600",
"server": "10.77.143.231",
"yrfr: "1"

Switch# show pnp internal trace

1) Event:E DEBUG, length:49, at 907122 usecs after Fri Jan 11 08:30:44 2019
[104] pnp ascii gen: ascii gen completed rcode[0]

2) Event:E DEBUG, length:16, at 907094 usecs after Fri Jan 11 08:30:44 2019
[104] pss type: 5

3) Event:E DEBUG, length:31, at 907069 usecs after Fri Jan 11 08:30:44 2019
[104] Entering pnp ascii gen cfg

4) Event:E DEBUG, length:22, at 907061 usecs after Fri Jan 11 08:30:44 2019
[104] Calling Ascii gen

5) Event:E DEBUG, length:16, at 907051 usecs after Fri Jan 11 08:30:44 2019
[104] pss type: 2

6) Event:E DEBUG, length:49, at 907018 usecs after Fri Jan 11 08:30:44 2019
[104] pnp ascii gen: fu num acfg pss entries[0x2]

7) Event:E DEBUG, length:49, at 973813 usecs after Fri Jan 11 08:29:51 2019
[104] pnp ascii gen: ascii gen completed rcode[0]

8) Event:E DEBUG, length:16, at 973787 usecs after Fri Jan 11 08:29:51 2019
[104] pss type: 5

9) Event:E DEBUG, length:31, at 973760 usecs after Fri Jan 11 08:29:51 2019
[104] Entering pnp ascii gen cfg

10) Event:E DEBUG, length:22, at 973751 usecs after Fri Jan 11 08:29:51 2019
[104] Calling Ascii gen

11) Event:E DEBUG, length:16, at 973742 usecs after Fri Jan 11 08:29:51 2019
[104] pss type: 2

12) Event:E DEBUG, length:49, at 973707 usecs after Fri Jan 11 08:29:51 2019
[104] pnp ascii gen: fu num acfg pss entries[0x2]

13) Event:E DEBUG, length:35, at 535794 usecs after Fri Jan 11 08:04:15 2019
[104] pnp pi spawn finalize pid 690

14) Event:E DEBUG, length:41, at 228291 usecs after Fri Jan 11 08:04:13 2019
[104] + pnp _pi spawn child pid: 0xdd526da0

15) Event:E DEBUG, length:76, at 132853 usecs after Fri Jan 11 08:03:26 2019
[104] Rx: Direction: PnP PI -> PnP PD, Type: Device Provisioned, Cfg: Present

16) Event:E DEBUG, length:35, at 440380 usecs after Fri Jan 11 08:03:18 2019
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[104] !!! ACKED Unconfigure Ret:1!!!

17) Event:E DEBUG, length:61, at 440347 usecs after Fri Jan 11 08:03:18 2019
[104] Tx: Direction: Max, Type: DHCP Unconfigure Done, Len: 16

18) Event:E DEBUG, length:35, at 440331 usecs after Fri Jan 11 08:03:18 2019
[102] Unknown timer cancel requested

19) Event:E DEBUG, length:35, at 440311 usecs after Fri Jan 11 08:03:18 2019
[104] pnp_pss_runtime commit success

20) Event:E DEBUG, length:57, at 440103 usecs after Fri Jan 11 08:03:18 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

21) Event:E DEBUG, length:23, at 440051 usecs after Fri Jan 11 08:03:18 2019
[104] - pnp_vsh halt:206

22) Event:E DEBUG, length:17, at 950291 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "end"

23) Event:E DEBUG, length:58, at 950269 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "configure terminal ; no clock protocol none "

24) Event:E DEBUG, length:33, at 945994 usecs after Fri Jan 11 08:03:15 2019
[104] - pnp_vsh config 13 intf:788

25) Event:E DEBUG, length:29, at 945979 usecs after Fri Jan 11 08:03:15 2019
[104] + pnp_vsh config 13 intf

26) Event:E DEBUG, length:39, at 945963 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "no feature interface-vlan"

27) Event:E DEBUG, length:32, at 945932 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "configure terminal"

28) Event:E DEBUG, length:40, at 945886 usecs after Fri Jan 11 08:03:15 2019
[104] Got Semaphore, vsh halt continue...

29) Event:E DEBUG, length:46, at 945870 usecs after Fri Jan 11 08:03:15 2019
[104] sem_timedwait Success, Start VSH clean up

30) Event:E DEBUG, length:19, at 945843 usecs after Fri Jan 11 08:03:15 2019
[104] + pnp_vsh halt

31) Event:E DEBUG, length:35, at 945831 usecs after Fri Jan 11 08:03:15 2019
[104] pnp_pss_runtime commit success

32) Event:E DEBUG, length:57, at 945643 usecs after Fri Jan 11 08:03:15 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

33) Event:E DEBUG, length:33, at 945607 usecs after Fri Jan 11 08:03:15 2019
[104] !!! Received Unconfigure !!!

34) Event:E DEBUG, length:74, at 945578 usecs after Fri Jan 11 08:03:15 2019
[104] Rx: Direction: PnP PI -> PnP PD, Type: DHCP Unconfigure, Cfg: Present

35) Event:E DEBUG, length:49, at 789616 usecs after Fri Jan 11 08:01:52 2019
[104] pnp_ascii gen: ascii gen completed rcode[0]

36) Event:E DEBUG, length:16, at 789579 usecs after Fri Jan 11 08:01:52 2019
[104] pss type: 5

37) Event:E DEBUG, length:31, at 789522 usecs after Fri Jan 11 08:01:52 2019
[104] Entering pnp_ascii gen cfg
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38)

39)

40)

41)

42)

43)

44)

45)

46)

47)

48)

49)

50)

51)

52)

53)

54)

55)

56)

57)

58)

Event
[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

Event:

[104]

:E_DEBUG, length:22, at

Calling Ascii gen
E_DEBUG, length:16, at
pss type: 2

at

E_DEBUG, length:49,
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789514 usecs after Fri Jan 11

789506 usecs after Fri Jan 11

789489 usecs after Fri Jan 11

pnp_ascii gen: fu num acfg pss_entries[0x2]

E_DEBUG, length:35, at
pnp_pss_runtime commit
at

E_DEBUG, length:57,

pnp_pss_runtime commit:

E_DEBUG, length:26, at

789365 usecs after Fri 11

success

Jan

789135 usecs after Fri Jan 11
Stored values in runtime PSS

789096 usecs after Fri Jan 11

Phase Init -> Monitor

E_DEBUG, length:35, at 788967 usecs after Fri
pnp_pi_spawn finalize pid 1c9

E_DEBUG, length:41, at 831561 usecs after Fri
+ pnp_pi_spawn child pid: Oxffff7e28

E_DEBUG, length:45, at 831550 usecs after Fri
Have startup config, Starting PnP PI....
E_DEBUG, length:40, at 831538 usecs after Fri

Posix log directory creation failed

E_DEBUG, length:50, at 831479 usecs after Fri
pnp fire event: PNP_EVENT HAVE STARTUP_CONFIG

E_DEBUG, length:35, at 831465 usecs after Fri
Inside pnp_other msg _handler
E_DEBUG, length:80,

E_DEBUG, length:50,
Injecting Event PNP_EVENT_ HAVE STARTUP_CONFIG

E_DEBUG, length:59, at 831303 usecs after Fri Jan 11 08:
Have Startup Config, move the process state to monitor
E_DEBUG, length:57, at 799379 usecs after Fri Jan 11 08:

Accelerating PnP, Break Point:

799334
success

E_DEBUG, length:35, at
pnp_pss_runtime commit

E_DEBUG, length:57, at
pnp_pss_runtime commit:

E_DEBUG, length:23, at 799226 usecs

Phase None -> Init

E_DEBUG, length:53, at 799200 usecs
Initilizing PnP-agent State machine

E_DEBUG, length:35, at 799188 usecs
pnp_pss_runtime commit success

rv b= 75570k FL10ERA I}

Jan

Jan

Jan

Jan

Jan

Jan

11

11

11

11

11

11

Break Point PoAP Init
usecs after Fri Jan 11
799239 usecs after Fri Jan 11

Stored values in runtime PSS
after Fri Jan 11
after Fri Jan 11
curr_state 3

after Fri Jan 11

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

08:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

01:

52

52

52

52

52

52

52

49

49

49

49

49

49

49

49

49

49

49

49

2019

2019

2019

2019

2019

2019

2019

2019

2019

2019

2019

2019

at 831437 usecs after Fri Jan 11 08:01:49 2019
pnp_get data from queue: dequeued event 0x1102e0cc 25/cat 11 from pending Q

at 831368 usecs after Fri Jan 11 08:01:49 2019

2019

2019

2019

2019

2019

2019

2019



*yhI—=9 TSTTFURTLLOER |
B <7557 0k TLq0r5T002—F 4 58

59) Event:E DEBUG, length:57, at 799070 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

60) Event:E DEBUG, length:26, at 798965 usecs after Fri Jan 11 08:01:49 2019
[104] !'!! Box is Online !!!

61) Event:E DEBUG, length:35, at 798954 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit success

62) Event:E DEBUG, length:57, at 798770 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

63) Event:E DEBUG, length:70, at 370297 usecs after Fri Jan 11 07:55:41 2019
[102] pnp_demux mts(463): (Warning) unexpected mts msg (opcode - 7655)

64) Event:E DEBUG, length:41, at 092701 usecs after Fri Jan 11 07:55:33 2019
[104] PnP Init Internal subsystem, Done!!!

65) Event:E DEBUG, length:32, at 089920 usecs after Fri Jan 11 07:55:33 2019
[104] PnP Init Internal subsystem

Switch# show pnp posix pi configs
/isan/etc/pnp/platform config.cfg:
/isan/etc/pnp/file paths.cfg:
/isan/etc/pnp/pnp_config.cfg:
/isan/etc/pnp/policy discovery.conf:
/isan/etc/pnp/certs/platform.json:
/isan/etc/pnp/certs/pnp_status.json:

/isan/etc/pnp/certs/job_status.json:
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