EERXMGETNAREE

ZOETHHTIARIT. RO LBV T,

« BRI 72T A ZEBRIZ-OUNT, on page |

« SRR T SA A RT A =B DT 7 4 /v M E, on page 2
o TNA ADRA NG DT, on page 2

* MOTD /X — D% JE, on page 3

o« XA LV — 2 DEIE, on page 5

« IR OFXIE, on page 6

« TNNA R 71y 7 OFEFERIE, on page 7

IRy IFR—TU Y ORE (83—

o 22— —DE P, on page 9

« TNRA R AT 4 X 2 b—3 3 OfER, on page 10

ERGETINA REBEIZDUVT

TR, BRI T A REBOEENZOWTEIA L £,

11l

FINA ADHKRR +4

av L R Fu P MIERENDLT AL ADKRA MMy, 774/~ (switch) 7HRID A
U ZTIEFETEET, TALACEEDRA M EAITDE, a~V RIAf v F—T =
AR (CLD) a7 "pbZDTNA A RGIFETEET,

Message-of-the-Day /\ F—

Message-of-The-Day (MOTD) /N —[%, 7/ A L TCa—H s/ A a7 FORHICER
ENFET, TOAvE—VITE, TS ADZ—FIZx L TERTHEEOEREEZDDH Z L
MTEET,
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B 7 zx50us

FINAMRHO9Y

TS R NTP 7 11 7 Y — A7 EOF RN O RFHIFREMAS & R S 20 0G813, 7
NAADEBFIZ 7 vy 7 A DaxFEHTRETEET,

H0yY IR—T v

Cisco NX-0OS T34 A (21X, RHANMKEICRD ZEND D, BIpDHZALTOIay 7 NEGEh
TWAAREMERHV T, oD r/u v 738 EFIFEF R R—R2 b (RA—r3—sg
FA =R Takvyd, FALAh—RRE) O—FHTHY, TNENERLD 7o haLizE
AL TWBLREERH Y 7,

sy wRX—=UxIE, INODORRL vy 7 ZEMT OEENH Y T,

BALY—2 & ERFHE

TNAADEA LY = ERRMAERETEET, TNODMEIZEY, 71y 7 ORZDBHE
it (UTC) MoA4 71y hSEd, UTCIX, EEEFE R (TAD) Z2X—RA 2L TEY,
9% OB EEHRINCIBIMNT S Z & THIERD BN 2/ L CWE9, UTCIX, LLENXZ Y
=y VIEERE (GMT) EFEZILTVE LTz,

A—4H vy ay
FTNRAALDT 7T 4 T lha—Y vy a b 2FRTEEd, £, 2—F ko ailAy

T—UERETHIELTEET, 2=V — kv a T AU NOFHEOFEMICONT
1Z. [ Cisco Nexus 9000 Series NX-OS Security Configuration Guide] Z& LT 7230,

EERKBETNARINGA—IADTIAI L EE
WRDOFEIZ, RTINS ZANRTA—=ZDFT 75/ bREZRLET,

Table 1: T 7 #+ )L F DEKXRMIZT/INA R N5 A—4

NS A—4H TIAILE

MOTD /3 — % & | | User Access Verification

vy ZA L — |UTC

TN ADRA FBEDER

avw U R 7y MIFREINDT AL ADKRA "%, T 74V 5 (switch) 2B HID A B
Vo TICERTEET,
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SUMMARY STEPS
1. configureterminal
2. {hostname | switchname} name
3. exit
4. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—rUERE— K2R L F7,

ATy T2

{hostname | switchname} name
Example:
hostname =~ > RO :

switch (config)# hostname Engineeringl
Engineeringl (config) #

switchname =~ > FOfEH

Engineeringl (config)# switchname Engineering2
Engineering?2 (config) #

TN, ADRA ML EEELET, names | Bidsask
TT, KXLFPLIFREIEnES, 740 b
I switch T,

Note

switchname =~ > FiZ, hostname =2~ > K& [F U
BEREA FEAT L E ¥, CiscoNX-0S U U —2 7.03)I7(3)
LBE, AA » FHADERKRE 63 LTFNRIAR— &
TWVWET,

ATvT3

exit
Example:

Engineering2 (config) # exit
Engineering2#

Ju—)aryZ7 4 FXal—ary ET— RRERKT
L\i‘g‘o

RATvT4

(Optional) copy running-config startup-config

Example:

Engineering2# copy running-config startup-config

FTar74Xal—Yarvk, A¥— T v
V74X al—valat— LT,

7 1 P |

MOTD /N F—DEETE

a—P—Ru s T HEXITMmMRTE I A Y Tar T FO®%IZ MOTD BERSND K 5%
ETEET, MOTD N —I2iE, ROFENH Y E7,

« 11TH 720 K 255 CF

K 4017

2xmiTis 2g82 ]



B voro xr—ozE

ERMBT A REE |

SUMMARY STEPS
1. configureterminal
2. banner motd delimiting-character message delimiting-character
3. exit
4. (Optional) show banner motd
5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
AT 71 |configureterminal Ja— ViR EE— RERBLET,
Example:
switch# configure terminal
switch (config) #
ATFv T2 bar_mgr_ motd delimiting-character message MoTD N F—%B/ELET, AvbE—UFFRART
delimiting-character [ )Y SR AR LRV TS,
Example: Note
sw:ltch(config) # banner motd #Welcome to the "E0T % 0%, XYY j(?(:ﬁi}iﬁ LAAWNWTL X
it (contio) Vo BIERD bHEDY U —RICT v TS L— K5
Lald, ZOBRREROHIRAMHRE L T 7ZI0,
Note
Cisco NX-OS U U — R 10.1(x) LAKETIE, Rk
TN %, > < (A=) BROUOxI5 &
0 H/NE72 ASCIL CF4E, 7V I # & LTHEST
T BEfFO MOTD N F—RN 2 b OV L7 %
EHEALTWTC, TNERELESE, 32 nb0
XY CFEEGTed LW —2 B LT8G E, A
T—IFZFEITHERIZET DN ET A,
LRTOV Y —2 (10xY U= LD HIDOY U —2)
MOBBEFD10x Y U—RIZT v 77 L—RFLTH,
CLI DAERTITRED 72 < I FEATIERL T B[R]
CiZZe v £7,
ATy 73| exit Ja—sLar7 4 Xalb—vay B RERT
Example: LETS
switch (config)# exit
switch#
A7 7 4 | (Optional) show banner motd FE SN2 MOTD AN —% &R LET,

Example:

| BEZNISAC eS¢
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Command or Action Purpose

switch# show banner motd

Z T 7 5 | (Optional) copy running-config startup-config FITar74Fal—vark, AF— T v a
Example: Y74 Xal—vailar—LEd,

switch# copy running-config startup-config

BALY—2VDETE

UTC BT NAAD T ay VG478 y T D701l 4 4L V=V ERETEET,

SUMMARY STEPS
1. configureterminal
2. clock timezone zone-name offset-hours offset-minutes
3. exit
4. (Optional) show clock
5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure
Command or Action Purpose
A5 71 |configureterminal Ja— VR EE— RERBLET,
Example:

switch# configure terminal
switch (config) #

R w 7 2 | clock timezone zone-name offset-hours offset-minutes BANY—2EFELET, zonename 51 EL. #
Example: ALY = DlgEE (PSTREST 2 L) THD 3 XL

switch (config)# clock timezone EST -5 0 FTOILTHITT, offset-hours514E, UTC 226 DA
7ty METH Y, ARhRHEHIL 23 ~ 23 FF# T

9, offset-minutes 515t DFIPHIL. 0 ~ 59 73T,

AT 73 exit Jua—sLar7 4 Xal—var T—RERKT
Example: LET,
switch (config)# exit
switch#
AT 7 4 | (Optional) show clock R & 2 A b — 2 BFor LET,
Example:

switch# show clock
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Command or Action

Purpose

ATvT5

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Frar 74 Xal—vark RAE—FT v S a3
Y74 F¥al—varilar—LET,

ERFRINDEE

THNA ZATHBR AT oW & A7y b (GHAL) ZRETEET,

2. clock summer-time zone-name start-week start-day start-month start-time end-week end-day

SUMMARY STEPS
1. configureterminal
end-month end-time offset-minutes
3. exit
4. (Optional) show clock detail
5. (Optional) copy running-config startup-config
DETAILED STEPS
Procedure

Command or Action

Purpose

R T w 71 |configureterminal Ja— N LEBREE— REBBLET,
Example:
switch# configure terminal
switch (config) #

R w72 |clock summer-time zone-name start-week start-day | B2 R E L E T,

start-month start-time end-week end-day end-month
end-time offset-minutes

Example:

switch (config)# clock summer-time PDT
1 Sunday March 02:00 1 Sunday
November 02:00 60

zone-named [ #ix., # A LY — 2 DWgEE (PST. EST
2E) THDHIXTFOANY) I TT,

start-day 514 & end-day 5%t D fEIZ. Monday,
Tuesday. Wednesday. Thursday. Friday,
Saturday. 3 J U Sunday T,

start-month 35 & O end-month 5% O fiE 1% January.
February, March, April. May, June, July,
August, September, October. November, ¥ LI
December. T4,

start-time}s X OV end-time 518D EILZ. hh:mm 7 4+ —
~v T,

offset-minutes 5|2 D &EPHIX, 0 ~ 1440 43 T9,
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Command or Action

Purpose

25w 73 |exit Ja—s)arZ4¥al—var = REKT
Example: LET,
switch (config)# exit
switch#

AT 7 4 | (Optional) show clock detail RE ST MOTD N F—%2FR L ET,

Example:

switch (config)# show clock detail

ATvT5

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

FTar 74 Xal—vark RAE—FT v S
Y74 F¥al—varilar—LET,

TINAR O T DFHERE

TNA AR E— FORLIRICT 7 B ATERWES, 70y 7 2 FHTRETEET,

Before you begin

IA DY =V ERELET,

SUMMARY STEPS
1. clock set time day month year
2. (Optional) show clock
DETAILED STEPS
Procedure

Command or Action

Purpose

AT 71 |clock set time day month year FRARA IO T ERELET,
Example: time 515(® 7 +—~» ;I hh:mmiss T3,
switch# clock set 15:00:00 30 May 2013 . i
Fri May 30 15:14:00 PDT 2013 day 51 #DOFiPHIL 1 ~ 31 TT,
month 5#X D% January, February, March,
April, May, June, July, August, September,
October, November, I JUf December T,
year D5 ¥xDFiFHIL 2000 ~ 2030 T,
25+ 7 2 | (Optional) show clock BUED 7 vy flEFTR LET,
Example:
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Command or Action

Purpose

switch (config)# show clock

HAYvY IXR—ONvDETE

CiscoNexus 7 /3 AD AR —FRY hOTXTOI 1 v 7 Z[A#T 25 & 9512, Clock Manager

T E £,
FIEDHE
1. clock protocol protocol
2. (f£%) show run clock_manager
F g o %48
FIE

AR NFERERTOVa Y

=)

Z 5 71 |clock protocol protocol

1

switch# clock protocol ntp

sy v R—V Y R ELET,

protocol 51 DfE X ntp, ptp. F LU none TY,

I, EIZOWTEA L7,

entp: /Ry Xy NU—7 XA LT ha
/v (NTP) Z R L £,

e ptp : IEEE 1588 Ttk s TWbH & BV IZ, 7
0y 7 ZEkEERE 7 e s (PTP) & [AH]
LET,

« none—clock set HH:MM:SS & fl L &9~ 2 —
W= Iy 7 ERELET,

GE)
none ZEMT2HA1X, 70 v 7 kT 5
VBN BV FT,

GE)

7'a ha PR IS, ey 23z
0 kA ERT L BERDH Y 7,

ATwv 72| (f£E&) showrun clock_manager

1

switch# show run clock manager

ravl w3 —U Y OREEFRRFLET,

| BEZNISAC eS¢



| 2wty (2EE

1—H—NEHE

a—v—ozz [

FRL AT A L a—FDOBFREFRLIEY, FRO0a—PITA v —V2EELE

DTEET,

A—H vy a VT HEROKRT

FRAZFLDa—F vy g AT AHEREFRTEET,

SUMMARY STEPS

1. showusers

DETAILED STEPS

Procedure

Command or Action

Purpose

AT 71 |show users

Example:

switch# show users

a—HF vy rarEFRELET,

A—HP—~DAryt—TFE

FNRAACLI A LT, BIET 7T 4 T ha—PIcA vk —V 2R ETEET,

SUMMARY STEPS
1. (Optional) show users
2. send [session line] message-text
DETAILED STEPS
Procedure

Command or Action

Purpose

Z 5w 71 |(Optional) show users

Example:

switch# show users

TIT 47 ha—Ytya a2 RLET,
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Command or Action

Purpose

ATvT2

send [session line] message-text

Example:

switch# send Reloading the device is 10 minutes!

TRCDT I T 4 77 2—FFEIFED 22—
AvE—VEEELET, ZOAvE—TFHKKS0
WFEORBTF T, KLFLE/NLFEREI S ET,

TINAR AV T4 X2 L— 3 DS

HERR & HERR 4 D 728

IZiE, RonwWFhhroa~vy ReALES,

avU kR

B8

show running-config [
[exclude] command ]
[sanitized]

HEOFEITa Ly 74 X2l —ralEqRZtoar7 0¥ b— g
YO¥ Ty NONEEFRT DI, %47 5F— KT show
running-config =~ > K&ZEHL 9, ,
cexcdude: (FE) BEDa L 7 4 X alb— g U E2FENLES
Lij‘o
exclude ¥— 7 — FDH & 12 command B8 A T L., Frh b
EDaAL T 4 Fal—aryBEaALET,

cav R (EEB) 1 oDa<xr Foh%r, £li3EEna~ v
K ) — RFCHEHAARE a2~ ROV Ty ERRLET,

e sanitized : (£E) LEBEA E SO0 =24 &=
a7 4 FXalb—y g EmRRLET,

CiscoNX-OS U U — & 10.3(2)F LAF#, sanitized % — 7 — R Cisco
Nexus 9000 >V — & A A v FTHHR— IR TVET,

show startup-config

A=K T T ar7 4 Xalb—rar2fRLET,

Note

LA Y 3 _X— ADRERERE %Y running-config TEENIZ 72> TV 58
4. showstartup-config =~ > RiZZh o 2R LEFA, 7L
copyrunningstartup =~ > RFEITENDHE T, BRUIFAZ— T >
TPSSICEDEEHKY T,

show time-stamp
running-config
last-changed

FATHR D B BICEE SN L EDIA DA T HFRRLET,

IZ, show running-config=t~ > K C sanitized ¥ — V7V — RZEEL-HEOH NIFIZR L E
To P =F A XSNTERIE, RO OFEM A AT, Mlka AT 57T

TET,

TOF T a k. FATHERE I OKE U — K& <temoved> ¥ — T — RIZ LV ~RA 7 LET,
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switch# show running-config sanitized

!Command:
'Running configuration last done at: Wed Oct 12 09:14:54 2022

'Time:

version 10.3(2)

Wed Oct 12 13:52:55 2022

show running-config sanitized

Bios:version 07.69

username admin password 5 <removed> role network-admin

copp profile strict
snmp-server user admin network-admin auth md5 <removed> priv aes-128 <removed>

localizedV2key
rmon event 1 log
rmon event 2 log
rmon event 3 log
rmon event 4 log
rmon event 5 log
--More--

trap
trap
trap
trap
trap

<removed>
<removed>
<removed>
<removed>
<removed>

description FATAL (1) owner PMONQ@FATAL
description CRITICAL(2) owner PMONQ@CRITICAL
description ERROR (3) owner PMONE@ERROR
description WARNING (4) owner PMON@WARNING
description INFORMATION (5) owner PMON@INFO

EANGT /A G .-_
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