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N7 7 4BV A METr— T 7 (ECMP) &, TRITE /WY XA L7
FRO—EAF == NARNARRET HARENRH Y £T, ZOT TV AT R— K
NTWEEA,

A48T A F—2 320 ePBRER

ePBR H— E X DHERK

IR& B
Z 2 TlX. ePBR —ERDRERKIZHOWTHIA L E T,

FIEDHE

1. configureterminal

2. epbr service service-name

3. [no]threshold threshold-value

4. vrf vrf-name

5. [no] security-group <fwdGrp> [rever se<revGrp>]

6. [no] probe{icmp | <l4-proto> <port-num> [control<status> ] | http get [ <url-name> [version
<ver>]| dnshost <host-name> ctp} [frequency <freg-num> | timeout <timeout> |
retry-down-count <down-count> | retry-up-count <up-count> | sour ce-interface <src-intf> |
reverse <rev-src-intf> ]+

7 service-endpoint {ip ipv4-address | ipv6 ipv6-address}

8. probetrack track-ID

9. reverse{ip ipvd-address| ipv6 ipv6-address}

10. mode hot-standby

11.  weight <weight>

12.  exit

F e D
F g
ARV REREFT7TIVa Y E]:g]
AT w71 |configureterminal a7 4 X2l —ary ET—FCADET,

switch# configure terminal
switch (config) #
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ARV FFEREETIVa Yy

E:)

25w F2 |epbr serviceservice-name #r LU ePBR Y — B ARKREA/ERL L £9,
11 -
switch(config)# epbr service firewall

ZF w73 |[nothreshold threshold-value V=R IN—=T DT I T 4T = KRA L FD
i - BOLEWMEEL = T — U TR LT,
switch (config)# threshold 26 F7F)Lk 0

#iPA : 0~100

25w F4 |vrfvrf-name ePBR — B ABEHRED VRF #HE L £,
i -
switch (config-epbr-svc)# vrf tenant A

RTw 75 |[no] security-group <fwdGrp> [reverse<revGrp>] EF mE KOO —E 28X 2 T 4 F—
i - TETERLETS, YN T = LT, AD
switch (config-epbr-svc)# security-group 10 i}%é\‘ $—0)JIL§\j§|"ﬁJ‘{Z5€‘1 Y 714) 7/1/%‘70;%;]%%
reverse 20 TAVLERDHYET, 72TV T —L T/ AD
switch (config-epbr-svc)# security-group 30 i};BJ‘/EI\\ Jllﬁjﬂ'ﬁ]‘k%n U 5:4 7\/1/‘—70k5§ﬁj7|7ﬂ‘125?1

VT4 IN—TEF—BThHOULENRDY £7,
R EHIERT 2 I1I21E. Zoa~<>r RO no Bz f#
HLET,

R7 v 76 |[no] probeficmp | <l4-proto> <port-num> - ARED T 0 — T AR L £, [F UAERK
[control<status> ] | http get [ <url-name> [version T, B—E 2 =2 REAL Y FOJEHET —2 &5
<ver> ]| dnshost <host-name> ctp} [frequency F7 — A bEATEEF. —hawr RO no
<freg-num> | timeout <timeout> | retry-down-count - - o
<down-count> | retry-up-count <up-count> | ERZMTT 5 L. MRPHIBR S NVET,
source-interface <src-intf> | reverse <rev-src-intf> ]+ | VXLAN BRI SNV —E 2Ty REAL Vb

DEE, —EOEFEIILIPZIPSLA T v ¥ g Tl
HATE2L512, 7u—T0HEEL—T Ny
A BE =T 2 AERETDLENRDH Y T,

RFw 71 |serviceendpoint {ip ipv4-address | ipv6 ipv6-address} | ePBR ¥ — B A DH— & = KA > k2 HERL L
B - F9, AT v 76~ 10 %0 IKL T, BlD ePBR
switch (config-vrf)# service-endpoint ip PoBR 2 FARA S EMRTE £
172.16.1.200

RFw S8 |probetrack track-1D P—E R RARA » NONES W E I3 M 7T —
i LDa—YP—FER N T v 7 ERELET,
switch (config-epbr-fwd-svc)# probe track 30

25w F9 |reverse{ipipv4-address|ipv6 ipv6-address} T aTNT —hP—ER T RKA 2 hOWITH

1 -

IP7 RLAZERLET, TN, Yo7 —2 =
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ARV FFEREETIVa Yy

S

switch (config-epbr-fwd-svc)# reverse ip
172.16.30.200

VRARA Y MZIEMERN D EIZEE LTS
A

A7 710 | mode hot-standby P—ERTU RRA V haRy hAZ AL 2
- AL R 2 LT L E T
switch (config-epbr-fwd-svc)# mode hot-standby

2T w711 | weight <weight> TOTATERIERY FAZ N, 2 RRA
. R OTEA A MR L £ T
switch (config-epbr-fwd-svc) # weight 6 F 7 F )L MHEIX 1 TY,

ATwv 12 |exit ePBR H—bE AR E— FEHA& T LET,
i -

switch (config-vrf) # exit

ePBRH—EXFr—2 DR

FIEOHE

F IR D FH

configureterminal
[no] epbr service-chain <chain-name>

o0kl wN=

FIE

[no] mode multisite [failover-group <group-name>|

load-balance method <Ib-method> { src-ip | dst-ip | src-dst-ipprotocol}
seguence-number set service service-name] fail-action { bypass | drop | forward}]
action {route | redirect} [reverse-action {route| redirect}]

ARV RFERETIVa Y

E:)

AT 71 |configureterminal ar 7 4 Xal— gy E—RIIAYET,
i
switch# configure terminal
switch (config) #

A7 72| [no] epbr service-chain <chain-name> ePBR h—E A F = — AR L £, RELHIR

fi
Switch (config-epbr-svc-chain) # epbr service-chain
web

TAHIE, Zoa<vr Kono BRNE2HERLET,
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AU RFERETIVa Y

B8

R 5w 7 3 |[no] mode multisite [failover-group <group-name>]  |NX-0S 10.5(2)F LA Clt, y—ERF = —L DE—
Bl RvLFH A FBLOT 2 —F—— T —
mode multisite failover-group fallback-web-chain3 %1:%52-(%&’91‘0

o Jx— LA —N— T )—T 1%, FT— K < JLF
YA PR —ERAF = — 1% L THEDIT -
TWLHEIZOHRTEET, 7 =— /A —
N— ZN—T ZHHEFIZE— N multi-site %
T2 2N TEET,

R v 7 4 |load-balance method <Ib-method> { src-ip | dst-ip | ePBR V' —E X F 2 —r D — K5 7R
src-dst-ipprotocol} RRELET, FAUMRE, $—ER2Fz— 2 NO
1 - 2 DY —EAERICEAT 22 L b TEET,
switch (config-epbr-svc-chain) # load-balance method| 3‘577]—/1/ A= B4 S SI'C'dSt'ipprOtOCOI ‘(“—9}—0

src-ip

AT v 7 5 | sequence-number set service F = —VNDRFED —47 o A TH— b AHHE % 1R
service-name] fail-action { bypass| drop | forward}] FL. 2O —HF v ADKRKT 7o ay A=A,
il - ZHELET,
swgitch(config—epb;—svc—chain) # NX-0S 105(2)1: ulgx%wc\\tt\ ‘7/1/9;/ . ]\\\ ‘H__ =
10 set service fw2 fail-action dro . o
20 set service tcp optim2 fail—actli)on bypass 9;1_:/%15‘%}5H L72GPO AR — h éh(b\iﬁ_o

A7 76 |action {route| redirect} [reverse-action {route P B R DEEREROEIE TENAT HERE 27372012,

redirect}]
1 -

switch (config-epbr-svc-chain-seq) # action route
reverse-action route

F = NOP—EADIRERLY N—RAT 7 g v
FRERLET,
F7 4V~ AT a T redirect T,

TJx—)LA—IN—FI)IL—TDO¥ER

FIRDOHE

Tz — )V —— T —TF R A1

configureterminal
epbr service-chain service-chain-name

pPwbd-=

3. ROFIEEZFATLET,

epbr failover-group failover-group-name
[no] service-chain <name> preference <preference>

€F¥ayFq IL—FEERALEY—ERFz—r iR ||
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F IR D

FIE

tF¥a)T4 FL—TEFEALEY—ER Fz—o MR |

ARV RFERFTIaY

=)

ATy T

configureterminal

1

switch# configure terminal
switch (config) #

Ta—N)ary7 4 X¥al—ay E— Nk
Li‘a—‘o

ATvT2

epbr service-chain service-chain-name

1

Switch (config-epbr-svc-chain) # epbr service-chain|
web

P—bERF = — MR L ET,

ATvT3

epbr failover-group failover-group-name

1 -

switch (config-epbr-svc-chain) # epbr failover-group
fallback-web-chainl

T =)V == TN —THRER L £,

ATvT4

[no] service-chain <name> preference <preference>

1 -

switch (config-epbr-fail-group) # service-chain
sitel-web-chain preference 20

T =)A= R—= TI—TNTT — )X 7 HP—
EAFxz—rERHRL, 74—y —E R
Fr—2 TV T 7 L RAERED Y TES,

ePBR —E X F = — VBRI DR

FIRDEE

B tF2)T4 FL—TEFERLEY—ER FI—UOHBR

ePBR ' —EAF = — VIR AR T D IC

show epbr service[ <svc-name> |
show tech-support epbr

show running-config epbr
show startup-config epbr

okl wn-=

E Roa~xr ReEHLES

show epbr service-chain [ <chain-name>] [ reverse]

show consistency-checker epbr service-chain { <svcChainName> | all }
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seacL #—t 2 F = — > oisl ]

FIED 4
FIiE
ARV RFERET IV a Y B8
Z 5 71 | show epbr service [ <svc-name> | ePBR ¥ — B ABERE L =0 RARA v MBI S 1EH
15“ : %43(‘%;—\‘ Li‘j—o

switch# show epbr service fw

R 72 |show epbr service-chain [ <chain-name>] [reverse] |5 HE =13 51D ePBR —E 2 F = —2 R
U Il AR E R R LET,

switch# show epbr service-chain web

ATy 73 | show tech-support epbr ePBR OF 7 =)V R — ME#AERRLET,
i -
switch# show tech-support epbr

R w 7 4 | show consistency-checker epbr service-chain { ePBRXE., 2 ba—/L FL—LTDePBR DY
<svcChainName> | all } FA Vs Al BEOEHRSTOE~L
Bl - AE=ZB YT AN ARLOEEMT = v 7 B HE
show consistency-checker epbr service-chain web fTI/EETrO

R 77§ | show running-config epbr ePBR OE(THE kA F R LET,
fi
switch# show running-config epbr

A7y 7 6 | show startup-config epbr ePBR DA X — b7 v THiplZ FR LET,
1 -

switch# show startup-config epbr

SGACL H—ERXF = — 2 D&

SGACL % —E R TF = — UK Z R THER BN DWW TIE, K5 22 TSN,

£HIYTF 4 FA—TEEALEY—ER F— O
|
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10: 3% %E 51

VXLAN EVPN VXLAN EVPN

Sele—
Vlan16 Vian17
—_— “+—
— +— FwW2
— > FWD: 10.0.0.1 (Vlan16)
Host A Host B REV: 10.0.0.2 (Vlan17)

192.168.1.1 192.168.1.2 FW1
FWD: 10.0.1.1 (Vlan24)

REV: 10.0.1.2 (Vlan25)

524152

1. ¥—ERDLAY4~TEL 7 X E/ERLET,

security-group 2010 name FWD
type layer4d-7
match interface vlan 24
match interface vlan 16
security-group 2011 name REV
type layer4d-7
match interface vlan 25
match interface vlan 17

2. ePBRY¥—bERELET L RRA b DOVERL,

epbr service fw

vrf tenant

security-group 2010 reverse 2011

probe tcp 80 frequency 5 timeout 3 source-interface
loopbackl0 reverse loopbackll

service-end-point ip 10.0.1.1
reverse ip 10.0.1.2

service-end-point ip 10.0.0.1
reverse ip 10.0.0.2

3. FAN I T4 DX2 VT4 I N—T VL7 ZEEHRLET,

security-group 5051 name sec 5051
match connected-endpoints vrf tenant ipv4 151.1.1.0/24

security-group 5050 name sec_ 5050
match connected-endpoints vrf tenant ipv4 150.1.1.0/24

4. LAY LATV4DO-BEBELZERTL2EX2 VT4 7 I A~y TEMEHRLET,

B tF2)T4 FL—TEFERLEY—ER FI—UOHBR
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seacL #—t 2 F = — > oisl ]

class-map type security match-any class ipvd4 tcp
match ipv4 tcp dport 80
match ipv4 tcp dport 443

5. ePBRYV—EAF =—0 %R LET, if TOV T A~ v T R v—~v 7 BIO=
YT FOWAMIE, TARTOV =7 T—EBLTWDOIRERHY £,
epbr service-chain web
load-balance method src-dst-ipprotocol
10 set service fw fail-action drop
6. EX2 VT 4 R —<v T EBREL, Y- RAF— 5 VE rmatch 7 T A< v 7T
ML ET,
policy-map type security web policy
class type security class_ipv4_ tcp
service-chain web
7. AT FORE
vrf context tenant
security contract source 5050 destination 5051 policy web policy
VRF =27 % A F @il e — NICBITT 2 TIEOFFMIZ O W T, EF=2U7 1 70—
THOEX=2UT 4 ar b T PO ESRLTIIES N,
HEDHER

WIZ, ePBRYV—E R RARA v FE T 5 HEOHZRLFET,

show epbr service fw

Legend:
Operational State (Op-STS): UP:Reachable, DOWN:Unreachable,

SVC-ADMIN-DOWN: Service shut

ADMIN-DOWN:Admin shut, OPER-DOWN:Out-of-service
Probe:

Protocol/Frequency (sec) /Timeout (sec) /Retry-Up-Count/Retry-Down-Count

Hold-down Threshold: Count/Time (sec)

Service mode: Full:Full-Duplex, Half:Half-Duplex
Type: L3:Layer-3, L2:Layer-2

Threshold: Threshold High/Low

Name Type Service mode VRF
fw L3 Full

tenant

€F¥ayFq IL—FEERALEY—ERFz—r iR ||


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-104x/microsegmentation_for_vxlan_fabrics_using_gpo.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/104x/configuration/vxlan/cisco-nexus-9000-series-nx-os-vxlan-configuration-guide-release-104x/microsegmentation_for_vxlan_fabrics_using_gpo.html
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Security-group Reverse security-group Threshold
2010 2011
Endpoint IP/Intf Track SLA Op-ST Probe Hold-down

Role Weight

Reverse IP/Intf Track SLA Op-ST Probe
10.0.1.1/ 1 20001 UP TCP/5/3/0/0
A 1
10.0.1.2/ 3 20003 UP TCP/5/3/0/0
10.0.0.1/ 2 20002 Up TCP/5/3/0/0
A 1
10.0.0.2/ 4 20004 UP TCP/5/3/0/0

* KIZ, ePBR —E AT = — 2 ZJEFH F 7213 TR T 20 %2~ L7,

show epbr service-chain web
Service-chain : web
service:fw, sequence:10, fail-action:Drop
load-balance: Source-Destination-ipprotocol, action:Redirect
state:UP
IP 10.0.1.1 track 1 [UP]

IP 10.0.0.1 track 2 [UP]
show epbr service-chain web reverse

Service-chain : web
service:fw, sequence:10, fail-action:Drop
load-balance: Source-Destination-ipprotocol, action:Redirect
state:UP

IP 10.0.1.2 track 3 [UP]

B tF2)T4 FL—TEFERLEY—ER FI—UOHBR
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IP 10.0.0.2 track 4 [UP]

cRIT, Y—ERTF == DOBEWT = v I — %R T 202 R LET,

show consistency-checker epbr service-chain chainl
EPBR CC: Service Chain validation passed

show consistency-checker epbr service-chain all
EPBR CC: Service Chain validation passed

YILF/—LK VT, FH—ERX Fz—2DERH

11: 5% %15
Host Host

Host ——
Host
w3

WIZ, P—ERAF 2= D—ETHALY—E R L LT3DDT 747 Ut —/LEE Rl %
RLET, &7 74T UH—ME, BEOY—E R KR4 v hCEREINET,

1. ePBR H—E % fwl ORERK

epbr service fwl
vrf tenant
security-group 2010 reverse 2011
probe icmp frequency 2 retry-down-count 2 retry-up-count 1 timeout 1 source-interface
loopback3 reverse loopbackd
service-end-point ip 10.1.1.2
weight 10
reverse ip 11.1.1.2
service-end-point ip 18.1.1.2
reverse ip 19.1.1.2
service-end-point ip 20.1.1.2
mode hot-standby
reverse ip 21.1.1.2
service-end-point ip 253.1.1.2
mode hot-standby
weight 10
reverse ip 254.1.1.2

| tFa2)F4 IL—TEERALEY—EXRFz—0%R |}
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service-end-point ip 26.1.1.2
weight 5
reverse ip 27.1.1.2
service-end-point ip 34.1.1.2
mode hot-standby
weight 6
reverse ip 35.1.1.2

2. ePBR ¥— b R fw2 O#ERY

epbr service fw2

vrf tenant

security-group 2013

probe icmp frequency 2 retry-down-count 2 retry-up-count 1 timeout 1 source-interface

loopback3 reverse loopbackd

service-end-point ip 255.1.1.2
mode hot-standby

service-end-point ip 50.1.1.2
weight 10

service-end-point ip 54.1.1.2
weight 5

service-end-point ip 58.1.1.2

service-end-point ip 59.1.1.2
mode hot-standby
weight 10

service-end-point ip 62.1.1.2
mode hot-standby
weight 6

3. ePBR #— b & fw3 Ok

epbr service fw3
vrf tenant
security-group 2014 reverse 2015
probe icmp frequency 2 retry-down-count 2 retry-up-count 1 timeout 1 source-interface
loopback3 reverse loopbackd
service-end-point ip 12.1.1.2
weight 10
reverse ip 13.1.1.2
service-end-point ip 22.1.1.2
weight 10
reverse ip 23.1.1.2
service-end-point ip 32.1.1.2
weight 5
reverse ip 33.1.1.2
service-end-point ip 40.1.1.2
reverse ip 41.1.1.2

4. ePBR ¥/LF /) — K+ —ERAF = — 2 DAL

epbr service-chain FW-chain-v4
load-balance method dst-ip
10 set service servicel-v4-2arm fail-action bypass
load-balance method src-ip
20 set service service3-v4-larm fail-action drop
30 set service serviceb-v4-2arm fail-action bypass
load-balance method src-dst-ipprotocol

TINF/—KFH—ERFI—2DFEDR

sh epbr service-chain FW-chain-v4

B tF2)T4 FL—TEFERLEY—ER FI—UOHBR
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Service-chain

service: fwl,

seacL #—t 2 F = — > oisl ]

FW-chain-v4 state:UP

sequence:10, fail-action:Bypass

load-balance:Source-Destination-ipprotocol, action:Redirect

state:UP

IpP 10.1.1.2

IpP 18.1.1.2

IP 26.1.1.2

IP 20.1.1.2

IP 34.1.1.2

track

track

track

track

track

5

IP 253.1.1.2 track 6

service:fw2,

[UP]

[UP]

[UP]

[UP] [HOT-STANDBY]

[UP] [HOT-STANDBY]

[UP] [HOT-STANDBY]

sequence:20, fail-action:Drop

load-balance:Source-Destination-ipprotocol, action:Redirect

state:

Ip

Ip

Ip

Ip

Ip

Ip

50.

54.

58.

59.

62.

9)5

track

track

track

track

track

7

8

9

10

11

[UP]

[UP]

[UP]

[UP] [HOT-STANDBY]

[UP] [HOT-STANDBY]

255.1.1.2 track 12 [UP] [HOT-STANDBY]

service:fw3,

sequence:30, fail-action:Bypass

load-balance:Source-Destination-ipprotocol, action:Redirect

state:

Ip

Ip

Ip

Ip

12.

22.

32.

40.

UupP

track

track

track

track

13

14

15

16

tF¥ayFq IL—FEERALEY—EXRFz—r iR [
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GPO ZEA L=< ILFH A k ePBR D#EALHI

B 12: 5% %E

@ Service 2

Service 1
H ol || vMCT||
5 I | - il
ade 0
SITE 1
BGW[ ., 1| ] ia ! BGW
I_I
Service 3 |_J | m RS
wPC BGW BGW L
SITE 2
N 4“@"’» 1’HIII -
Service 3
VMCT
iumn
Sarvice 2 A
[l o] Host

Service 1

— — Hosti_n
H4 k1
1. A3,

LAY 4D FHELZTEXET A2V T 4 VTR TEERLET,

class-map type security match-any web class

match ipv4 tcp dport 80

2. X2 UF 4 R —< vl EEHR L, —ERXAF 2 — %M E r match 7 T A~ v T

L £,

policy-map type security web
class type security web_ class
service-chain sitel-web-chain

S24E03

B tx2)54 L—TEERLEY—ER FI—U O
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3. ePBRY—E AL RiRA v b DERL,

epbr service fw
security-group 100
probe icmp
service-end-point ip 10.1.
service-end-point ip 20.1.
mode hot-standby

epbr service fw2
security-group 100
probe icmp

service-end-point ip 11.1.1.

epbr service fw3
security-group 100
probe icmp

service-end-point ip 13.1.1.

o

2

seacL #—t 2 F = — > oisl ]

4, wILFHP A FE—RELTz— )L F—NR— T —F L F = — 2 O

epbr service-chain sitel-web-chain
mode multisite failover-group fallback-web-chainl

load-balance method dst-ip

10 set service fw fail-action drop

epbr service-chain site2-web-chain

load-balance method dst-ip

10 set service fw2 fail-action drop

epbr service-chain site3-web-chain

load-balance method dst-ip

10 set service fw3 fail-action drop

epbr failover-group fallback-web-chainl
service-chain site2-web-chain preference 5
service-chain site3-web-chain preference 20

Y4 L2

1. LA4%3, LA V40—-BHRELZERTLHEX 2V T4 V7 T7A Yy TEERLET,

class-map type security match-any web class

match ipv4 tcp dport 80

2. EXaVT 4RI v—~vTE

L £,

policy-map type security web

class type security web class

service-chain site2-web-chain

3. ePBRY¥—t 2L RRA v FDIERL,

epbr service fw
security-group 100
probe icmp

service-end-point ip 10.1.1.
service-end-point ip 20.1.1.

mode hot-standby

epbr service fw2
security-group 100
probe icmp

2
2

REL, VP —bEAF =—r % MFrmatch 7 7 A < v 7IZ

£HIYTF 4 FA—TEEALEY—ER F— O
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service-end-point ip 11.1.1.2

epbr service fw3
security-group 100
probe icmp
service-end-point ip 13.1.1.2

4., vNTFHA FE—RET 2=V == TV —T L F = — L DO

epbr service-chain sitel-web-chain
load-balance method dst-ip
10 set service fw fail-action drop

epbr service-chain site2-web-chain
mode multisite failover-group fallback-web-chain?2
load-balance method dst-ip
10 set service fw2 fail-action drop

epbr service-chain site3-web-chain
load-balance method dst-ip
10 set service fw3 fail-action drop

epbr failover-group fallback-web-chain2
service-chain sitel-web-chain preference 5
service-chain site3-web-chain preference 25

Y4 k+3
1. LA4¥3, LA V40-BHRELZERTLHEX 2T 4 7 TR~y T HERLET,

class-map type security match-any web class
match ipv4 tcp dport 80

2. X2 VT4 R v—~ T EERL, Y—EATF=— 2%V FEmatch 7 7 A~ v 7T
L £,

policy-map type security web
class type security web class
service-chain site3-web-chain

3. ePBRY—bE Rz RBRA L FDOIERK

epbr service fw
security-group 100
probe icmp
service-end-point ip 10.1.1.2
service-end-point ip 20.1.1.2
mode hot-standby

epbr service fw2
security-group 100
probe icmp
service-end-point ip 11.1.1.2

epbr service fw3
security-group 100
probe icmp
service-end-point ip 13.1.1.2

4, —bERFz—r L LFHA FNORERL

epbr service-chain sitel-web-chain
load-balance method dst-ip

B tF2)T4 FL—TEFERLEY—ER FI—UOHBR
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10 set service fw fail-action drop

epbr service-chain site2-web-chain
load-balance method dst-ip
10 set service fw2 fail-action drop

epbr service-chain site3-web-chain

mode multisite failover-group fallback-web-chain3
load-balance method dst-ip

10 set service fw3 fail-action drop

5. 7 xz— LA —/— T )—T DR

epbr failover-group fallback-web-chain3
service-chain sitel-web-chain preference 20
service-chain site2-web-chain preference 25

TILFH A FMERDOHER
WD show <> REERA LT, w/LF VA hOWKEFERTE £,
s RIZ, ePBR v —E A F = — L DRELZ R T DU 2R LET,

show epbr service-chain sitel-web-chain
Service-chain : sitel-web-chain state:DOWN

mode: multisite, failover-group:fallback-web-chain [AVAILABLE] [IN USE]
failover-chain: site3-web-chain

service:fw, sequence:10, fail-action:Drop
load-balance:Destination-ip, action:Redirect
state: DOWN
IP 10.1.1.2 track 9 [DOWN]
IP 20.1.1.2 track 10 [DOWN] [HOT-STANDBY]

service:tcp_optim, sequence:20, fail-action:Bypass
load-balance:Destination-ip, action:Redirect
state:UP
IP 30.1.1.2 track 11 [UP]

FiExER L TNET,

show epbr failover-group fallback-web-chain

Failover group : fallback-web-chain
Failover Service-chain : site2-web-chain Preference: 1 state: DOWN

service:fw2, sequence:10, fail-action:Drop
load-balance:Destination-ip, action:Redirect
state: DOWN
IP 11.1.1.2 track 12 [DOWN]

service:tcp optim2, sequence:20, fail-action:Bypass
state: UP
load-balance:Destination-ip, action:Redirect
state:UP

IP 12.1.1.2 track 13 [UP]

Failover Service-chain : site3-web-chain Preference: 2 state: UP
service:fw3, sequence:10, fail-action:Drop
load-balance:Destination-ip, action:Redirect
state:UP
IP 13.1.1.2 track 14 [UP]

£HIYTF 4 FA—TEEALEY—ER F— O
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service:tcp_optim2, sequence:20, fail-action:Bypass
load-balance:Destination-ip, action:Redirect
state:UP

IP 14.1.1.2 track 15 [UP]
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