Y—bkN—TFTA®/,T7T)r—3

o = RR—=F T TV r— g 200 T (1 =)

c HEFHEEHKEHE (1~—)

¢ Python2 38 L OMESF/X 0 7 —T DA VA h—)b (2X—7)

= RRX=TFT 4 DXAT 4 T RPM/IN =V DA VA h—L 2X—)
e BXAFERPM DA A F—/L (43—2)

s Kigir 72— KX—7 4 RPM (10 ~X—7)

s VSH2HD RPM DA A F—/L (10 RX—3)

e —RKX—F BT TV r—rar (16 X—)

N (e} — u O
H—FKNN—TFT 4B T7TYUH5r—, 322DV
P— FRX—F 4877 r—2 3 > @ RPM I, https://devhub.cisco.com/artifactory/open-nxos/
7.0-3-12-1/x86_64/https://devhub.cisco.com/artifactory/open-nx0s/9.2.1/ D VR N U CAFTTEX &
T TNHDOT 7Y r— a3 vif, Bash vzl Tdnf 2~ R&EHT 52, NX-OS CLI %
NLTCHEAT 4 THRARNA LA N—LENET,

dnfinstallrpm=t~> K& AJJ§ 5 L. CiscoDNF 77 7 A U NEITENET, 2T T 7 A
IZ. RPM ZFERENBWGATNICa2 Y —LET, A v TDY u— R, AT AIZRPM %
BA VA =L LET,

HEERDS Jetc ITEDPNLTWAES . Linux 7e2® A, incrond 1X. =« L7 NV TERk S 7=
7 — 74777%%%%& L. TNHEZFRENZWEATNICaE —1L, ZOHHND /ete
o —LELET,

FEFEEHIRNSEIA

P =T 4T 7Y r— 9 O RPM IZIE., ROTEFHEEHRFENH Y 7,

* CiscoNX-08 U U —2Z92(1) LAETIEL, =—Y = FBRIFEIN TS Cisco VAT Y
L1Z®H Y £7, https:/devhub.cisco.com/artifactory/open-nxos/9.2.1/Z ® Y AR kU TAHA k
SNTVDTXTORPMIFE, VU —=AF—TEHINTVET,

Y—F—Fq87FUr—var I
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B oo ssvEavr—so z -

« NX-0S 10.1(1) U U —A{ZiX, NX-Linux (X AaMHD Linux 7 4 A Y Ea2—33))
WCESSHLWARL—TFT 4 7 VAT A b rootfs 3 D72, WRL5/WRLS Z 1 H LT
HE SN — R 8—F ¢ BIRPM (I NX-Linux & BHER 2 WEAERH Y T2 D720,
Y= RRX—=FT B 7 N = TR LR WAREER S D £9°, Z054a. LoV Y —
Z TSN TWET 7Y A—2 g Ol A— g &8I L. NX-Linux & A#adED
HOFHLNY 7 hy=TICEESHBRAET, 20V 7 =T, ROBFTICH Y £,
https://devhub.cisco.com/artifactory/open-nxos/10.1.1/

« BALNTERPM DA VA N —VICET DA R T4 L FIEIZOWTIL,  [Cisco Nexus
9000 Series NX-OS Software Upgrade and Downgrade Guide, Release 9.2(x)] #Z ML T 72X
W, URY MY O ETT,

e —RNN=T /T TV r—a E A v TFOREKICHBINET, — FR—
TART TV = a ik, FOBEAUF—T oA ANEET DT, EEAAL T L
WEEYT EI N — =N —T 4 T RESLINADENIEE SN D A REERH 0 F
T, LER-ST, TX_XTOY—FR—=F 4TSV r— a9 03, BEEENRE LS
AT ECI D X OIWER L, 77V r— a IR O 2 HRIT T 208N H D £
T, BEBEENEELTHLT I A —2 a VIZETIRRWERIL. [Fu23%—] 771
F—varEFEHLT, BRIOT 7Y F—v g U ERERET HEICERE E T NEIERRETH
HIEEMERT AN, RESUTCENOT ) r—va CEBRERNTALERH D F
7T

* Cisco NX-0OS U U —2 10.2(3)F LAK%, Python2 3 L UMKAF RPM X NX-0S S HIBR S E
3, 7272 L. Python2 3 X OMKAF % RPM 1L, devhub A hxH/3w r—P 7 L—7F
packagegroup-nxos-64-python-2-deprecated-rpms & L CA A h—/L CX £7,

Python2 £ K MEKF/ NV 55— DA VX k=)L

WIZ, N lr—Y DA VA S—NVDREERT—T 70 —%RLET,

switch# cat /etc/dnf/repos.d/open-nxos.repo

[open—-nxos]

name=open-nxos
baseurl=https://devhub.cisco.com/artifactory/open-nxos/10.2.3/
enabled=1

gpgcheck=0

sslverify=0

dnf info packagegroup-nxos-64-python-2-deprecated-rpms
dnf install packagegroup-nxos-64-python-2-deprecated-rpms
The output of these cmds will be available post KR3F CCO.

H—KIN—T 4 DRA T4 T RPM/INYT—2DDA VR

k—JL

N lr—=2 DA VA N—=NVDELIRT—T 7 —ZIRD LB TT,

. Y—RNR—F 4 ®W7T)r—> 3>
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FIE

H— =T 1 DA T4 TRMIS v r—SnA 2 =1L ||

TV PPRESNLTNDL Y AIDYRY P EIFT LI, AA v FOURY M) ZRELET,

bash-4.2# cat /etc/dnf/repos.d/open-nxos.repo

[open—-nxos]

name=open-nxos
baseurl=https://devhub.cisco.com/artifactory/open-nxos/7.0-3-12-1/x86 64/
baseurl=https://devhub.cisco.com/artifactory/open-nxos/9.2.1/
baseurl=https://devhub.cisco.com/artifactory/open-nxos/10.1.1/

enabled=1

gpgcheck=0

sslverify=0

CLIZERA L CT VXNV ELE A iR— T BFIEIZDOWTIL,  [Cisco Nexus 9000 Series NX-OS Software

Upgrade and Downgrade Guide, Release 9.2(x)] @ [Using Install CLIs for Digital Signature Support] %2 L T
<TZ&EWY,

TvA A h—vr Z & LTz yum dnf 2 L72 RPM O > A b —/L D,
1 -

bash-4.2# dnf install splunkforwarder

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching, protect-packages
Setting up Install Process

Resolving Dependencies

--> Running transaction check

---> Package splunkforwarder.x86 64 0:6.2.3-264376 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Installing:
splunkforwarder x86_64 6.2.3-264376 open-nxos 13 M

Transaction Summary

Install 1 Package

Total size: 13 M
Installed size: 34 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Installing : splunkforwarder-6.2.3-264376.x86 64
1/1
complete

Installed:
splunkforwarder.x86 64 0:6.2.3-264376

Complete!
bash-4.24#

Y—F—Fq87FUr—var I
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B =zezrmorzr—n

R lr —UNEFICA VA M=V ENTZLEIDEAAL v FIZBEL, FOT v AL T —EA0B
L TWDZ L& ARt A,
1 -

bash-4.2# dnf info splunkforwarder
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching, protect-packages

Fretta | 951 B 00:00
groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
Installed Packages

Name : splunkforwarder

Arch : x86_64

Version 1 6.2.3

Release : 264376

Size : 34 M

Repo : installed

From repo . open-nxos

Summary : SplunkForwarder

License : Commercial

Description : The platform for machine data.

ZZ2FZ=RPM DA X F—JL

E 4 KN RPM DFEER
WDa<y REFEITL T, FFED RPM NEL SN TWENE I MEEELFIT,

Run, rpm -K rpm file name

EZFERPM TIEHY FEA

bash-4.2# rpm -K bgp-1.0.0-r0.1ib32 n9000.rpm

bgp-1.0.0-r0.1ib32 n9000.rpm: (shal) dsa shal md5 OK

ELERPM TY

bash-4.24#
rpm -K puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86_64.rpm

puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86 64.rpm: RSA shal MD5 NOT OK
bash-4.24#

BAL SN — RX—=F 4 RPM Tid, Ny T —T% A A M—/L T BT GPG
F—F A UAR—FTHDMLERHYET, THLRVE, yumiTRO= T —%RE I
F9

| IRt YEUL e,



| ¥—FR—F1W7Tyr—>ay
F—OFMA oR— bk sBEAERMO 2 F—L [

bash-4.2#
yum install puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86_ 64.rpm -q

Setting up Install Process
warning: rpmts HdrFromFdno: Header V4 RSA/SHAl signature: NOKEY, key ID 4bd6ec30
Cannot open: puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86 64.rpm. Skipping.

Error: Nothing to do

F—DFEA VIR— MK DEBRAFESRPM DA VX b—JL

* GPG —% Jetcrootfs (Ca E°— L C, FAEBZROLAREFEINDILHICLET,

bash-4.24# mkdir -p /etc/pki/rpm-gpg
bash-4.24 cp -f RPM-GPG-KEY-puppetlabs /etc/pki/rpm-gpg/

WDa<y REFEHRALT, $—&2 A R—rLET,

bash-4.2# rpm --import /etc/pki/rpm-gpg/RPM-GPG-KEY-puppetlabs

bash-4.2#

bash-4.2# rpm -q gpg-pubkey

gpg-pubkey-4bd6ec30-4c37bb40

bash-4.2# rpm --import /etc/pki/rpm-gpg/RPM-GPG-KEY-puppetlabs
bash-4.2#

bash-4.2# rpm -q gpg-pubkey

gpg-pubkey-4bd6ec30-4c37bb40

yum A< REEH L TEAMERPM A VA F—LT 5

bash-4.2#
yum install puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86_64.rpm

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Setting up Install Process

Y—F—Fq87FUr—var I
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B = o0F8/ Ktk 2BRH=RMOA VR b=

Examining puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86 64.rpm:
puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86_ 64

Marking puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86 64.rpm to be installed

Resolving Dependencies
--> Running transaction check

---> Package puppet-enterprise.x86 64 0:3.7.1.rc2.6.g6cdcl86-1.pe.nxos will be
installed

--> Finished Dependency ResolutionDependencies Resolved

Package Arch Version Repository
Size
Installing:
puppet-enterprise x86_64 3.7.1.rc2.6.9g6cdcl86-1.pe.nxos /puppet-enterprise-
46 M

3.7.1.rc2.6.g6cdcl86-1.

pe.nxos.x86_ 64

Transaction Summary

Install 1 Package

Total size: 46 M

Installed size: 46 M

Is this ok [y/N]: y

Downloading Packages:

Running Transaction Check

Running Transaction Test

Transaction Test Succeeded

Running Transaction
Installing : puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86_ 64
1/1

Installed:

puppet-enterprise.x86 64 0:3.7.1.rc2.6.g6cdcl86-1.pe.nxos

. Y—RNR—F 4 ®W7T)r—> 3>
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*—OBHA K— ok 3BEHEF—F—F MDA V2 b= [

Complete!

bash-4.2#

F—DBEA VR— Ik BEBRFES—F/X—FT 4 RPM DA VX
—IL
F—LRPM 2T L0 yum VAR RNV &2y T v LET,
root@switch# cat /etc/yum/repos.d/puppet.repo
[puppet]
name=Puppet RPM
baseurl=file:///bootflash/puppet
enabled=1
gpgcheck=1
gpgkey=http://yum.puppetlabs.com/RPM-GPG-KEY-puppetlabs
metadata expire=0
cost=500
bash-4.2# yum install puppet-enterprise

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
puppet | 951 B 00:00
thirdparty | 951 B 00:00

Setting up Install Process
Resolving Dependencies
--> Running transaction check

---> Package puppet-enterprise.x86 64 0:3.7.1.rc2.6.g6cdcl86-1.pe.nxos will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Y—FR—F487F)5—vav ||
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B = oan ok s 2BEHES— R =T A RPM DA VR =1L

Package Arch Version Repository Size
Installing:
puppet-enterprise x86_64 3.7.1.rc2.6.96cdcl86-1.pe.nxos puppet 14 M

Transaction Summary

Install 1 Package
Total download size: 14 M
Installed size: 46 M
Is this ok [y/N]: y
Retrieving key from file:///bootflash/RPM-GPG-KEY-puppetlabs
Importing GPG key O0x4BD6EC30:
Userid: "Puppet Labs Release Key (Puppet Labs Release Key) <info@puppetlabs.com>"
From : /bootflash/RPM-GPG-KEY-puppetlabs
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
Warning! Standby is not ready. This can cause RPM database inconsistency.
If you are certain that standby is not booting up right now, you may proceed.
Do you wish to continue?
Is this ok [y/N]: y
Warning: RPMDB altered outside of yum.

Installing : puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86_ 64

/sbin/ldconfig: /usr/lib/libboost regex.so0.1.49.0 is not a symbolic link
Installed:

puppet-enterprise.x86 64 0:3.7.1.rc2.6.g6cdcl86-1.pe.nxos

Complete!

. Y—RNR—F 4 ®W7T)r—> 3>
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O &
szp'

FIE

ATy T
ATy T2

ATvT3

YRS by ~oBaFEH M oEn [

) A~DERFH RPM DEM

ERAFHRPM ZURSKYTo LY FYICOE—T B
YRS M) DERZRISERICIE, /BT E2F—FA4VR—MLET,

bash-4.2# 1ls

puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86 64.rpm RPM-GPG-KEY-puppetlabs
bash-4.2#

bash-4.2# rpm --import RPM-GPG-KEY-puppetlabs

bash-4.2# createrepo

1/1 - puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86 64.rpm

Saving Primary metadata

Saving file lists metadata

Saving other metadata

bash-4.2#

X—% A AR —FLARAWVES

bash-4.2# 1ls

puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86 64.rpm RPM-GPG-KEY-puppetlabs
bash-4.2#

bash-4.2# createrepo

warning: rpmts HdrFromFdno: Header V4 RSA/SHAl signature: NOKEY, key ID 4bdé6ec30

Error opening package - puppet-enterprise-3.7.1.rc2.6.g6cdcl86-1.pe.nxos.x86 64.rpm

Saving Primary metadata
Saving file lists metadata
Saving other metadata

ZOVRY Y EZFET fete/yum/repos.d D FIZ U RY M UBRET 7 A VEAERL L £ 7

bash-4.2# cat /etc/yum/repos.d/puppet.repo

[puppet]

name=Puppet RPM

baseurl=file:///bootflash/puppet

enabled=1

gpgcheck=1
gpgkey=file:///bootflash/puppet/RPM-GPG-KEY-puppetlabs
#gpgkey=http://yum.puppetlabs.com/RPM-GPG-KEY-puppetlabs
metadata expire=0

cost=500

bash-4.2# yum list available puppet-enterprise -gq

Available Packages

puppet-enterprise.x86 64 3.7.1.rc2.6.g6cdcl86-1.pe.nxos
puppet

bash-4.2#

Y—F—Fq87FUr—var I
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B xssny— o —5 1 rem

= 4% ~ >0 —
KR Y — F/x\—TF 4 RPM
WIZ, K e— Ro8—F ¢ RPM OE®RICH Iy 7 2R LET,

s —HNVURY R UIE, KENRY— R/X—F ¢ RPM HHT9, dnf /etc/yum/repos.d/
thirdparty.repo I% /bootflash/.rpmstore/ thirdparty % 5§ L £,

e av Y REANTHNT, RPM @ 2 B —73 //bootflash/.rpmstore/ thirdparty |ZfR1F S 4L E
9, dnfinstall third-party.rpm

s U7 —bHIZ, b= KRX—=FT 4 BYRT NINDTXTORPMMNAA v FIZHA A F—
ILENFET,

o Jetc iR 7 7 A )V DZER L, /bootflash/.rpmstore/config/etc D FIZHRFF S 4L, Jetc T LE)EF
WCHAESNET,

sletc T4 L7 FUIHER ENTZAZ ) 7 ML, Ve— RgELREEINET, &2
1. Jete/init.d/ D FICER SN2 — R =T 4 O —E XX 7 U7 M, Vie— RRHiZ
TN r— g AR EENLFE T,

N

GE)  iptables ®/L—/ Ui, bash ¥ = /L CEE I NG, FREEIZIILR
FFEnFEta,

ZEFE L 7c iptables Zkffb T 512X, ] 22 LTI E X0,
U & — R[H T Iptable %Kil d 2

VSHMDRPM DA VX F—)L

INYTT— DB
NX-OS #fE RPM I, VSHCLIZfiH L CTA v A =952 L TExE T,

FIEDOHE

1. show install package
2. install add ?
3. ingtall add rpm-packagename

. Y—RNR—F 4 ®W7T)r—> 3>
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Ny r—T0iEn .

FIED
FIE
AR RERRTIVa Y B
A7 71 |show install package I Ed By e P e N D a v B L%
e
A7y 72 |Indtall add? F— b ST S URL ZWE L ET
AT 7 3 |ingtall add rpm-packagename Theingtall add =~ > FiF. B—HA 2 FL— 5

NAZAETNE, Ry RT—7 =Ry =
TryANEar—LET,

1

WIZ, Chef RPM 27 77 4 72T HHl2~mLET :

switch# show install package
switch# install add ?

WORD Package name
bootflash: Enter package
ftp: Enter package
http: Enter package
modflash: Enter package
scp: Enter package
sftp: Enter package
tftp: Enter package
usbl: Enter package
usb?2: Enter package
volatile: Enter package

switch# install add
bootflash:chef-12.0.0alpha.2+20150319234423.git.1608.b6ebl0f-1.e1l5.x86_64.rpm

(44 # A REEH S

uri
uri
uri
uri
uri
uri
uri
uri
uri
uri

100%

Install operation 314 completed successfully at Thu Aug 6 12:58:22 2015

RDEZRY

Ry lr—=2%T 77 4 7AETDH N TELD, Ny =07 77474 (12°—2) 12

BE)LE9,

\)

GE) RPM R —TOBMET 7T 4 7 ki, RO 1 DD a<wy RTCETTEET,

switch#

install add bootflash:chef-12.0.0alpha.2+20150319234423.git.1608.b6ebl0f-1.el15.x86_64.rpm

activate

Y—F—Fq87FUr—var I
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NVIrT—SDT U T14714k

1R BHHEIIZ
RPM IZEHFIZIBM L TR LENH Y £,

Y—RR—F187TYr—vay |

FlEDBE

1. show install inactive

2. ingtall activate rpm-packagename
FIEDFEHM
FE

AT REEET7TIV 3y Br
AT 71 |showingtall inactive BMENTHWTYH, 7277 4 7fbE&R TRy
=DV A NEFRRLET,

R w 72 |install activate rpm-packagename N r—hkT 77 4 7L LET,

il
RIS, Nor—=2T 774 76T 2602 RLET

switch# show install inactive
Boot image:
NXOS Image: bootflash:///yumcli6.bin

Inactive Packages:
sysinfo-1.0.0-7.0.3.x86_64

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
Available Packages

groups-rep

patching

chef.x86 64 12.0.0alpha.2+20150319234423.g1t.1608.b6ebl0f-1.el5 thirdparty
eigrp.l1ib32 n9%000 1.0.0-r0

o

sysinfo.x86 64 1.0.0-7.0.3

switch# install activate chef-12.0-1.el15.x86_64.rpm
(#4444 44444] 100
Install operation completed successfully at Thu Aug

N r—CDETYT1471E

FIRDOHE

1. ingtall deactivate package-name

. Y—RNR—F 4 ®W7T)r—> 3>

6 12:46:53 2015
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F IR D

FIE

nyr—vonk ]

ARV RFERFTIaY

B8

X w 71 |install deactivate package-name

RPM Ry r—V%IET 7T 4 7L ET,

il

RIZ, Chef RPM R r—V%IET 7T 4 7T 202~ LET,

switch# install deactivate chef

INY T — O DHEIBR

Ny lr—=V BRI DRNCHET 77 4 7 LET, IET 7T 4 THESHNIZ RPM Ny —2 D

1. install remove package-name

1R BHHIIZ
HHIBRECTE £,
FIEDHE
FED M
FIg

AU RFERIEFT7ZIIY

=)

R T w 71 |install remove package-name

RPM /R r— T Z IR L £,

1

WIZ, Chef RPM N 7 — T HHIRT A0 %27 LET,

switch# install remove chef-12.0-1.el5.x86_64.rpm

AR M= ILEFEAINYHE—DDRER

FIEDOEE

1. show install packages

Y—K—Fq87TYsr—var |}
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B :enroxs

FEDEHE
F|iE
AT RFERET7IOIY BRI
AT v 71 |show install packages AV AR=NLENTWERF—UDY A B FER
L7,
451

RIZ, A VA=A ENTNDE RNy —=VDY A M aRTRT L0 RLET,

switch# show install packages

HHOJ DR

FIEDHE
1. show tech-support install
FIED
FIE
AR RERERTIVa Y BeY
AT 71 |show tech-support install e SR RN LET,
!l

WROBNE, FEMn 7 2 RRT 5 GEEZRLTWET,

switch# show tech-support install

NYFT—DT7 v T L—FK

FIEDHE
1. A2 A bF—/V Bl package-name 7 7 7 4 _— K T v 77 L— K

. Y—RNR—F 4 ®W7T)r—> 3>
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Ryr—sansyvrL—k ||

FED FH 4
Fig
AV RFERIETIVaY B#
ATV T A A M—/ViBflpackagenameT 7 7 4 X— K T v | RNy r—T 52T v 77 L—RKLET,
T L— R
451

RIZ, Nor—=V%T v 77— R 56 2RLET

switch# install add bootflash:bgp-1.0.1-r0.1ib32 n9000.rpm activate ?
downgrade Downgrade package

forced Non-interactive

upgrade Upgrade package

switch# install add bootflash:bgp-1.0.1-r0.1ib32 n9000.rpm activate upgrade
[H#e##d#44 S HHHSHHHHH] 1003

Install operation completed successfully at Thu Aug 6 12:46:53 2015

NV FT—oDEITL—F

FIEDHE
1. A2 A ~h—/V B/l packagename 7 77 4 X— K X7 7L — R
FIE D
FE
ARV KRFERRETI VY B#Y
ATYT1| A A N—/L BN packagename 7 7 7 4 X— Kk H | Ry r—Vhk X7 7 L— R LET,
v =R
£l

ROBNZ, Ny r—V% X7 7 L— T 55 EEZRLTVWET,
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