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FORIZaA—PF—H L XAV = R EFENE T, 2—PF—H N AT — NiL, BRI 1t
ADEFEITENANRZATEH-0I1Z, By a s Cookie TSN ET, v a3 Cookie 2%
Bt DERIZE TN T RWIEARIL, Blot® v 3 v Cookie BMLETH Y, RBiE7 vk R
FoTitanE T, BV e AOARMNERFEHEZRTHAZ LT, T ADY—F 12— R
R CX ET,
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GE)  nxapi_authcookie |3 600 (1043) THIRRGIALICZAR Y £9, ZOEIFEESNATEY, KT
TEHA,
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(X)  NX-API (X, AA v F LD Programmable Authentication Module (PAM) % L CREFEZFTUV
9, cookie ZfiH L T PAM OFRFEHZ S L. PAM OAMEZJHD LE T,
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Cisco Nexus 9000 > — X 2 A v FDav K, av K ¥A47, BIOHIZ A 7%, CLI
% HTTP/HTTPSPOST DA LIZ Ty a— RT5Z LIk, NX-APIZ#EHLTCTAODEINET,
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CE) NX-APLJEZE a— ROFEMIZHONWTIE, NX-APLSEa— Rk 342—) 2L TP
AR

NX-APICLI X, ©—H /)L 7 7B Ak LTILIT 74V F THECR>TnWET, UE—Fh
HTTP 7 7 & 2%t L CIET 7 40 k TENZ 2> TWET,

WDOFHNE, NX-API CLI 4k L CEEdh 4 5 kA2 R~ L TWET,
P LB —T oA AEENTLET,

switch# conf t

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config)# interface mgmt 0
switch(config-if)# ip address 10.126.67.53/25
switch (config-if)# vrf context managment

switch (config-vrf)# ip route 0.0.0.0/0 10.126.67.1
switch (config-vrf)# end

switch#

NX-API nxapi #§aE % A2 L £ 7,

switch# conf t
switch(config)# feature nxapi

WOMEE, VIZTANEFDL AR A% XML ER TR LU TWET,
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FR:

<?xml version="1.0" encoding="IS0-8859-1"?>
<ins_api>

<version>0.1l</version>

<type>cli show</type>

<chunk>0</chunk>

<sid>sessionl</sid>

<input>show switchname</input>

<output format>xml</output format>
</ins_api>

<?xml version="1.0"?2>
<ins_api>
<type>cli show</type>
<version>0.1</version>
<sid>eoc</sid>
<outputs>
<output>
<body>
<hostname>switch</hostname>
</body>
<input>show switchname</input>
<msg>Success</msg>
<code>200</code>
</output>
</outputs>
</ins_api>

WDOHNL, JSON FERDER & Z DA E R~ L TWET,
TR
{

"ins api": {
"version": "0.1",
"type": "cli show",
"chunk": "0",
"sid": "sessionl",
"input": "show switchname",
"output format": "json"
}
}
YA
{
"ins api": {
"type": "cli show",
"version": "O0.1",
"sid": "eoc",
"outputs": {
"output": {
"body": {
"hostname": "switch"
} 4
"input": "show switchname",
"msg": "Success",
"code": "200"

NX-API CLI O .
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6=

=P —FHIFRL LD ETDHLRML, ROL IR T — A vE—U0K 12 K Z L IZRR
SNDHEVOIBERORMENH Y 7,

user delete failed for username:userdel: user username is currently logged in - securityd
ZOMBIL. NX-APIZ /L CAAS vy FlZn 7/ v LTnbha—F—%HIRL LS & LchE
IZRETDARMESRDY £, Z0HE, ROoaxr Fe AN LT, kica—F—orn 77
v b ERITLET

switch (config)# clear user username

D%, 22—V —OHIRZBRIT L E T, BEERZ R THRIEP MR L0613, Cisco
TAC ~BWEbLEIZ S0,

NX-APl CH#EEZ root [C T XA L—2 309 5

NX-API Cl., EHE 22—V — DR root 77 B ZADKHERICZ A L— a3 > TXF7,
UUTix, MERZ AL — a2 T 520004 R4 2T

« FitE% root ICZ A L —2 3 U TCELOIFERE L —F —DHTT,
s 100t ~NDT AN L— 3 VNFI/NAT— R CREINLTWET,

KOHNT., EHEOHEREZ oot |IZZ AT L —a 035 5EE, Z AL — a3 L 2RT A
FiEERLTHET, rootiZ72-> T, whoami =~ > K& 3745 L admin & L TEREN
HZLICEBELTLIEE Y, #2771, admin 77 7 > MIIE$_XTD root HERNH Y 4,

DB

<?xml version="1.0"?>
<ins_api>

<version>1.0</version>
<type>bash</type>

<chunk>0</chunk>

<sid>sid</sid>

<input>sudo su root ; whoami</input>
<output format>xml</output format>

</ins_api>

<?xml version="1.0" encoding="UTF-8"7?>
<ins_api>
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<type>bash</type>
<version>1.0</version>
<sid>eoc</sid>
<outputs>

<output>
<body>admin </body>
<code>200</code>
<msg>Success</msg>
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</output>
</outputs>
</ins_api>

2F&B DOH

<?xml version="1.0"?2>
<ins_api>
<version>1.0</version>
<type>bash</type>
<chunk>0</chunk>
<sid>sid</sid>
<input>sudo cat path to_file </input>
<output format>xml</output format>
</ins_api>

<?xml version="1.0" encoding="UTF-8"?>
<ins_api>
<type>bash</type>
<version>1.0</version>
<sid>eoc</sid>
<outputs>
<output>
<body>[Contents of file]</body>
<code>200</code>
<msg>Success</msg>
</output>
</outputs>
</ins_api>

NX-API a7 > K
WORIZY A FEINTWSCLI 2~ REHAL T, NX-API ZHZNI L CEHETE £7,

=R 1:NX-APIEEIT U R

NX-API &< K A
feature nxapi NX-API = H b L £,
no feature nxapi NX-API % 20k L £ 9,
nxapi {http | https} port port R—hZfEELET,
no nxapi {http | https} HTTP / HTTPS % fE2h{b L £ 7,
show nxapi A b EREAEFRE R R LET,
GE)
['show nxapi | =~ > Ri&, network-operator =2 — /L
AEAEAEE M E TR LEEA,
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NX-API EEa< >k B
nxapi certificate {httpscrt certfile | |7 v u— REHEELET :
httpskey keyfile} filename ) ~
« httpsert M EE SN TV DA D HTTPS fEAE,

» httpskey 2348 E STV 554 O HTTPS F—,

HTTPS FEIEDHI
nxapi certificate httpscrt certfile bootflash:cert.crt
HTTPS F— D :

nxapi certificate httpskey keyfile
bootflash:privkey.key

77 A NHINAT L— X nxapi Wb S LT R F — 2] U C NX-APLGERAE A 1
certificatehttpskey keyfile password | 2 p—, L L5,
GE)

et SNIWE X —Z2 5T 20D T L—X
Id pass123! T,

1)

nxapi certificate httpskey keyfile
bootflash:encr-cc.pem password passl23!

nxapi certificate enable REREEZAEME L £,
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nx-apigEav ok

NX-API EEa< >k

Bl

nxapi certificatetrustpoint <trustpoint
label>

CiscoNX-0S U U — 2 102(3)F LA TlE, FT A FaRA
v b AT TR LTNX-API DFEHEEZ A R —
N9 50y, CAREHEZMATE S X212 £ LT,

GE)

« RANCFEEL A U AR— M5 K91 crypto ca
import k7 A NARA > M EFKET HI21E,  [Cisco
Nexus 9000 Security Configuration Gulde.ﬂ i 3
TSN,

< HALE, O T pkesl2 FEHED A R — F D
HPPR—FEINTHET, NX-APIFEHEZEDOA %)

MMXAHﬂ%i®k§zkf4yb&NXAmﬁ
MO SUDLFA AICHE CTh D | Ak iEI
TAEHE/F—N EEX SN ET,

« NX-API GEBHEDOH N TH AR — F 5 REE/
F—DO KA XL 8k TT, YA XM 8k X
DA%, NX-APIGERE R 7 X FaRA > b &HEH
LCRE#EEZ A VR—FLET,

« T ANEAL U AT T &ML TNX-API T
H AR NFEE AR E L7256, reload ascii 2~
VREANTHE, RENKDNWVET, T 74V
k@ day-1 NX-API fEFAEIZRE Y £97, reload ascii
aAv Y REANTLE A4y FRIe—FRan
F7T. AA Y FRHFOESR) L7256, NX-APLGEHE
FIARRA L FORELCHRET DLENDHY
*7,

« Cisco NX-0S VU U — 2 10.3(1)F LAFE Ti%. ASCII b
FARKRA MU r— RO R—FREBIMEINT
WET,

CHBUEDFATa L 7 4 Falb—a il b T A MR
A v hEA VR =P ENIGEREREZEN TR
W, A=y harT7 4 Fal—valhT
A RARA > b Teryptocatrustpoint] OYERLAE £
TWAEES, a7 4 Falb—y g VEHITRK
L %7, <trustpoint name> " ¥ & T "nxapi certificate
trustpoint<trustpoint-name>"CLI Z &R L 7, ~ 7
A MARA 2 SBELE LRWVEEIE, BN R T A
FRA L M ERERR L, GEHEZ A VR — F T 5%
TR H Y F9, <trustpoint-label> ",
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Bl

nxapi certificate sudi

Z® CLI I, Secure Unique Device Identifier (SUDI) %
R L TT A A LIRS o Fika Rt L7,

ngmx @ SUDI ~— A DFEFEIX, CISCO SUDI #E#iLod =
Yhe—=JilkoTEHSNET,

SUDI %, X.509v3 FERA&EIZE £415 IEEE 802.1AR #EHiL
DX 2T 731 ZFHBIF T, CiscoT /3A A D LGk
BIF LU T NE T EHERF L ET, ID ITRLERZ 58
. APZERIFTRE 72V — RRERERIZ D72 v E T,

GE)
* NX-API 7% SUDLGEMi & &2 T 256, 77 7
Y oeurl R EOY—RKR—F 4 T U r— g
MOIET /A TE EHA,

+ Inxapi certificate sudi| 1%, FXE I TWNDHELAIC
T AL LFEAE/F—% FEE L, A X LAGERE/
XF—Z IR T HIEEZH Y XA,

+ [nxapi certificate sudi] & [nxapi certificate
trustpoint] & [nxapi certificate enable] 3FH A IZHE
A TH Y, —HERET DL H I —HOREN
HiR S ET,

NX-API (%, SUDIGERAESR—Z2D 7 4 7 Mk
BHERFEE YR — L TWERA, 7747 1
REERGEN L ERGEIE, TAT T 4T 4Gk
AELFEHTOMLENRDHY 1,

NX-API ZEW]E CLI 1% show run O H HITAE(E L7
Wb, BIfE, CRIm—/L 8y 7 OEATE. Tnxapi
certiﬁcate sudi)] 7 arTEEXINBEDA
Z LFEHEIZRED 8 A,

.

.

Cisco NX-OS U U — 2 10.5(2)F LAF&.  [nxapi
certificate sudi] % Cisco NX-OS A A v F @ FIPS
ET—RTTry 7 ENET,

no nxapi certificate sudi

ZHIT LY, SUDI MERIZ/AR Y . NX-APLIZIZT 7 +
VOB CEATEHENMB L E T,
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nx-apl oo K

NX-API EEa< >k

Bl

nxapi ssl-ciphersweak

CiscoNX-0S U U —29.2(1) AR, 8517 7 4 )V
N CENZ 2> TCVET, Zoa~vr REFETT5H L,
T 7 AV N OBENETL IHL, NGINX QWK 523
R E£4, ZOa<r RO no BRAHHT5 &,
TI7HNMIERINET (F7 40 M T O
XN £F)
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NX-API EEa< >k B

nxapi ssl-protocols{TLSv1.0TLSv1.1|Cisco NX-OS U U —Z 10.2(4)M LA, TLSv1.3 73 Cisco
TLSv12TLSv1.3} Nexus9000 > U — X 75 h 7 4 —2h AL v F THR—
FEhTnEd, Zoavr REETTLE, XFHIT
BEESNZ TLS X—T 3 UBNENZ Y £, Cisco

NX-0S U U —293(2) AR TiE, TLSVI.2 DHNBT 7 +
VR THMZ 2> TWET,

Zoa<wy ROn BERXEMHEHTLDE, TLS N—T g v
WT T4V R N=Va MNIERERET,
« FFED TLS N— 3 U EANCT A8, Th
FHDOTLS A= a v DHhrisELET,

72 & 21, TLSVI3 N MELREAIE, koa<w KN
AL ET,

switch (config)# nxapi ssl protocols TLSv1.3

« R DOBPETH T EHNED - DI DO TLS N — =
CVERANIT AEGATE, AR — ST TRER
FTRTOTLS N—Va VY EELET,
IR L ET,

e TLSv1.1 ~ TLSVI.3 NMERIGEAIT, kD=~
UREMFEHLT, HERTXTOTLS N—T =
YEAMZLET,

switch (config)# nxapi ssl protocols TLSv1.2
TLSv1.3

o B HHMENVERGAX, ROa~ s Rafl
ALTEDOAR=V g v LET,

switch (config)# nxapi ssl protocols TLSv1.2

GE)
o TALHEHMED - 12, TLSv1.2 B L RTLSvL.3 &1
AT a8 LFET,

switch (config)# nxapi ssl protocols TLSv1.2
TLSv1.3

ROGEEFNZLET

« TLSVI3 Z&RET DA, TLSvI3 ZH AR — 5%
eI ==L 7 T4 T FOFFHEEZWRGEL
i‘a—o

« NX-API ¥-— Millo> SUDI FiFBAE (X, TLSv1.3 TiX
PR—FENTHEREA,
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nx-apigEav ok

NX-API EEa< >k

Bl

nxapi use-vrf vrf

57 #)V k VRF, E¥ VRF., F7-134Hiff% VRF Zf5
ELET,

GE)
Cisco NX-0S U U — 2 7.03)12(1) Ti&. NGINX |% 1>
D VRF TOHY v A LET,

system server session cmd-timeout
<timeout>

Cisco NX-OS U U — 2 10.2(3)F LLF&, NGINX H—/3—
T, I~ FEFERITTIEDDT T H NV DHA LT
U MESHTT, 2—HiE, RBISLT, BLYa~v
¥ ROFEATIZO N BREMIZIGE T, XA AT 7 M & 60
B (143) 225 3600F (1KH]) OIEEOHEICHEST Z
EWTEET,

ip netns exec management iptables

T B ARRBEFEE L, EH VRF TEITTEET,

GE)
F%HE bash-shell ZHZNZ L TH 5, Bash /L =
~ U REFATT LM E R H Y £7°, Bash ¥ = /LOFEH
IZOWTIE, Bash DFEAZSR L T E 0,

Iptables (%, RNV v —F =—CZFHLTrT 7 4 v 7
AR EII T ey s Bavr RIA4 Y T AT
UA— N 2—T 4 VT 4 THY, 1TEALEDYA, Linux
FAARN I Ea—Ya il F VA VA =L ENTWE
7

GE)
iptables 73 bash ¥ = /L CAEHE SN/ L X2, Vr— &
% iptables Z K 9 2 HEOFEMIZOWTIX, [ %
ZHLTLZE, U a— RNHT Iptable % 7kt 35
(31 =)

nxapi idle-timeout <timeout>

U U—2R93(5)LIETIX, 7 A K/LIRAED NX-API & >
Ta VNN D E TORERETEET, BET
X DT 1 ~ 1440 53 CTF, 7 7 4/ h OFE[IL 10 43
T9, 774N MEIZETIZIE, Zoa~<w>y RO no
A& H LEJ, nonxapiidletimeout <timeout>

wIZ, SUDI @ NX-API H A1 o# %~ L £,

switch(config)# nxapi certificate sudi

switch# show nxapi

nxapi enabled

NXAPI timeout 10

NXAPI cmd timeout 300
HTTP Listen on port 80
HTTPS Listen on port 443
Certificate Information:

Issuer: issuer=CN = High Assurance SUDI CA, O = Cisco
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Expires: Aug 9 20:58:26 2099 GMT
switch#
switch#
switch# show run | sec nxapi
feature nxapi
nxapi http port 80
nxapi certificate sudi
switch#

WIZ, NTAIRA L FOREFIZRLET,

switch (config)# crypto ca trustpoint ngx

switch (config-trustpoint)# crypto ca import ngx pkcsl2 bootflash:server.pfx ciscol23

witch (config) # nxapi certificate trustpoint ngx

switch (config) # show nxapi

nxapi enabled

NXAPI timeout 10

NXAPI cmd timeout 300

HTTP Listen on port 80

Trustpoint label ngx

HTTPS Listen on port 443

Certificate Information:

Issuer: issuer=C = IN, ST = KA, L = bang, O = cisco, OU = nxpi, CN = %Susername%@cisco.com,
emailAddress = %username%@cisco.com

Expires: Jan 13 06:13:50 2023 GMT

switch (config) #

switch(config)# show run | sec nxapi

feature nxapi

nxapi http port 80

nxapi certificate trustpoint ngx

AN, HTTPS fFFAED ER 2T v 7 a— RKOBITY

switch (config)# nxapi certificate httpscrt certfile certificate.crt
Upload done. Please enable. Note cert and key must match.

switch (config) # nxapi certificate enable

switch (config) #

)

CE)  FEAEFZAMCT LN, EHEL X —2RETILENDH Y 7,

AN, HTTPS $— D EF T v 7 a— RO TT

switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key
Upload done. Please enable. Note cert and key must match.

switch (config)# nxapi certificate enable

switch (config) #

WIZ, B b S 72 NXAPI — R —3EEEZ A VA =T 5 HEOFIZRLET,

switch (config)# nxapi certificate httpscrt certfile bootflash:certificate.crt
switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key password passl23!

switch (config) #nxapi certificate enable
switch (config) #

HROUZ K-> T, GEHEPER THLH L 2R T oI — A vt —VRFRENDLZLBHY £
R

switch (config)# nxapi certificate httpscrt certfile bootflash:certificate.crt

Jl NX-APICLI
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NX-API R4 v 554547 2z ko [l

switch (config)# nxapi certificate httpskey keyfile bootflash:privkey.key

ERROR: Unable to load private key!

Check keyfile or provide pwd if key is encrypted, using 'nxapi certificate httpskey
keyfile <keyfile> password <passphrase>'.

Z D%, filename passphrase Z il L THi5{bF— 7 7 A VDA T L— X% fRET DHME
MY F£7, nxapi certificatehttpskey keyfile password
INBMEDFRKTH D56, iEHFEZEFIZA VA =L TE 53T TT,

switch (config) # nxapi certificate httpskey keyfile bootflash:privkey.key password passl23!
switch (config) # nxapi certificate enable
switch (config) #

NX-API R LT=4M V259747 a3 FDEE

Mo~y ORI o 7 FEEHICL, =T —a— 50010k 2 %4 L7 0 b ZEkE
HI2iE, dEE o~ ROFNZ[IREKD dont-ask (terminal dont-ask) ] ZBMML £, %f&E
A, BHOXER T FERYBICZIE, ZNEND, 1TH—DOTF7 7 LFTHENLTVE
b@‘o

TT7— a— K500 COXA LT D NZEEGEET S 720ICHARD dont-ask 2 H T 5 %560 =<
Y ROBZ N ONRITRLET
terminal dont-ask ; reload module 21

terminal dont-ask ; system mode maintenance

NX-AP1 V S5 4 7 > hEEGE

NX-AP1 U 54 7 > b ERFRELE

NXAH7747/Fi SSL/TLS %I L= FEARFRFEZ I L CTAA v F £ NGINX +—/_T
PAECE T, ZORGESIRNIE. AL v TFOT—F_R—RURFEEIND =P —Z L RAT —
REWERRT D2 & THR—PMENET, NX-APIZ T4 7 b, BEEREBET D & &I,
A—P—Z L RAT— REEGTeHello A vE—V A2 EELET, 22—V —£ LA TU— KRF—
B R—=ANIFET DA, A v T 7 v X —%2 G Hello)bE 2 BETHZETINELET,
ZORMDONY R A INETTHE, BEEyaryBlE, 77472 MIAAL v F~
D APl 2—/VOEFEERBTEET, FFMc VL, EX=2V 71 3—=Y) &ML
TLEE,

A A /%T@:L""H“’“Zl ERAT — Eﬁ{ffﬁk FEAGRFED uﬁflﬁmﬂ:/)b‘fﬂi\ Cisco
Nmm%va~XNxo&t#;)74%WW4h%ﬁ%bf<téwo

NX-API DY 54 7 > ~EEBAERREE

NX-0S 9.3(3) LABE, NX-APLIXZ 74 7 > FisBAbGET 2 REMHN— A OFRREL VAR — F LT
£, FEAER—ADFRIETIL, TLS N> Ry = A ZHFICEHETE 2&E. % 0 &iH
(CA) ZHEHLTCIIAT Y F eV —R—DliFEZMEICEIET 22T, EX2 VT 4%
L LET, FEAER—ZADOFEIAETIE, NX-0S A v FIZT 7B AT H-DD~ 2 U iBiEE
FT< . AMIC X DFEEED FTRE T,

NX-APiCLl [
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NX-API CLI I
B sssmranss

774T/F£%Em£i\ﬁ@@CA(%ﬁ%)%ﬁbf%@%f%ﬂ\NXMH7?47
%ﬁéﬂfwéxw9$Lﬁ%%%@mbf%ﬁ~béniﬁoﬁ%%@\%Nxmq
n~#~% DUTHNET,

NX-API 7 547> b Hello A v E2—T % H L CEREREZBGT S &, —/3—0 Hello
WWEIZEZ R CADY A RGO LNET, 7747 FOIGEIZIEZ. NX-AP1Z 74 7 b
DEH L CWDEED 22— —ZOFEAER Y, BINOBEREZENEENE T,

NX-API 7 74 7 > MIERFEGE, EHEREOWT N ZHEHT D L5 %W#é*kﬁ
EF9, FIFEHAELELET DI L OO0, FFHERE RV T & 2 WIEA 1T AR
Tr—NNRNo I FTHLEICERETHIELTEET,

FEFIEEHINEE
FAEAERRREIC IR OIFEEFHE L HNFERH Y 7,
eNX-API1 Z S5 AT ¥ MZIZ, 2—HLH LR T— FERETALENHY FT,

NX-API 7 S5A T heAAL v FIE, 7NV ITT L) 7 R— NTHTTP 24 LT
%ﬁbi# T A E D D720, HTTP X O R — F THHR— & Ed, 7277
BIoR—FERETEET,

7 T4 T v MEAERGED Python 27 ) 77 4 VIR R— &R TWET, 7947
v NEAER SR T L= X TR L ST D56, python |3/3A 7 L— XD A J) % IEH
WCESRLE9, 72720, PythonERT A 77 U OHEDHIRIZE Y, RATL—X%E 27
U7 MIETZEIEITEERA,

NX-AP1 7 A4 7 hEAAL v T, FILRTZA MRS bEHRATILNERSY 7,
PR—FEND T A RA Y FORREIE, ZAA vFTEI1226 T,

EIETXACADY A NI, T _XTONXAPIZ FA T FeAAL v FTRILTHDYE
NHYFET, EHEHTEXDCADOEMDY 2 MIPR—FENRTWEEA,

FERAERRGEIL. NX-API > RARy 7 AT R—F SN TWERA,

WDOFEMIZE > T, NX-API V> RARy 7 ANRAAL o FIZa— RENDIZNE I DRRFED
i—a—o

*NX-APL %> FAR v 7 2%, FLEPRESHL TV LHEICOHn— RS ET,
nxapi client certificate authentication optionalno nxapi client certificate authentication

* NX-API > R v 7 R1%, BGOSR H 727 74 7 v bEAEN 7 7 v HFIC
TR SNARWVIRY . BLOGRGEEE— FE2r— L&A, dricttwo-step

AA  FIZIE NGINX = =1 AAENTWET, EHED T A FKRA > FRRES
NTWDHA, FEHERDY A b (CRL) N1 ODFTF A RRA L FDIITA VA =)L &
NTWDHEE, NGINX OFIRIZE Y NX-APL 7 74 7 o FiEAERGHIAR L £, &
OfIRZERET 5121F, T XTORF A RARA  MICRL i E LET,

AEIE TIRYIAIC e 72 D) | %@@h’ﬁot@?éﬁ%ﬁﬁ%D\CA(%3%%%
A ) X - TRIESZ CRL ORI B L G X DR DY £, A v F
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NX- AP|0)7 7’(7./ '“HIEEEE:ILHIEO)HU;E 1¢ .

WA CRLZHERT 2 L9127 HI01F, FESNTNDETRXTO T A KA Y BT
MFTCRLEA VA =L LTLEEN, FTARRA Y MZE > TIREAZENEL L 22 0»
AR, ZEOCRLEAR, A VA M—/b, BLOEFHTLHIMLERNHY £3, =& 203,
BT 1 [E7Ze 8T,

W5t CLI 24/ L CCRL Z BHT L2, 31T L T, B L < B S/ CRL % i
L %9, nxapi client cert authentication

NX-API 7 54 7 v FEFBAESREEN AN 2> TWDH EXITASCIL Y o — RA AT 58
Ak, UV e— RO TRICEZRITT 2452 H Y £9°, nxapi dient certificateauthentication

AE /S A IERERE 2 CARE E TR T LT DO RBERDH D £,

TLS IR S b h— N—GEEIZIX, extendedKeyUsage 7 1 —/V RIZH— N —38GiE B
7 (OID 1.3.6.1.5.5.7.3.1 ®id-kp 1) 2NHE T,

TLS HICHREND 7 T4 7 » FEEEIZIL, extendedKeyUsage 7 o — /L RIZH—/3—3
ﬁﬁ%(MDLMH55B2®MMH)#M%T?

ZOBEIX. CRL GEAEZLGY A M) 2V R—rLET, T T4 ViFHEZT—F X
7o bzt (OCSP) FYFAR—FINTWEREA,

+ [NX-OS Security Guide] DEMDH A KT A > EHIRFEIZHE S T E S0,

° nﬁﬁikgzﬁmunE@ﬁﬁﬁ%{iﬁﬁ Lij‘ EHTHZ LT, nﬁﬁﬂii))ﬁ%ﬁ‘@fimffx
FEINTHETH, ELWVWa2—F—L 2T — RPRNEITR Y £,

P —R—DAF =T EREZRL DT R TCOZ—Y =BT I A TE A0, W&
—IREIz L TR E £9,

CRLIZH R CAMNLF U — KL, HITOREBIEOMLERH Y £9°, #\> CRL
X2 UT 4 ) RATICORNDLAREMNH Y £3,
T A RKRA Y D ERFOIREBIZHR DS, FT A MKRA VM EFITRELENFEHER
AFFEREICIN 2 BT AR, EEiSnalHmz Ve — R 572012, ZOEEE IR
BINCT 4 =T M L T HEA X —7 M LET,

« nxapi certificate httpscert certfile bootflash: = #1Li% Day-1 D HlIfE T9,

* [NX-API Management Commands] % 1 'C, =~ >~ K nxapi certificate {httpscrt certfile | httpskey
keyfile} 7 7 A VA DEE ., YAR— FEid certfile DK YA XL 8K Aii T,

NX-API D 54 7 > FaEFAE R D RRE 4
REISRRALZ BT DRI, AL v F CROBIEE FATHA T 5 = L ZHER LT EEW,

L. 7747 b Ca—HP—ZLRRAU—REERLET, iz T, [2—¥—T%
72 B IXORBAC O] 22 L TLEEN,

2. CA (FFARERAL M) & CRL (FFETHEE) ZHERLET,

NX-API CLI
I .hlﬂll



B var 55470 ramEREosR

NX-APICLI |

FIZRRA Y ML o TR UEZAHAENRNESIZ. FT A MRA U R T EICZEAOCRL

AR L £

FEAMZ OV T,
7230,

NX-APl 7 5 4 7 > FREBAE R DERK

FIEDHE

F IR D FH

FIE

vy FEHEH LT, NX-APIGFFAESRGIZ R ETX F 1,
munEjj{ﬁzf%Uﬁl]—g—éﬁ%UBEj—7 =] /%"j‘j‘*‘ k Li‘?‘

I%. nonxapi client certificate authentication Z il L THEMNCT 5 Z ENTE ET,

o< KT,
Z DFRE
NX-APl 7 5 A4 7> N OIFBEIF 2 E

1. ZOBEREDRITRSLMUENH - SN TWVWD Z & &R

2. configterminal

[CiscoNexus 9000 > J —ANX-OSHFx =2 U TFT 4 REHA K] &ML <

nxapi client certificateauthentication

THITIE, ROFNEZFEITLET,

LEJ,

3. nxapi client certificate authentication [{optional | strict | two-step}]

ARV RFERETIVa Y

El:5)

ATy T

Z DOSREDRIHRRME M- SN TNWD T & 28 L
£

INX-API 7 Z A 7 b EFFAEZREE O RiTTE S
(17 =) | L TLITEEN,

ATvT2

config terminal

1

switch-1# config terminal

Enter configuration commands, one per line.
with CNTL/Z.

switch-1 (config) #

End

a7 4 F¥al—arE—RIADET,

ATvT3

nxapi client certificateauthentication [{optional | strict
| two-step}]

il -
switch-1# nxapi client certificate authentication|

strict
switch-1 (config) #

Jl NX-APICLI

{k@b\jﬂﬂﬁ)@%_ }‘Tuft%iwuuft%f/rz 7/1/@
LET,

«optional I%7 74 7> FEEHEAZER L £,

I ITAT P PREAEERMET L, 7T
A7 b LY — S — ORI CHERGENTH
nET,

7 ’74’7‘/ M 7RG A e L7255
= N FILIJ iﬁiﬁ&b %ztzum uJ‘_E/\@7j_P_‘/I/
/\/7 FHThbnEE A,
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sEREZIEAO Python 25 U 7 Bl ]

ARV RFERFTIVaY =)

VT ATV NPFEAZEEZ UL L WS
FARIE i%z'xmuuﬂ:. (:L'—"j-“—% ENAT —
R) 27+ —n_y 7 LET,

-am17?47yhﬁ%%®@%%ﬁﬁmb
RAEDT=ONZH N2 7 T A4 T 2 FFEHEZ 4R
THLENHY £,

* two-step | I, EEARRRGE 3 & RE ERRGE S oD
WS 3BT 2 BERERRGIE 2 AN LR T

GE)

AA v FITF T A RRA 2 FBRE S TR
BlE, ZOKREEZA X—TMITES, AL v FD
BEIZT T — Ay bE—UNRERINET,

No trustpoints configured! Please configure
trustpoint using 'crypto ca trustpoint

<trustpoint-label>' and associated commands, and
then enable this feature.

_IEEE = l:uL.\nIEFﬁo) Python Zg 1) 70 I‘O){Ej

ROBNX, BEEHDOZ 747 FEAEAMH L7z Python 27 U 7 &R L TWET,

import requests
import json

wun

Modify these please

switchuser='USERID'
switchpassword="'PASSWORD'

mgmtip="'NXOS MANAGEMENT IP/DOMAIN NAME'

client cert file='PATH TO CLIENT CERTIFICATE'
client key file='PATH TO CLIENT KEY FILE'
ca cert='PATH TO CA CERT THAT SIGNED NXAPI SERVER CERT'

url='https://' + mgmtip + '/ins'
myheaders={"'content-type':'application/json-rpc'}

payload=|[
{

"jsonrpc": "2.0",

"method": "cli",

"params": {
"cmd": "show clock",
"version": 1

}I

"id": 1

]
response = requests.post (url,data=json.dumps (payload),
headers=myheaders, auth= (switchuser, switchpassword) , cert=(client cert file path,client key file),verify=ca cert).json(

NX-APiCLl [
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B cvrazmzssos

VEIZRL T, A7 )P v E2EETEET,

« 7747 MERAERIEET— RZLoTE, A v F RAT = REXUEIZRET DT L
< (switchpassword=) N X/f ‘)‘9: /\07\7“—]\\‘7&%%\?%&'?—0

« optional B L W strict E— FOEE | switchpassword= [FZEHDE FICTEET, ZD
e, NX-APLIZ=2—W =4 L7 747 FEEDORIZESNT T T4 T M &R
AELET,

» two-step £t— KOS, /NATU— RBRNERTZ80, switchpassword= DIEEFEET 5
VENH Y FT,

*POST =2~ KT verify-False ZFXET H I & T, NX-API V— _OFEHENFZITH 5
T DWERENRANRNZATEET,

cURL ZEEAE ER DA
RIZ, NX-AP1 7 A4 7 > FRFEHDIE L < #id&E b 4172 cURL GEAEEROH 2R L £7,

/usr/bin/curl --user admin: --tlsvl.2 --cacert ./ca.pem --cert ./user.crt:passl23! --key
./user.key -v -X POST -H "Accept: application/json" -H "Content-type: application/json"
--data '{"ins_api":{"version": "1.0", "type": "cli show", "chunk": "O", "sid": "1",

"input": "show clock","output format": "json"}}' https://<device-management-ip>:443/ins

BXER

ROFIE, ZOERTHM SN DT A—=Z 2R L THET,

INTA—4H B
--user a—YpRa A T Ha—FLAEIG L ET,

Z AU, userert OHEA &R U TH DN
b0 ET,

Z—PF—D/NAT— RERETHICE, anm
VDRBRIINAT — RERELET, f: --user
usemame:password

--cacert NX-API % — _R—ZEBHEICE 4 LTz CA ~D /X

AEEHLET,

P R —FERAE A T D LEN WA,
(insecure) A 7> 3 % LT cURL % ¥5

ELE9, il /usr/bin/curl -k -k

--cert 7747 FiEHEFEASD AR L ET,
7 AT v NEAERE B SN TV D 5EE
X, 2 OBICAT— RERELET,
5] = --cert user.crt:pass123!

Jl NX-APICLI
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gm0 |

NS A—4H ERBA
--key 774 T v MEAEORME X —~D /XA EAH
HALET,
SERREERET D HRELE

ELLHERENTWDIEA, FEAERGEN T, NX-AP1 7 74 7> MIAAL v FIZT 7 &

ATEET,

NX-API 7 AT ¥ "hINAAL v FIZT 7B ATERWERIE, ROTA RTA N E->T T

TN a—T A TEITHDZENTEET,

FIEDOHE

1. 22—V —FH37 v F—0O T —5HERLET,

2. FFAEICED DN WIHER LTI E N,

3. =I7—2RAELIEELAEIX. nonxapi client certificate authentication . 412> nxapi client
certificate authentication ##1TL T, b7 A FKRA b, CA, CRL, F7-1% NX-0S FEH
EHEICXTAEEEZ ) e — R T5 X9 1Cigz 77 v 7 LET,

FlEDFEM
FE
ARV RFEEETIIa Y B8
ATV TN a—YP—F 37 vF—D T — %R L E T, WONTNNDOT T —NIAE L TWIEE

RAES Y F—lla—F AP HESNTED
T.ARRT v X —DRE STV

RNy XA —THRESN 22—V —NELL R
l/\

FLSNIASZ A N Y g

RN A —Da—V =2 L 7 T AT FFEH
EDCN 74—/ ROZ—PF—ZN—F L7320

FEH SN TWVWANX-APLFRUTE U T, FFED=T —
NEREINET :
« JISON/XML D3G4A. 401 Rl T— : =2—F—nH,
ONLRENWE T =N ELFET, wiICHlERLE

T

{11

"code": "400",

"msg": "Authentication failure - user not

NX-APiCLl [
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B vxaryozzrEn

ARV RFERFTIVaY =)

found."

I8

¢« JSON RPC 2.0 DE . —32004 Mah2p—H—4F
Rty T =Sk LR, KIS

L/i—g—o
i
"code": -32004,
"message": "Invalid username or password"
H}
ATy T2 FEPEICRRY BRVDHER LT 72 S0, WO %779 HTTPs 400 =7 — A HR L £ 7,

« BERNE T ITRBN LIZ 7 T4 T > RREE DR
SNTWRWVHER LET,

o« 2 v FITHRE SN TS CRL DAZhIFR )
TR WMEFE L F97,

Wil 2~ L ET,

<html>

<head><title>400 The SSL certificate
error</title></head>

<body bgcolor="white">

<center><hl1>400 Bad Request</hl></center>
<center>The SSL certificate error</center>
<hr><center>nginx/1.7.10</center>

</body>

</html>

AT 3| =T —nRELEEAIL. nonxapi cient certificate| fEIA EFRGEZ TN L TD . HERDICL £,
authentication ., Z#172>5 nxapi client certificate
authentication 247 L C, F7 A haRA > b, CA,
CRL. F7213 NX-OS i EREIC T 0L E 2 U
n—=RTL XL T T v T LET,

NX-API ) TR FEH

NX-API U 7 = A NEEFEIT, XML 7 #—~ v FE72IXISON 7 4+ —~ v FTT /3 AT &
NFEI¥, VI/IZAMOHTIP~v X —iL, VITZAMDarT ) XA T EiEBITIHIHLEND
D E9,

WOFRIZY A RSN TWD NX-API ERAZMFH LT, CLIa~ > FEREELET,

\)

G¥)  =—¥i2iE. [configure terminal] =~ K& FATT HHERNLETI, JSON-RPC 28 A E
KX DEGEE.  Tconfigure terminal] =<2 Rix, X v— FHNDO a2+ RREITINDHHIIZ
WICETINET,

NX-API CLI
2| I
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NX-API ) U TR FEHR .

% 2: XML E1=1% JSONFZ K D NX-APIBEREF

NX-API )Y T X FEFHR

BLL

version

NX-API X"— a3 U EHIRELFET,

type

FITTHa~r ROX A TEIBELET,
WDHEATDa<y RnHR—hERTHnET,
« cli_show
HiE (L SN E 72 CLishow =~ > K, 2~
Y RN XML /&3 R —h LTV RWgEAIE, =
F— Ay b—UREEINET,
* cli_show_array
gL S =123 B 72 CLIshow 2~ > K, show
a<y REM, di_show IZELTUVE T3,
cli_show_array #ffifH32 &, 7—XIIAFEIN[] T

BEENTZ1OOEZDY X MEFIFESIE L TRS
nEJ,

« cli_show_ascii

ASCII /178 8872 CLI show =< > K, Z Ui,
ASCI /1 & i3 2870 A7 U 7 M & —F L %
T, 22— =i, RPROEETBEfFORA 7 Y 7 |k
EEACTEET,

« cli_conf
CLIf =~ R

* bash
Bash =< K, 1F& A EDIEXFEF Bash =2~ K
. NX-API CHAR—F SN TWET,

GX)

e Ko<y R, BUEOZ—P —DHR TORIT A
HETT,

e Ao —U XA THNASCHDEA, ) T/A T H
ERYAR— FIEd, 123 XML EROSGE,
NRA TERAEFTFR— RS TnEtA,

e K10 OEEET S show 2~ 2 R R— 3 hT
WET, show 2~ FOEMN 10 2Bz 556, 11
FHUMOa~ RIZERSET,

cxEER o~ R R—F STV ER A,

NX-APiCLl [
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NX-APICLI |

NX-API )Y T X FEFH

Bl

Fx 7

—io show =~ > Rk, KEOHAZIETHERH Y %
T, T2 REERPZETIT DRI NX-API 7 Z A 7> b
NI DI ZBIAET 57212, NX-API i% show 1< >
rFoOWI1F v 7 YR —FLTWET,
WOFRE 2 HNETITEC TEET,
GE)

0 Fy I HNLERA,

1 Fx 7 7,

GE)
e F ¥ I Y R— T HDIE show =~ R7ZEIFT
T, —H#EODO show I~ KB ATTEND &, YD
a<v VU RETRF Y7 ENTIRENET,

eI A=V DA TV g . XML 720X
JSON T,

« XML 71 A v 2=V IBROGA< 213> EOF
BT, AR XML A v —VE KT H720
WCEHBESNET IZ<ICEHRENET> T > 10
BEhnEd)

XML SAX ZfEH LT, Fv 7 Shi=tti /%
TEET,

s BT A v =T ISON DA, F v o 7 HhE
SN THZRISONA T V=7 MERRSET,

GE)
F v T INEIN o> TWBEE, BIEYR— &N T
WARRA vy E—2 YA XL, Fv 7 Ho 200MB
<7,
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NX-API ) U TR FEHR .

NX-API )Y T X FEFH

Bl

2—/LNw 7

a7 4 X2l —3va Y CLLICH L TORAENTHY .,
show 2> RIZX L TIFATIEH Y FHA, =74
Xal—varao— ANy F7varsEEELET,
RONWTNINDOA T a v ZRELET,

» Stop-on-error : FANZ B L7z CLI TfEIE L9,
« Continue-on-error : fh> CLI Z M L THfT L E 9,
* Rollback-on-error : 3 A7 AFRTE & LLHIOIRREIZ 7 —

NNy 7 LET,

GE)
ANFESRIFEZAD XML £ 7213 JISON D4, m—/L3y
7 BT cli conf E— RTHEHTXET,

sd

oy a VIDERIL BWEAvE—UNRT 7 INT
WAEEILDBEHTT, Avb—YDROF ¥ 7 %
BT 21201, AIOIEA vE—Y 0 ¢sd & —FT 5 dd
IRETDOMLENH Y 7,

NX-0S U J—=x 9.3(1) TIE, SdA 7> 3 2 clear DNEA
INTWVWET, sdZ clear ITHRTELTCHLWF 27V
7T A MBI END & BIEDOTF ¥ 7 U7 A B
TARTHEE L ITEINET,

JEE T — N 429 2ZUMoTBE AT ¥ 7 V72 ROk
K#ut 2 TF, sidclear ZEH LT, BIEOF v 7 U
JTAPNEBRIELET, Sdclear ZFEH L2, BD
JIEEa—RIE, VOV 7 =X MIxLTEE B0 )
fELE,

NX-APiCLl [
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B vxaryozzrEn

NX-API )V TR +EFR B

input ANF120a~vy RERFESRDa~ > KT, 7272
L, B2 A=Y XA TIBTHa~vy RERIES
IRV FHA, =& 21X, show =< Ridcli_show
A=V ZATTHY, cli confE— RTIEHA— KX
NEE A,

6=3)
bash # &, o a~> FiE I TREIWET, (
X, H—07 707 XFTHLLERH Y 9, )

TT7—a— K500 THXA LT RLEWVWESIZ, a<w»
R ORIZHGA D dont-ask Z AL £9°, WIZHIEZRLE
7

terminal dont-ask ; cli conf ; interface Eth4/1 ; no
shut ; switchport

bash D4, B¥oa~r Fix ) TRV ES,  (;
WE—OT7 7 7 XFETHENLTWEREA, )

LIFE, #Hoa~y FoplTtd,
GE)

cli show |show version ; show interface brief ; show
- vlan

cli conf |interface Eth4/1 ; no shut ; switchport

bash cd /bootflash;mkdir new dir
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NX-API ) U TR FEHR .

NX-API 1) 2 TR FEFHR B

output_format ATFTRE/RR I A v v —VTERIIR D LB Y T,
G¥)
xml XML AR ELET,
Json JSON FER CHI I &2$aE L £7,
GE)

CiscoNX-OS CLIIZ XML i 1 #HR—Kr L TWE$, o
£, JSON HIZ XML )OI E 4, BHITA
A v TFTHREEEINET,

HEDOF ==~y REEHT 572012, ISON H i
HAOoEIZE>TRESNE T, HONIMB 2825
e, WA XML B CiRENET, HAnTF vy 7
SINTWDEGE, XML /OB R — FZvET,

HTTP/HTTPS -~ % —® content-type ~~ » Z —|%, JIH&
B (XML £7213 JSON) O X A T &R LET,

JSON-RPC N ANV 7 = A MEATHDEHE. IROFIZY A b EH TV D NX-API E5E % fif A

LT, CLLa<> F&EEELET,

% 3:JSON-RPC 5 XD NX-APIEREZR

NX-API )Y TR FEFH

Bl

jsonrpc JSON-RPC 7’12 h St )L D/R— g B HRET 5 304,
NR=T a3 0320 THDHZ ENVLETT,
method FEOVH S35 AV w ROLRTE & T SCF,

NX-APLIE, ROWFTNNEFAR—FLET,
e cli : show F- Ik a~ K
e di_astii : show £72 13z~ K, 74—~ v b
T

e cli_array : show =~ FEH, cli iIZEITWET A,
cli_array I37 —# 245\ ([]) THENTZ 12D
BEOVAN, DFEVEFIELTRLET,

NX-APiCLl [
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NX-API )Y T X FEFH

Bl

params

Ay ROMOH LIS SN T A = HZ fREF
oG L S T fE,

UTFTHREENTWVAHILENH D 9,
ecmd : CLI =< K

eversion : NX-API U 7 =& h D X— g kRl

= — LN v 7

a7 4 X2l —2 g3 CLIKH L TORENTHY .,
show 2~ RIZXf L CTIXERTIEH Y A, ke —
NNy 7 T a P IROWNWTNIDOA T a v BIRET
xF7,

« Stop-on-error : HANZRM L 72 CLI TfEIE L £,

» Continue-on-error : 8 L7= CLI Z# M4 L. o> CLI
AT LET,

« Rollback-on-error : o A7 LR TEZ LIFTOIRBEIC 7 —
NNy 7 LET,

TR

WERARGERR & Z DBEREMHEHT D&, A4 v FIT#EHAT
HENCa~Y RERFECE £, JAUTL D, BRELHE
M3 5H0c, REOEEM (WHERLNN—Fy=T JYV—
ZADF MR E) R TEET, 2 17

(Validation Type) ] Ra v 7 X2 U X NNLIRRESY A
TR L ET,

« Validate-Only : 3¢ E & fMaE L £ 923, sEFmEH L %
A,

* Validate-and-Set : 3% E Z FRAlE L, FREEDSEKE) L 7= 555
WIAAL v FICREEHEH LE T,

"7

RO » 7 2fECcE 4, 2Tk, Zory
I BRI TWAEE, thoBHx—T o FERIT
TarS5Iv S — sy MNIERELEETXEY AL

IIAT v MZEo>THSLEND AT Y a v O,
BEINTWAEAIE, XTI, £l 7203 null fE%
EMENS Y 97, HIT null 1272 52WE T T,
EIZI R E SO EHA, 2—F =D id T A —F %
BELrolzihe, —"—2V 7 A I RHR D@
HThHhHERRL, WWEITILERA, 787 A—FTid: 1
REDXIIITHRELET,
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NX-API L& E R

nx-ar sz ]

CLI 2= NIZISZET 5 NX-APl BHE AR DOEITRLET,

= 4:NX-APITGEESR

NX-APl [ B E &

8

version

NX-API R— =3 >,

type

ETTHavr ROZA 7,

sid

WEDY v g VT, ZOEFL, WEA =N Ty
VI ENTWDAGARICOREZTT,

outputs

TR_RCoa~vr KEDhEFETLZ 7,

D a~ 2 R cli_show F 721X cli_show ascii IZH HHA. &
avy FHEHR—DM A% 7 THENE T,

A v—Y ZA 7N cli_conf £ 7213 bash DA, cli_conf 35 X
Obash =~ NZiZa 7 F A MR MERLD, §XCToha~v
Y FIZH—DHAZ 71350 £,

7]

H—pavxr NN EMTZ 7,

cli conf & bash X v&— ¥4 FDOLE, ZOEHZIZITT T
Davr ROMANGENET,

input

V7 T2 NCIEINE 1 SOa~y Refiex 7, Zo3EE
I, BOROA )R Al ) 2 S A BRI B T B olc &S
bHET,

V'

a<y RIRE DA,

av L ROETPLIRESNIZRK 22— K,

NX-APIL (&, NA /=T F X Mk 7'm k2L (HTTP) A7 —

HAaA—RLYARY
(http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml)

T SN TV SRR O HTTPJRR = — RZ2HEH L £ 7,

msg

IR a— FICBE#EMIT oz T — XA v'—,

NX-API ~D7 U £ XA DHIR

ACL IZ. VRF PMERENTE ST, & VRF 23 NX- API M IR SN TV A AT S E A

ENHLHIThE LA,

NX-APiCLl [
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. iptable D E #

T 74/ NEB RO AZ L VRF O7 7 & AHIBRIT iptable 241 L T{T72 4L EJ, iptable AT
. VREAZIEETHZLICko TEITENET,

iptable D 5 37

FIE

&

ATy T2

ATvT3

ATvT4 7

iptable Z 9% &, VRF 23 NX-APLiff{E FIICREE SNV TWDGEIT, 7731 A~ HTTP £
721X HTTPS 7 7 ¥ A ZHIRTEX £4, 2D 7 a3 Tk, BEFFED iptable ~0 HTTP 35 L
HTTPS 77 B A% 7 1 v 7 ¢ 5 /—/L&iEN, G, BLOHIBRT 2 FiEE R LET,

HITP 77 ® A% 7 v 7+ 50— VEERT HIE, WOTFNEEZETLET,

bash-4.3# ip netns exec management iptables -A INPUT -p tcp --dport 80 -3j DROP

G¥)
Z OFIEIZFEE STV 5 management (X VRF 4 T3, management | default | custom vrf name % {3 i C
TET,

HTITPS 77 v A&7 0 v 7 5 /—/LElERT2I12id. ROFINEEZFITLET,

bash-4.3# ip netns exec management iptables -A INPUT -p tcp --dport 443 -j DROP

W SNV — IV EHERT DI21E, ROFNAELFATLET,

bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)

target prot opt source destination
DROP tcp -- anywhere anywhere tcp dpt:http
DROP tcp -- anywhere anywhere tcp dpt:https

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

AN— bk 80~ 10.155.0024 V7% v " EFOT_XRCD N T T 4 v Ty 7T 50— LEAERK L TR
T AIZE, WOFNEEZFEITLET,

bash-4.3# ip netns exec management iptables -A INPUT -s 10.155.0.0/24 -p tcp --dport 80 -j DROP
bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)
target prot opt source destination
DROP tcp -- 10.155.0.0/24 anywhere tcp dpt:http

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Jl NX-APICLI
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1) O— R T Iptable Zk#tiLd % .

ATy TS5 LIENCEA Lz b— L ZHIR L CHEERT A I121E, ROFIEEZEITLET,
ZOWITIE. BONL—/L% INPUT D SHIEE L ET,

bash-4.3# ip netns exec management iptables -D INPUT 1
bash-4.3# ip netns exec management iptables -L

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

RODBRY
iptables O /L—/ L% bash ¥ = /L CTER L725E, Ve — FEIIRFEESNET A, L—/L &Kt
BIZT 221X, 2L T7ZEV, U r— N T Iptable Z kil 9% (31 ~—2)
|) O— KR T Iptable %k #%1L3 %
iptable /L —/ L% bash ¥ = /L CEHE L7286, U er— FRIIRFFShEETAL, Z0kE7 v 9
VTR, Ve — FELERE ST iptable 2 K b3 2 HFIEICOW TR L £,
15H B HIIC
iptable Z#Z2H L7z & LET,

FIE

AT v 71 iptables initlog & WIKRID T 7 A V% fetc T 4 L7 b UITHER L ET -

bash-4.3# touch /etc/iptables init.log; chmod 777 /etc/iptables init.log

AT w T2 iptable DEE Z{RTFT D Jetc/sys/iptables 7 7 A VA AERK L ET ¢

bash-4.3# ip netns exec management iptables-save > /etc/sysconfig/iptables

AT T3 kO—HEDa~vr REMHALT, fetc/initd 7 « L7 kU liptables_init] &5 EIAZ U7 b E2{ERk L
ESc
#!/bin/sh
### BEGIN INIT INFO
# Provides: iptables_init

# Required-Start:

I NX-APiCLl [
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# Required-Stop:

# Default-Start: 2345

# Default-Stop:

# Short-Description: init for iptables

# Description: sets config for iptables
# during boot time

### END INIT INFO

PATH=/usr/local/sbin: /usr/local/bin:/sbin:/bin: /usr/sbin:/usr/bin
start_script() {
ip netns exec management iptables-restore < /etc/sysconfig/iptables
ip netns exec management iptables
echo "iptables init script executed" > /etc/iptables_init.log
}
case "$1" in
start)
start_script
stop)
restart)
sleep 1
$0 start
*)”
echo "Usage: $0 {start|stop|status|restart}"
exit 1
esac
exit 0

ATy T4 FKEIA VY MIEOSHEREZHRELET

bash-4.3# chmod 777 /etc/init.d/iptables_int

AT v F5 chkeonfig 2 —7 4 U7 ¢ ZfifH LT, [liptables int] fE A7 U7 h% [ ) ICHEELET :

bash-4.3# chkconfig iptables init on

liptables_init] #EIZ 7 V7 ME, Ve — FE2FATTLH7-OICIATINET, T4 T iptable /L— /L% K
PN T D2 EMmMTEE LR,

Hh—=xxIL X432 ACL

H—=FV AH 7 ACLIE, £ X RaviR—x3x hEeT U MU RaryR—xr haEH
572D ACL 2T 2720 D0— 72 CLIA > 7 7 A NT7 7 F % TT,

Jl NX-APICLI
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n—xnzavsact [

H—F)v AH 27 ACL %, NX-OSACLCLI #fiff LT, BB IO 7 v h /%L R— b
LOEERT IV r—ar B RELET, H—OACL Z®RETHZ LT, NX-08S EOT T
OEBT 7Y r—a B RETIILENRHY 7,

=N AL 7 ACL X, 2—HF—DFIHN ALZEEL, ACL 23 mgmt0 A > ¥ —7 = A A
WCEM EN 5 & & iptable = N 2 HEBIC T 0 7T AT 5a R R—R T,

LRI, —x)v A% v 7 ACL ¥ 26 T9,

swtich# conf t
Enter configurat
switch (config) #
switch (config-ac
switch (config-ac
switch (config-ac
switch (config-ac
switch#

switch (config-if
switch (config-if
switch (config-if
switch (config-if

switch# sh ip ac
IP access list k
statistics per-e
10 deny tcp any

ion commands, one per line. End with CNTL/Z.
ip access-list kacll

1) # statistics per-entry

1)# 10 deny tcp any any eq 443

1)# 20 permit ip any any

1) # end

interface mgmtO
ip access-group acll in
ipv6e traffic-filter acl6é in

H= H FH I

cess-lists kacll

acll

ntry

any eq 443 [match=136]

20 permit ip any any [match=44952]

switch (config) #

PAFIE, #ERIC IS Wz iptables = R U D —R)V AHX w7 T 4 VW HZ Y T TH,

bash-4.4# ip net
Chain INPUT (pol
num pkts bytes t
1 9 576 DROP tcp
2 0 0 ACCEPT all
3 0 0 DROP all -

Chain FORWARD (p
num pkts bytes t

Chain OUTPUT (po
num pkts bytes t
bash-4.44

ns exec management iptables -L -n -v --line-numbers
icy ACCEPT 0 packets, 0 bytes)
arget prot opt in out source destination
--— * * 0.0.0.0/0 0.0.0.0/0 tcp dpt:443
-- * * 0.0.0.0/0 0.0.0.0/0
- * * 0.0.0.0/0 0.0.0.0/0

olicy ACCEPT 0 packets, 0 bytes)
arget prot opt in out source destination

licy ACCEPT 0 packets, 0 bytes)
arget prot opt in out source destination

H—F ) AH 7 ACL ilR— hOH#HIRIZRD & B0 T,

« Z ORRREIE,

mgmt0{ > H—7 = A ATOHYR—FEf, oA N N A F—T =

A ATIEHR—FSNFEREA,

*ACL=> N U D5 >DH 7V (protocol, source-ip, destination-ip, source-port, F3 &N
destination-port) |, iptables (27 07T LI TWET, ACL=> U TREEESN HFED
DA T > a idiptables TT R T T AINTELT, O X9 RBEITEL O syslog & A

o—L%ET,
7= & 23,

[ —#8D ACL 473 3 i kstack TIIV AR — FENTWHERA, #5500

=NV DHBNA A R—LENET, |

NX-APiCLl [
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¢ TNA R =P —NKRA Nbash 77 B AWML FF> TV D55, =— VP —LFH) T iptables
ZEHCTEET, ZOEHLY, 17T AZH TV % iptable /—/ /LM 9 2 FTRENE
N ET,

« RAE S 31D ACE O KEIL, IPvd N T 7 4 v 7 DAL 100, IPV6 T 7 1 v 7 DA
Mz TEBIZ100TY, ZOAFr— VL EEZEHTDHE, AV—Ty NMZEEBLHE2 5
AREMSH Y £9,

NX-APl [G&E3— FDR

WIZ, NX-API[GEDEZ GND NX-API=F—, =5 — a—F, BIOAvE—VERLE

7,
RIZ, NX-APIJLEDEZ HND NX-API=F—, =5 — a—F, BIOAvE—VERLE
7,

U7 A MERN XML £7-1XJSON 74—~ FOEA, NX-APIl=5—, ©T5— a— R,
BIUONX-APLIGED A v =TI RD EBY T,

\)

GE)  FE¥EO HTTP =7 — 22— KX, "A"—FF A hMEk7'm b 2L (HTTP) A7 —% A 22— K
LA K U (http://www.iana.org/assignments/http-status-codes/http-status-codes.xhtml) {2 & ¥ F 5,

%= 5:NX-APITEZE2—F

[NX-API 5% (NX-API Response) ] a—F |[Aye—o

R 200 i,

CUST _OUTPUT_PIPED 204 FRICE Y . HAERIOBEETIC AL &N
7

BASH _CMD_ERR 400 Bash 2> K =5 —,

CHUNK_ALLOW ONE CMD ERR 400 Fv 7k, 1o0a<y RETFESZITA
WET,

CLI_CLIENT ERR 400 CLI DFEIT= T —

CLI_ CMD_ERR 400 CLLza~v> R=Z7—0DO A/,

EOC_NOT ALLOWED ERR 400 cocflilX, VZ/ A rDEY 2D &
LTSN TWERA,

IN MSG_ERR 400 BB A v B—V NG TT,

INVALID REMOTE_IP_ERR 400 kD) T— FPERETE £H A,

Jl NX-APICLI
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nx-ar sEa—kox [

MSG_VER MISMATCH 400 AybE—Y "=V a DR

NO INPUT CMD ERR 400 AN1a~<~r FRH0 FH A,

SID NOT_ALLOWED_ERR 400 Ty a D & LTAT) ST O3 i
BT,

PERM_DENY_ERR 401 MERANER SNE LT,

CONF NOT ALLOW SHOW ERR 405 ke — RIX [RR (show) ] ZFFAf L &
B A,

SHOW NOT ALLOW_CONF _ERR 405 FoRE— R TITHR TE 8 A,

EXCEED_MAX_SHOW_ERR 413 595 show 2~ RO KB EBZ %
L7, SmRMEIE 10 T,

MSG_SIZE LARGE ERR 413 ST A ANKRETEES,

RESP_SIZE LARGE ERR 413 JEEY A ZXDBIRRA vy —2 A X%

T2, WAL UFE Lz, KR A
1% 200 MB T,

EXCEED MAX INFLIGHT CHUNK REQ ERR

429

FEF v 7 U7 oA hOERREITEZ
TWET, JKIZ2 TT,

MAX_SESSIONS_ERR 429 IRkt vy HICERELE L, HLL
2—W—/7 T4 T FOBEIE, LIES
KLTibs ) —ERBRHLIEIN,
OBJ_NOT_EXIST 432 BR LA TV FRFELERA,
BACKEND ERR 500 Ny Ty R T F—,
CREATE_CHECKPOINT ERR 500 F ol RAL FOERAETHT T —,
DELETE CHECKPOINT ERR 500 F v 7 RA Y FOFIRHIZT T — 35
LE L,
FILE OPER_ERR 500 AT LWNET 7 A NVEBRET T —,
LIBXML NS ERR 500 VAT LAOWE LIBXMLNS =7 —, Zi
FER T 4 —~ v PO T —TT,
LIBXML PARSE ERR 500 VAT AOWHES LIBXML fiffr =7 —, =
TER 7 4 —~ v O T —T7,
LIBXML PATH CTX ERR 500 AT LADOWNES LIBXML /XA 227 % A

h=F—, ZHEFERT7+—~> O
? ‘——‘VC“?—O
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MEM_ALLOC _ERR 500 VAT LAOHREHATVEIND YT T —,

ROLLBACK_ERR 500 00— LNy 7 DFEFFRICT T — 0N L E
L7,

SERVER_BUSY_ERR 500 P N—REU—REDD, V7= A|
IFHESR S VE L,

USER_NOT FOUND_ERR 500 ANEF TRy v anba—F—NH
M EE A

VOLATILE FULL 500 FERMEAFTVIT—TT, AFY A2—
RAERIL T, FalfT LT EE N,

XML _TO_JSON_CONVERT ERR 500 XML 738 JSON ~DZHT 5 —_

BASH _CMD NOT_SUPPORTED ERR |501 Bash 2~ RiZVR—FENTWEHA,

CHUNK ALLOW_XML ONLY_ERR 501 Fx o ZIE XML IOBEIFRLET,

CHUNK ONLY ALLOWED IN SHOW ERR |501 WEDF v 7 1%, show Iv 2 RTOIH
RS ET,

CHUNK_TIMEOUT 501 F o LY IEEDERTNCE A BT 7 R LE
L7,

CLI_CMD_NOT SUPPORTED ERR 501 CLIzz~> KRR — SN TWnEHA,

JSON_NOT_SUPPORTED_ERR 501 KEOHTIOHEEMENH B =D, JSON T
PFAR—FSINTHEEA,

MALFORMED XML 501 ARIE72 XML H A,

MSG_TYPE UNSUPPORTED_ERR 501 Awt— XA I FR— IR TWE
T

OUTPUT REDIRECT NOT SUPPORTED ERR | 501 HAOY XA L7 NIV R—FEIRTWVEHR
/Vo

PIPE_OUTPUT NOT_SUPPORTED_ERR |501 S TEAEIZ T R— FENTOER A,

PIPE_ XML NOT ALLOWED IN _INPUT |501 Toa<wy R4 FXMLIZA TSI TIE
AP S CTWER A,

PIPE NOT_ALLOWED_ IN INPUT 501 TDANEA ANNIAA, TERFEHATXEY

Ao

RESP BIG JSON NOT ALLOWED ERR

501

IWEDOHITENZ D, JISON T R— b &
nNEE A,
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RESP_BIG_USE_CHUNK_ERR 501 INENTFRRRNEEZBZ TWET, KKIX
I0MB T9, F¥ 7 ZHFMIL T XML
FIXISON HA &AL ET,

STRUCT NOT_SUPPORTED ERR 501 REYS L I F— F ST EH AL

ERR_UNDEFINED 600 KT 5 —,

JSON 5 & U XML #&:& 1k H A

NX-0S 1%, kotEE (L ENT-HN 7 r—~ v F T, &F X E 7 show 2~ FOEUEH KK H )
DYVEAL VLT "aePhR—FrLTWET,

« XML
« JSON. JSON o FFRI% 60 MB T,

« JSON 7 4 —~ v MHIJOEHERIE 7 1 v 7 #5i #4209 < L72 JSON Pretty HH 0 97,
JSON @ LfRIZ 60 MB T,

*NX-0S U U—293 (1) Ti#AZ#7- JSON Native & JSON Pretty Native (X, iBID =~
VRV A Y —FNANRRFTH T EITEY, JSON & &b mﬁgﬁsofjfféﬁ IFRRL
F 9, JSON Native 33 & OV JSON Pretty Native I%, /107 — Bl REELE 7, HAOHD
AN EBT DRI, AR L TERRLET,

NX-OS CLI T, fE=#£0D NX-0S /1% JISONE/ZIZ XML A > Z—F U Z—IT [34 7] +
HE, INHDOTF—~<y hAOEBRPTOIET, =& 21E, showip access =~ F& %
1T 2B, S A 7 () 28T T, 2ORICHNEREZEETEET, 2957 5&, NX-0S
a~y FoH Ry Eibsh, 2o Tcmra—FanhEd, ZoEEICELY, 7rm
7T BNCL DT — O FREIZR Y, YT =T AN =XV T TFTULA NI ENLE
AA v FINEDA RN =TT =RV R—FENFET, CiscoNX-OSDIFEAL D~
R1X. JSON, JSONPretty JSON XA 7 1 7, JSON XA 7 1 7 Pretty, 3L UXML /)% 4
AR—brLTWET, BENT = h— a<xr Rl —#Hoa<r N, $XToRx2
R—FLTIEWEHA, BAMF -y I — a<wr FIZ XML 238 — kL TWETH, JSON
ONY T MIERB Y R—FLTWEREA,

)

GE)  WEE= T —%[ERET D%, 77 AL VXA L7 FEFBHLTISONH &7 7 A Lic) %4
V7 L, FOT7 7 ANVHDEFERHLET,
il

Switch#show version | json > json output ; run bash cat /bootflash/json output

ZOBREDRIRE NI Z LU TICFRLET,

NX-APiCLl [
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. JSON O#EE (JavaScript AT 14 FREE)

JSON D#FE (JavaScript 7 7> 4 FRER)

JSON ., HIFAIHER T — X Dl OIIFEH SN ET XA N RX—ADA =TV AF o H— K
T, XML OfRFEIZ72 0 £7°, JSON ILH & b & JavaScript 2> Bk gt SIVE L7223y, SBlkr
LW T—#EXTT, a2~ RHETIE, JSON BIWNISON 7'V 7 ¢ EX, 8L OVISON
FAT A TEBEIRISON 7V T 4 AT 4 TR R— S TWET,
FETRCORFOT0 7T IV T FHETMOELOTETHR— IR TS 2 o0 EHER
T AR D LB TT,

JEFAEE D RS E
JEFAT SR TWARNWY 2 b (ZRIMEDST) AT =2k

2~ RO JSON H72 1L XML HAICIE, NX-APL T > Ry 7 2ipb b7 7 B ATE LT,

show

CLI D%EAT

switch-1-vxlan-1# show cdp neighbors | json

{"TABLE cdp neighbor brief info": {"ROW cdp neighbor brief info": [{"ifindex": "

83886080", "device id": "SW-SWITCH-1", "intf id": "mgmtO", "ttl": "148"
"capability": ["switch", "IGMP cnd filtering"], "platform id": "cisco AA-C0000

S$-29-L", "port id": "GigabitEthernetl/0/24"}, {"ifindex": "436207616", "device

_id": "SWITCH-1-VXLAN-1(FOC1234A01B)", "intf id": "Ethernetl/1", "ttl": "166

", "capability": ["router", "switch", "IGMP cnd filtering", "Supports-STP-Disput

e"], "platform id": "N3K-C31320Q-40G", "port id": "Ethernetl/1"}]}}

BLR-VXLAN-NPT-CR-179#

XML & & U* JSON H A1 D45l

ZOEZvarTiE, XMLEBLOISON HJjE LTHR/REND NX-0S =< ROFIZDOWNT
L £,

KOBNE, N—RU =T T—TNO2=F v A MBIV LFFY AR L—T 47 = |
) % JSON B CERT 5 Hika R L COET,

switch (config)# show hardware profile status | json

{"total lpm": ["8191", "1024"], "total host": "8192", "max host4 limit": "4096",
"max host6_limit": "2048", "max mcast limit": "2048", "used lpm total": "9", "u
sed v4 lpm": "6", "used v6 lpm": "3", "used v6 lpm 128": "1", "used host lpm tot
al": "0", "used _host v4 lpm": "0", "used host v6_lpm": "0", "used mcast": "0", "
used mcast_oifl": "2", "used host in host_ total": "13", "used host4 in host": "1
2", "used host6_in host": "1", "max ecmp table limit": "64", "used ecmp table":
"0", "mfib fd status": "Disabled", "mfib fd maxroute": "0", "mfib_ fd count": "O"

}
switch (config) #

WL, "= R 27 T—TND2=F vy A MBI~V FFY AR NV—T 47 = ) %
XML X TERT D26 2RLET,

switch (config)# show hardware profile status | xml
<?xml version="1.0" encoding="ISO-8859-1"7?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:fib">
<nf:data>
<show>
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<hardware>
<profile>
<status>
< XML OPT _Cmd dynamic_ tcam status>
<_ XML OPT _Cmd dynamic_ tcam status__ readonly >
<__readonly >
<total lpm>8191</total lpm>
<total host>8192</total host>
<total lpm>1024</total lpm>
<max_host4 1imit>4096</max host4 limit>
<max_host6 1imit>2048</max host6 limit>
<max mcast 1imit>2048</max mcast limit>
<used lpm total>9</used lpm total>
<used v4 lpm>6</used v4 lpm>
<used v6_ lpm>3</used v6_ lpm>
<used v6_ lpm 128>1</used v6 lpm 128>
<used host lpm total>0</used host lpm total>
<used host v4 lpm>0</used host v4 lpm>
<used host v6 lpm>0</used host v6 lpm>
<used mcast>0</used mcast>
<used mcast o0ifl>2</used mcast oifl>
<used host in host total>13</used host in host total>
<used host4 in host>12</used host4 in host>
<used host6_in host>1</used host6 in host>
<max_ecmp table limit>64</max ecmp table limit>
<used ecmp table>0</used ecmp table>
<mfib fd status>Disabled</mfib fd status>
<mfib fd maxroute>0</mfib fd maxroute>
<mfib fd count>0</mfib fd count>
</__readonly >
</ XML OPT Cmd dynamic tcam status__ readonly >
</ XML OPT Cmd dynamic tcam status>
</status>
</profile>
</hardware>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

ZOFITIE, JISONTERTAAL v F FIZLLDP # A ~— 42 FrT 5 HFiEA R~ LET,

switch (config)# show 1lldp timers | Jjson

{"ttl": "120", "reinit": "2", "tx interval": "30", "tx delay": "2", "hold mplier
": "4", "notification interval": "5"}

switch (config) #

ZOFEITIE, XMLERTAA v F EIZLLDP ¥ A ~—%FR$ 5 HiEERLET,

switch (config)# show 1lldp timers | xml
<?xml version="1.0" encoding="ISO-8859-1"?>
<nf:rpc-reply xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0" xmlns="http://w
ww.cisco.com/nxos:1.0:11dp">
<nf:data>
<show>
<1ldp>
<timers>
<__XML_OPT_Cmd_1lldp_show_timers__ readonly >
<__readonly >
<ttl>120</ttl>
<reinit>2</reinit>
<tx_interval>30</tx_interval>
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<tx delay>2</tx delay>
<hold mplier>4</hold mplier>
<notification interval>5</notification interval>
</__readonly >
</ XML OPT Cmd 1lldp show timers  readonly >
</timers>
</1ldp>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch (config) #

ZoOHIE, ACL #et%E XML X TR T DL HEEZRLTHVET,

switch-1(config-acl)# show ip access-lists acl-testl | xml
<?xml version="1.0" encoding="IS0-8859-1"?>
<nf:rpc-reply xmlns="http://www.cisco.com/nxos:1.0:aclmgr" xmlns:nf="urn:ietf:p
arams:xml:ns:netconf:base:1.0">
<nf:data>
<show>
< XML OPT Cmd show_acl ip ipv6 mac>
<ip ipv6 mac>ip</ip ipv6 mac>
<access-lists>
< XML OPT Cmd show_acl name>
<name>acl-testl</name>
< XML OPT Cmd show_acl capture>
< XML OPT Cmd show_acl expanded>
< XML OPT Cmd show_acl  readonly >
<_ readonly >
<TABLE ip ipv6 mac>
<ROW_ip ipv6 mac>
<op ip ipvé6 mac>ip</op ip ipv6 mac>
<show_summary>0</show_ summary>
<acl name>acl-testl</acl name>
<statistics>enable</statistics>
<frag opt permit deny>permit-all</frag opt permit deny>
<TABLE seqgno>
<ROW_seqgno>
<seqno>10</segno>
<permitdeny>permit</permitdeny>
<ip>ip</ip>
<src_ip prefix>192.0.2.1/24</src_ip prefix>
<dest any>any</dest_ any>
</ROW_seqno>
</TABLE_segno>
</ROW_ip_ ipv6_mac>
</TABLE ip ipvé6 mac>
</__readonly_ >
</__XML__OPT_Cmd_show_acl__ readonly >
</__XML__OPT_Cmd_show_acl_expanded>
</ XML OPT Cmd show acl capture>
</__XML__OPT_Cmd_show_acl_name>
</access-lists>
</ XML OPT Cmd show acl ip ipv6 mac>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch-1(config-acl) #

ZOBIE. ACL 5t % JISON B TERT D HiEEZ R L TCWET,
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switch-1(config-acl)# show ip access-lists acl-testl | json
{"TABLE ip ipv6 mac": {"ROW ip ipv6 mac": {"op ip ipv6 mac": "ip", "show_ summar
y": "0", "acl name": "acl-testl", "statistics": "enable", "frag opt permit deny
": "permit-all", "TABLE seqgno": {"ROW _segno": {"segno": "10", "permitdeny": "pe
rmit", "ip": "ip", "src_ip prefix": "192.0.2.1/24", "dest any": "any"}}}}}
switch-1 (config-acl) #

KOFNL, AA v FDOTNEAT—F X% JSON ERTERT D HFEEZRLTWVET,

switch-1# show system redundancy status | json

{"rdn mode admin": "HA", "rdn mode oper": "None", "this sup": " (sup-1)", "this
sup_rdn state": "Active, SC not present", "this sup sup state": "Active", "this
_sup internal state": "Active with no standby", "other sup": "(sup-1)", "other
sup_rdn_state": "Not present"}

nxosv2#

switch-1#

ZOBNX, AA v FOTLENEEH A JSON Pretty Native JX U CHR/R T 5 HiEEZ R L TWET,

switch-1# show system redundancy status | json-pretty native

{

"rdn _mode_admin": "HA",

"rdn_mode_ oper": "None",

"this sup": "(sup-1)",

"this sup rdn_state": "Active, SC not present",

"this sup sup_state": "Active",

"this sup internal state": "Active with no standby",

"other_ sup": "(sup-1)",

"other_ sup_rdn_state": "Not present”
}
switch-1#
KOFNL, AA v FDOSPF—T 7 /NT A—2% JSON A T 4 TR THRKIRT 5 ik
R L TWET,
switch-1# show ip ospf | json native
{"TABLE ctx":{"ROW _ctx":[{"ptag":"Blah","instance number":4, "cname":"default","
rid":"0.0.0.0","stateful ha":"true","gr ha":"true","gr planned only":"true",'"gr
_grace_period":"PT60S","gr state":"inactive","gr last status":"None", "support t
os0_only":"true","support opaque lsa":"true","is abr":"false","is asbr":"false"

,"admin dist":110,"ref bw":40000,"spf start time":"PTOS","spf hold time":"PT1S"
,"spf max time":"PT5S","lsa start time":"PT0S","lsa hold time":"PT5S","lsa max
time":"PT5S", "min lsa arr time":"PT1S","lsa aging pace":10,"spf max paths":8,"m

ax_metric_adver":"false","asext lsa cnt":0,"asext lsa crc":"0","asopaque lsa cn
t":0,"asopaque lsa crc":"0","area total":0,"area normal":0,"area stub":0,"area_
nssa":0,"act_area_total":0,"act area normal":0,"act area stub":0,"act area nssa
":0,"no_discard rt ext":"false","no discard rt int":"false"}, {"ptag":"100","ins
tance number":3,"cname":"default","rid":"0.0.0.0","stateful ha":"true","gr_ha":
"true","gr planned only":"true","gr grace period":"PT60S","gr state":"inactive"
,"gr_last status":"None", "support tosO only":"true","support opaque lsa":"true"

,"is _abr":"false","is asbr":"false","admin dist":110,"ref bw":40000,"spf start
time":"PTOS", "spf hold time":"PT1S","spf max time":"PT5S","lsa start time":"PTO
S","lsa hold time":"PT5S","lsa max time":"PT5S","min lsa arr time":"PT1S","lsa

aging pace":10,"spf max paths":8,"max metric adver":"false","asext lsa cnt":0,"
asext lsa crc":"0","asopaque lsa cnt":0,"asopaque lsa crc":"0","area total":0,"
area normal":0,"area_stub":0,"area nssa":0,"act _area total":0,"act area normal"
:0,"act_area_stub":0,"act _area nssa":0,"no discard rt ext":"false","no discard
rt_int":"false"}, {"ptag":"111","instance number":1,"cname":"default","rid":"0.0
.0.0","stateful_ha":"true","gr ha":"true","gr planned only":"true","gr grace pe
riod":"PT60S", "gr_state":"inactive","gr last status":"None","support tos0 only"
:"true", "support opaque lsa":"true","is abr":"false","is asbr":"false","admin d

ist":110,"ref bw":40000,"spf start time":"PTOS","spf hold time":"PT1S","spf max
_time":"PT5S","lsa_start time":"PTO0S","lsa hold time":"PT5S","lsa max time":"PT
55", "min lsa arr time":"PT1S","lsa aging pace":10,"spf max paths":8,"max metric
_adver":"false", "asext lsa cnt":0,"asext lsa crc":"0","asopaque lsa cnt":0,"aso
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paque_lsa crc":"0","area total":0,"area normal":0,"area stub":0,"area nssa":0,"
act_area total":0,"act_area normal":0,"act _area stub":0,"act_area nssa":0,"no_d
iscard rt ext":"false","no discard rt int":"false"}, {"ptag":"112","instance num
ber":2,"cname":"default","rid":"0.0.0.0", "stateful ha":"true","gr_ha":"true","g
r planned only":"true","gr grace period":"PT60S","gr state":"inactive","gr last

status":"None", "support tos0_only":"true", "support opaque lsa":"true","is abr"

?"false","is_asbr":"false","admin_dist":llO,"ref_bw":4000O,"spf_start_time":"PT
0S","spf_hold time":"PT1S","spf max time":"PT5S","lsa start time":"PTOS","lsa h
old time":"PT5S","lsa max time":"PT5S","min lsa arr time":"PT1S","lsa aging pac

e":10,"spf max paths":8,"max metric_adver":"false","asext lsa cnt":0,"asext lsa
_crc":"0","asopaque_lsa cnt":0,"asopaque_ lsa crc":"0","area total":0,"area norm
al":0,"area_stub":0,"area nssa":0,"act area total":0,"act area normal":0,"act_a
rea stub":0,"act area nssa":0,"no_discard rt ext":"false","no discard rt int":"
false"}1}}
switch-1#

WOHFIE, OSPF /V—F 4 > 7 /3T A —X % JSON Pretty Native JX X CHERT 5 Hik%E R LT

b\\i‘a—(}

switch-1# show ip ospf | json-pretty native
{
"TABLE ctx": {
"ROW_ctx": [{

"ptag": "Blah",

"instance number": 4,

"cname" : "default",

"rid": "0.0.0.0",

"stateful ha": "true",

"gr_ha": "true",

"gr_planned only": "true",

"gr grace period": "PT60S",

"gr state": "inactive",

"gr_last status": "None",

"support tosO _only": "true",

"support opaque lsa": "true",

"is abr": "false",

"is asbr": "false",

"admin dist": 110,

"ref bw": 40000,

"spf start time": "PTOS",

"spf hold time": "PT1S",

"spf max time": "PT5S",

"lsa start time": "PTOS",

"lsa hold time": "PT5S",

"lsa max_time": "PT5S",

"min lsa arr time": "PT1s",

"lsa aging pace": 10,

"spf max paths": 8,

"max metric adver": "false",

"asext lsa cnt": 0,

"asext lsa crc": "o,

"asopaque lsa cnt": 0,

"asopaque lsa crc": "o,

"area total": 0,

"area normal": 0

"area stub": 0,
0

"area nssa": ,

"act area total": 0,
"act_area normal": 0,
"act area stub": 0,
"act _area nssa": 0,
"no discard rt ext": "false",
"no discard rt int": "false"

oo A
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"ptag": "100",

"instance number": 3,
"cname": "default",
"rid": "0.0.0.0",

"stateful ha": "true",

"gr_ha": "true",
"gr_planned only": "true",
"gr grace_ period": "PT60S",
"gr state": "inactive",

... content deleted for brevity ...

"max metric adver": "false",
"asext lsa cnt": 0,
"asext lsa crc": "o",
"asopaque_ lsa_cnt": 0,
"asopaque_ lsa_crc": "o",
"area total": 0,

"area normal": O,

"area stub": 0,

"area nssa": 0,

"act area total": 0,
"act_area normal": 0,

"act area stub": 0,

"act area nssa": 0,

"no discard rt ext": "false",
"no discard rt_int": "false"

}
switch-1+#

wIZ, XMLEAXTIP V— MEERRT D02 LT,

switch-1# show ip route summary | xml
<?xml version="1.0" encoding="IS0-8859-1"?> <nf:rpc-reply
xmlns="http://www.cisco.com/nxos:1.0:urib"
xmlns:nf="urn:ietf:params:xml:ns:netconf:base:1.0">
<nf:data>
<show>
<ip>
<route>
< XML OPT Cmd urib_show ip route command ip>
< XML OPT Cmd urib show ip route command unicast>
< XML OPT Cmd urib_show ip route command topology>
<_ XML OPT Cmd urib_show ip route command 13vm-info>
< XML OPT Cmd urib_ show_ ip route command rpf>
< XML OPT Cmd urib show ip route command ip-addr>
< XML OPT Cmd urib_show ip route command protocol>
< XML OPT Cmd urib show ip route command summary>
< XML OPT Cmd urib_ show_ ip route command vrf>
< XML OPT Cmd urib_show ip route command  readonly >
<_ readonly >
<TABLE vrf>
<ROW_vrf>
<vrf-name-out>default</vrf-name-out>
<TABLE addrf>
<ROW_addrf>
<addrf>ipv4</addrf>
<TABLE summary>
<ROW_summary>
<routes>938</routes>
<paths>1453</paths>
<TABLE unicast>
<ROW_unicast>
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<clientnameuni>am</clientnameuni>
<best-paths>2</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>local</clientnameuni>
<best-paths>105</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>direct</clientnameuni>
<best-paths>105</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>broadcast</clientnameuni>
<best-paths>203</best-paths>
</ROW_unicast>
<ROW_unicast>
<clientnameuni>ospf-10</clientnameuni>
<pbest-paths>1038</best-paths>
</ROW_unicast>
</TABLE unicast>
<TABLE_route_count>
<ROW_route_count>
<mask len>8</mask len>
<count>1</count>
</ROW_route count>
<ROW_route_count>
<mask len>24</mask len>
<count>600</count>
</ROW_route count>
<ROW_route_count>
<mask len>31</mask len>
<count>13</count>
</ROW_route count>
<ROW_route_count>
<mask len>32</mask len>
<count>324</count>
</ROW_route count>
</TABLE route count>
</ROW_summary>
</TABLE_ summary>
</ROW_addrf>
</TABLE addrf>
</ROW_vrf>
</TABLE vrf>
</__readonly >

</ XML OPT Cmd urib show ip route command readonly >

</ XML OPT Cmd urib show ip route command vrf>
</ XML OPT Cmd urib show ip route command summary>
</ XML OPT Cmd urib show ip route command protocol>
</ XML OPT Cmd urib show ip route command ip-addr>
</ XML OPT Cmd urib show ip route command rpf>
</ XML OPT Cmd urib show ip route command 13vm-info>
</ XML OPT Cmd urib show ip route command topology>
</ XML OPT Cmd urib show ip route command unicast>
</ XML OPT Cmd urib show ip route command ip>
</route>
</ip>
</show>
</nf:data>
</nf:rpc-reply>
11>11>
switch-1#

ROBNL, JISON BT IP Lb— M) ZRR T L0 2R~ L ET,
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switch-1# show ip route summary | json

{"TABLE vrf": {"ROW vrf": {"vrf-name-out": "default", "TABLE addrf": {"ROW addrf":
{"addrf": "ipv4", "TABLE summary": {"ROW summary": {"routes": "938", "paths": "

1453", "TABLE unicast": {"ROW unicast": [{"clientnameuni": "am", "best-paths": "2"},
{"clientnameuni": "local", "best-paths": "105"}, {"clientnameuni": "direct",

"best-paths": "105"}, {"clientnameuni": "broadcast", "best-paths": "203"},
{"clientnameuni": "ospf-10", "best-paths": "1038"}]}, "TABLE route count": {"ROW route

count": [{"mask len": "8", "count": "1"}, {"mask len": "24", "count": "600"}, {"mask len":
"31", "count": "13"}, {"mask len": "32", "count": "324"}]}}}}}}}}

switch-1#

W ORFNL, JSON Pretty JER T IP L— FENZFRT HHE2RLET,

switch-1# show ip route summary | json-pretty
{
"TABLE vrf": {
"ROW vrf": {
"vrf-name-out": "default",
"TABLE addrf": {
"ROW addrf": {
"addrf": "ipv4",
"TABLE summary": {
"ROW_ summary": {
"routes": "938",
"paths": "1453",
"TABLE unicast": ({
"ROW unicast": [
{

"clientnameuni": "am",
"best-paths": "2"

}I

{
"clientnameuni": "local",
"best-paths": "105"

}I

{
"clientnameuni": "direct",
"best-paths": "105"

}I

{
"clientnameuni": "broadcast",
"best-paths": "203"

}I

{
"clientnameuni": "ospf-10",
"best-paths": "1038"

}I
"TABLE route count": {

"ROW route count": [

{
"mask len": "8",
"count": "1"

}I

{
"mask len": "24",
"count": "600"

}I

{
"mask len": "31",
"count": "13"

}I

{
"mask len": "32",
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}
}
switch-1#

NX-APICLI |

"count": "324"

WOFNE, JISON XA T 4 TR TIP V— FTF—T VA2 R+ B HFEZRLTWHWET,

switch-1(config) # show ip route summary | json native

{"TPEIE wrf™: {"ROW v [

-ree-ot": "defauilt, "TPEIE actr": {"ROW actrf™: [{"actef":"ip”, "IPRIE surmery": {"ROW sumrery: [{"routes™:3, "

aths":3, "TAELE unicast™: {"ROW wnicast™: [ {"clientremeuni™: "oroadeast, "est-paths":3) 1}, "IEIE, route cort": {"RO ratte cort”: [{esk lert":8,
"count":1}, {"mask len":32,"count":2}]1}}1}}1}}1}}

switch-1 (config) #

JISON XA T 47 (BXWISON 7V T 4 XA T 4 7) T, BENREOEH L LTEEIND

ZLIEELTLEE Y, e xid,

lmask len: | IXEBEOE 32 & L TERENET,

WOFINE, JISON 7V F 4 AT 4 TR TIPL— N TF—T N EERTDHHEEZTRLTWE

—g—o

switch-1(config)# show ip route summary | json-pretty native

{
"TABLE vrf": {
"ROW vrf": [{

"vrf-name-out":

"TABLE addrf": {

"ROW_addrf":
"addrf":

H
}

}
switch-1 (config) #

Jl NX-APICLI

"default",

[{

"ipV4 ",

"TABLE summary": {

"ROW_summary": [{
"routes": 3,
"paths": 3,
"TABLE unicast": {
"ROW_unicast": [{
"clientnameuni": "broadcast",
"best-paths": 3
]
}!
"TABLE route count": {
"ROW_route count": [{
"mask len": 8,
"count": 1
beo A
"mask len": 32,
"count": 2
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