SIILERDY) T RE

e Bash (22T (1 ~X—2)

c HEFHEEHKEHE (1~—)

c[JE N7 OFME B —)

eBash ~O7 7 &A (3X—2)

cHEREZ L — RN AL —Tart s (53—)

eBash =~ > RO (7 2—)

« BEHE RPM OE L (8 X—7))

«DME OFY 2 —A MOV R—K (11 <—)

o /X2 F RPM OEFEL (20 *—)

« SDK F 721X ISO THE S N/=V— R X—F ¢ a2 KEM T —E b (27 ~<—
V)

e XA T 47 Bash = /LB DT 7V r—3 g OKFGEHZREE) (28 *—)

cHBHRT =N T T anB AR NS, T—= T Ty a~DT7 7 A VORY (29 ~<—
V)

eKstack #/r L Cat’'— (31 X—3)

« XA T 47 Bash /LT 7V r—a ) (32 3—)

Bash [ZTDUL\T

Cisco NX-OS CLI {212 T, Cisco Nexus 30009000 >V — R A A - F (% Bourne-Again SHell
(Bash) ~D7 7 ¥ A%H%R—FLET, Bashid, 2—F—RNASLica~vr FEiEy =L
A7 VT EhbaAR b avy REMRLET, BashzHT5E, 734 A Lo L
72% Linux ¥ AT KT 7 EA LTV AT A2 BEHTEET,

TIEFEEFINER

Bash ¥ = /L%, ROEFFHEHFKFHELH Y £,

A B =T 2 A ZADY IO —HNT RLRAEZEET D &, Netstack 1T —FRLDFX v b
TNRARZIAT VT 47 A VA= LET,
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B sssacsnss

HLWD o 7a—AnLT RLARI—RLTRESND &, I—R VI —F NV —T ¢
VI =TI 64 N— A A =)L LET,

VT Ry JADA L H—T A4 A2, RL/6AH T3y MZET DY 7 a—aL T R
VAPRE S LT WS, & bash a7 EhBEY L £ A, ping Cisco NX-OS
IFIEFICENEL £9°. ping

fisan 7 F IV ENDONAF VT, a2 RTANTHY 2 VOBRELITE LD X HIITRE
SNEBRECETT L7200 O TY, runbash Z OBRENOEIEIZ TR TE 22028
Bash V= VB INHEDONA FVEFH LW E2BEID LET,

F 7 /)L F L, Bash = /UZH#8WICe 77U hLER A, =2——1%, =4O Linux
REAKTMOUT 2 H LT, BMETDHTA KA ZA LT U MNERECTEET, EHITR
HALTT, 72& 20X, Texport TMOUT=300] T,

CiscoPython ¥ = — /L& A AR — M T 53551, Bash & = /L5 Python 2 H L 72 \T
<7EEw, vz, NX-0S VSH THH D Python EREHLET,

—HOT AR IO avr RTIE, REOHINFEAT L AREMNH V £3, show A

7 V)7 NI TLTWT, ETRHORWH 2T T 208N H 5551, Cal+C (Cul+Z
TliEe) ZEHLCa~vr R HE®K T LET, Cul+ZZ2EHT5 9:\ ZDOF—avy
RIZ X > T SIGCONT (E5fkfe) A ve—YnEpsiv, 227 U7 F3MEIRT 2 rlaEE
238 E£7, SIGCONT A vt —VIZ ko TEILESNTZAZ U 7 ME, BfEZ2 BT 57
OIZ 2 —F DI AR LT,

avy RNFATHTH Y, BHIR T T2 ERS 2551F, a~v o FEEH LT
S\, show tech supportclear tech-support lock Ctrl+C Zf#H L 9,

ZhiE, T =AY IR — MEROEROIENMTONS Ny 7 770 FVSHE v & 3
VEFRHIRE T L2 =® 9, clear tech-supportlock fio v (2, =2~ RiX, CLIABFEN

HENTT7 7777 RVSH Y v a OB %EEEFKE T LE 9, clear tech-support
lockshow tech support

show tech-support & > 2 3 & E L < @fili#& 79 2121, Cul+C 2 L £7,

Mo T HZHEHLELEIE, ROFIEEZFEITL TNy 77 F 7 R VSH 7ot R % il #&
T L%, clear tech-support lock

1. Bash = /UIZAY F9,

2. a<w KO VSHEvary () ZR21FF9, ps-l| moreshow tech support

3. by aro VSHIZEHEMIT LN TWDPID (PID 72 YY) &l T LE4, show
tech supportkill -9

CiscoNX-0S U U — 2 10.3(2)F LAK&, bash 7 7 & AMERED[FIE b — 27 1. NX-08S T¥ =
NT I AEHNCT HODRE N—27 OV R— b2 LET, 72770, 2 Ofe
XTI A T U A—FEY 2—/b (TAM) RX—ZADF A ZATOHREEL 9, = OkhE
X, 3XTD CiscoNexus 9000 v U — R 7 F v 7 4 —L5 AL v FTHAR—F ST
F9, 7272L. CiscoNexus 9808 77 v b 7 4 —Lh AA v FHEREFI, ROHIBRA A
SNET,
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ZOREEENT HI1201E, Write-Erase ) & — RRANIE T,
<ISSD L, RIE F—7 v #tea 272V UV —ATORVFR—hINEzT,

ZDOBRENEN > T D84 . NX-API/Netconf/Restconf IZHERERT, BRH ZR7
T —MNERINET,

s config-replace (X, A~ RBFHLWEEE X7 7 A WMAFET DG BT OHRFFAI S
NET,

o [{E b —27 U DNENC/2 > TS 3EA . boot-variable (O Z8 B | running-config startup-config
DAt —, BIOT A ZADY m— FI#fERI N ETA,

¢ CiscoNX-08 U U —Z 10.5Q)F LIFETIX, h— K —F 4 77V r—a v R— M
BEMFHALC, =R =T 7TV = a Dl Iy vabi&TaE=4—T&%E
T V7o aFRITRT LESA, CiscoNX-OSI1x7 7 r—va v 2HERBLET,

— X ~ -t

BE —U > DOEZNE
Bash 7 7 B A& MR T HFE F—2 2 AT HIIE, ROa~y REFEITLET,
system security consent-token shell-access [ <timeout> ] [force]
timeout /N7 A — X MEEFRE LR Do TeGh, T 74V MED S 3 ThDH ERRINET,
timeout /X7 A — & Ol KA1 2880 43, DF Y 2 H T,
AV RCZOMREEANCT DL, T/ ABFAE F—2 > ¥ a7 E—Ricky, 2—
—ZHEZBND Y 2 A~DT 7 ARIL, 203w RO <timeout> /37 A — X THHE X
NlcRSIZR £7,

a<w VU RN, TIANNTEAET I T 47 TE, FE =7 oF— R G v
2507 47) Bt BT, force ¥ —U— R&EHEHLET,

\)

GE) ®X=2UT54 LoHEENS, Zoavr FonBRAeFH L Ta~vy FEENDICT L2 LT
TEFEHA, LEB-T, ZOa~vy REEHIT 51X, 77341 AT write-erase-reload % 52
TLET,

FIE h—7 VRO AT — & X & FEFR3 51213, show system security consent-token =< > K
ZEHLET,

Bash~D7 7 tX

Cisco NX-OS TiZ, Cisco NX-OS dev-ops & — /L F 721Z Cisco NX-OS network-admin & —/L{Z B4
BT oo —F 7T R b Bash IZ7 7 EATEET,

WOBNL, dev-ops B —/ b & network-admin B —/VOIMERZ /R L TWET,
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switch# show role name dev-ops

Role: dev-ops
Description: Predefined system role for devops access. This role
cannot be modified.
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity

4 permit command conf t ; username *
3 permit command bcm module *

2 permit command run bash *

1 permit command python *

switch# show role name network-admin

Role: network-admin
Description: Predefined network admin role has access to all commands
on the switch

Rule Perm Type Scope Entity
1 permit read-write
switch#

feature bash-shell =~ > K& %479 5 &, Bash RAMI2 0 £,
Z @ runbash =< FidBash ZHiAiAs, 2—HF—DKR—LFT 4 L7 UMLK LET,
WOFENL, Bash v = VHSBEZ BT 5 5L, Bash RT3 B HEE R L TVET,

switch# configure terminal
switch(config)# feature bash-shell

switch# run?
run Execute/run program
run-script Run shell scripts

switch# run bash?
bash Linux-bash

switch# run bash
bash-4.2$ whoami
admin

bash-4.2$ pwd
/bootflash/home/admin
bash-4.2$
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BIREL—MIIRAOL—30T 5 .

A\

FERR Z )L —

GE)  runbashcommand =~ R TBash =~ RZFETTHZ L TEET,

7=& z21E, runbash =2~ K 2#EH L Cwhoami 2FET74+ 52 b TExET,

run bash whoami

—1— shelltype Z i L T Bash #3755 2 &L b TE £,

username foo shelltype bash

Zoavwy RNCEY, gl A VI Bash Y = VA EEETTXA L5120V ET, Z0HES

feature bash-shell Z 50T B2 MBI H Y FHA,

A}

— ~ ~
NMZIRXAL—L3>9 5
BEE o — W — DL, V— N TV B RO EA A L — g VX FET,
PIFIL, #REZAD L —a 3572000 A K74 CTF
o BHEMEIR L — — (network-admin/vdc-admin) 1%, NX-OS (28} 5. Linux O root HE[R
2—P—ZFY LET,
o it nﬁéﬂf_ﬁﬁ%:l—qj- O)Zfﬁ)*ﬁﬁﬁg% I’OOt ﬂ‘%f% ij‘o ity uﬁéhﬁ_r&ﬁﬁj:élgﬁl”—
P—IZXAT — NI EHY A, *
HERAZTZ AT L—3 3 U DHAENT, Bash ZHNTT HMERH Y £7°,

 HEEHA X —T A AEN LT root 2—W—Z & L7 A A v F~DSSH T, root
a—HPF—@ LinuxBash > =)V ZA X T 78 ARNT 74V MRV ET, NX-OS > /LT
IR ACREDLTZHICvsh Z AT LET,

*CiscoNX-OS U U —2923) AR T, HEAE (Ry MU —27EHE n— L 2O —F—)
DRt —F—Tho>Th, —HOEHFI T AT — K 7r 7 MBRLEREATX, system
security hardening sudo prompt-password =~ > K& A LE7,
NX-0S F v U —7FHH 21—V —(T, ROBFAIZroot (T AH L—1 =2 LT, Hipfa~
> K% NX-OS VSH IZHETHERH D £,
* NX-0S 2—H|F > =/ X7 A 7D Bash 2 L TE Y, v =)L XA 70 Bash Zffi ] L T
A v FIr 74 LTHET,
*Bash CAA v T2 /A L7z NX-OS =2—Hi%, 5l&HEAA( v T CTBash AL F
TO

sudo su "vsh -¢ "<configuration commands>"" & 7213 sudo bash -c ‘vsh -c *'<configuration
commands>"" ZE1T L £ 7,

WOBNE, T 74/ FDOY = /V¥ A FRBash TH D F v b U — 7 EFHE 2 —H —MyUser 13,
sudo i L Tk =~ K& NX-OS IZJEd A R L TWET,
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ssh -1 MyUser 1.2.3.4
-bash-4.2$%$ sudo vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ;
show interface ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 -= eth routed down Administratively down auto (D) --

WOHNE, T 74NV DY =V H A TN Bash ThH D v bV — 7 EHF 2 — P —MyUser /3,
NX-0S IZ AV . NX-OS T Bash #7425 HEEZRRLTWET,

ssh -1 MyUser 1.2.3.4

-bash-4.2$ vsh -h

Cisco NX-0S Software

Copyright (c) 2002-2016, Cisco Systems, Inc. All rights reserved.
Nexus 9000v software ("Nexus 9000v Software") and related documentation,
files or other reference materials ("Documentation") are

the proprietary property and confidential information of Cisco
Systems, Inc. ("Cisco") and are protected, without limitation,
pursuant to United States and International copyright and trademark
laws in the applicable jurisdiction which provide civil and criminal
penalties for copying or distribution without Cisco's authorization.

Any use or disclosure, in whole or in part, of the Nexus 9000v Software
or Documentation to any third party for any purposes is expressly
prohibited except as otherwise authorized by Cisco in writing.

The copyrights to certain works contained herein are owned by other
third parties and are used and distributed under license. Some parts

of this software may be covered under the GNU Public License or the

GNU Lesser General Public License. A copy of each such license is
available at

http://www.gnu.org/licenses/gpl.html and
http://www.gnu.org/licenses/lgpl.html

KKK KKK AR A A A A A A A A A A A A A AR AR A A A A A A A A A A A A A A AR A A A A AR A A A A A A A A A A A AR A A A A AR A AR AR AR KKK

* Nexus 9000v is strictly limited to use for evaluation, demonstration *
* and NX-0OS education. Any use or disclosure, in whole or in part of *
* the Nexus 9000v Software or Documentation to any third party for any *
* purposes 1is expressly prohibited except as otherwise authorized by *
* Cisco in writing. *
KKK KKK AR AR AR A A A AR A A A A A A A A A A A A A A A A A A A A A A AR A A A A KA A A A A A A A A A A AR A AR A A AR AR AR AR AN KKK

switch# run bash
bash-4.2$ vsh -c "configure terminal ; interface ethl/2 ; shutdown ; sleep 2 ; show
interface ethl/2 brief"

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/2 -= eth routed down Administratively down auto (D) --

\}

GE)  sudosu-IEfEA LW TL &, HTHE, VATLINAVTLET,

WROHIL, FMEZ rootiCT AT L —a v ThHEE. AN LV—T a VU EERT D HEEFR
RLTWET,

switch# run bash
bash-4.2$ sudo su root
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Bash 1< > KDl .

bash-4.2# whoami
root

bash-4.2# exit
exit

Bash a7 > KD

Dk v aiZit, Bash a~y REHAOFINEENTWET,

VAT LREHEBRORTR
ROBIL, o AT MEHFRORFH T L TOET |

switch# run bash
bash-4.2$ cat /proc/meminfo

<snip>

MemTotal: 16402560 kB
MemFree: 14098136 kB
Buffers: 11492 kB
Cached: 1287880 kB
SwapCached: 0 kB
Active: 1109448 kB
Inactive: 717036 kB
Active (anon) : 817856 kB
Inactive (anon) : 702880 kB
Active (file): 291592 kB
Inactive (file): 14156 kB
Unevictable: 0 kB
Mlocked: 0 kB
SwapTotal: 0 kB
SwapFree: 0 kB
Dirty: 32 kB
Writeback: 0 kB
AnonPages: 527088 kB
Mapped: 97832 kB
<\snip>

CLI A/ 5 @ Bash ME1T

WIZ, runbashz~ > K& H LT Bash 205 ps 2 F479 502~ LE7 :

switch# run bash ps -el

F S UID PID PPID C PRI NI ADDR SZ WCHAN TTY TIME CMD

4 S 0 1 0 0 80 0 - 528 poll s ? 00:00:03 init

1 s 0 2 0 0 80 0 - 0 kthrea 2 00:00:00 kthreadd
1s 0 3 2 0 80 0 - 0 run ks ? 00:00:56 ksoftirqgd/0
1 s 0 6 2 0 -40 - - 0 cpu st ? 00:00:00 migration/0
1S 0 7 2 0 -40 - - 0 watchd 2 00:00:00 watchdog/0
1 s 0 8 2 0 -40 - - 0 cpu st ? 00:00:00 migration/1
1S 0 9 2 0 80 0 - 0 worker ? 00:00:00 kworker/1:0
1s 0 10 2 0 80 0 - 0 run ks ? 00:00:00 ksoftirqgd/1l
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45 RPM 0) & 18

RPM 1 > X F—LDREIMRSH

RPM % A A h—)VEITBMT DS, WOTFNEIZL D VAT LAOMEFERTETCND T &

FIRDEE

F IR D

FIE

ZMERS L £

YINERYYTHE |

1. switch# show logging logfile | grep -i "*System ready"

2. switch# run bash sudo su

ARV KRFERERETY VY

=)

R v 71 | switch# show logging logfile | grep -i "*System ready” | Bash % %E&/T3 AFi2. ZOFIEIZ L > T, RPM %
A VA M=V FEILENT BRIO T AT LOUEE)
TETCWAZ LR LET,
PLFD L5 i ABnERS UL, FITLET,
2018 Mar 27 17:24:22 switch
%ASCII-CFG-2-CONF_CONTROL.: System ready
R w 72 |switch# run bash sudo su Bash o — KL E7,

1
switch# run bash sudo su

bash-4.2#

Bash /5 DH#EEERPM DA > X —JL

FIE
ARV RFEEET7TIVa Y B#J
R 7 71 |sudo dnf installed | grep platform AL Y FAZA A F—/L ST S NX-OS HEHERPM
DY A ERRLET,
AT F 2 |dnflistavailable fEFATHE/ RPM D U A k& FR LET,
R 7w 7 3 |sudodnf -y install rpm i ATBEZ RPM & A VA h—/L L E T,
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il

wIZ, bfd RPM # A > A b —L 358 % R~ LET,

bash-4.2$ dnf list installed | grep n9000

base-files.n9000
bfd.1ib32 n%000
core.lib32 n9%000
eigrp.l1ib32 n%000
eth.1ib32 n9%000
isis.1ib32 n9000
lacp.1lib32 n9%000
linecard.1lib32 n9000
11ldp.1ib32 n9000
ntp.1lib32 n9%000
nxos-ssh.1ib32 n9000
ospf.1ib32 n9000
perf-cisco.n9000 gdb
platform.1ib32 n9%000
shadow-securetty.n9000 gdb
snmp.1ib32 n9%000
svi.1lib32 n9000
sysvinit-inittab.n9000 gdb
tacacs.1lib32 n9000
task-nxos-base.n9000 gdb
tor.1ib32 n%000
vtp.1lib32 n%000

bash-4.2$ dnf list available

bgp.1ib32 n9000

.14-r74.2
.0-x0
.0-x0
.0-x0
.0-x0
.0-x0
.0-x0
.0-x0
.0-x0
.0-x0
.0-x0

N .
o
i o G
B B Wwh OR
o oo |1 o o
R
=

. ® - .
OO R OO OO O |
[6)] .
o
|
o
o
IS

|
-

o

|
-

e N N e e N e e e e e e e e e e T = St
OCO0OO0OO0OPMOOH O OODODODODOOOO OO O

o O

1.0.0-x0

bash-4.2$ sudo dnf -y install bfd

)

maerM o7 v 75 L—F

installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed
installed

GE)

rpmdnf Z LS DA

bashinstall cli

EEGEO A A v F OV v— RIFIZ, KEHIRRPMORDVIZ a2~y REFEHLET,

RPM AN A > A h— A SREOTEARL . VA R
LETITTFANGEFEH LA A M= ENDD, THREFERINTT, dnf

HWRERPM D7 v T L— K

FIEOHE

1R HHEIIZ

dnf YR R UIZRPM D B AN—2 3 VR T ARLENH Y £3,

1. sudo dnf -y upgraderpm
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FED FF 4
Flg
ARV REEEFET7IVa Y B
Z 5 71 |sudo dnf -y upgraderpm AV AR—LERTWAERPM 27 v 7/ L— KL
F7,
451

RIZ, bfdRPM OT v 77 L— ROl R LET,

bash-4.2$ sudo dnf -y upgrade bfd

WEERPMDA YT L—F

FIEDHEE
1. sudo dnf -y downgraderpm
FIE D
FIg
OV RFEREFET7TIV3 Y By
R T w 71 |sudo dnf -y downgraderpm WD dnf U R R UIZ FALR— 5 > D RPM
DHLLGEIC, RRMEX 7 T L—RLET,

451
WIZ, bfdRPM 2 X 7 7 L— R4 56K~ LET,

bash-4.2$ sudo dnf -y downgrade bfd
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maeremon= ]

#HE RPM DJHE
~

(G£)  SNMPRPM B L U'NTPRPM [FfRi#E SN TRV, HETEEEA,
INHLDORPM 27T v I 7 L— RERFIX VT L—RTEET, Ty 77— RERIEF Y
YU —=REEHCTHITIE VAT LDV v— RRLETT,
PR SN RPM O U A MMZ DWW T, fete/yum/protected.d/protected_pkgs.conf
/etc/dnf/protected.d/protected pkgs.conf B[ L T 72 &1,

FIEDHE
1. sudo dnf -y eraserpm
FIED FH
FIE
ARV RFERETY a3 Y B
A7 71 |sudodnf -y eraserpm RPM Zi{HE L ET,
i

W’OBHNL., bfd RPM #iEET 5 HiEE /R L TWET -

bash-4.2$ sudo dnf -y erase bfd

DMEDEL 1—/)LEDYHR— k

NX-OS U U —2 9.3(1) LAKE, Cisco NX-OS A A —U I DME OF Y 2 — W MEE Y R— L%

T, UL, AL v TFORPM~F—T v LFAEA LT, DMERPM DIER AT 7 7 L—
RELIZF U T L—RERRBICLET, FRAROT v 77 L — REREFF V7 L—RIZ
k0, VAT LOHFEIHEEITETICRPM A A A b —/LT&, DMET — & _X— A |[ZREN
HHMOT TV r—a L OEEGSZENTEET, DMEOEY 2 — W ERT 5 &
ISSURY AT LDY r— RETOTIZ, ETNVOEEE AL v FITHHATEET,

\)

G¥) DMERPMZu—RL7#%., VSHZHESH L THLLMODZ =Y 24T 2M4ENH Y F
@—O
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B overemo oz -

CiscoNX-OS U U — A 10.3(1)F LAF&, DME A > 7 Z 1%, CiscoNexus 9808 77 v 7 4 — L A
Ay FTHR—FINTVET,

CiscoNX-OS U U —Z 10.4(1)F LA, DME - > 7 Z 1%, CiscoNexus 9804 75 » k7 4 — L A
A v FTHR—FINTNET,

CiscoNX-OS U U — 2 10.4(1)F LAf, DME /% Cisco Nexus 9332D-H2R 77 & h 7 4 — L A A v
FTHR—FraINnET,

Cisco NX-OS U U — % 10.4(1)F LAFE, DME f > 7 7%, Cisco Nexus 9808 33 1T 9804 A A
F A FEH L 72 N9KX98900CD-A 35 L T NIKXISI6DM-A T A > I— RTHR— N ENFET,

CiscoNX-0S U U —Z 10.4(2)F LAKE. DME I Cisco Nexus 93400LD-H1 77 v b 7 4 — AL A A
FTHR—FSNET,

Cisco NX-OS U U — A 10.4(2)F LAF:, DME & Cisco Nexus N9K-C9364C-H1 77 v b 7 # — A
AA v FTHR—KFEIHET,

DMERPM DA > X k—IJL

FIE

T 7V R T NX-0S VU U—RZ293()IZT v 77 L—KR$hE, MWHDT v 77 L— RA[hE
RPM N 77— ThHhH_X—ZADMERPM A VA h—L &, 77T 4 712720 £4, DME
RPM . RPM 77 A NDT 75V c A A= F 4 L7 b (Jrpns) T4 A F—L &
WET,

a— RERITET LV ALEET 585815, DMERPM 2 A A b— /L4 5 0BRH ) £, A
A b= F 5121, install 2~ > REZEHT 25 NX-OSRPM v R — U ¥, F7213 dnf 72 & OFE
YERPM Y — NV 2EHLET, dnf 2FEHTEHEE51E. A4 v F O Bash = VZT7 7 &8AT 5
MERBH Y FT,

AT 71 copy path-to-dme-rpm bootflash: [//sup-#][ /path]

ATy T2

51

switch-1# copy scp://test@10.1.1.1/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm bootflash://

switch-1+#

SCPEZ/TLTCDMERPM 27— h 7T v =ilab—LE7,

DMERPM #A VA b—/VE13T7 v 77 L— T 5121%, ROWTNHOFEZERLET,
NX-OS ®install =2~ > REEHT5I121%, koa<w> REFETLET,

« install add path-to-dme-rpm activate

1 -

switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate
1.0-9.3.1.

Adding the patch (/dme-2.0.

1ib32 n9000.rpm)

[HEHHHHF AR HHH] 1003

B oo rEeErVUTRE
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Install operation 90 completed successfully at Fri Jun 7 07:51:58 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[HEHHHHFHEHFHAHAS##H] 1003

Install operation 91 completed successfully at Fri Jun 7 07:52:35 2019
switch-1#

install add path-to-dme-rpm activate upgrade

il -
switch-1l#install add dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate upgrade
Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)

[HEH AR HAHAS##H] 1003
Install operation 87 completed successfully at Fri Jun 7 07:18:55 2019

Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
[H##E44A44H4 44 44#HE] 1003

Install operation 88 completed successfully at Fri Jun 7 07:19:35 2019
switch-1#

install add path-to-dme-rpm % #17%>5 install activate path-to-dme-rpm
f

switch-1l#install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm

[HEHH A F R HFEASHHH] 1003

Install operation 92 completed successfully at Fri Jun 7 09:31:04 2019
switch-1l#install activate dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
[H###HFHHHFFFH R4 HH] 1005

Install operation 93 completed successfully at Fri Jun 7 09:31:55 2019
switch-1#

dnfinstall Z M9 5121%, kD=a~ FEETLET,
« dnf install --add path-to-dme-rpm

switch-1# dnf install --add bootflash:///dme-2.0.10.0-9.3.1.1ib32 n9000.rpm

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

[#####HH#44H###44## ] 90%Install operation 96 completed successfully at Fri Jun 7 22:58:50

2019.

[H###HH4H#4H#4EH#4EHHE] 1003
switch-1#

dnf install --no-persist --nocommitpath-to-dme-rpm

ZOF T a AE, RICTART LIl —F—DBIENRKLETT,

fi

switch-1# dnf install --no-persist --nocommit dme-2.0.10.0-9.3.1.1ib32 n9000

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
localdb/primary | 6.2 kB 00:00 ...
localdb 2/2
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Setting up Install Process
Resolving Dependencies
--> Running transaction check
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---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be updated
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be an update
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Updating:
dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

Upgrade 1 Package

Total download size: 45 M
Is this ok [y/N]: y
Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Updating : dme-2.0.10.0-9.3.1.1ib32 n%9000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData

Cleanup : dme-2.0.1.0-9.3.1.1ib32 n9000 2/2

Updated:
dme.1lib32 n9%000 0:2.0.10.0-9.3.1

Complete!
switch-1#
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A 2RXAF=ILENTL S RPM DR

NX-0S show install =~ > FE7ziZ dnflist Z##H LT, DMERPM 281 > A h—/LENTW5
NEIDERTEET,

FIE

TERFEIRL £,
« NX-0S DA
show install active
£ -
switch-1# show install active
Boot Image:
NXOS Image: bootflash:///<boot image.bin>
Active Packages:

dme-2.0.1.0-9.3.1.1ib32 n%000
switch-1#

«dnflist TiZ, dnf 2~ REFRITT DHENITAA v F D Bash =/ (runbash) (2w 7 A 950N

HYET,

dnf list --patch-only installed | grep dme

i -

switch-1# dnf list --patch-only installed | grep dme

dme.1ib32 n9000 2.0.1.0-9.3.1 @localdb

A—AIL YRS FJORPM DI )

A2A v F LD (m—Hn) VERY MY EZRE LT, RRMAMEET 200 E D N E R TEET,
FIE

X271 runbash
51

switch-1# run bash
bash-4.3$

AA v F O Bash = rica A LET,

AT 72 Is/bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32_n9000.rpm
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1 -

bash-4.3$ 1ls /bootflash/.rpmstore/patching/localrepo/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm
inactive feature rpms.inf
repodata

bash-4.35$

~N—Z DMERPM 234 ' A b — L ENTWBHEAIE, /rons IZH Y £,

DMERPM D/N\— 3 VAV L—F

FIE

NX-0S =< REIX 2#EHA LT, DMERPM @ FAIAN— 5 UG FALAA— g 2 F D
Y7L —RTEET, installdnf # 7 7L — K925 2 LT, DMEDEY 27 U T ¢ BEREN R
BanEd,

DME RPM [FEEINTWA T2, R— FENTWEH A, install deactivateinstall remove

AT L— RHEZRRL £,
NX-0S DA -
« install add dme-rpm~@® /X X activate downgrade
il -
switch-1# install add bootflash:dme-2.0.1.0-9.3.1.1ib32 n9000.rpm activate downgrade

Adding the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
(#4444 44##E] 1003

Install operation 94 completed successfully at Fri Jun 7 22:48:34 2019
Activating the patch (/dme-2.0.1.0-9.3.1.1ib32 n9000.rpm)
(#4444 44##E] 1003
Install operation 95 completed successfully at Fri Jun 7 22:49:12 2019
switch-1#

« show install active | include dme
il -
switch-1# show install active | include dme

dme-2.0.1.0-9.3.1.1ib32 n%000
switch-1#

ZOHTiX, DMERPM 23/8—2 5 22.0.1.0 ~ 93147 7L —RENTWET,
dnf ®4 . root =—H%— (runbashsudosu) & LTCBash =/ Ca<y REETTEINENHD 9,
+ Bash C., dnfdowngrade dme dme-rpm % 247 L £,

ZOX T arEHERATLEE, VR RYKNDO FRY—T3 O DMERPM ICE##EX 70— R TX
e
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KDa<wy FHATHRBERRENTWAL I, ZOFFoarAdFoarv2%8TH5I203, 2—WF—
DI AN LT,

1 :

bash-4.3# dnf downgrade dme 2.0.1.0-9.3.1

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

Setting up Downgrade Process

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.1.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Downgrading:
dme 1ib32 n9%000 2.0.10.0-9.3.1 localdb 45 M

Transaction Summary

Downgrade 1 Package

Total download size: 45 M
Is this ok [y/N]: y
Retrieving key from file:///etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction
/bootflash/.rpmstore/config/etc/pki/rpm-gpg/arm-Nexus9k-dev.gpg
System at HA Standby, running transaction on Standby first

Installing : dme-2.0.1.0-9.3.1.1ib32 n9000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
In: failed to create symbolic link /var/run/mgmt/sharedmeta-hash: File exists
In: failed to create symbolic link /var/run/mgmt/dme-objstores.conf: File exists
In: failed to create symbolic link /var/run/mgmt/samlog.config: File exists
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt/shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassNamingMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt/shmetafiles/sharedmeta-PropMetaData
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mgmt/shmetafiles/sharedmeta-DnMetaData
Cleanup : dme-2.0.10.0-9.3.1.1ib32 n%000 2/2

Removed:
dme.1ib32 n%000 0:2.0.10.0-9.3.1

Installed:
dme.1lib32 n%000 0:2.0.1.0-9.3.1

Complete!

DMERPM D 1 DD/NN— g D FNDONR—=T g NI X T T L —RLET, ZOFTIEZ, X—T3
>2.0.100 ~93.1 33— 53 2201.0~93.1 12X T L —FRENET,

« dnf list --patch-only installed | grep dme

il -

bash-4.3# dnf list --patch-only installed | grep dme

dme.1lib32 n9000 2.0.1.0-9.3.1 @groups-repo
bash-4.3#

A LA =L ENTWS DMERPM ODN—V g U EFRLET,

N—ZXRPM ~ADHE G L—F

NX-0S @ install =~ > K& L CTX—2Z2 DMERPM %A A b—/L9 2570, F£72i1% dnf
downgrade ZffH LT, EAL/3— 5 D DMERPM 7>5X—AZADMERPM IZX 7 > 7 L— R
T&EET,

FIE

X7 — RFEZRIRLET,
NX-0S DA
« install activate dme-rpm
fi
switch-1# install activate dme-2.0.0.0-9.2.1.1ib32 n9000.rpm
[H##44 4444444444 44444]) 1009
Install operation 89 completed successfully at Fri Jun 7 07:21:45 2019
switch-1#
« show install active | dme
1 -
switch-1# show install active | include dme

dme-2.0.0.0-9.2.1.11ib32 n9%000
switch-1#

dnf ®4 . root =—H%— (runbashsudosu) & L TCBash =/ Ca<y REETTILENHY 9,
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» Bash C. dnfdowngrade dme dme-rpm % 317 L £,
ZOFTvavick), R—ZDMERPM I[CHEBEX VS L— R TEET,
RDOa~y R THHE RSN TS LI, 2O T a vz 7351203, 22— =D AR
VBT,
fi

bash-4.3# dnf downgrade dme-2.0.0.0-9.3.1.1ib32 n9000

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
protect-packages

Setting up Downgrade Process

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
wrl-repo | 951 B 00:00

Resolving Dependencies

--> Running transaction check

---> Package dme.lib32 n9000 0:2.0.0.0-9.3.1 will be a downgrade
---> Package dme.lib32 n9000 0:2.0.10.0-9.3.1 will be erased

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Downgrading:
dme 1ib32 n9%000 2.0.0.0-9.3.1 groups-repo 44 M

Transaction Summary

Downgrade 1 Package

Total download size: 44 M
Is this ok [y/N]: y
Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : dme-2.0.0.0-9.3.1.1ib32 n9000 1/2
starting pre-install package version mgmt for dme
pre-install for dme complete
mgmt /
mgmt/shmetafiles/
mgmt/shmetafiles/sharedmeta-ChunkMetaData
mgmt/shmetafiles/sharedmeta-ClassMetaData
mgmt/shmetafiles/sharedmeta-ArgMetaData
mgmt/shmetafiles/sharedmeta-ConstMetaData
mgmt /shmetafiles/sharedmeta-ConstIdMetaData
mgmt/shmetafiles/sharedmeta-ConstDefTypeMetaData
mgmt /shmetafiles/sharedmeta-ConstPropMetaData
mgmt/shmetafiles/sharedmeta-ConstArgMetaData
mgmt/shmetafiles/sharedmeta-ClassRelMetaData
mgmt/shmetafiles/sharedmeta-DnMetaData
mgmt/shmetafiles/sharedmeta-PropRefsMetaData
mgmt /shmetafiles/sharedmeta-PropMetaData
mgmt/shmetafiles/sharedmeta-RelsMetaData
mgmt /shmetafiles/sharedmeta-ActionContextMetaData
mgmt/shmetafiles/sharedmeta-SvcMetaData
mgmt /shmetafiles/sharedmeta-ClassNamingMetaData
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Cleanup : dme-2.0.10.0-9.3.1.1ib32 n9%000 2/2

Removed:
dme.1ib32 n%000 0:2.0.10.0-9.3.1

Installed:
dme.1lib32 n%000 0:2.0.0.0-9.3.1

Complete!
bash-4.3#

~N—ADMERPM %A A h—/LLET,

« dnf list --patch-only installed | grep dme

i:

bash-4.3# dnf list --patch-only installed | grep dme

dme.1lib32 n9000 2.0.0.0-9.3.1 @groups-repo
bash-4.3#

A LUAPF—LENTNHX—ZDMERPM #FE R LET,

/N F RPM () &1

RPM 14 > X F—LDBRRE Y

RPM %A A h—/)VEZITEMNT RN, WOFIRIZE Y VAT AOEEFFNTETNDH T &

T LET,
FIEDHE
1. switch# show logging logfile | grep -i "'System ready"'
2. switch# run bash sudo su
FIE D
FIR
ARV KRFERRETY V3 Y BH#Y

R Fw 71 | switch# show logging logfile | grep -i "*System ready”” | Bash #%E/T3 AF1IZ. ZDOFIEIZ L > T, RPM %
A VA RN VETITBINT DR1D T AT L O K[ )N
TETCWAZ L aERLET,

PITFo X ihnFREnn, F#ITLET,

2018 Mar 27 17:24:22 switch
%ASCII-CFG-2-CONF_CONTROL: System ready
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Bash i 5/%v F RPM ZiB/NY % .

ARV RFERFTIVaY B
R Ty 72 | switch# run bash sudo su Bash 0 — K LE4.
i

switch# run bash sudo su

bash-4.2#

Bash 7 5/%y F RPM %E/N9 %

FIE
ARV RFERETY Va3 B#Y

R T 71| dnflist --patch-only AA Yy FIHFET D80 F RPM O U A M EFIRL
S5

R 72 |sudo dnfinstall --add URL_of patch URYS MYy FEENMLET, = 2T,
URL of patch |%, /bootflash/ patch 72 & DFEHER) 73
Linux &3 U TlE 72 < | bootflash:/ patch 72 & DHREIZ
EFR I TT,

AT 73 |dnflist --patch-only available UARY MVICBIMENTWENIET 77 4 TIREED

Ny FDY A MeRRLET,

1

KIZ, RPM & A A b= Dl R LET,
nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000
bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
bash-4.2#

bash-4.2# sudo dnf install --add

bootflash:/nxos.CSCabOOOOl—an_ALL—l.0.0—7.0.3.I7.3.1ib32_99000.rpm

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
[He#HHHHEEHHHHE ] 70%Install operation 135 completed successfully at Tue Mar 27

17:45:34 2018.

[###4#H4H44HFHAHHHHHE] 1009
bash-4.24#
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Ny FRPMPA Y A h—asnlcb, IELSA VA b=V ESNTZ L EMERLET,
ko= N, VARV FVISBMESh, 777 4 7HREO NNy F2—HFKRLE
ﬁ—o

bash-4.2# dnf list --patch-only available
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CSCab00001-n9k ALL.1ib32 n9%000 1.0.0-7.0.3.17.3 patching

bash-4.2#

RPM 3 tar 7 7 A WIZANY RSN TWbStar 7 7 A A0 bH URY Iy F 2B
THIEHLTEES, &I,

nx0s.CSCab00002_CSCab00003-n9% ALL-1.0.0-7.0.3.17.3.1ib32_n9000 tar 77 7 A /LT 5 F
522D RPM /3y FURY R UITENT 5612~ LET,

bash-4.2# sudo dnf install --add

bootflash:/nxos.CSCab00002_CSCab00003-n9k_ ALL-1.0.0-7.0.3.I7.3.1ib32 n9000.tar

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
[###4HH4HH4HSHS ] 70%Install operation 146 completed successfully at Tue Mar 27

21:17:39 2018.

(#4444 HHFFHFHHHHHH] 100%

bash-4.2#

bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
patching/primary | 942 B 00:00 ...
patching 2/2
thirdparty | 951 B 00:00

nxos.CSCab00003-n9k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching
nxos .CSCab00002-n9% ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching
bash-4.2#

INYFRPM D7 Y T4 T4k

1R BRI
#unique 58 D FNAIZHES T, HE/R2/ Ny FRPM BV ARY MV ITEIMSNTWD Z & 2R L
£9,
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FIE

RyFeeMo7s 7+t ]

ARV RFFEERTIVa Y

=)

R 71 |sudo dnf install patch_RPM --nocommit

Ny FRPMET 77 471 LET, 2T,
patch RPM LU R Y RV IZHH /Xy FTT, ZOF
ETIX, Ny FOLEZRE LRNTES N,

GE)
--nocommit 7 7 V& o~ RIZEBEMTAE, Ny F
RPMABZDOFIETT 77 4 712D FTH, a3y
FERFEHA, XYFRPM ET 7T 4 7L LTZt4
a3y M T3 FIRICHOWTIX, /XY F RPM O =
Ty b (243—V) EBRLTIEEN,

1

KIZ, nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /N> F RPM % 7 7 7 4

T ol ERLET,

bash-4.2# sudo dnf install nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit

Loaded plugins: downloadonly,
: protect-packages

groups-repo
localdb
patching
thirdparty

Setting up Install Process

Resolving Dependencies

--> Running transaction check

importpubkey, localrpmDB, patchaction, patching,

| 1.1 kB 00:00
| 951 B 00:00
| 951 B 00:00
| 951 B 00:00

---> Package nxos.CSCab00001-n%9k ALL.1ib32 n9000 0:1.0.0-7.0.3.I7.3 will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Version Repository Size
Installing:

nxos.CSCab00001-n9k ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 patching 28 k
Transaction Summary

Install 1 Package
Total download size: 28 k

Installed size: 82 k

Is this ok [y/N]: y

Downloading Packages:
Running Transaction Check
Running Transaction Test
Transaction Test Succeeded
Running Transaction

Installing : nxo0s.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9%000 1/1

[###f4## 4444444 ] O0%error:

reading
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/var/sysmgr/tmp/patches/CSCab00001-n9k ALL/isan/bin/sysinfo manifest, non-printable
characters found

Installed:
nxos.CsCab00001-n9k ALL.1ib32 n9000 0:1.0.0-7.0.3.1I7.3

Complete!
Install operation 140 completed successfully at Tue Mar 27 18:07:40 2018.

[###4#H4H4E4E44H4H4E] 1009
bash-4.2#

wDa~y REAJLT, Ry F RPMPIEFIZT 77 4 7{bSniz 2 L iR L %
—é—o
bash-4.2# dnf list --patch-only

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CSCab00001-n9k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 installed
bash-4.2#
o -
NYFRPM D=y k
FIE
IRV RERETI YAy B &
R Fw 71 |sudo dnf install patch_ RPM --commit Ny FRPMAZ=2Iv FLET, /S FRPM I, U

n—RFRbT 7T 4 TR E AR D720 IT =
2y MTLOMERDHY £,

1

wIZ, RyFRPME a3 v T EHERLET,
nx0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000

bash-4.2# sudo dnf install nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Install operation 142 completed successfully at Tue Mar 27 18:13:16 2018.
[#e####44HH##4FEHHH#E] 1003
bash-4.2#

ROa~v Re AN LT, Ny FRPMAEFIZAIy hSNZ &R LET,

141
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RuFeemox7s 7+ 71t ||

bash-4.2# dnf list --patch-only committed
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

nxos.CSCab00001-n9%k_ALL.1ib32_ n9000 1.0.0-7.0.3.17.3 installed
bash-4.2#

Ny FRPMDIET VT4 Tk

FIE

A RFEREFIT7II Y B#

R w 71 |sudo dnf erase patch RPM --nocommit Xy FRPM 23T 77 4 7L LET,

GE)
o< FIZ --nocommit 7 T 7 &BINT 5 &, /Ny
FRPMIZZDOFIRCTOHRIET 77 4 TS E T,

R T w 72 |sudo dnf install patch RPM --commit NyFRPMZEZa2Iv FLET, vF RPM 2 =

TYPLAVEFHIRLES LT HE, 2T—Ay
T ORERSNET,

1

K12, nx0s.CSCab00001-n9K_ALL-1.0.0-7.0.3.17.3.1ib32_n9000 /< F RPM % I T 7 7 +
TN TBHERLET,

bash-4.2# sudo dnf erase nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --nocommit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages
Setting up Remove Process
Resolving Dependencies
--> Running transaction check
---> Package nxo0s.CSCab00001-n9%k ALL.1ib32 n9000 0:1.0.0-7.0.3.1I7.3 will be erased
--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version Repository Size
Removing:
nxos.CSCab00001-n9k ALL 1ib32 n9%000 1.0.0-7.0.3.17.3 @patching 82 k

Transaction Summary

Remove 1 Package

Installed size: 82 k
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Is this ok [y/N]: y

Downloading Packages:

Running Transaction Check

Running Transaction Test

Transaction Test Succeeded

Running Transaction

[H###4#4# ] 30%error: reading

/var/sysmgr/tmp/patches/CSCab00001-n9k ALL/isan/bin/sysinfo manifest, non-printable
characters found

Erasing : nxos.CSCab00001-n%k ALL-1.0.0-7.0.3.17.3.1ib32 n9000 1/1
[HHHf A FFHFHAHHHE ] 905
Removed:

nxos.CsSCab00001-n9k ALL.1ib32 n9000 0:1.0.0-7.0.3.1I7.3

Complete!
Install operation 143 completed successfully at Tue Mar 27 21:03:47 2018.

[###4#H4H444E44A4HE] 1009
bash-4.2#

Ny FRPM X, T 7747k Liz%ical vy N T20ERH Y £7, /X F RPM
BIET 7T 4 7L LIZHICa v R Lo 2BAIL, Sy F RPM DI (26 2—
P) OFEEHEHAL TNy FRPMZHIBRLEY 5L, =T — XA vb—URER
SnET,

bash-4.2# sudo dnf install nxos.CSCab00001-n9%k ALL-1.0.0-7.0.3.I7.3.1ib32 n9000 --commit

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00

Install operation 144 completed successfully at Tue Mar 27 21:09:28 2018.

[###4#H4H4444444444] 1009
bash-4.2#

ROa<vy REANLT, NRyFRPMABEFIZAIy SN & 2ERLET,

bash-4.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,
: protect-packages

groups-repo | 1.1 kB 00:00
localdb | 951 B 00:00
patching | 951 B 00:00
thirdparty | 951 B 00:00
nxos.CsCab00001-n9%k ALL.1ib32 n9000 1.0.0-7.0.3.17.3 patching
bash-4.24#
< slv
/Ny F RPM D HIFR
FIE
ATV RERET IV Y By
R 71 |sudo dnf install --remove patch_ RPM T 7T 4 Ty F RPM 2HIBR L E 5,

B oo rEeErVUTRE



| vznexvUTHiEE

il

SDK £7-[£1S0 THESni=¥— K i—7 1 Totrox#nsT—2 ot [

Wiz, 73> F RPM ZHIRT HH12 R L E9,
nxo0s.CSCab00001-n9k_ALL-1.0.0-7.0.3.17.3.1ib32_n9000

bash-4.2# sudo dnf install --remove nxos.CSCab00001-n9k ALL-1.0.0-7.0.3.I7.3.1ib32_n9000

Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
thirdparty | 951 B 00:00 ...
[H#H S ] 50%Install operation 145 completed successfully at Tue Mar 27
21:11:05 2018.
[#f#H#H4HHHHHEHHHHH] 100%
bash-4.2#

\}

GE)

/Xy F RPM ZHIFRL L5 & Lok,

RDOTT— Ay E—VURERENET,

Install operation 11 "*failed because patch was not committed'. at Wed Mar 28 22:14:05

2018

ZFD%., HIRZRADLENI Ny FRPM A2 v b LEFATL, 73y F RPM % Hl
BT 2RI v PTAFIEICONTE, 22 LTLLZEE, Sy FRPMDOIET 7

T4 7k 25 —2)

WDa< ReE AN LT, T 77 4773y FRPM B EFITHIBR ST 2 & & RER

LET,
bash-4.2# dnf list --patch-only
Loaded plugins: downloadonly, importpubkey, localrpmDB, patchaction, patching,

: protect-packages
groups-repo | 1.1 kB 00:00 ...
localdb | 951 B 00:00 ...
patching | 951 B 00:00 ...
patching/primary | 197 B 00:00 ...
thirdparty | 951 B 00:00 ...
bash-4.2#

SDK E=7/=1X IS0 THEEIN=b—F/\—FT 44 TJOEXD

—

KEERI TR T

—E 1t

T r— a3 ZiE, Jete/init .d/application name {ZA A h—/L I % ECE) Bash A
707 NRMETY, ZOEE)Bash 27 U 7 MM, RO—{EEL 7 +—~ v MIT HHEHR
HVFET (ZDOT7r—~ v FOFEHNT- OV TIE, http://linux.die.net/man/8/chkconfigz 2 L C

<7TZEW)

#!'/bin/bash
#

vznersy7re I}
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<application name> Short description of your application

#

#

# chkconfig: 2345 15 85

# description: Short description of your application
#

### BEGIN INIT INFO

# Provides: <application name>

# Required-Start: $local fs Sremote fs Snetwork $named
# Required-Stop: $local fs Sremote fs Snetwork

# Description: Short description of your application
### END INIT INFO

# See how we were called.

case "$1" in

start)

# Put your startup commands here

# Set RETVAL to 0 for success, non-0 for failure
stop)

# Put your stop commands here

# Set RETVAL to 0 for success, non-0 for failure
status)

# Put your status commands here

# Set RETVAL to 0 for success, non-0 for failure
restart|force-reload|reload)

# Put your restart commands here

# Set RETVAL to 0 for success, non-0 for failure

|

echo $"Usage: Sprog {start|stopl|status|restart|force-reload}"
RETVAL=2

esac

exit SRETVAL

YINERYYTHE |

21T 4 TBasho T ILHSDT T 45— 3 VDK

AV EL )

FIE

AT B LT 7Y r—3 3 s Bash A2 U 7 k% Jetc/init.d/application_name (ZA > A h—/L L E 7,

ATwF2 /etc/init.d/application namestart T7 27U 7r— g U AEBIMAL £3
AT w73 chkeonfig --add application_namez A7 L %9
AT 74 chkeconfig --level 3 application_name on% AJJ L £ 4

FATLUL 3 E, FREOS VT 2—HFRT LIV THY . A v FRBEHEETIND L TT,

AT wF5 —application name #EITLC, 77V r—2a VN3 TEITENDLHIICATV2a— L ENTV5D

ZEEMERL, LoUL3 B on ICEREINTND Z & A2 LE T, chkeonfiglist
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BRRT—F759v1mbREunid I—r75va~0774L0r8 [

AT T6 77UV r—rarPMletcheddiZ A RINTWLZ EE2MERLET, [S) ORICH TN Ex, 77V r—
a4 (ZOFITIE teollector) 23%E ., ../init.d/application name |Z Bash f2EH A 7 U 7 h~D U > 7 235K
RENET,

\}

GE) * CiscoNX-0OS Y U —Z 10.5Q2)F TlX, =K KRX—=F 4 7FV r—2arnr 7y a ki
THE=F—TXFES, 77V r—a Ny IT7viaF 3% T35 L. Cisco NX-OS
X7V r— g A FEREIL E9,

« chkconfig --addapplication_name =1~ o K4 %17 L 7=, service application_namestart =
VY REFETLCT IV r—va v EEBLET,

« TV r—va Y EEIET DA, Linuxkill 2~ > REFH LRNWTL ZE0N, 2,
TV —va yOFERE TRV TT, VI, service application_name stop
avw s REMEHLET,

e TV r—a URARELEAE, chkeonfig--delapplication name =~ &AL TT
TV hr—varEHIRLET, 2L, Zoawy REERT A0S, BFT7 7Y r—
varvEEELTIEEN,

bash-4.2# Is -1 /etc/rc3.d/tcollector
Irwxrwxrwx 1 root root 20 Sep 25 22:56 /etc/rc3.d/S15tcollector ->../init.d/tcollector
bash-4.2#

WHRT—FI7259ahbRBANA T—FI75y
a~DI7 74 ILDEE

Cisco Nexus 9500 77~ N 7 —2L A4 v L, BE. S AEE2ELT 720122 2D A —
R RAFETa— L (1 OOBHARA— = NAFETa—LE 1 DDA LN A—r—
NAYP TV 2—)V) TSN TVWET, FRA—NN—RAPF ED 22— 2%, 77 A4 A b
L—HOMED T — 75932 77 AV AT ANHY, @, R — 75y a
TF7ANV VAT AERR LN, T—= 7T wa 7740 AT BTHEWIMN. L TWE
T, BAZR T — N7 T v v allEO LT Y BLEREE . fRA A v F A — " — 354
LEEBAIiA T, RLav Ty YNAZ N, T— 7TV allbMETL LI,

CiscoNX-0S9.2(2) U U —A L VA&, BIHRA == N"A P £ 2 — /L AF N[ Z—
N NA P F V2=V TIDOL I 7ar T oY 2T CTERTAINLENH Y £ L7=, Cisco
NX-0S9.2(2) ARETlX, AZ U NA A== NA P E Va2 — LN up REETHEHFREZ &, Bl
HARA=NR= AP FT 2 — VETFBHRT— 77 v a2 (/bootflash) LOFFED
Tr7ANET 4 LT M), AZ N, A== NP TV a2 — VETTAZ N, 7 — |
77 v ¥z (/bootflash sup-remote) ([CHBEIICEMITE 4, MHFTL7 7ML T 4
V7 P EBRIRT 21213, A v FICBashzm— L, BUHRT =7 T v vahbArAi
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B srsno—t750010624011 T-1T59 22 0T 7 A LORMH

N T= b7 Ty all@TH77ANVET 4 Lo B & MRERTRET 7 A )V
/bootflash/bootflash sync list ([ZIBLE T,

RITHI 2R L ET,

switch# run bash

bash-4.2# echo "/bootflash/home/admin" | sudo tee --append /bootflash/bootflash sync_ list
bash-4.2# echo "/bootflash/nxo0s.7.0.3.17.3.5.bin" | sudo tee --append
/bootflash/bootflash sync list

bash-4.2# cat /bootflash/bootflash_sync_ list

/bootflash/home/admin

/bootflash/nxos.7.0.3.I7.3.5.bin

bash-4.2# echo /bootflash/home/admin >> /bootflash/bootflash sync list

bash-4.2# echo /bootflash/nxos.7.0.3.I7.3.5.bin >>
/bootflash/bootflash sync_list

BRART— R 7T v a7 7 ANVERIET 4 V7 MVICEERMZ N5, AX A
T—= b 7Ty vaPNup RETHEHARERS, ZTNOOEEIEIAF N, T— 7T v all
BEIWICFEMShE T, AX NS T— R 7Ty v aPBEOT— N, A vFA—"— &
TIEFIAZ NS, JEr—RFOWNTNNTY T —FINdE, AF /N, A== FH
T TN ol & BIHRT — N7 T v v an~OEROX ¥ v T T v TN AL N
A T—=h 7T allTyvradinEd,

WIZ, FREFIEEZR /bootflash/bootflash sync list 7 7 A /LOKeME L HIRFHZ R L
£,

* /bootflash/bootflash sync_list 7 7 A /WL, EAIOEITHRIC HBIRNZ/ER S E
T, ROIOIERARAE TIZZ22 T,

 /bootflash/bootflash sync list 77 A /D=2 b UL, ROFEFHIZHENE
j_o

e 14TIC1 =RV
ex=Y hU I Linux NA &L LTHRELET (B : /bootflash/img.bin)
e h UL /bootflash 77 ANV AT ANICHHLENH Y £
 /bootflash/bootflash sync list 77 A /VAKIZ, BEWICAZ S T — K7
Z vy allfE&iET, copyvirtualshell (VSH) <> REFEH LT, A—/3— 314

EV a2 —/LE DT /bootflash/bootflash sync list 77 A VA FHTCa—7
HTEHLTEET,

DAY REMH LT, Z—=N—= " H £ 2 — LT
/bootflash/bootflash sync list 77 A NV EFRETEET,

run bash vi /bootflash/bootflash sync_list
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Kstack Z 7t

Kstack #r L TaE— .

FHIA N MDD TXTOMNIE, w77 7 A/ /var/tmp/bootflash sync.log (ZV
XA VL7 FENET, ROWTIhOa~vy REFEHLT, Z2orZ 77 A VEREITE
e Ed,

run bash less /var/tmp/bootflash_sync.log

run bash tail -f /var/tmp/bootflash sync.log

RIEAAR 7 V7 M, BHRT7— 79 vy a7 427 b EOMIET D7 7 A VOEIBRA <
NEBRRINZZE LRWRY , AZ U, T—= R 7T a T 47 UL T 7 A LEH|
BRLEFTA, BARICE-STE, AX A, T =TT v aOfATFOAL—ZARHEHAR T —
F7TwvakD bR, BAHRT - 770 a blHILTND EEITAX LN, T—
F7T 9V aDAR—ARRETLZERHYET, AX N, T— 7Ty v aZBH%R
T—= 7TV aDERRIT—ITD (RZ N, T =TT v va EORDRT 7 AV
M%) 1Icid, koa~<r FE AN LET,

run bash sudo rsync -a --delete /bootflash/ /bootflash sup-remote/

FHIA 7 VT NI, 77y vafl3&T3252848< Ny 7 7700 RTIITSNHRT D
VN £, 7220, MLOBE TITMFIL LIESGAIE, ROa~vr FefEH L TF
HTHEBTE £,

run bash sudo /isan/etc/rc.d/rc.isan-start/S98bootflash sync.sh start

rLCaE—

Cisco NX-OS U U —2Z 93(1) LAFETIX, 7 7 A /b 2 B —#fEIZIL, use-kstack 47> = & f#
HALTHOFRY NI—0 AZ v 7N LTEITTHA T v arBd b £9, use-kstack z i U
TI77ANVEabt—75L, abt—KH EEINET, ZOF T a i, A v TFrbl
BORYy FIZHDBHY)E—F =57 7 A L Ea bt —F HEAIETH F 7, use-kstack
FTad, sepResftp. REDIEHET 7 A )V a B —BEREZE L TAA v FIT, TR >
TN 77 AN Ea—IUE L ET,

N\

GE)

Vb DI E=FIEMER S E T,

AA T M FIPS E— FHEREZR F2IT L TV D 5A . use-kstack 472 a U IIHERE L A, A
A v FTFIPS E— RRANZ/> TN DHGE, a b —EEIR X LETHE, 774

use-kstack # /" L Ca B'—4 5 |Z1%, NX-OScopy =~ ROHKRZIZHEKEZBMLES, &
ZIx

switch-14 copy scp://test@10.1.1.1/image.bin . vrf management use-kstack
switch-1#

switch-14 copy scp://test@10.1.1.1/image.bin bootflash:// vrf management

use-kstack
switch-1#
switch-14 copy scp://test@10.1.1.1/image.bin . use-kstack
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2 A T4

switch-1#
switch-14# copy scp://test@10.1.1.1/image.bin bootflash:// vrf default

use-kstack
switch-1#

use-kstack 47> 3 »d, TXTD NX-OScopy 2~v > R&ET 7 A )V VAT A THAR—FEN
TWET, A7 21X 0penSSL (¥ =27 2t —) BEFHATT,

Bash >z JLDT7 ) H5— 3 4

WOHNE, XA T 47 Bash > = VDT Y r— a0 R LTWVWET

bash-4.2# cat /etc/init.d/hello.sh
#!/bin/bash

PIDFILE=/tmp/hello.pid
OUTPUTFILE=/tmp/hello

echo $$ > SPIDFILE
rm -f SOUTPUTFILE
while true

do
echo $(date) >> SOUTPUTFILE
echo 'Hello World' >> $OUTPUTFILE
sleep 10

done

bash-4.2#

bash-4.2#

bash-4.2# cat /etc/init.d/hello

#!/bin/bash

#

# hello Trivial "hello world" example Third Party App
#

# chkconfig: 2345 15 85

# description: Trivial example Third Party App

#

### BEGIN INIT INFO

# Provides: hello

# Required-Start: $local fs Sremote fs Snetwork Snamed
# Required-Stop: $local fs Sremote fs $Snetwork

# Description: Trivial example Third Party App

### END INIT INFO

PIDFILE=/tmp/hello.pid

# See how we were called.

case "$1" in

start)
/etc/init.d/hello.sh &
RETVAL=$"?

stop)
kill -9 “cat $PIDFILE"
RETVAL=$"?

status)
ps -p ‘cat SPIDFILE"
RETVAL=$"?

restart|force-reload|reload)
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kill -9

#1474 IBash o7 TUr—v a6 ]

‘cat SPIDFILE’

/etc/init.d/hello.sh &

RETVAL=$"?
i
*)
echo $"Usage:
RETVAL=2
esac

exit $RETVAL
bash-4.2#
bash-4.2#
bash-4.2#
bash-4.2#
hello
bash-4.2#

bash-4.2#

Sprog {start|stopl|status|restart|force-reload}"

chkconfig --add hello
chkconfig --level 3 hello on
chkconfig --1ist hello

0:0ff l:0ff 2:0n 3:on 4:0on 5:on 6:0ff

ls -al /etc/rc3.d/*hello*
lrwxrwxrwx 1 root root 15 Sep 27 18:00 /etc/rc3.d/S1l5hello ->

../init.d/hello

bash-4.2# reboot

Uwu— R

bash-4.2# ps -ef
8790
8973

root
root
bash-4.2#

grep hello
1 0 18:03
8775 0 18:04 ttySoO

00:00:00 /bin/bash /etc/init.d/hello.sh
00:00:00 grep hello

bash-4.2# 1ls -al /tmp/hello*
-rw-rw-rw— 1 root root 205 Sep 27 18:04 /tmp/hello

—rwW-rw-rw-
bash-4.2# cat
8790

bash-4.2# cat

Sun Sep 27 18:

Hello World

Sun Sep 27 18:

Hello World

Sun Sep 27 18:

Hello World

Sun Sep 27 18:

Hello World

Sun Sep 27 18:

Hello World

Sun Sep 27 18:

Hello World
bash-4.2#

1 root root

5 Sep 27 18:03 /tmp/hello.pid
/tmp/hello.pid

/tmp/hello

03:49 UTC 2015

03:59 UTC 2015

04:09 UTC 2015

04:19 UTC 2015

04:29 UTC 2015

04:39 UTC 2015
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