sl & A%

TOEIIRD MY v T THEEINTWET,
s B L ARMEIZONT (1 R—2)

e 2w FOER (1%—=)
TRy ay

« T ORE

ZEERAMEICONT

(11 ~—2)

CiscoNX-OSi&, Netconf, Restconf, gNMI/gNOI, 7 L A U R EDIEEWT 1 A 2 —
T2 A REN LT, ETABBU T 077~ Y7+ (MDP) ZH%A—hLET, EE Zh
EDOA B =T oA AF, EOEME L 72D YANGEB L U'DME/CLIA V7T A M7 7 F v %
FLCEELES, 2—V =13, —ROIER SN —FHoa2—T7 1 VT 41280, #BfEE22

WrcEx9d,

av Y FORT

OB a T, —EICER EN D show 2~ RIZOoOWTHBLEYS, 2L vFDE
ITIRREZTERT DO TX 97,

F1:RROAIVE: PEEFRAM

IHH

avy kR

R

netconf

show running-config netconf

netconf i i% D F R

show netconf nxsdk
event-history {events| errors}

AN MNEEDOFE IR

show tech-support netconf

netconf 7 7 = B /LR — kD
1%

show netconf internal details

PRI R D RS
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IHH

avy kR

A%

show netconf internal tlsservice

TLS S — SOARBE DR

show netconf internal tlssession
[al] { summary | detail }

HIEAREDTLS Y 5 o ®
U R NER

restconf

show running-config | grep
restconf

restconf 7 i D FK =

show netconf nxsdk
event-history {events| errors}

A X MNEREOFIR

grpe

show running-config grpc

grpe fERL DR

show grpc nxsdk event-history
{events| errors}

A R NEREOF R

show tech-support grpc

grpe 7 7 =)V R— DI
S

gnmi

show grpcgnmi servicestatistics

grpe B — 3 DARRE DR

show grpc gnmi rpc [al] {
summary | detail }

BIIEARED gNMIY 7 227 1
Trardl A MR

show grpc gnmi transactions

List gNMI Get/Set

show grpc internal gnmi
subscription...

WESS T A7 ) Ty g rF—
X DR

show grpc internal gnmi mtx
{sessions| statistics
subscriptions}

NERA > 7 T 1 7 DFER

gnoi

show grpc gnoi service statistics

grpe Y — /S DARRE DR

show grpcinternal gnoi rpcall]
{summary | detail }

BIEAR 2 D gNOI Bt D ) A
NEZN

openconfig

show running-config openconfig

openconfig #& % DR

show openconfig nxsdk
event-history {events| errors}

A Ry NEREDF IR

dme

show system internal dme
transaction history

DME k7 %7 v a v ORER

show tech-support dme

DME 7 7 = /1 /L% K — h DI
%
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AV IA=V)

DRI arTiE, TAv T u BN L TCIET 5 HFIEICOW T L £,

JAagsvEY) T4 T—xz Ay
Netconf, Restconf, 3L gRPC =—T = DA, ROFETR 7 EZNETEET,
eshow 2T > F

I, ==V b AR N ERTMEERT A E FETT, Znboa<y R
T—Vx NI TAT Y MERE ED L D ﬁﬁ#éﬁ%ﬁn¢é®;&j%iﬁo;
O I AT INT S THD20, A WER LM TE 8 A,

show netconf nxsdk event-history {events | errors}
show restconf nxsdk event-history {events | errors}
show grpc nxsdk event-history {events | errors}

oy 7274

KO EVWERE, Fid=—Y 2 MBI L%k n VE2ERT H5A 1%, Ivolatile
T4V MIIREENTWDal 77 A NVEHBERLET, =2—V =2k, AL vFD
bash > = /LIZT 7 & AT HERNDMLE T,

/volatile/netconf-internal-log
grpc-internal-1log
restconf-internal-log

YANG 1 > 2585

YANG A > 7 7 m27ix, Nolatle7 4 L7 MIZRfFSNET, =2—F =2, A v T D
bash v = /)VIZT 7 B AT HHERPLETY, CiscoNX-OS TiX, CiscoNX- OS dev-ops ©— /L&
721% Cisco NX-0OS network-admin &2 —/U(ZEEAF T HNza—F T H 72 bovH Bash 27 7 &
ATEET,

/volatile/mtx-internal.netconf.log
mtx-internal.grpc.log
mtx-internal.restconf.log

DME O 4

DME A > 7 7 u 7%, Inxoddme logsT 4 L7 F VICRFENET, 22—V —2iF, AA vF
D bash ¥ = /VIZT 7 AT BHERPLIETY, (https.//developer.01sco.com/51te/
cisco-nexus-nx-api-references/] S L T I WY,

/nxos/dme logs/svc_ifc policyelem.<pid>.log
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O "8
Cisco NX-OSi%, X7 =~ RAEZBBIZANT, T 74/ b TIIFHEFIZRBESI N 7 DH
EHENZLET,

—H—%, Jopt/mtx/conf/mtxlogger.cfga e L C. FFMIS AL HTEET,
AT 4 FXal—vay Ty AVOBEZTROLEBY T,

<config name="nxos-device-mgmt">
<container name="mgmtConf">
<container name="logging">
<leaf name="enabled" type="boolean" default="false"></leaf>
<leaf name="allActive" type="boolean" default="false"></leaf>
<container name="format">
<leaf name="content" type="string" default="$DATETIMES S$COMPONENTIDS S$TYPES:
SMSGS$"></leaf>
<container name="componentID">
<leaf name="enabled" type="boolean" default="true"></leaf>
</container>
<container name="dateTime">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string" default="%y%m%d.%H%M%S"></leaf>
</container>
<container name="fcn">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string"
default="$CLASSS: : SFCNNAMES (SARGSS) @SLINES"></leaf>
</container>
</container>
<container name="dest">
<container name="console">
<leaf name="enabled" type="boolean" default="false"></leaf>
</container>
<container name="file">
<leaf name="enabled" type="boolean" default="false"></leaf>
<leaf name="name" type="string" default="mtx-internal.log"></leaf>
<leaf name="location" type="string" default="./mtxlogs"></leaf>
<leaf name="mbytes-rollover" type="uint32" default="10"></leaf>
<leaf name="hours-rollover" type="uint32" default="24"></leaf>
<leaf name="startup-rollover" type="boolean" default="false"></leaf>
<leaf name="max-rollover-files" type="uint32" default="10"></leaf>
</container>
</container>
<list name="logitems" key="id">
<listitem>
<leaf name="id" type="string"></leaf>
<leaf name="active" type="boolean" default="true"></leaf>
</listitem>
</list>
</container>
</container>
</config>

<list> # 7%, <componentlD> (2L~ T/ 7 4 VX2 &2 EHZLET,
WOERTIE, arT7FeZ20) =70 HIZOWNTHIALET,
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notnn =
K2:av7FEY—7
avT+ VT DOERE EFENBa0TF EFEND)—T LA
logging T_RCToaX 5T — « B enabled : 2 X 7R A
HHEATINEGEENFE d UINE T DNEIRET D
e dest N N
+. T, T 74 b
e 7y A X477 T3,
() allActive : 2 X 7 H
U A K4 7 logitems KZE?% é\\gtj‘/\\\TO)
bEENET RECTRAETY
TATNT BT
B, 74V M4~
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O T T DERKA

EENBa0TFF

BEND ) —T LA

gJ A yE—0
74—~ v MEBE K
WL ET,

» componentID
* dateTime
* type

« fcn

content : 2 7 A vt —
ILEENST— 2R
U A NTBHCFH,
NZ

* SDATETIMES : =&
T A vE— A
NEE S ke
HET,

» SCOMPONENTIDS :
oJ Ayt —IIC
UK=Y MM
EEOET,

* $TYPES : A v
v—UH AT
(", INFO,
WARNING.
ERROR) % & %
£7,

*« $SSRCFILES : V/—
A7 7 A VDL E
BERET,

« $SRCLINE$ : V—
AT 7 A INVDOITE
FhEDET,

* SFCNINFO$ YV —
AT 7 ANDG
class::BI%4 2 5
DET,

$MSGS$ : Efgor 7
A=V TFRALE
/é\ly)iﬁ‘o
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notnn =

aVvFF VT DH5HA eFENBa0TFF EFENhB)—7 LERA
componentID oy REEEE N [ L enabled : &7 7 A vt —
R—F 2 FDOLEITT JicaryR—xr MDD
7, BEDDHNE ) R
ETAT—E, T
7 A M Ttrue] T
4, "false" OfEIL., =
T A=l T
AR L £,
dateTime a7 AvE—ORMN YL enabled : 2@ 7 A vt —
EXE 2N I HATE IR o
BMEEZHDLNE I M
DT —)E, T 7 4/
MIA 2 =7 TT,
format : 7 7 A v&—
VIZE D DHIED LT
B, Yoy%em%od YoHYoM%S
DI,
dest SEHe v T —DORERERTE | console : a5V — |4 L
PR L E T, e FFRAISNDDIE 1
ST TT,
file : £G4~ 7 A L
T, BT AN
Fa snE T,
arY =) Btk ar Y —, ML enabled : =2 YV —/L D

a X T REINE D

MERET DT =L

B, 77/ M
[false] T,
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arvTFt VT DOERHA EFENBaTF EFEND)—T LA
77 A ST 7 ANVDRREE | %47 L enabled : L5 ENH
RELET, EOMBERET HT—

I, 77 4V M
lfalse] T,

name : $69c02 77 7 A
NDILFHN, T 7+ v
M

I'mtx-internal.log |

location : %857 7 A /v
INADILFHN, T 7+
Jb Mi& T/mtxlogs] T
R

mbytes-rollover : 2 A
T AR EWT =X
 LEXTDEIORr 7
T7ANDR S HIRE
T2 uint32, 7 7 AV
MEXIOM /3o KT
R

hours-rollover : FF[
NDw 777 A4 NVDR
S ZIRIET D uint32,
77 F b b 24 KRR
<7,

startup-rollover : = —

Vv NORENIRFE T
R EIR R 7T 7
A NVE R — )L — N —
THME D DERIET
L7 —Nl, 774N
ML Tfalse] T,

max-rollover-files : @ —
WA —IN—=T 7 A )LD
KRB AERES D
uint32,
max-rollover-files D
AL E RHEHWD
77 ANVDHIRE I E
T, 7 74V MEIZ10
<

B sresmi



| swmeams
o1 rson [
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WIZ, TT7ANVETA VA R—LENTVOIRELZETULRET 7 A VERLET,

<config name="nxos-device-mgmt">
<container name="mgmtConf">
<container name="logging">
<leaf name="enabled" type="boolean" default="false">true</leaf>
<leaf name="allActive" type="boolean" default="false">false</leaf>
<container name="format">
<leaf name="content" type="string" default="$DATETIMES$ $COMPONENTIDS$ S$TYPES:
SMSGS">SDATETIMES $COMPONENTIDS STYPES SSRCFILES @ S$SRCLINES S$SFCNINFOS:SMSGS</leaf>
<container name="componentID">
<leaf name="enabled" type="boolean" default="true"></leaf>
</container>
<container name="dateTime">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string" default="%y%m%d.%H%M%S"></leaf>
</container>
<container name="fcn">
<leaf name="enabled" type="boolean" default="true"></leaf>
<leaf name="format" type="string"
default="$CLASSS$: :$FCNNAMES (SARGSS) QSLINES"></leaf>
</container>
</container>
<container name="dest">
<container name="console">
<leaf name="enabled" type="boolean" default="false">true</leaf>
</container>
<container name="file">
<leaf name="enabled" type="boolean" default="false">true</leaf>
<leaf name="name" type="string" default="mtx-internal.log"></leaf>
<leaf name="location" type="string" default="./mtxlogs">/volatile</leaf>
<leaf name="mbytes-rollover" type="uint32" default="10">50</leaf>
<leaf name="hours-rollover" type="uint32" default="24">24</leaf>
<leaf name="startup-rollover" type="boolean" default="false">true</leaf>
<leaf name="max-rollover-files" type="uint32" default="10">10</leaf>
</container>
</container>
<list name="logitems" key="id">
<listitem>
<leaf name="id" type="string">*</leaf>
<leaf name="active" type="boolean" default="false">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">SYSTEM</leaf>
<leaf name="active" type="boolean" default="true">true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">LIBUTILS</leaf>
<leaf name="active" type="boolean" default="true">true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">MTX-API</leaf>
<leaf name="active" type="boolean" default="true">true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-*</leaf>
<leaf name="active" type="boolean" default="true">true</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">Model-Cisco-NX-0S-device</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>

il
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</listitem>
<listitem>
<leaf name="id" type="string">Model-openconfig-bgp</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-MTX-API</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-NC</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-RC</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
<listitem>
<leaf name="id" type="string">INST-ADAPTER-GRPC</leaf>
<leaf name="active" type="boolean" default="true">false</leaf>
</listitem>
</list>
</container>
</container>
</config>

CLIZERAL-RJEED " &

10.4Q2)F LIF:, CLIZfEH L C, YutAZ2HESETIC Lo X 7k zBmIc L H 3
HZENTEET, BT —Y 20 FEXEC Z&IXiT2 %7, Wt b0 Tldun-
b, BEOBEICEL 5252 LI ERETEET,

FIEDHE
1. [no] debug grpc mtx enable-all
2. [no] debug grpc mtx level <level>
3. [no] debug grpc mtx item <item>
FIED
FIE
AR RFERERTIVa Y =LY
A7y 71 |[no] debug grpc mtx enable-all T, TRTOR ZEFITT HER R cli T,
25+ 72 | [no] debug grpc mx level <level> XL LALEGYEXET 25— (error) |
il - %5 (warning) . TE¥# (info) . 7/3v 7 (debug)
switch# debug grpc mtx level info 73)%33_%#{’(%35’9‘*0
T 7 4 hOLULiTinfo T,
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AU RFERETIVa Y

ATvT3

[no] debug grpc mtx item <item>

1

switch# debug grpc mtx item MTX-EvtMgr

FHEODHBEORX 72UV ET, ZHIXHE
XD LFFT,  show grpcinternal mtx debug % fiff
HALCHEHREREEEZR R LET,

1

WD showceli X, BEO X FiEKE2F R LET,

show grpc internal mtx debug

Example:
Log enabled : 1
All active : O
Log Level : Debug

Log items
*
DtxUserFunc
INST-ADAPTER
INST-ADAPTER-GNMI
INST-ADAPTER-GNOI
INST-ADAPTER-GRPC
INST-ADAPTER-NC
INST-ADAPTER-RC
INST-ADAPTER-TM
INST-MTX-API
LIBUTILS
MTX-API
MTX-ActionMgr
MTX-Coder
MTX-Dy-EvtMgr
MTX-EvtMgr
MTX-RbacMgr
MTXEXPR
MTXItem
MTXNetConfMessage
MTXOperation
MTXRestConfMessage
MTXgNMIMessage
Model-*

Model-Cisco-NX-0S-device
Model-openconfig-bgp

RPC

SYSTEM
TM-ADPT
TM-ADPT-JSON

©
55
S
]
M

ooroorpProooocooocoorHrPrOORRPRPRPRPORPRREOOOOO

ORI VarTIE, BRELCTWVWEEEZ NV T —U T 572000 OOFEERLET,
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B OmRE
A—=P—=DT T TIL T I TAT U NIRAA v FITHRH TERWGEIE, RORZMERLE
h@‘O

TR AT = v 7 LT, RIS T E 3 iR LET,

cfilxDT=—T = D show Av Y RETF v 7 LT, = "BREITINTNDZ &%
mLET,

IP/R—F Tyl LT, 8GN 77 AT U — AR Lo THIREN TN & &
MR LET,
IIAT Y MR ELWZ—Y =L/ AT — REZEETHZ 2R LET,

FEEAN—Z2OFGFEEZEH T 25 81E. FTAMRA L PR AAL v FIZTIELLS R INT
WHZE BROY T4 7 2 FEHER L. HIREINIZZR> TN L 2R L E
@—O

4 T4 T T34 X YANG

FEAELY [E X IAHBEIZBE T B 21 T 1 7 openconfig YANG I[ZREN H DL EIE. KD A
iR LT 7230,

o [EXAL] BEDOYAIZ. DME T 37 g VAR L TEEOEMAHIR L E7,
* [A% D DME REST ERZXE L. RIUCHER S NE I 0EHRLET,

OpenConfig Yang
FA T 4 7 openconfig YANG Dt 2BV /& ZIARIZHEN & 55513, ROZ & 2R LE
7

- feature openconfig BN AN > TWVHNE I AR L £T,
s A EINTVD YANG EDMHERZT =y 7 LT, VP R— AT =X A EfERLET,
cwrite BEDSAIE. DME F I 0 H 7 o g VAR L CIEEOFEMAHER L £,

TLARY

T LA MU, Tfeaturetelemetry| %/ L CYANG B L OZDMDT —H V— A ZUNEES
Hl-dlERSNET, 7L A UL, [featuregrpel &I L7- gNMIBERIZ B H S E T,
FITNY2—=TF 4 ZOFIET, AT Y FIT Lo TRRD £,

A =L
TRy raZiE, WOFETRRTEET,
« show telemetry internal event history { errors| events}

« show grpc nxsdk event-history { events|errors}
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show 2~ KT, KLz, EREAFy 7SN NELHERLE T,
« show telemetry data collector detail
« show telemetry event collector {errors| stats}

« show grpcinternal gnmi subscription statistics

IRSERFEFE =TT A XD -
KD show 2~ REMH LT, WHEDY A XL ZHER L £,
« show telemetry control database

« show grpcinternal gnmi rpc subscription-data

b5 U RR— FORRE -

KD show A~ REMHL T, NI AR—MOMEEHRLET, b7 AR — FORE
I%. featuretelemetry >~ VU AZOAFEHESTH Z LIZEE LTS LS,

» show telemetry transport <num> stats| errros
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