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cLUUTOVR—FRERmENTNOET,
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«NX-0S U U —2R 104(1)F LV ETD YU U —ZTix, DME AL MO O] 7 1 /87 ¢ |33

BRI CEIRI SN ETN, 24 LY —r DA 71y MIFIZ00.00 T, 7-& 213, BZT
2024-05-21T14:01:03.012+00:00 O L H IZERENFE T,

NX-0S U U — 2 10.5(1)F LAK%. currentTime, modTs 72 & DME # MO DX A LA K
71X, localtime-timezone_offset F TE RSN ET, 72 & 2IE, KAl
2024-05-21T14:01:03.012-04:00 D X H ITF RSN E T,

* CiscoNX-OS U U —2Z 104(2)F LAFE, 7 L A b V% CiscoNexus 93400LD-H1 777 v 7 —

DALy FTHR—FENET,

« Cisco NX-OS U U —Z 104(3)F LAK:, T L A b V1% 92348GC-X THR— & ET,

* Cisco NX-OS U U —R 10.4(Q2)F LA, 7 L A b UL Cisco Nexus N9KC9364C-H1 77 » k

T =LA v F T R—FSNhET,

TWYY—RIZEFGVGTL—FLE#OERaY VR

WY U =R X 7 L—RLU7E%, 0D Y —2ATEAR— b ZIRTWRWATREER S D
720, —EOK o~y NERITa~y RAE7 Y g UBNBBEREICR A AN H Y £, &
WY U —RZHF T T L— RT 5881, BTLA A= BE L-HBICT LA U BREA R
AR L TR LET, 2D —F AL, PR— S TWinwa~sy REZida~
VR AT a DR EERETE F9,

ROBIE, ZOFIHEEZRRL TWET,

c T LA NIMERAE 7 7 A M2 —LET,
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switch# show running-config | section telemetry

feature telemetry

telemetry

destination-group 100

ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB use-chunking size 4096
sensor-group 100 path sys/bgp/inst/dom-default depth 0

subscription 600

dst-grp 100

snsr-grp 100 sample-interval 7000

switch# show running-config | section telemetry > telemetry running config switch#
show file bootflash:telemetry running config

feature telemetry

telemetry

destination-group 100

ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB use-chunking size 4096
sensor-group 100 path sys/bgp/inst/dom-default depth 0

subscription 600

dst-grp 100

snsr-grp 100 sample-interval 7000

switch#

BT L= FEEZFATLE T, A A—UNREREN, A v TFOWREHNRTEZH, T
LA NURERR A AL v FIZat—LTRLET,

switch# copy telemetry running config running-config echo-commands
‘switch# config terminal’

‘switch(config) # feature telemetry’

‘switch(config) # telemetry’
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“switch(config-telemetry)# destination-group 100°

"switch(conf-tm-dest)# ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB °
"switch (conf-tm-dest)# sensor-group 100°

‘switch (conf-tm-sensor)# path sys/bgp/inst/dom-default depth 0°

"switch (conf-tm-sensor)# subscription 600°

“switch(conf-tm-sub)# dst-grp 100°

"switch(conf-tm-sub)# snsr-grp 100 sample-interval 7000°

‘switch (conf-tm-sub) # end’

Copy complete, now saving to disk (please wait)...

Copy complete. switch#

gRPC T 5 —DEN{E

gRPC ZEHEMN 20 DT —%X(E LTeHE., AA vTF 7747 MMX gRPC ZAGH ~DHEfE
ML L ET, gRPCZEHEZHNIT DT, HERETV—T DT ORGP T KL AD
RERL 2 MR U CHRAER T 2 BN H D 77,

—EOT T —DONFIT, KOLEEBY TT,
«gRPC 7 A 7 v "D EF 2 7 BTk L CRR T2REEZ #E T 5,

*gRPC LY —NTDI FAT v b A ye—VOMBZRERNR N T T, XA LT 7K
DRAET D, DOA =B Ly REMFEHLTAy =20+ 52 LT, #4
LT U NEEREL TN D,

gRPC F + ¥ 2 J DHR—

Cisco NX-OSi%X, gRPC F ¥ > 7 & HHR— b LET, AN —I U7 EZIEFITITHITIE, gRPC
MDI2MB 22 57 — 4 BEZEHRICEETHLERDL LGS, TY 7 2HNCT 50
NV FET,

gRPC L—V'—[%, gRPC T v 7 ZATH LENH Y 4. gRPCZ 747 MUK L ZAT
W, gRPC H— MY 7R T ZiT0ET, T LA MUIFSIERE ATV ICAS  FER
TEY, AFY FAZXBT LA RVICHFA SN T LHIRTHD 12MB 2B DL, T—4
DHIBREN D AREMED H Y £, Fv o7 2¥R— 2123, KTHISh TS X 91z,
gRPC T > 7 IZHEH &7z, Cisco ® GibLab TAFA[AE/LT L A b U .proto 7 7 A /L% AE
ALET,

F ¥ 7 YA XL 64 ~ 4096 /XA kT,
WIZ, NX-APICLI 2 & A4l 2+ R L £9,

feature telemetry !

telemetry

destination-group 1

ip address 171.68.197.40 port 50051 protocol gRPC encoding GPB use-chunking size 4096
destination-group 2

ip address 10.155.0.15 port 50001 protocol gRPC encoding GPB use-chunking size 64
sensor-group 1 path sys/intf depth unbounded

sensor-group 2 path sys/intf depth unbounded

subscription 1

dst-grp 1

snsr-grp 1 sample-interval 10000

subscription 2

dst-grp 2 snsr-grp 2 sample-interval 15000
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WIZ. NX-APIREST |2 L A Hspkf 2 2= L ¥,

{
"telemetryDestGrpOptChunking": {

"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"

}

CiscoMDS v —X ZA v F/2 L gRPCF ¥ 7 YR —F L TRV AT LATIEL, RO
TT— Avb—UNRERINET,

switch# use-chunking size 200
ERROR: Operation failed: [chunking support not available]

NX-API £ >4 — /R X DHIRE

NX-API (%, show 2~ R&fEHA L T, DMEICEEEE LR WAL v FIERAINE L TA b
V=37 C&FET, 7272, DMENHLT—X%2 A M) —3 745DV IZNX-API 21{&
AT 2L, WIRTEHZ, BEEOIERRRH Y F9,

« A wF Ny RiL, show 2= K72 ED NX-API FEOVH L 2 BB L £ 9,
* NX-API /X, CPU D K20% 2 HET HHHEEOH DN OO atw A& Ek L E9,
* NX-API & —# %, CLI»»5 XML, JSON [ZE# X E 4,
VLTI, 8 0 NX-APL & > W — /S ZHIRIE N 2 2 IR 3 2 DI L ot —F — 7 o —
<7,

1. show =~y RBNX-APIZHR—FLTWEINEINEHERLET, A AT ar %
FHL T, NX-API R VSH b D a~y REVER—RFLTWAEMNE I a2 R L E T,

show
<command> | json

’Di D show <command> | Jjson pretty DX 5 Iz Liﬁ_o

N

GE) AA v FNISON HAZIRTETICI0 WL L da~y RIZEIT T &0,

2. show 2~ RZFHEEL T, 74NV EEFZA T a v 250FET,

fll 2 DI LTRICa~y REFIZEETH 2 & 13T T 7 &V, showvlanid 100, show
vianid 101 72 ETH, N7 4 —<v U A EWETH2H, AETHIUR, RV IZ CLI
F7F g rEFEHLTLEEV, show vlan id 100-110,204 72 & T,
P U —F73IN T X OBRDBPMERIGENX, show a2~y N EKE X 752 L1
BT, T AINETHEREEEE T —2 A L=V EHIBLARNE ST LET,

3. NX-APIZT5T—4#%Exe L THEATA 2 — 1 —7TT LA M) 2R LEd, show
avy Reteoh—32 L LTCENTS

4. CPIOHEMZHIBT A7-0I1C. FNFHND show 2~ > RO O SEORBRM T, 71
A NY ERERR L ET,
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5, ZRFY =3I &N NX-APL HAOZBEFEODME 2L 7 g o O—E e LTEE L T
BLUET,

T LAY ®DVRFHHR—+

FLARYVREOYR—FZEY, "I AR—FVRFEZIFEETEXET, ZhiE. LA+
V5F—% ARy —am7ar b N3V R— &L TH &, SSH F 721% NGINX il
tova UEOBEEOFRENL AR TE A EEEWRLET,

use-vrfurf-name =~ F&FEH LT, FF7 AR —F VRF 2 EETEFET,
WOFITIL, FT7 2 AKR— K VRF Z2fELTHET,

AN, POST A o — K & L TP use-vef DFITI,

{

"telemetryDestProfile": ({

"attributes": {

"adminSt": "enabled"

}l

"children": [

{

"telemetryDestOptVrf": { "attributes": ({
"name": "default"

52 bNT-HER T, BEDIPT KL AR ELR—FDMAEDLETCT—HDONL—T 4 VT %ITH 7=
DI TE D VREF X1 27217 T, A IS VRF 1L, B IIiTbhz vif i L » T
rEESNET,

WIZH 2R L E9,

telemetry
destination-group 1
ip address 91.1.1.1 port 50007
use-vrf default
destination-group 2
ip address 91.1.1.1 port 50007
use-vrf test
sensor-group 1
data-source DME
path sys/fm
subscription 1
dst-grp 1
dst-grp 2
snsr-grp 1 sample-interval 1000

FFREOHER TIL, destination-group 1 & destination-group 2 O 5 IZ[A UsE5C IP 7 K L& &R —
K (91.1.1.150007) 235%E SN TWETA, H2 D VRFPHER SV TWE T (default & test)
2O F YA TIE, destination-group 2 237> HAEAL S TUW2356 . 91.1.1.1 50007 1Z15(E &
NoH7T—#I%, tet VRF ZfEH L Cv—7 1 7 ZivE T, destination-group (2 VRF 23M#AL S
NTWRWEEIE, REEAYICEE VRE BMEH S E T,
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SEAE RS X FARA 2 b HR—k
7 L A MU trustpoint F¥—7 — R&HHR— M LET,
RIZHDHDIX, a~v Ko ¥y 7 ATT,

switch (config-telemetry)# certificate ?

trustpoint specify trustpoint label

WORD .pem certificate filename (Max Size 256)
switch (config-telemetry)# certificate trustpoint

WORD trustpoint label name (Max Size 256)

switch (config-telemetry)# certificate trustpoint trustpointl ?
WORD Hostname associated with certificate (Max Size 256)
switch (config-telemetry) #certificate trustpoint trustpointl foo.test.google.fr

BiEERR FEYHR—+
7 L A MU X, destination-group 2~ K CThost ¥—7V— R&EHFR— KL TWET,
WIZ, B eR A ML DOV R — F Ol Z R L ET,

switch (config-telemetry)# destination-group 1
switch (conf-tm-dest)# ?

certificate Specify certificate

host Specify destination host

ip Set destination IPv4 address

ipv6 Set destination IPv6 address

switch (conf-tm-dest)# host ?

A.B.C.D|A:B::C:D|WORD 1IPv4 or IPv6 address or DNS name of destination
switch (conf-tm-dest) #

switch (conf-tm-dest)# host abc port 11111 ?

protocol Set transport protocol

switch (conf-tm-dest)# host abc port 11111 protocol ?

HTTP

UDP

gRPC

switch (conf-tm-dest)# host abc port 11111 protocol gRPC ?

encoding Set encoding format

switch (conf-tm-dest)# host abc port 11111 protocol gRPC encoding ?

Form-data Set encoding to Form-data only

GPB Set encoding to GPB only

GPB-compact Set encoding to Compact-GPB only

JSON Set encoding to JSON

XML Set encoding to XML

switch (conf-tm-dest)# host ip address 1.1.1.1 port 2222 protocol HTTP encoding JSON
<CR>

J— FBATFOHH— b

T LA MUIE, usenodeid =2~ REFEHALT, 7LV A M) ZEFDH AHX L NodeID LF-4)
EYVAR—MLET, 774NV FTEHFA MBEHINETHS, /— RIDOVKR— ML,
TUANIZEET—FO node id str AT EREETIIEE X ET,

usenode-id =<2 FEMHALT, 7LV A NIBERLETe 77 AL 2N LT/ —RID&2%ID Y
THIENTEET, Zoavwry RiZ+F7va ot

WROBNE, / — R+ Ol 2 FR L TWET,

switch(config)# telemetry
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switch(config-telemetry)# destination-profile
switch (conf-tm-dest-profile)# use-nodeid test-srvr-10
switch (conf-tm-dest-profile) #

WOHNL, /— RIS N2 OZEMTOT LA MY BHMEZRL TWET,

Telemetry receiver:

node id str: "test-srvr-10"
subscription id str: "1" encoding path:
"sys/ch/psuslot-1/psu" collection_ id:
3896 msg_timestamp: 1559669946501

host =< RO FD use-nodeid %7 22~ &R L E T, B L~ O use-nodeid 1%
WX, 77— L LL DR L D BB SN ET, ROBliTa~vr Ry v X v 7 AEFRLE
—é—o

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc Jjson
switch (conf-tm-dest-host)# use-nodeid ?

WORD Node ID (Max Size 128)

switch (conf-tm-dest-host)# use-nodeid session 1:18112

TUA N ZEHEOHNOBEFR L ET

>> Message size 923

Telemetry msg received @ 23:41:38 UTC Msg Size: 11
node id str : session 1:18112 collection id : 3118
data source : DME

encoding path : sys/ch/psuslot-1/psu collection
start time : 1598485314721

collection end time : 1598485314721

data :

YANG ETILDR R —Z VT DHYR—F

T 1L A M UL YANG ( [Yet Another Next Generation] ) & —4# &5 U /S AR— ML %
T, 7T LA MU, T/31 A YANG & OpenConfig YANG Offi 5 DT —4% A NY—3 7 %
A—FLFET,

JaxinHR— bk

TLARYIE, AARawr RCproxy¥—7— K2+ R—FrLET, RICHDDIT, a~vr
N2y 7 ATY,

switch (config-telemetry)# destination-group 1

switch (conf-tm-dest)# host 172.19.216.78 port 18112 protocol http enc json

switch (conf-tm-dest-host)# proxy ?

A.B.C.D|A:B::C:D|WORD IPv4 or IPv6 address or DNS name of proxy server

<1-65535> Proxy port number, Default value is 8080 username Set proxy authentication

username
password Set proxy authentication password

gRPC ERIEIE—

gRPC FEFIHIE— RNiE, host 2~ RCOAEHNTEET, BHEDOA MY —2RETIL, 2D
E— NIZBWT, Z[E#H 1T WriteDone() FOMMH LA T L720, ZIEL7ED L7a< TH,
mdtDialout FFOMH L CF —X# %A R —I 7 TXET,

RICHDHDIF, a~v Ko ¥y 7 ATY,
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nxosv-1(config-telemetry)# destination-group 1
nxosv-1(conf-tm-dest)# host 172.22.244.130 port 50007 ?
nxosv-1(conf-tm-dest-host) # grpc-async ?

oY= JI—TOE—FTL A F)RE

Cisco NX-0S 10.5(2)F LA, ==——|% telemetry CLI TH L\ CLI A7+ 3
merge-subscriptionsZfEf L C, oV — N —TNEEOV T A7) T a lEENTE
0. BRI N—T TR T 7 A VDB ST R WERIZ, B — 2 —T OB —DT
LARY a2y g BERTEET,

c COREINIAR N Y TR YTy g iR TEEEA,

cHHGRM TN —T YT RIS g DT 4R T 7 A NVERTEIL, FEIC ERMEN

HHYFEHA, NX-OSTIETr v 7 SNFE¥AL, TOHE, EFTXTOE VP —F1—
TN L CEBNCA TN E T, ZAUILEIO Y U —2 L [E L TY,

s U TNHEIBENRKRENWT T A7) o g v OF —ZEEOY TR,

min_sample_interval*floor(cur_sample_interval /min_sample_interval) D& L CHRE S
£
e min_sample_interval (X, T XCTOHT A7 VT a Do — 7 —TF O/
70/1/ Fﬁ‘j BF%VG?FO
e cur_sample fif@IX, TR — T N—TDRFEDY T A VT 3 O 7V
(=NQe I

s ZOF T aFURMOY U —ATIIMEH T EEAL, BT = v 7 TORM AR

HIZIE, FUr 7L —RT AR ZOREZHIBRL TS ZEW,

CLLZ{ERLI=TLA M) DR
CLI [C Kk S8R

WOFNETIEH, ARV —=I0 7 TLARNIEZADCL, T—% A MU —ADOEEIC &R

FIRDEE

. TLARY
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1. configureterminal

2. featuretelemetry

3. feature nxapi

4. nxapi use-vrf management

5. telemetry

6. [no] merge-subscriptions

7 ({EE) certificate certificate_path host URL
8. sensor-group sgrp_id
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9. path sensor_path depth unbounded [filter-condition filter] [alias path_alias]
10. destination-group dgrp_id
1. ({£E) ipaddressip_addressport port protocol procedural-protocol encoding encoding-protocol
12. (&) ipv6 addressipv6_address port port protocol procedural-protocol encoding
encoding-protocol
13. ({£E) source-interfaceinterface
14. ip_versionaddressip_addressport porthnum
15. ({£#&) use-chunking size chunking size
16. subscription sub_id
17.  snsr-grp sgrp_id sample-interval interval
18. dst-grp dgrp_id
FIIE D
Fg
ATV RFEREETIVaY B
R w71 |configureterminal 7 a— AT — RAEBG L E T,
i
switch# configure terminal
A7y F2 |featuretelemetry AN =T TUARNVRREAENCLET,
RTw 73 |featurenxapi NX-API ZH N LET,
A7 w74 |nxapi use-vrf management NX-APLIE#{E (2635 VRFEBRZ A L £ 7,
11 GE)
switch (config) # ACLIZRYy AKX Iy NORIZZET 4VZ 1
sw%tc}}i Econﬁ%g; # nxapi use-vrf management \/ywcjé 2 f:&)\ 10_2(3)1_-; i) ﬁﬁ@ U U — 2L
switch (config .
WOEENFTRINET,
2L

=

Belh RERRL SN HE ACL 13, HTTP ¥—E R |Z
IFERNC2 Y £H A, iptablesZ i L TT7 7 & 2
ZHIR LTS 7ZEW, |

GE)

10.2(3)F LABE, ACL %, & HE vif IZHE1E T 5 netstack
/Ny B & kstack Ny RO EE T VX U v
TTEET, ROBEWOEBLERKRINET

. IEEFLVRF THRLEN7- ACLIZ., Z D VRF
HTTP —E A IZITENTIEH D A,

S I g
o OF

TLARY .
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ARV RFERETI3Y EL:Y

ATy 75 |telemetry ARV =T T AN OWME— RIZAD F
1§| : j"o
switch# telemetry
switch(config-telemetry) #

AT w76 |[no] merge-subscriptions HEOY T A7) o a NG ENDTITORY
Bl - =N =T LTI ODa Ly v a i Ek
switch# merge-subscriptions L/ﬁfﬁfo

ATvT1 (f£%) certificate certificate_path host URL BETF D SSL/TLS GEMIEA A L £,

Bl : EOR 7 /3A ZADR4, GEPIFEH A ¥ /31 SUP IZ
switch# certificate /bootflash/server.key A —FTHNERHD 357r0
localhost

AT 78 |sensor-group sgrp_id IDsrgp id #Ffow ¥ — 7 L—TZ{EK L, B
. P I =TT RE P LE T
switch# sensor-group 100 BET, HFODEOLYR— IR TWET,
switch (config-telemetry) # o 5fjv__;f7§ci\ FL AR LFE—FDOE

=Z VTG ) — NEERLET,

2T w79 |path sensor_path depth unbounded [filter-condition | = = CoO®EHIFRE & 1. H O FERGR L T o=V

filter] [alias path_alias]

1 -
s kD~ Rit, NX-API TiZ72< . DME %
721X YANG IR EnE 4 -

switch (conf-tm-sensor)# path
sys/bd/bd-[v1lan-100] depth 0 filter-condition
eq (12BD.operSt, "down")

LIFOWL 2L, REN—Z2D7 4 14
V> 7 %EH LT, operSt 23 up 7>5 down (T
PLTLZZDOHR I HT—=FHEOICLE
T, MOMPELLTHEAMLET A,

switch (conf-tm-sensor) # path
sys/bd/bd-[v1lan-100] depth 0 filter-condition

and (updated (12BD.opersSt) ,eq(12BD.operSt, "down") )

UTR D/ A % KRBT HITIE. RO A
)Eﬁ [_/ij—o

switch (conf-tm-sensor)# path
sys/ch/ftslot-1/ft alias ft_1

e kD~ Rit, DME Tit72 <, NX-API £
721X YANG (@ S nvE 7 -

. TLARY

F (MO) 25052 LEEWRLET, Lo
T, POLLT LA U R MU —LDHE, ZTDO/RA
& EVENT D4 _T D+ MO 2 MO TIThi -2
HEAESELET,

GE)
hiE, F—#% J—ADME RXRIZOEH &
e

vt — N —FIcE o — RAEZBIMLET,

* Cisco NX-0S 9.3(5) U U — A LIR&E Tl
F—U— RPN EAINTWET,

e [JEE (depth) |RXETIE, B — /{20
BJLVERRELET, 0~32, B L OMERILR
DERIFBEDYFR—FINTHET,

alias

GE)

BEONT 740 ORI T, NX-APIX—AD
TP — R, BEODOREFEHATEET,
AR NREDONSANYT T AT T4 TINTWD
A, BT AT R LOLEFR—FL
94, TOMOEIZ0 E LT E T,
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ARV FFEREETIVa Yy

E:)

switch (conf-tm-sensor)# path "show interface"
depth 0

WD~ Rid, T34 A YANG I[Z#EH Sh
F7,

switch (conf-tm-sensor) # path
Cisco-NX-0S-device:System/bgp-items/inst-items

WD~ KL, OpenConfig YANG (Zji Ffl &
nEJ,

switch (conf-tm-sensor) # path
openconfig-bgp:bgp

switch (conf-tm-sensor) # path
Cisco-NX-0OS-device:System/bgp-items/inst-items
alias bgp_alias

WD a<r Rk, NX-APLICEH S £ :

switch (conf-tm-sensor) # path "show interface"
depth 0 alias sh_int alias

WD~ RiL, OpenConfigZifH S 4vE T,

switch (conf-tm-sensor)# path
openconfig-bgp:bgp alias oc_bgp alias

o I 3 D filter-condition /X7 A — X ZIRIE
LT, AR "R—2DOH T 27 1) g
WCHFED 7 4 NV Z EBERTE £,

WHEAR—Z2D7 4 VEBDGE | 7 4 VAL
HL, RENZEL LT x| FREINRE
TA Ry IBRRAELTZE EDOM G AR LET,
2F V., eq(12Bd.operSt, "down") @ DN
sys/bd/bd-[vlan] 7 « /L% 1%, operSt 23 B
INzEE, BLWoperSt N down DEFETH
LM DN DT aT 4 PERI LTz b X

(VLAN 238h{E | down T& % (2 no shutdown
avy RPFITENTEERE) IR T—&
NET,

* YANG E7VOHE, & rh— 20T
module name : YANG path T3, module name
X YANG €7V 7 7 A VOLHTTY, wIZHI
R LET,

s 734 AYANG DA :
Cisco-NX-OS-device:System/bgp-items/inst-items

» OpenConfig YANG D5 :
openconfig-bgp:bgp

GE)
depth. filter-condition, I3 JOF and
query-condition /X7 A —# %, BIfE YANG T
T R— SN THEE A,

openconfig YANG &7 /L D5 1E,
https://github.com/YangModels/yang/tree/master/vendor/cisco/nx
CBEI LT, &Y U —ADEEIR T 41 X ICBE)
L/ \32 ﬁ—o

FNEDETNEA A M—LT 5ROV, TT
@ OpenConfig &7 /L % & T2 openconfig-all RPM %
ALVA =NV TEET,

WP Z2 R L ET,

install add
mtx-openconfig-bgp-1.0.0.0.0-7.0.3.IHD8.1.1ib32_n9000.rpm
activate

TLARY .
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ARV FFEREETIVa Yy

S

AT w710 |destination-group dgrp_id e e /S N— T aAERL L CL B e 7V — T HERL
15“ : £ — F‘%Eﬁﬁé\ L/jz‘@ﬁo
switch (conf-tm-sensor)# destination-group 100 iﬁ%f\ dgrpikiﬁi\ i&ﬁiﬁ)l[)ﬁgﬂ)Zf%fffﬂfh* rLT
WET,
ATy 71N | (f£&) ipaddressip_address port port protocol Tya—RINET VAN T—X%%ET 5 1Pv4
procedural-protocol encoding encoding-protocol IP7 RLAEFR—EFRELET,
i - GE)
switch (conf-tm-sensor)# ip address 171.70.55.69|gRPC T 74NV DT UAR— T ha
port 50001 protocol gRPC encoding GPB VC“TO GPB75§?“77r/I/ }\U)if/:l‘——:f‘/{ :/7(_?_0
switch (conf-tm-sensor)# ip address 171.70.55.69
port 50007 protocol HTTP encoding JSON
ATw 712 | ({EE) ipvbaddressipv addressportportprotocol | &2 22— RENZT L A R 5 —H %2 %51 5 IPv6
procedural-protocol encoding encoding-protocol IP7 RLAEFR—FEfRELET,
11 GE)
switch (conf-tm-sensor)# ipvé address 10:10::1 gRPC X574V b T AR— Fa ban
port 8000 protocol gRPC encoding GPB —C\VJ—D GPB753‘3§721‘/1/ }\@:]—_:/:Z\__a‘_“/f :/7—(,9‘«0
switch (conf-tm-sensor)# ipv6 address 10:10::1
port 8001 protocol HTTP encoding JSON
switch (conf-tm-sensor)# ipv6 address 10:10::1
port 8002 protocol UDP encoding JSON
ATv 713 | ((£E) source-interfaceinterface PEfeEIPT RLADT LA MY EEA v ¥ —7 =
e
15'] . /])X%fj:aﬂil_/jij‘o
switch (conf-tm-sensor) # source-interface v1anl500 M %%j’ff‘a IP : ﬂf“ k :& &:\ 1 O@%{%fﬁ/l) Ve
B —T 2 A ADHBPYFR—FSET, ZDX
D TpBEfet e IP - AR — MO L TE, metk oA
FRENTZRETEA v F—7 A ADME S E
TO
C RETCA U F — T = A ARERITIE, BERIE
JV—"7"Tuse-vif CLIZ ] L T, TDA > F—
Tz AR Dt ZIEET HHLENH Y F
T, use-vrf BHEE SN TV RWGEEIL, &8
vif MEHA S ET,
R w714 |ip_versionaddressip_addressport portnum RIETFT—HOmETa 7 7 A NVEERLET,

51
IPv4 DG -

switch (conf-tm-dest)# ip address 1.2.3.4 port
50003

IPv6 D5 -

. TLARY

ip_version I%, ip (IPv4 OIFE) F7=iXipve (IPv6
DEE) TT,

BRI N—T MY T A ) T a ) v S
TWAEAE, 7VA N =X, Zo7n7y
ANLVTHREENTHWDIP T FL A ER— MR
INET,
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ARV FFEREETIVa Yy

E:)

switch (conf-tm-dest) # ipv6 address 10:10::1 port
8000

ATw 715 | ({EE) usechunking size chunking_size gRPC F ¥ > 7 (LT, Fr 7 A4 X%
B - 64~4096 /XA MIFEELET, FEMIZOWVTIE,
,;M medeet) s . e s [eRPCTF v > 7 DY R—r] 7 ara25HL
SW1tTC conr—tm—-aes use—-cnunking size N
TLIEEW,

AT 716 |subscription sub_id ID %oV 727 Fary ) —REER L, W
i - TAZ VTV a BT REBIG L ET
switch (conf-tm-dest) # subscription 100 HAE sub_id I, BFEOIDEOIHIZ Y R—FLT
switch (conf-tm-sub) # U‘EE?fo

(GE)

DNIZY T AT T4 TFB5E1%,. A2 M HSE
WA M) —=I 7 3nb 912, EDODNMBREST
ZHH L TDME THR—FENTWHENE I )
EHERLET,

AT w717 |snsr-grp sgrp_id sample-interval interval IDsgrp id DB LY — T N—T5RBIEOHT A7 Y
i - Tra iV LT, T—¥O% 7Y I
switch (conf-tm-sub)# snsr-grp 100 sample-interval (i Ulﬁbﬂiﬁi) %Eﬁiﬁgt/jiiro
19000 BRGNS 0 DA, A~ h _R—2DYT 2

Vv a UBNMERRENL, TLARNY T—21F, 8
EENTZMO TOLEFERICOAEEENET, 0k
DRKREVWHEBEDEE, TV AN T—2 BN 8E
SN[ CEHAMNCEE SN D HEICHK W=7
A7 VT va rMERSIVET, T2& 20X, MMRE
D 15000 DIFE, T LA R T—=XIT15HTLIZ
EEINET,

AT w718 |dst-grp dgrp_id IDdgrp id Z ROkt e/ N—T % Z DY T A7 Y

1 -

switch (conf-tm-sub)# dst-grp 100

TraAlY 7 LET,

YANG /NRX DFEEDERTE

YANG S ADBEL, GFtA ) —I 7LD bRTOLERH Y £9, GFtA U —

W E B E L SR STV RN E,

TLARN) TF—=HDOPNEIZA RN —I 7

MREY RPN LERHY £, ZORETIE, ROZERDNY 7,
T LA RN TFT=ENZEM~DA R =7 I b EFINDT2D, Rz S

N5HF¥a2—,

 BIIEDORIRED O TR WVWHEWTF LA Y F—&
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FIEDHE
1. show telemetry control database sensor-groups
2. sensor group number
3. subscription number
4. snsr-grp number sample-interval milliseconds
5. show system resources
=3[k 2t
FIE
AU bEREETIVa Y BH#Y
R 71 | show telemetry control database sensor-groups LA N —I SRR RHE L E T,
i - BEFA Y =R, B — =T D
switch# show telemetry control database 2 DBIEDA Y — I T OEE T3, Ex
ziizzi_gizigsDatabase size = 2 0);3 V=< L/if&%ﬁafi‘ RYBHALOA Y =S
> 7WEE (Cur) IZFRSNET, ZOFITIE. &
Row ID Sensor Group ID Sensor Group type §+X ]\ U —=3 \/7‘5%3&5512664*9 (2515 3 U $¢+149

Sampling interval (ms) Linked subscriptions SubID|

W) T

1 2 Timer /YANG RSN HEEE Y — T N—TDEFHA MY —
5000 /Running 1 LS mE L e L E T

Collection Time in ms (Cur/Min/Max) : ﬁfgﬂi'ﬁ_-‘/7o/l/%ﬁﬁ[%f2‘%%éﬂij—0 :@@Jfﬁi\
2444/2294/2460 - o s .
Encoding Time in ms (Cur/Min/Max): 56/55/57 HEFARY —3 /75#&!‘1 (2-664 W) BWorAT R
Transport Time in ms (Cur/Min/Max): 0/0/1 (7 F/L D 5.000F) Lo bEWEH, HEET
Streaming Time in ms (Cur/Min/Max) : N

2515/2356/28403 IEL< *ﬁﬁkéh(b\i‘j‘o

Collection Statistics:

collection id dropped =0
last collection id dropped = 0
drop_count =0
2 1 Timer  /YANG
5000 /Running 1 1

Collection Time in ms (Cur/Min/Max): 144/142/1471
Encoding Time in ms (Cur/Min/Max): 0/0/1
Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 149/147/23548
Collection Statistics:

collection_ id dropped =0
last collection id dropped = 0
drop_count =0
switch#
telemetry

destination-group 1
ip address 192.0.2.1 port 9000 protocol HTTP

. TLARY
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AU RFERETIVa Y

B8

encoding JSON
sensor-group 1
data-source YANG
path /Cisco-NX-0S-device:System/procsys-items
depth unbounded
sensor-group 2
data-source YANG
path
/Cisco-NX-0S-device:System/intf-items/phys-items
depth unbounded
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 5000
snsr-grp 2 sample-interval 5000

AT 72 |sensor group number G A N = U IR EOREL LA, [
Bl - fREREL W=7 —7% AN LET,
switch (config-telemetry)# sensor groupl

AT 73 | subscription number oY= TN —T DY T AT Y S g s hRELE
1 - kR
switch (conf-tm-sensor)# subscription 100

R T 7 4 | snsr-grp number sample-interval milliseconds WY oY — N —=FIZonT, BT LEREE
i - GEFA R = TRAH LD SR EWVEICERE L%
switch (conf-tm-sub)# snsr-grp number 7r°
sempleTinterval 2000 ZOFITEL Y T RFEL 5.000 BICEE Sh T

WET, ZhUE, 2664 POEFEA MY —I U
MEbEWZD, F%hTY,
AT 75 | show system resources CPUDM R Z MR L T 72 &V, ZOHNIRT

1 -

switch# show system resources

Load average: 1 minute: 0.38 5 minutes: 0.43
15 minutes: 0.43
Processes: 555 total, 3 running
CPU states 24.17% user, 4.32% kernel,
71.50% idle
CPUO states: 0.00% user, 2.12% kernel,
97.87% idle
CPUl states: 86.00% user, 11.00%
kernel, 3.00% idle
CPU2 states: 8.08% user, 3.03% kernel,
88.88% idle
CPU3 states: 0.00% user, 1.02% kernel,
98.97% idle

Memory usage: 16400084K total, 5861652K used,
10538432K free

Current memory status: OK

£o1z, CPU—H—IREENEWVEREEZRL TV
HEE. HEEA N —I U EBNE LIRS
TWEREAL, ZOFEEZBEYIRL T, BHEZELS
BELET,

TLARY .
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CLIZERLE=T LAY DOERSG

B—OFLAKR)DMER ') —LOIEBR
TAF A0 TGPBya—F 4 U 2R LET,

switch# configure terminal

switch (config)# feature telemetry

switch (config)# telemetry

switch (config-telemetry)# destination-group 1

switch (config-tm-dest)# ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB
switch (config-tm-dest)# source-interface v1anl500

switch (config-tm-dest) # exit

switch (config-telemetry)# sensor group sgl

switch (config-tm-sensor)# data-source DME

switch (config-tm-dest) # path interface depth unbounded query-condition keep-data-type
switch (config-tm-dest) # subscription 1

switch (config-tm-dest)# dst-grp 1

switch (config-tm-dest)# snsr grp 1 sample interval 10000

EITHEBDRT

switch# show running-config telemetry
telemetry

destination-group 1

ip address 171.70.59.62 port 50051 protocol gRPC encoding GPB
source-interface V1anl500
sensor-group sgl

data-source DME

subscription 1

dst-grp 1

snsr-grp sgl sample-interval 10000

sys/bgp JL— ~ MO &%
5T &S 1P 1.2.3.4, AR— 50003 IZXE L E9,

switch
switch
switch
switch
switch
switch
switch
switch

config)# telemetry

config-telemetry)# sensor-group 100
conf-tm-sensor) # path sys/bgp depth 0
conf-tm-sensor) # destination-group 100
conf-tm-dest)# ip address 1.2.3.4 port 50003
conf-tm-dest) # subscription 100

conf-tm-sub) # snsr-grp 100 sample-interval 5000
conf-tm-sub) # dst-grp 100

sys/intf MO O & §%
5T LTS IP 1.2.3.4, AR— 150003 IZEfE LET,

o testpem ZfEfH L CHGESN/ZGPB= > a—F 4 U 7 &2 LT, A MU —AZHEE(LL
i‘j_‘o

switch
switch
switch
switch
switch
switch

config)# telemetry

config-telemetry)# certificate /bootflash/test.pem foo.test.google.fr
conf-tm-telemetry)# destination-group 100

conf-tm-dest)# ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
config-dest)# sensor-group 100

conf-tm-sensor)# path sys/bgp depth 0

. TLARY
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switch (conf-tm-sensor)# subscription 100
switch (conf-tm-sub)# snsr-grp 100 sample-interval 5000
switch (conf-tm-sub)# dst-grp 100

sys/cdp MO & %
1570 Z LA SE TP 1.2.3.4, 7R— 50004 ~

switch
switch
switch
switch
switch
switch
switch
switch

config)# telemetry

config-telemetry)# sensor-group 100
conf-tm-sensor)# path sys/cdp depth 0
conf-tm-sensor) # destination-group 100
conf-tm-dest)# ip address 1.2.3.4 port 50004
conf-tm-dest) # subscription 100

conf-tm-sub) # snsr-grp 100 sample-interval 15000
conf-tm-sub) # dst-grp 100

show 37> FDH A TFTURAR—
750 2 &

ADYE D E

switch (config) # telemetry
switch (config-telemetry)# destination-group 1

cusgmLETLA ~yone |

switch (conf-tm-dest)# ip address 172.27.247.72 port 60001 protocol gRPC encoding GPB

switch (conf-tm-dest)# sensor-group 1
switch (conf-tm-sensor# data-source NX-API

switch (conf-tm-sensor)# path "show system resources" depth 0

switch (conf-tm-sensor path "show version" depth 0

path "show system internal access-list resource utilization"

) #
switch (conf-tm-sensor)# path "show environment power" depth 0
switch (conf-tm-sensor)# path "show environment fan" depth 0
switch (conf-tm-sensor)# path "show environment temperature" depth 0
switch (conf-tm-sensor)# path "show process cpu" depth 0O

)# path "show nve peers" depth 0
switch (conf-tm-sensor)# path "show nve vni" depth O
switch (conf-tm-sensor)# path "show nve vni 4002 counters" depth 0
switch (conf-tm-sensor)# path "show int nve 1 counters" depth 0
switch (conf-tm-sensor)# path "show policy-map vlan" depth 0O
switch (conf-tm-sensor)# path "show ip access-list test" depth 0O
switch (conf-tm-sensor) #
depth

(
(
(
(
(
(
(
(
(
(
(
switch (conf-tm-sensor
(
(
(
(
(
(
0
switch (conf-tm-sensor)# subscription 1
switch (conf-tm-sub)# dst-grp 1
switch (conf-tm-dest)# snsr-grp 1 sample-interval 750000

sys/fm ~D A X — XY ITRY YT arn&k
sys/fm MO IZZEENRH 555D HA MY —I 7

config)# telemetry

config-telemetry)# sensor-group 100
conf-tm-sensor)# path sys/fm depth 0
conf-tm-sensor) # destination-group 100
conf-tm-dest)# ip address 1.2.3.4 port 50005
conf-tm-dest) # subscription 100
conf-tm-sub) # snsr-grp 100 sample-interval 0
conf-tm-sub) # dst-grp 100

switch
switch
switch
switch
switch
switch
switch
switch

BEFIZ, YT ARREEETHZ LT, B — I A—TERAEER—A N5 A X2 b

NR—RAZEHE LY,

AN FNR=ZANBJEREEAN—RIZEE L) TEET, ZOHFITIE,

Y- 7‘/1/~7°7a’fﬁﬁ@15ﬂ75)%ﬁﬁfi“\‘\*xii’jﬁéﬁ LEYT, ROaxr Fo%k, 74 M) T

TV = a R TR I LT sys/im T — X OEEG T ~D A K]

— IV Tz LET,

TLARY .
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switch (config)# telemetry
switch(config-telemetry)# subscription 100
switch (conf-tm-sub)# snsr-grp 100 sample-interval 7000

BEDE Y —BLVERETIL—T~DERE

B OB Y — TN —T LB 1 DOV TR ) T g 42 vy TEET, ZOFOY
TRV a0F, A=YV Ry N R —FM/1DOF—F % 45ORD AR08 T LI
2Ry —3I 7 LET,

switch (config)# telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor)# path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor)# destination-group 100

switch (conf-tm-dest)# ip address 1.2.3.4 port 50004

switch (conf-tm-dest)# ip address 1.2.3.4 port 50005

switch (conf-tm-sensor)# destination-group 200

switch (conf-tm-dest)# ip address 5.6.7.8 port 50001 protocol HTTP encoding JSON
switch (conf-tm-dest)# ip address 1.4.8.2 port 60003

switch (conf-tm-dest) # subscription 100

switch (conf-tm-sub)# snsr-grp 100 sample-interval 10000
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub)# dst-grp 200

WIZ, B — T N—T TR DR G, Bk N—T RO T e 7 v A V&
G, T2 T g v EEEO Y — SN —T i SN —T Y v TE Ll AR
L/i‘é—o

switch (config) # telemetry

switch (config-telemetry)# sensor-group 100

switch (conf-tm-sensor) # path sys/intf/phys-[ethl/1] depth 0
switch (conf-tm-sensor) # path sys/epId-1 depth 0

switch (conf-tm-sensor) # path sys/bgp/inst/dom-default depth 0

switch (config-telemetry)# sensor—-group 200
switch (conf-tm-sensor) # path sys/cdp depth 0
switch (conf-tm-sensor) # path sys/ipv4 depth 0

switch (config-telemetry)# sensor—-group 300
switch (conf-tm-sensor) # path sys/fm depth 0
switch (conf-tm-sensor) # path sys/bgp depth 0

switch (conf-tm-sensor) # destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest)# ip address 4.3.2.5 port 50005

switch (conf-tm-dest)# destination-group 200
switch (conf-tm-dest)# ip address 5.6.7.8 port 50001

switch (conf-tm-dest)# destination-group 300
switch (conf-tm-dest)# ip address 1.2.3.4 port 60003

switch (conf-tm-dest)# subscription 600

switch (conf-tm-sub)# snsr-grp 100 sample-interval 7000
switch (conf-tm-sub) # snsr-grp 200 sample-interval 20000
switch (conf-tm-sub)# dst-grp 100

switch (conf-tm-sub) # dst-grp 200

switch (conf-tm-dest)# subscription 900

switch (conf-tm-sub) # snsr-grp 200 sample-interval 7000
switch (conf-tm-sub)# snsr-grp 300 sample-interval 0
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switch (conf-tm-sub)# dst-grp 100
switch (conf-tm-sub)# dst-grp 300

UDP + 5V RAR— b~DEER

WD~ REMALT, JISON £/21EGPB DT —4 775 Yy ML T —#% X
)= 795K 91CUDP b7 U AR— M aMf L £,
destination-group num

ip address xxX.xXXX.XXX.XxXX port xxxx protocol UDP encoding {JSON | GPB }

Example for an IPv6 destination:
destination-group 100 ipvé address 10:10::1 port 8000 protocol gRPC encoding GPB

UDP 7 L A M UITITR D~y X —NH Y £9°,

typedef enum tm encode_ {

TM_ENCODE_DUMMY,

TM_ENCODE_GPB,

TM_ENCODE_JSON,

TM_ENCODE_XML,

TM_ENCODE_MAX, } tm encode_ type t;

typedef struct tm pak hdr_ {

uint8 t version; /* 1 */ uint8 t encoding; uintl6é t msg size; uint8 t secure; uint8 t
padding;

} _attribute  ((packed, aligned (1))) tm pak hdr t;

WKDONTNIDOFHET, A2 — ROEPID6 3, FE2FHA LT, UDPEZFEHALTT LAY
FT—H B LET,

c ZEMNBEE DT RRA V"B BRI A TDT - E2ZIE3THZ Lo TWAHE
BlE, N~y XA —DEREFHAT, T—HDOTa— RMEHT57T 2 —4%— (JSON £721%
GPB) ZRELET,

e 1OOF a—F— (JSON £721Z GPB) BNMET, $ 9 1 DDTF a—F — TR WS
T, ~y A —%HIELET,

T LA RUBERORHER

Z OFENZRY XL 912, show running-config telemetry =~ > KA H L TT L A b UL Z R
T&EET,

switch
switch

config)# telemetry

config-telemetry)# destination-group 100
switch (conf-tm-dest)# ip address 1.2.3.4 port 50003
switch (conf-tm-dest)# ip address 1.2.3.4 port 50004
switch (conf-tm-dest) # end

switch# show run telemetry

!Command: show running-config telemetry
!Time: Thu Oct 13 21:10:12 2016

version 7.0(3)I5(1)
feature telemetry

telemetry

destination-group 100

ip address 1.2.3.4 port 50003 protocol gRPC encoding GPB
ip address 1.2.3.4 port 50004 protocol gRPC encoding GPB

TLARY .
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Telemetry Merge Y 7 X9 1) T 3 > DR

RIZ. merge-subscription Z A9 5 Fl 2~ L E T,

Telemetry
merge-subscriptions
destination-group 1
ip address 192.186.1.2 port 1 protocol HTTP encoding JSON
Destination-group 2
ip address 192.168.1.3 port 2 protocol gRPC encoding GPB
sensor—-group 1
path sys/fm
subscription 1
dst-grp 1
snsr-grp 1 sample-interval 10000
subscription 2
dst-grp 2
snsr-grp 1 sample-interval 25000

= N—=T1OTF =T 0B T EINESHLET, EST =213, 108 T8I
YT R7 )T a1 OBERRICER SN, 200278 T 27 U 7Y g 22 OBERRICER
SIET,

Y727 YT a2 @ snsr-grp 1 OFITIX, min_sample &I 10 #>, cur sample interval %
25T, Lo T, 20T —FIX20 T LITEFEINET,

Sample interval = 10*floor (25/10)

= 10*2
= 20s

BROMEDR
WDa~y REMFHL T, IOABREMRELET,

show telemetry control database sensor-groups

Sensor Group Database size = 1
Row ID Sensor Group ID Sensor Group type Sampling interval (ms) Linked subscriptions
SubID
1 1 Timer /DME 10000/Running 2
1

Collection Time in ms (Cur/Min/Max): 1/1/2

Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 10003/10003/10003
Streaming Time in ms (Cur/Min/Max): 10004/10004/10006
Collection Statistics:

collection id dropped =0

last collection_id dropped = 0

drop_count =0

Configuration method: CONFIG DME-ADMIN

2 1 Timer /DME 20000* /Running 2
2

Collection Time in ms (Cur/Min/Max): 1/1/1
Encoding Time in ms (Cur/Min/Max): 0/0/0

Transport Time in ms (Cur/Min/Max): 4004/4004/4004
Streaming Time in ms (Cur/Min/Max): 4005/4005/4005
Collection Statistics:

collection id dropped =0
last collection_id dropped = 0
drop_count =0

Configuration method: CONFIG DME-ADMIN
*Calculated sample interval for merge-subscriptions
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TLARY) DB EHETTERORT
KD NX-OS CLIshow =~ REEH LT, 7L A MY Ok, #FEHE#R, =7 —, BIO
tyvaUERERTRLET,
show telemetry yang direct-path cisco-nxos-device

Toa<wy Rk, o2 LY (87 p—< AN ET A L S ICEHETDY a— R X7 YANG
NAEFRRLET,

switch# show telemetry yang direct-path cisco-nxos-device

)

P P P PP ©OOoWw-Jo Und Wi
B WN R O— — — — — — — —

Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device
Cisco-NX-0S-device

Cisco-NX-0S-device:System/lldp-items

:System/acl-items

:System/mac-items

:System/intf-items

:System/procsys-items/sysload-items

:System/ospf-items

:System/procsys-items
:System/ipgos—-items/queuing-items/policy-items/out-items
:System/mac-items/static-items

:System/ch-items
:System/cdp-items
:System/bd-items
:System/eps-items
:System/ipvé6-items

show telemetry control database

Toawy R, oA LY {87 p—< U AR ET A L) ICEET Y 2— KX YANG
NAZRRLET,

switch# show telemetry control database ?

<CR>
> Redirect it to a file
>> Redirect it to a file in append mode
destination-groups Show destination-groups
destinations Show destinations
sSensor-groups Show sensor-groups
sensor-paths Show sensor-paths
subscriptions Show subscriptions
| Pipe command output to filter
switch# show telemetry control database
Subscription Database size = 1
Subscription ID Data Collector Type
100 DME NX-API
Sensor Group Database size = 1
Sensor Group ID Sensor Group type Sampling interval (ms) Linked subscriptions

Sensor Path Database size

10000 (Running)

1
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Subscribed Query Filter Linked Groups Sec Groups Retrieve level Sensor Path

100 1

Destination Database size = 2

Dst IP Addr Dst Port Encoding Transport Count
192.168.20.111 12345 JSON HTTP 1
192.168.20.123 50001 GPB gRPC 1

show telemetry control database sensor-paths

ZoawyRE TLUANIRBREDE Y —ADFEMERRLET, ZHNIZEFE, = a—
FAvT WE, FTUAR— N, BEORRA RN =70 AREENET,

switch (conf-tm-sub)# show telemetry control database sensor-paths

Sensor Path Database size = 4

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path (GroupId) : Query
Filter

1 No 1 0 Full sys/cdp(l) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0

JSON Encoded Data size in bytes (Cur/Min/Max): 65785/65785/65785
Collection Time in ms (Cur/Min/Max): 10/10/55

Encoding Time in ms (Cur/Min/Max): 8/8/9

Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 18/18/65
2 No 1 0 Self show module(2) : NA : NA

GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
JSON Encoded Data size in bytes (Cur/Min/Max): 1107/1106/1107
Collection Time in ms (Cur/Min/Max): 603/603/802
Encoding Time in ms (Cur/Min/Max): 0/0/0
Transport Time in ms (Cur/Min/Max): 0/0/1
Streaming Time in ms (Cur/Min/Max): 605/605/803
3 No 1 0 Full
GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 0/0/44
Encoding Time in ms (Cur/Min/Max): 0/0/0
Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 1/1/44 sys/bgp(l) : NA : NA
4 No 1 0 Self
GPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
JSON Encoded Data size in bytes (Cur/Min/Max): 2442/2441/2442
Collection Time in ms (Cur/Min/Max): 1703/1703/1903
Encoding Time in ms (Cur/Min/Max): 0/0/0
Transport Time in ms (Cur/Min/Max): 0/0/0
Streaming Time in ms (Cur/Min/Max): 1703/1703/1904
switch (conf-tm-sub) #
show version(2) : NA : NA
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ZoaxrRNiE, T AN OBERIZOWTONERT —F N—ADHEI 2 F£R L ET,

switch# show telemetry control stats
show telemetry control stats entered

Chunk allocation failures

Sensor path Database chunk creation failures

Sensor Group Database chunk creation failures
Destination Database chunk creation failures
Destination Group Database chunk creation failures
Subscription Database chunk creation failures

Sensor path Database creation failures

Sensor Group Database creation failures

Destination Database creation failures

Destination Group Database creation failures
Subscription Database creation failures

Sensor path Database insert failures

Sensor Group Database insert failures

Destination Database insert failures

Destination Group Database insert failures
Subscription insert to Subscription Database failures
Sensor path Database delete failures

Sensor Group Database delete failures

Destination Database delete failures

Destination Group Database delete failures

Delete Subscription from Subscription Database failures
Sensor path delete in use

Sensor Group delete in use

Destination delete in use

Destination Group delete in use

Delete destination(in use) failure count

Failed to get encode callback

Sensor path Sensor Group list creation failures
Sensor path prop list creation failures

Sensor path sec Sensor path list creation failures
Sensor path sec Sensor Group list creation failures
Sensor Group Sensor path list creation failures
Sensor Group Sensor subs list creation failures
Destination Group subs list creation failures
Destination Group Destinations list creation failures
Destination Destination Groups list creation failures
Subscription Sensor Group list creation failures
Subscription Destination Groups list creation failures
Sensor Group Sensor path list delete failures

Sensor Group Subscriptions list delete failures
Destination Group Subscriptions list delete failures
Destination Group Destinations list delete failures
Subscription Sensor Groups list delete failures
Subscription Destination Groups list delete failures
Destination Destination Groups list delete failures
Failed to delete Destination from Destination Group
Failed to delete Destination Group from Subscription
Failed to delete Sensor Group from Subscription
Failed to delete Sensor path from Sensor Group
Failed to get encode callback

Failed to get transport callback

switch# Destination Database size =1
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Dst IP Addr Dst Port Encoding Transport Count

192.168.20.123 50001 GPB gRPC 1

show telemetry data collector brief

Zoawy ML, T NEICET MR ARREERE R L E T,

switch# show telemetry data collector brief

DME 143 0

show telemetry data collector details

Zoawr RiE, TRTOEC Y — 20 lE ST, 7 — X WUEICET 5322 Mt W%
FoRLET,

* [BXZh (Successful) ]: 58T L7CUUERE DA Kk U E 3, AEHEICIE, ARED LT IEE DD
HWEENFET, ATEEITE ENEHA, WERKHILTH, T LET —FBRIRERIN
LTI A, BE XA, OCETAANDA VA M—LEN TRV, T—HIL
LOTT =72 EOYAE, KL SNET, TR0 &iF, RE TR ERE
Poe

c[Ra4B—F (Payload) | : INEEZ L DA v— ROEZEMRL £,
«[RB& (Failed) ] : KREAL 2R £ 723~ A n— FOEZ KB L £7,

c[RFv T (Skipped) |: AF v T ENTMEOTKE KM L ET, WEILZ, 77 Lyv Tk
TNV AT L) = ADRRERFERTAX vy 7 END5EG08H 0 £7,

[FBRvy TEH (Dropped) 1: Ky FEnizf a— RO¥HEXBLET, X/ a—FK
X, VAT LAY Y —AFEE R T AR — FORENRRN TR vy 7SN 5 AR H Y
i—a—o

s [E2H—/ R (Sensor Path) |: B % — 22K RLET,

switch# show telemetry data collector details

Row ID Successful Payloads Failed Skipped Dropped Sensor
Path (GroupId)

1 3 6120 0 0 0
Cisco-NX-0OS-device:System/intf-items (1)

show telemetry event collector errors

Zoa<wy RE, AXV b avrya Al =7 —HEtEme Z R LET,

switch# show telemetry event collector errors

APIC-Cookie Generation Failures - 0
Authentication Failures - 0
Authentication Refresh Failures - 0
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Authentication Refresh Timer Start Failures - 0
Connection Timer Start Failures - 0

Connection Attempts - 3

Dme Event Subscription Init Failures - 0

Event Data Enqueue Failures - 0

Event Subscription Failures - 0

Event Subscription Refresh Failures - 0

Pending Subscription List Create Failures - 0
Subscription Hash Table Create Failures - 0
Subscription Hash Table Destroy Failures - 0
Subscription Hash Table Insert Failures -
Subscription Hash Table Remove Failures -
Subscription Refresh Timer Start Failures - 0
Websocket Connect Failures - 0

0
0

show telemetry event collector stats
Zoaxry R, TRy — NZONREGLeA N b aby v a BT HeHE
WERRLET,

switch# show telemetry event collector stats

show telemetry control pipeline stats
ZoavwU NI TUVARN) AT T OFGEHERER T LET,

switch# show telemetry pipeline stats
Main Statistics:
Timers:
Errors:
Start Fail = 0

Data Collector:
Errors:

Node Create Fail = 0
Event Collector:
Errors:
Node Create Fail = 0 Node Add Fail = 0
Invalid Data = 0
Queue Statistics:
Request Queue:
High Priority Queue:
Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:
Enqueue Error = 0 Dequeue Error = 0
Low Priority Queue:
Info:
Actual Size = 50 Current Size = 0
Max Size = 0 Full Count = 0
Errors:

Enqueue Error = 0 Dequeue Error = 0




T LA R OEREFEEROKRT

Data Queue:
High Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

Low Priority Queue:
Info:
Actual Size
Max Size

Errors:
Enqueue Error

show telemetry transport

FLALY |

WIZ, RSN TWABTRCOEREY Yy a VOl ZFERLET,

switch# show telemetry transport

Session Id IP Address

0 192.168.20.123

5 2: show telemetry transport (DX D 55t EA

50001

Current Size = 0

Full Count = 0
Dequeue Error = 0
Current Size = 0

Full Count = 0
Dequeue Error = 0

Encoding Transport Status

GPB gRPC Connected

55 £5%BA (Description)
show FITHO VAT LMEREFRLET
telemetry TLARNIEREFRLET

AV

FLARNIDRNT LV AR— MEBREZFTRLE

session_id F7Fvay) ByvariID

stats (F7var) $XTOT VAN KEHEHZ
errors (F7vay) $RTOT VAR =T —1F:
At HL Y B (FTvav)

TABLE transport_info

(F7var) FTUAR— MNMER

session_idx (AFvay) BvyiaID

ip_address (F7Fvay) FIFUAR—KIPT FL A
port (A7 ay) FFZUAKR—FKR—h
dest_info (FFa ) HEpleiam

encoding_type (A7vay) zva—F4 7 2A4T

transport_type

(F7vay) FITUAR—F AT

transport_status

A7F>ay) PTUAR—N AT —H A

. TLARY



| FL4tky

FLA by o emtERox® [

transport_security cert_fname (A7vay) FIFJUAR—bF XY T
transport_last_connected (F7vav) RBICERSNEZFT VA
transport_last_disconnected (A7 ay) ZOBEGIEHERREZICHI
transport_errors_count (F7Fvary) FTZUAR—F =T —¥#
transport_last_tx_error (FFar) FITUAR— FORED tx
transport_statistics (FFvay) T UAR— MEETER
t_session id (A7vay) FIFJUAR—bF Y a s
connect_statistics (A7 a ) BEesatiEg
connect_count (A7 ay) Bk

last_connected (AT vav) BREREROZ A DAL T
Disconnect_count (A7 a) Uk

last_disconnected (FFTa ) Z OGN % IZHI
trans_statistics (FFvay) FTUAR— MEETER
compression (A7vav) JEMEAT—2 A

source _interface name (FFvav) FETA L Z—T A A4
source_interface ip (FFvarv) F#MEf 2 —7 x4 X 1P
transmit_count (X7 av) EEK

last_tx_time (7> a ) REEERZ

min_tx_time (A7 ar) A EHM
max_tx_time (A7 ay) mRHEHM

avg_tx_time (F7va ) WHEERH

cur_tx_time (A7 ar) BIEOEERM
transport_errors (F7Fvary) FIFUAR—F =T —
connect_errors (A7 ay) Epeo—
connect_errors_count (A7 ay) oo —K

trans_errors AF7Fvay) PTUAR—F ZT—
trans_errors_count (A7 av) FTUAR—b =T7—%%
last_tx_error (AF7vay) BREO N T AR—F =7
last_tx_return_code (A7 ay) BREOFTVAR—FRED
transport_retry_stats (A7 a ) HRITHEHE#
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ts_event_retry_bytes (A7Fvary) AXCMNERITRYy 77 A1
ts_timer_retry bytes (FFvary) FA4~—FHRIT Ny 77 YA
ts_event_retry size (A7var) Avb—Y0DA R FHERITE
ts timer_retry size (FFvav) #A4~—FHRITA vE—VRS
ts retries_sent (FFva ) BESN-FRITEE

ts retries_dropped (F7Tary) ey rIncimadTEE
event_retry bytes (A7Fvary) AXCMNERITRYy 77 A1
timer_retry_bytes (FFvary) FA4~—FRIT Ny 77 A1
retries_sent (FFva ) BESN-FRITEE
retries_dropped (F7Tary) ey 7IncimadTEE
retry_buffer_size (A7 vary) TNy 77 4 X

show telemetry transport <session-id>

WD a~r KT, HFEDEE Yy a D

switch# show telemetry transport O

Session Id:

IP Address:Port
Encoding:
Transport:
Status:

Last Connected:

Tx Error Count:
Last Tx Error:

0

192.168.20.123:50001

GPB

gRPC

Disconnected

Fri Sep 02 11:45:57.505 UTC

224
Fri Sep 02 12:23:49.555 UTC

switch# show telemetry transport 1

Session Id:

IP Address:Port
Encoding:
Transport:
Status:

Last Connected:

Tx Error Count:
Last Tx Error:

The following example shows output from an IPv6 entry.

1
10.30.218.56:51235
JSON

HTTP

Disconnected
Never

3
Wed Apr 19 15:56:51.617 PDT

switch# show telemetry transport O

Session Id: O
IP Address:Port
Transport: GRPC
Status: Idle

Last Connected: Never

[10:10::11:8000

Last Disconnected: Never

Tx Error Count: O
Last Tx Error:

None

Event Retry Queue Bytes: 0
Event Retry Queue Size: 0
Timer Retry Queue Bytes: 0

. TLARY
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Timer Retry Queue Size: 0
Sent Retry Messages: 0
Dropped Retry Messages: 0

show telemetry transport <session-id> stats
WIZ, FFEDEREE v a VOO~ RERLET,

switch# show telemetry transport 0 stats

Session Id: 0

IP Address:Port 192.168.20.123:50001
Encoding: GPB

Transport: GRPC

Status: Connected

Last Connected: Mon May 01 11:29:46.912 PST
Last Disconnected: Never

Tx Error Count: 0

Last Tx Error: None

show telemetry transport <session-id> errors
WD A~ RTIE, BEDEEY v a v OFMART T —OMEFERAERSNET,

switch# show telemetry transport 0 errors

Session Id: 0
Connection Stats
Connection Count 1
Last Connected: Mon May 01 11:29:46.912 PST
Disconnect Count 0
Last Disconnected: Never
Transmission Stats
Transmit Count: 1225
Last TX time: Tue May 02 11:40:03.531 PST
Min Tx Time: 7 ms
Max Tx Time: 1760 ms
Avg Tx Time: 500 ms

show telemetry control databases sensor-paths

NS OREREFNEDS, show telemetry control databases sensor-paths ==~ > KO H JIZFR R S

e a8
below. feature telemetry
telemetry

destination-group 1

ip address 172.25.238.13 port 50600 protocol gRPC encoding GPB

sensor-group 1

path sys/cdp depth unbounded path sys/intf depth unbounded path sys/mac depth 0
subscription 1

dst-grp 1 snsr-grp 1 sample-interval 1000 Command output. switch# show telemetry control
databases sensor-paths

Sensor Path Database size = 3

Row ID Subscribed Linked Groups Sec Groups Retrieve level Path (GroupId) : Query : Filter

1 No 1 0 Full sys/cdp(l) : NA
: NA
GPB Encoded Data size in bytes (Cur/Min/Max): 30489/30489/30489

TLARY
I
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JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 6/5/54
Encoding Time in ms (Cur/Min/Max): 5/5/6
Transport Time in ms (Cur/Min/Max): 1027/55/1045
Streaming Time in ms (Cur/Min/Max): 48402/5/48402

2 No 1 0 Full sys/intf(l) : N
A : NA
GPB Encoded Data size in bytes (Cur/Min/Max): 539466/539466/539466
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 66/64/114
Encoding Time in ms (Cur/Min/Max): 91/90/92
Transport Time in ms (Cur/Min/Max): 4065/4014/5334
Streaming Time in ms (Cur/Min/Max): 48365/64/48365

3 No 1 0 Self sys/mac(l) : NA

: NA
GPB Encoded Data size in bytes (Cur/Min/Max): 247/247/247
JSON Encoded Data size in bytes (Cur/Min/Max): 0/0/0
CGPB Encoded Data size in bytes (Cur/Min/Max): 0/0/0
Collection Time in ms (Cur/Min/Max): 1/1/47
Encoding Time in ms (Cur/Min/Max): 1/1/1
Transport Time in ms (Cur/Min/Max): 4/1/6

Streaming Time in ms (Cur/Min/Max): 47369/1/47369

show telemetry transport sessions

wKDa<wy N, TRXRTOR T AR— vy arzL—71L, |20a<vy RTIEHREZH
HLET,

switch# show telemetry transport sessions

switch# show telemetry transport stats

switch# show telemetry transport errors

switch# show telemetry transport all

The following is an example for telemetry transport session:
switch# show telemetry transport sessions

Session Id: 0

IP Address:Port 172.27.254.13:50004
Transport: GRPC

Status: Transmit Error

SSL Certificate: trustpointl

Last Connected: Never

Last Disconnected: Never

Tx Error Count: 2

Last Tx Error: Wed Aug 19 23:32:21.749 UTC
Session Id: 4

IP Address:Port 172.27.2

TLAM)ZTZAZILARY

T2 ATV AR NEYR—FTHDIC, Lk — "X 72 FEENEShE
Lize THOT 427 0T ONHAR N AN =2 U T EHEMNITDHIZE, RO
SRR LET,

sensor-group 1 path sys/accounting/log query-condition
query-target=subtree&complete-mo=yes&notify-interval=1

The following are the other sensor paths that support ephemeral event:

sys/pim/inst/routedb-route, sys/pim/pimifdb-adj, sys/pim/pimifdb-prop
sys/igmp/igmpifdb-prop, sys/igmp/inst/routedb, sys/igmpsnoop/inst/dom/db-exptrack,

. TLARY
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sys/igmpsnoop/inst/dom/db-group, sys/igmpsnoop/inst/dom/db-mrouter
sys/igmpsnoop/inst/dom/db-querier, sys/igmpsnoop/inst/dom/db-snoop

NX-APl ZER L=T L A~ DIER

DMEDTFLAFRY ETIJL

TLANY TV r— a0k, ROEEEF>DME TET /UL ET,

model
| ----package [name:telemetry]
|  @name:telemetry
| -—--objects
| -—=-mo [name:Entity]
| @name:Entity
| @label:Telemetry System
| -—property
| @name:adminSt
| @type:AdminState
|
|----mo [name:SensorGroup]
| | @name:SensorGroup
| @label:Sensor Group
| -——property
| @name:id [key]
| @type:string:Basic
|
|----mo [name:SensorPath]
| @name:SensorPath
| @label:Sensor Path
| -—property
| @name:path [key]
| @type:string:Basic
| @name:filterCondition
| @type:string:Basic
| @name:excludeFilter
| @type:string:Basic
| @name:depth
| Qtype:RetrieveDepth

| @name:DestGroup
| @label:Destination Group
| -—property
| @name:id
| @type:string:Basic
|
| -—=-mo [name:Dest]
| @name:Dest
| @label:Destination
| -—property
| @name:addr [key]
| Qtype:address:Ip
| @name:port [key]
| Qtype:scalar:Uintlé
| @name:proto
| @type:Protocol
| @name:enc
|

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| ----mo [name:DestGroup]
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| @type:Encoding

TLARY .
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|
| -—--mo [name:Subscription]

| @name:Subscription

| @label:Subscription

| --property

| @name:id

| Qtype:scalar:Uint64

| -—---reldef

| | @name:SensorGroupRel
| @to:SensorGroup
| @cardinality:ntom
| @label:Link to sensorGroup entry
| --property

@name:sampleIntvl

|
|
|
|
|
| Q@type:scalar:Uint64
|

|

----reldef
| @name:DestGroupRel
| @to:DestGroup
| @cardinality:ntom
| @label:Link to destGroup entry

NX- APl Z{EA L 1=#8 Rk

AAL v FDMEDAT V=27 FETNATIE, DMEDOT LA LNY 5] Ok®FZ I 9 Til
HENTWD LI, T A MIBRBEOEBEAA TV 7 hOBBBE TERINTWET,
HRT2ERAT V=2 MIko LB T,

« fmEntity : NX-API 58 L U7 L X b UBEREDIREEN B ENTCVET,
« fmNxapi : NX-API DIRENAFENTWET,

« fmTelemetry : 7 L' A N UEREDIREER HZ N TNET,

- telemetryEntity : 7 L A N UBSREDREL N F EN TVET,

- telemetrySensorGroup : 7 L' A h U O7=®ICEREND 1 DL LD U — "2 E 2 iF
= ROERPGENTVES, TLA RN =T 47 412F, 1 DU EOEY— 7
N—ThEHDLIENTEET,

- telemetryRtSensorGroupRe : Z o — 7 —T% T L A NUHT A7 Y T a AZBES
FET

- telemetrySensorPath : £ =% —x{R DO/ R, B — TV —T11F, ZOXATDOFT
Vxl NEEBEDDH I ENTEET,

- telemetryDestGroup : 7 L' A M U F =X %5725 1| DL EOEERIEOERD G EH T
F, TUVARN) T 40T 4R 1 DL RO N —T 2B T LN TEE
j—O

- telemetryRtDestGroupRe : 8t /v —7"% 7 L A N BT 27 Y 7 g CBEAIT £
R

« telemetryDest : BT R LA, B/ V—121%, ZOXA TDOFT V27 a2
EHDHIENTEET,

. TLARY
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FIRDOHE

nx- Az L=t ]

« telemetrySubscription : 1 DL LD —T N —TNEDT LA N T —F % 1O ED
B I N— TR ET 2B S A IV T REELET,

- telemetryRsDestGroupRel : 7 L A N U YT A7 U 7y g v G 7 Vv — 7 BEA T

£

- telemetryRsSensorGroupRel : 7 L A MUY TR Y T g vk Uy — I — I B
fhF £,

- telemetryCertificate: 7L A NUH T A7 U T g U EGEAEL AR NAIZBEEM T £
R

NX-API ZfEHLTT L A FUBSBEARETHICIE., LA N 7= MEED JSON #
BZ2MEE L, HTTP 7213 HTTPS POST#/ECDME IZ 7' v v =23 M EBE N H Y 97,

\}

GE)  NX-API O HIZBE B3EM 72 FIEIL. [ Cisco Nexus 3000 and 9000 Series NX-API REST SDK
User Guide and API Referencell &M L T 72 &0,

15D B
CLI 25 NX-API 2 F4TT 5 K HICAAL v F 2T HM0ENH Y £7,
switch (config) # feature nxapi

nxapi use-vrf vrf name nxapi http port port number

TLUANUBEEZ A LET,

T LA NUAERETRIRT 272912, JSON XA B— RFDO/L—k Lb 2B L7,

EZINr— 22850 — 7L —7Z2E L £7,

(f&) SSL/TLS GEHE & AR M ZBIIL 7,

TULAN) ORI N—TEERLET,

TULANYOERET a7 s AV EERLET,

TUVARN) T—=FDORERERDIPT RLAEAR— MNESETHEREIND, 12 0T

VAN ORISR ERZLET,

gRPC F v > 7 MM LT, T 7 A X% 64~ 4096 /31 MMIHELET,

9. TLARNIBTRIVTFarEER LT, TV A N OEEEZRER L ET,

10. L— NEHED T O telemetrySubscription HHEIZ 47 V=7 e L TRV — 70—
F 7TVl NaBMLUET (telemetryEntity)

N V7270V FarDFfF 7= e LTHEBRAT V=7 MEIERLT, 7227
FrarkET U AN Bt — =TT, T 7Y U TEEERRE
LET,

12. TVANIEZE=FZV T FTD1OUEOR Y — R2XFEIT/ —F2ERLET,

13. bV —R2EFATV=2/ ML TRV —IA—TFT V= b

(telemetrySensorGroup) (ZiBA1 L F 9,

N oA BN

o

TLARY .
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14.

15.

16.

17.

18.

FLALY |

B ATV 27 P LTHEEREI NV—TF 7Y 22 b (telemetryDestGroup) (235
mLEd,

VG IN—T T2 Vet AT bELT— FERITGEMLET
(telemetryEntity) .

oY= TN—T YT AT T g STEEA T DT,
N—TDFFT7 7 b LTERA TV =2 MEERLET,
TUARNIEERE I N—T O AT V=27 FELTEIRA 7 V=7 MEERR LT, Bk
I N—T%YTRAI YT a AABEST £,

YWIT27 VT arDfAT7 V= P LTERA T V=2 FEERL T, ¥7 2271

TLARY Y=

TrarET VAN ERE N —TICEEMT £ T,
19. T L X MUREROTZOIZ, FERO ISON ##i&E % HTTP/HTTPS POST XA 11— & LT
NX-API = KRR A > MZERE LET,

FIE D
Fg
AV RERETI3 Y B#)
ATvT1 | TLANIKSREEADIZLET, Jb— FEEFR L fmTelemetry TH Y . Z DIHFED—
i - A XAX sys/fm T, adminSt/E % enabled 245
{' L ET,
"fmEntity" : {
"children" : [{
"fmTelemetry" : {
"attributes" : {
"adminSt" : "enabled"
}
}
}
]
}
}
ATv T2 | TUA YRR ETRTS72912, JSON~A 1 — | b— | EHET telemetryEntity T, Z DEHDX— R
RO/L—k~ LA ERR L £, XA sys/tm T, dn J@PE%E sys/tm & L THERL L
{
"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
}7
}
}
ATv T3 | EESNZE Y — 2GRt —T—T | TLA MNP —T =T, 7T A

IR L ET,
1 -

. TLARY

telemetrySensorGroup D47 ¥ = 7 KN CEFINE
T UFOF TV =7 MNEtEai L E7,
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nx- Az L=t ]

ARV FFEREETIVa Yy

E:)

"telemetrySensorGroup": {
"attributes": {
"id": "10",
"rn": "sensor-10"
} "children": [{

H

eid : B — N —TONT, BIEX.
DIDEDOHYHR—FENTWET,
etm: BV —IN—TF T MO
(JE= : sensor-id) .

« dataSrc : DEFAULT. DME. YANG. Z72/%
NX-APIOHF NS T — X EEF 0 BIR L FT,

Yo —IN—=TFT V= FOFITIE, B —
INAE 1 DL EORBBRA T =2 b
(telemetryRtSensorGroupRel) 7537 41, & H—
IN—=T%T LA NIYT AT YT g AR
TET

ATvT4 ({EE) SSL/TLS GEE L A A MZBMMLET, |telemetryCertificate [X, 7 L A RV DY T 27 U7
5l ¥ a3 U HERIET SSLTLS GEME DL FT 2 8% L &
{
"telemetryCertificate": {
"attributes": {
"filename": "root.pem"
"hostname": "c.com"
}
}
}
RTYTS | TULARN)OBFLEIN—TEERLET, T LU A N U 7 )V —7 13 telemetryEntity CIiEF
i - SNET, idBHEELHELET,
{
"telemetryDestGroup": {
"attributes": {
"idm: "20"
}
}
}
ATYT6 | TLARNIOEGRET R 7y ANVEERELET, |T LA NI OBERET 77 7 A VI,

51

{
"telemetryDestProfile": {
"attributes": {
"adminSt": "enabled"
}I
"children": [
{

"telemetryDestOptSourcelInterface":

"attributes": {
"name". "lOO"

}

telemetryDestProfile TEFR I AL TWVWET,

o adminStEM: % enabled IZHER L £97,

telemetryDestOptSourcelnterface O F C, Ak 17z
A HF =T = A ApBEEREIC, Y —AIPT KL
AL BT —HEARN) =TT H0DA
H—T A A% %fEH LT name JBMEZ AR L £

TLARY .
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FLALY |

ARV FFEREETIVa Yy

S

1
}
}

RATFYTT |TVAN) T=HOREETLERDIPT KLRALE | T LA N OEEREIX, 7 7 X telemetryDest A4
R— R EEFTHERSND, 12U EDOT LA NIO |7V FTERESNET, UTFOA 7V x7 ME
i ER LET, PEZ AR L £,

U e addr : #ED IPT K LA,
{ e port : #EHEIE DR — M,
"telemetryDest": { § " N
"attributes": { * m : path-[path] B OEEH oA 72 = 7 hOF
"addr": "1.2.3.4", %
PR
"enc": "GPB",
s monpen, senc: KESNHT LAY F—H DT A
"rn": "addr-[1.2.3.4]-port-50001" TAYTHAT, NX-OS I ZLL F &Y AR —F L
} J £
’ + gRPC ® Google Protocol Buffer (GBP) .
* C @ JSON,
sproto : EEENDHTLVARNIT—HD KT
AR—h7a hajvg A7, NX-OS ZLLF &
PAR—bFLET,
* gRPC
« HTTP
e AR—hENTWDHZ Y a— R XA FIRD
LBV TT,
¢ HTTP/JSON |3\
* HTTP/Form-data {3\ Bin Logging T® A&
R—hENET,
» GRPC/GPB-Compact |\ XA T 4 77 —
& y“‘x @Ao
* GRPC/GPB &\
« UDP/GPB |3\
UDP/JSON (&
ATY T8 |gRPCTF X7 H2AMILT, Fr 7 A4 X% |FEMZONTIE, [gRPCF Y7 ®¥7 v a vk

64 ~ 4096 /XA MZERELET,
1 -

. TLARY

S L TL 72 &V, https://www.cisco.com/c/en/us/td/
docs/den/nx-0s/nexus9000/103x/programmability/



https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/programmability/cisco-nexus-9000-series-nx-os-programmability-guide-release-103x/m-n9k-model-driven-telemetry-101x.html#Cisco_Reference.dita_a97d6406-43b4-4c8d-bb24-f33bb187f126
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/programmability/cisco-nexus-9000-series-nx-os-programmability-guide-release-103x/m-n9k-model-driven-telemetry-101x.html#Cisco_Reference.dita_a97d6406-43b4-4c8d-bb24-f33bb187f126

| sL2ky

nx- Az L=t ]

ARV FFEREETIVa Yy

E:)

{
"telemetryDestGrpOptChunking": {
"attributes": {
"chunkSize": "2048",
"dn": "sys/tm/dest-1/chunking"

}

cisco-nexus-9000-series-nx-os-programmability-guide-release-103x/
m-n9k-model-driven-telemetry-101x.html#Cisco
Reference.dita_a97d6406-43b4-4c8d-bb24-f33bb187f126

ATYTY | TLARNISTRI VT avZ2ERLT, TV | TLANIBTRZ DT avix, 774
A MY OEELHER L X7, telemetrySubscription D47 ¥ = 7 F TEFRINE
Bl To UFOFT Vs b EMEE R L ET
cid . BT ATV T g L OMBIF, BEIR, K
"telemetrySubscriptiOn" : | FOIDEOHYHR— I TVWET,
"attributes": {
o em :subs-id &V A TEROY T RS Y Fooa o
}, "children": [{ jfi):£:7 }‘0)$H§#égo
H
’ YIRS YT ar AT Vs ROTITIE,
H— 7 /L—7 (telemetryRsSensorGroupRel) I35 TN
Bk e 7 v —7" (telemetryRsDestGroupRel) @ BE£%
T RIREENET,
ATy T10 |b— FEFED F D telemetrySubscription 23 (274
Tz L TRV IN—T FT Vs
ZiBML ET (telemetryEntity) .
i
{
"telemetrySubscription": {
"attributes": {
nidm: "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"
}
}
}
]
}
}
RTYIN | VTRV TFvarOrA7Y=7 M LTER (B4 7 V27 M7 74

FT V= FNEERLT, 3722V Farvk
FUA Y RyF— SA—TIBEN T, TS
Yo7 v TR EELET,

1 -

telemetryRsSensorGroupRel (2@ L TE D |
telemetrySubscription D147 ¥ = 7 hTY, Bk
ATVl NOUTOAT V=7 NEMZRERK L E
R

TLARY .


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/programmability/cisco-nexus-9000-series-nx-os-programmability-guide-release-103x/m-n9k-model-driven-telemetry-101x.html#Cisco_Reference.dita_a97d6406-43b4-4c8d-bb24-f33bb187f126
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/programmability/cisco-nexus-9000-series-nx-os-programmability-guide-release-103x/m-n9k-model-driven-telemetry-101x.html#Cisco_Reference.dita_a97d6406-43b4-4c8d-bb24-f33bb187f126
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/103x/programmability/cisco-nexus-9000-series-nx-os-programmability-guide-release-103x/m-n9k-model-driven-telemetry-101x.html#Cisco_Reference.dita_a97d6406-43b4-4c8d-bb24-f33bb187f126
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ARV FFEREETIVa Yy
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"telemetryRsSensorGroupRel": {
"attributes": {
"rType": "
W,
"rssensorGroupRel-[sys/tm/sensor-10]",
"sampleIntvl": "5000",

mo",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType™: "mo"

* rn : rssensorGroupRel-[sys/tm/sensor-group-id] &

ROBERA TV =7 N4,

e samplelntvl — I UL OFT — &2 7Y

7 HWIM, BFROMED 0 DIEE. A X2k X—
ADYT 27 YT a U HPMER S, TLA B
U F—Xx, HBEINTZ MO TOEERFZO
HEEFEENET, 0LV KREVERHEOEHE,
T LA NY F—2BEE S MR TET
\CEE SNDHEIC RN T A7 U T oa v
MERR S ET, =& 2 X, HIFRIEA 15000 D
Bit, TVA N T—HIXI5H T LICEES
nET,

“tCl: #—=7 v b (B Y =0 n—7) FT7Vx
7 NDT T A, telemetrySensorGroup T,
etDn: ¥—%7 v b (B —N—7) 7 V=
7 DA%, sensor-group-id T9,

«tType : BUEZ A 7, BEARAT o= 7 bD
mo T,

tType: ¥ —5 > NE A7, BEHURAT V=7 FD
mo T3,

ATV T12

TLANIZE=LY T 5100 Lot i—
INAEIT ) —FEERLET,

1 -
H—toHP— 2

"telemetrySensorPath": ({
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFilter": "",
"filterCondition": "",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"
}

}

1 -
HE O P — XA

. TLARY

T — XX, 7 T X telemetrySensorPath D 4~
V2 FTERINET, UTOAT7V =7 Mtk
R LET,

epath: E=F U 7 INDH/RA,

o : path-[path] JTE DA AT =7 F OAE%S
A

o depth : B2 P — S ZADOHEE L ~UL, depthi% €
N0 DEE. b— b MO 7 a3F 4 DRAEH
BLET,

filterCondition : (7> 3y ) A X h_X—2ADY
TR ) Fva VHIRED 7 4 VE EER L F
T DME X7 4 n#—KERIELET, 741 ¥
U > ZOFFEMZHOWTIE, 7= U OFERIZET %
Cisco APICRESTAPI DfER T A N7 4 25 ML
TL7ZEV, RO Cisco APIC R¥ = 2> kDT>
T A TNV THERTX E7,
https://www.cisco.com/c/en/us/support/
cloud-systems-management/


https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html
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"telemetrySensorPath": ({
"attributes": {

"path": "sys/cdp",

"rn": "path-[sys/cdp]l",

"excludeFilter": "",
"filterCondition":
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0"

wn
’

"telemetrySensorPath": ({
"attributes": {

"excludeFilter":
"filterCondition":
"path": "sys/fm/dhcp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

wn
’

wn
’

}

1 -
BGP A N F O —E P — R T 4 LY
PRVE/A

"telemetrySensorPath": {
"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdp]l",
"excludeFilter": "",
"filterCondition":

"eq (fmBgp.operSt.\"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

application-policy-infrastructure-controller-apic/
tsd-products-support-series-home.html

ATYIB | =R EFA TV P L TRV
N—TFT7 =2 K (telemetrySensorGroup) (ZiB
mrEd,

ATV TN | B E ATV e LTI N—T A

7= bk (telemetryDestGroup) (ZiBML FET,

TLARY .
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https://www.cisco.com/c/en/us/support/cloud-systems-management/application-policy-infrastructure-controller-apic/tsd-products-support-series-home.html

B vx-ae 2R LR

FLALY |

aAv U RFERET7TIVaY EL:Y
ATV T | PRI N—TF TV VT AT Vs e
LC— MERIZEMLUET (telemetryEntity)
ATYT6 | BV — IN—T%HT A7 YT a CBEEN | B4 7Y =7 MY T A telemetryRtSensorGroupRel
F57DIi, TUVARY B — I —TOFA | IZELTEY ., telemetrySensorGroup D147 ¥ =
TV FELTHRAT V=2 FEENLET, |27 FCTT, BRA 7V =7 FOLITOAT7 V=7 b
i - B L £,
"telemetryRtSensorGroupRel™: { * rn : rtsensorGroupRel-[sys/tm/subscription-id] &
"attfi:‘j’fes": ¢ KOBRA 7V =7 FOMxt4,
"rtsensorGroupRel-[sys/tm/subs-30]", . N o= . R _
"tCl": "telemetrySubscription", : tql YT ATV T a AT =T bOF
"tDn": "sys/tm/subs-30" 7w N2 7 A, telemetrySubscription T3,
}
} Dn: 722 VT ar ATVl hDI—Fy
N4, sys/tm/subscription-id T3,
RTYTN | TLANIEREIN—TOTAT Vs L |BRA T V=7 FidZ 7 A telemetryRtDestGroupRel
TR A7V =7 FEER LT, #Efi7v—7 [IZBLTEY., telemetryDestGroup D147 = 7
YT AT Ty g A BEM T E T, FNCF, BRA T V2V FOLUTOAT7 Y =7 NE
15“ . ‘lﬁ’i’*ﬁﬁi Lij*o
"telemetryRtDestGroupRel": { * n : rtdestGroupRel-[sys/tm/subscription-id] J&Z =\
"attributes": { - ) o
"rn": "rtdestGroupRel-[sys/tm/subs-30]", ODEQ&ﬁ;?j?v/j:57]\O>$BXT45°
"tCl": "telemetrySubscription", * tC\l : '&7;{ 7 U 70‘:/ =l /2}—7‘:/:\: 7 }\ @57*‘
"tDn": "sys/tm/subs-30" 7w N2 7 A, telemetrySubscription T3,
}
} Dn: $7A2 VT ar ATVl hDI—Fy
N4, sys/tm/subscription-id T3,
RTYT8 | BT 27 )V TFva oA 7Yy e LTHR |BfRA 7Y 22 MMEZ 7 A telemetryRsDestGroupRel

FT 2 "EERLTC, YT AT T ark
T LA YRS L — BT £,

1 -

"telemetryRsDestGroupRel": {

"attributes": {
"rType™: "mo",
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",
"tType™: "mo"

. TLARY

W2 L CEY ., telemetrySubscription D147 ¥ =
7 bTY, BfRA T2 FOUTOAT =7 B
B L £ T,

* n : rsdestGroupRel-[sys/tm/destination-group-id]
FEXOBGRA TV =7 hOFxI4,

tCl: =7y b (k7 N—") 7=
7 NV A, telemetryDestGroup T,

«tDn: #—757 v b (L7 N—7) A7V =
7 N OiBI4 ., sys/tm/destination-group-id T3,

rType : BRS A 7, BEAGAT V=0 b0
mo T,



| sL2ky
nx- Az L=t ]

IRV REEETIVaY a8
tType: 4 —% v FZ A 7, BWHHHEAT V=7 D
mo T9,

ATY T | T LA NUKKOZDIT, HiEF 0 JSON #ik % TULARN) ZT 4T 4 DN—R NA[X sys/tn
HTTP/HTTPS POST %A 22— K& L CNX-API =2 | T, NX-API => RFEA > MIKRD LY TF,
RRA v MZEELET,

1 -

{{URL}}/api/node/mo/sys/tm.json

1

PLFIE, 120 POST A m— RIZNEINTZ, ZORIOTXTDAT v 7T OFITT
(—EDBENR - LR WIGEERNH D Z EICEBE LTS EEN) |

"telemetryEntity": {
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "1o0"
}
"children": [{
"telemetrySensorPath": { "attributes": {

"excludeFiltexr": "",
"filterCondition": "", "path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth" . "O"

"telemetryDestGroup": {
"attributes": {
"id": "20"
}
"children": [{
"telemetryDest": {
"attributes": {
"addr": "10.30.217.80",
"port": "50051",
"enc": "GPB",
"proto™: "gRPC"

"telemetrySubscription": {

TLARY .
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"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "5000",
"tDn": "sys/tm/sensor-10"
}
}
s
{
"telemetryRsDestGroupRel": {
"attributes": {

"tDn": "sys/tm/dest-20"

NX-API ZERA L =T L A ') DB

FBEADR M= 2T XX
ZOBITIZ, 73 A sys/edp 3 KW sys/ipvd Z it 1.2.3.4 78— |k 50001 (IZ5 BT &IZA R U —
RUTTBYT A Y S a v EERLET,

POST https://192.168.20.123/api/node/mo/sys/tm.json

Payload:
{
"telemetryEntity": {
"attributes": {
"dn": "sys/tm"
}l
"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "10",
"rn": "sensor-10"
}, "children": [{
"telemetryRtSensorGroupRel": {
"attributes": {
"rn": "rtsensorGroupRel-[sys/tm/subs-301",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}

boo A
"telemetrySensorPath": ({

"attributes": {
"path": "sys/cdp",
"rn": "path-[sys/cdpl",
"excludeFilter": "",

. TLARY
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"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depthll . "O"

}

b A
"telemetrySensorPath": ({

"attributes": {
"path": "sys/ipv4",
"rn": "path-[sys/ipv4]",

"excludeFilter": "",
"filterCondition": "",
"secondaryGroup": "0",
"secondaryPath": "",
"depthll . "O"

}]
}
b A
"telemetryDestGroup": {
"attributes": {
"id": "20",
"rn": "dest-20"
}I
"children": [{
"telemetryRtDestGroupRel": {
"attributes": {
"rn": "rtdestGroupRel-[sys/tm/subs-30]",
"tCl": "telemetrySubscription",
"tDn": "sys/tm/subs-30"

}
b A
"telemetryDest": {
"attributes": {

"addr": "1.2.3.4",
"enc": "GPB",
"port": "50001",
"proto": "gRPC",
"rn": "addr-[1.2.3.4]-port-50001"

}]
}
b A
"telemetrySubscription": {
"attributes": {
"id": "30",
"rn": "subs-30"
}I
"children": [{
"telemetryRsDestGroupRel": {
"attributes": {
"rType": "mo
"rn": "rsdestGroupRel-[sys/tm/dest-20]",
"tCl": "telemetryDestGroup",
"tDn": "sys/tm/dest-20",
"tType": "mo

"
’

"

"telemetryRsSensorGroupRel": {

TLARY .
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"attributes": {
"rType™: "mo",
"rn": "rssensorGroupRel-[sys/tm/sensor-10]1",
"sampleIntvl": "5000",

"tCl": "telemetrySensorGroup",
"tDn": "sys/tm/sensor-10",
"tType": "mo

"

BGP BAID 7 1 JL B &4

RO A 71— FOF T, telemetrySensorPath MO D filterCondition JEMEIZ Nt - T BFP #45E
DN TCND EXIZ N Y W —ENbEMEANCLET, T—%1L10.30.217.80 K—F

A

50055 [CA R = 7 E&NFET,

POST https://192.168.20.123/api/node/mo/sys/tm.json
Payload:
{

"telemetryEntity": {

"children": [{
"telemetrySensorGroup": {
"attributes": {
"id": "10"

}
"children": [{
"telemetrySensorPath": ({
"attributes": {

"excludeFilter":
"filterCondition": "eq(fmBgp.operSt, \"disabled\")",
"path": "sys/fm/bgp",
"secondaryGroup": "0",
"secondaryPath": "",
"depth": "0O"

wn
’

"telemetryDestGroup": {
"attributes": {
"id": "20"
}

"children": [{
"telemetryDest": {
"attributes": {
"addr": "10.30.217.80",

"port": "50055",
"enc": "GPB",
"proto": "gRPC"
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{

"telemetrySubscription": {

"attributes": {
"id": "30"
}
"children": [{
"telemetryRsSensorGroupRel": {
"attributes": {
"sampleIntvl": "0",
"tDn": "sys/tm/sensor-10"

}
}I
{
"telemetryRsDestGroupRel": {
"attributes": {
"tDn": "sys/tm/dest-20"

FLARYEREDE=HD Postmana LY > 3 > DFEA

T U A NUBSREORRZBM L, H—D_XA/ B — R TFXTHOT LA MY CLICHE T H D
% FEATT HHIZ DOV TIL, https:/github.com/CiscoDevNet/nx-telemetry-proto/tree/master/postman_
collections #ZM L T 72 &V, HFHADTHFA N =TF 4 X —%FEH L TCREDY > 7 D7 7 A4
NEERL, XM a— Re=—XZHbETEHL TG, Postman Ta L2 ¥ U AHNT
ALy varEETLET,

TILFXY A 20— /NXDOA[EME

Z DOBEREIX. Nexus3548-XL AA v F THEHARERMLERTXTOYILT XY AR AT — %
T AR—FNTHREARMELET, =7 AR—MILY, FET7 0 —REETHORZEEE
T EDLNRNADFEETEEEOE W N L —VE U T ¢ BRI ET,

Z OF$EEIL, DME CTRTOBYAREREAMT 5 Z L2 HHELTEY, Ty va®T L
(V7 T27FLARNY) £037VEF /L (DMERESTZ =) OWEFNRa2 4L Ta
Va—</artu—JIT7 7 EATELLOITLET,

Z OWREOFRITKRD LBV TH,
s 7a— RADOAYL
 EFEBE OO T B —OREEF L IRED =7 AR — b
e 2—YPNT O — R DAL v FTHEIRT Ny Ja~v REFETTEHEIHICTHE
(2 K DA D 5347

MEDM (. FfiL~ LD a s R—%r FDDEREEE L. F~/LF X v A MEGED A
TV AEERLTHD, HlEa v a—<|RET LI~V F v 2 MFIBOREHET

I TLARY .
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B < 7xvxt 70— zommn

T, TAUE. BEREAS DME & L HICEEEINAaIT 2R —R 2 N TT, MRIB T Lo T
SN DHIEH E MFIBIZ & » CTIE ENTZHEHERICE SN T, T XTOILTFF¥ A N AT —
F%2 DME 237 v a2 LET,

DMEZ, avva—=</ar be—IMEATE S L9072 04N LT XTOFBERERF
FTAHEDIHEHENET, /2. ANV MR—RAOFEHNEYR— 5204727 R
YER%. HIBR. SRR EEINDIT-ONT, T LA MY ~O@EEIRma s Al L £,
TLARN) AL, DMEIREINTWETRTCOT—FE2a v a—<ZA M) —3
YT, TE Ty r—~y FLET,

TILFHXxY Rk 70— /RAQOERED =6 CLI

KIZ, wNVTFF ¥ A 7r— RAOAHRMEOEMLEREZ MR T 272 0ICEASh/z CLI &
~LET,
« DME ~DIEROT 7 AR— e+ 5ar 7 4Fal—ay avr R, ZdCLI
X, VAT AIAFIET DT RXTONL— MK LTI OHELZAEHICLET,
switch (config)# multicast flow-path export

switch (config)# sh system internal dme run all dn sys/mca/config

« MFDM & DME IZ/E1E T DARRERI DB EMF = v 7 2 FITT 5K EMETF = v H—D show
aw R, ZOa<wy REFHATDE, FICKEER2E Y b T v 7 TRESZTIIEC K
HTxFE9,

switch# show forwarding distribution internal multicast
consistency-checker flow-path route

Starting flow-path DME consistency-check for VREF:
default

(0.0.0.0/0, 230.0.0.1/32). Result:
PASS

(10.0.0.10/32, 230.0.0.1/32). Result:
PASS

(0.0.0.0/0, 232.0.0.0/8) fEf: /%A

« 7 —s3bshow 2v 2 REMEH LT, ZOBIEN VAT ATHRBZRS>THDENE S
EHERBLE T

switch(config)# show forwarding distribution internal
multicast global state

**** MFDM Flow PATH VISIBILITY INFO

* Kk Kk Kk

Multicast flow-path info export enabled:
Y

BE DME /Y R7 :0xll7c3e6c

PE DME 2 K7 : 0x117b955¢

switch (config)# show forwarding distribution internal
multicast fpv CC
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59k zr—LyItoz7 7L B

PASS/FAIL (In case of fail, it will highlight the
inconsistencies)

D930 R7—ILYIT 27 TLAKY

D95 KR75—ILY T+ 7 TLARJIZTDOWT

CiscoNX-0OS/%. Tahoe ASIC Zf#H 3 5 CiscoNexus 7 77 KA —LAAL v FZHP R —1FLE
T, ZDT Ty b T F—ALT, YR=FENTWDHY T T RAFr—LAA v Fi%, ASIC &
BICHA ST TCPIP — "2 R A R LET, ZIUTED, AL v Fn6DT LAY F—
HDULR— e TIECeUBETEFET, —"—LITCPHR— L7891 ZFEHALET, T LAk
V72747 MIZOFR— M TH—R_R—Z8#HL T, HZRKIOI VB THN—RUy=T By ¥
T—HERETEET,

JITRA—=NVY T 2T T LA RN, MDY AT 77T LB LT
D, NX-0S VU —R93 1 LRIV FLVENTWABT IV DI TAT v v TIarl T bk
BERHLEDT2XERHY 3, 7747 M7 a2 T A, Python2.7 LAFE, C., PHP 72
E. TCP/IP 2 R— T HEEOT /I3 IV SETIERTEET, 7947 F Fu
TAF, ELWAytE—Y 74—~y NCERTLZHLERH Y £7,

NX-0S UVU—293() e, 77U KA — V7 hy=7 7L A K URHERILNX-OS T
AT&ET, ZOMRIZT 74V F TAT/R> TWAH T2, NX-089.3(1) LA A F1T L TV
HYR— IR BOAL v FTIE, ZOHREEZHFATE ET,

CloudScale VI bk x7 TLA MY Ayt—UDHA

CloudScale 7 V' A "N VUIX, 7747 F&AA »F O TCP/IP r— _"—[]DN> K oA 7
THEVEST, TORICIZTAT U MITCP V7w bEN L CERAZBRBLES, 7947
YhAvE—UIiE 28y MEETOO0TT, A vFiL, FFEOEROI D2 T—X %
G A vbE—UTCIRALET,

NX-0OS U VU —293(1) Tik, RDOA v t—Y 7 —<v hAYFR—FENTHET, HHD
I TGAT N Ta T AEERT D%EIE. 7274 T ERBBT A vE—UnZoEAIC
HEPLL CTWDH Z EEERLTLLEEN

R< BEELEY.

454 1 H— %L N

TLARY .
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B /5o xr—nvormz7 LAy 0EESELHIBSE

56 /A - HR=FDOT =5, Gat56 * N1 K,
FT—=HDE 5634 N Fx ik, ROLDOTHERISNLET,

2434 NDA L HE—T oA A4
831 FDEE (TX) 7 > b
¢ 831 FDEE (TX) A K

8 A FOEZE RX) T v b

8 /34 RDZIE RX) /51 b

D5DRRT—ILY T b7 TLAM)DFEEFEIELFIREIE
W, 79U R A=V V7 =7 TLAMYMEOITFEFHELHIRFEEZ T LET,

*CiscoNX-0S V U —R93(x) LVHICHR—FSNDH7T7 v h 7+ —LIZONTIE, £D
A R® https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html
D7 arEBBLTLSEEY, CiscoNX-0S U U —Z93(x) KT R— &5
T N7+ —AITOWTIX, https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/
platform/platform.html ZZH L T 72 &0y,

CHABLTFGAT U N TFLARN) a2l I A5THE, YR—FENTWABER v E—T 74—
<Y MI1IOTE, 2947 F 7l I0F, ZOBRITHERL TWAHRLERH Y
—a—o

¢ CiscoNX-0S U U—A 103(1)F LA, ¥ 7 b7 =77 L A kU (X Cisco Nexus 9800 77
74 —LAA vy FTHR—FINTVET,

TLARY IR SR

TLARY) INR SRILIZDINT

NX-0S U U —293(1) AR, ETABERT L XA R UIERR FvE R —RhLET, /<R
TNWEFATDE, HEOY—ANLT LA R F—4 2 EICHEICETEET, 2o
BHETIX, ET DT VAN T—2 DXL TEIRETDH L. T LA MUK X > THEED
IRAIPNBZEDT = PIE SN ET, K, WREIIE#REZ | DO/E ST (XA T
V) WZIRLET, ZOMREICED ., ROEENAEIZR D720, 7V A M) OFEHANEFEILE
WET,

* Cisco DME &7 /WIZEHT 2% < GFEM R i 2 £ > TV E 9,

AU ENDA R NOBEBEEDOART RAERY NG, B0 ) 2Bk L, 7R
IV Ty a NN EBIMLET,

c AL v TFMET LA MIIFEROEBOF v 7 ZINE L, AAMELZEREMLL LT,

TLARY
50 | I
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| sL2ky
F—sopgFrEs < rozE I

RAFYUT, BT AVNDRE LA TV 27 b XA TOEEDA AR A=), 7w
BEFITIAR FERWEL TRLET, N2 F-UL T, ROT VAN T —TF %Y R — b
L/i‘é—o

B Ty v RBE BN ARNL—Y A=Y T U= R DYy —
ffhze=4210 7,

e AVB—DT IR, TRCDA LV H =T 2 A ANV R EAT—HADER 2=
yo

Z DT -YLE, query-condition 2~ > REMHEH L TRINDT — X 4L 0 iATe T2 O D EFRIEH
F—U—RT7 g N ZEYR—FLET,
c =R, CPUMHRLAEVMEHRREDI AT LY Y —AEE=HY 7,

* VXLAN, VXLAN E'7", VXLAN 774, VLAN B 7 >4 — BLOBGP &7 7 —4
Z&ie VXLANEVPN 28 =% U 7,

—_— JL 5 N =7 =
T—3D’REFRITAR FDZIE
oY — TN —TDOV TR EL ST, TLA MY T=ENRRA TR EENDS T
BEXAIVTRREDET, UL, TV A N T—X B2 EICREST D, A
NRUMBEAELEZEEZIWZT VAN =2 FINET DL HITHERTEET,
« T LA ROV TR E o USADEICHRESNTWAEA, TLVA N IEE 7
JVERRHFICERE, A VX —7 oA A, FEWEIN. BX O vxlan 7~v 05— % & EHIHIC
EELET,
s U TNHEIRRERICREINL TV DS, BRIE, A ¥ —T7 A A, TEHRLMT. vxlan
FAOVTEEREEO TS, BLXOMO DIER EHIBRDBBAET D ET LA MY IEA X2 ME
HAEIRELET,

T OREE T IIZAEA R MIMAIZEHMBA T, R TV D LR EE 2 1F A X b
BRENRIT L A Y 2R CE £,

IR SR)VFERIEEHNEIE
T LA RNY RR TAUUEEEICIE, IROFEEFHEHRKFEERI DD £7°,
« ZORERBIZ. CiscoDME 7 — % X{ExDAHZHHR—FLET,

cF UV — 7 N—TNOBEEDDME /SRR L a—F Y 7 4 NAZRESETBIHE
B EIFTEERA, 728 21, sys/intf & interface #R Uk vV — L —7 12k RS
AZ LT TEEREA, T2, sys/intf & interface CH L& V=T N—T T D
EHTEETA, ZORUBEAE LSS, NX-OS (IR AHES L ET,

* oper-speed *° counters=[detailed] 72 EDZ—H —T ¢ L X —F—T— RN|L, interface
AR L TCOHRYFR—FSINET,
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FLALY |
B 7 st xo b eRk—y 0580010 8—T 14 2 KROHH

o Z DOMEEEIL. depth X° filter-condition 72 EDMDE L Y — A F T g &Y FR— L
TWERA,
T LA RN NR FAULZIE, SR TV OERIZET 2KROFIRNIH Y £97,

INLFEDOT VT 4y 7 A show THAGT 2MENRH Y T3, KICF L/NTFTRN S
o506 TY,

7= & 213, showversion I3FFf &VET, —JFH. SHOW version F 7= version IZEH TE £+
Moo
cRDOLFHEGODHZLIXTTEEEA,

°
b

.
o ugz fcaivv
cROHFEZEZDDH T LIXTEERE A,

* telemetry

e conf't

T—RFEIFAREER=Y2TTB=HDAL 2 —T 24 R/RR
D&

A B =T 2 A ANRRAFTYLE, TRTCDA L EF—T 2 A ANV HEERT—FZADER %
F=HX VT LET, RO B —T A A ZA THYR—KFLET,

« BBt

W TA U HE—T 2R
o BT

o JL—T IRy

* VLAN

« R— K F¥

AH—=T oA ANA TULER LT, BT =2 2R —0 7350, AV &
ZETHLENTEET, 45—20 [F—FZOR—V U TERIFAR FOZIE] 2B L

TLIEENY,

. TLARY
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F—BEREARY FER—Y 25T o001 v 2—T 42 (20K [

\)

GE) ZOFETNE, Y TA L H—T 2 A A N—T NNy T FTRIEVLAN DH T X 2 R—
LTWiRW=dH, AR —AT U MINEREA,

FIEDE
1. configureterminal
2. telemetry
3. sensor-group sgrp_id
4. path interface
5. destination-group grp_id
6. ipaddressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp_id
FlgD 4
FIE
ARV KRFERRETI a3y B#J
AT w 71 | configureterminal a7 4 Fal—varyEF—REAHLET,
i) :

switch# configure terminal
switch (config) #

Ty 72 telemetry T LA R UBBEDOHERE— RIZAD £,
5 -

switch(config) # telemetry
switch (config-telemetry) #

AT 73 |sensor-group sgrp_id FLARN) F—2Dv P — T —TEER L
B - R

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

AT 74| pathinterface AVH =T 2 ANA TR LT, BEO
il - 2 DA 2 =7 =2 AT LTIOOT LAY
switch (conf-tm-sensor)# path interface ?—& 7 - U %ﬂé,fgf% %) J: 5 &C Liﬁ—o iN/D
switch (conf-tm-sensor) # 5i\ @4&@4 ‘/5‘—7 I/l) ngyj: U %f 1 OK;,VC/El\

LET, I, TLVAMVIET—#%2EL, T
VTR L £,

TLARY
I



B storvs0ro -T2 208/

FLALY |

ARV RFERETIVa Y

B8

A=V THRORETFTEISLT, A F—T =
A AT =2 ITEHMIC, TR H—T A AD
REENEAT D - NTEEESNE T,

ATy Th

destination-group grp_id
1 -

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

TLA NI L—T T E— RICAY ., B
e T N—T TR L E T,

ATvT6

ip addressip_addr port port
1 -

switch (conf-tm-dest)# ip address 1.2.3.4 port
50004
switch (conf-tm-dest) #

YBTAT YT a DT VAN TR L
T, BESNZIPT RLAER—NMIA Y=V
JLET,

ATy T17

subscription sub_id

1

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

TLAN) Y TR YT g P TE—RITAD,
TLARN) TRV T g o wRERLET,

ATvT8

snsr-group sgrp_id sample-interval interval

1 -

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

o= I N—TEBIEOY T AT Y T g3 02
VI LT, T—20% 7Y LR (R U
) ZRELET, Vo7V o IHRIE. A1 v F
DTV AN T—2EEMHNCEET D0, A
H—T o ALY NPRRAE LT EZITHET DN
ERELET,

ATvT9

dst-group dgrp_id
fi

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

PGS N —T R OV T A VT a Y vy
LEd, FEET D858 27 /L —713, destination-group
O~ RCHR LTcEEE 7 v —7 L —H L TnD
VERH D £,

FEEA NIV EDA B —T AR INADIERK

PrulSNDEERioh U o 2 —DhZRTHEMERSNEF V=R 74 22 LT, A
VE—T 2 AINRA T YL FERR T X iTo 7 4 VA X counters=[detailed] '(“"91*0

ZOTANFEMEHTHIEICED, A F =T oA A NSRS FHER TN TOA o F —
T2 AR E—FNEL, WELZT—X %7 4 VHUE LTI, REZEAICIEE
LEd, 74020347 arThy, BRHLAVES, Enlb v ¥—%28H+_XTDh
TUH =AU H—T oA A NRAEREINET,

\}

GE)

7 4 VX Off L, show interface mgmt0 counters detailed D 71T & BE&AIIZEL TV E T,

. TLARY
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ko novansva—7x42 K20

FIEDHE
1. configureterminal
2. telemetry
3. sensor-groupsgrp_id
4. path interface query-condition counters=[detailed]
5. destination-group grp_id
6. ip addressip_addr port port
7. subscription sub_id
8. snsr-group sgrp_id sample-interval interval
9. dst-group dgrp _id
FIED %
FIE
ARV RFEREET7TIVa Y BHY
27 7 1 configure terminal 2L 4 Kal—vay T— KEANLET,
1 -
switch# configure terminal
switch (config) #
AT J2 | telemetry T LA b UBRROMRE— FIZAD £7,
fil
switch(config)# telemetry
switch (config-telemetry) #
ATy 73 | sensor-groupsgrp_id TLANY F—FDrP— T A—TEAE L%
il - i
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #
R T w 7 4 | path interface query-condition counter s=[detailed] AV B —T xR INR FYLERER L. T_TO
1 - A B =T 2 A ANLDEaALSND T T H—DH
AN
switch (conf-tm-sensor)# path interface %Eﬁgz:l/EETfo
query-condition counters=[detailed]
switch (conf-tm-sensor) #
AT 75 | destination-group grp_id TLA NV V=TT E— RICAD | Bkt

1

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

eI N—TaR L ET,

TLARY .
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FLALY |

ARV RFERETIVa Y

B8

ATvT6

ip addressip_addr port port
1 -

switch (conf-tm-dest)# ip address 1.2.3.4 port
50004
switch (conf-tm-dest) #

YT A7) TFarOT VAN FT—X AL
T, BEESNFEIPT RLRAER—FIAR)—I
7 LUET,

ATy T1

subscription sub_id

1

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

TLAN) Y TR YT g P TE—RITAD,
TLARN) B TRV T g o wRERLET,

ATvT8

snsr-group sgrp_id sample-interval interval

1

switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

Y= I N—TEBIEOY T AT Y T 302
VI LT, oYY U URIR (YR

i) ZRELET, o7V U IMRIE. AL vF
DT L AN F—=2E2EMICEET D0, 1

H—T o AAXRY NPRELTZEZIZHET DN
BIRELET,

ATvT9

dst-group dgrp_id
fi

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

Bl I N—T % OV TR ) T a iy vy
L9, fRET D87/ — 713, destination-group
a~ s ROHR L Tc e 7 v —7" L —E L TnD
VERH Y £,

FEEEDS A —T T4 R INADIER

FRESNTZBERED A L F—T = A ADH T 2 B ERTE
HALT, A Z =Tz A ANRRATULEERTEET, 7 4V oper-speed=[]
YRR EE 3R — b STV E 97 auto,

DT ANEEFEHTHIZLICED, A0 F—T7 2— 2T
xmfvxh)T &%W%L F DORE R A& ZAEAN
L EEEEICEGRLS ., TRTOAL B —T oA ADH T ERRRIN

T, B LRV
£,

10M, 100M. 1G,

FEHPDOF—U— N7 VF 2ff
T, RO
10G, 40G., 200G, 33X Tr400G,

THRELET, 74/1/5! 47> a T

7 4 VE I, %E%UDLTP%:‘/‘?E@JD@)X]\&L’C"ATAZ}’L%) ERTEET, Lk
X, oper-speed=[1G, 10G] I, I?JJ:U\IOGbpS TEMET AA v H—T 2 A ADH 7 X EFUS
LET, REUIDXFE LTEAZMEHLRZNTSEEN,

)

CE) A E—TzARAZA T T H—T A A,

TaRT A NN, TANNFEFTINEDA U H—T 2 A XA T Y ER—FLEREA,

N—TF Ry 7 B I OVLAN (23 E Rl
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FIRDEE

F IR D FH

FIE

configure terminal
telemetry

destination-group grp_id
ip addressip_addr port port
subscription sub_id

©ONDAAWN=

dst-group dgrp_id

BrEEEDS v a—7 42 <20

snsr-group sgrp_id sample-interval interval
path interface query-condition oper-speed=[speed]

snsr-group sgrp_id sample-interval interval

ARV RFERETIVa Y

E:)

25y 71| configure terminal LT Fal—tas T FEANLET
fl
switch# configure terminal
switch (config) #

ATy 72 |telemetry T LA RNV ERRORE— FICAY £7,

f
switch (config)# telemetry
switch (config-telemetry) #

R w 73 |snsr-group sgrp_id sample-interval interval o= I N—TEBEOY T AT Y T a Nl
5 - Y7 LT, F=20% 7Y o rE (L) RE
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁj‘)ﬁ %ﬁﬁébij‘o ﬂ-i7 Y VyFﬁE{BF%ai‘ AL YT
5000 DT L AN T—=FE2EMIEET o, 1
switch (conf-tn-sub) ¥ B—T xR AR PR LT L FISERET B0

ERELET,

R T 7 4 | path interface query-condition oper-speed=[speed] A2 B —T 2 ANATULBER L. fBEINT
Bl - HE (ZOFITIX 1 Gbps & 40 Gbps DA) TENMEL
switch (conf-tm-sensor)# path interface Tb‘é/f :/& -7 I/r A % @j] ]7 :/& %’E‘gé\ Li
query-condition oper-speed=[1G, 40G] 7ro
switch (conf-tm-sensor) #

A7 75 |destination-group grp_id TLA NV V=T YT E— RICAD | Bkt

1 -

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

T N—T R L ET,

TLARY .
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FLALY |

ARV RFERETIVa Y

B8

A7 76 |ipaddressip_addr port port PT2A7YFarDFLARNY) F—2 AR L
i - T, BESNEIPT FLALER—=FIA Y —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 L/jiiro
50004
switch (conf-tm-dest) #

R 77 |subscription sub_id TLARN)I B TR YT ar P TE—RIAD,
i - TLVARNY) HTR7 YT aikLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval oY= I N—TEBEOY T AT Y T a0l
- Y LT, F=EOY Y TR (U
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁj‘)*‘ %ﬁﬁzbij‘c %17 U VﬁFﬁ?ﬁﬁ-‘ﬂi‘ X/]) y?‘
5000 DT LAN) T—=FZEMIEET o, A
switch (conf-tm-sub) # B—T 2 ALY MSRE LT & XSRS B

ERELET,
ATy 79 |dst-group dgrp_id B I N—T 2 OV T A7 )T a ity v

1 -

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

L9, fRET D87/ — 713, destination-group
v ROHERR L 7c e de 7 v — 7L —E L T g
VERDHY £,

BEODIIT)IZEDRAUE—T 4R INADER

AVBE—T 2 A ANATUVDRILCT 2 FFICH L TEBRO 7 4 VX2 BERTEXET, £
DY, HHT AL DT V21T AND THAS S ET,

7Y FMOFET 4 FE, 3w LTXEY £9, query-condition (21X, EE DD
TANFERECTEETN, BINTDHT7 A AENRENNEE, FEROEADKROND Z EITHER

FIEDHE

LTL7ZEY,

configureterminal
telemetry
sensor-group sgrp_id

destination-group grp_id
ip addressip_addr port port
subscription sub_id

©ENDOGHWN

dst-group dgrp_id

. TLARY
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U DI T T ey T |

FlIED A
FE
ATV RFEREETFTIOa Y BRI
Z 5w 1 | configure terminal a7 4FXal—YaryE—KREANLET,

1

switch# configure terminal
switch (config) #

R T v 72 |telemetry T LA N UBREOMEE— FICAD £7,
1 -
switch (config)# telemetry
switch (config-telemetry) #

ATy 73 |sensor-group sgrp_id TLA N F—EDerP— TA—TEAER L%
fi °
switch (config-telemetry) # sensor-group 6
switch (conf-tm-sensor) #

R 7 7 4 | path interface query-condition FL 27 =) CEEOFHEZHBELET, ZOfIT
counter s=[detailed] oper-speed=[1G,40C] . 7V IIROBHEETLET,

- « 1Gbps TEIFTENTNAHAL L H—T = A A TH

switch (conf-tm-sensor)# path interface i u%@j} 17 :/& \__.;&‘”y% L(@ Lij—o

query-condition

counters=[detailed], oper-speed=[1G, 40G] B .

switch (conf-tm-sensor) # 40 GbpS Tgﬂ%’ﬁ’éﬂ(b\é{ :/ﬁ“—7 I/]) ATEnRr
USNDTI T o F—2EE L TRLET,

AT 75 | destination-group grp_id TULA )R V-7 T E— RICAY | Bkt
Bl RIN—TF B LET
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port PTRA7 YT arDT LAY F—HERERL
i - T, H/ESHEIPT FLAER—RMIA R —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7LET,

50004
switch (conf-tm-dest) #

Ry 77 |subscription sub_id TLARNIYTRIY T g P TE—RIAD,
i - TVARNY HTR7 YT a ek LEd,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 5w 7 8 |snsr-group sgrp_id sample-interval interval oY= I N—TEBHIEOY T A Y S a

1

I LT, F=E2OY T g (Y
fr) ZHELET, P77V IR, AA v T

TLARY .
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switch (conf-tm-sub)# snsr-grp 6 sample-interval
5000
switch (conf-tm-sub) #

WT VAN FT=2 2 EMRSEET 0, A~
HB—=Tx A AAX MRFAELTZ L ZITHEET DD
ZRELET,

ATvT9

dst-group dgrp_id
1 -

switch (conf-tm-sub) # dst-grp 33
switch (conf-tm-sub) #

Bl /I N—T R OV T AT Y T a ) vy
LET, faET D87 /L — 713, destination-group
vy NORER LIzt e 7 v —7 & —B L Tn5
VERH Y £7,

—

T—

FIEDHE

F IR D 4

FIE

BERIFAREZR—YTTBH=ODRE/NRDIER

RN TUWE, 77 v, RE, B, ARL—Y A== AHF TA =R ED
VY —UEREE=X VT LET, TLA RN T EEHICER =D T o0, AR
FRFAE LT ZIT —F Z BT 5 L O IR SR Z R TE T, FEic 20T, 45
R=UD [F—=HDOR=Y T FEEFAR b OZEF] 25 LTLIEEN,

TR =Y o TEITA R MIEASNWTU AT A U Y —AFREPIRT I I V—R
NMABBRETEET, ZORREI T4 NFZ ) T EYFR—FLTWHERA,

configureterminal
telemetry

sensor-group sgrp_id

path environment
destination-group grp_id

ip addressip_addr port port
subscription sub_id

©CONDO RN A

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval

ARV RFERERTI VA Y

=)

ATy T

configureterminal

i :
switch# configure terminal
switch (config) #

a7 4F¥al—varyET—RKEANLET,

ATy T2

telemetry
fi

. TLARY
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switch(config) # telemetry
switch(config-telemetry) #

ATy 73 |sensor-group sgrp_id TLARNY F=ZOErh— T —TEAEK L%
i) : kR
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

AT 7 4 |path environment BEOMx OBREAT Y =7 bOT LAY F—4
i - T SVCERTED LT HBRE A T L%
switch (conf-tm-sensor)# path environment $§}ﬂzb‘,iﬁ—° FARGES %Ed}iOD?ﬂ—&]\jj% 120
switch (conf-tm-sensor) # Hjjjiléﬁf§1/2£7fo

P T ARG CC, BEET —Z1IAR—U 7T
RICEESNTA MY =7 ansdn, AV ER
FELZEZITEEINET,

R T 75 | destination-group grp_id TUA NV V=TT E— RICAY | Bk
bl 7 T AR LE T
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port PT2A7YFarDFLARN) F—2 AR L
i - T, IBESNEIPT FLALR—=FIA R —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 L/ﬂiiro
50004
switch (conf-tm-dest) #

R 77 |subscription sub_id TLARN)Y B TR YTy arHTE—RIAD,
i - TLARNY) HTR7 YT a a2k LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 7 8 |snsr-group sgrp_id sample-interval interval L= I N—TEBEOY T AT Y T a Nl
) - YILT, FAOY T YRR (S U
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁj‘)_‘ %E&ﬁébiﬁ‘c —ﬁ-i7 U \/7&?5@{1‘ X/L yﬁ:
5000 MT LA N F—=2 2 EHRNTEHET D0, BREA
switeh (con-tm-sub) ¥ AU MR LT kX ICRIET D 0 EIRE L E T,

AT 79 |dst-group dgrp_id B e I N—T 2 Z DY T A7 T gl v

1 -

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, HEET D855L 7 /L —713, destination-group
g~y RTHERR LB 7 v —7 L —H L TnD
VR DY £,

TLARY .
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BENFERAE NS Y XU UBEEDEDIE
NX-0S U U — & 10.4.1(F) LAF%, Cisco Nexus 9336C-FX2 35 & 10 9332D-GX2B A1 » FTiL, &
NHE & BHT 572912 power usage-history =2~ > KRRV R—FENTWET, T 740 b
T, ZOWRITEIZZR > TWET,
Cisco NX-OS U U — 2 10.4(2)F A%, Cisco Nexus 9000 >V —R 7 F v v 75— AA v FT
I%. power usage-history =< RRHR—FENTHET,

ZOWREEZ AN T DI, IROFIEZETLET,

FIEDHE
1. configureterminal
2. [no] power usage-history
FlaDEH
FIE
ARV KRFERRETI Y BH#Y
R 71 | configureterminal HERRE— FIZAY 9,
f

switch# configure terminal
switch (config) #

27y 72 |[no] power usage-history EOHAR T v % VA AP LET, 20
Bl BiEZ LT 310, o3~y Ko no itz
R LET,

switch# power usage-history
switch (config) #

BENHEREORT

BENFERAZERORTITUF

BB EBPMEREZ AT 512, BAOBME T v IREOAE (62 ~—)
LT ES Y, AZIC L%,  show environment power history Zfifl L TS £ £ 7R
Z—=7y N OBNIEMEORGEHRZEZRLET,

avw >R e ONLES

show environment power history { peak |target | & & X k725 — 4 h OB/ BN R,
Imin | target 1hr |target 14 days|target 14days
day day no}

. TLARY
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show environment power history peak =~ > KDO#l & kIZR L £,

switch# show environment power history peak

Power Output Power Peak Time Input
Power Peak Time
Supply Model Status (peak) (Output Power) (peak)

(Input Power)

1 NO9K-PAC-3000W-B Ok 334.30 W 06/07/2023 10:54:29 362.45
W 06/07/2023 10:54:59

2 NO9K-PAC-3000W-B Ok 362.45 W 06/07/2023 10:53:29 425.80
W 06/07/2023 10:51:44

switch#

Last lmin usage data would contain average usage in last 15secs, 30secs and 60 secs.

module-4# show environment power history target lmin

Power Output/Input Output/Input
Output/Input

Supply Model Status (15 sec) (30 sec)

(60 sec)

1 N9K-PAC-3000W-B Ok 330.78 W / 362.45 W 330.00 W / 362.00 W
330.00 W / 362.00 W

2 N9K-PAC-3000W-B Ok 358.94 W / 415.24 W 358.00 W / 415.00 W
358.00 W / 415.00 W

switch#

show environment power history target 1hr =< FOHE N ZRITR L T,

switch# show environment power history target lhr
1 min avg data for 1 Hr for
slot: 1 Product Name: N9K-PAC-3000W-B status: Ok
Output Power Input Power Time
331.00 W 362.00 W 06/07/2023 11:34:44
330.00 W 362.00 W 06/07/2023 11:33:44
333.00 W 362.00 W 06/07/2023 11:32:44
333.00 W 362.00 W 06/07/2023 11:31:44
331.00 W 362.00 W 06/07/2023 11:30:44

1 min avg data for 1 Hr for

slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Output Power Input Power Time
358.00 W 417.00 W 06/07/2023 11:34:44
358.00 W 417.00 W 06/07/2023 11:33:44
358.00 W 417.00 W 06/07/2023 11:32:44
358.00 W 417.00 W 06/07/2023 11:31:44
357.00 W 415.00 W 06/07/2023 11:30:44

show environment power history target 24hr ==~ > ROF| &2 RIZR L £ T,

switch# show environment power history target 24hr
1HR avg data for 24 Hr for

slot: 1 Product Name: N9K-PAC-3000W-B status: Ok
Output Power Input Power Time

TLARY
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332.15 W 363.56 W 06/07/2023 12:50:44
332.13 W 363.66 W 06/07/2023 11:50:44

1HR avg data for 24 Hr for
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Output Power Input Power Time
358.23 W 416.68 W 06/07/2023 12:50:44
358.35 W 417.05 W 06/07/2023 11:50:44
switch#

show environment power history target 14days =2~ > KOH]ZRITR L ET,

switch# show environment power history target l4days
1 Day avg data over a period of 14 days

slot: 1 Product Name: NO9K-PAC-3000W-B status: Ok

Day Output Power Input Power Date

1 332.17 W 363.61 W 06/07/23

1 Day avg data over a period of 14 days
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Day Output Power Input Power Date
1 358.23 W 416.81 W 06/07/23
switch#

This CLI displays the average usage throughout the day for each day in last l4days. For
each PSU 14 days average usage 1is displayed. A detailed per hour usage for each day is
displayed when day number is given. Output for that is given in next slide.

show environment power history target 14daysday 1 =~ > FOF & &I~ L £,

switch# show environment power history target l4days day 1
1 HR avg data for 1 Day
slot: 1 Product Name: N9K-PAC-3000W-B status: Ok

Day 1
Output Power Input Power Time
332.23 W 363.61 W 06/07/2023 13:50:44
332.15 W 363.56 W 06/07/2023 12:50:44
332.13 W 363.66 W 06/07/2023 11:50:44

1 HR avg data for 1 Day
slot: 2 Product Name: N9K-PAC-3000W-B status: Ok

Day 1
Output Power Input Power Time
358.11 W 416.71 W 06/07/2023 13:50:44
358.23 W 416.68 W 06/07/2023 12:50:44
358.35 W 417.05 W 06/07/2023 11:50:44
switch#
switch#

AR MFERET—23%2KR—) 205 BH=HD)V—X INADIERK
UV —2Z A E, CPURHRERCAEVHHEREDV AT LAY V=R =X 7 LET,

ZONRAERFEHR LT, TV AN T—XEEMCIET 20, A X0 BRRELTE & &L
ELTEET, 453—2D [F—FOR=V U TEHIFARN FOZE] 2B LTLITEEN,
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FIEDHE

F IR D

FIE

ARy b EERF—5 'K 25T a000 v—2 2ot [l

ZONRRET A NZ ) T a2 R—FLTOWEEA,

configureterminal
telemetry
sensor-groupsgrp_id

path resour ces
destination-group grp_id

ip addressip_addr port port
subscription sub_id

NGO RAEWN=

dst-group dgrp_id

snsr-group sgrp_id sample-interval interval

AR NFERERTIVa Y

=)

AT 71| configureterminal Ay 7 4F¥al—varyE—REANLET,
1 -
switch# configure terminal
switch (config) #
ATy J2 | telemetry T LA N UBRROMRE— FICAD £7,
fi
switch (config)# telemetry
switch (config-telemetry) #
AT 73 | sensor-groupsgrp_id TULARNY FT=2Dvrh— T —T5AFR L%
fl kR
switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #
A7 v 74 path resources BHROBA DY AT LY Y =RADF LA R F—
i - BT IICERETEDL LT DY V=R (R
. o TNV ERERLET, TULE BEOT—F ANT)
switch (conf-tm-sensor)# path resources .
switch (conf-tm-sensor) # é" 1 ’D@Hjjjizﬁ‘/th/ﬁ\ Lij«o
FoTAVERBIS LT, VY =R T —=ZFAR—U
JHIMIZIESWTRA M) —I 7 adn, VAT
L AEYMN INotOK] I[ZEEINZEXITEESN
£
AT 75 | destination-group grp_id TUA NV V=TT — RICAD, P

1

BTN —T %R L ET,

TLARY .
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switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port PT2A7YFarDFLARN) F—2 AR L
i - T, BESNZIPT RLARER—RMIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 L/ﬂiﬁro
50004
switch (conf-tm-dest) #

R 77 |subscription sub_id TLARNI BT R YTy arP7E—RIAD,
i - TVARNY) HTR7 YT a raikLET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

R 5w 78 |snsr-group sgrp_id sample-interval interval o= I N—TEBIEOY T A7 Y S a Y
- YILT, A0V FY IR (3B
switch (conf-tm-sub)# snsr-grp 6 sample-interval {M‘l %gﬁibij—o —]j-:/7 U nyE?BI%{j:‘ X/]) ‘y?:
5000 DT UA N F—=FZ2EMEET 200, U Y—
switch (conf-tm-sub) ¢ ALY NP LT & EICRET D A EE L&

R
R 7w 79| dst-group dgrp_id B e I N—T 2 Z OV T Ay ) T gy v

1 -

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LES, HEET D855E 2 /L —713, destination-group
O~y RTHERR L7287 v —7 L —H LT D
VERH Y ET,

AR LERIFT—2Z2KR—1) 253 51D VXLAN /XX DIERK

FIEDHE

vxlan /N2 T ~ULE, VXLAN 7, VXLAN B 7 »Z—,

VLAN 72—, BGP ¥'7 5 —

2l AA v FORBILIE LAN EVPN ICBHT M AR LE T, 2O TV ERERK

LT, EHHIC, EREARN IRBELZEXICT LA FVIFRZNETE ET,
FAT TR EETNNAFIZA N —I T ENDBT LA RN F—X%

LTLZENY,

(%A
(71 =) | 5

ZONRRAIT 4 NE Y T EYFR—FLTHWERE A,

configureterminal
telemetry

sensor-group sgrp_id

vxlan environment
destination-group grp_id

ip addressip_addr port port
subscription sub_id

PN O A WN A

. TLARY
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9. dst-group dgrp _id

ARy M EEET—8 ER— 25T 500 AN <ot [

FIED A
FIE

ARV RFEEETIVa Y B
25 v 71| configure terminal LT 4 Xal—vay T— FEASLET,

1

switch# configure terminal
switch (config) #

ATvT2

telemetry
1 -

switch (config)# telemetry
switch (config-telemetry) #

T LA N UBREOREE— FIZAD £,

ATvT3

sensor-group sgrp_id

1

switch (config-telemetry)# sensor-group 6
switch (conf-tm-sensor) #

FLARN) F—2pE oY — IA—TFE2{ER L E
bé‘o

ATv74

vxlan environment

1 -

switch (conf-tm-sensor)# vxlan environment
switch (conf-tm-sensor) #

B O 2 D VXLAN A7 =7 FOF LA R

T—H T JVERETE D L HI27 5 vxlan /3 A
TOVEMERR L ET, TR, B OT— 2 AT
Z1OOHNTHEELET, Yo7 A MBRICR T

T, VXLAN 57— IR —V » ZTHRIZFESWT A
M) =7 &NB0, AV IRFEELZE X
EEEINET,

R T 75 | destination-group grp_id TULA N V—T T E— FICAY | Bkt
Bl S N—T R LT
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

A7 76 |ipaddressip_addr port port PTAI VT arDF LA RN F—HERERK L
i - T, BESNZIPT RLARER—=FMIA MY —3
switch (conf-tm-dest)# ip address 1.2.3.4 port 7 iji?fo
50004
switch (conf-tm-dest) #

R 71 |subscription sub_id TLARNIYTRIY T g P TE—RIAD,

1

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

TLARN) B TRV TV g w2/ LET,

TLARY .
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R T w 7 8 | snsr-group sgrp_id sample-interval interval oY — N —TEBEOY T A7 Y S g 02
Bl LI LT, FA 0¥ T Y IR (3N
switch (conf-tm-sub)# snsr-grp 6 sample-interval {l) %ﬁﬁibiﬁ”o Y7y V?Ffﬁﬁl"%ﬁi\ AA ‘)7‘
5000 W7 LA MY T =2 2 @RS EE T 50 VXLAN
switch (conf-tm-sub) AN SRR ELTC L EZITEET 20 ERELE

—g—O
A7 79 |dst-group dgrp_id BRI N—T R OV T R ) T aic ) vy

1

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LET, fRET D67 /L —7 1%, destination-group
T~y RCHRR L7 8ERit 7 v —7 L —H L T D
VERH Y ET,

INR TRV B ZHERR

WOTH, NATLPHERSNTND Z &R L, FATHOT LA P UM EFR L TE

FIRDOHE

FIRD

FIE

DIEZMERTE £,

1. show running-config-telemetry

AU RFEEETIVa Y

=)

&

show running-config-telemetry
{5

switch (conf-tm-sensor)# show running-config
telemetry

!Command: show running-config telemetry
'Running configuration last done at: Mon Jun 10
08:10:17 2019

!Time: Mon Jun 10 08:10:17 2019

version 9.3(1) Bios:version
feature telemetry

telemetry
destination-profile
use-nodeid tester
sensor-group 4
path interface query-condition
and (counters=[detailed], oper-speed=[1G,10G])
sensor-group 6
path interface query-condition
oper-speed=[1G, 40G]

. TLARY

BIEDOT LA MY OFITHRER R LET, ZOH)
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ARV RFERFTIVaY =)

subscription 6
snsr-grp 6 sample-interval 6000
nxosv2 (conf-tm-sensor) #

INR SRIVFHRDRT

IR FRNJRRATVK

show telemetry usability =~ > FZfifH+ 5L, 7o) ZFIT LI L TN AT MR ED

fi% DA RTCEET,
X~k RRNE

show telemetry usability {all | environment | interface | resources | vxlan}

TRTDO/NRA FAYLDFTRTI
INA FGXLDTRTOT LA |
E 72 AR — Y 7 E T2 F A A
WETANEI PP RINET
A B =T A AINA TYL
X7 =V &L EENET,

show running-config telemetry

TLA MY LBERENTZ ST

av Y Kol

)

() show telemetry usability all 2~ > R, ZOtE7 v a VNRENTWDHHADa~y Red

TEFE L bDE LTEEET,

KIZ, show telemetry usability environment =< > ROF 2R L E T,

switch# show telemetry usability environment
1) label name : environment
path name : sys/ch query type : poll query condition :

rsp-subtree=ful l§query-target=subtreestarget-suttree—class=egptPsuSlot, eqptFtSlot, eqptSusCSlot, eptPsu, egotEt, egqotSensor, egotICSlot

2) label name : environment
path name :

R

: event query condition :
) sutcictnmsa) et 3 oottt

switch#

KIZ, show telemetry usability interface =~ > RO EZ R LET,

switch# show telemetry usability interface
1) label name : interface

path name : sys/intf query type : poll query condition :
qerytarssdhi ldensgeny-tarost-fi tereg (RATE.adnirs, ") sego-a dresdhi Idensegoa e

2) label name : interface

path name : sys/mgmt-[mgmtO] query type : poll query condition :

qeyaog=s e ery-taros=fi ltereg fguiMytTf.adnir, ") &epa bres=flil lsrp-a oee-Classsmo FrerSats, monlfn, moilfOut, monHfHCh, moifHo

3) label name : interface
path name : sys/intf query type event query condition
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ethpmEncRtdIf.operSt, "down") ), and (updated (ethpmEncRtdIf.operSt) ,eq(ethpmEncRtdIf.operSt, "up"))))

4)

label name
path_name

interface
sys/mgmt-[mgmt0]

query_ type event query condition

qeytagEamhesaey-tags=filterar () aete() o arof pred T gesy) e (i TE.ges;, "thil)) adi ped I TE.qes) e igiTt.ges;, 1))
switch#

I, show telemetry usability resources =~ > ROF|ZR L Ed,

switch# show telemetry usability resources

1)

label name

path name
query_type
query condition

label name
path name

query_type
query condition

resources

sys/proc

poll
rsp-subtree=fulls&rsp-foreign-subtree=ephemeral

resources

sys/procsys
poll

label name

path name
query_type
query condition

resources

sys/procsys/sysmem
event

query-target-filter=and (updated (procSysMem.memstatus) ,ne (procSysMem.memstatus, "OK") )

switch#

&IZ, show telemetry usability vxlan =< > ROFZ R L ET,

switch# show telemetry usability vxlan

. TLARY

1)

S)

label name

path name
query_ type
query condition

label name

path name
query_ type
query condition
label name

path name
query_ type
query condition
label name

path name
query_ type
query condition
label name

path name

query_ type
query condition

vxlan

sys/bd

poll
query-target=subtree&target-subtree-class=12VlanStats
vxlan

sys/eps

poll

rsp-subtree=full&rsp-foreign-subtree=ephemeral
vxlan

sys/eps

event
query-target=subtree&target-subtree-class=nvoDyPeer

vxlan

sys/bgp
event

: query-target=subtree&query-target-filter=or (deleted(),created())

vxlan

sys/bgp
event
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qery-targe=s tresttarget-sditree-classagon, opReer logoReerAf, g Dok gReer Ay, ogQperRectr T 3, o Qper RAER, o Qper R Ry, logooer ARCEr L

switch#

FAT 4T T—REET/NR

2T 4T T—R2FEET/NRIZDNT

NX-OS7 LU A NUIE, FFEDA Y T TANT I Fx EI2ET —F_X—RIRES NN =2 —
NN T—HEERETHIIAT AT T—H V—AEHFR—brLET, RbVIZ, x4 T+«
T TS EEIREERT L, 2 AR N ERRT TV = arE 7y 7 LT, B
HMERET LAY AN —LNHATEETS, XM T 47 T—F EETONRRFIA 7
FART I F YIRS RO, ZOWBBITFEMEZRI L, XA T4 7T 7Y r—3 a3 %
mum%vx%)kﬁﬁféiﬁo

IAT AT T—HEETLNNAEBGHTLE, HEDOE I — RRAEEL T, L7 L
%Vfb)?‘&%fﬁf%iT Z OMEEEIL NX-SDK LEHEL T, IRONRIANSLDT L A
Y S5—=2DARN) = T HPR—FLET,

cIPL—FDT LA N F=FE2XETDHRIB /A,
cHB L OEHMAC = U DT LA Y F—H%E%FT5H MAC 784,
«IPv4 & IPv6 (DT L A MY F— 2 Z3R(E T 2 BiERAfR N A,
YTRI N F g BERTDE, BRI ASAZADOTRTOT LA R F— 2R EHEEE LT

ZEFICA N —I 7 anEd, KEHEOK, A XV MNBEBMOAPZEFEICA N —I 7
EhExd,

FIAT 4T T—=H EEL/RADAN) = T1%, RO a—F 47 XA TP R—1
LET:

+ Google Protobuf (GPB)
« JavaScript Object Notation (JSON)

s 2 7X7 K Google Protobuf (=2 >7X7  GPB)

R T4 7 T—RAEERNRABIZA M) =27 ENE5TLARY
=_ 5

WDORIF, BV —ARRZHONT, BT A7 VT g UNERINEREINT-E X (R—XF 1
V) AR MNBHANEE LI EEFICA NI —I T ENAERE TR L TWET,

Path Type IR T3y R—X54 Y AR

TLARY
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=

DTENBTLALY T4

sz

RIB

ETONL— FDEE

AR KD
A X b
INADT L
9
-

e LAY

o« JL
o JL
o JL
o JL

.

X7 A b7
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EE

=z
<ny

sesmennszd

MAC

B L OE AT v 7 MAC = KUkt
LT DME /5 cetars #ETLET,

AR
AN B
ADT 1
* MA
* MA

* VL.

o A

AR
7=

[5ES

IPv4 35 L ONIPve [ HEERAtR (T Vv kv —)
FIRELET,

ava
VS
% (72
cT=x/

«IP"
* MA
o A2
< PE
* VR
« 7
* B
. Bt

73

B2 Bl
—

FEMIZ DV TIE, Github @ https:/github.com/CiscoDevNet/nx-telemetry-proto ZZ M L T< 72 &

Wy,

FIR L HIFEIR

AT 4T T—F FETT AN AL, ROEEFHEGNFER S Y £7,

TLARY .
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FLALY |

B 7 g0 r7 7 F—a_ERAROBH

*RIB. MAC. BLUBERER (TVxv kI —) ORAT 4 T T —ZEETLIANDLD A

MU= T OHE, B — 27w RT 0 OFHL, depth, query-condition, %7z
i filter-condition 72 E DA A Z AEAEZ R —F LEH A,

* CiscoNX-OS VU U —Z 104(3)F LI Tix, RIBRA T 4 7 RADH LTIV R—=ZADH T A

VT a rEFERORETR— 5, LW U JEREASATVET,

— ~ » ‘i — S - = — O [
W—T 4 VTRBRDARA T4 7 T—AEET/NADER
URIBIZHEENDTAXTONL— MIEATDEREEET D2V —T 4 VTHERORAT 4 7 T —
A EEILNRALRERTEET, BT 2 &, BEHEITTAATOL— MEREZEELET, ~—
AGA LD, AL v FNYR—NTEHL—F 47 7o haloi— NEHEEIRERECS
WTHBEIDNEE SN ET, RIBEAITEEINDLT —ZIZONWTIE, 61—V 0D [RAT 47

§fh_

B —=ZNAHICA RN =T ENDT VAN TF—%] 2B L TIIEEN,

1R BHIIC
TLANUBREZ BN LT ARWEEIL, 22 TAEMCLET BeeTLARY) |

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path rib query-condition [data=ephemeral | updates only]
6. destination-group grp_id
7 ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB | GPB-compact
}
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
FIED %
FIE
AU RFERIETIVaY B#)
RFw 71 |configureterminal a7 4Fal—varET—RKEATILET,
switch# configure terminal
switch (config) #
ATy T2 |telemetry T LA N UBREORRE— FIZAD £7,

. TLARY
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N—T 4 VIR A T 4 T F—atER 2o ]

ARV FFEREETIVa Yy

E:)

switch (config)# telemetry
switch (config-telemetry) #

AT 73 |sensor-group sgrp_id ot — IN—FEAER L ET,
1
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #
27w 74 |data-sourcenative B DT NRT—H R A BT P, A
i - TAT T TV =g BNARNY — A T —H % ff
switch (conf-tm-sensor)# data-source native ﬁﬁf% é CI: g ﬂ:\ ?_&%45]3%14 5: A 75:?&&
switch (conf-tm-sensor) # L/EEjfo
RFw 75 |pathrib query-condition [data=ephemeral | N—hrEN— b T v FTF—MEREA R —I
updates_only] 7% RIB /S A % Alipk L £7,
i - query condition data=ephemeral (7> =2 )
nxosv2 (conf-tm-sensor) # path rib :/7"/1/'351[5'%0 if: ;iou%;&g&hﬁg(% i@—o z O)-}j—
2 f- - # o — i ke N
prosys (contrinTeensor) NI Ko T B Sel L — MEWA EHIRY
Ik ICEE SNABENRE D £4 WERENF T
nxosv2 (conf-tm-sensor) # path rib query condition| JL[H[ETC)
data=ephemeral
nxosv2 (conf-tm-sensor) # query condition updates-only (#~7> =z >) ¥
Bl - TR0 TCOHFR— b &EnE T, 2075
nxosv2 (conf-tm-sensor) # path rib query condition ﬁif&i\ %?}]0)%‘}“\{7 “/a:yklv?~5"b;tj£1§éﬂ
updates_only T, b— MEWROEH O R DEREICEE SVE
nxosv2 (conf-tm-sensor) # 4
AFw 76 |destination-group grp_id TUA RNV V—T T E— RIZAY, B
Bl Wese s — T M LT
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #
RFw 771 |ipaddressip_addr port port protocol { HTTP|gRPC | 7227 J F> a > DT L A N F—X % $§iE
} encoding { JSON | GPB | GPB-compact } KRR T R LR E A= MER U — 3 v 75
R Lo L, =% A b —ADTm bk
switch (conf-tm-dest)# ip address 192.0.2.11 port] 31)/21“—]5%E%Qﬁgl,jiifo
50001 protocol http encoding json
switch (conf-tm-dest) #
Example:
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
Example:
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
25w 8 |subscription sub_id TLARNI BT 2RI )T a 72— RIIAD,

1 :

FLARNY TR UTF g R LE T,

TLARY .
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FLALY |

ARV FFEREETIVa Yy

S

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

2T w79 |snsr-group sgrp_id sample-interval interval YoV — IN—TEREOY T AT S a il
1 Urs LT, Foa0d 7Y R (LU B
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁ?) %féiﬁzl/jéiro %f:/:71}>/%iﬁ§F%li‘ AL YT

5000 DT LA NIT—2ZEMITIEET B0, rib A
switch (conf-tm-sub) # Ny MR LT & S ITEET B0 ERE LET
GE)
YoYU TR LT, rib B =R R %
A=V U THRRICESNTA N —I 7 LET,
AT w710 |dst-group dgrp_id B N —T e DY TR Y F gt vy

51

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, ET 28R 7 V—713,
destination-group =~ > N CHERk L 7 #fc e 7 v —
TEHLTWAHAMERSD £7,

MAC 1E$RD A T4 T T—RZEET/NADIER

MAC 7—7 VDT XTOT L VT HEREFEET D MACIERDOARA T 47 7T —H &
BILRAEMERTEET, BT DL, BEFEITTXTOMACTEREZEEFLET, EEED
#%. MACT RL DB, BH, X OHIBRBAIEOBANEE SVET, MACHEITERE S
NET—HIZONWTIE, FAT 47 T—FEFELEAAFICA N —I T InNDHT VAR

FIRDEE

Fes (71 =)

\}

ZZRLTIZEN,

GE)
HEfESNET,

BT E 2 I3HIBRA X FOA . MAC ilEIE, 1P BEBEBIMR 2 £F> MAC 7 KL A2k L TD

1R BRI

TLANIBREZBENZILTWARWEAIL, 22 TEMCLET BreTLARY) |

configureterminal
telemetry

sensor-group sgrp_id
data-source native

path mac
destination-group grp_id

NOOAWN

}

. TLARY
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8. subscription sub_id

MAC 5D+ 1 7« 7 F—2Em 20 [

9. snsr-group sgrp_id sample-interval interval

10. dst-groupdgrp id

FE D

FE
aAv U RFEREET7TIVaY B#)

X w1 |configureterminal a7 4Falb—aryE—REATJLET,

11 -
switch# configure terminal
switch (config) #

RATwvT2 |telemetry T LA N UBREOME — FIZAD 7,
1
switch(config)# telemetry
switch (config-telemetry) #

RT3 |sensor-group sgrp_id oY — IN—FRER L ET,
i -
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

Z5 v 74 |data-sourcenative BEE DT LRT — 1 Sm A BB L EPIT, A
B - TAT TFV =2 a v PNA M) —b F—=H %2ff
switch (conf-tm-sensor)# data-source native )EHT% & £ ? K\ '7‘*—53351%75787\/]) 747 KE&E
switch (conf-tm-sensor) # L/EETfo

ATy 75 |pathmac MAC = kU 5 X O MAC @B 51 H 4 A
Bl - NU—LF % MAC A 2K L £
nxosv2 (conf-tm-sensor) # path mac
nxosv2 (conf-tm-sensor) #

RTw 76 |destination-group grp_id T LA NI N—T T = RIZAD, B
Bl s/ L — T B LT
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

RXFw 7 |ipaddressip_addr port port protocol { HTTP|gRPC | 7227 VU FL a0 dDF L A N F—F % BT

} encoding { JSON | GPB | GPB-compact }
£

switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol http encoding json
switch (conf-tm-dest) #

1 -

INZIPT RLAER—=KIARNI—=I 7T 5
oL, 75— AN =0T u hant
Ty a— RERELET,

TLARY .
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B r<comactEmnr 15« TF— 5 RETROER

ARV RFERETI3Y EL:Y
switch (conf-tm-dest)# ip address 192.0.2.11 port

50001 protocol grpc encoding gpb
switch (conf-tm-dest) #

1 :

switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #

AT w78 |subscription sub_id FLARNIHTRZ YT g HTE—RIZAD,
B - TVANY B TR7 YT a rm i LET,

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

AT w79 |snsr-group sgrp_id sample-interval interval oY — IN—TEBEOY T A7) S a0l
Vo7 LT, T—20WF 7Y iR (YK

11 ) ) o
switch (conf-tm-sub) # snsr-grp 6 sample-interval ﬁL)ﬁ ;&ﬁﬂi Liﬁ—o %/7 U /&‘FEEJEF%%:]:‘ X/], ‘)9:
5000 DT VAN F—=FE2EMICEEGT 0, A2
switeh (conf-tm-sub) § S—T A AU MDRAE LR E X ITEET D
MERELET,
RT w710 |dst-groupdgrp_id PRI N—T e OB T AT Y T a i) vy

B - LET, FBET D8kE7 NV —7I3,
switch (conf-tm-sub) ¢ dst-grp 33 de;stination—group a~ }\Ti‘%ﬁk L 7o 7 v —
switch (conf-tm-sub) # 7 k—ﬁ LTU\%%‘EZ)\‘XDV) \iﬁ—o

> ‘i — S — - = — le) -
TARTOMACTERDRA T4 T T—2EET/NADERK

LAY 3IBLRLAFY 205, MACT—7LOFTRTOY N ICHETABEREEETS
MAC IEH DO XA T 4 7 T—H FET RAEHERTEE T, BET DI &, BEEITTITO
MAC ffREXELET,
D%, MACT RLA0BEN, T, BLOHIBRBREOBMNEE SN ET, MACHEH
TEEENDEZT—ZIZOWTUEL, XA T 4 7 T—H RGN AHICA N )= v T E&NbT L
ARY F—=% (71 %—=Y) ZZHLTLLEEN,

\)

CE)  EHETITHIERA N~ POBE, MACEANIL, 1P BEEMRZ RS MAC 7 FLAIZX LTO
HIEFESNET

1R BHEIIZ
TLUAMIBREEZADNZLTWARWEAIE, ZZCTHEMCLET BETLARY) |

TLARY
7 I
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T _THMACERD 1 7 1 77— kEx 20 |

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path mac-all
6. destination-group grp_id
7 ip addressip_addr port port protocol { HTTP | gRPC } encoding{ JSON | GPB | GPB-compact
}
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
F gD
FIg
XU RFEREEFET7TIVaY By

XFw 71 |configureterminal a7 4F¥Fal—yarEF—REANLET,
1 -
switch# configure terminal
switch (config) #

RTFwvFS2 |telemetry T LA Y BREOMHERRE— FIZAY £7,
i
switch(config)# telemetry
switch (config-telemetry) #

AFw 73 |sensor-group sgrp_id oY — I N—TEERLET,

1
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

RTw 74 |data-sourcenative FFEDET NRT —FN—RAELBEETIT, A
i - T4 T TV =g NA N =L F—F &l
switch (conf-tm-sensor)# data-source native HTED L5, T ARETRERAT 17 (2R
switch (conf-tm-sensor) # L/EEjro

AT w75 |path mac-all FTRTHMAC = b U BIOMAC EFIZEET 5
Bl - Tz 2 b Y =257 2 MAC /SR EMA L £7,
nxosv2 (conf-tm-sensor) # path mac-all
nxosv2 (conf-tm-sensor) #

AT w76 |destination-group grp_id TUA NI V—T ST E— RICAY, #

51

oI N—T AR L E T,

TLARY .
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FLALY |

ARV FFEREETIVa Yy

S

switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

RFw 77 |ipaddressip_addr port port protocol { HTTP |gRPC | 727 ) F> a v DF L A R F—F & $5E
} encoding { JSON | GPB | GPB-compact } ENFEIPT FLAER—RMIA MY —3 0745
1l - FoHE L, 7= A b —LaDFm hane
switch (conf-tm-dest)# ip address 192.0.2.11 port] j:J/:IhAIQ%E%%ﬁil’jiiro
50001 protocol http encoding json
switch (conf-tm-dest) #
i
switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #
1
switch(conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #
AT 78 |subscription sub_id FLANI YT 2RI Foa ¥ 72— RNIAD,
i - TULARNY) $TR7 Y Fva el LET,
switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #
RTwv 79 |snsr-group sgrp_id sample-interval interval L — IN—TEBEOY T A7 ) T a L
i - V7 LT, T—40H 7Y I (3 VR
AN ==y ~ © N a = w
switch (conf-tm-sub)# snsr-grp 6 sample-interval {%)ﬂ%nxﬂél/i?—o ‘]j-/j U /7FEﬁEFﬁm:‘ X/]) /9:
5000 DT VAN T—=FZEMICEET 0, A
switch (conf-tm-sub) # H—=Txf A AR IR ELZEXITHETD
MERELET,
A7 710 |dst-group dgrp_id BRI /N~ T OV T AT Y T a ) v

51

switch (conf-tm-sub)# dst-grp 33
switch (conf-tm-sub) #

LEd, EET 28k 1V — 713,
destination-group =~ > N CHERL L 7= e e 7 v —
TEHLTWAMERHD £7,

IPBRZEDRA T4 T T—3 INADIEK

AA v FOFTRTO IPv4 & 1Pv6 BFEICET 215 M A X5 T2 IP S HRO XA T 47 T —
HEEITE R AR TE ET, BikT 25 &, EEMFEIT TR TOBBEEREZ LG LE T, EEE

D%, BEEEREOBM, HHr. B L OHIER

(ZBE DA R S E T, BEEEBISRE A TR(E

INDT—HIZOWTH, 61—V D [(RAT 4 TFT—H I —ANRAFIZA NI =7 &N
5TV ANIT—H] BERLTITEEN,

4R HHEIIZ

7 LA M UBEREZAZNC L TW R WEEIE,

. TLARY
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PiEoR1 747 7—4 2o [

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data-source native
5. path adjacency
6. destination-group grp_id
7 ip addressip_addr port port protocol { HTTP | gRPC } encoding { JSON | GPB | GPB-compact
}
8. subscription sub_id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id

FED M

Flig
AU RFEEETIa Y Br

XFw 71 |configureterminal a7 4F¥Fal—yarEF—REANLET,

B -
switch# configure terminal
switch (config) #

ATy T2 |telemetry T LA N UBSREORERE— RICAY £7,
i
switch(config)# telemetry
switch (config-telemetry) #

AT v F3 |sensor-group sgrp_id oY — I —T 5B L £,
1 -
switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

R 5w 74 |data-sourcenative AT AT TTY et g VIR P — b T
1 - EHEHTEDLIC, T—FKELERAT 47T
switch (conf-tm-sensor)# data-source native %%ﬁ;[/EE7fO
switch (conf-tm-sensor) #

AFw S5 |path adjacency IPv4 & 1Pv6 BEEEICEIT DM A A N Y — AT D
&l - AR AV
nxosv2 (conf-tm-sensor) # path adjacency
nxosv2 (conf-tm-sensor) #

ATw 76 |destination-group grp_id FLA NI V—T BT = FICAD | #

51

fee 7 N—TH R L £ 7,

TLARY .
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ARV RFERETI3Y E]:g]
switch (conf-tm-sensor)# destination-group 33
switch (conf-tm-dest) #

RFw 71 |ipaddressip_addr port port protocol {HTTP|gRPC |47 227 ) 7> a v dF LA MY F—4 % f5E
} encoding { JSON | GPB | GPB-compact } SMEIP7 FLALH—MZA MY =227 F %
1l - FoHE L, 7= A b —LaDFm hane
switch (conf-tm-dest)# ip address 192.0.2.11 port] j:>/:IhA]€%E§%EEIJEE7rO
50001 protocol http encoding json

switch (conf-tm-dest) #

&1

switch (conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb
switch (conf-tm-dest) #

1 -

switch(conf-tm-dest)# ip address 192.0.2.11 port]
50001 protocol grpc encoding gpb-compact
switch (conf-tm-dest) #

AT w78 |subscription sub_id FLARNIHTRZ YT g HTE—RIZAD,
Bl - TVALNY B TR7 YT a s mll LET,

switch (conf-tm-dest)# subscription 33
switch (conf-tm-sub) #

RFw 79 |snsr-group sgrp_id sample-interval interval oY — TN—THBBEOY T AT Y S g0l
i - Uo7 LT, F—Z0H 7Y o7 () BE
switch (conf-tm-sub)# snsr-grp 6 sample-interval ﬁL)ﬂ %Eﬁfﬁﬂ ]‘/i‘g—o ‘]j-:/j U :/7%%%%%:}:‘ X/]) ‘)7‘

5000 BTV AN T—F52THMINEET LN, A~
switch (conf-tm-sub) # =T = A ANy PR L E X ICHIET D
MEWRELET,

AT 710 |dst-group dgrp_id Bt le SN—T 2 Z DY TR Y Fa Y v
Bl LT, HET 2807V — 71,
switch (conf-tm-sub)# dst-grp 33 diSﬁnaﬁon_group :1?’3/]foﬁ%ﬁEl,f:ﬁé%%ﬁﬁf7/D“—
switch (conf-tm-sub) # TE—H L TWAULERH D F9,

2T T—3 V=X NRXFEHRDOERT
NX-0S @ show telemetry event collector =~ > R&EM LT, XA T 4 TF—& V) —ZNZAD
MEHEWME D T & FTIT=T —2RRTEES
METDRT

show telemetry event collector stats =~ > RAFITL T, EXRA T 4 T T — 4 Y —A/NZADH
HEHE T B ERRTEET,

RIB /X A DIRFHEFWDOBF)

. TLARY
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switch# show telemetry event collector stats

1 4 Mon Jul 01 13:53:42.384 PST rib (1) switch#
An example of the statistics for the MAC path:
switch# show telemetry event collector stats

1 3 Mon Jul 01 14:01:32.161 PST mac(l) switch#
An example of the statistics for the Adjacency path:
switch# show telemetry event collector stats

1 7 Mon Jul 01 14:47:32.260 PST adjacency(l)
switch#

IS—HIUEDRT

show telemetry event collector stats =~ > REFEH LT, X TOXRA T 4 T T —H VY — AN
ADT T —DHEFERRFRTEET,

switch# show telemetry event collector errors

Dme Event Subscription Init Failures - 0
Event Data Enqueue Failures - 0

Event Subscription Failures - 0

Pending Subscription List Create Failures - 0
Subscription Hash Table Create Failures - 0
Subscription Hash Table Destroy Failures - 0
Subscription Hash Table Insert Failures - 0
Subscription Hash Table Remove Failures - 0
switch#

A k1)—Z= > 7% Syslog

TLARJADR 1)—Z 2% Syslog [TDULNT

Cisco NX-OS U U — 2 9.3(3) LAKE, ET ABEET L A U IX, YANG 27 —4% Y —A & LT
HHT SsyslogD A B Y = 7 %P R—bLET, Y T7R27 U FoaraEflTHE, T
TO syslog WAL L TZEHFICA M) —I 7 ENET, ZOMAEIX NX-SDK & #f# L

T, WD syslog NAPHDARNY —I 7 gyslog7 —H &= HR—FLET,

* Cisco-NX-OS-Syslog-oper:syslog

* Cisco-NX-OS-Syslog-oper:syslog/messages
FEMEE DI, syslog A X MEHIOAZPZEEICA M) —I 7 SET, syslog 7XAD A
)= 7%, RO a—F 47 XA T2 R—FLET :

* Google Protobuf (GPB)

TLARY .
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B s EBO-00 YANG F—5 v —2 SR DR

« JavaScript Object Notation (JSON)

syslog [HERD=6HD YANG T—4% V—R /INZADIERK

AA w FTHARS NI TO syslog (ZBT 5 1F# %2 1515 T 5 syslog @D syslog /X A Z Rk T &
T, VTR TATTDHE, R=RAT A I TR COBEF D syslogiF#M A XELET, N—
ATGA D%, BENE, AA v F THARRIITZH LU syslog 12k L TOREE SNET,

IR BRI
T LA RNUBBEZBINIZ L T WEE 1, featuretelemetry =~ > RTHZNIC L E T,

FIEDHE
1. configure terminal
2. telemetry
3. sensor-group sgrp_id
4. data sour ce data-source-type
5. path Cisco-NX-OS-Syslog-oper : syslog/messages
6. destination-group grp_id
7 ip addressip_addr port port protocol { HTTP | gRPC } encoding{ JSON | GPB | GPB-compact
}
8. subscription sub-id
9. snsr-group sgrp_id sample-interval interval
10. dst-group dgrp_id
FIED
FIE
ARV REREFT7TIVa Y EL:Y
25y 71 |configureterminal Sy T 4Fal—var T FEAHLET

1

switch# configure terminal
switch (config) #

27y T2 |telemetry
1 :

switch(config)# telemetry
switch (config-telemetry) #

T LA N UBSREOHEEE— FIZAD £,

AT w73 |sensor-group sgrp_id ot — I —TEER L ET,

1 -

switch (conf-tm-sub)# sensor-grp 6
switch (conf-tm-sub) #

. TLARY
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Syslog SZ2DF LA Ly F—5 2 +by—3v5 [

AV RFERETI3 Y EL:Y

A7 74 |datasource data-source-type T =2 Y =A% YANGIZRRE L. 1 7 4 7 YANG
B - ARV =7 T NVEMH L Tsyslogh A kU —
switch(config-tm-sensor)# data source YANG 7 T% & J: g i Lij‘o

2775 |path Cisco-NX-OS-Syslog-oper :isydog/messages | % v F C/ERk S i syslog &2 kU —3 2 /'
i - % syslog 7S A EZHREL £,
switch (config-tm-sensor)# path
Cisco-NX-0S-Syslog-oper:syslog/messages

A7 76 |destination-group grp_id FTLANIERE S L—T T 2= RIZAY, #
Bl e Ay
switch (config-tm-sensor)# destination-group 33

AFw 77 |ip addrgssip_addr port port protocol { HTTP|gRPC | 727 ) 7 g > DT L A b F—4 % $5E
} encoding { JSON | GPB | GPB-compact ) KRR T LA L H— Mo b —2 > 7%
- EOIHR L, 7—% AU —LOT v haik
switch (config-tm-dest)# ip address 192.0.2.11 j:;/:lb_}§%BEQiE[/EE7fO
port 50001 protocol http encoding json
i -
switch(config-tm-dest)# ip address 192.0.2.11
port 50001 protocol grpc encoding gpb

ATy 78 |subscription sub-id FLARNYYTR2 YT g 7E2—RIIAD,
B - TULARNY $TR7 YT el LET,
switch (config-tm-dest)# subscription 33

AT 79 |snsr-group sgrp_id sample-interval interval = N—THBHEOV T AT ) T a
i - YO TR YT T EOICERELT,
switch (config-tmesub)# snsr-group § syslogil’f\“‘/ }\‘\753%%%@ Lf:)}: FNWZAAL T BT LA
sample-interval 0 rY F—X %Jﬂéﬁﬁ"é igoNtel L\i‘é—o interval {Z-D

WU, 0 DHDZIT AFLFTRERE T,
ATy 710 |dst-group dgrp_id Bt IN—TH Z DY T AT VT v a ) vy

51

switch (config-tm-sub)# dst-grp 33

LET, HETDERE 7 V—7 13,
destination-group =2~ > K CHEpk L 7= & e 7 v —
TLE—HLTWAMERHY £7,

Syslog /SAADT LAY T—2 A MY—32F

BEETLRAT LI, WOT—T L, BT 27V F a v BDEVICERENE LExD [_—2
FAV] T, TLTARY "OBAMPEAT DL EIZ, PARBHRBA NI —I 7 &N

R LTWET,

INR

IR T3y R—X54 Y
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FLALY |

Cisco-NX-OS-Syslog-oper:syslog/messages

ALy FINBEHFEDT X TDsyslogz A U —

ST LET,

AL T T
EELET
* messag
* node-n:
* time-st:
* time-of
* time-z¢
* categor
* messag
* severity

* text

sysog /AR EHRD R T

Cisco NX-0S ™ show telemetry event collector ==~ > K& L C. syslog /S ADFEEHE#R & B

VA FFET -2 FRTEET
RETDRT

show telemetry event collector stats =~ > K& AJ) L C, 45 syslog /XA DFEEHEHR & 7 X

ERIRTEET,
WIZ, syslog 7S A DFEFHEROFI 2R LET,

Tue Dec 03 11:20:08.200 PST

Row ID Collection Count Latest Collection Time
1 138

Cisco-NX-0S-Syslog-oper:syslog(l)

2 138

Cisco-NX-0S-Syslog-oper:syslog/messages (1)

IS—HADVEDERT

Tue Dec 03 11:20:08.200 PST

show telemetry event collector errors =~ > RZfEH L T, §XTD syslog /N AD T T —DEEF

ZFIRTEET,

switch (config-if)# show telemetry event collector errors

Dme Event Subscription Init Failures
Event Data Enqueue Failures

Event Subscription Failures

Pending Subscription List Create Failures
Subscription Hash Table Create Failures
Subscription Hash Table Destroy Failures

Subscription
Subscription

. TLARY

Hash Table
Hash Table

Insert Failures
Remove Failures
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JSON S Dl

Syslog SZ2DF LAty F—a 2 ty—325 [

wIZ, JSON H oW v 7%z mrm L ET,

172.19.216.13 - -

[03/Dec/2019 19:38:50] "POST

/network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages HTTP/1.0"™ 200 -

172.19.216.13 - -

[03/Dec/2019 19:38:50] "POST

/network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages HTTP/1.0"™ 200 -
/network/Cisco-NX-0S-Syslog-oper%3Asyslog%2Fmessages

>>> URL

>>> TM-HTTP-VER
>>> TM-HTTP-CNT
>>> Content-Type
>>> Content-Length

1.0.0

1
application/json
578

Path => Cisco-NX-0S-Syslog-oper:syslog/messages

node id str task-n9k-1
collection id : 40

data source : YANG

data :

"message-id": 420

"category": "ETHPORT",

"group": "ETHPORT",

"message-name": "IF UP",

"node-name": "task-n9k-1",

"severity": 5,

"text": "Interface loopbackl0O is up ",
"time-of-day": "Dec 3 2019 11:38:51",
"time-stamp": "1575401931000",
"time-zone": ""

KVGPB 0 H F1151
WIZ KVGPB O /1l &2~ LE T,

-—--Telemetry msg received @ 18:22:04 UTC

All the fragments:1l read successfully total size read:

node id str: "task-n9k-1"
subscription_id str: "1"
collection_id: 374
data gpbkv {
fields {
name: "keys"
fields {
name: "message-id"
uint32 value: 374

fields {
name: "content"
fields {
fields {
name: "node-name"

string value: "task-n9k-1"

339
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}

fields {

name: "time-of-day"

string value: "Jun 26 2019 18:20:21"
}

fields {

name: "time-stamp"

uint64 value: 1574293838000
}

fields {
name: "time-zone"
string value: "UTC"

}

fields {
name: "process—name"
string value: ""

}

fields {
name: "category"
string value: "VSHD"
}

fields {

name: "group"

string value: "VSHD"
}

fields {

name: "message-name"

string value: "VSHD SYSLOG CONFIG I"
}

fields {
name: "severity"
uint32 value: 5

}

fields {
name: "text"
string value: "Configured from vty by admin on consoleO"

}

TLANID SN 2a—TFT427T

TLA M) AT E FL—RIEHRORT

ns e NL—AERERRT DT, RONX-OSCLI 2~ REFHLET,

TLARY
88
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FHOZAILBR—FFLARM)ERE

ZDONX-OSCLIZi= > R, 57=HL P R—baln5T5TL AN o ZJONEZINELE
T, ZOHITIX, a~ FHEIIN T =759 3277 A NI AA LT FENET,

switch# show tech-support telemetry > bootflash:tmst.log

TDMDSEEH

EpER=
ESPEREYS] Y=aTFILBAL L
VXLAN EVPN @7 L A U J&BH DR, VXLANEVPN Y VU 2—3 3 @

TLARY
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https://pubhub.devnetcloud.com/media/nx-os/docs/telemetryvxlan/Telemetry-Deployment-VXLAN-EVPN.pdf

FLALY |
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



