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RTP 7 O0—

AT 47 70— HDEE

COFEE, ATAT VN a—varBitovAanIP 777 ) v I DAT 4T 71—
BT A RDETENTOET,

sRTP 7o — =X 7 (1X=Y)

*RTP 7 — E=4 U 7 OFEEFHELHRERE (1 X—)

RTP 71— F=XZ U 7 O&E 21—=)

sRTP 72—t 7 —DFKR (3—)

RTP 7 —0D 7 VT V7 (5§3—=)

FE-AYLY

VI NWVEA L FTAR—=F 7 bzl (RTP) 13, IP Ry hU—2 & LTEFRLETA
PBETTA Ry NU—7 Fa bhal Ty, AN =V T AT 4TOZ RY =2 FD
VT NE A LEERICHEST SN TWEST, 2o m haiid, IPXxy hU—27 ToO UDP %3
i 72 Y v ZHE & X7y MBROBRH OO OMEEZ TRt L £ 7,

RTP 7u— F=X Y 7. AL vTF FORTP 7ue—%F % v =2 L, RTP 7 L—LDIEEL
Z/RT RTP V— 7 VAT ZOX vy v T RELET, ZOFERIL. BEIEEL TWBEHT
PEHETLIOIESH, N— R =T VY —R AL VEYICEHETE AL £9,

EZAR )T DFERIALHIREIE

WROTFEFHEFIRFEIIRTP 7o — =4 J U JICEH S ET,

» Cisco Nexus 9300-FX. 9300-FX2 3 L T9300-FX3 7' J v k74— AA v FIZRTP 7 1 —
EFE=H VT EFR—-NLET,
X 51T, Cisco NX-0S 9.3(6) LAF:, CiscoNexus 9300-GX 7°7 » k7 #—2L AA v F L RTP
Ju—EF=Z YT R—FLET,

*RTP 7 — E=4 U 7P ACL THik S, B ACL IZER Sn-Ha1E, =
~ f\@ no flow rtp %K“( RTP *ﬁﬁk%ﬁ”% LTHh % N L!Z‘gfai ACL Tﬁ*ﬁﬁk‘?’é%\g@
ﬁ) D ij—o
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*RTP 71— E=4 Y 7 HIZUDF 2 L%, A v TF2HEEHTLILENHY £

R

*RTP 7u— E=#1 7 UDF iZ

1 DTEFERETE £,

«RTP 71— F=# VU 7 UDF I%. =D UDF THALENRH Y 9,

o HEFD NetFlow E=F—L RTP 7 — F=X 73, A vF FTCHETXEFA,

RTP JO0—€=41):

L DB

Cisco Nexus 9300-FX, 9300-FX2, XU 9300-FX3 77 v b7+ —L AA v F O RTP 71—

T=X Y TR TE £,

X 512, Cisco NX-0S 9.3(6) LA, Cisco Nexus 9300-GX 77 v N 74— AA »F D RIP 7

nD— F=X YT ERETEXET,

1R BRI

udf netflow_rtp netflow-rtp =~ > FZEH L CTRTP 7r— =% U > 7D UDF Z AZhZ L
FITa 7 4 X2l —varBEAX = NT v Ilat— LT, A vFErEEELET, RTP
Jn— =417 UDF N0 UDF TH 5D Z & R L T EE,

FIEDHE

1. configureterminal

2. [no] feature netflow

3. (IE) ipaccesslist acl

4. [no] {ip|ipv6} flow rtp [acl]
Flgn
FIE

aAvY RFEREFT7ZII Y

=)

AT w 71 | configureterminal

1 -

switch# configure terminal
switch (config) #

Ja— VR EE— REBi L E T,

R T w 72 |[no] feature netflow
R

switch (config)# feature netflow

ZA v F ETRIP 77— =) 7% 7 a—N
WIZHEZNC LET,
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aipso—sx5—oxs [l

ARV RFERET7TIV3 Y B#Y
ATvF3| ({EE) ipaccesslist acl BEDKNT T 4w 7T 4 NE I TTHEIIT
51 ACLARY v—%RELET,

ip access-list ipv4-test-acl
10 permit ip any 224.0.1.39/32
20 permit ip any 224.0.1.40/32

A5 74 |[no] {ip|ipv6} flow rtp [acl] IPvd F£7-13IPv6 72 —@O RTP 7 — E=X | L
1 : EHENCLET,

Zoa<wr Rix, VAT AREKOT /v A 3w
ke— U2k (ACL) Z1ER L C, 16384 ~
32767 D UDP R— hifZ 7 4 VB2 U 7 L&
9, ZOHPHIX, RTP F 7 7 4 v 7 O RFCZ#E
UDP 7~ — M <,

GE)
Z ®ignoreroutable =~ > X, w/VFF ¥ &
NNTFTT 4T HTANE YT LET,

switch(config)# ip flow rtp

switch (config)# show ip access-list
IP access list nfm-rtp-ipvé4-acl

ignore routable

10 permit udp any any range 16384
32767

GE)

a~v2 RTACLEZRETH L, HEL ACL
=T DHNT 74w VB RIP 7u—&
LCHEINET,

switch(config)# ip flow rtp ipv4-test-acl

RTP 70— I 5—DFRNR

RTP 7u—t =I5 —%F T HI2E, WOWTILDX A7 #FITLET,

show flow rtp details 9T D IPv4 35 L N IPv6 RTP
7 = *‘%2%7?“ l/jz—g«o

show flow rtp details {ipv4 | ipv6} IPv4 £ 721X IPV6RTP 7 & — %
FrLET,
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B rroo-—srs5-oxx

show flow rtp errorsactive eI LT
TORTP 7 20— DA TR
LET GEE 10 BLIND 72
< &b 1 DO HEFHHE TS
7y MR SN2
B TIT 4 TR 4
R OERHFF b ERRSINE
T, BERUV AU RUIEEET
IT 47 ThDHERRIND
7=, RO TIREANIX
INA] EERRESNET,

show flow rtp errorshistory 321000 DB E OB LY ¢
> R OFEME G LWIIEID)
FrL, ENENDOT7E—D
PR A RS LET,

WOBE, show flow rtp details =~ > RO T E R LT ET,

RTP Flow timeout is 1440 minutes

IPV4 Entries

SIP DIP BD ID S-Port D-Port Intf/Vlan Name Packet Count BytesPerSec FlowStart

50.1.1.2 20.1.1.2 4151 16385 17999 Ethernetl/49/1 269207033 594468000 00:21:16
PST Apr 07 2019

20.1.1.2 50.1.1.2 4100 16385 18999 port-channel500 2844253 199000 00:21:59
PST Apr 07 2019

IPv6 Entries

SIP DIP BD ID S-Port D-Port Intf/Vlan Name Packet Count BytesPerSec FlowStart
20::2 50::2 4100 30000 31999 port-channel500 2820074 199000 00:22:04
PST Apr 07 2019

50::2 20::2 4151 30000 31999 Ethernetl/49/1 3058232 199000 00:21:16

PST Apr 07 2019

OB, show flow rtp errorsactive =~ > KOH 7V 2R L TOET,

RTP Flow timeout is 1440 minutes
IPV4 Entries

SIP DIP BD ID S-Port D-Port Intf/Vlan Name Packet Count
BytesPerSec FlowStart Packet Loss Loss Start Loss
End
30.30.1.2 20.20.1.2 4197 30000 20392 Ethernetl/98 200993031
10935633 20:23:15 UTC May 30 2019 1558 03:48:32 UTC May 31 2019 N/A
20.20.1.2 30.30.1.2 4196 30000 20392 Ethernetl/97 204288988
11114959 20:23:15 UTC May 30 2019 222 03:48:30 UTC May 31 2019 N/A

)

GE)

RTP 7u—0 (77747 =7 — | REIZRD E, RD syslog A v E—IBERRINET,

$NFM-1-RTP_FLOW _ERROR DETECTED: Flow SIP: 30.30.1.2 DIP: 20.20.1.2 Interface: Ethernetl/98
loss detected

WOFIE, show flow rtp errorshistory =~ > ROV 7 ZER L THET,
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RTP Flow timeout is 1440 minutes

IPV4 Entries

SIP

End
20.

03:
30.

03:
20.

03:
20.

03:
30.

03:

A\

20

47

30.

45:
20.

45:
20.

44

30.

DIP
BytesPerSec FlowStart
.1.2 30.30.1.2

11122753 20:23:15
:57 UTC May 31 2019
1.2 20.20.1.2
10937237 20:23:15
06 UTC May 31 2019
1.2 30.30.1.2
11116269 20:23:15
05 UTC May 31 2019
1.2 30.30.1.2
11123369 20:23:15
:32 UTC May 31 2019
1.2 20.20.1.2
10938370 20:23:15

:41 UTC May 31 2019

UTC

UTC

UTC

UTC

UTC

BD ID

4196
May 30

4197
May 30

4196
May 30

4196
May 30

4197
May 30

S-Port D-Port
Packet Loss

30000
2019

20392
2061

30000
2019

20392
1882

30000
2019

20392
4976

30000
2019

20392
2139

30000
2019

20392
1854

Intf/Vlan Name

se7o—nsu7uyy |

Loss Start

Ethernetl1/97
03:47:57 UTC May
Ethernetl/98
03:45:06 UTC May
Ethernetl1/97
03:45:05 UTC May
Ethernetl1/97
03:44:32 UTC May
Ethernetl/98

03:41:41 UTC May

Packet Count

Loss

204187441
31 2019

199495510
31 2019

202753418
31 2019

202630465
31 2019

197973969
31 2019

6=

RTP 7u— [ 77747 =7 — | RETHR DL, IRDsyslog A vE—UNERRINE
@—O

$NFM-1-RTP_FLOW ERROR STOP: Flow SIP:
loss no longer detected

30.30.1.2 DIP:

20.20.1.2 Interface:

Ethernet1/98

RTP 70— ) F7) 2y

RTP 7ua—% 7 U7 3520, DX AT DTN EFEITLET,

clear flow rtp detail

Bz U7 LET,

F_TORTP 71— LB

clear flow rtp detail {ipv4 |ipv6}

IPv4 £ 72X IPv6RTP 7 7 — &
BREEZ7 VT LET,
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[no] flow rtp timeout value

1

switch (config)# flow rtp timeout 100

show rtp details, show flow rtp
errorsactive 3 J OF show flow
rtperrorshistory 7— =7 /L7 6
T T 4 TR RIP 70 —%
7T LET,

T 7 4V MEIX 144057 (24 FFF
) T, #PHIZ0~ 1440 53 T
9, fHO0 X, RTP 7o —»n7
U7 SN2t LET,

GE)
Zoavwry Rt TIT 4T
RRTP 7 u—% 7 U7 LEH
/Vo
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