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ORI, D3 5D 7 =— X TEEL £,

=T kORI T —T T —7 2 RELET, EMNR o —T 2 X7 D—
HELT, 27947 b ERINEE, BLOR— FBEENT L ETITHEFELE
7,

TR =T R E A L, F— KN EOVLANZT7 1y 7 L, RO X 9 72 syslog
Ayb—VERRLET,

2020 Jan 14 09:58:44 Leafl %NGOAM-4-SLD LOOP DETECTED: Loop detected - Blocking vlan
1001 :: Ethl/3

EJelEs

2024 Sep 9 15:28:01 Node-11 3ETHPORT-3-IF ERROR VLANS SUSPENDED: VLANs 2704 on

Interface Ethernetl/49/1 are being suspended. (Reason: SUCCESS)

N—TNIARIER T =TV MAC 7 R ADZEEIZORP LN 5720, 207 =—

AT —INVEBIOVE—FMACT RLALT7 T2 E83nNET, ZUtkn, #Eo
FEHINIZMAC T FLARHIBRSILET,

AOKTIE, VE—bF U—7 (Leaf3) DiFEIC %éTXFﬂE@N&ybﬁ77tXM
735 Leafl & Leaf2 Ol FICHETE 5720, MAC 7 R L ADRF8 - THE S5 ATREMEN
HOFESFT, FOKE, RSA ML Leafl BN Leaf2 | XJLL'CE!Hﬁ/I/ T o THRRIL,
U—7EIMAC 7 KL AZ2EELET,

=" HNY EEOR— K EIT VLAN TL—72 S, U AN BIESERE
THE. VIR Fa—T0REEESN, V=T DRERFEETLINE SR EnE 4,
=725 NGAM BEIET 5 & IRO X 5 7¢ syslog A v E—UNERREINET,

2020 Jan 14 09:59:38 Leafl %NGOAM-4-SLD LOOP_GONE: Loop cleared - Enabling vlan 1001

:: Ethl/3
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2024 Sep 9 15:24:23 Node-11 $ETHPORT-3-IF ERROR VLANS REMOVED: VLANs 384 on Interface
Ethernetl/49/1 are removed from suspended state.

A

GE) NGAM DT 74/ hOaFX 7 LUV T, syslog A v E— 3 ERSNEFA,  [logging
levelngoam 5| ZfEH L CNGAM O X 7 L~ULZ 5\IZEFTH L —7 R Ehiz &
T syslog A vE—UNEKINET,
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H—Zefke U, BRHEBRRCIX L3S v X —T oA ATy 7 LET,

LAN3IA R —T A RXTOSLD DHégE
CH—DI3THFTF L NEDHELT, 2y rfa—A T L—1 R L OREENEE
TARN—L2OEENE—O LEREZBL BRET 202X £,

« B{E7C NGOAM 7' 2 — 7 DZFIC L > TOL—7 B ShiHEa, 7 A MY —L40
DA—TERHEL, T FINTF I3 A EF—T oA AFFIFTI3R— s F v Rx1%7

ny 7 LET,
e FEEITENGOAM 7 u— 7 3L —7 2 Ll 2uE, L3A—1ro7a vy 7 2L E
ﬁqo

LAN3A2A—T A RLEDSID D FRADDORE

WORIL, 3 ODVRF (T b1, TF 2. BIOTF o +3) THERENEZY—T7 X
A FEHATNHNDLEVPN 7 7 7 ) v 7 R L TWET, ZNHO VRFIX, £ HL34K—
EENTENDL3A U F—T oA AR LT, VYU RFOL2T 7 BARAL v FIZHERINE

ﬁ—o
Leaf switch
Tenant 1 Tenant 3
eth1/1 " ronant 2 ~&th1/3
L3 link eth1/2 L3 link
L3 link
L2 access L2 access L2 access
switch L I i | switch switch
/= = |[Eeualb=l| =— I |
L2 access L2 access L2 access 101 L2 access L2 access L2 access
switch switch switch switch switch switch
eth 1/31 eth 1/32 -

ZOHREIE. KD 3OO T = — X TEMELET,

« JL—THH : SLD L3 #BEIL, EWIC e —T7 2 EEL T, F YA N —LTFF b
DLAFY2ERAALY 2T 7EBRZAL vF) OAL—T5BHLET,

SLD iX, ORI TA—T R T o —T7 2 & ELET, 7747 b bERINEE
X, BHM R0 —T XA 70— L LT, BEOMALOR— FBEEN L E&TT,
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il : @ — A /L VLAN101 TSTP Z NI LT\ B & &EIT, F—7 NEROBEWIC LD,

TF U R2THERSTTY v PN —TRNRENTZE LET,
AR =B R HT =3, CoPP 7 T AD ) —~<)LR 1 H—

T XY | Ethl/2 ~® ARP

EERNPEEIN, TF U M1

LT F k3T CoPP AR Y P —03FRAEIZ 722 0 £,

2024 Jun 27 02:34:39 tenant2 $L2FM-2-L2FM CONTINUOUS MAC MOVE: Mac
Address (£80f.6£96.al1l27) in Vlan 101 is moving continuously. Mac
moved between Ethl/32 to Ethl/31. Please enable 'logging level 12fm
4' for verbose output.

IW—TORMN . V=PI R— 27 oy s L, v—7HRHER—
AT =R ADEREZRTIRO L ) 72 syslog A v —VHFRKRLET,

2024 Jun 27 02:37:50 leaf $ETHPORT-5-IF DOWN NONE: Interface Ethernetl/2 is down
(None)

2024 Jun 27 02:37:50 leaf $ETHPORT-5-IF DOWN ERROR DISABLED: Interface Ethernetl/2
is down (Error disabled. Reason:error)

2024 Jun 27 02:38:52 leaf SETHPORT-5-IF ERRDIS RECOVERY: Interface Ethernetl/2 is
being recovered from error disabled state (Last Reason:error)

2024 Jun 27 02:38:54 leaf $ETHPORT-5-IF DOWN ERROR DISABLED: Interface Ethernetl/2
is down (Error disabled. Reason:error)

1

leaf# show ngoam loop-detection status 13

Port Status NumLoops DetectionTime ClearedTime
Ethl/2 BLOCKED 2 Tue Jun 27 02:38:54 2024 Tue Jun 27 02:38:52
2024

K7u—T70xT7—0 ANYFEOKEER, T a v SILTWE L3 R— FRT v 7IREE
W2, Te—T%KEL, L —TEFHERLET, ZNT, mmnm%y&~7l4x
N0y HREN D EERIREICRITLES, Ye—TEN—TE2F v L, L—T
DELFETHHAIE, ethl2L3 A v X —T =2 2% JAvY REICELET, 207
e AL, 2P —BLR2RAA NDOT Y v ITN—THEETDHEThExET,

WOHOBIE, ERESNT=7 =TSN T, RiE (Teyx o rBl0r oy i
) ZRLTWVWET,

2024 Jun 27 20:26:56 leaf %NGOAM-4-SLD L3 LOOP_DETECTED: Loop detected - Blocking
port Ethl/2

2024 Jun 27 20:26:56 leaf $ETHPORT-5-IF DOWN NONE: Interface Ethernetl/2 is down
(None)

2024 Jun 27 20:26:56 leaf $ETHPORT-5-IF DOWN ERROR DISABLED: Interface Ethernetl/2
is down (Error disabled. Reason:error)

2024 Jun 27 20:27:58 leaf SETHPORT-5-IF ERRDIS RECOVERY: Interface Ethernetl/2 is
being recovered from error disabled state (Last Reason:error)

2024 Jun 27 20:27:58 leaf %NGOAM-4-SLD L3 LOOP_GONE: Loop cleared - Enabling port
Ethl/2

2024 Jun 27 20:28:00 leaf %NGOAM-4-SLD L3 LOOP_DETECTED: Loop detected - Blocking
port Ethl/2

2024 Jun 27 20:28:01 leaf $ETHPORT-5-IF DOWN ERROR DISABLED: Interface Ethernetl/2
is down (Error disabled. Reason:error)

W—TVUhNY) : r—TNzT—%ETE, PR NMUOL—TI3ESNET,
UANYEBAREET L, V—TAL v T DILIA L F—T A ADB ) I T a—
TIRERE S, V=T NEEFET DN E I v S E T, —TDRER ST
X, A= MIEREFIREO E LT/ . RO syslog A v E—U P ERINLET,
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2024 Jun 27 22:39:26 tenant2 $ETHPORT-5-IF DOWN_ ADMIN DOWN: Interface Ethernetl/32
is down (Administratively down)

2024 Jun 27 22:39:56 tenant2 SETHPORT-5-SPEED:
speed changed to 10 Gbps

Interface Ethernetl/2, operational

2024 Jun 27 22:39:56 tenant2 $ETHPORT-5-IF DUPLEX: Interface Ethernetl/2, operational

duplex mode changed to Full
2024 Jun 27 22:39:56 tenant2 $ETHPORT-5-IF RX FLOW CONTROL: Interface Ethernetl/2,
operational Receive Flow Control state changed to off
2024 Jun 27 22:39:56 tenant2 $ETHPORT-5-IF TX FLOW CONTROL: Interface Ethernetl/2,

operational Transmit Flow Control state changed to off

2024 Jun 27 22:39:56 tenant2 $ETHPORT-5-IF UP: Interface Ethernetl/17 is up
2024 Jun 27 22:41:03 tenant2 $VSHD-5-VSHD SYSLOG_CONFIG_I: Configured from vty by
admin on 10.82.195.201@pts/2

\)

() NGAM DOF 7 4/L bDOuxr 7 L~YL T, syslog A v —VI3ERESNEEA,
levelngoam 5] ZfEH L CNGAM O X 7 L~ULZ 5IZEFTH L —F R Ehiz e

=T syslog A vE—UREKINET,
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K
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K

JL— 7
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N—T %M LET,

AU AN — A2 N—T %
ML, L3A v H—T = A A
FRFL3AR— TR ET
oy 7 LET,

JL— 7 DFEFN

N=TDBRHESND & R—
FNEDVLAN #7a v 7 L,
syslog A v —YHFRT D

B—DL37X¥vTF T b ux
Dz btk A
CoPP AR U H—1 v — 2%
ENTAP—LDOEENH—
DOLIERZB 2 TREE L 72
L2135

N—TTuay s

YUANY R =T E
T5

AN—LBE N T 4 v I %
W52 LT, s
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NIEBE 520K 5Ty
i
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LA4A2E—Tx4RDSLD

BAUE—Tx4 XD SLD

N—=THDY TN

IN—TR7 VT INEH, Y
TR Fa—TEEE L,
VLAN Z FEAZI L, syslog
A v—Vkn JICREk

NGOAM 7 2 & 273 NGOAM
Ta—T7 R L leot
BAEix, VAaRY Ta—T7%
EEL, R—=bhEEA—Y

Fy MU —T 2 A%H
BEAINZ L, V=T R )T
STV B syslog A v &—
D= RN

VXLAN NGOAM ;X EEIE L HlIFE18

VXLAN NGOAM (T1E, RDOTBEFIELHIREENH Y F9,

* Cisco NX-0O8 U U —Z 10.2(3)F LARE, HfE] / — KT NGOAM #ERE % i 3~ % featurenv
overlay 2~ &M LT VXLAN #Re & AT 2 0 EIETH D 8 A,

« * Cisco Nexus 9800 A1 FX, NGOAM ping, traceroute, 33X U\ pathtrace ® A% 7R —
FLTWET, Xeonnect 3 X7 AT o RL—THE M (SLD) (ZHAR—FLTHEE
}Vo

VXLANNGOAM THR—rENETTy b TH—LEY)—R

YR—brESh3))—2
9.3(3) LAKE

HYR—brENBTSY FT+—L4

Cisco Nexus 9300-FX/FX2/GX ¥ — XA A
%

Cisco Nexus 9300-FX3 > J — X A A v F

9.3(5) LAKE
10.2(3)F LARE

Cisco Nexus 9300-GX2 >V — XA A v F

10.4(1)F LLR% Cisco Nexus 9332D-H2R A A » F

10.4(2)F LLF% Cisco Nexus 93400LD-H1 A A1 v F

10.4(3)F LLF% Cisco Nexus 9364C-H1 A A » F

Cisco Nexus 9800 > ) — XA A » F

10.5(2)F LAR% NIK-X9736C-FX3 7 A » Hh— R&ZH# L71=

Cisco Nexus 9500 72 v R 7 4 —Lh A A v

. VXLAN 0AM D&% 5E
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VXLAN EVPN L— F ottt & @R 54 K54 v enRFE ]

VXLAN EVPN )L— T DR EEFMD A A F 54 2 EFIR
E B

VXLAN EVPN /b —7 O LRFIZIE, IROTA R T4 > LHIRFERSH Y £,

« VXLAN EVPN /L — 7" OfiH L fEF1IE, STP B X NSTP 72 LDl F OBRE THAR— ~ I
\i‘g—(}

* VXLAN EVPN ~ L FH A FEBOY A FETL—7 2 TE 2 X522, 2o
BEREN R STV DA RO T X TOEESNR S — k7 = A T ngoam loop-detection ==~
VREBRETHLERHD 7,

« VXLAN EVPN /L— 7 OftH L BRI, ROBEETIX VAR — & EH A,
« 77 A4 ~X— kK VLAN
« VLAN Z5#
«ESI R— 2D /NLFR—I 7
* VXLAN 7 B A a2 %7 k
* Q-in-VNI

cEVPNEZ AL h —F 47 (LA ¥2)

A

GE) O OBERENRE SN /AR — M E/ZILVLANIZ, VXLANEVPN
N—T ORI LOEMNSBRAT20LERHY £3, bz
495121, disable{vlan vian-range} [port port-range] =<~ > K
ZEHTEET,

VXLAN EVPN JL— T EBRINYR— b ENETIy b T4+ —LE
I) IJ — X

HR—rEhdYU—2 HR— b ENB TS Y FTA— L

9.3(5) LAK% Cisco Nexus 9300-EX/FX/FX2 3 L. 18 9332C &
9364C > U — X A A » F

9700-EX/FX T A > J— R##E D Cisco Nexus
9500 77 v h 7 F—Lb AA v F

10.1(1) LARE Cisco Nexus 9300-FX3/GX > U — XA A v F

10.2(3)F LARE Cisco Nexus 9300-GX2 > U — XA A v F

VXLAN 0AM D& 7E .
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B o s—ozrxt0sarq s BLU8IBRER

YR—bEThB)—X YR—bENETSY b T —L

10.4(1)F LIk Cisco Nexus 9332D-H2R ' U — X & A v F

10.4Q2)F LIk Cisco Nexus 93400LD-H1 3 J — XA A » F

10.4(3)F LIk Cisco Nexus 9364C-H1 3 J — XA A v F

10.5(2)F LLF% 9700-FX3 7 A > 71— K45 @ Cisco Nexus 9500
7Ty R T x—b A vF

B34 A —TITARLEDSIDDHA FS54 208 K UHIR
=I5

+SLDIE, L3A =V Ry FBLPL3IFR—FF ¥ RN H—T 2 ATOHRYER— I
FT, LBV TA v F—T A AT FR—FEINTWVERA,

BAA—TAAXADSID THR—F,ENBZ TSV b ITH—LE)
)—2

=2 TS5y bTr—L

10.4(3)F LAF% Cisco Nexus 9300-EX/FX/FX2/GX/GX2/H2R/H1.
9332C B L1 9364C » U —X A A v F

9700-EX/FX/GX T A * 11— R##,D Cisco
Nexus 9500 77 v b 7 4 —A5 AA v F

10.5(2)F LLF% 9700-FX3 7 A > 71— R#4f @ Cisco Nexus 9500
7Ty R T x—b A vF

VXLAN OAM D& E

theb BHEIIZ
BEStEE LT, VXLAN ORENTT L TWD Z & MR LET,

\)

(F)  CiscoNX-0S U U —2 10.2(3) LAFE, [/ — KT NGOAM HEBE% #% T % 72912 VXLAN
BRAEANCTH2H0ETH Y A,
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vxian oam o I}
FIROHE

1.
2.
3.

switch# configureterminal
switch(config)# feature ngoam

switch(config)# ngoam install acl
F gD

FIE

ARV EERRTIVa Y =)
R T 71 |switch# configureterminal

ATvT2

rua—N)L ar7 4X¥alb— gy B— REBA
LET,
switch(config)# feature ngoam
ATvT3

switch(config)# ngoam install acl

NGOAM HEREZ BRtE L £ 97,

NFAM 772 22> fua—L U A K

(ACL) %A
VA R—LLET,

GE)
ZDa~< R, CiscoNX-0S U U — 2 9.3(5) LA
TIEELS., ROV UV —ATORMLETT,
151
WDFEE

FARBEYOHZZR LTI IZEN,
6:VXLAN %y k7 —%

Sping 1
IP 209.165.201.3

& £

o e g
Leaf 1 Leaf 2
IP 209.165.201.2 P 209.165.201.4
in L
=1 =2
= =
W WM 2
IP 208.165.201.1

IP 209.165.201.5

VXLAN 0AM 0 I}
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&
iy

VXLAN OAM (X, AA vF LUV THRA MORHEMEZEME L, pingnve 22~ K%
FEFHLCYU—72FA MZping #EI7TTExH Lo LET,

WIZ, Ty xnl (—BOL—T Ry 7)) BEXOF ¥/ 2 (NVO3 K7 7 b Tissa)
ZHEALT, A0 120 LTY—7 115 VM2IZ ping 2 E1T7 T 202~ L£7,

switch# ping nve ip 209.165.201.5 vrf vni-31000 source 1.1.1.1 verbose

Codes: '!' - success, 'Q' - request not sent, '.' - timeout,
'D' - Destination Unreachable, 'X' - unknown return code,
'm' - malformed request (parameter problem),

'c' - Corrupted Data/Test, '#' - Duplicate response

Sender handle: 34

! sport 40673 size 39,Reply from 209.165.201.5,time = 3 ms
! sport 40673 size 39,Reply from 209.165.201.5,time = 1 ms
! sport 40673 size 39,Reply from 209.165.201.5,time = 1 ms
! sport 40673 size 39,Reply from 209.165.201.5,time = 1 ms
|

sport 40673 size 39,Reply from 209.165.201.5,time = 1 ms
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/18 ms
Total time elapsed 49 ms

switch# ping nve ip unknown vrf vni-31000 payload ip 209.165.201.5 209.165.201.4
payload-end verify-host

<snip>

Sender handle: 34

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/4/18 ms
Total time elapsed 49 ms

\)

GE)  FROofITHEHAINTWAREEILIP 7 FLA 1111 1E, %65 1P 7 R A L [E U VRF
DI —=TNIIHREENTWVWAL—T Ry I LA HA—T 2 ATT, 72z, ZDf)
@ VRF IZ vni-31000 T,

WIZ, AL 1B LTY—7 12935 VM2 IZ traceroute 7 FEITT 502~ L £,

switch# traceroute nve ip 209.165.201.5 vrf vni-31000 source 1.1.1.1 verbose

Codes: '!' - success, 'Q' - request not sent, '.' - timeout,
'D' - Destination Unreachable, 'X' - unknown return code,
'm' - malformed request (parameter problem),

'c' - Corrupted Data/Test, '#' - Duplicate response

Traceroute request to peer ip 209.165.201.4 source ip 209.165.201.2
Sender handle: 36
1 'Reply from 209.165.201.3,time = 1 ms
2 'Reply from 209.165.201.4,time
3 'Reply from 209.165.201.5,time

Wiz, V=725 U —7 1T pathtrace T 5% &~ L 97,

switch# pathtrace nve ip 209.165.201.4 vni 31000 verbose

I
SN
3 3
0 0

Path trace Request to peer ip 209.165.201.4 source ip 209.165.201.2

[ VXLAN 0AM D3
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Sender handle: 42

Hop Code ReplyIP IngressI/f EgressI/f State
1 'Reply from 209.165.201.3, Eth5/5/1 Eth5/5/2 UP/UP
2 'Reply from 209.165.201.4, Ethl/3 Unknown UP/DOWN

WOFHNL, NVO3 KT 7 b Tissa F¥ XA FHLT, V—72056 0 —7 112 MAC
ping 177 5 HlEEZRLTWVET,

switch# ping nve mac 0050.569a.7418 2901 ethernet 1/51 profile 4 verbose

Codes: '!' - success, 'Q' - request not sent, '.' - timeout,
'D' - Destination Unreachable, 'X' - unknown return code,
'm' - malformed request (parameter problem),

'c' - Corrupted Data/Test, '#' - Duplicate response

Sender handle: 408
I11!lSuccess rate is 100 percent (5/5), round-trip min/avg/max = 4/4/5 ms
Total time elapsed 104 ms

switch# show run ngoam
feature ngoam

ngoam profile 4
oam-channel 2

ngoam install acl

W, V=726 ) =7 1 ~D_Af m— FZESNTARA FL—2F 56 2R L%
j‘o

switch# pathtrace nve ip unknown vrf vni-31000 payload mac-addr 0050.569a.d927
0050.569a.a4fa
ip 209.165.201.5 209.165.201.1 port 15334 12769 proto 17 payload-end

Codes: '!' - success, 'Q' - request not sent, '.' - timeout,
'D' - Destination Unreachable, 'X' - unknown return code,
'm' - malformed request (parameter problem),

'c' - Corrupted Data/Test, '#' - Duplicate response

Path trace Request to peer ip 209.165.201.4 source ip 209.165.201.2
Sender handle: 46
Hop Code Reply IngressI/f EgressI/f State

1 !Reply from 209.165.201.3, Eth5/5/1 Eth5/5/2 UP/UP
2 !Reply from 209.165.201.4, Ethl/3 Unknown UP/DOWN

)

GE) BRI ETORHARY T T MRS5S 2B H5BE. XA RL—ADFT 741 b
TTL fEIZ S T%, max-ttl 7> a o &#FH L T, VXLAN OAM /YA | L — A &S
T LET,

wIZHl %R LE9, pathtracenveip unknown vrf vrf-vni13001 payload ip 200.1.1.71
200.1.1.23 payload-end ver bose max-ttl 10

IZ, NVE MAC |Z pathtrace 3% %l /xR L £9°,

pathtrace nve mac 0050.569a.d927 11 payload mac-addr 0050.569a.d927 0050.569a.ad4fa
payload-end vni 31000 verbose

VXLAN 0AM D& 7E .
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Codes: '!' - success, 'Q' - request not sent, '.' - timeout,
'D' - Destination Unreachable, 'X' - unknown return code,
'm' - malformed request (parameter problem),

'c' - Corrupted Data/Test, '#' - Duplicate response,

'v' - Other - Use verbose to see the result

Path trace Request to peer ip 209.165.201.4 source ip 209.165.201.2
Sender handle: 46
Hop Code Reply IngressI/f EgressI/f State

1 !'Reply from 209.165.201.3, Eth5/5/1 Eth5/5/2 UP/UP
2 !'Reply from 209.165.201.4, Ethl/3 Unknown UP/DOWN

\)

(B BRRILETORIRY T I IR S5 2B DA, /SA FL—ADT 7 /b k
TTL fEIX 5 T3, VXLAN OAM path trace Z5ERITHE T HI2IL, max-ttl 7> 3 >
EHRALET,

5] : pathtrace nve ip unknown vrf vrf-vnil3001 payload ip 200.1.1.71
200.1.1.23 payload-end verbose max-ttl 10

TN A RES AT A NS, SNANL—RE R L —Zb— N OBIEICILE
WRBH D NIRRT LIy T VAT EIC R 5N H Y £9, NVE
traceroute & pathtrace D 7 {EDE WA BfiF 5 Z L 3 EE CT9, pathtrace 1%, %

— RIZNGOAM YR — 352 & &2HRTH2D, LVEZL D/ — RBHLNC
720 FEFTMA, b L—AE Cisco NOK VXLAN 7 7 7' U v 7 OFPHIZHIBR S E S, %F
RRAJIZ . NVE traceroute X RFC IZHEHL L TEY | fFEDOXRUV A —DIP Xy NT—7 %
My —ATE57D, VXLAN 77 7V v 7 22 TIP Ay NIV —27 % L —ATX
£7,

e traceroute (IP) : ®ART L H2. TIL OELWIREIZACL Db v ML &
BIEHO T r—T N REEINET, BANIKRO LB T,

o J— RZEHETREHNI, FL—ARby FTA2LFERINDIAY T EZRLET
(oD — Koo b L—AHWIIZ, BRERINET) |

o XA TERIETRENL, VXLANTH 72/ ENTWE 7y 2R LET,
NTvMET D E BT EMUIZE S TR AT » MZE HIZKE 22 TTL A
BMENDTZ0, AT Ry 7E8NDLE T/ — FnbDOIEEITERE
NEHA, ZHE., traceroute 2MEIE L TWA TTL OHREILIL, /A4 7N T
ERAELRNZ EEERLET,

""""" e S

Site 1 Fabric Multisite Overlay Site 2 Fabric

IP traceroute (2O T OFAAIZIE, ROFIEREGENE T,

[ VXLAN 0AM D3
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1. \BEOUDP N7 v FRRMBEIL, UV —7 AL v F D VXLANNTH 7/

INET,
2. Ny bhNixy hU—r%z@E#HL, VA MOFR—F—F—Frv=A (BGW)
Th SRR S E T,

3. VA M1IDOBGWITI Xy FEZEL, WEEZEELET,

4. FD%., 7y MIBGW I THI B Eh, Xy MU —7 Z 8@ LT
e

5. 7w MIBGW2 TRy R EHT, BOSELZSZELET,

6. Xy hIbo—ELTEMEEN, VA F2DY =7 THLT, BIDOIRE
ZROET,

7. KBS, N7y MRY —TICEEL, REROISENRFIRSNET,

IOV—HURITRY, Ry MRSESERYA PRy FU—7 aUF—X
v bz o & SITHEYNC A T b EN, R T RAMURRES D Z &R
RAES T, 7y hOSRA R EHEICEH X 5,

Traceroute (NVE) : KX23R9 X 912, NVE Traceroute TiZ. NGOAM IE +451
VTV MROT, VIEP POLARIN TWA Z E&ifkcxEd, 2501
T, ONFEDNBZ D) E— M VIEP £ TT v & —Lb A% FL—ALET, £
Dtk IP traceroute & [FIEEIZHEBET D overlay traceroute |ZH) W bW £4, 22T
i S5 NGOAM F ¥ x/Lix, 7L —> UDP & ICMP (7 > % — 1L A ® UDP
FRC. UFE— F VTEP DI A — N— L A B4 D ICMP R0 E2< ) w1 L
F9, COEERBECLY, n—hL 777U v 7 OFa—T7 L VXLAN TH
T ERT, A FIZALRODT, a—IN T 7TV IND ) — Rek

FCEET,

Multisite Overlay P

524504

 Stelfapric 1 Sezfabric |
T —7RnUE— K VIEP IZEET H &, Vv —T7 %173 H7-HIZ VXLAN T
B 7eMESNET, B—/VBGW D%IZ, Tar—T7 R LT A hEBIOW
A R2T7 7TV w7 DOIRA T AT EDOHIIE, 8 H D IP traceroute [ 2L TV
F9, TONAT VY RTv X —LALF—"—L A FL—R|F, IPv6 KL
IPv4 B NIRET DEA L 72> TWET,

TUHE =LA L F—R—L A DOl Ji2ZE L C., NVEtraceroute # & HIZFEL< A
THELE I,

o [FL—XJL— b (NVE-IPv4over IPv6) (Traceroute (NVE - |Pv4 over
IPV6) |: B— BN T H—LA 777U v 7iLIPv6 T 5720, NGOAM
e —AanNT7y 7 )y INTTr—7%IPve & L CARKLES, m—H/L R

vxLAN 0AM 0EEE Il
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B rcoamToor 1 romE

NAVBIOBGW 225 IPv6 IbEEZELET, 72720, b L —25 BGW
IZHET 5 &, NGOAM 34— S—L A hL—R(TEV X T, 4— 13—
VAMNIPVE TH DT, /N7y MHBIRINIZIPVA 1272 5728, BGW %
THR ) — R B IPvA IR %5 LET,

B L T

524505

* Pathtrace : KIIZ/RSLTWD K 912, pathtrace X7 7 7V v 7 NDEK ) — Kinb

ISEEERLET, B2 F vy (NVO3) A LET, Zhuckv, 777
U w7 NO VXLAN &t / — Rix., TTL ORI Tid72< ACLOE v MMz XY
BERNC N o R CE £9, ZHUTkY,. /— RO NGOAM ZH R — kLT
WAEAIL, Xy beXy 7T LTS A Z ERABEIZZR D £, I 51T,
pathtrace |, BGW [ NGOAM IZ X D5l 221 9, Zhlcky, 7
=IO 7 77V v 7 IR X O IR S ET,

(verify-host)

524506

Site 1 Fabric Multisite Overlay Site 2 Fabric

NGOAM 07 7 1 JLDERTE

NGOAM 7'u 7 7 A VAR ET HFIMAIE, D LEBY TH,

FIEDHE
1. switch(config)# [no] feature ngoam
2. switch(config)# [no] ngoam profile <profile-id>
3. switch(config-ng-oam-profile)# ?
F D &
FE
ARV RFERETI3 Y BHY
AT 71 | switch(config)# [no] feature ngoam NGOAM B§hE%R A F— 7 NV ETIZT 1 E—T ML
7,

. VXLAN 0AM D&% 5E
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neoam 7o 77 4 LoEE [}

AU RFERETIVa Y

B8

ATv T2

switch(config)# [no] ngoam profile <profile-id>

OAM 71 7 7 A V%% E LE T, profile-id D#HilH
%, 1—1023 T, Zoa~vy RITEF 7 4/ M#
TH Y ¥ A, config-ngoam-profilesubmode % A 7
L CNGAMEA Do~ RERELET,

GE)
TRTOTa T 7 A NMTT 7 4V MEDRH Y |
showrunallCLIZ~ > FIC L > TF 7 /L MERE
RENET, 7740 MAIL, CLIZ~ > RTIEE
RINEH A, showrun

ATvT3

switch(config-ng-oam-profile)# ?

1

switch (config-ng-oam-profile)# ?

NGOAM 7' e 7 7 A )V EFRET H-ODA T a v
EFRRLET,

description Configure description of the
profile

dotlg Encapsulation dotlg/bd

flow Configure ngoam flow

hop Configure ngoam hop count

interface Configure ngoam egress interface

no Negate a command or set its
defaults

oam-channel Oam-channel used

payload Configure ngoam payload

sport Configure ngoam Udp source port
range

1

OB %R LT, NGOAM 7127 7 A4 /L' NGOAM 7 u — % % E

switch (config) #
ngoam profile 1
oam-channel 2

flow forward
payload pad 0x2
sport 12345, 54321

LEJ,

switch (config-ngoam-profile) #flow {forward }
Enters config-ngoam-profile-flow submode to configure forward flow entropy specific

information

NGOAM OamF ¥ RV Z Al L7z Oam F ¥ %/V 2, ping, FBLUVIA | L— 2D

WZONWTIE, ROFIZSBRL T TZE 0,

switch (config) #
ngoam profile 1
oam-channel 2

VXLAN 0AM 0 I}
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!'Ping nve using oam channel 2
ping nve ip 100.100.100.1 profile 1 wvni 201011 verbose count 5

Codes: '!' - success, 'Q' - request not sent, '.' - timeout,
'D' - Destination Unreachable, 'X' - unknown return code,
'm' - malformed request (parameter problem),

'c' - Corrupted Data/Test, '#' - Duplicate response,

'v' - Other - Use verbose to see the result

Sender handle: 26

! size 300,Reply from Node-01 (100.100.100.1),time = 7 ms
Pkt sent on sport = 61273

! size 300,Reply from Node-01 (100.100.100.1),time = 6 ms
Pkt sent on sport = 61273

! size 300,Reply from Node-01 (100.100.100.1),time = 6 ms
Pkt sent on sport = 61273

! size 300,Reply from Node-01 (100.100.100.1),time = 6 ms
Pkt sent on sport = 61273

! size 300,Reply from Node-01 (100.100.100.1),time = 6 ms
Pkt sent on sport = 61273

Sent 5, Received 5, Success rate is 100 percent Round-trip min/avg/max = 6/6/7 ms
Total time elapsed 115 ms

!Pathtrace nve using oam channel 2
pathtrace nve ip 100.100.100.1 vni 201011 verbose

Codes: '!' - success, 'Q' - request not sent, '.' - timeout,
'D' - Destination Unreachable, 'X' - unknown return code,
'm' - malformed request (parameter problem),

'c' - Corrupted Data/Test, '#' - Duplicate response,

'v' - Other - Use verbose to see the result

Path trace Request to peer ip 100.100.100.1 source ip 100.100.100.2
Sender handle: 132

Hop Code ReplyIP IngressI/f EgressI/f State

1 !Reply from 2.3.1.2, (Node-03) Ethl/53/1 Ethl/43 UP / UP
2 !'Reply from 100.100.100.1, (Node-01) Ethl/43 Unknown UP / DOWN

LANY24 23— x4 A LD NGOAM HH R/ K
IL— TR DERIER

NGOAM %7 AN o R)L—TF O N Z R ET A 12X, RO FIEIZENE T,

18 H BRI
NGOAM #REZ B L £,
TCAMing-sup ¥ —> a VD ANR—=ZAZAERLT HIZIE, ROa~» REEHLET,

hardware access-list tcam region ing-sup 768

. VXLAN 0AM D&% 5E
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LAY 2428 —T 14 2 LD NGOAM ¥ /3% > Ku—FigtinsaiEn |

\)

CE) sing-sup U — 3 L OFIV Y TEEELTREC, B TCAM =2 b U B ENTND 2
LR LET,

e TCAM ) —T 3 VARETHIZIE, / —FE2Y T — T 30ENRHY £9,

FIE

AT w71 Run the [no] ngoam loop-detection command in global configuration mode, to enable NGOAM Southbound loop
detection and mitigation for all VLANSs or ports.

&1

switch# configure terminal
switch (config) # ngoam loop-detection
switch (config-ng-oam-loop-detection) #

ZOBEEIXT 7 AV R TN E SN TWVET,
Zoa<xy RO noJEAUE, NGOAM ¥ A0 o Rb—THa &g & BRI L £,
ATwF2 ({EE) [no]disable {vlan vian-range} [port port-range] =~ > R & 3E{T L C. & D VLAN /213K — FD
NGOAM H U AT RA—T7 OB LOREMA B L, L—7 R ShizAR— M &2EE L £,
i
FFED VLAN R— b CT 4 B—7 /M LET

switch (config-ng-oam-loop-detection)# disable vlan 1200 port ethernet 1/1
R E D VLAN TO ML

switch (config-ng-oam-loop-detection)# disable vlan 1300
Zoaxry RonBERIE, ZHHD VLAN £ 23R — D7 7747 =2V T2/ LET,
ATFv T3 (HEE) [no] periodic-probe-interval value =~ > K& E{T LT, EHHRL— T 7 0 —7 O%(EHEE
EIRELET,
1 -

switch (config-ng-oam-loop-detection)# periodic-probe-interval 200
#iPH © 60—3600 B (60 43) o T 7 AV b 300F(557),
ATy 74 ({E£E) [no] port-recovery-interval value 2~ > R&F(TL T, R— FFEZIZVLAN RV ¥ v hF T X
N2V AINY T —TREEINIHELRELET,
11

switch (config-ng-oam-loop-detection)# port-recovery-interval 300

#PH : 3003600 B (60 43) . T 74/ ME : 600 (10 4)) .

VXLAN 0AM D& 7E .
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B L v31o5—72 42 LD NGOAM B R/3H L BIL— TiRH DR

AFvF5 ({E#E) show ngoam loop-detection summary =t~ > K% E17 L T/L—7HH O & BAE DL — 7 DR
WA L E T,

1 -

switch# show ngoam loop-detection summary

Loop detection:enabled

Periodic probe interval: 200

Port recovery interval: 300

Number of vlans: 1

Number of ports: 1

Number of loops: 1

Number of ports blocked: 1

Number of vlans disabled: 0

Number of ports disabled: O

Total number of probes sent: 214

Total number of probes received: 102

Next probe window start: Thu May 14 15:14:23 2020 (0 seconds)
Next recovery window start: Thu May 14 15:54:23 2020 (126 seconds)

RDEZRY

ANAL D QoS A Y —EFHELET, HERBIZ OV TIL, NGOAM $ 7 A1 RL—
T O EERMOERES (27 2—) EBRLTLEEY)

LAY¥34 28— x4 XRLEDNGOAM HH X/ H R
IL— T DR

A=V Fy P BIOLIR—+F ¥ 31 A F—T A ATNGOAM %7 AT K—T ki
HAEANZT DI, ROFIEZFEITLET,

188 BRI
NGOAM HREZ N L £,
TCAMing-sup V) —¥ a3 VD A=A ZAET HIZIE, kD a~» REHLET,

hardware access-list tcam region ing-sup 768

)

GE) sing-sup U — =5 L OEID Y TR RIS, BMO TCAM = U BfRiEShTngd 2
EEMERLET,

cTCAM UV —2 3 VERETHIZE, /—REVT—"THXLENRHY 7,

. VXLAN 0AM D&% 5E
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&

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

LAX3428—7 142 LEDNGOAM H5 235> Fb— Tt [

FIE

configure terminal

1 :

switch# config terminal
switch (config) #

Ju— )L ary 7 4 Fal—arET— REBLET,

Run the [no] ngoam loop-detection command in global configuration mode, to enable NGOAM Southbound loop
detection and mitigation for all VLANS or ports.
i

switch# config terminal
switch (config) # ngoam loop-detection
switch (config-ng-oam-loop-detection) #

ZOBEREIXT 7 4V P TEICHRESNTVET,

[no] I3 ethernet port port-range= ~ > REZFE(TLTA —V Ry b A U F—T = A AT L3 V—T il ZH%)
IZLET,

i

switch (config-ng-oam-loop-detection)# 13 ethernet port Ethl/49

A=Y Xy b A F =T A ZATLIN—THREZENCTDI1TT, Z0a~vr Fono BREZMEH L E
T

[no] I3 port-channel port port-ranget~ > R&3F{TLCHR— b F v Fx)L A X —T A ATL3V—T7HH
EHICLET,

1 -

switch (config-ng-oam-loop-detection)# 13 port-channel port port-channell

R—=RF ¥ RN A H—T A ATLIN—THRHEEZENT DI, Z0oa~vr RonEXNEFHLE
j‘o

(%) show ngoam loop-detection status|13 =2~ > R#ZFITLT, L3 A v Z—7 = A ATHRH I —
TEMERLET,

i

switch# show ngoam loop-detection status 13

Port Status NumLoops DetectionTime ClearedTime

Ethl/2 BLOCKED 2 Tue Jun 25 02:38:54 2024 Tue Jun 25 02:38:52 2024

(f£&) showrunngoam =~ RZ 3T L CL— 7RO & BAED L —7 OB 2R L £7,
i

switch# show run ngoam
ngoam loop-detection
periodic-probe-interval 60

VXLAN 0AM D& 7E .



VXLAN 0AM 05 |

B —Josteto T FTof— toBUmL

port-recovery-interval 600
13 ethernet port Ethernetl/1-3
|
2024 Jun 25 02:37:50 switch $ETHPORT-5-IF DOWN NONE: Interface Ethernetl/2 is down (None)
2024 Jun 25 02:37:50 switch $ETHPORT-5-IF DOWN ERROR DISABLED: Interface Ethernetl/2 is down (Error
disabled. Reason:error)
2024 Jun 25 02:38:52 switch $ETHPORT-5-IF ERRDIS RECOVERY: Interface Ethernetl/2 is being recovered
from error disabled state (Last Reason:error)
2024 Jun 25 02:38:54 switch $ETHPORT-5-IF DOWN ERROR DISABLED: Interface Ethernetl/2 is down (Error
disabled. Reason:error)

IW—TDBEEA VT FTOR—FOFEUH L

&M

ATy T2

ATvT3

N—THZGHT D0, TRy 7 SNeR— et o7~y FTRET 212E, ZOHEHOFIHEIC
TEVVET,

FIE

({E&) =~ F%&%E4T L ngoam loop-detection probevlan Tport . 57 &H72 VLAN £7213KR— h T
N—TRHH T e —T B RELET,

i -
switch# ngoam loop-detection probe vlan 1200 port ethernet 1/1

Zoa<wr R, e —T0RERICEEINTENE )RR T AT O0mAmbLEELET,

(EE) LAENC7 vy 7 &7 VLAN 721348 — M2 EB) 3 5121%. 25 5 ngoam loop-detection bringup
[ vlan vian-range] [ port port-range] =~ > R& 4T LT,

51 -

switch# ngoam loop-detection bringup vlan 1200 port ethernet 1/1

Flo, ZOav U FEFETTHE NGOAMICAZ v 7 LTWLHT s FUNRZ VT SET,

G¥)
N—TBEIN TR — FBEEIT D ETIZ, JRKT2OOR— MNalfA 7 — LR nETT,
ngoam loop-detection bringup vlan {vlian vian-range} [port port-range] =~ > Kz L CFECTH A ~—%
EEXFTLZLT, VAN 2EEETEET,

(f£&) show ngoam loop-detection status [history] [ vlan vian-range] [ port port-range] =~ > K& %47 L,
history 47> a 2458 L7256 S HEE LR WEHE O, VLAN £7213K— FOV—T RN AT — % X %
BLET,

1 :
BRE A7 avil

switch# show ngoam loop-detection status
VlanId Port Status NumLoops Detection Time ClearedTime
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NGOAM #9239 > KL— Tt & Erno#mnm [

100 Ethl/3 BLOCKED 1 Tue Apr 14 20:07:50.313 2020 Never

BRE A7

arbh

switch# show ngoam loop-detection status history

VlanId Port Status NumLoops Detection Time ClearedTime
100 Ethl/3 BLOCKED 1 Tue Apr 14 20:07:50.313 2020 Never
200 Ethl/2 FORWARDING 1 Tue Apr 14 21:19:52.215 2020 May 11 21:30:54.830 2020

2T — B AT IROWTNNTR Y 97,
«BLOCKED : L —7 2 &=/, VLAN F723AR— 23> vy MU EnE LT,
* FORWARDING : L—7 3 &9, VLAN 72038 — F23EEL TV ET,

+ RECOVERING : LIHNIZHE SN NV—TNELEHFETDINE ) EHErT 572012, BETe—7
NEEFEENTVET,

history &7 > a %, 7a v 7 ShizAR— b, BEFOR— N BLOEERFOR—FERRLET,
history & 7> g VAIRE LRWES, a~vr RiE7 ey 7 ShiR—FEEEFOR—FORZFRLE

B

NGOAM 9 X/\H Y KIL— T D H & EZEFDRE R

WIZ, AL N2 QoS N =& RIE L, N—TRHBAR L) =7 RS TV Lo~
TOANA v A =T = A AZEHT 262" LET,

class-map type gos match-any Spine-DSCP56
match dscp 56

policy-map type gos Spine-DSCP56

class Spine-DSCP56

set gos-group 7

interface Ethernetl/31

mtu 9216

no link dfe adaptive-tuning

service-policy type gos input Spine-DSCP5663
no ip redirects

ip address 27.4.1.2/24

ip router ospf 200 area 0.0.0.0

ip pim sparse-mode

no shutdown

wOWEAFNE, V—THHORE L BHEDON— T OBEAZR L TWET,

switch# show ngoam loop-detection summary
Loop detection:enabled

Periodic probe interval: 200

Port recovery interval: 300

Number of vlans: 1

Number of ports: 1

Number of loops: 1

Number of ports blocked: 1

Number of vlans disabled: 0

Number of ports disabled: O
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Total number of probes sent: 214

Total number of probes received: 102

Next probe window start: Thu May 14 15:14:23 2020 (0 seconds)

Next recovery window start: Thu May 14 15:54:23 2020 (126 seconds)

WOHTIENE, history 47> a V2R LSS EHEH L2 0WGEO, fEE SN/ VLANE 2
AR —FDOL—THRHEAT—F X ERLTWVET,

switch# show ngoam loop-detection status
VlanId Port Status NumLoops Detection Time ClearedTime

100 Ethl/3 BLOCKED 1 Tue Apr 14 20:07:50.313 2020 Never

switch# show ngoam loop-detection status history

VlanId Port Status NumLoops Detection Time ClearedTime

100 Ethl/3 BLOCKED 1 Tue Apr 14 20:07:50.313 2020 Never

200 Ethl/2 FORWARDING 1 Tue Apr 14 21:19:52.215 2020 May 11 21:30:54.830
2020
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