1—H F7ho2 FE XU RBAC DERTE

ZOETIE, CiscoNX-OS T/A A L Ta—F 7 h v L e—A_X—2A 77 kA av
Fr—/L (RBAC) Z@ET D FIMEICHONTHIAL £,

ZOFEZ, WOBETHERINTWET,

e 22— T H 7 k& RBAC (2D T, on page 1

e 2—F 7 AU FEBLORBAC OEEFHLHINEE 4 X—)
e —H T HUY MEBLORBAC OF 7 # /) hE%JE, on page 5
« XA — ROREHER DA 2 —7 L1k, on page 6

e 22— T H U FOFRIE, on page 7

s 1 —/LDFXE, on page 9

* No Service Password-Recovery (Z2W\ T (17 ~X—7)

* No Service Password-Recovery DA F—7 A (17 ~X—)

e 2—Y T H U MBI O'RBAC 5% 7E OHERE, on page 19

e 2—H T H U B IO RBAC DR EH], on page 20

e 21— 7T H U B L RBAC (2B 2 B INME K, on page 21

A—H F7hHH 2 FERBACIZDLNT

a—HFTH L FEER L TER L, CiscoNX-0OS TITx D /EZHIIRT 2 m—L 28 4T
HZ ENTEET, RBACIE, 2—VNRNETTIHILED S HEHBIEOH A 2 HIET 52—/
DEIN Y TONL—LVEEFRTDHIEEARRIZLET,

A—Y—T7HhoU bk
K256 DA—F T H Y FEAERTE £T, 7740 F TR, WRANCHIRZHEE L e
V., =T AT MNIEHRICENTT, expied 7 a 2T LLE, 2—FTHY
Y AT A4 =T NI HAMNERETEET,
WOFEITTHIFEATHY , 2—PHEIHEH TX A, bin, daemon, adm, Ip. sync,
shutdown, halt, mail, news, uucp. operator, games, gopher, ftp. nobody. nscd, mailnull,
root, tpc, rpcuser, xfs, gdm, mtsuser, ftpuser, man, I J TN sys,

1a—47h9> rsLURBACDEE [}
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\)

Note o —HPD AT —RE, RET 7 ALV TIRERSNEEA,

A

Caution - —+4P% (3 JCEENPI T CHELLER DY, TOMIHEA TE DRH T (+=. \-),
#Elm e | REEIE A — SN TWERA, 2—FAICHFAT SN TORWIERFTENLTND
BE, RELEa—YiEIn /A o T EHA,

NIRRT — FOHH
WIS AT — KL, KORHEE R 5,

\}

Note  CiscoNexus 7/35A ZAD /XA T — RiZiZ, FARRE (§) 98—k FidE (%) 72 & DT
ThREHTEET,

R IV LFLULETHD
« B OMERET 50T ((Tabed) 72 E) BEHA TR
c EE DR U XFO#E L ( Taaabbb) 72 L) ZE A TR
« FEEIZH > TV DO HFELZ G ATV
s ELWARTZE A TR
s KXFBIWNLFOmMENEENTND
HFREENLTND
SR8 R AT — ROFIZ RIS LET,
« If2CoM18

« 2004AsdfLkj30
« Cb1955S21

)

Note U7 %2 LhD/RAT—RTiE, NAYV— ROEFHEICHAG (" £7203) . Mg () . K
RS () REOKEBRLTEEDDZ EILTEEFRA, NAY— ROMEMHREL A 12—
JNZT B E, NAT— RREMTH LG L, MBI IND AT — R L) (2,
CiscoNX-0S V7 b = TIZ Lo TRAU— REBRENIEGINET, T ABRED L DI,
RN NRAT = RERELTL I, RRAU— R TIHIRLF L /NLERXPIENET,

B =¥ 759> FE&URBACDHE
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a—+no-u [

\)

Note /i /) R[EEZR 4~ T ASCI SCFIE. I THDIE, SAT— RCFEFTHR— SR ET,

Related Topics
INAT — ROTRERGRD A 2 —T Al (6 X—)

a—+H¥ Aa—)L

=P r—UZiF, ZOR—LE2E) G TON2—YRRITTE DBEZERT D L—
EENTVET, F2—P 0 UBEOL—LEEDHZENTE, K —FRERO 0 —
NEFOZERTEET, L af, B | CHBEREOFITIET BT S THY |
B2 TRT ANy FSREOETRI BHAT SN TODEHE, rm— 1 Lu—L2OWHICE
o=, REREL T Ny FBEZFTTEET, Eo, HEDREN—T 1 v 7/
% (VRF) £ AZ A VLAN, BRUOAS »F =T = ZA~D7 7B ABHIRTE £,

CiscoNX-08 V7 F 7 = 7I2i%, RO2—T o — L RNHEBEEINTWET,
» network-admin : Cisco NX-OS T /31 A RRA~D BRI /EZIALT 7 AHE

« network-operator F 72 (% vdc-operator : Cisco NX-OS 7 /3 A A BRA~DFERI2FHEHIY T 7
& A

N

Note » CiscoNexus 90003 V) — XA A v FITHEEHDOVDCE B 7R — kL
TWEHA, 7272 L., vdc-operator 2 —/LIEfEH AIHE T,
network-operator © — /L & [A] UHE[R & IR 8 0 £ 7,

¢ Cisco Nexus 9000 >V — X 2 A wF(L., VDCEHEN R v k
U — P LR CHERR L IR 2 Ff > K 5 72, BH—d VDC
EYAR—FLET,

Note - —4 o — L ILFETXEHA,

\}

Note 1> show ==~ > KNI, network-operator = —W|ZiFFRENNWE HIcTHZ LN TE
T, M T, —HD show LSpDa~ 2 K (tenet 72 ) %, ZO=2—%F m— L THEATES
XolzTrzemcEEd,

T 7V hTliE, BEHEOT— LN Wa—Y T h v N Tlishow, exit, end, BL W
configureterminal =~ > RIZ L7 7 BEATEEH A, V—AZBIL T, = —FI¥REE %
ETEDHEIITT LI LENTRETT,

1a—47h9> rsLURBACDEE [}
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B =2+5o0—rorn

\)

Note Gl — BT H2—FiE, FOr— L CHAINEITRCHOaA~vYy ROHAEbEHE
ITTEET, avwr FADT 7B AT, a~ F~DOT7T 72X bEESNE T, -
L2IE, =N, a7 4 Fal—ary avy RADT 7 EARNERINTZe—/L A &
FfoTwizeLEd, L2L, BLa—F2n n— B bbb, Zor—1TlEar7 ¥z
L—yaryavwy RIT778ATE5ELET, ZOHAE, Z0a2—WFEar7 ¥ —
varavwry K77 BATEET,

A—H ao—)LDJL—I)L

=W, B— VOIEAREFRTT, L—E, TOa—ARN2—WFIZEOBEDFATETF AT
HNEEFRLET, = MIKRDNT A —X THEHATEET,

avo kR

EREFRTERSN-a~r FERlZa~vry F 70— 7
HeRE

ERERTERSN -a~ vy FERlTZa~vry R Z7Aa—7
BEET L—T

BEEDT 74V N I N—TFiFa— P ERIN—T
OID

SNMP 47 =7 ~ID (OID) ,

command, feature, 33 J UM feature group DE-/XT7 A —Z |2 X0 | BEREAZRBERIMER S ET,
b EARBREHEANT A =2 Ta~r R T, ROGIEANT A —Z3HETT, i, £0
BREICT Y v = — h SN TWAHTRTOa~vy RERLET, REOHIENRT A —203, B
TN—"TT, e/ V—713%, BEET 2EEZHAGOEL O T, i/ v—7128Y
=)L EHEICEBECE £9, CiscoNX-08 ¥ 7 b v = 7%, A7 FRiE 2815 A HEAE
N—=THHR—=FLTWET,

SNMPOID /X RBAC THAHR— F EN TV E T, SNMPOID I3 A0 BH/L—/ L% 7= i35 20
D /EXARN—NVEFRETEET,

0—/L 2 EITRK 256 DL— LV ERETEET, L—ABNEHINDIEF T, =—FHEED
N—NFEETREDET, V—MIRIRCEHA SN ET, &2 120 —LR320/L—
NEF S TWDEA, —b 33— 2 L0 LElcEA S, — 23— 1 X0 Hai
WA S E T,

A—YHT7HOU FEXURBAC DFEFIEEFINEIE
22— T HU L FBIORBAC 121X, ROBRETA RT7A4 » EHIREFENS D £,
o1 DO—W v — VIR K 256 DL— L EBMTEX £,

e T 7 4V NOMERET NV— T TH D LIIIMA T, K64 D2—PEFRERE 7 /L — 7 % B
TEE7,

B =¥ 759> FE&URBACDHE



| 2—¥7h> FEEURBACDHEE
a—#7hyo rskUuRBAc 0T 7+ REE [

Bk 256 AP —F A B ECE T,
e 2 T HT L MUK 64 HO2—F a— L E2E VY CTHZ LR TEET,

e 7 — )LD Cisco NX-08S T34 A FICEREENTWAH—T T hH o b2, AAA T—
FoVE—bF 2—=F T H U M ERULAROES. CiscoNX-0S Y7 b7 =71, AAA
P—NEIREENTWSL 22— r— L TiEl, .=V a2—HF Th 7 hO2—H
o—/%YE—h 2—FIZHEALET,

« 7 7 #/L D admin & SNMP =—% 7 h v MIHIBRTE EFHA,

e F I N NDZ—F u—LE T I F/L D admin 2—F TAHT L NGHIBRTAZ &
X CTEEH A,

» network-operator 2 —/L"Cl&, sshow running-config 35 & O" show startup-config =~ N %
FATTEEHA,

* CiscoNexus 9000 ' U — X A A wFi%, VDCEBEEN R v U — 7 EHE L6 UHR & il
[RZ&FFOH—0O VDC ZHHR—FLET,

Y

(GE)  CiscolOS ® CLIIZENTWDIEA. Z OBERED Cisco NX-0S =~ > RIIHER D CiscoI0S =~
VRERLDENHDIZOEBENRMLILTT,

A—HYT7hOoUFELURBACDT T+ )L FERE

WDOFEIZ, 22— THT L FBIURRBAC NTA—ZDF 7 4 )L MREEZ TR LET,

Table 1: T2 AL bDA—HF THho 2 bEELU RBAC/IAZ *—4

NG A—4 TIAILE

I—FTHT N RRAT— R | REE

A=Y THT L FOFMIR |2 L

a—H THhU h n— VER = —73 network-admin 7 — /L Z 841
network-operator

FI74 )k 2—H m— network-operator

Lo =T 2 A R EY = | FTRCOL v H—T = RTT 7 £ AAHE

VLAN /R U o— T _TO VLAN IZT 7 & A §E
VRF R U v— T _TO VRFIZT 7 & A A[HE
KERE /' L—F L3

1a—47h9> rsLURBACDEE [}
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B <xo—romErRO£—T Ll

INAT— FORERERDA r—TILiE

=T H T M LTHVWIRAT— RERELRWNWE T, AT — ROREMETIEE
A X —TNICT D ENTEET,

\}

Note Xz U— RJEfER%E A F—7 2L TH, CiscoNX-08S V7 b7 =7 Tid, BEfF/ AT —F
DIBEEMETITATONEE A

Procedure
Command or Action Purpose
R 71 |configureterminal Ja—r ) ar7Z 4 ¥al— gy
Example: T FEBLET,

switch# configure terminal
switch (config) #

R w 72 | password strength-check IRA T — ROBREHERE A F—T T L
Example: F9, T 74N RTEHA R—T Mo
TWET,

switch (config) # password strength-check]

INAT— ROWERRET 4 E—7 T
T 2512, Zoa<wr RO nolBRAE#

HALET,
25w 73| exit Jua—N\)aryZ 4 Xal— g
Example: ET—REKRTLET,
switch (config)# exit
switch#

R Fw 7 4 | (Optional) show password strength-check | /X2 7 — RO EREOBRTEL TR LE

Example: o
switch# show password strength-check

R T w 75 | (Optional) copy running-config ETar 74Xzl —arkr, AX—
startup-config Py ar 7 ¥al—vavica
Example: E—LET,

switch# copy running-config
startup-config

Related Topics
BRI 70N AT — RORE (2 X—)

. A—H¥ TFThI Y FE LU RBAC DERE
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A—HF T7HhO2 FDEE

1 2® Cisco NX-08 T34 AT KR 256 [HO2—F 7o bEERKTE L, =2—F T h
vy I, ROBMEERBET,

« Z—HF— A
« RAT— R
« KZhA

o —H m—,)L

1—+47n9roxE |

NAT—RZZ V7 TF A ML SNZHEANTATTEET, CiscoNX-0S /XA T — K
X, FTa 074X a2 b= a VIRFETHENZZ VT 7% A FONRNAY— REK 5L L &
T W bENTHRO AT — RiX, 2B Lo S b2 iThTiIcdiTar 74X 2 b—
Va RFESNET,

=T hHTr ME, BERGEOL2—Y a— L EFESZLNTEET, av L RIS A v
#—7xA A (CLD) ORIUKIF~NNT 2—T 4 VT 4 AL T, FIATE S a~vy Rtk

WTEET,

\}

Note

ERRT 2 £ THECR D $H A,

2= TH T FOREICMAZONTEERIX, TOa2—FRe s/ LTHLWWEy g %

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—)L a7 4 FXal—ig
E— FERBLET

ATvT2

(Optional) show role

Example:

switch(config)# show role

AR R = o— L& FR L ET,
VST, o —% o— L &%
ETEET,

ATvT3

username user-id [password [0 5]
password] [expire date] [role role-name]
Example:

switch (config)# username NewUser
password 4Tyl8Rnt

a—WT7THU NEEELET, user-id
SIEUE, KT LT REBI S5 B
BFT, K32 XFETT, Zhide—
ANEBIRYE—F 2—F =D 51T
BTIEVET, FHETETDLILFIE. A
~Z DIRILT, a~zDI/NLF, 0
~9DHF, M7y () BUFR

1a—47h9> rsLURBACDEE [}
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Command or Action

Purpose

O 7vF—a7 O . 77A%
B () BLUSE O T Ty
bv—2 (@ BE—F T R
bERTOET,

L —PHOFEIITFET TR E 5 EH
&) @ i—é—o

F 7k RAT— RIZEZSIHL T
FHA, 0472 g NIRRT — R
U7 7XANTHY, 5473 3
AT — K3 SHA-256 /~ v ¥ 2 AL &
TWHI EERLTWET, 77401
X0 (VU7 THRAN) T,

Note

IRAT — REFRE LR 256, 20—
WL Cisco NX-OS T /31 Az /A v
TExFEHA,

Note

Wb RA T — RN A7 a2 FEHL
Ta—HF ThH U NEERT 255,
®HId D SNMP = — I 3ERk S v+
Ao

expiredate 7> a > D7 r—< v NI
YYYY-MM-DD C¢, 77 4/b k TlL,
KBITH £HA,

=W T h T NI, K64 HD—
P o— L EEST LR TXET,

X 7 4 |usernameuser-id ssh-cert-dn dn-name {dsa | BEfF > = —F 7 h 7 > NERIFICER T
| rsa} % SSH X.509 M HE D4 & DSA 7
Example: NI ALERELET, w4 35Kk
switch (config) # username NewUser SIZIIﬁETT\ @ﬂﬂiiﬁ7fﬂ?iﬁéiié“545§§ﬁ§
ssh-cert-dn "/CN = NewUser, OU = Ciscol j, ) 4, BEF A —/L'T KL R LIRFEEN
pemos 0 = Ciseo, € = UST rea Z N E I emailAddress & ST (ZFEE &4
Example: TWHZ & afEd LET,
switch (config)# username jsmith
ssh-cert-dn "/O = ABCcompany, OU =
ABC1,
emailAddress = jsmith@ABCcompany.com,
L = Metropolis, ST = New York, C =
US, CN = jsmith" rsa
AT v 75| exit Ju—rb a7 4 Fal—iay
Example: T—FERTLES,

B =¥ 759> FE&URBACDHE
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A—ILOHRE .

Command or Action Purpose
switch (config)# exit
switch#

Z 7 7 6 | (Optional) show user-account n—LEREEFTRLET,
Example:
switch# show user-account

R w 77 | (Optional) copy running-config FETarvy 74 Fal—vark, AL—
startup-config Ty a7 40Xl —gla
Example: E—LET,
switch# copy running-config
startup-config

Related Topics

O—JLDERTE

Z—W B—L B LU — L DR

a—)LDOFE (9 2—)
(9 R—)

T, 22— g — LOFREFECOWTIHHALET,

A—5 O0—ILEXVIL—ILDOYERL

S TN
EMm
e
R
(23
—%
—
N
JL &
n=E

A\

Sin==

A4fHD2—Y ve— L ERETEET, Eax—VF B—ARB, KK256FHDONL—LEFFOZ
T&FET, a— P o —L2EHEO—F T H 7 MBIV LB THZENTEET,

L7 — BB, V= ADREHINSIEEEZRELET, V—UWIBEECTEH I E
72z, 1 20— R3O0/ —)LEFo TWAEAE, L—L 30—/ 2 L0 HE]
HEN, b= 23— 1 X0 bEfic#EH S nET,

IZ%F LT RBACL LB 2 FEATT B350, oy — B CIEFHh 7 r e A I3F L LER A, T2
DROMWDFET, ZEA—NLOFMAFITINET, BE—ERRONLRWESAE, VAL

b IEMER L=V R E LCEIRENE T, 72, A& Yy 7o LTEFLr—
RNV —NADPEET D896, GEICHE S ) FEEOREVIL—ARHIRE LTRIRE
¥

Note

a2 —H B VCERE SN A MY /B ZAB AL — VICERR S, —Eoa~vy R, &on
U ¥ EF S 7~ network-admin 2 —/L COHLFETTE F 4,

Before you begin

a—H v — VRE & BT DA,

FRIE B BT D /B D T T D Cisco NX-OS T /31 A

Ta— o — L EDORAT Z A LET,

1a—47h9> rsLURBACDEE [}
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Procedure

A—YFTho FE LT RBAC DX

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Jaua—)ary7 4 ¥al—g
T FEBBLET

ATvT2

role name role-name

Example:

switch (config)# role name UserA
switch (config-role) #

a—H¥ v —LEZEEL, a—/L a
T4F¥al—varE—REeBBLE
7, role-name 51#0E, FHK 16 SLFD
FEEXORETOANY 7T KT
INCERRBI S IVET,

ATvT3

rule number {deny | permit} command
command-string
Example:

switch (config-role)# rule 1 deny
command clear users

aw L R L— L EBRELET,

command-string (21X, AN—AB I
FEHREREZEDDHZENTEET, =
L z1Z. interface ethernet {Z1X 3T D
A=V Ry b AV F—T A ANEE
WET,

VELRBAIOBIE T Zoa~ s Rak
DKL ET,

ATy T4

rule number {deny | permit} {read |
read-write}
Example:

switch (config-role)# rule 2 deny
read-write

ﬁ&T®ﬁ¢®ﬁﬁﬁD$%w—wi
IXHEATY /B XA — Va3
iﬁo

ATy Th

rule number {deny | permit} {read |
read-write} feature feature-name
Example:

switch(config-role)# rule 3 permit
read feature router-bgp

BEREIC X LT, BeAEL 0 BEAE R G
HELY & EXAHLOBRIDZFE L E
7,

show rolefeature =~ > R&{#H 41
I, HERED U 2 RRFRTRENE T,
VB2 HA OB Do a~ v R
DKL ET,

ATvT6

rule number {deny | permit} {read |
read-write} feature-group group-name
Example:

switch (config-role)# rule 4 deny
read-write feature-group L3

. A—H¥ TFThI Y FE LU RBAC DERE

FEREZ NV — 716 LT, @y B
%%EIJ# AR LB AL DRI E
Fl H/:E’L/ij«o

show rolefeature-group =2~ > K % {i ff]
THIE, BEEZ L—T7 DU 2 R RFEIR
SNFET,
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a—o—nervi—rons [

Command or Action

Purpose

VERBFOIZ T Zoa~y Reik
DikLET,

ATy T1

rule number {deny | permit} {read |
read-write} oid snmp_oid_name
Example:

switch (config-role)# rule 5 deny
read-write oid 1.3.6.1.2.1.1.9

SNMP 47> =7 K ID (OID) DFiH
B HHEITHRAEE LV EZHRE
LE7, OIDITITRKARI2DERZ AT
THZENTEET, ZOa~vr R

X, SNMP R— A D/ T f—< 2 A F
=R YT Y ANTF NS R R
YIT LI TEE TN, IP

N—T 4T T—TN, MACT KL
A T—=T), BEEDMIB 72 EDT A
T LOEFH 2P A~D T 7 & AL
REnEd,

Note
—ZWED OID 1ZA LT L~ULE T
7T —7 N =k LT H T &
NTEET,

VERHRAOEIZT Z D a~ v N
ViU £,

ATvT8

(Optional) description text

Example:

switch (config-role)# description Thisg|
role does not allow users to use
clear commands

2—/LOMAEEE L ET, IR
AR—AHBEGHDH N TEET,

ATvT9

exit
Example:

switch (config-role)# exit
switch (confiqg) #

g—)lary74¥al—TarF—FK
ERETLET,

ATy 710

(Optional) show role

Example:

switch(config)# show role

a—H o— VOREERRLET,

ATvIN

(Optional) show role {pending |
pending-diff}

Example:

switch (config)# show role pending

BeAG 2 e DITREEIREEIZ > TV D
a—W o— VEREEZFRLET,

ATvT12

(Optional) role commit

Example:

switch(config)# role commit

—BF = N—=2ANICH D —Y 1 —
NOREEREFITa L 7 4 Falb—
Ta A LET,

1a—47h9> rsLURBACDEE [}
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Command or Action Purpose

X w 713 | (Optional) copy running-config FEiTary 74 FXal—ark, A
startup-config H— KT T a7 Xalb—g
Example: WZav—LET,
switch (config) # copy running-config
startup-config

WRET IL— T DERL

T AR BEERE 7 NV — T2 AERL LT, CiscoNX-0S V7 M7 = 7T B2+ 55F 7 4L F OHREY
2 MZBITEET, ZNOOMIEZS L — 7131 S ERITEROBEELZ S A TWET, k64
MOMRE /N — T2 ER TX £,

N

Note =7 )L MEREZ L —T L3 2ZEH T 52 LITTEEHA,

Before you begin

a—W o — LREZEAAT LA, REZEA T 2RO T T Cisco NX-0OS T /31 A
Ta—Y% o — LR EDEARZH/ VI LET,

Procedure
Command or Action Purpose
X 71 |configureterminal Sa—L AT 4 e l— g
Example: E— RNEBBLES

switch# configure terminal
switch (config) #

Z 5w 7 2 |rolefeature-group name group-name a—H o — ) UERE /L — T 4RE LT,
Example: o— Ve NN —T a7 4 X2 L —
switch(config) # role feature-group name va s e }:%fﬁﬁﬁé?L/EE’?}

GroupA o
switch (config-role-featuregrp) # group-name éléﬁdi\ HElij( 32 ii@ﬁ é
DFHFDOA NY > 7T RILF/NLFE
BRI ENET,

AT 7 3 |featurefeature-name HRE 7 L — 7 DFERE AR E L £
Example: VERHEREORIZT Z DA~ NEigD
switch (config-role-featuregrp)# feature ﬂg]Jziﬁfo

radius
Note

HReD a2 KR T 25613, showrole
component =~ > R&afH L £,

B =¥ 759> FE&URBACDHE
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A A—LAVE—TARARYI—DEE .

Command or Action Purpose
AT 74| exit 0 VSRS —T 3T Ko L—
Example: YarE—RFakTLET,

switch (config-role-featuregrp) # exit
switch (config) #

Z 5+ 7 § | (Optional) show role feature-group B UHRE S N — TR R R LE T
Example:

switch (config)# show role feature-group

A5 7 6 | (Optional) show role {pending| BOATY % 72 30 I RBPRIEIC 72 > T 2
pending-diff} - u—LBEEFFRFLET,
Example:

switch(config)# show role pending

ZFw 77 | (Optional) role commit — T =2 R—2ANIIH DB —Y o—
vaiEALET,

switch (config)# role commit

Z T+ 7 8 | (Optional) copy running-config FTarT74F¥al—vark, AL—
startup-config NPy a7 4 Xal—vgila
Example: E—L £,

switch (config)# copy running-config
startup-config

A—HA—JILA A —T A RAR)O—DERE

Procedure

=PRI =T 2 A AR V= EETH LT, 2—PRT I ERATELA V4 —
T AEFRTEET, 774NV T, 2= o —lEoTITRTOA U F—T =1 A
~DT 7B ARHFRENET,

Before you begin
1 SFEZFEHOL—Y v — LB ERLET,

2—% v — VR EEEAMAT D561, FHELEAT DHRDT T Cisco NX-0OS 7 /31 &
Ta—% o — LR EDEAMZ A X —T M LET,

Command or Action Purpose
X 71 |configureterminal Sa—JL gy T 4R al— gy
Example: E— NEBBLES

switch# configure terminal
switch (config) #

1a—47h9> rsLURBACDEE [}
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Command or Action Purpose

R w 72 |rolename role-name a—HPF g—EFEEL, u—)L a3
Example: T4F¥alb—vary E - FalMmLE
switch (config)# role name UserA ?ko

switch (config-role) #

AT 7 3 |interface policy deny 0= A B =T AR —ar
Example: T4 Falb—varE—FeBLE
—g—O

switch (config-role)# interface policy
deny
switch (config-role-interface) #

T 7 4 | permit interface interface-list O—LNT VB ATEXARAL L Z—T oA
Example: ZDY A NEfRELET,

switch (config-role-interface)# permit| y\BE/a (> 2 —7 « f 2O ITZ D=2
interface ethernet 2/1-4 . g o s
VU REBDIELET,

AT v 75 |exit O— A B =Tz ARY L —ar
Example: T4 Falb—arE—RERKTLE
—éAO

switch (config-role-interface) # exit
switch (config-role) #

R T 7 6 | (Optional) show role o VREE TR LET,
Example:

switch (config-role)# show role

R 7 71 |(Optional) show role {pending | Bl § 2 7o OICREIRIBIC R > TV D
pending-diff} o= m— L RREE R LET
Example:

switch (config-role) # show role pending

R 7 8 | (Optional) role commit — T — 2 R—2Z2NIIH D —Y o —
Examp'e: A% @gﬁﬁzﬁﬁ%i??: 7 A 3’\'1 Lr—
TaZEALET,

switch (config-role)# role commit

2T 7 9 | (Optional) copy running-config Flrar74Xalb—vark, AF—
startup-config Ny ary74F¥al—gila
Example: E—LET,

switch (config-role) # copy
running-config startup-config

Related Topics
a—H g — LB LU — L OER (9 2—2)
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a—vo—pvaKy—nzE [

A—H% O—JLVIAN KR O—DER

22— a— /L VLAN R Y V—%2BESTHZ LT, 2—FRT 7 BATE S VLAN 2R TE
T, TN ITIE, 2= = I Lo TT R TDOVLAN~DT 7B ANRF A ENET,

Before you begin

1 DFERITEH O —Y v— L 2B L £,

Procedure
Command or Action Purpose
R w 71 |configureterminal Ja—r) a7 4 el —a
Example: T—FEWRLET

switch# configure terminal
switch (config) #

R 7 2 | role name role-name AW m— B EEL, m—L oy
Example: T4F¥alb—vary E—FalMmLE
switch (config)# role name UserA ?ro

switch (config-role) #

AT 73 |vlan policy deny 72—/ VLAN RY > — a7 4 Xa
Example: L—yar =Nzt LET,

switch (config-role)# vlan policy deny
switch(config-role-vlan) #

AT 7 4| permit vian vian-list B— VN7 7 & ATE D VLAN OFifH
Example: EHEELET,
switch (config-role-vlan)# permit vlan VB 72 VLAN 0)%{7‘:&‘} Tohavwy K&
o G0 ELET,

AT 75| exit B—/LVLAN R >— ar7 4 Xz
Example: L—raryE—REKTLET,

switch (config-role-vlan)# exit
switch (config-role) #

A7y 76 | (Optional) show role R VREEZ TR LET,
Example:

switch (config)# show role

R 7y 71 |(Optional) show role {pending | B2 7o OICREIREBIC R > TV D
pending-diff} o=y B VREEFR LET
Example:

switch (config-role)# show role pending]
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A—Y F7HI 2 & LU RBAC DERE

Command or Action

Purpose

ATvT8

(Optional) role commit

Example:

switch (config-role)# role commit

T R=ZNICD DY r—
NV OREERE2FEI T2 7 4 F 21—
vaiZmHLET,

ATvT9

(Optional) copy running-config
startup-config
Example:

switch (config-role) # copy
running-config startup-config

a7 4 Xal—yark, AX—
N7y a7 4F¥al—vgrila
to“*[/ij—o

Related Topics
2—HF m— B L OL— L OIERR (9 ~2—)

A—H B—J)LOVRFRY) O—DER

2—HP a—/LOVRFRY L —%2EF LT, 2—VPNT /A TE&SLVRFEZHIRTEES, 5
TN FTIE, 2= v =k o TT_XTD VREF ~DT 7B AR ENnNFET,

Procedure

Before you begin
1 DFIFEHDO 2 —Y v — L ZAFR L,

a—W 0 — LREZEAAT DL, REZEA T DXRDTRTD Cisco NX-0S T /3 A
Ta—HY o — AR EDEAZ A F—T M LET,

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g v
E—RFZBBLET

ATvT2

role name role-name

Example:

switch (config)# role name UserA
switch (config-role) #

a—HF r—EEEL, B—L a3
TA4F¥alb—vary Ew—FEBBLE
ﬁ‘o

ATvT3

vrf policy deny

Example:

switch (config-role)# vrf policy deny
switch (config-role-vrf) #

og—/)LVRFARY >— a7 X2l —
vary ET—FREBBLET,

ATv74

per mit vrf vrf-name

Example:
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No Service Password-Recovery [Z DLV T .

Command or Action Purpose
switch (config-role-vrf)# permit vrf %Eiﬁ VRF @4:(5(7’—4”- N E=2% }\}i,ﬁ/;'“g
vrfl N N
DiRLET,
ATy 75 |exit 2—/LVRFAEY v— a7 4 ¥al—
Example: YarE—REKRTLET,

switch (config-role-vrf) # exit
switch (config-role) #

A7 76 | (Optional) show role H—VREE TR LET,
Example:

switch (config-role)# show role

R 5 77 | (Optional) show role {pending| KA % 72 DI REARIELC 72 > TV B
pending-diff} - u—LREEFFRFLET,
Example:

switch (config-role)# show role pending]

ZFw 7 8 | (Optional) role commit — T — X R—2ANIIH D —Y 1—
Examp'e: b @%E%E%%?‘T‘j 74 ""?ﬂ- Lr—
vaiZEALET,

switch (config-role)# role commit

R 5w 7 9 | (Optional) copy running-config FATar7 4 Xal—vark, A4—
startup-config NPy a7 4 Xal—rgila
Example: E—LET,

switch (config-role) # copy
running-config startup-config

Related Topics
a—H g — LB LOL—LOER (9 2—2)

No Service Password-Recovery [CDUNT

No Service Password-Recovery #EEIZ LV, T Y — N ~DT 72 A EFFOMLBNL—Z B IO
N—Z DXy NI =TT 78X THHiEEEZ 2 b0 Z &I 7,

No Service Password-Recovery @ 14 *— 7 )Lk

No Service Password-Recovery BEEEDS H N 72 > TV DA, Xy NV — 7 MR Z RO B LA
SMIEBE AT — REEBETEEHA,
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. No Service Password-Recovery ® 1 ~— JJL1t

1R BHHEIIZ

no service password-recovery 2 v & NZ PGS 256G, v A3 T, 734 A bEENTZIGATIC
VAT AT 4 X al—vay Iy ANOat—ERET LI EEHRELTOET,

FIE

ARV RFERETI a3 Y
configureterminal

1

switch# configure terminal
switch (config) #

E:)

Ja—\ )L a7 4 FXalb—a
T— REHBELET,

&

Nno service passwor d-recovery

1

switch (config)# no service

password-recovery

WARNING: Executing this command will
disable the password recovery

mechanism. Do not execute this command|
without another plan for password
recovery. Are you sure you want to
continue? (y/n) [yl v
switch(config)# copy run start
[ )
100%

Copy complete, now saving to disk
(please wait) ...

Copy complete.

ATw T2 IRAT— REEA D= XL EHEH L

‘@40

ATvT3

(f£7) copy running-config
startup-config
i) :

switch# copy running-config
startup-config

FlTar 7 4 Fal—yarhk, AX—
NPy a7 4 Xal—vgila
E—L ¥,

ATvT4

Reload
B

switch (config)# Reload

This command will reboot the system.
(y/n)? [n] y

2018 Jun 26 16:23:19 BAR %$ VDC-1 %$
$PLATFORM-2-PFM SYSTEM RESET: Manual
system restart from Command Line
Interface

CISCO SWITCH Ver 8.34

CISCO SWITCH Ver 8.34

Manual system restart from Command Line
Interface

writing reset reason 9,
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B

ax ;&

14 7hvo rssvreac ke |

AU RFERETOVa Y

B8

switch (boot)# config t

Enter configuration commands, one per
line. End with CNTL/Z.
switch (boot) (config)# admin-password

Abcd!123$

ERROR: service password-recovery

disabled. Cannot change password!
switch (boot) (config) #

ATvTh

exit
51 -

switch (config)# exit
switch#

Jua—n)ar7 4 Xal—rar
E—FEKTLET,

ATvT6

(f£%&) show user-account

1

switch# show user-account

H—VREE TR LET,

ATy T17

(f£&) copy running-config
startup-config
i) :

switch# copy running-config
startup-config

FiTar74Xal—vark, AX—
FP w7 ar7 4 ¥al—vgla
v—LEd,

A—YHY F7hO2 FE XU RBAC

2= T H 7 MBI RBAC REFRETFRT DI

EXTE DAEEE

2. ROWFTNNOEEEZITONET,

avy R

B8

show cli syntax roles network-admin

network-admin = — /L 2M#E
DM, avr ROBTEE
rLET,

show cli syntax roles network-oper ator

network-operator 2 —/L"C,

show role

a—Y o— ) LOREEFR L
\32—3—0

show rolefeature

EREY A FEFRRLET,

show role feature-group

BERE N —T DR EE TR L
\i—g—o
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B =579 rs&uRBAC OEES

avy kR B#)

show startup-config security AR— K T S a7 4 X
L—yarDa—F T hur
FMREZRRLET,

show running-config security [all] Eitar 7 4 FXal—T g

Da— TH T R R
RLET, al F¥—U— F&ts
ETDE, 2=F THT b
DT 7 v MEBPER SN E
ER

show user-account T h YL MERE R
LETS

A—HY T7ho2 bE KU RBAC DEETEHI
RIT, 2= m— L ERET HHEZRLET,

role name User-role-A
rule 2 permit read-write feature bgp
rule 1 deny command clear *

KIZ, BGP AN L THRRL, EIGRPEZEFRT DL IICA v H—T =2 AERETE DA —
P o — VB BT B 2R L ET,
role name iftest

rule 1 permit command config t; interface *; bgp *

rule 2 permit read-write feature bgp
rule 3 permit read feature eigrp

Lo, =N 1EFA =T A XA ETBGP ARET HI EAHRRICL, L—/121F
confighgp =~ > RZFRE L THFITL~ULdD show 2~ K& debug =~ K% BGP IZ%f LT
AT HZLHAMTL, L= 3ITETLULD show 2+ N & debugeigrp =~ & &
BINZTHZ LEARRIZLTHNET,

WIZ, FEDA v Z—T 2 A AT ERECEH—F 0 — L ERETHHZRLET,

role name Int Eth2-3 only
rule 1 permit command configure terminal; interface *
interface policy deny
permit interface Ethernet2/3

wIT, aa—W o — LRE S N — T R ET AR L E T,

role feature-group name Security-features
feature radius
feature tacacs
feature aaa
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A4 7hoy sk URBAC<ET sEmEs ]

feature acl
feature access-list

RIZ, 2= TV P aRETDHHERLET,

username userl password Als2D4f5 role User-role-A

WIZ, T78A% OIDH 7Y ) —O—FIZHIET 5725 ® OID b— /L &8I B4 %~ LE
ﬂ—o

role name Userl

rule 1 permit read feature snmp

rule 2 deny read oid 1.3.6.1.2.1.1.9
show role name Userl

Role: Userl
Description: new role
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity
2 deny read oid 1.3.6.1.2.1.1.9
1 permit read feature snmp

W, HMESNZO0ID 7V ) —~DEXIABIERZTF T 502 R LET,

role name Userl
rule 3 permit read-write oid 1.3.6.1.2.1.1.5
show role name Userl

Role: Userl
Description: new role
Vlan policy: permit (default)
Interface policy: permit (default)
Vrf policy: permit (default)

Rule Perm Type Scope Entity

3 permit read-write oid 1.3.6.1.2.1.1.5
2 deny read oid 1.3.6.1.2.1.1.9
1 permit read feature snmp

A—H 7Hhor FE XU RBACIZEHT % EMFR

ZITE, 22— T H Y B IORBAC OFEEIZET A BEMEHRICHOWTHIA LET,

ESpER=¢
BEEIE TZaTFILEAL L

CiscoNX-OS D7 A & A CiscoNX-OS 7 At A JiA K
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HEEE

X=-aT7ILAZA ML

VRF27 4 FXalb—Tas

['Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration

Guide]
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