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T ATEXET,
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SNDENZT NA A TRESNET,
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VREBRDRBDENDDIEDIFEEDNLETT,

SSH B LU Telnet DT 7 #JL FERE

WDFRIZ, SSHEB L P Telnet XT7 A —FXDF 7 3 )V bi®E&ERLET,

Table 1: 7 7 # )L O SSH £ & U Telnet 185 * — 4

INTA—4 TI4ILE

SSH #— A X =TI

SSH H#—/N F— 1024 £ h THRK S #1172 RSA ¥ —
RSA ¥ —/Epk by M 1024

Telnet $—3 TA4E—T N

Telnet " — K& 5 23

SSH & 7' A > D KR AT | 3

SCP #—% Ta4E—TN

SFTP ¥ —/% T 4—=T N
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SSH DEXTE

Z ZTiE, SSH OFEFIFEZOWTHHAL ET,

SSHH—/\ F—D AR

¥ a T EHICHESOTSSHY— A F—2 AT E4, F7 4/ D SSHH—/3 F—
1%, 1024 £ FTAERENSH RSA F—TF,

Procedure

ssiozz [

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (confiqg) #

Ju—)aryZ7 4 xXal—gy
F— Nzl 7,

ATy T2

no feature ssh

Example:

switch (config)# no feature ssh

SSH % iz L ¥ 7,

ATvT3

feature ssh

Example:

switch (config)# feature ssh

SSH # Bz LET,

ATvT4

exit
Example:

switch (config)# exit
switch#

Ja—)L a7 4 Falb—g
t— ]\‘2&.‘)%\87 Li—g«o

ATvT5

(Optional) show ssh key [dsa|rsa|][]

Example:
switch# show ssh key

SSH #r—/" F—%F/R L £,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

Effar74Xalb—vark, AF—
N7 arZaXalb—va il
I:O*A L/jz—g—o
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B =75y rAssHaps—nEE

A—HF T7Hho LA SSH ARF—DIETE

SSHARF—Z2RTETDHE, RAU—FERERINDHI L7, SSHZ FA4 T &AL T
nr7 A4 CTExET, SSHARF—IZ, WOWTNULOEXNTEETEET,

* OpenSSH =

« Internet Engineering Task Force (IETF) SECSH &=

IETF SECSH #2312 & % SSH YT —DIEE

2—H 7 H v FAIC IETF SECSH BT SSH A ¥ — &g E T& 1,

Before you begin

IETF SCHSH 520> SSH AR —Z/Epk L £7,

Procedure

Command or Action Purpose

AT 71 |copy server-file bootflash:filename H—,377 5 IETF SECSH JER.0 SSH F —
Example: %é\h774)/1/%&\\]7:/12_ F‘Liﬁ—o
switchd copy H—/ XX FTP, Secure Copy (SCP) .
tftp://10.10.1.1/secsh file.pub Secure FTP (SFTP) ., F 72X TFTP O\
bootflash:secsh file.pub PR E A TEET

AT 72 | configureterminal JTa—r )L a7 4 Xz l—3a
Example: EF—FEBLET
switch# configure terminal
switch (config) #

AT 7 3 | username username sshkey file IETF SECSH JE .0 SSH /AR % — & 3% /&
bootflash:filename LET,
Example:
switch (config)# username Userl sshkey

file bootflash:secsh file.pub

ATy 74 |exit ra—r\ L ary7 4 F¥al—ay
Example: T—=FERATLET,
switch (config)# exit
switch#

R T v 75| (Optional) show user-account A=W THT L N OREEFFLET,
Example:
switch# show user-account
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OpenssH szt 0> ssH 2Ba%—nisE |

Command or Action

Purpose

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarhk, AX—
NPy a7 Xal—rgila
[:O‘_I_/i‘j—o

OpenSSH i2=X ) SSH A FF—DIETE
22— 7T H 2 M OpenSSH R D SSH ABAF — % HETE £7°,

Before you begin

OpenSSH £ SSH AR — & Bk L £9,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

Ja—nR_) a7 4 F¥al— g
EF—FEBLET

switch# configure terminal
switch (config) #

R 5w 72 |username username sshkey ssh-key OpenSSH & SSH AR ¥ — &5 E L

ijﬂo

Example:

switch (config)# username Userl sshkey
ssh-rsa

BTNy AR TERS 1 98 7] 5t 3 XS OIVH M U PO P
Bl K I/ S el NP/ Al AOHVEREY/GH N BRI 66
XAHNTB 7oV IAL MO QY XS HIUD MKy Zi FNS AT x<8=

AT v 73 |exit Ta—N)L a7 4 F¥al— gy

Example: T RFEHKTLET,

switch (config)# exit
switch#

Z 5w 7 4 | (Optional) show user-account =BT HT U NOREEERLET,
Example:

switch# show user-account
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Command or Action Purpose

R 75 | (Optional) copy running-config FTar 74 Xal—ark, AX—
startup-conflg Ny arvr7sXal—3gila
Example: E—L%9d,

switch# copy running-config
startup-config

SSHOJ A4 UEITORKEBIHDEETE
SSH 1 7/ 4 L BATO A A RE X £ 9, #0 SNHRITORKEEAEBA D & £ v
A LB SN ET,

)

Note ¢ 31T AFFIEUTIE. A —FREE, FEAER—ZDFEGE, BLUVIA T — RF_—2
OFGEZFER LT REENET, A X—T NI ENTWEEEIL, A —FFiENEL S
NET, FEHESR—R LAY — RR—ZADFIHE T BA RF—T M ENTWAIESIT. 3EH
ER—ZOBENELEEINET, TNOTRTOHET, u /A L ITORESNT-HABZ
HE, RRERIEBEZEE L2 L 2R T A v =R RINET,

Procedure
Command or Action Purpose
R 71 | configureterminal JTa—n)ar7 4 Fal—g
Example: E—FZBBLES,

switch# configure terminal
switch (config) #

AT 7 2 | ssh login-attempts number a—HFNSSHE v g r~Du A
Example: AT CE DRANRIRARELET, =
A BATOT T v F ORCRIERIT3
T3, EOHPMIL 1 ~10 TT,

Note

ZDavy RonoBEREEHT L L.
PUaiO = 7 A AT OEDHIBR S,
a7 A AT ORKREENT 7 40 b
fED I ITRESNET,

switch (config)# ssh login-attempts 5

25+ 7 3 | (Optional) show running-config security | SSH = 7/ > #/F DRk TE & AL 7= fi Kl
all BaFomLET,
Example:

switch (config)# show running-config
security all

. SSH & & U Telnet D&%



| SSH & & U Telnet 3%

sshtveavoms [

Command or Action

Purpose

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

fEE) #Tar74F¥al—v g%
AH—=KT o a7 4F¥alb—3g
NZar—LET,

SSHt v a3 hRE

CiscoNX-OS T /3A A5 IPvd £7213IPv6 2 L CSSHE v a V&Bs L. VE—F T
INA AL LET,

Procedure

Before you begin

VE—h TR ADKRA M ETEL, HERL, VE—F TS AD2—FLLEELE

B

UE— K F4 2D SSH —"EZHZ LFET,

Command or Action

Purpose

&

ssh [username@] {ipv4-address| hostname}
[vrf vrf-name]

Example:

switch# ssh 10.10.1.1

PvAZFEHALTCYE—F TRALR2ED
SSHIPV4A v a U E{ERLET, 7
7 /v b® VRF X5 7 /v ks VRF T
j‘o

ATvT2

ssh6 [username@] {ipv6-address| hostname}
[vrf vrf-name]

Example:

switch# ssh6 HostA

IPv6 ZFHLTYE—F FRAL 2 LD
SSHIPv6 v i a3 v ZIERR LE T,

TJ—hrE—FMoDSSHE Y 3 DA

Before you begin

SSHE v ait, VE—b T8 A |ZHHET D Cisco NX-0OS T34 ADT— k T— FKh b
BitECX F 9,

VE—bF TAALZADKRA MERGL, BERL, VE—F TS 202—FH b IE L E
-gAO

UE—h T4 2D SSH —"ZHM L E T,

SSH s & U Telnet DEE [



SSH & & U Telnet DFE |
B sstosxo—EnRELT7 L aE—0RE

Procedure

Command or Action Purpose

AT 71 | ssh [username@]hostname JE—h FARALA~DSSHE v 3
Example: %E\ CiscoNX-0OS 5:/§4) 2@7\_‘ }\ £ —
switch (boot)# ssh userl1@10.10.1.1 l“7§3Eﬁ5JﬂZL§ETO ?771—/1/ }\ VRF 75‘)‘

FIHER S ET,

ATy F2|exit T—hE—FREKTLET,

Example:

switch (boot)# exit

AT 7 3| copy scp://[username@]hostnameffilepath | % =7 2 v— 71 h =L (SCP) %

directory LT, 77 A /L% Cisco NX-OS 7
Example: WA ZPBYEFE— R T/, ZA~ab’—
switch# copy LET, 774/ 5 VRE RNFIZHH X
scp://userl@10.10.1.1/users abc ﬂij—o

SSHDNNRT—FRRELZT74)L AE—DEE

CiscoNX-0S 7 /34 A& Secure Copy (SCP) H—/3F 721% Secure FTP (SFTP) H#— 3|2, /X
AT—=RIBPLTT 7 AN EAE—FTHIENTEET, INEITHICIE, SSHIZEARREAD
NP — LR X — CHERL S LD RSA E72EDSA DT A T2 T 4 7 4 ZARRT 2 LERH Y

ji—g—‘o
Procedure
Command or Action Purpose
X 71 |configureterminal Ja—r) Ay 7 4ol —a
Example: EFE—FZBBLES

switch# configure terminal
switch (config) #

R 72 |[no] username usernamekeypair generate| SSH O/ARB % — & i X — % ARk L,

{rsa [bits[force]] | dsa [force]} ¥87E L7z —HF D Cisco NX-08 7 /31
Example: ADKR—=LT 4 L7 R
switch(config)# username userl keypair (SHOME/.ssh) (2484 L F£7, Cisco
generate rsa 2048 force NX-0S 5:“/\‘/]) Xf@i\ :ﬂ%@i"r—%
EALTYE—F v SSHH—
LW LET,

bits 31 821%. F—DERIZfFE AT 5
vy MEAEEELET, AT
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SSHD /{2 7— kR EL 774 L at—oBE [

Command or Action

Purpose

768 ~ 2048 T, T 7 F /L MEIX 1024
<7,

BEfFOXx—%E Xz 53551%, force
F—U—REMHEHALET, forcer—U—
RZ280 L7356, SSH F—MN9 TiZ
FE L CTWOUE, SSH F—I3AEmK S
FH A,

Z 5 7 3 | (Optional) show username username RELZa—VOARIF—%2F R LE
keypair 7
Example: Note
switch(config)# show username userl X274 OB b, Zoav
keypair Y R CTREX—IIFRREINEEA,
AT 7 4 |Required: usernameusernamekeypair | Cisco NX-OS 7/3A ZADF—2h F 4 L

export {bootflash:filename |
volatile:filename} {rsa|dsa} [force]
Example:

switch (config)# username userl keypair]
export bootflash:key rsa rsa

7 RS, FBELET— 7T v va
FTAVLZ MY FERT T LT Y
2. ABF— X —%2 =7 AR — |
LT,

BEffOXx— % E Xz 53561%, force
F—U—REHEHLET, forceF—U—
RZ280 L7356, SSH F—n9 TiZ
FEL TOUE, SSHF —|x= 7 AR —
FENER A

ERR LI — T %27 AFR—F T 5
EE MEX—ERS T 52T L—
X ANTTTHEHICRDENFT T,

—3 BBELEZ7ALE LT R
A— b, AfF—IF, RC77 1V
A pub JEIETFEAHT T 7 AR — K
INFET, ZNT, ZOF— X7 &
E D CiscoNX-0S 7 /34 Rz — L,
SCP F 721X SFTP #fEfH L TH— 3D
R—ALT 4V 7 FUIZAHF— 774
U (*pub) ZaBE—TEX5H LT D
£7

Note

tX=2 U7 4 LOERENS, Z0a~
VRiIFZe—n a7 X L—
vary ET— RTLMNFETTEEEA,
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Command or Action

Purpose

ATvT5

Required: username username keypair
import {bootflash:filename |
volatile:filename} {rsa|dsa} [force]

Example:

switch (config)# username userl keypair
import bootflash:key rsa rsa

BELET— 7 TvvaT L7 b
VELIT—FT 027 MU 26, Cisco
NX-0S XA ZADHR—L T 4 L7
12, =7 AR— bk LA — & s
F—%AUR—FLET,

BEfF DX — % iz 25613, force
F—U—RKEFEHLET, forceF—U—
N&EME L7286, SSH ¥+ —239 Tl
FAEL TWOUE, SSH F—(dA v R—
MENFERFA,

ERR LT — T2 R— b T5L
&, WEX—ZE LT X7 L—X
EANTDHE RO ONET, E

XTI ELLE 7 7 AL E LTA UAR—
b &L, ABEF—IXR L7 7 A4 VAT

pub JLEEFZ T TA VAR — FEE

7

Note

X2 V70 FoHENNS, 20w
v RIEZe— a7 4 X2 L—
var E—RTLNETTEEHA,

Note

INRAT— R L TH =T 7 EAT
XHDF, = A"THF—NEEINT
WD L= DHTY,

What to do next

SCP #—/NFE 7L SFTP H—/NT, WD a~» RE[HH LT, *pub 7 7 AV (o & 23,
key_rsa.pub) (ZH&HH S U7 ABR *F — % authorized keys 7 7 A /WIZIBM L £,

$ cat key_rsa.pub >>$HOME/.ssh/ authorized_keys

INT, EHEDO SSH 2w FBLOSCP 22w REFEHA LT AR —FRE2EELRLS Th,
Cisco NX-OS T34 ZANBY =N T7 7 A VB a b —T&x£7,

SCP Hr—/\ & SFTIP H—/\DE/TFE

VE—RFT RS ALEDOMT7 7 ANV EaE—T&B K91,
/NFETZIZSFTP — 3%

IZSFTP o~ R&EFEITTxE 7,

. SSH & & U Telnet D&%
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\)

x 5003 sEB3E~—2 0 ssH @iEnEE [

Note

arcfour 33 X UY blowfish cipher 47" 2 > % SCP H— XTIV HR— F N FHA,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— N VREE— FEBB L ET,

ATy T2

[no] feature scp-server

Example:

switch (config)# feature scp-server

Cisco NX-OS 7 /34 A _EC SCP #—N
BAX—TNERIET 4 B—T 0L E
j—o

ATvT3

Required: [no] feature sftp-server

Example:

switch (config)# feature sftp-server

Cisco NX-0S 7 /34 A | SFTP #—
A X—TNVERIEIT =TT LE
K

ATv74

Required: exit

Example:

switch (config)# exit
switch#

Ja—)L a7 4 FXal—g
t— ]\\‘%%gT L/i‘g—o

ATvTh

(Optional) show running-config security

Example:

switch# show running-config security

SCP #—/N& SFTP #— DR E AT —
AL RN LET,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar I 4 Fal—ark, AX—
Ty a7 40Xl — g0l
v—LEd,

X.509v3

AEBAZE~N—XAX D SSH

X.509v3 FEAE A9 25 SSHRGEARETE £,

FREL D EXTE

AEZYAR—F LT ER A,

1R BRI

Cisco NX-OS iZ. V ®£— b TACACS &

JE—h F4 ZAD SSH y— % A F—T M LET,
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AU RFEEETO 3y

B8

ATy T

configure terminal

1 -

switch# configure terminal
switch (config) #

Ja—nRN) a7 4 F¥al— g
E— FEBBLET

ATy T2

user name user-id [password [0 | 5]
password]

51

switch (config)# username jsmith
password 4Tyl8Rnt

22— T hNERELET,
user-id 5180, KT E/INCFER XA
INDHFEHFT, RARILFTYT, =
e —rB L) £— b 2—H%—
OMFICETUTED EF, fRETES
LFIE, A~Z DFERILF, a~zD
HONLTF, 0~ 9 DT, NA TV
). BUAR (), 7T —2ay
()« TR E (1) . BLO%ES
(=) T, Tvbh~—7 (@ &V
T— b =YL TIIHATE £,
a—h) a—FLTIHEHATEEYE
g

L —PHOSHAITIELT TIRE D LHE
NV ET,

T 74V b RAT— RIZEZSI LTV
F¥A, a3 D0, RNAT—
RRZ VT TFARTHY, 51F/8A
T — FREBLSNTWD Z L& Bk
LET, 774 MI0 (VT TF%
A K) TY,

GE)
INAT— REWRE LS T25A.
22— CiscoNX-OS T34 Z|za 7
A TCEEH A,

GE)
BBl N AU— KA T Vg a2 HHL
Ta—FT7Hh 7 FEERT 5854,
535 SNMP 2 —H 3Bk &Nk &
/Vo

ATvT3

. SSH & & U Telnet D&%

username user-id ssh-cert-dn dn-name
{dsa|rsa}

1 :

RO —% 7 v > FREREICER T
% SSH X.509 FEFHE DA% & DSA 7
NI XLERELET, 4 TR
K512 LF T, PUTRTIRICHE S &4
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x 5003 sEB3E~—2 0 ssH @iEnEE [

ARV FFEREETIVa Yy

E:)

switch (config)# username jsmith
ssh-cert-dn "/O = ABCcompany, OU =

ABC1,

emailAddress = jsmith@ABCcompany.com,
L = Metropolis, ST = New York, C =
US, CN = jsmith" rsa

ERHY ET, BTA— T FLAL
IREEN ZF N Z 4 emailAddress & ST (12
RESNTWAZ EAMERLET,

27w 74 |[no] crypto catrustpoint trustpoint R R ALY R ERELET,
i - GE)
switch (config)# crypto ca trustpoint| Z (D3I~ R no ﬂ%fﬁ%fﬁﬁﬁ LTFh
wenes . . T A NRA N ERAIBRT DENIC, £
switch (config-trustpoint) # . .
deletecrl 35 & U" delete ca-certificate =
~» FafH LT, CRLELTUCAGE
HELZHIBRT O2LERH D 77,
X w75 |cryptocaauthenticate trustpoint R A RRA > FO CAGFAEEZHRE
i - LET,
switch (config-trustpoint)# crypto ca| (GF)
authenticate winca CA %E%%%ﬁu&%@—é G:Vi\ 2z
RAhary74¥alb—rarE—
R C delete ca-certificate 2~ > K& A
JILET,
ATy 76 ({£E&) cryptocacrl request trustpoint | Z OIHIIA 7 > a TN, < HELE
bootflash:static-crl.crl SNEd, FTRIKRA L FOEERE
Bl KAV A b (CRL) A LET, CRL
switch(config-trustpoint)# crypto ca 7 Tj}]/&i: hT A RAA R @:cl:’)o
crl request winca TR LIZGEAZFEDO Y A FDAF >~
bootflash:crllist.crl g v k —’C\\—g—o DA &7«/{ w277 CRL
U A ME BEER (CA) MBT /3 A
WICFETar—snEd,
GE)
AHT 4 w27 CRLIZ, ¥HR—FEH
TOBHE—ORIF = v 7 HRTT,
GE)
CRL #HIFR9 5 I21%, deletecrl =~
Y REATTLET,
AT 71 (f£&) show crypto ca certificates BESIVTCWDEEAEE T TF = —

51

switch (config-trustpoint)# show crypto
ca certificates

L. BEEMTENTWD M T A RRA
VENERRLET,

SSH s & U Telnet DEE [
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B

axX ;e

SSH & & U Telnet DFE |

ARV RERETI3 Y EL:Y

ATvT8 (f=&) showcryptocacrl trustpoint |[f§E L7 F 7 A haA > @D CRL U &
- FOWEERTLET,
switch (config-trustpoint)# show crypto
ca crl winca

ATvT9 (f£7) show user-account WESNTZa2—VTH U FOEH%E
i HRLET
switch (config-trustpoint)# show
user-account

ATV 710 | (&) show users FRL 2R Za T F o LTS —HR
- KRSINFET,
switch (config-trustpoint)# show users|

ATv 71 | ((EE) copy running-config FIfrar74Xal—ryark, A

startup-config
i

switch (config-trustpoint)# copy
running-config startup-config

A= T a7 4 Fal—ay
Zar—LEd,

=n,

LAL—SSH 7L XLDYHR— DR

VAV —SSHEX=2UT 4 7TV XA, AvbE—Uf8FEa—F (MAC) | ¥— %47, B
JOW 5DV R— P 2R ETEET,

FIE

ARV RFFEERTIVa Y

=)

ATy T

configureterminal

1

switch# configure terminal

Ja—nN)L a7 4 F¥al— g
T— FERBLET,

ATy T2

. SSH & & U Telnet D&%

(&) ssh kexalgos [all]
i) :

switch (config)# ssh kexalgos all

it Z L OF—DERIEM SN D F—
B SH AN THD, YAR—FSNTWLHT
~T D KexAlgorithms #H 22T 512
I, al ¥F—U—R&EHLES,

HAR— k&35 KexAlgorithmn (FIR D &
b TT,
* curve25519-sha256

» diffie-hellman-group-exchange-sha256
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LAv—ssH7 LTy anygi—roBz ]

AU RFERETOVa Y

B8

» diffie-hellman-group1-shal
« diffie-hellman-group14-shal
» diffie-hellman-group1-shal

* ecdh-sha2-nistp256

* ecdh-sha2-nistp384

ATwT3| (£E) sshmacsall NI T4y IV EEORHICHERSND
i - AybE—UFiEa— R THbH, HR—h
N , ENTVAHETRTOMACEANIZLE
switch(config)# ssh macs all
7
PAR— b END MAC FKRDOELBY T
7
* hmac-shal
ATv 74| (&) sshciphers[all] FAR—=FEINTVDLTRTOREEHR)
- o LT LT B, all
) . , U— RE[MHLET,
switch (config)# ssh ciphers all
PR — MG ORE 5
* aes128-cbc
* aes192-cbe
* aes256-cbe
 aes128-ctr
* aes192-ctr
* aes256-ctr
* aes256-gcm@openssh.com
* aes128-gcm@openssh.com
ATv 75| ({LE) sshkeytypesall P3N T T AT MR L THE ZR

1

switch (config)# ssh keytypes all

AET D7D TE 28 F— 71
FYRXLTHD, PAR—FSNTNDHT
~X"C @ PubkeyAcceptedKeyType & A 5T
LEd,
PR=FENLF—FATBRO LB
D TI,

* ssh-dss

* ssh-rsa

SSH s & U Telnet DEE [



B 7o rossiy—nk—rozE

FTIAILEDSSHY—/NR— FDEE

Cisco NX-OS Cisco U U —% 9.2(1) LA, TlE, SSHV2 DR — & 5% T 7 4/ hDOFR— ~ &5

VWS EETEXET, 574/ 8D SSHAR— FOEHERHIAH S 55K L0,

SSH & & U Telnet DR E

AU

NIRRT TAN =Lty va  BEWNZEZYR— M D8N FERLET,

FIE

ARV RFERETIVa Y

=)

&M

configureterminal

1

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g v
£ F%Fﬂlﬂﬁébij«o

ATvT2

no feature ssh

1

switch (config)# no feature ssh

SSH % E2hiZ L £,

ATvT3

show sockets local-port-range

1

switch (config) # show sockets local port

range (15001 - 58000)
switch (config) # local port range (58001
- 63535) and nat port range (63536 -
65535)

e AN — M 2 Fon L £ 9,

ATvT4

ssh port local-port
fi

switch (config)# ssh port 58003

R b EBELET

R T 75 |featuressh SSH ZAzhiz LE,
{5
switch(config)# feature ssh

AT w76 |exit Jua—nN\)arZ 4 Xal— g
15“ : £— F%f%gT LiTo
switch(config)# exit
switch#

AT F1| (L&) showrunning-configsecurityall | % = U T 4 O EEZFRLET,

1

switch# ssh port 58003

ATvT8

. SSH & & U Telnet D&%

(f£&) copy running-config
startup-config

1

FETar 7 4 Fal—rark, AX—
NPy ar7 4 Xal—rgila
E—L £,
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sshz tosu7 [

AU RFERETOVa Y

B8

switch# copy running-config
startup-config

SSH RRA DT 7T

P— B SCPE/IXSFTP2EH LT 7 A Va2 X T ra— KT 555, L3I0 7 34
AMBYE—FRANMISSHE Y a 2T 2561215, 2OV —L(EHTE 5 SSH
BRI SNE T, =2—HF T H T b, FGEHTELSSHY—"O I RANIZ IV TT5Z
ENTEET,

Procedure

Command or Action

Purpose

ATy T1

clear ssh hosts

Example:

switch# clear ssh hosts

SSHARZ N v arBIUOBEAOR
AN TZ7ANETZ VT LET,

SSH Y —/\DF7 1+ tE—7TJLiE

CiscoNX-OS Tld, T 7 4/ F CSSHY— "0 A 2 —T W72 >TWET, SSHY— 2T ¢
=TT B E, SSH CTAAL v FIZT 7B ATEHZ L &ZIETEE£9,

Procedure

Command or Action

Purpose

&M

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 Falb—g
£ — F%Fﬂlﬂﬁébij«o

ATvT2

no feature ssh

Example:

switch (config)# no feature ssh

SSH Z MExhiZ L %4,

ATvT3

exit
Example:

switch (config)# exit
switch#

Ja—)L a7 4 Falb—g v
t— F%%@T Li—g«o

ATvT4

(Optional) show ssh server

Example:

switch# show ssh server

SSH ¥V —"OREEFRLET,

SSH s & U Telnet DEE [
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SSH & & U Telnet DR E

Command or Action

Purpose

ATvT5

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarh, AX—
Ny ar7 4 Xal—rgila
[:0_ Li‘ﬂ—o

SSH H—/\ X—DHIBx

SSH #— %5 4 &—7 /L2 L=, Cisco NX-0S /34 Z D SSH #— N F— A2 YR TX

i‘@_o

)

Note SSH % M A % —7/MZT5I11E, £9°. SSH Y= F—%2 AT 508N H Y £7,

Procedure

Command or Action

Purpose

&I

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—_ ) a7 4 FXal—T g
T FEHBLET,

ATvT2

no feature ssh

Example:

switch (config)# no feature ssh

SSH Z 22 L £,

ATvT3

exit
Example:

switch (config)# exit
switch#

Ju—n)ary7 4 FX¥al—gy
T—FERTLES,

ATvT4

(Optional) show ssh key

Example:

switch# show ssh key

SSH #— F—OREELFK R LET,

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FEfrar 74 FXal—arhr, AX—
Ny a7 40Xl — g0l
vE—L$9,

. SSH & & U Telnet D&%
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ssievyvarnsy7 ||

Related Topics

SSH H— R F—0DARk (5 2—3)

SSHEv> a3 DI U7

CiscoNX-OS 734 2/ SSHE v v a &7 VT TEET,

Procedure
Command or Action Purpose
ATy 71 |show users a—H kg UFREFRRLET,
Example:

switch# show users

ATy 72 |clear linewvty-line a—#SSHEvvarw=7 07 LET,
Example:

switch (config)# clear line pts/12

=L =
Telnet Dz E
Z Z T, Cisco NX-0OS 5 /34 AT Telnet Z5% T3 5 FIEZFHHA L E9,

Telnet +—/\D 4 *—JJL{Lt

Cisco NX-OS 7 /3A A T Telnet — 3% A X—T /W TEET, T 74/ FTiX, Telnet 1%
F 4 =T TT,

Procedure
Command or Action Purpose
R T 71 |configureterminal Fa— L Ay 7 4 X¥al—g
Example: T—FZBBLES,

switch# configure terminal
switch (config) #

25w 72 |featuretelnet Telnet — & A F—7 /W LET, 7
Example: T AN TIRT 4 B—T Mo T E
switch (config)# feature telnet ?ro

AT w73 |exit Ja—r a7 4 Fal—g
Example: T—FERATLET,

SSH s & U Telnet DEE [
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SSH & & U Telnet DFE |

Command or Action

Purpose

switch (config)# exit
switch#

ATvT4

(Optional) show telnet server

Example:

switch# show telnet server

Telnet 4 — OFREEF R LET,

ATy TH

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FTar 74 X¥al—ark, AX—
Ty a7 44Xl —g o
I:O*‘[/ji—g«o

JE— bk T/

\Af R &ED Telnet v < 3 DB

CiscoNX-OS T34 A SSHE v v a VEBKL T, VE—h TS AL TEET,
IPv4 F 7213 IPv6 OWT I EFEA LT Telnet v >3 VEHBTEET,

Before you begin

JE—F FNAL ZADKRA MGETIZIIPT LR L, MBERESTYE—F T, 2O 2—F
LERSELET,

Cisco NX-OS 5 /34 A | C Telnet " — & FZZ L E T,

VE—k T34 A LT Telnet & —"ZHHZLET,

Procedure

Command or Action

Purpose

&

telnet {ipv4-address| host-name}
[port-number] [vrf vrf-name]

Example:
switch# telnet 10.10.1.1

IPv4 ZEALTYE—F T4 LD
Telnet® v a VEBMMLET, T 72
U R DR— FFEFIE 23 T, EOFPH
1L 1~ 65535 C¥, 7 74/Vh®D VRE
17 7 4+ /V k VRF T1,

ATvT2

telnet6 {ipv6-address | host-name}
[port-number] [vrf vrf-name]
Example:

switch# telnet6 2001:0DB8::ABCD:1 vrf
management

IPv6 ZEH LTV E—F T34 2 LD
Telnetz v a VBB LET, T 7%
v b DR— FEFIL23 T, EOHH
£ 1~65535C9, 774/ ~®D VRF
X7 7 /v b VRF T,

Related Topics

Telnet Y — XD A % — 7 LAk,

. SSH & & U Telnet D&%

(21 =—2)
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Telnet tv v 320 y7 |

Telnetzvy>a>ny )7

Cisco NX-OS T34 A5 Telnet By > a v a7 U7 TEET,

Before you begin

Cisco NX-0OS /34 A | C Telnet — % A x—7 I LET,

Procedure
Command or Action Purpose
AT 71 |show users a—H ey a U EREERLET,
Example:

switch# show users

R T 72 |clear linevty-line A=Y Telnet kv ara7 V7 LE
Example: EE
switch(config)# clear line pts/12

SSH # K U Telnet D&% E DFERE

SSH B XU Telnet DR EIEME TR+ 2121L. KOWTHMLDOIEEEZITOE T,

avU R =E]:g]

show ssh key [dsa | rsa] [] SSH #— " F—Z KR LET,

show running-config security [all] | 32472 7 4 F 21— a LV NDSSH & —H T H 7
FOREEZFFLET, dlF—U— R&2fEETHE. SSH
BLO2—F T FOTFT 7 30 MENERSNLET,

show ssh server SSH — DR EEFRLET,

show telnet server Telnet — DR EEZF L ET,

show username username keypair | {57 L 72—V OAHF —%2 KR L £,

show user-account RESNTZ2—F T H T bOFEMERRLET,

show users FRA 2T F L TWSa—FREFRENET,

SSH D&% 7E

WOHFE, OpenSSH F—Z{#H LT SSH #7%ET 5 HiEE L TWET,

SSH s & U Telnet DEE [
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Procedure

RFwTF1 SSHY—"%F s —7T Mz LET,

Example:

switch# configure terminal
switch(config)# no feature ssh

AFv T2 SSHY— N F—%AKLET,

Example:

switch (config)# ssh key rsa
generating rsa key (1024 bits)......
generated rsa key

ATY 73 SSHY— A Rx—TWIZLET,

Example:

switch(config)# feature ssh

ATy T4 SSHY— N F—%2FRLET,

Example:

AT w75 OpenSSH ERD SSH ABF—245E L £,

Example:

switch (config) # username Userl sshkey ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAY190F6QaZl9G+3£1XswK30iW4H7YyUyuA50r
v7gsEPjhOBYmsi6PAVKuilnIf/DQhum+1JINqJP/eLowb7ubO+1VKRXFY/G+1JINIQ
W3g9igG30c6k6+XVn+NjnI1B7ihvpVh7dLddMOXwONnXHYshXmSiH3UD/vKyziEh5
4Tplx8=

ATYT6 REERFLET,

Example:

switch (config)# copy running-config startup-config

SSHD/IXAD—FBNARELGT7A4I)L I E—D

SSH & & U Telnet DFE |

=% 7€ 1

KIZ, CiscoNX-0OS 7 /31 A)25 Secure Copy (SCP) $—/NF721% Secure FTP (SFTP) H— 3

(. NAU—=RQRLTT7 7/ vzat—3458l2RLET,

. SSH & & U Telnet D&%
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SSHD/S27— FpFEL 774 L aE—oxes |

Procedure

AT 91 SSH OAF—EMEX—%2 AR L, 8 L7122 —H D Cisco NX-0OS T /31 ADKR—L T 4
L7 UKL £,

Example:

switch# configure terminal

switch (config) # username admin keypair generate rsa
generating rsa key (1024 bits)......

generated rsa key

ATYT2 HELIa—VOARY—2FK R LET,
Example:

switch (config) # show username admin keypair

R R

rsa Keys generated: Thu Jul 9 11:10:29 2013

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAXWmM])JT+oQhIcvnrMbx2BmDOP8boZELITEJ
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DvYNvgsrU9TBypYDPQKR/+Y6cKubyFW
VxSBG/NHztQc3+QC1zdkIXGNIbEHyFoajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbg
S33GZsCAX6vO0=

bitcount:262144
fingerprint:
8d:44:ee:6c:ca:0b:44:95:36:d0:7d:£2:05:78:74:7d

R R R

could not retrieve dsa key information
khkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkkhkhkhkhkhkkhkhkhkhkkhkhkhkhhkkhhkhxk

ATY T3 CiscoNX-OS THA ADKR—L T4 L7 UMb, BELLET—F 7T vy 2T 427 R
W2, AF—EREX—E2 = AR —FLET,
Example:

switch (config)# username admin keypair export bootflash:key rsa rsa
Enter Passphrase:
switch (config)# dir

951 Jul 09 11:13:59 2013 key rsa
221 Jul 09 11:14:00 2013 key rsa.pub

AT T4 520507 7 A LEMO CiscoNX-OS 7 /314 A~a ¥ — L7-t. copyscp % 721X copy sftp
a~vy REMFEH LT, CiscoNX-OS T/3 ADFR—L T 4 V7 FUIZA U KR—FLET,

SSH s & U Telnet DEE [
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Example:

switch (config)# username admin keypair import bootflash:key rsa rsa
Enter Passphrase:

switch(config) # show username admin keypair
khkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkhkhkkhkhkkhkhhkhkhkhkhkhkhkhkhkhkhhkkhhkxxk

rsa Keys generated: Thu Jul 9 11:10:29 2013

ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAXWmM]JIT+oQhIcvnrMbx2BmDOP8boZE1TEJ
Fx9fexWp6rOiztlwODtehnjadWc6A+DE2DvYNvgsrU9TBypYDPQKR/+Y6cKubyFW
VxSBG/NHztQc3+QC1zdkIxXGNIbEHyFoajzNEOSLLOVFIMCZ2Td7gxUGRZc+fbg
S33GZsCAX6v0=

bitcount:262144
fingerprint:

8d:44:ee:6c:ca:0b:44:95:36:d0:7d:£2:05:78:74:7d

khkhkkhkhkhkhkhkkhkhkkhkhkhkhhkhkhkkhkhkkhkhkhkhkhkhkhkhkhkkhkhkhkhhkkhhkxxk
could not retrieve dsa key information

R R

switch (config) #

AT w75 SCPH— 3 F 721 SFTP #—/NT, key rsa.pub (ZF&#H S 41TV % A — % authorized keys
77 AMTEIMLET,

Example:
$ cat key rsa.pub >> $HOME/.ssh/ authorized keys

INT, EHED SSH 2w FBLOSCP a2~ REMHFHA L T/NAT—REZHEELRL TH,
Cisco NX-OS T /34 ApHHh— N7 7 A NV ab—CT&xE7,

AT v 76 (Optional) DSA F—ICOWVWTZDOFIEAMY KL ET,

X.509v3 ;FEBHEAR— X ) SSH SREF D&% E I
WOFHNL, X.509v3 FEHEA M T 5 SSH ZFEOFRE HEEZ R L TWVET,

\}

GE) U FE— bk TACACS BBIFII VAR — F ENTWEH A, SSH v509v3 FFAEAR— 2 OFHEF D 53 W
A—=FrENTHET,

configure terminal

username jsmith password 4Tyl8Rnt

username Jjsmith ssh-cert-dn "/O = ABCcompany, OU = ABCI,

emailAddress = jsmith@ABCcompany.com, L = Metropolis, ST = New York, C = US, CN = jsmith"
rsa

crypto ca trustpoint tpl

crypto ca authenticate tpl

crypto ca crl request tpl bootflash:crll.crl

. SSH & & U Telnet D&%
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show crypto ca certificates

Trustpoint: tpl

CA certificate 0:

subject= /CN=SecDevCA

issuer= /CN=SecDevCA

serial=01AB02CDO3EF04GHO5IJ06KL0O7MN

notBefore=Jun 29 12:36:26 2016 GMT

notAfter=Jun 29 12:46:23 2021 GMT

SHALl Fingerprint=47:29:E3:00:C1:C1:47:F2:56:8B:AC:B2:1C:64:48:FC:F4:8D:53:AF
purposes: sslserver sslclient

show crypto ca crl tpl
Trustpoint: tpl CRL: Certificate Revocation List (CRL):
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /CN=SecDevCA
Last Update: Aug 8 20:03:15 2016 GMT
Next Update: Aug 16 08:23:15 2016 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:30:43:AA:80:10:FE:72:00:DE:2F:A2:17:E4:61:61:44:CE:78:FF:2A

show user-account
user:userl

this user account has no expiry date

roles:network-operator

ssh cert DN : /C = US, ST = New York, L = Metropolis, O = cisco , OU = csg, CN
= userl; Algo: x509v3-sign-rsa

show users
NAME LINE TIME IDLE PID COMMENT
userl pts/1 Jul 27 18:43 00:03 18796 (10.10.10.1) session=ssh

SSH &5 & U Telnet IZRH 9 5 EMNTEER

Z Z T, SSH B LU Telnet D FEIEZ R 2 BB RIC OV TR LE 3,

ESPER=
BEEIEE T=aTFILERA I

CiscoNX-OS DZ A > A |CiscoNX-OST7 A & A HA K

VRF 227 ¢ ¥ a2 L— =2 | [Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration
Guide]

MIB MB®')>Y

SSH 3 L 8 Telnet IZBFE#E T | HR—F SN TWVWAMIBEREL LI OF 7 v — R4+ 5I1213.
% MIB WD URLIZT 7 EBALTLIFE N,

ftp://ftp.cisco.com/pub/mibs/supportlists/nexus9000/
Nexus9000MIBSupportList.html

SSH s & U Telnet DEE [
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