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Procedure

FRA A L TCHR— X2 U T A HRED 7 0 — i =T L E 21T 4 B —T7 11k
MWARETT, 774N KT, R—hF X2 VT 4370 — VLT =T N> TN E

B

R=brEF2 VT 42T 48—TNMITDHELE A F—T =2 ADTRXTOR—F £F =2
TARENENRDET, R=—b X274 20— IT 4 8=TMET DL,
TOR=F X2V T A REDRDOLET,

Command or Action

Purpose

R 7w 71 |configureterminal Ja—rVBGEE— FEBBLET,
Example:
switch# configure terminal
switch (config) #

27 v 7 2 | [no] feature port-security B b F2 YT (%S s A
Example: 2= ML LET, nod 7 v a s EfE
switch (config)# feature port-security ﬂﬁ‘é & 71:%— ]\ TH = U 5“/]) 7 m—

i ShE T,

Z 5+ 7 3| (Optional) show port-security Heh EF2 T4 DAT—H A% K
Example: RLET,
switch (config)# show port-security

R T 7 4 | (Optional) copy running-config FITar74¥al—ark, AX—

startup-config

Example:

switch(config)# copy running-config
startup-config

Ny a7 s ¥al—vgila
EO_ Li?‘*o
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LAN2A4 23—z AT HHR—btEXa)ToDAFR—TIL
tFEzEEZTF4E—TILiE

LAF2A4 02 —=T oA AT LTHR— X2 VT 4RO X—T ML ETIEZT =7
MEIRFRE T, T 74V P TIE, A= M X2 U741 3TXRTOA U F—T =2 ATT 4
=7V TT,

AVHE =T 2 ADR— X2 VT 02T 4 8—TNZTDE, TS F—T =2 ADT
RTDAA FR—FDFR—F BX2 U T o BEDFDONLET,

Before you begin
R—=hF X2 T4 BT a0 —VUIA F—T L ENTNEIRERDH D F7,

LAY 24—V Ry b AL E =T 2 A ANFR—F F¥r RN AL Z—=Tx2AA ADALNNTHD
BE. LAY 24—V Ry b AL H—T 2 RAKTEHIR—F X2V T 4134 3—TVF
73T 4 =TI TEER A,

X 2T LAY2R—KFXY R AL HZ—=T 2 ZADA L RNONTHNDR—F EF =2V
T AP R—=T NI o TWBEE, A —F TNV A F =T oA APnbEXaT A
VR — hETRTHIBRLZRWRY, TOR—FFXx R A F—T 2 ADKR—F X
VF 427 4= M TEEF AL

Procedure
Command or Action Purpose
A 7w 71 |configureterminal Ju—SUHERRE— R Bith L £,
Example:

switch# configure terminal
switch (config) #

ATy T2 ROVWTIUIDavy REANLET, (A= X2V T4 &RETHA—H

« interface ethernet slot/port I b A \/‘5~7I4 xif;aj?}:"_ k
- interface port-channel TXRNA LT =T 2 A ADA 25—
channel-number Tz AAar74Falb—varEt—
RZBAtE L £,
Example:

switch (config)# interface ethernet 2/1
switch (config-if) #

AT 7 3 |switchport ZDOA A =T 2 Ak, LAT¥2A
Example: A —T oA AL LTCHELET,
switch (config-if)# switchport

R T 7 4| [no] switchport port-security A B =Tz A A LTR=F X2
Example: T4 A F—T I LET, nod S g
switch(config-if)# switchport VEERTLL, ZOAE =T A A

port-security

R—rtxauTs0%E [



B A7 oxMAc7 LR S—= 050 % —TERET  £—T it

K=k £¥2UT10HE |

Command or Action

Purpose

DR—F X2V T A NT =T
W70 £,

ATvTH

(Optional) show running-config
por t-security
Example:

switch(config-if)# show running-config]
port-security

R—br X274 ORELFRRLE
R

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config-if)# copy running-confid]
startup-config

FTar 74 X¥al—ark, AX—
Ty a7 44Xl —g0la
I:Ob‘bjijﬂo

ATAYEXEMACT7 FLRS—=25DA4 2—TI)IVILERIET 14—

7Lt

AV B—T 2 A ZADAT 4 Y XMACT RV A TF—= 0 %F 4 &—T7NEITA X —TNIC
RECEET, AT A vXFRET A =T MITHE, TOA U H—T = AILA T Iy
JMACT FL A F—=v7 (F73VrOFEEGR) ITEY F9°,

FI74#)NBETEH, AT A YFMACT RL A F—= 7135 4 ®—7 L TT,

Before you begin

ek ExalF 4RI a—r U, Z— T LSRN TV D LERS D £,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— T — &R L ET,

ATvT2

WOWTNPDa~y Re AT LET,

* interface ethernet slot/port
« interface port-channel
channel-number

Example:

switch (config)# interface ethernet 2/1
switch (config-if) #

AT 4 vHFMACT RLVAT—=0 T %
RETHA L E—T 2 A ADA L H—
TxzA A Ay 7 4FXalb—ay ET—
NZBRtG L ET,

B f—rExauTs0HE
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428—TT4ZADRE T4 vy txa7MACT KLzoEm [

Command or Action Purpose
AT 7 3| switchport DA HE—T A Ak LAY2A
Example: A =Tz AL LTRELET,

switch (config-if)# switchport

R Fw 7 4 |[no] switchport port-security mac-address| =4 v X —T7 = f AD AT 4 v F

sticky MACT RLA T == T %A F—T )L
Example: WCLET, nod7varaifdse
switch (config-if)# switchport 7\7‘4 ‘YA’?MACT F‘[/X 3*‘:‘/775)
port-security mac-address sticky ﬁ&ébh:iﬁ ] jijfo

23+ 75 | (Optional) show running-config H— b ¥ a )T ORELERLE
por t-security +.
Example:

switch(config-if)# show running-config]
port-security

27 7 6| (Optional) copy running-config FITarg4FXal—rvark, AF4—
startup-config Ny arrg s Falb—vg iz
Example: E—LEd,

switch (config-if)# copy running-confid]
startup-config

AIRA—TTARDAEIT4vY X27MACT FLRADEM

LAY2A L BZ—T 2 AZAET 47 X 2T MACT RLAZBIMTE £,

\)

Note MACT FLAMEEDA L H—T 2 ATEXF2T MACT FLATHLEE, TOMACT
RLARTTICEF 2T MACT RLAL RS TWAAL v HZ—T A ANBEDMACT FL
ZEHIRTDHET, TOMACT RVAZAZT 47 X277 MACT KL AL LTHIDA
VHE—T oA RTEBMTHZ LITTEERA,

TIHNITIEH, AV F—T A RIAZT 4 v 7 £F 2T MACT FLATRESNEE
A/O

Before you begin

R=h X2V T AN 0 =LA F—TILENTWELENDH D £7°,

A B =T 2 ADEXF2T MACT FLARKREICEL TWRWI L 2R LET, LIEIZ
LT, BX 2T MACT RLAZHIBRT B0, £V F—T 2 ADKKT RUAEEEET
=FET,

R—rtxauTs0%E [
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Procedure

K=k £¥2UT10HE |

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— " UERE— REBR L ET,

ATvT2

ROWTNPDa~ L R AT LET,

« interface ethernet slot/port
« interface port-channel

channel-number
Example:

switch (config)# interface ethernet 2/1
switch (config-if) #

FBELIEA LV E—T oA ADA L Z—
Tz A7 4F¥alb—Vg )y F—
RZBG L ET,

ATvT3

[no] switchport port-security mac-address
address [vlan vlan-1D]

Example:

switch(config-if)# switchport
port-security mac-address
0019.D2D0.00AE

BEOA L H—T 2 ADF— X
V7 4IZAZT 47 MACT RL A%
RELET, TOT RLANLD RT
74 w7 &FFAT 5 VLAN Zf5ET 5
BAIE, vlan F—U—R&dHLE

B

ATvT4

(Optional) show running-config
port-security
Example:

switch (config-if)# show running-confid]
port-security

R—h X274 ORELFKTLE
D

ATy Th

(Optional) copy running-config
startup-config
Example:

switch (config-if)# copy running-configd]
startup-config

FElTar I 4 Fal—vark, AX—
Ty a7 40Xl — 30l
v—LEd,

AIBR—TTARDAZET4vY 52127 MAC 7 kL XDHI

LAY2A LA =T 2 A ADAZT v 7 X 2T MACT FLAZHIRTE £,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

B f—rExauTs0HE

7 a =W — R Z B L £,
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AT 4 vx t£H217 MAC T FLXDHIRKR .

Command or Action

Purpose

switch# configure terminal
switch (config) #

ATvT2

ROWTNPDa~y Re AT LET,

* interface ethernet slot/port
« interface port-channel
channel-number

Example:

switch (config)# interface ethernet 2/1
switch (config-if) #

ABT 47 BEFaT MACT KL A%
MR 24 v Z—T oA ADA X —
TxA A Ay 7 4FXalb—ary ET—
NZBRtG L ET,

ATvT3

no switchport port-security mac-address
address

Example:

switch(config-if)# no switchport
port-security mac-address
0019.D2D0.00AE

REDOA 2 —T 2 ADKR— ¥
VT AMMBAXT 47 %27 MAC
T RLURAZHIBRL £,

ATvT4

(Optional) show running-config
port-security
Example:

switch(config-if)# show running-config
port-security

A= tx2UT7 4 ORELFRRLE
j‘o

ATy TH

(Optional) copy running-config
startup-config

Example:

switch (config-if)# copy running-confid]

startup-config

FTar 74 Xal—ark, AX—
Ny a7 40 Xalb—a4la
I:OP‘L/SE?FO

AT4vF F27 MAC 7 F L ADHIFR

AT 4 v ¥ EX2T MACT RLAZHIBRTE £7,

FIE

WHA B =T 2 A AT, AT 4 vFHFROT RLR

NV ET,

48 HHIIZ

TOBE,. HIBRT AT RLABRREINT
B BT 4 =T T DL

R=brEF2UT 4N — VU X =TSN TWDORERH Y 7,

ARV RFERERTIVa Y

=)

ATy T

configureterminal

1

Ju— Ui E— REBB L E T,

R—rtxauTs0%E [
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K=k £¥2UT10HE |

ARV RFERETIVa Y

B8

switch# configure terminal
switch (config) #

ATvT2

wkOWTNIHDa~r RE AT LET,

« interface ethernet sot/port
« interface port-channel
channel-number

1 -

switch(config)# interface ethernet 2/1
switch(config-if) #

AT 4 vFEF2T MACT KL R%H|
By H—T 2 ADA L H—T =
A XAy T4 FXal—vay E— K%
AL ET,

ATvT3

no switchport port-security mac-address
sticky
1 -

switch (config-if)# no switchport
port-security mac-address sticky

A B =T 2 A ZADAT 4 v FMACT
RLAR F—=u T 5T 42— N1
F9, UKD, A F—T = AD
AT 4 vHFEXR2T MACT KL AN,
HAFIv 7 EXF2TMACT RL R
EHINET,

ATvT4

clear port-security dynamic address
address
1 -

switch (config-if)# clear port-security]
dynamic address 0019.D2D0.02GD

BELEXATIv I X227 MACT
KL 2&EHIBEL 9,

ATvTh

(f£5) show port-security address
interface {ethernet dot/port | port-channel
channel-number }

1 -

switch (config)# show port-security
address interface ethernet 2/1

TX2TMACT RLABFERLET,
HIBR L7727 RL A IR RENFET A,

ATvT6

(&) switchport port-security
mac-address sticky
fi

switch(config-if)# switchport
port-security mac-address sticky

FDA LB =T A ADAT 4 v F
MACT RV R T —=2 7 kA r—
TN LET,

FAL4FIvY %27 MAC 7 kL XDHI

HAF Iy 7\ E

Before you begin

R=F X2 YT AR 0=V R—=T MMESH T DRENH Y £,

B f—rExauTs0HE

ENtFa2T7 MACT RFLAZHIBRTX £,
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Procedure

mac 7 kL zoBxsonz ]

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—ary7 4 Xalb—g v
E— N&RWBLES

ATvT2

clear port-security dynamic {interface
ethernet slot/port | address address} [vlan
vian-1D]

Example:

switch (config)# clear port-security
dynamic interface ethernet 2/1

7‘:—‘»22

AT w7
MAC 7 FL 2 %8I L E7,
THEETXET,

interface ¥—7U— KZHT D&, &
ELIZA Vv E—T 2 ATEAFI v
ICFEEENTT RUARTRTHIBRES
E3

address ¥ —U— K&+ 5 &, f8E
L7zBE—DX AT v 7587 RLUAMRN
HIpE S E,

HrED VLAN O7 R L 2 &HIRT 5 &
HZa=r RICHIBRZMZ 5121E, vian
F—U—RFEHEALET,

ISnttxa7r
R DI

ATvT3

(Optional) show port-security address

Example:

switch (config)# show port-security
address

X 2T MACT FLRAZF R LET,

ATvT4

(Optional) copy running-config
startup-config
Example:

switch (config-if)# copy running-config]
startup-config

FEifrar 74Xl —rarr, AX—
Ny a7 s X¥al—vgila
[:O— L/iﬁ_o

> kY 3 |

MAC 7 FLADEmKEDERTE
LAXY2A U A —T 2 A ATHEEUERMACT RVAERIZATT 4 v ZITERIEWHEZ: MAC

T RUVAORREERETEET, LA Y2457 —

VADIRREERETEET, A ¥ =T ATHETEDHRKT KL 2L 1025 T,
VAT LDERT R L AT 8192 T,

FIFNIITIE, A EZ—T 2 ZADEF 2T MAC T RLZADOHEKREKIZ1 T3, VLANIZ
1. EX 27 MAC 7 RLZEDT 7 /0 FOFRKRMEIZH Y 8 A,

7 A AEDOVLAN B\ CTH MAC 7

R—rtxauTs0%E [
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B vacr rLrosxsonE

\)

Note (> X —TofATTTIZFEEINTVET RLARELFA L H—T = RCAZT (7
WCRREINTZT FL A I /NS WBERRBICHRET 2L, 74 A ZZ0a~vy Faf
BLET, XA4F v 7 HFRTEEENEZT R R ZT_CHIERT 5 121E, shutdown 38 LT
noshutdown ® =2~ FZFEHL T, /¥ —T7 A AZHEIBHLET,

Before you begin

ek EFalF 4RI a—r U, F— T LSRN TODLERS D £,

Procedure
Command or Action Purpose
R w 71 |configureterminal Ja— N\ E— REBG L ET,
Example:

switch# configure terminal
switch (config) #

ATy T2 HKOVThDOa~y FEANLET, (v F—Txf2ar 7 (Fal—x

« interface ethernet slot/port v E— NERmLET, dot (X, MAC

« interface port-channel T RUVADREKREEBRET DA 4 —
channel-number 7z A ATT,

Example:

switch (config)# interface ethernet 2/1
switch (config-if) #

R 7w 7 3| [no] switchport port-security maximum | HAED A 2 &7 —7 = A A THEY e

number [vian vian-D] MAC 7 RLAEIE AL T 4 o 7127k
Example: TEAHEZRMAC 7 R L A DI K & 7% €
switch (config-if)# switchport Lfij‘o ﬁ";“j]fcc number @E%%{ﬁbi 1025
port-security maximum 425 “@j—o not 7> a sz HEHT5E .

MAC 7 R L ADEKREMNT 7 4 v Ml
(D) Wty hENET,

BREATEHAT 5 VLAN 246 ET 54
AlE, vlan F—U—FEFEHLEI,

Z 5 7 4 | (Optional) show running-config F—htFa2VTF 4 ORELERLE
port-security +,
Example:

switch(config-if)# show running-config]
port-security

B f—rExauTs0HE
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Command or Action Purpose
R 75 | (Optional) copy running-config FTar 74 Xal—ark, AX—
star tup-config KNy 7 arr7 s Fal—variia
Example: E—L %7,
switch(config-if)# copy running-config
startup-config

FRLRI—VUT 34 TELUEREZEZERET S

MACT RLVRA ==V 7O 7T EHMEZRETEET, 74 AE, 4TIy 7 FAT
FEINTMACT FL AR —D 0 ZHIRIZEET DR 2T 572 DIl 2N 6 OREL
HHLET,

FIFIN D=V T F A It — 7T,
FIFN DT =0 7 ZA L0 (m—2 0 713 ES) T3,

Before you begin

R—bh X2V T4 N7 0= VLIZHENCEN TV DELEND Y £,

Procedure
Command or Action Purpose
AT 71 |configureterminal 7= UERCE— REBME L £ 7,
Example:

switch# configure terminal
switch (confiqg) #

ATFY T2 | ROVWTNpDa~vy REATILET, |MAC=—Y 70X A7 LM ZRE
« interface ethernet slot/port 754\)\/5’“\\71")%@4’\‘/5’*‘7“14
« interface port-channel Ay 4 Xalb—varE—F&H

channel-number BLUET,

Example:

switch(config)# interface ethernet 2/1
switch(config-if) #

Z 5 v 73| [n0] switchport port-security agingtime | 41 - 3 » 7 (23 S 7= MAC 7 K L

minutes AR Y TP ENDETOT—DL S

Example: S A D%y AL TRE L E 7, minutes
switch (config-if)# switchport DI KAEIX 1440 T, noA 7> a v %
port-security aging time 120 FHTHE, =2—J T H A LBT T F

VMETHDH0 (=T 73 ER) I
Uty hENET,

I R—rtxauTs0%E [
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K=k £¥2UT10HE |

Command or Action Purpose
25 7 4 | (Optional) show running-config K— kX2l ORELFHFLE
port-security +.
Example:
switch(config-if)# show running-config
port-security
R T 75| (Optional) copy running-config FITar 74 ¥al—ark, AX—

startup-config

Example:

switch (config-if)# copy running-confid]
startup-config

NPy a7 40 Xalb— g0 a
I:Ob‘l_/gzwg‘*o

X)) T4 ERFOULED

=L ==

ax AE

T2 )T A ENNRE LSBT A ANFEITT HUEEZRETE £9, EEFOLE
. R—bF X2 VT 424 R =T NI LAV Z—T 2 AT LIZRETEET,

TN INDEF2 VT AT, EX2 VT & ENBRELEZR— IRy hE T

NET,

Before you begin

R—=bF X2V T4 BT 0=, F—T ML EN TV D LERH Y 17,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—rUiERE— REBR L £7,

ATy T2

KOWT IO <y REANLET,

« interface ethernet sot/port
« interface port-channel

channel-number
Example:

switch (config)# interface ethernet 2/1
switch (config-if) #

TR VT o BEEONB AR ET DA
VER—T oA ADA A —T A A 2
V74X al—valrET—FERBL
£7,

ATvT3

[no] switchport port-security violation
{protect | restrict | shutdown}
Example:

switch (config-if)# switchport
port-security violation restrict

B f—rExauTs0HE

BEOA v H—T 2 ADKR— k¥
V7 0128 F 2 VT ¢ ERRF O % 7%
FELET, nod 7 araffifldse,
ER OIS T 7 L ME (A v —
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-t wxau7sogEorz

Command or Action

Purpose

T2AADY vy bET V) Uk b
SNET,

ATvT4

(Optional) show running-config
por t-security
Example:

switch(config-if)# show running-config]
port-security

R—brtx2UT7 4 ORELFRRLE
R

ATy TH

(Optional) copy running-config
startup-config

Example:

switch (config-if)# copy running-confid]

startup-config

FTar 74 X¥al—Yark, AX—
Ty a7 X2l —g0la
I:O*‘LSE—;AO

R—bkEFXa)ToD

== =
R DR

R—=h X2 U7 OREFHREZZTT 21T, ROWVTHDOIEEZITVET,

avwU kR

=)

show running-config port-security

F—ht¥alF s ORELERLET

show port-security

B

FTNRAADKR—F X2 VT A DAT—H AEFK R LE

show port-security interface

AERALET,

HEDA L Z—T 2 AA ADR—FEXF2UT A DATF—X

show port-security address

X 2T MACT FLAZFERLET,

X217 MAC7T

L ADRR

¥ =27 MAC 7 R RA&FRT 5HITIE, show port-security address =~ > K& L £,

R—bk X2 T 1 DEEH

WIZTFETHIEL, VLAN E A v F—T 2 A ADEF 2T 7 RLARKENEEIN TS A —
Yy F2UAVH—T 2 ADKR— b X2 VT A RETT, ZOBDOA L F—T A A%
T R— h T, ERFONET Restrict (HIFR) IZHRE SN TWET,

feature port-security
interface Ethernet 2/1

R—rtxauTs0%E [
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B o« texaur oy zEmms

switchport

switchport port-security

switchport port-security maximum 10
switchport port-security maximum 7 vlan 10
switchport port-security maximum 3 vlan 20
switchport port-security violation restrict

R—bktxal) 7 4I2ET 5EMEHR

EEEH

BEEIEE X=aT7ILEA
17

LAY2AL v F o

MIB
CiscoNX-OS 1R — b X =2 U T (IZB L THEARY BHHDO SNMP Y 75R"—k LTWET,

MiB MIB®D 'Y
CISCO-PORT-SECURITY-MIB MIB Z B LU U m— R 5I01E, RO
Note URLIZT Z7EALTL &,

N7 w7 EF 2T MACT R L ADE | hitps://snmp.cloudapps.cisco.com/Support/SNMP/do/
KOBIENZDONTHR— F S TWET, | BrowseMIB.do?local=en&step=2

B f—rExauTs0HE
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



