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RSA F— T DEY 2—/b 512
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FT % JLEERRE

Z Z T, CiscoNX-0S T34 2 FTCA &F VX VAFAENFE A ICEE L CEfET 5 L9 1C
T 57D, FATHNMERIELIZOWTHBALET,

RARRBEIP FAAL VRBDERTE

TNRAADEANGETZNTIP RAAL 2 FEREL TCORWERIT, RETILENH D

F9, ZHUL, CiscoNX-OS V7 b =T TlE, 74T T 4T A EOH 727 ML
ToeaEhfi KA A >4 (FQDN) Z#EHI 5720 T3, F/-. CiscoNX-0S V7 b7 =7 Ti,

F—DIERDOBRIZ 7 ~ILBRE I TWRNWE, T/ ADFQDN 27 7 4 /L kD F— T~
NELTHEHALET, 72& 2%, DeviceA.example.com & 9 A RTDFEHEIL, DeviceA &)

TN ADIRA "4 & example.com &) T XA ZAD P RAA UAIZEEDNTVET,

A

Caution  SERSEZ{ER L7214 ICR A M ETIRIP RAA VA4 EEFT5 L GFAENEICR D £9,
Procedure

Command or Action Purpose

X w 71 | configureterminal Ja—r\ )L a7 4 FX¥al—a
Example: E—FZBBLES,
switch# configure terminal
switch (config) #

Z 5 v 7 2 | hostname hostname FNA ADIRA MMy B RE LET,
Example:
switch (config)# hostname DeviceA

ZFw 73 |ip domain-name name [use-vrf vrf-name] | /34 ZDIP KA A L& 2R EL £,
Example: VRF%bS‘#éfﬁjéhﬂ\m\&\ Zp=
DeviceA (config)# ip domain-name ~ }\ TtiT 7 F I }\ ? VRF %{%)ﬂ L
example.com ji?fo

25w T 4 | exit AT 4 Falb— gy EF— FERT
Example: LET
switch (config)# exit
switch#

R T v 75| (Optional) show hosts IP RAS U AEFRTLET,
Example:
switch# show hosts
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Command or Action

Purpose

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FlTar 7 4 Fal—rarhk, AX—
NPy a7 Xal—rgila
[:O‘_I_/i‘j—o

RSA ¥ — X7 DAERK

RSAF—_T71L, 77V r—aviiiotxa )T 7Fa ha O, %o U T ¢
N u— FOBL . W, BIOE SO DIMER LET, 751 A7 DI E A B
59 DHNZ, RSA F— 2T ZMERT HLERH Y £9°,

Cisco NX-0S U U — =2 9.3(3) LA TlE, CiscoNX-0S 734 A% F T A bk iR A > | CA [ZBE
BZRIIIZ RSA F— X7 Z AT 2 M BN H Y £9°, CiscoNX-0S U U — 2 9.3(3)

Procedure

(APRAY:IfteN
VU BEITIE, BHATERVWESE,

RSAF— ~TFHBAEK S ET,

Command or Action

Purpose

Z w71 |configureterminal Jua—N\)ary7 4 Xal— g
Example: ET—FZBBLES
switch# configure terminal
switch (config) #

AT F2|cryptokey generatersa[label label-string] | RSA & — <7 A L £4, T34 A

[exportable] [modulus size]

Example:

switch(config)# crypto key generate
rsa exportable

L:%ﬁg(% é X — /\070)%k§5ﬂi 16 T
j‘o

T IVICFHNTIE, RILFE/NFE X
BILT, HK 64 LFOFEF CEA R
ELET, T 74/ hDT LTS
X, BV RE () TR -7ZARA
4 & FQDN T,

Hh7pE Y 27 ADMEIL 512, 768,
1024, 1536, B X *2048 T4, T 7 %
JIVERDEY 2T ZADOY A X1L512 T,

Note

W F—DFEY 25 AERET HEE
1Z1E, CiscoNX-OS 7 /31 A & CA (¥
R FHE LTV DRR) OotFda )T o
R —%2ZETLHLERHY T,
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Command or Action

Purpose

T 7 AN R T, F—XTET T AR—
NCEFEHA, =7 AKR— MAJHEZR S —
N7 7EF, PKCS#HI2 TR T/ AR —
FTEET,

Caution

X— RT DT Y ZAR— FORAITLEE
TEEHEA,

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 Fal— gy ET— REKT
I_/i‘j—o

ATvT4

(Optional) show cryptokey mypubkey rsa

Example:

switch# show crypto key mypubkey rsa

ERR L7 —Z2 2R LE T

ATvTh

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FETa T 4 Fal—rah, AX—
Ny a7 X¥al—vgila
[:O_ Lij—o

FSARRAUEFCADT YO I—2 3 DER

CiscoNX-OS 7734 A& R T Ak RA vk CA ZBH#fIT 2 BENH Y £,

Before you begin

RSA F— X7 #{E L £,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— S VERE— REBG L ET,

ATvT2

II PKI DERTE

crypto catrustpoint name

Example:

switch(config)# crypto ca trustpoint
admin-ca

switch (config-trustpoint) #

TNAAMEREST D P T ARRA b
CAZHZL, NZAPRA b 3~
T4 Xal—var E—FEHBLE
R



| Pz

FSR KA RCADTYYTI—vasokm [

Command or Action

Purpose

Note
RETED MTAMKA YV FORKREK
1% 50 T,

ATvT3

enrollment terminal

Example:

switch(config-trustpoint)# enrollment
terminal

FETOH Y FT v RR—Z M X DHEE
BAEORGE A X—T WV LET, T
7 )V N TIEA R —T W7o TWE
j‘O

Note
CiscoNX-0OS V7 b7 =7 ik, FH)
TOHy b7 v RX—=X MGFRIZL D
AERAEOBRERTE T 2 AR — F LTV E
D

ATvT4

rsakeypair label

Example:

switch (config-trustpoint)# rsakeypair
SwitchA

RSA ¥— X7 DT~ LZEIFELT, =
D ~TARNKRA > b2 B
£

Note

CAZEIZ1DDORSA F— XTI %
HETEET,

ATvT5

exit
Example:

switch (config-trustpoint) # exit
switch (config) #

NZAMKRA L a7 4Fal—3
VE—FREKRTLET,

ATvT6

(Optional) show crypto catrustpoints

Example:

switch (config)# show crypto ca
trustpoints

KR MRA LV bOEREERLET,

ATy T1

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FElTar T 4 Fal—rarh, AX—
NPy ar7 4 Xal—vgila
E—L £,

Related Topics
RSA & — X7 DAERK (9 =)
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CA DFREE

CA 73 Cisco NX-0OS 7 /34 Akt L TREGEESND &, CAZEHT L7 0 ADFKENTET L
4, £, PEMERD CA DHCELEHAEL AF L., CiscoNX-OS /314 A% CA 5 L

THRIETAVENRHY £, ZOFFAEIZIL. CADOARF—0NEENTWVET, ZOCAD
AERAEITH B4 @A#ﬁ%@ﬁ%i WCEBLLTZbD) THhHEZD, CADARFT—IL, CA
T RI=ZARL—Z|ZHE L, CAFEHED Y 4 > =7V > b & L CFE) CiliEd 2 &4
FNHY ET,

N

Note

FOAET D CA DMtLD CA O TALCA TH DA, WRET 5 CAIXH B4 CA TiEd Y XA,
ZD LD CANS HIZHIO CAD T THALELH Y £3, HEMNICIZE B4 CAIZEH
ELET, ZOXATOCAGEHESZ, FilT 5 CA O CAFEAETF =— LIERET, 20
AT, CAFRGEOBRIZ, FEAET = — 2 NOTTD CA D CAFEREDES72 Y X M &2 A
T HHEENRH Y £9, CAFEHET = — U WNOFEHED K KEIL 10 TY,

Before you begin
CALoT7Yvxz—araERLET,

CAGEHAEEIL CAGEAETF =— 2 AFLET,

Procedure

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—)L a7 4 Falb—g
E—RFZBBLET

ATvT2

. PKI DERTE

crypto ca authenticate name

Example:

switch (config)# crypto ca authenticate
admin-ca

input (cut & paste) CA certificate
(chain) in PEM format;

end the input with a line containing
only END OF INPUT :

| 7% CAFEEDEA

CADFEMEZE D » T v R—=2 b
LEoTm T IRFRESNET, CA
AEHS LI L SITMEH LIARTE R L4
AR LET,

HDHCAICK LTERFETED T A AR
A2 M OFRREIT 10 TT,

Note

L CA DFRRFEDHE . CiscoNX-08 VY
7 MU =7 TlX, BOESA CAIZHIE
T ==
P20 9, ZIUIREEOREES
PKCS#12 . TH = 7 27— ~Z CA
F = — U PRBIZR DT80 TT,
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amsmsrRrzone

Command or Action

Purpose

END OF INPUT
Fingerprint (s): MD5
Fingerorint=65:84: 9:27:06:71:03:33: C:12:23: R:38: 6= 78: 17
Do you accept this certificate?
[yes/nol: yes

ATvT3

exit
Example:

switch (config)# exit
switch#

a7 4 X2l —varET—RKEKT
L/i‘j‘o

ATvT4

(Optional) show crypto catrustpoints

Example:

switch# show crypto ca trustpoints

KA RRA L FCADEREFRLE
7,

ATvT5

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FETar 7 4 Fal—rark, AX—
NPy ar7 4 Xal—rgila
E—L £,

Related Topics
RTZARRA L FCADT VY vm—2a OfER (10 <—Y)

Al BAE HUH RERR

=D

7747 F (SSH2Z—H72E) LDBXx= T o 8O
FATV M LELNT-ETIEHEORKIEE EITLE T,

=JL ==

ax e

WOMRERZENE T,

CAMPSH 7 a— RL7ECRLEMHERT D X9,
R —h L TCORRBTIE, Fy hUV—27 FIZ T 74 v 7138 AELERA, LML
BAa—REFa— ROFRITRYEIN, T3 2T

WEEbLEALNET,

Before you begin

CA ZRBiEL £,

CRL 7= v 7 #fFEHT 55%461%. CRL 23

12, CiscoNX-0S T /31 A%, 7

MREY 7' 21213, FEZEOBIHERK

TNARIRETEET, CRLOF¥ DU a—

L. REBIE
TIXZDOEY I LTRSS 0 7

REFRHTHDH T EafERLET,

PKI DERFE II
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Procedure

PKIDEE |

Command or Action

Purpose

&

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— " UERE— REBR L ET,

ATvT2

crypto ca trustpoint name

Example:

switch (config)# crypto ca trustpoint
admin-ca

switch (config-trustpoint) #

NZA KA FCAZIEEL, FT A
MRAV a7 4 Fal— g
T— REBBELET,

ATvT3

revocation-check {crl [none] | none}

Example:

switch (config-trustpoint) #
revocation-check none

FAERERGEMER TR ELET, T
7 v ORI erl. TY,
CiscoNX-0S V7 v =7 Tlt, fsE€L

TNEFAZAHE - CREIAEHGH 7 Xz L
giwg‘ﬂo

AT v 74| exit RSZARESL Y hav 7 4 Fal—g
Example: yE—FERKTLET,

switch (config-trustpoint) # exit
switch (config) #

ATy TH

(Optional) show crypto catrustpoints

Example:

switch (config)# show crypto ca
trustpoints

KA RRAY FNCADEREFRLE
KR

ATvT6

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FElTar 7 4 Fal—rark, AX—
NPy a7 Xal—rgila
E—LE7,

Related Topics

CA OFFE (12 ~X—7)
CRL OFFE (21 ~<—)

SERAEERDIERL
T HET A ADRSA F— XTHIZ, RIETDHDRTANKA U NCANDLTAT VT 4

T 4 AEAEEZAFTT LI, BREERTILENHD £79, T0%, TRINT-ERE
CASBDE A—NFZEWeb A bDOT 34— Hy T K= MLET,

II PKI DERTE



| Pz

Before you begin

CArtOT7TVIz=—arZERLET,

CA

Procedure

FAERAEE 721X CA

FEAEF = — 2 AFLET,

anzskokn ]

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja— R — &2 L ET,

ATvT2

crypto caenroll name

Example:

switch (config)# crypto ca enroll

admin-ca

Create the certificate request ..
Create a challenge password. You will
need to verbally provide this
password to the CA Administrator in
order to revoke your certificate.
For security reasons your password

will not be saved in the configuration.

Please make a note of it.
Password:nbv123
The subject name in the certificate
will be: DeviceA.cisco.com
Include the switch serial number in
the subject name? [yes/nol: no
Include an IP address in the subject
name [yes/nol: yes

ip address:172.22.31.162
The certificate request will be
displayed...

FRIE L 72 CANZ X7 2 REE ER A AR
L9,

Note

Fx L YRR —REFTELTEW
TLIEEN, ZONRNAT— NIEIRE L
—HHIRFESNER A, EHEEZRY
HTHERD LA, ZO/RAT—
REANTHLERDH Y £,

ATvT3

exit
Example:

switch (config-trustpoint)# exit
switch (config) #

FTZARRA s bar7sFalb—s
vE—REKTLET,

ATvT4

(Optional) show crypto ca certificates

Example:

CAGEAEZFRLET,

PKI DERFE .
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1 TAHHEDA VR =L

PKIDEE |

Command or Action

Purpose

switch (config)# show crypto ca
certificates

ATvT5

(Optional) copy running-config
startup-config

Example:

switch (config) # copy running-config

startup-config

FlTar 7 4 Fal—y gk, AX—
NPy ar7 4 Xal—rgila
E—L £,

Related Topics
RTZARKA L FCADT Y vm—ra v OfE (10 <—Y)

TFATOTATA

SFBHEDA VR =)L

TATF T 4T 4 FFHEL, CADS E A —/LE721% Web 75 7 9% T base64 T o1 —
RENTZTHFAMERTZETEET, CADODAFELETAT VT 4T 45 EHEEL, = a—

rFEnTET

Before you begin
CALDTYvr—yarzERLET,
CAGEHAEEIZCAGEAETF =— 2 AFLE T,

Procedure

FAMNENDY P TV FRXR=ZAKMLTA VA M= TEXLENRLY 7,

Command or Action

Purpose

&I

configureterminal

Example:

switch# configure terminal
switch (config) #

Ju— Ui E— REBB L E T,

ATy T2

. PKI DERTE

crypto caimport name certificate

Example:

switch (config)# crypto ca import
admin-ca certificate
input (cut & paste) certificate in PEM

format:

iwm&ﬁEﬁﬂGﬂ%ﬁggpmﬁiﬁ&ﬂﬁméﬁﬁﬁﬂwﬁﬂhﬂ

admin-ca & W\ D A ETD CAIZKIT D7 A
TUTATAAMAEE D v T F—
ANTBEY, TurT InFRENnE
KR

TNRA ARECEDTAT VT AT 4

ot AEA R DI KL 16 TH,
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FSR RRA Y

FSR MRS 0BESY I— kb hTtu s corR ]

Command or Action Purpose

H%BEHIG&ETNH96ﬂWibQ@B%SIDﬁHZUﬂgqﬁRMinU@fw

AT 73 exit REE—FZ&TLET,
Example:

switch (config)# exit
switch#

R w 7 4 | (Optional) show crypto ca certificates CAIFBHELER R LET,
Example:

switch# show crypto ca certificates

Z 5w 7 5 | (Optional) copy running-config FATar74X¥al—vark, A4—
startup-config NPy ar7 4 Xal—rgila
Example: E—LET,

switch# copy running-config
startup-config

Related Topics
RTZARRAL L NCADT Y vm—ra OfER (10 <—Y)

FDREMN) T— FELHBFSA TS Z EDHER

7 A RRA 2 FOEREN, CiscoNX-OS TNA AD Y 7 — MEHHFFIN TS Z & 2R
TEET,

T A RRA 2 FOFREL, WH D Cisco NX-O8S T /XA ADRETHY, AX— T v 2
V74X 2l —va VBRI LA, VAT LADY T — MEBHERFSILE
T, FIRANRA LV MREXAZ— T v T ar74F¥al—yailat’ —LTEITIE

FZ 2 N ARA Y MCBET BREAE, $— X7, BIOCRL A HEIMICRFFSLE S,
. FTIARRAVIMRAZ = T v a7 4¥al—y g Aqlab =S T,

RERAE, ¥ — 7 BRUBE CRLIFRFF SN ETA, VT — MMEIZ, *HETH R T AR
4Vbﬁﬁﬁmgmﬁéﬂaffomﬁbtﬁ%i\%~«7 B LV CRL Z IR
HEEOIZ, BT, FEfTa 74X al—a bR — Ty ar7 4 Fal—g i3

E—LTLZE, £, iEAEF LI — T 2HIBR L ZIIFE Tar 7 4 Fa2b—va v
ZRAEL T, HIBRDS AN IR S LD K 912 LTS EE W,

pkinEE [



PKIDFE |
B rccsumtcorFor T EROTY ZR—

F TR RARA 2 BB ONZFEAE S CRLIZ. DM TR MRA VMR TTIZAY —
NPy Fard i Fal—yg VB EESRTOIIE, A VAR—FLERAET (02X —
NPy ar7sXalb—railabt—1La<Th) #FEENDX5120 £,
NAT— R CRELTZT AT T AT AGEHEDO N 77 v 7 HEHK LT, ZhEITOT—
NIRET B L 2HEE L £9,

)

Note =7 (ol —yal 20— NIlar—725L, iEAEBLOF— AT bRFINE
B

Related Topics
PKCS R EATOT AT T 4 T 4 1EWROT 7 ZAHR—1F (18 X—2)

PKCS12 KX TCOTFTATUTATA4BRODITY XAR—F

TATUT 4T 4iEEE, T A MRA L FORSAF— T RCAGENAE (L72IXTLCA
DEEITTF = — 2 2fK) & —FEIZ PKCS#HI2 7 7 A /Wy 7 7 v 7HI T AKR— T 5
TENTEET, TRAADV AT LT T anbDETORRERL, A—S— A FE 2 —
VOB OBRIIE, FEHESCRSA F— X7 &2 A ViR— 52 RN TEET,

N

Note 7 27— > URL Z4EET 5 & ITMHH TE 5 DIL, bootflash:filename &\ 5 B2 1F T
7,

Before you begin
CA ZFBREL £,
TAF T AT A A EEA VA b= LET,

Procedure
Command or Action Purpose
R w 71 |configureterminal Ja—r) a7 4 el —a
Example: E—FZBBLES

switch# configure terminal
switch (config) #

R w 72 |crypto caexport name pkcsl2 TAF LT 4T 4EHEL . FT A RE
bootflash:filename password 42k CADRET B F— 27 L CAZE
Example: HEEZT7 AR—FLET, RRAT—F
switch(config)# crypto ca export W2, jtjtﬁié:d\jtﬁi%fﬁiﬁﬂI/TT\ ﬁ%j(
admin-ca pkcsl2 bootflash:adminid.pl2| 128 jc%za)ggiﬁﬁiTFﬁiﬁf*EiE[/EE7fO
nbv123

PKI DE%E
T I
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Command or Action Purpose
2T 73| exit ay 74X al—Tary T— REKT
Example: LETS
switch (config)# exit
switch#

R T 7 4 | copy booflash:filename scheme: //server/ [url | PKCS#I2 FERD 7 7 A L% U E— |
/Tfilename P—Rizar—LET,

Example: scheme 54125 LTl tftp:. ftp:.
suitchi copy bootflashiadninidpiZ oy E7e i3 sitp A AN TEET

saver 5%, VE— R =7 KL
AFETZITARTTHY | url 51T Y £ —
F P —NIZHBY—A T 7 AL ~DIX
AT,

server. url, B LU filename D454
I, RKXF/INLFERBILTCATILE
‘3‘0

Related Topics
RSA F— X7 D4R (9 ~—)
CA OFFE (12 ~—2)
TATT AT AHEOAL VA = (16 X—)

PKCS12 7 4+—< v FTIDEHDA >R— k

FNAZADVAT AT T anbDETTOEER, ZA—/3— A F T2 — LOZHDOREIT
1L, GEEPRSA ¥ — X7 %A VAR— T 52N TEET,

N

Note (. /R— ho> URL 2¥5ET 2% & X2 TX 5 DX, bbootflash:filename f& V5 X721 T
K

Before you begin

CAFRFEIZCE TR T A MRA L MZBEEA T 50TV AD RSA F— X7 BN L BLO
FIZARRA Y MIBEEMTONTWDE CANRNWZ L 2R LT, FT A RKRA Y FRZET
HBHEICLET,

PKI DEXE
|
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Procedure

PKIDEE |

Command or Action

Purpose

&

copy scheme:// server/[url /]filename
bootflash:filename
Example:

switch# copy tftp:adminid.pl2
bootflash:adminid.pl?2

PKCS#12 JTE: D7 7 A L% U E£— b
=R batt’—LFET,

scheme 5182t L T, tftp:. ftp:.
scp:. EzlE Sftpr #A L TEET,
saver 51EE, UE— R =07 N
AETATARITH Y |, url 51EITY £ —
k= RZHD =R T 7 A IL~DIR
ATCT,

server, url, 3 XU filename D514
X, KGN CFEXBLTASILE
-g‘O

ATy T2

configureterminal

Example:

switch# configure terminal
switch (config) #

Ja—)L a7 4 F¥Falb—g
E—RFZBBLET

ATvT3

crypto caimport name [pkscl2 |
bootflash:filename

Example:

switch (config)# crypto ca import
admin-ca pkcsl2 bootflash:adminid.pl2
nbv123

TAF T AT AGEREE, FTANK
Ak CADKIET 5% — <7 & CAGE
HEE AV AR—RFLET,

ATv74

exit
Example:

switch (config)# exit
switch#

REET— FafTLET,

ATvT5

(Optional) show crypto ca certificates

Example:

switch# show crypto ca certificates

CAGEHEZFIR L £,

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

EfTar 74 Xal—ark, AX—
Ny a7 4 Xalb— g0 a
I:Ob‘l_/gz‘jﬁo

II PKI DERTE
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CRL DEXE

Procedure

creozz [

FZARKAS Y b BX 70— RLECRLE FE)THET HZ LN TEXET, CiscoNX-0S
V7 27 T, CRLETNSNA ADT— 7T v 2 (certstore) [ZF v v = LFEFT, E
T AFHEDOKRZEDOES, CiscoNX-0S V7 b7 = 7N FEITLIZCANSLDCRLEZF = v 750D
IZ. CRLEZF A ACHF 7 m— RLTWT, 20 CRL 2T A ERNMR AL HRT L
TWAHGETEITTT,

Before you begin

FFPAEBETER A R — T NI > TND 2 & ZMER L ET,

Command or Action

Purpose

R w 71 | copy scheme:[//server/[url /]]filename Jf— |k $— M5 CRLAEX Y 11—
bootflash:filename RLET,
Example: scheme 51412 %F L CiL. tftp:. ftp:.
switch# copy tftp:adminca.crl . - . <
bootflash:adminca.crl SCP- if;’i sftp: ZAJ)TE i—a—o
saver 5%, VE— N =7 KL
AETATARITH Y | url 5lEILY £ —
F—NIZHD =R T 7 A I~DIX
2T,
server, url, ¥ XU filename D 45515k
I, KT TFEREBLTADLE
7
AT w 72 | configureterminal Ja—nN)ary7 4 Fal—gy
Example: EF—FEBBLET
switch# configure terminal
switch (config) #
R w73 |cryptoca c_rI request name TP A NLTHEEINTWS CRL 2R T
bootflash:filename T %7, BUED CRL LEEHZ £,
Example:
switch (config)# crypto ca crl request
admin-ca bootflash:adminca.crl
AT v 74 |exit a7 4 FXal— gy EB— REKT
Example: LETS
switch (config)# exit
switch#
R T 75 | (Optional) show crypto ca crl name CA @ CRLfF#A R LET,

Example:

PKI DERFE .
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PKIDEE |

Command or Action

Purpose

switch# show crypto ca crl admin-ca

ATvT6

(Optional) copy running-config
startup-config
Example:

switch# copy running-config
startup-config

FElTar 7 4 Fal—rarh, AX—
NPy ar7 4 Xal—vgila
E—L £,

CA DEREMN b DEEFAZE DHIFR

RTZARNKRA LV MTREINTWETAT T 4T A4 i EHESCCATEHEZELHIRCTE £, &
NZT AT T 4T AFERELZHIERL, TOHB CCATEHELHIRLES, 74T 0T 4T+«
SEREAHIR L% T, RSAF— X7 & F T A MRA v NOBEM T 2 ERTX £, GEH
EOHIBRIL. BRI R o T2 iEAECE D M SN ZaFHE, R L (HAWIEL- L
Bbhs) F— X7, BEIEEIN TRV CA ZHIBRT 272D LE T,

Procedure

Command or Action

Purpose

ATy T

configureterminal

Example:

switch# configure terminal
switch (config) #

Jua—r Ui — K2R L E7,

ATvT2

crypto catrustpoint name

Example:

switch(config)# crypto ca trustpoint
admin-ca

switch (config-trustpoint) #

K ARRAL Y FCAZFEEL, FT A
MRAV a7 4 Fal— g
T— FERHEBELET,

ATv73

delete ca-certificate

Example:

switch (config-trustpoint)# delete
ca-certificate

CAGEWIEE - I EF = — 2B
LET,

ATvT4

II PKI DERTE

delete certificate [force]

Example:

switch (config-trustpoint) # delete
certificate

FAFL T 5 S EEEIR LT

HIFRLE D E L TCWABTAT T 4T 4
SFRE N EERA ET = — U N O % OFEH
ETHHILE. T3 ANOHE—D T
ATUT 4T 4FEFHETH LA,

forced 7> a v EHEHTOILERSH D
F9, ZOEML, FEAETF=—AD
B OGEHESME DT A T T 4T 4
FFAEA S THIFRLCLE W, 77V
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Cisco NX-05 /34 21 50 RsA ¥— <7 D#l [

Command or Action

Purpose

Sr—3ay (SSH7¢ L) THEHT A
BHENR LS 2> TLEY Z L Z2HSTED
IR BTV ET,

ATvTh

exit
Example:

switch (config-trustpoint) # exit
switch (config) #

NTZARRA L hary 74 Fal—rs
v E— ]\\%}_}%T Li‘a—o

ATvT6

(Optional) show crypto ca certificates
[name]
Example:

switch (config)# show crypto ca
certificates admin-ca

CA OFEAEEREE TR LET,

ATy 71

(Optional) copy running-config
startup-config
Example:

switch (config) # copy running-config
startup-config

FElTar 7 4 Fal—rarh, AX—
NPy ar7 4 Xal—rgila
E—L £,

Cisco NX-0ST /34 XM 5D RSA +— R7 DHEIR

RSA X — XTI L0 OB THHE L, BEREHA I TRVWERSND & Z(2iE. £DRSA
F— T % Cisco NX-0S T /31 ZAMBHIRTHZ ENTEFE T,

)

Note

LoV RAY— REANTHHERHY 77,

FONA ADNERSAF— T ZHIR L%, CAT FI =AML —H|Z, FOCATHDHZDT
INA ZADOFEAELZROETLORELET, TOMEHERRINICER L & SIER LT ¥

Procedure

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

Ja—nR) a7 4 F¥al— g
E— RFZBBLET

ATy T2

crypto key zeroizersa label

Example:

switch(config)# crypto key zeroize rsa
MyKey

RSA ¥ — X7 ZHIER L E7,

PKI DERFE II
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B raozzom:z

Command or Action Purpose
2T 73| exit Oy 74X al—Tary T— REKT
Example: LETS
switch (config)# exit
switch#

AT 7 4 | (Optional) show crypto key mypubkey rsa| RSA & — <7 OREXFRLET,

Example:
switch# show crypto key mypubkey rsa

R 5w 7 5 | (Optional) copy running-config FATar 74 FXal—vark, AH4—
startup-config NPy a7 4 Xal—rgila
Example: E—LET,

switch# copy running-config
startup-config

Related Topics
REAEZOROMERL (14 ~—2)

PKI D&% € DR

PKI BEMFHZ 2T 21213, ROWVThDLOIEEZITVET,

avw kR B&Y

show crypto key mypubkey rsa Cisco NX-OS 7 /34 A TERL
ST RSA AR F—DIFH %
FoRrLET,

show crypto ca certificates CALTATUT 4T AFEHE
WZOWTOFHRELRRLE
j‘o

show crypto cacrl CA ® CRL IZOW T DI %
%ZT—\‘ Li—é—o

show crypto ca trustpoints CA R T A RKRA L MZHONT
DIEFHRERTLET,

PKI 0D % 7E 151

Z ZCl. Microsoft Windows Certificate %-—/3%{# Ffl L C Cisco NX-OS 7 /34 A CiEHE L
CRL & ET HIEEDOFNZHOW T L ET,

II PKI DERTE
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\)

Note =% LFEBHEDIERICIZ, ED LI RZ A TDOH—_"THMH TE 9, Microsoft Windows
Certificate ' — IR HNAZ EiEH Y THA,

Cisco NX-0S /N4 A COILBAZ DT

Cisco NX-O8 7 /\A A TREAEZ R ET 2121F, RO FIAICHES T S0,

Procedure

ATYT1 T4 ADFQDN #HE L7,

switch# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch(config)# hostname Device-1

Device-1(config) #

2TFYT2 FNALAZADDNS NKAAL L AEBRELET,

Device-1(config)# ip domain-name cisco.com

ATYTFT3  FTARMKRAL FEAERLET,

Device-1 (config)# crypto ca trustpoint myCA
Device-1(config-trustpoint) # exit
Device-1(config) # show crypto ca trustpoints
trustpoint: myCA; key:

revokation methods: crl

AT T4 ZOFNALAHDRSA F— T EERLET,

Device-1(config) # crypto key generate rsa label myKey exportable modulus 1024
Device-1 (config) # show crypto key mypubkey rsa

key label: myKey

key size: 1024

exportable: yes

ATFYTE RSAXF— T L T A MKRA Y MEBEMTET,

Device-1(config) # crypto ca trustpoint myCA
Device-1 (config-trustpoint)# rsakeypair myKey
Device-1(config-trustpoint) # exit
Device-1(config) # show crypto ca trustpoints
trustpoint: myCA; key: myKey

revokation methods: crl

XF v 6  Microsoft Certificate Service ® Web 1 > # —7 = A AW CAZ X 7 —RLET,
ATy T17 hZ A RERA L MTEERT D CAZRIELET,

PKI DEXE
|
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ATvT8

K3
it

Device-1(config)# crypto ca authenticate myCA
input (cut & paste) CA certificate (chain) in PEM format;
end the input with a line containing only END OF INPUT

MIIC4jCCAoygAwIBAgIQBWDSiay0GZRPSRI1jK0ZejANBgkghkiGO9wOBAQUFADCE
kDEgMB4GCSQGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5ib20xCzAJBgNVBAYTAk1O
MRIWEAYDVQQIEwlLYXJuYXRha2ExEjAQBgNVBAcTCUJhbmdhbG9yZTEOMAWGA1UE
ChMFQ212zY28xEzARBgNVBASTCm51dHNOb3JhZ2UxEjAQBgNVBAMTCUFwYXJuYSBD
QTAeFwOWNTA1MDMyMjQ2MzdaFwOwNzA1MDMyMjU1IMTdaMIGQMSAwWHgYJKoZIhvcN
AQkBFhFhbWFuZGt1QGNpc2NvLmNvbTELMAKkGA1UEBhMCSU4XE jAQBgNVBAGTCUth
cm5hdGFrYTESMBAGA1UEBXxMJQmMFuZ2Fsb3J1MQ4wDAYDVQQOKEWVDaXNjbzETMBEG
AlUECxXMKbmV0c3RvcmFnZTESMBAGA1UEAXMJQXBhcm5ShIENBMFwwDQYJKoZIhveN
AQEBBQADSwWAwWSAJBAMW/ 7b3+DXJPANBsIHHz1uNccNM87ypyzwuoSNZXOMpeRXXI
OzyBAgiXT2ASFuUOwQ1iDM8r0O/417j£8RxvYKvysCAWEAAaOBvzCBvDALBgNVHQSE
BAMCAcYwDwYDVROTAQH/BAUwWAWEB/zAdBgNVHQ4EFgQUJyjyRoMbrCNMRU20yRhQ
GgsWbHEwawYDVRO£BGQwY jAuoCygKoYoaHROcDovL3NzZSO0wOC9DZXJORW5yb2xs
LOFwYXJuYSUyMENBLMNybDAwoC6gLIYgZmlsZTovL1xcc3N1LTA4XENlcnRFbnJv
bGxcQXBhcm5ShJTIWQOEuY3JsMBAGCSsGAQQBgjcVAQODAGEAMAOGCSgGSIb3DQER
BQUAAOEAHV6UQ+8nE399Tww+KaGrO0gONIJagNgLhOAFcTOrEyuyt/WYGPzksF9Ea
NBG7EOoN66zex0EOEfG1Vs6émXpl//w==

END OF INPUT

PKIDEE |

Fingerprint(s): MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12

Do you accept this certificate? [yes/nol:y

Device-1(config)# show crypto ca certificates

Trustpoint: myCA

CA certificate O0:

subject= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA

issuer= /emailAddress=admin@yourcompany.com/C=IN/ST=Karnataka/
L=Bangalore/O=Yourcompany/OU=netstorage/CN=Aparna CA
serial=0560D289ACB419944F4912258CAD197A

notBefore=May 3 22:46:37 2005 GMT

notAfter=May 3 22:55:17 2007 GMT

MD5 Fingerprint=65:84:9A:27:D5:71:03:33:9C:12:23:92:38:6F:78:12
purposes: sslserver sslclient ike

kT A RRA 2 MG D12 DAEHEER 2R L £,

Device-1 (config)# crypto ca enroll myCA

Create the certificate request

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password: nbvl23

The subject name in the certificate will be: Device-1l.cisco.com
Include the switch serial number in the subject name? [yes/nol: no
Include an IP address in the subject name [yes/no]: yes

ip address: 10.10.1.1

The certificate request will be displayed...

MIIBgqzCCARQCAQAWHDEaMBgGA1UEAXMRVMVNYXMEMS5§aXNjby5ib20wgzZ8wDQYJ
KoZIhvcNAQEBBQADgYOAMIGJAOGBALB8Y1UAJ2NC7jUJ1DVaSMgNIgJ2kt8rl141KY
0JC6ManNy4gxk8VeMxXZSiLJ4JgTzKWAxbLDkTTysnjuCXGvib+wjOhEhv/y51T9y
P2NJJ8orngShrvFzgC7ysN/PyMwKcgzhbVpj+rargZvHtGJI91XTq4dWoVkSCzXv8S
VqyHOVEVAgGMBAAGGTzZAVBgkghkiG9w0BCQCcxCBMGbmJI2MT I zMDYGCSqGSIb3DQEJ
DjEPMCcwJIQYDVRORAQH/BBswWGY IRVMVNYXMtMS57aXNiby5§b22HBKWWH6 ITwDQY J
KoZIhvcNAQEEBQADgYEAKT60KER6Q08nj0sDXZVHSEfJIZh6K6JtDz3Gkd99G1lFWgt
PftrNcWUE/pw6HayfQ1l2T3ecgNwel2d15133YBF2bktEx1I16U188nTOjglXMjja8
8a23bNDpNsM8rklwA6hWkrVLENUZEFJIxgbj fngPNTZacJCUS6ZgKCMetbKytUx0=

II PKI DERTE
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CA

ATvT9

ATv 710

ATvIN
ATvT12

casimgosyoo—r |

Microsoft Certificate Service @ Web £ > Z — 7 = A4 ANSLT AT T 4T 4 FHELER L E

EE
TAFUTF 4T 4G HEE AL VR — R LET,

Device-1(config) # crypto ca import myCA certificate
input (cut & paste) certificate in PEM format:

MIIEADCCA6QgAwWIBAGIKCjO00QAAAAAAdDANBgkghkiGIwOBAQUFADCBKkDEgMBAG
CSQGSIb3DQEJARYRYW1hbmRrZUBjaXNjby5jb20xCzAJBgNVBAYTAk 1OMRIWEAYD
VQQIEw1lLYXJuYXRha2ExXEjAQBgNVBACTCUJhbmdhbG9yZTEOMAWGA1UEChMFQ21z
Y28xEzARBgNVBASTCm51dHNOb3JhZ2UxEjAQBgNVBAMTCUFwYXJuYSBDQTAeFwOw
NTExMTIwMzAyNDBaFwOwNjExXMTIwMzEyNDBaMBwxGjAYBgNVBAMTEVZ1Z2FzLTEu
Y21zY28uY29tMIGEMAOGCSQGSIb3DQEBAQUAA4GNADCBiQKBgQC/GNVACdjQu4lC
dQ1WkjKjSICApLEfK5eIJSmMNCQujGpzcuKsZPFXjF2UoiyeCYE8ylncWyw5E08xrJ47
glxr42/sI9IRIb/8udU/cj9jSSEKK56koa7xWYAu8rDfz8 jMCnIMAWlaY/q2q4Gb
x7RifdV06uFqFZEgsl7/Elash9LxLwIDAQAB04ICEzCCAg8wJQYDVRORAQH/BBsw
GYIRVMVNnYXMtMS5jaXNjby5jb22HBKwWH6 IWHQYDVROOBBYEFKCLi+2ssSpWEEGrR
bhWmlVyo9jngMIHMBgNVHSMEgcQwgcGAFCco8kaDG6wjTEVNjskYUBoLFmxxoYGW
PIGTMIGQMSAwWHgYJKoZIhvcNAQkBFhFhbWFuZGt1QGNpc2NvLmNvbTELMAKGA1UE
BhMCSU4xEjAQBgNVBAgGTCUthcm5hdGFrYTESMBAGA1UEBXMJIQOmMFuZ2Fsb3J1MQ4w
DAYDVQQKEwVDaXNjbzETMBEGA1UECxXMKbmV0c3RvemFnZTESMBAGA1UEAXMJQXBh
cm5hIENBGhAFYNKJIrLQZ1E9JEiWMrR1 6MGsGA1UdHWRkMGIwLgAsoCgGKGhOdHA6
Ly9zc2UtMDgvQ2VydEVucm9sbC9BcGFybmE1MjBDQS5 jcmwwMKAuoCyGKmZpbGU6
Ly9cXHNzZSOwWOFxXDZXJORW5yb2xsXEFwYXJuYSUyMENBLmNybDCBigYIKwYBBQUH
AQEEfjB8MDsGCCsGAQUFBzAChi90dHRwOi8vc3N1LTA4LONlcnRFbnJIvbGwvc3N1
LTA4X0FwYXJuYSUyMENBLmNydDA9BggrBgEFBQcwAoYxZmlsZTovL1xcc3N1LTA4
XEN1lcnRFbnJvbGxcc3N1LTA4X0FwYXJuYSUyMENBLMNydDANBgkghkiG9wOBAQUF
AANBADbGBGsbe7GNLh9xeOTWBNbm24U69ZSuDDcOcUZUUTgrpnTqVpPyejtsyflw
E36cIZud4WsEXREgxbTk8ycx7V50=

Device-1 (config) # exit
Device-1#

FEEORE MR L ET,
HEAEDHREEZAZ— T v a7 4 X2 b— 3 VITRIELET,

Related Topics
CAGEHED Y 7 n—F (27 ~=)
TAT T 4T AGEHFEOER (33 =)

EIBREDA>O—F

Microsoft Certificate Service D Web A % —7 = A A5 CAGFHELEZ X v o — K4 5 FIE

iE, RO LEBY TT,
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Procedure

PKIDEE |

AT 71 Microsoft Certificate Services ® Web f > % —7 = A [Retrieve the CA certificate or certificate
revocationtask] #27 U w7 L, [Next| %27 U v 7 LET,

Microsoft Cerificate Services - Aparna CA

YWelcome

You use this web site to request a certificate for your web browser, e-mail client, or ather

will be able to securely identify yourself to other people aver the web, sign your e-mail mes
depending upon the type of certificate you request.

Select atask:

&+ Retrieve the CA certificate or centificate revocation list
' Request a certificate

' Checlk on a pending certificate

B rroEE
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casimgosyoo—r |

ATV T2 FRENTZIVA MDD, FUra—RT5CAGEAEY 7 A VZEIRL £9, [Base 64 encoded]
%27V v 7 L. [Download CA certificate] #27 V v 7 L ¥7,

Microsoft Cerificate Services - Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from t

It is not necessary to manually install the CA certification path if you request and install ;
CA cerification path will be installed for you automatically.

Choose file to download:
A Certificate: (il el

T DER encoded or & Ease 64 encoded

Download CA certificate
Download CA certification path
Download latest cerificate revocation list

pkinEE [
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AT w73 [File Download] # A 7 0 7R v 7 A2 % [Open] 7 U v 7 LET,

Microsoft Certificate Services -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust cerificates issued from this

It is not necessary to manually install the CA

CA certification path will be installed foryou
@ Some files can harm pour computer. [ the file informs

looks sugpicious, or vou do not fully trust the zource,
zave thiz file.

Choose file to download:
CA Certificate: (il aar e e

File name: certnew.cer
File type:  Secunty Certificate

Frorm: 10.76.45.108

[ i
DER encoded or Bas ,ri\, Thiz type af file could harm your camputer if it o

Download CA certificate MElCEERer
Download CA certification pi whould vou like to open the file or save it to your com
Download latest certificate re

Open | Save Cancel

¥ | &lwavs ash before opening thiz pe of file

PKI D& TE
[ 30| |
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AT v T4 [Certtificate] XA 7 7R v 7 A& % [CopytoFile] 27 Vw27 L, [OK]Z27 Vv LET,

Microsoft Cerificate 5

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA certification path to allow canesl Dekais |.:Ertiﬁcatim Path |

Itis not necessary to manually install th -~ shaw: {<all> |

A cerification path will be installed fio
Field | Walue

Choose file to download: Elversion V3

CA Cerificate; SR i ey [ serial number 0560 D289 ACE4 1994 4F4
ESignature algorithm shalRsa
Elssuer Aparna A, netstarage, C
E'-.-'alid From 04 Mei 2005 ¢ 16;37
Elvalid o 04 Mei 2007 4:25:17

¢ DER encoded or ¢ Eﬁubject Aparna CA, netstorage, C
Download CA certifica | Elpublic key RSA (512 Bits)

Download CA certifica
Download latest cerific

Edit Properties, .. Copy

PKI DERFE
|
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AT w75 [Certificate Export Wizard] % A 7 1 277K v 77 A/ & [Base-64 encoded X.509 (CER)] %3 L |
[Next] 27 U v 7 LET,

Microzsoft Certificate Senices -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Certificate

Install this CA certification path to allow cores  Detais |cErtiﬁcatiDn Path |

Itis not necessary to manually install th - show: | <al> |
CA certification path will be installed fc

Field Certificate Export Wizard
ChOOSE. ﬁ|E! tﬂ GWH'OEd. — E'u‘er.suljn " Export File Format
CA Certificate; (SN EnaElE R Serial numbe Cettificates can be exported in a wariety
ESignature alg
Elssuer
E'-.-'alid From
E'-.-'alid ko Select the Format wou wank o use:

T DER encoded or o Blsubject

Download CA certifica |ElPublic key
Download CA certifica
Download latest cerdific

{” DER encoded binary ¥.509 ¢ CER

{* Base-64 encoded %.509 { CER)

i Cryptographic Message Synkax S

™| Include &l cetbificates inthe

= Bersonal Information Exchange -

[T Induds &l certificates in the o

[T Enable strong protection freg

[T Celete the private keyif Eheie

AT w76 [Certificate Export Wizard] Z A 7 12 77K v 7 ZZ&% % [Filename:] 7% A b R v 7 AR FET D
Ty ANGLEATIL, [Next] 227 Vw7 LET,

AT 71 [Certificate Export Wizard] % A 7 7@ 77K > 7 AT, [Finish] #7 U » 7 LET,

PKI DERTE
EE I
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AT v 78 Microsoft Windows @ type 2~ > K% AJj LT, Base-64 (PEM) JER TERIFEI TV 5 CA GE
HELXRRLET,

MWINNT system32hcmd.exe

D:stestcerts2type aparnalCl.cer

BEGIN CERTIFICATE
MIIC4jCCAoygAwI BAgIQBWDS iayAGERPSRI 1 jKBZe jANBgkaghkiGYwABAQUFADCE
kDEgHB4GCSgGS I h3DQEJARY RY U1 hbmRrZUBjaXNjbyS jh28xC=zAJBgNUBAYTAK 1O
MRIwEAYDUQQI EwlLY X Ju¥iRhaZ2ExEjAQBgNUBAcT CUJhbmdhbG? wZT EOMAWGALUE
ChMFQ2 1=¥Y28xEzARBgHUBA=TCnS 1dHNAL3JhZ2UxEjAQBgNUBAMT CUFwY X Ju¥ SBD
QTAe FuBuwNTA1IMDMyM jO2MzdaFuBuNzA1MDMyMjU1IHT daMI GGMSAvHgY JEo ZT hucH
AQkBFhFhhUFuZGt 13GHpc 2Ny LmNv bT ELMAKGA1UEBhMCEU4xEjAQBgMUBAgTCUth
cmShdGFrYTESMBAGALUEBxMJQnFuZ2Fsh3J1MQ4uDAY DUQQKEWUDaXNijhzETHBEG
ALUECxMEbmUBc IRvcmFnZT ESMBAGALUEAXMJQX BhecmShl ENBMFuwwDQY JKoZI hucN
AQEBBGQADS wAwSAJBAMY . 7h3 +DEJPANBz IHHz JuNcc MM Pypuzuuo SHZE OMpe REXE 1T
Oz yBAgiT2ASFulO0wQl iDMB8r 041 jf 8RxvYKvys CAwWEAAaQBv=zCBvDALBgNUHQBE
BAMCAcYwDuwYDURBT AGH /BAUwAWER/zAdBgNUHG4EF QU Jy jyRoMh»CHMRU2 O uRhG
GgzWhHEwawY DURBE BGQuY jAuoCugKoYoaHRBcDovL3NzZ5Aw0C? DEE JARWS yh2 xs
LAFuY ¥ JuYSUyMENBLmMubDAwo CogLIYgZmlsZTovLl xccIN1ILTA4REM1ecnRFhndu
hGxcQEBhemShJT I w@AEWY3JsMBAGCS s GAQQBy jeVAQQDAGEAMABGCEgGSTh3DQER
BQUAABEAHuvGUG+8nEI??Twuw+KaGrBglNI JagNgLhBAFc THrEyuyt AUYGP=zksF?Ea
MBG7EBoMNbbzexAEQEf GiUsbmA pl ~ /v

END CERTIFICATE

D:stestcerts?

TATUTA4T4BAEDEXR

PKCS#12 FERAEE 4 Zk (CSR) % f# [l L T Microsoft Certificate %-— /N2 7 A T 27 4 7 A Gk
B2 R 5121%, ROFIRIZHE> TS ZSVY,

PKI DERFE .



B 777 7 umzoEk

Procedure

PKIDEE |

AT w71 Microsoft Certificate Services ® Web o > % —7 = A A5, [ZEBAZDMER (Request a
certificate) | Z#27 Vv 27 L. [R~ (Next) |27 Vv 27 LET,

Microsoft Cerificate Services - Aparna CA

YWelcome

You use this web site to request a certificate for your web browser, e-mail client, or ather

will be able to securely identify yourself to other people aver the web, sign your e-mail mes
depending upon the type of certificate you request.

Select atask:

" Retrieve the CA certificate or centificate revocation list
& Request a certificate

' Checlk on a pending certificate

B rroEE
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ATw 72  [EMLTER (Advancedrequest) |27 U v 7 L, [R~ (Next) 1227V v LET,

Microsoft Cerificate Services - Aparna CA

Choose Request Type

Flease select the type of request you would like to make:

C User cerificate request:

E-Mail Protection Cerificate

& Advanced reguest

AFv 73 [Baseb4 T a— RFEHPKCSHIOZHEMT SR EERF 1= ($ basess T > O — FiFH PKCSHT
T7AIIWVEFERTIEHEREEIET S (Submit a certificate request using a base64 encoded
PK CS#10 file or arenewal request using a base64 encoded PKCSH7 file) 1 227 U v 7 L. [&RA~

PKI DERFE
|
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PKIDEE |

(Next) 1227V v 27 LET,

Microsoft Cerificate Services - Aparna CA

Advanced Certificate Requests

You can request a cerificate for yourself, another user, or a computer using one of the foll:
cerification authority (CA) will determine the cerificates that you can obtain.

C Submit a certificate request to this CA using a form.
& Submit a cerificate reguest using a basetd encoded PRCS #10 file or a renewal rec

¢ Request a certificate for a smart card on behalf of another user using the Smart Card
You must have an enraliment agent certificate to submit a request for another wser,

ATy T4 [RIFFEADER (SavedRequest) |7 F A b 7R v 7 AT, base64 D PKCSH#10 FEAHEF K &R —
ARL, [N (Next) |27V w7 LET, GEFZRD CiscoNX-0OS 7/3A ADa —)b

B rroEE
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MHharv—shET,

Microsoft Cerificate Services - Aparna CA

Submit A Saved Request

Faste a basetd encoded PKCS #10 cerificate request or PRCS #7 renewal reguest
server) into the request field to submit the request to the cerification authority (CA).

Saved Request:

vqngEIvaAgHBAAGgTzA?ngqhkiGBwDBCchCBHGZ;I
DIEpMCowIQYDVRORLAQH BEswGY IRVHWVn TEME M35

Easebd Encoded |KoZIThweNAQEERQADGYEAKTEOKERAQOEN O=DIZVH
Certificate Reguest |[PECrNoWUE/ pudHayfQl2 Tiecolwe 12415133 VEFZ]
(PKCS #10 or #): |3823bNDpNsMSr k1wl hTkr VLENUZEF Txob j £ngPH
————— END CERTIFICATE REQUEZT-————-

4| |

Browse for a file to insed.

Additional Atributes:

=
Attributes: -
i k

pkinEE [



PKIDEE |

B 77 7 7 amgoEx

ATFYTE CATRI=ZAPL—ZMBiFHENREITENDET, 1 ~2 BB E T,

Microsoft Cerificate Services - Aparna CA

Certificate Pending

Your certificate reguest has been received. Howewer, you must wait for an administrator te
Flease return to this web site in a day or two to retrieve your certificate.

Hote: You must return with this web browser within 10 days to retrieve your certificate

PKI DERTE
R I
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ATYT6 CAT FI=AML—ZNRFEHEEREZKRTL202MRELET,

{3 Certification Authority

J Action  Yiew |J a o= | | | @

Tree I

@ Certification Authority (Local)
El@ Aparna Ch

i 7] Revoked Certificates
[ Issued Certificates

: £ Pending Requests
D Failed Requests

Request ID | Binary Reguest | Request Disposition Message | Reguest S

----- BEGIM ME. ., Taken Under Submission

Refresh

Help

<] |

I |C|:|ntains operations that can be performed on the object,

PKI DERFE .



PKIDEE |
B 777 7 umzoEk

AT wF1  Microsoft Certificate Services O Web A > % —7 = A Anb, REBRDIBAEEX*F I vI T3
(Check on a pending certificate) 147 U v 27 L, [R~ (Next) 127 U v 27 LET,

Microsoft Cerificate Services - Aparna CA

Welcome

You use this web site to request a certificate for your web browser, e-mail client, or ather s

will be able to securely identify yourself to other people aver the web, sign your e-mail mes
depending upon the type of certificate you request.

Select a task:
" Retrieve the CA certificate or certificate revocation list
' Request a certificate
& Checlon a pending certificate

B rroEE
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ATYT8 Fx=v /T HEAFHEEREZBIRL T, [RN (Next) |27V v 7 LET,

Microsoft Cerificate Services - Aparna CA

Check On A Pending Certificate Request

Flease select the certificate request you want to checls

Saved-Fequest Cerificate (12 Mo 2005 20:30; 22

PKI DERFE
|
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ATv 79 [Base64 Tra— KFH (Basebdencoded) |27 U v 7 LT, [CASEAEDA Y O—FK
(Download CA certificate) | #27 U v 27 L&,

Microsoft Cerificate Services - Aparna CA

Certificate Issued

The certificate you requested was issued to you.

T DER encoded or & Base 64 encoded

o] Dowinload CA certificate
= Download CA certification path

PKI DERTE
L2 I
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ATvINn

71457571571 mnE0ER ]

[Z7ANVDF T a—FR (FileDownload) 1% A 712 Ry 7 AT, [B< (Open) |27V v
7 LET,

Microsoft Certificate Services - Aparna CA

Certificate Issued

The certificate you requested was issued to you.

: :
C DER encoded of & Base 6 ilaaui i

i Download CA certificate Some files can harm vour computer. I the file infar
== Download CA cerdification path looks suspiciouz, of you do ot fullp st the sour
zave this file.

File name: certhew. cer
File tupe:  Security Certifizate
Frorm: 10.76.45.108

& Thiz type aof file could harm vour cormputer if §
malicious code,

“WWould yau like to open the file or zave it ba pour o

Open | Save Canicel

¥ | &lwaps ash before opening this pe of file

[Certificate] 7~ v 7 A C, [Details)] # 7% 2 U2 L, [CopytoFile.] %7 Vv 27 LEd, .[GE
BHEDxT 7 AR —k ¥4 71/ (Certificate Export Dialog) ] v 27 AT, [Base64 T>a—FK
FEH X.509 (.CER) (Base-64 encoded X.509 (CER)) 1 %7 U v 7 L, [R~ (Next) |27 U v

PKI DERFE .
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=M Mirrgen prbificabe Servires - Micrnsn eroel B E ide Cisco Systems, Inc.
; Certificate , il
_.1 General Details |Certificatinn F‘athl év = E s
=":" Show: I::.ﬁ.ll:b j
= = | —
E'-.-'ersiu:un W3
=] serial number 0433 SEAL 0000 0000 0074
Eﬁignature algorithm shalRSA
Elssuer Aparna CA, netstorage, Cisca. .. i
[=]valid from 12 Nopember 2005 8:32:40
[F]valid to 12 Mopember 2006 5:42:40
ESubject Vegas-1.cisco.com
[Fpublic key RS54 (1024 Bits) |

Certificate Export Wizard

Expott File Format
Certificates can be exported in a va

Select the Format wou wank fo use:

™ DER encoded binary ¥.509 1,

Edit Propertiss.. St (% Base-54 encoded ¥.509 (. CE

. Cryptographic Message Swnt
(0] 4
[ | Include all cerbificates in

" Personal Information Exchan

[ | Include all cerkificates in
™| Enable strang proteckon
[T | Celete bheiprivate keyit

ATYF12 [FEHETZ AKR— K 7 4% — K (Certificate Export Wizard) XA 707 Ry 7 AZHDH[7 7
A4 . (Filename:) | 7F A N Ry 7 ARG TH7 7 ANV EATIL, [RN (Next) 1%

PKI DERTE
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7V w7 LET,

='-.-'ersinn
=Serial nurmber 0&a33 SEAL 0000 0000 0074
ESignature algarithm shalR5A
EIssuer Aparna CA, netsborage, Cisca. ..
E'-.-'alid Fram 12 Mopernber 2005 5:32:40
='-.-'a|iu:| ko 12 Mopember 2006 3:42:40
= Subject Vegas-1.cisco.com

1S public key RSA (1024 Bits)

CnikestoertsimyID, cer

PKI DE%E
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AFy T3 [ET

Show: | <Al -]
Field | Yalue i -
E'-.-'ersiu:un W3
Eﬁerial number 0A33 SEAL 0000 0000 0074
ESignature algorithim shalRs5A
Elssuer Aparna CA, netskorage, Cisco, ., o
E'-.-'alid From 12 Mopember 2005 3:32:40
E'-.-'alid ko 12 Mopember 2006 3:42:40
ESubject Vegas-1.cisca, com
[ElPublic key RS54 (1024 Bits) |
Edit Fraperties. .. Copy to F

. PKI DERTE

Completir
Wizard

‘fou have succes
wizard.

‘fou have specifi

File Mame
Export Keys
Include all certi
File Format
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AT 714 Microsoft Windows Dtype 2~ RE AT LT, TAT 7 47 1k #E% Base-64 T2 22—
RENEATERRLET,

D:stestcerts>tupe mylD.cer

————— BEGIN CERTIFICATE———

MI IEADCCAGggAw] BAgI KCj00oQAAAAAAdDANBykghkiG?uwABAQUFADCBLDEgMB4G
CSgGE I h3DQEJARY RY U1 hbhmRrZUB jalNjbyb jh28xCzAJBgNUBAY TAK1OMRI wEAY D
QI EulLYEJu¥Y2Rha2 ExEjAQBgNUBAc T CUJThbmdhbhG? yZT EOMAWwGALUEChMFQ2 1=
Y28xE=ARBgNUBAsT Cm5 1dHNAL3 JThZ2UxE jAQBgHUBAMT CUFwY X JuY SBDQT A e Fubw
MT ExMT I wMzAyNDBaFuluM jExMT I wHz EyNDBaMBuxGjAY BgNUBANTEUZ1Z2F=LT En
Y21=¥28uY22tHIGFHAAGCS gGS I h3DQEBAQUAA4GNADCEiQKBgQC GNUACA jOud1 G
dQ1 Wk JHISICdpLf KSe JEmMNCQu jGpzcuksZPFE jF2UoiveCYEE ylncyuSEAS »J47
glxrd2-,21?IRIh/Budl cj? 55 f KKS6koa?xWYAuBrDf =8 jHCn I H4WM a¥ g2 g4Gh
WIRif AB6uFgFZEg=17-Elazsh?LyLuwl DAQABo 4] CEzCCAgEwJQY DURARAQH ~BB=u
GY I RUmUnYAMtMES5 jakNjbyS jh22ZHBKEwWHG [ wHQY DURAOBBY EFKCLi +Z25 s pUWESf grR
bhiim1Uyo? jngMI HHBgNUHSHEgc Quagc GAFCe o8 kaDGow jTEUN = kY UBo LEFmyxoxo ¥ GU
pIGTHI GQMEAwHgY JKoZ1 hecNAQKBFhFhhUFuZGt 1QGHpc 2Nv LmNvhT ELHAKGALUE
BhMCSU4xEjAQBgHUBAgT CUthemShdGFrY¥ TESMBAGA1IUEBxMJOmFuZ2Fzh3J1MQ 4w
DAY DUQQKEWUDaRNjb=ETMBEGA1UECxMKbmUAc 3RvemFnZT ESMBAGALUEAxMJQRBh
cmShl EHNBghAFYNEJrLQZ1E?JEilMrR16MG= GA1 UdHwRKMGI wLgAs o CgGKGhAdHAL
Ly?zcZUtMDguQ2Uyd EUucm? s hGC?Be GFybmE1MFBDASS jemuuwMKAuo CyGKnZphGlU 6
Ly?cXHNzZ5 BulFxDZXJARWS yh2 s KEFuY X JuY S U yMENMBLmNybhDCBigh I KuY BBQUH
AQEEf jBBHD=GCCsGAQUFBzAChi?odHRw(iBvcINILTA4LANlcnRFhnduhGuec 3N
LTA4ZAFuY Ju¥SUyMENBLmMydDA? BaggrBgEFBQcwAoY xZml s ZTovLl xcc3N1LTA4
AENM1cnRFhbnduhGxcc3N1LT A48 BFwY S JuY SU yMENBLmMyd DANBykghkiGFwABAQUF
AANBADhGBGs he ?GHLh? xe OTWBNbm2 U6 Z5uDDe OcUZUUT grpnTqUpPye jtsuf 1w
E3bc I ZudWsExREqxhT kB yecx?USo=

————— END CERTIFICATE———

D:stestcerts

Related Topics
AEEELROERL (14 X—2)
Cisco NX-0OS 7 /34 A TOFEAZEORTE (25 —)

AEBAZEDERY JH L

Microsoft CA BHE 70 77 A& H L CGGEFAELZIY ETFIEX, RO LBV TT,

Procedure

AT w71 [Certification Authority] > V —72>% . [Issued Certificates] 7 #/V 4% 27 UV v 7 LE9d, U A k)
O, WMOHEITIEAEELLE 7Y v 7 LET,

PKI DEXE
|
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FEBREDER YA L

AT w 72 [All Tasks] > [Revoke Certificate] DIEIZEIN L F 9,

Pt

& Certification Authority

Ackion  Wiew |J o = | [| |@

—

Tree I Reguest I | Requester Mame | Binary Certificate | Serial Mumber |
£ Certification Autharity (Local) Edsa SSE-08YIUSR_55... ---- BEGIN CERTL.. 786263d00000000000S
= Aparna CA Edao SSE-DS\IUSR_S5... - BEGIN CERTL... 7862643d00000000005;
" (27 Revoked Certificates Edn SSE-0&\IUSR_55... - BEGIMN CERTL... 786264d900000000005E
{‘3 Issued Certificates 92 SSE-03\IUSR_S5... - EEGIN CERTIL... 7c32781800000000005:
D Pending Requests 93 S3E-0IUSR_55... - EEGIN CERTIL.., 7327827 00000000005:
fni D Failed Requests 94 S3E-0IUSR_S55.., - BEGIN CERTL... 7c32783700000000005e
95 S3E-0IUSR_55.., - BEGIMN CERTI... TC3Z2784700000000005F
o5 S3E-0IUSR_55.., - BEGIN CERTIL... 7cadSc2200000000006:
'?J'?J S3E-0&IUSR_55... - BEGIMN CERTI... 021a9d1a00000000006:

100 SSE-0AMIUSR_55... - BEGIMN CERTI... 1c1013cFO00000000064
101 SSE-084IUSR_S5... - BEGIM CERTI... 1c10d191000000000068
102 SSE-03\IUSR_S5... - BEGIM CERTI... 2b4eb3a700000000006¢
103 S3E-0IUSR_55... - BEGIM CERTI...  453beb43000000000067
104 S3E-0IUSR_S55.., - BEGIMN CERTI... 4ebSh32700000000006E
105 S3E-0IUSR_55.., - BEGIMN CERTI... <fE00&84 1000000000069

106 S3E-0IUSR_55.., - BEGIMN CERTI... <4fdFeSa<400000000006a
107 S3E-0&IUSR_55... - BEGIMN CERTI... Sf3edc9s000000000060
108 SSE-0AMIUSR_55... - BEGIM CERTI... Sf413d2000000000006:
109 SSE-084IUSR_S5... - BEGIM CERTI... 17b22ded00000000006:
110 SSE-03\IUSR_S5... - BEGIM CERTI... 17b3067400000000006:
111 S3E-0IUSR_55... - BEGIM CERTI... 11ea380s0000000000aF
112 S3E-0IUSR_S55.., - BEGIMN CERTI... 170beaSb00000000007(

113 S3E-0IUSR_55.., - BEGIM CERTI... <aafffz2e00000000007 1
114 S3E-0IUSR_55.., - BEGIN CERTIL... 78cceebc00000000007:2
115 S3E-0&IUSR_55... - EEGIN CERTIL... 78e341a100000000007:

1]

Conkains operations that can be performed on the object,

PKI D& TE
s | |
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% Certification Authori

|J fckion  View |J = o= | |

|

amzomysl

AT w73 [Reasoncode] K v 7 H D UARNNLEDIELOBEEEZEIINL, [Yes] 227V v 7 LET,

Tree I

@ Certification Authority {Local)
El@ Aparna Ch
i Revoked Certificates

Request I | Requester Mame | Binary Certificate | Serial Mumber |
a9 S3E-0IUSR_55.., - BEGIN CERTI... 7E6263d000000000
an S3E-0&IUSR_55... - BEGIN CERTI... 78626<43d00000000
91 SSE-0AMIUSR_55... - BEGIMN CERTI... 7E6264d900000000
92 SSE-084IUSR_S5... - EEGIN CERTL... 7c32721800000000C
a3 SSE-03\IUSR_S5... - EEGIMN CERTIL... TFc327327000000000
a4 S3E-0IUSR_55... - EEGIN CERTIL... 7c327a3700000000c
95 S3E-0IUSR_S55.., - BEGIN CERTL... 7327847 700000000C
98 el e et T AR 00C

ifi i i 7

B Certificate Revocation : el i
100 Are pou sure you want to revoke the selected certificate(s]? oo
101 hooo;
10z “f'ou may zpecify a reazson for this revocation. hOa
103 Reason code: oo
104 Ihzpecified j o
105

108

107

108 =

109 SSE-0AMIUSR_55... - BEGIMN CERTI... 17b22des00000000
110 SSE-084IUSR_S5... - BEGIN CERTI... 17b30&67a00000000
111 SSE-03\IUSR_S5... - EEGIMN CERTIL... 11ea380c00000000
112 S3E-0IUSR_55... - BEGIM CERTI...  170beadbO000o000o:
113 S3E-0IUSR_S55.., - BEGIMN CERTI... <aafffze000000000
114 S3E-0IUSR_55.., - EEGIN CERTIL... Vacceetc000000000
115 S3E-0IUSR_55.., - EEGIN CERTIL... VSe341a100000000
116 S3E-0RIUSR_S55.., - BEGIMN CERTIL... Da338eal00oooooo

<
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AT 74 [Revoked Certificates] 7+ /X %27 U v 7 LT, GEAZEORVELZR B L OWMRELET,

{&3 Certification Authority

Jﬂctiun Yiew |J¢' -P|||@

Tree I Request ID l Requester Mame | Binary Certificate | Serial Mumber |
29 Certification Authority (Local) 15 SSE-08IIUSR_S5... - BEGIN CERTIL... SdaeS3cd00000000000F
=03 Aparna CA 16 SSE-ORIUSR_SS.., - BEGIMN CERTL.. Sdb140d300000000001C
Y oked Certificates 17 SSE-DBVILSR_SS.,, ---- BEGIMN CERTL... Serd7cibO00000000011
[ Issued Certificates 18 SSE-08\IUSR_S5... - BEGIM CERTI.. 16db4f8f000000000012
(1] Pending Requests 19 SSE-0S\IUSR_5S5... - BEGIM CERTL.. 261c3924000000000013
& CI Failed Requests ZEI S3E-0IUSR_55.., - BEGIMN CERTI.., 262bS202000000000019
21 S3E-0IUSR_S55.., - BEGIM CERTI..., 2634cyfz2000000000015
22 S3E-0IUSR_S55.., - BEGIM CERTI.., 2635b00000000000001¢
23 S3E-0IUSR_55... - BEGIMN CERTIL... 28435040000000000017
24 SSE-ORIUSR_55.., - BEGIMN CERTIL... 2az276357000000000018
25 SSE-08IUSR_S5... - BEGIM CERTI..., 3fE3chF7000000000019
26 SSE-03\IUSR_S5... - BEGIM CERTI.., GedbSFEFO00000000014
2? SSE-0FIUSR_55... - BEGIM CERTI... 725b89d500000000001k
28 S3E-0IUSR_55.., - BEGIN CERTIL... 735a587300000000001¢
29 S3E-0IUSR_S55.., - BEGIM CERTI.., 148511c700000000001d
3I:I S3E-0IUSR_S55.., - BEGIN CERTL... 14a7170100000000001¢
31 S3E-0IUSR_55... - BEGIM CERTI... 14fc<4ShS0O0000000001F
32 SSE-ORIUSR_55.., - BEGIM CERTI.., 486ceS0b000000000020
33 SSE-08IUSR_S5... - BEGIM CERTIL... 4catazaal00o00oo00zl
47 SSE-03\IUSR_S5... - BEGIM ZERTI... 1aaS55cSe00000000002F
&3 SSE-0FIUSR_55... - BEGIM CERTI.,. 3f0S845dd00000000003F
(a1} S3E-0IUSR_55.., - BEGIMN CERTI.., 3f619b7e000000000042
82 S3E-0IUSR_S55.., - BEGIN CERTIL... 6313c46300000000005:
96 S3E-0IUSR_S55.., - BEGIN CERTIL... 7c3861e3000000000060
'.:J? S3E-0IUSR_55... - BEGIMN CERTIL... 7ceee3S1000000000061
116 SSE-ORIUSR_55.., - BEGIMN CERTIL... 0a332eal000000000074
1] |

CRL D ERL & 2B

Microsoft CA BHE 71 /7 A% H LT CRL #1ERB L OABRTA2FIE X, kOB T
7,

PKI D& TE
[ 50| |
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Procedure

ATy I

crLofeme 28 [

[Certification Authority] O E[{fi 74>, [Action] > [All Tasks] > [Publish] DJEIZER L F 7,

Publish Request ID | Reguester Mame | Binary Certificate | Serial Mumber |
Refresh by (Local) 15 SSE-08YIUSR_55... ---- BEGIN CERTL... SdaeS3cd00o0oooo
E: Expork Lisk. .. 16 S3E-0#IUSR_55...  --—--- BEGIM CERTI... Sdbil40d3000000001
§ 17 SSE-OAIUSR_S55...  -—--- BEGIM CERTI.., Se2d7clbO00o0ooo
Fropsis 13 SSE-DEVIUSR_S5.., - BEGIN CERTL..  16db4faf00000000C
Help 19 SSE-08\IUSR_S5... - BEGIM CERTI... 261c392400000000
2|:I S3E-08\IUSR_55... - BEGIM CERTI... 262bS20zZ00000000
21 S3E-0IUSR_55.., - BEGIM CERTI.., 2634c7f2000000000
22 S3E-0IUSR_55... - BEGIM CERTI..., 2635b00000000000!
23 S3E-0IUSR_55..,  ----- BEGIM CERTI... 2643304000000000
24 S3E-0#IUSR_55...  --—--- BEGIM CERTI... 2az7e35700000000
25 SSE-OAIUSR_S55...  -—--- BEGIM CERTI..., 3fg8chfrO00000000
26 SSE-08\IUSR_S5... - BEGIM CERTI... 6e4bSFSFO00000000
2? SSE-08\IUSR_S5... - BEGIM CERTI.., 725b&9d300000000
28 S3E-08\IUSR_55... - BEGIM CERTI.., 73%2ag87 300000000
29 S3E-0IUSR_55.., - BEGIM CERTIL... 14851 1700000000
3EI S3E-0IUSR_55... - BEGIM CERTI... 14a7170100000000
31 S3E-0IUSR_55..,  ----- BEGIM CERTI..., 14fc45bS000000000
32 S3E-0#IUSR_55...  --—--- BEGIM CERTI.., 48Aced0b00000000;
33 SSE-OAIUSR_S55...  -—--- BEGIM CERTI... 4catazaalooooooo
4.'-" SSE-08\IUSR_S5... - BEGIM CERTI... 1aaSScSe00oooooo
63 SSE-08\IUSR_S5... - BEGIM CERTI..., 3f0845dd00000000r
66 S3E-08\IUSR_55... - BEGIM CERTI... 3fe19b7e0O000000r
82 S3E-0IUSR_55.., - BEGIM CERTI.., 6313c4a300000000i
96 S3E-0IUSR_55... - BEGIM CERTI... 7c386le3000000001
9? S3E-0IUSR_55..,  ----- BEGIM CERTI... 7coee3Sl00000000i
116 S3E-0#IUSR_55...  --—--- BEGIM CERTI... 0a338ealloo0ooon
1] |
Zonkains operations that can be performed on the object, =

pkinEE [
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AT w 72 [Certificate Revocation List] A 7 2 7R v 7 AT, [Yes] %7 U v L THHO CRL ZABL

£7,

L
153 Ler

tification Authorit

|J fction  Wiew |J . -I'|| |@

Tree I

B8

@ Certification Autharity (Local)

Aparna Ch
5 Revoked Certificates

I:l Issued Certificates
I:l Pending Requests
i []] Failed Requests

Request ID | Requester Mame | Binary Certificate | Serial Mumber |
15 SSE-OAIUSR_S55...  --—--- BEGIM CERTI.., SdasS53cd00000000000F
16 SSE-08IUSR_S5... - BEGIM CERTI.., Sdb140d3000000000011
17 SSE-08\IUSR_sS5... - BEGIM CERTI.., Se2d7clb000o00o00o] |
15 S3E-08\IUSR_55... - BEGIM CERTI... 16db4f3f000000000012
19 S3E-0IUSR_55...  --—--- BEGIM CERTIL... 261c392400000000001:
2EI S3E-0&IUSR_55.., - BEGIM CERTI.., 262b520200000000001:
21 S3E-0IUSR_55..,  --—--- BEGIM CERTI.., 2634c7fz000000000015
22 S3E-0#IUSR_55..,  --—--- BEGIM CERTI.., 2635b00000000000001:
23 SSE-OAIUSR_S55,.,  --—--- 2648504000000000001°

BEGIM CERTI...

& The last published CRL is skill valid and can be used by clients, Are wou sure you wank to p

Mo

752 e}
75 e
F5: ok

F5;
Edes

P52 [
752 [
5 [T

75 BN
s

al

SSE-08\IUSR_SS...
SSE-08\IUSR_SS...
SSE-08\IUSR_SS...
S3E-08\IUSR_SS. .,
SSE-08\IUSR_SS..,
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS. ..
SSE-08\IUSR_SS...
SSE-08\IUSR_SS...

BEGIM CERTIL..
BEGIM CERTIL..
BEGIM CERTIL..
BEGIM CERTIL...
BEGIM CERTIL..
BEGIM CERTI...
BEGIM CERTI...
BEGIM CERTI...
BEGIM CERTIL..
BEGIM CERTIL..

14fc45b500000000001F
4586ceB0b000000000021
4catadaaioo0oononoz
15555c5e00000000002f
3f0345dd00000000003f
3f613b7=00000000004:
631 3c46300000000005:
Fr3861e300000000006(
Fobee35100000000006
0a33582a100000000007:

[

CRLOAo>ro—Fk

Microsoft ££> CA @ Web ¥4 25 CRL 24X v v — K35 FEIX, kDO LBV T,

B rroEE
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Procedure

AT 71 Microsoft Certificate Services ® Web f > % —7 = A5 [Retrieve the CA certificate or certificate
revocation list] #27 UV >~ 27 L, [Next| %27 U v 7 LE7,

Microsoft Cerificate Services - Aparna CA

YWelcome

You use this web site to request a certificate for your web browser, e-mail client, or othe

will be able to securely identify yourself to other people over the web, sign your e-mail n
depending upon the type of certificate you request.

Select atask:

&+ Retrieve the CA certificate or centificate revacation list
' Request a certificate

' Checlk on a pending certificate

pkinEE [
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AT w72 [Download latest certificate revocation list] 27 U v 7 L £7°,

Microsoft Cerificate Services - Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA certification path to allow your computer to trust certificates issued from this

It is not necessary to manually install the CA certification path if you request and install a ¢
CA cerification path will be installed for you automatically.

Choose file to download:
A Certificate: (el

T DER encoded or & Ease 64 encoded

Download CA certificate
Download CA certification path
Download latest cerificate revocation list

B rroEE
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AT 73 [File Download] ¥4 72/ ARy 7 AT, [Savel &7 Vv 7 LET,

Microsoft Certificate Services -- Aparna CA

Retrieve The CA Certificate Or Certificate Revocation List

CA certification path will be installed foryoL @

Choose file to download:
A Cerificate. MilCIaar T

T DER encoded or & Ea

Download CA cerdificate
Download CA cerification ¢
Download latest certificate t

Install this CA certification path to allow your computer to trust certificates issued from t

It i5 not necessary to manually install the CA RS

Some files can harm vour computer. [F the file infar
looks suzpicious, or wou do not fully trust the zour
zave thiz file.

File name: certcrl.cil
File type:  Certificate Revocation List
Frorm: 10.76.45.108

Ywould pou like to open the file or zave it to your o

Open | Save Canicel

¥ Always ask before opening thiz type of file

pkinEE [
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B creosyon—¢

ATV T4 [SaveAs| XA TRy 7 AT, IRTGGFT D77 ANLEANTILT, [Save] &7 U 7 LET,

Microsoft Certificate Services -- Aparna CA,

Retrieve The CA Certificate Or Certificate Revocation List

Install this CA cedification path to allow your computer to trust certificates issued from this

It is not necessary to manually install the CA ¢

CA certification path will be installed for you & i 4

Save in: I ] testcerts

3

Hiztory
T DER encoded or & Base ri”f

Download CA cerdificate

Download CA certification pa .mi\
Download latest certificate re

Choose file to download:
CA Certificate; (6ol e

documents

File name: Iaparnam.crl

Save as type: IEertificate Revacatis

. PKI DERTE
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AT w75 Microsoft Windows @ type =~ > K& AJJL T, CRL ZF/RL 7,

) f
i HY H
i Ha8CAG ILF 0 iLF BN i A eH FwHBCG
H B 9 ¥ Y DUGQ BAGA ' A
H A Y DU G I jAMH HAoTH H QY DUQG
i g i Y DUGQT i QAERDTF A o RDTH
(0 i : AAAAAAATLXDTALMD Olo
DU O fi b § ;
[ : AAARAAAUEDTALMD i 2PIAAAAAAR
i I i 4MDF AL A b § ; i
RYAAAAAAAgADTA oKy AAAAAAACH !
AN=H AMMA o GF QT AARAAAAOXDTALME [
owDDAKBgMUHRUEfivo BA jAph 5 i 3MD O ODAAMT g
DURBUBAMKRAG RS6=zgAAAAAADE DU T HpH ¥
g 1 1 1 DURBUBAMKEAQ
I I AMDA i b PNARAAAAAPFWE fi4 i
GHMARARAABAXDTALMD oK BGuwARARAAEH [ 1
AMMA o GF ¥ i 48AAAARABI XDTA1MI
i [ OD i bl oo g
: QuMD BaMH § AARARABUXDT A1 MI i ANU o
[ AMDF i bl oo g : QuMD
i i AAAAAABGXDT AL MI 0 p
[ OD fihi) g 1 :
AAAAAABsXDTA1MI 0 DU
ibfigoUhRHHAARAARA g 1 :
DTA1MD 0 p QARARAAR LT 11 fi b
OgLAARAARR g 1 0D [ : pGoRARAAR DTALMD
fIAM1 o DU OT A 7 fibAgo
g ASMI DI : g DT A1 MDkwOT DAAOFo
p i) 4U JAbAg PR § i i
: DTALMD [ i 0o QARAARR
i ) [ 3 3 ) DUHA jBH il RO H OuyRh(
3 HEN HEN AR wDG 0 A HGA D GN 11
0 HmY b8 3 B H b 3
) i, H

Related Topics
AEERGE MR T EORE (13 =)

CRLD A R— k

CRL % CAIZKHET A R T A RRA v ML AR — T BHFET, kOEEBY T,

Procedure

AFYT1 CRL77A/L% CiscoNX-OS THRA ZADT— 7T vailat’—LET,

Device-1# copy tftp:apranaCA.crl bootflash:aparnaCA.crl

PKI DEXE
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ATy T2 CRLZFZFELET,

Device-1# configure terminal
Device-1(config)# crypto ca crl request myCA bootflash:aparnaCA.crl
Device-1 (config) #

ATFv T3 CRLONEFEHRZRLET,

Device-1(config)# show crypto ca crl myCA
Trustpoint: myCA
CRL:
Certificate Revocation List (CRL) :
Version 2 (0x1)
Signature Algorithm: shalWithRSAEncryption
Issuer: /emailAddress=admin@yourcompany.com/C=IN/ST=Karnatak
Yourcompany/OU=netstorage/CN=Aparna CA
Last Update: Nov 12 04:36:04 2005 GMT
Next Update: Nov 19 16:56:04 2005 GMT
CRL extensions:
X509v3 Authority Key Identifier:
keyid:27:28:F2:46:83:1B:AC:23:4C:45:4D:8E:C9:18:50:1
1.3.6.1.4.1.311.21.1:

Revoked Certificates:
Serial Number: 611B09A1000000000002
Revocation Date: Aug 16 21:52:19 2005 GMT
Serial Number: 4CDE464E000000000003
Revocation Date: Aug 16 21:52:29 2005 GMT
Serial Number: 4CFC2B42000000000004
Revocation Date: Aug 16 21:52:41 2005 GMT
Serial Number: 6C699EC2000000000005
Revocation Date: Aug 16 21:52:52 2005 GMT
Serial Number: 6CCF7DDC000000000006
Revocation Date: Jun 8 00:12:04 2005 GMT
Serial Number: 70CC4FFF000000000007
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 4D9B1116000000000008
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 52A80230000000000009
Revocation Date: Jun 27 23:47:06 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 5349AD4600000000000A
Revocation Date: Jun 27 23:47:22 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
CA Compromise
Serial Number: 53BD173C00000000000B
Revocation Date: Jul 4 18:04:01 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Certificate Hold
Serial Number: 591E7ACE00000000000C
Revocation Date: Aug 16 21:53:15 2005 GMT
Serial Number: 5D3FD52E00000000000D
Revocation Date: Jun 29 22:07:25 2005 GMT
CRL entry extensions:
X509v3 CRL Reason Code:
Key Compromise
Serial Number: 5DAB771300000000000E

B rroEE
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Revocation Date: Jul 14 00:33:56
Serial Number: S5DAE53CD0O0000000000F
Revocation Date: Aug 16 21:53:15
Serial Number: 5DB140D3000000000010
Revocation Date: Aug 16 21:53:15
Serial Number: 5E2D7C1B000000000011
Revocation Date: Jul 6 21:12:10
CRL entry extensions:
X509v3 CRL Reason Code:
Cessation Of Operation

Serial Number: 16DB4F8F000000000012

Revocation Date: Aug 16 21:53:15 2005 GMT

Note

Revocation Date: Aug 16 21:53:15
Serial Number: 261C3924000000000013
Revocation Date: Aug 16 21:53:15
Serial Number: 262B5202000000000014
Revocation Date: Jul 14 00:33:10
Serial Number: 2634C7F2000000000015
Revocation Date: Jul 14 00:32:45
Serial Number: 2635B000000000000016
Revocation Date: Jul 14 00:31:51
Serial Number: 26485040000000000017
Revocation Date: Jul 14 00:32:25
Serial Number: 2A276357000000000018

Serial Number: 3F88CBF7000000000019
Revocation Date: Aug 16 21:53:15
Serial Number: 6E4B5F5F00000000001A
Revocation Date: Aug 16 21:53:15
Serial Number: 725B89D800000000001B
Revocation Date: Aug 16 21:53:15
Serial Number: 735A887800000000001C
Revocation Date: Aug 16 21:53:15
Serial Number: 148511C700000000001D
Revocation Date: Aug 16 21:53:15
Serial Number: 14A7170100000000001E
Revocation Date: Aug 16 21:53:15
Serial Number: 14FC45B500000000001F
Revocation Date: Aug 17 18:30:42
Serial Number: 486CE80B000000000020
Revocation Date: Aug 17 18:30:43
Serial Number: 4CA4A3AA000000000021
Revocation Date: Aug 17 18:30:43
Serial Number: 1AA55C8E00000000002F
Revocation Date: Sep 5 17:07:06
Serial Number: 3F0845DD00000000003F
Revocation Date: Sep 8 20:24:32
Serial Number: 3F619B7E000000000042
Revocation Date: Sep 8 21:40:48
Serial Number: 6313C463000000000052
Revocation Date: Sep 19 17:37:18
Serial Number: 7C3861E3000000000060
Revocation Date: Sep 20 17:52:56
Serial Number: 7C6EE351000000000061
Revocation Date: Sep 20 18:52:30
Serial Number: OA338EA1000000000074
Revocation Date: Nov 12 04:34:42

Signature Algorithm: shalWithRSAEncryption
Ob:cb:dd:43:0a:08:62:1e:80:95:06:6f:4d:ab:0c:d8:8e:32:
44:8e:a7:94:97:af:02:09:a6:9c:14:fd:eb:90:cf:18:c9:96:
29:bb:57:37:d9:1f:d5:bd:4e:9a:4b:18:2pb:00:2f:d2:6e:cl:

1la:9f:1a:49:07:9¢c:58:24:d7:72
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